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• # SMT Variables  Network Size∝
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Datacenters in production can have over 9,000 routers! 

[Beckett et al., SIGCOMM 2017]

(lower is better)
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In other words…

Compositional Verification: verify 

each component separately, such 

that correctness of the monolithic 

system is guaranteed!
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Verifying SRPs Compositionally

• Identify a cut-set of edges as forming an 
interface

• Partition the network along those edges

• Provide hypotheses for the interface edges
• (We’ll assume that the user provides these)

• Verify the components using hypotheses, 
and then demonstrate that this suffices to 
prove the monolithic network correct
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• To verify an SRP compositionally, let’s 
define an interface!

• An interface is a set of cut-set edges, 
each with an associated hypothesis

• ℐ = {(uj, vj, Hujvj)}
• Hypotheses needs to be weak enough to 

capture all behaviours of the original SRP, 
while strong enough to still allow us to 
prove our property
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ℒR(u) ⊆ ℒS(u)
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Case 2: neighbor is a 
base node :d

• By co-induction, 
ℒR(d) ⊆ ℒT(d)

• trans in R is the 
same as trans in T
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Theorem: if Kirigami returns true, then property P holds for monolithic network R

• By the two cases, for 
all nodes v, 

 (or S)ℒR(v) ⊆ ℒT(v)

• Then, since property P 
holds for S and T (by 
the safety check), it 
must also hold for R
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include “uvd.nv” 

(* Associate each node with a partition *) 
let partition node = match node with 
  | 0n -> 0 
  | 1n -> 0 
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(* Associate each edge with a hypothesis *) 
let interface edge = match edge with 
  | 1~2 -> Some (fun a -> a = 1 || a = 2) 
  | 2~1 -> Some (fun a -> a >= 1) 
  | _ -> None
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include “uvd.nv” 

(* Associate each node with a partition *) 
let partition node = match node with 
  | 0n -> 0 
  | 1n -> 0 
  | 2n -> 1 

(* Associate each edge with a hypothesis *) 
let interface edge = match edge with 
  | 1~2 -> Some (fun a -> a = 1 || a = 2) 
  | 2~1 -> Some (fun a -> a >= 1) 
  | _ -> None

uvd.nv
type attribute = int 

(* Number of nodes in network topology *) 
(* 0 = d; 1 = v; 2 = u *) 
let nodes = 3 

(* List of edges in network topology *) 
let edges = { 0=1; 1=2; } 

(* The merge function for receiving attributes *) 
let merge node x y = 
  if x < y then x else y 

(* The trans function for sending attributes *) 
let trans edge x = x + 1 

(* The initial state of the network *) 
let init node = 
  match node with 
  | 0n -> 0 
  | _ -> 10 

(* The assertion on each node’s solution *) 
let assert node x = x < 10

(* Partition 0 *) 
(* Constraints over inputs *) 
symbolic h_2_1 : int 
require (fun a -> a >= 1) h_2_1 

let nodes = (* updated nodes *) 
let edges = (* updated edges *) 

let merge node x y = 
  if x < y then x else y 

let trans edge x = 
  match edge with 
  | (* input edge *) -> x 
  | _ -> x + 1 
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let init node = 
  match node with 
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(* Constraints over inputs *) 
symbolic h_1_2 : int 
require (fun a -> a = 1 || a = 2) h_1_2 

let nodes = (* updated nodes *) 
let edges = (* updated edges *) 

let merge node x y = 
  if x < y then x else y 

let trans edge x = 
  match edge with 
  | (* input edge *) -> x 
  | _ -> x + 1 

(* The initial state of the network *) 
let init node = 
  match node with 
  | (* input of 1 *) -> h_1_2 
  | (* ...as before... *) 

(* The assertion on each node’s solution *) 
let assert node x = 
   match node with 
  | (* output of 2 *) -> (fun a -> a >= 1) x 
  | _ -> x < 10

uvd-part.nv

Internal representation
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All the examples we’ve seen thus far have been verified and work as expected in NV!
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• Common data centre network

• Hierarchical design using spines and pods

• Real-world infrastructures can have over 
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• Modelled shortest-path routing
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Fattree Reachability

• Partition vertically in half

• Destination side (with-D)

• Non-destination side (no-D)

• Hypotheses needed are quite simple!

• Only need to be specific enough that 
the property holds

Case Study

32

from no-D to with-D:  

from with-D to no-D: 

(…, true)
(…, a = (∃b, a.bgp = Some b))

P(v) = ∃b, ℒ(v).bgp = Some b

with-Dno-D
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Fattree Reachability

• Consider an alternative partition scheme

• Partition horizontally into spines and 
pods: pod with destination separate 
from others

• Should work just as before!

• Unfortunately, initial check won’t 
hold for spines to pods-no-D

An alternative cut

34

from pods-no-D to spines: ;  from spines to pods-no-D:  

from spines to pod-with-D: ;  from pod-with-D to spines: 

(…, true) (…, a = (∃b, a.bgp = Some b))
(…, true) (…, a = (∃b, a.bgp = Some b))

from spines to pods-no-D: (…, a = (∃b, a.bgp = Some b))

P(v) = ∃b, ℒ(v).bgp = Some b
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A New Assume-Guarantee Proof Rule?

36

[Giannakopoulou et al., Handbook of Model Checking. 2018]

New Rule
⟨AS⟩ S ⟨GS⟩
⟨AT⟩ T ⟨GT⟩

⟨AS⟩ S ⟨PS⟩
⟨AT⟩ T ⟨PT⟩

GT ⇒ AS
GS ⇒ AT

⟨true⟩ S ⟨GS⟩
⟨true⟩ S ∥ T ⟨PS ∧ PT⟩



A New Assume-Guarantee Proof Rule?

36

[Giannakopoulou et al., Handbook of Model Checking. 2018]

⟨true⟩ M1 ∥ M2 ⟨P⟩

Rule CIRC

⟨A1⟩ M1 ⟨P⟩

⟨true⟩ M1 ⟨A2⟩

⟨A2⟩ M2 ⟨A1⟩

New Rule
⟨AS⟩ S ⟨GS⟩
⟨AT⟩ T ⟨GT⟩

⟨AS⟩ S ⟨PS⟩
⟨AT⟩ T ⟨PT⟩

GT ⇒ AS
GS ⇒ AT

⟨true⟩ S ⟨GS⟩
⟨true⟩ S ∥ T ⟨PS ∧ PT⟩
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• Network verification

• Control plane verification

• Minesweeper [Beckett et al., SIGCOMM 2017]: encodes a network into SMT and verifies it monolithically

• Bonsai [Beckett et al., SIGCOMM 2018]: compresses symmetric networks

• Shapeshifter [Beckett et al., POPL 2020]: analyzes properties using abstract interpretation

• Data plane verification

• Symmetry and Surgery [Plotkin et al., SIGPLAN 2016]: slices network topology and abstracts packet headers

• SecGuru [Jayaraman et al., SIGCOMM 2019]: checks local behavior using operator-provided specifications

• Compositional verification of programs

• Assume-guarantee reasoning [Owicki and Gries, ACM 1976]: reasons about non-interference of shared variables

• Split invariants [Cohen et al., CAV 2010]: uses vector of assertions defined over local state variables
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Future Work
• Improving compilation time to SMT

• Proving a less restrictive initial check

• Inferring interface hypotheses

• Given a network and a cut, what should the hypotheses be?

• Possible opportunity for CEGAR-style refinement

• Designing where to cut the network

• Consider graph properties, natural structure of topology
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Thank you!
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Kirigami with an Alternate Initial Check

For partition S (resp. T), check validity of the following verification conditions (VCs) on 
 (resp. , swapping S and T): 

A. Inductiveness:   

B. Safety:  

C. Initial:  

If A and B hold for both S and T, and C holds for S or T, then return true

ℳS ℳT

⟨HS⟩ℳS⟨GS⟩ ∧ GS ⇒ HT

⟨HS⟩ℳS⟨PS⟩

⟨true⟩ℳS⟨GS⟩ ∧ GS ⇒ HT
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