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Abstract

For network administrators, performance monitoring provides valuable insights into
network quality and security. The emergence of programmable network devices makes
it possible to measure performance metrics in the data plane, where packets y by.
Running measurement tasks directly in the data plane improves e ciency, preserves
user privacy, and enables the possibility of real-time actions based on the analysis.

However, programmable data planes have limited memory size and memory ac-
cesses. Meanwhile, measuring performance metrics fundamentally requires a large
amount of memory resources, as each packet must be processed relative to its prede-
cessor in the same ow.

This dissertation tackles the speci ¢ challenges that arise from running perfor-
mance measurements with limited memory. The rst part of this dissertation intro-
duces new data-plane algorithms for monitoring two canonical performance metrics

related to Transmission Control Protocol (TCP): delay and TCP packet reordering.

e In measuring delay distribution, existing algorithms often exhibit bias against
larger delays. We present fridges, a novel data structure that allows for the
correction of the survivorship bias due to hash collisions. The main idea is to
keep track of the probability p that a delay sample is collected, and count it as %
samples. Using multiple fridges together, we can further improve the accuracy

by computing a weighted average of single-fridge estimators.

e We present e cient algorithms for identifying IP pre xes with heavy packet
reordering. First, we sample as many ows as possible, regardless of their sizes,
but only for a short period at a time. Next, we separately monitor the large

ows over long periods, in addition to the ow sampling. Both algorithms

measure at the ow level, and aggregate statistics at the pre x level.



Existing counter-based algorithms for identifying heavy-hitter ows could also be
modi ed to measure performance metrics. However, many of such algorithms, despite
of showing good empirical performance, lack theoretical guarantees. In the second
part, we present the rst formal analysis for the performance of one such algorithm,

the Random Admission Policy (RAP).

» We show that, for a highly skewed packet stream with k heavy ows, RAP with

memory size k stores O(k) heavy ows with constant probability.
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Chapter 1

Introduction

In modern societies, many of us take fast and reliable networks for granted. Thanks
to various services built on the Internet, such as cloud services, video chatting and
streaming, the world is connected like never before. Any dip in the performance of
the Internet, be it due to congestion or attacks, could be disruptive to both companies

and individuals.

1.1 Network Performance Monitoring

Network administrators are responsible for maintaining organizations' network quality
and security. Network performance monitoring provides valuable insights into both
these aspects. Performance monitoring helps in identifying bottlenecks and latency
issues that can impact network speed [46]. By analyzing performance metrics, network
administrators can optimize the network to ensure it operates at peak e ciency.
When performance issues arise, performance analysis helps pinpoint the network path
that experiences congestion [57]. Moreover, unusual performance metrics can be
indicative of security threats such as route hijacking and tra c interception [43].
Performance monitoring allows network administrators to route trac away from

malicious routes, and recon gure legitimate routing information.
2



1.1.1 Active Probing vs. Passive Monitoring

Traditionally, performance monitoring often involves active probing, which is the
process of injecting probe packets into the network, and gathering information about
their responses. There are several aspects that make active probing undesirable.
The probes add extra load on the network, and their experience is not necessarily
representative of what realistic tra ¢ experience. For example, probe packets may
not be assigned the same priority as regular data packets, due to quality of service
settings, leading to di erent treatment in terms of bandwidth allocation and latency.
And, if the probes are sent and/or received by end hosts at the network periphery,
the measurements might capture access-network or end-host issues, rather than the
core network problems.

Therefore, passive monitoring, achieved by analyzing existing tra ¢ in a network,
is often preferable. Without needing to inject probe packets, passive monitoring does
not a ect the performance of a network. And by observing what packets are going
through, passive monitoring provides a more realistic view of network utilization and

congestion.

1.1.2 Performance Metrics

Naturally for performance, we want to understand what happens across packets from
the same ow. A ow typically refers to a sequence of packets that belong to a com-
munication session. Consequently, packets from the same ow share a common set of
attributes, such as source and destination IP addresses, source and destination ports,
and protocol type. In contrast to metrics that are based on counting tra ¢ volume,
to measure network performance, each packet must be processed in conjunction with
its predecessor in the same ow.

For passive performance monitoring, it is natural to focus on Transmission Con-

trol Protocol (TCP). TCP packets contain crucial information such as source and
3



destination ports, sequence numbers, acknowledgement numbers and ags, which not
only allows us to identify ows and compute various metrics, but also provides con-
text for the network behavior we observe. Moreover, TCP is widely used by many of
today's Internet applications, and accounts for the vast majority of network tra c.
TCP performance monitoring paints a representative picture of what most packets
experience.

In this thesis, we consider two canonical performance metrics related to TCP:

round-trip delay, and TCP packet reordering.

1.1.2.1 Round-trip delay

The round-trip delay refers to the time di erence between sending a request, and
receiving its corresponding response. For example, the two-way delay for a TCP
handshake is the time between a client sending TCP SYN packet to a server and
receiving the corresponding TCP SYN/ACK packet, while the delay for a DNS lookup
is the time between a DNS query packet and its corresponding response packet. We
can also measure the time between the beginning of a TCP ow (SYN packet) and
its ending (FIN or RST packet), which characterizes the duration of a ow that
corresponds to the delay an application experienced when downloading a le.
Fine-grained information about network delays is especially useful in practice. It
is common for an Internet Service Provider (ISP) and its clients to specify a target
delay distribution in their Service-Level Agreements (SLAs) [52, 53]. For example,
an ISP might need to determine if more than 5% of TCP handshake delay exceeds

50ms.

1.1.2.2 TCP packet reordering

A reordered packet is a packet whose sequence number is out-of-order, with respect

to its predecessor in the same ow. Transmission Control Protocol (TCP) perfor-

4



mance problems are often associated with packet reordering. Packet loss, commonly
caused by congested links, triggers TCP senders to retransmit packets, leading these
retransmitted packets to appear out of order. Also, the network itself can cause
packet reordering, due to malfunctioning equipment or tra ¢ splitting over multi-

ple links [40]. TCP overreacts to inadvertent reordering by retransmitting packets
that were not actually lost and erroneously reducing the sending rate [8, 40]. In ad-
dition, reordering of acknowledgment packets muddles TCP's self-clocking property
and induces bursts of tra c [7]. Perhaps more strikingly, reordering can be a form of
denial-of-service (DoS) attack. In this scenario, an adversary persistently reorders ex-
isting packets, or injects malicious reordering into the network, to make the goodput

low or even close to zero, despite delivering all of the packets [1, 25].

1.2 Performance Monitoring in the Data Plane

For passive performance monitoring, traditional methods often involve two separate
steps: creating copies of the tra c out of the data plane, and analyzing the trac
oine. With the emergence of programmable network switches, we now have the
option to do analysis directly in the data plane, as packets y by. Simple packet-
reordering statistics can be collected directly as part of high-speed packet processing,
given software platforms like eBPF [47] and DPDK [49], smart network interface
cards [41, 55], and ASIC-based switches [10, 26, 42]. With exible parsing, we can
extract the header elds we need to analyze the packets in a ow. Using arrays or
dictionaries, we can keep state across successive packets of the same ow. In addition,
simple arithmetic operations allow us to detect reordering, compute the delay, and
tally count.

Running measurement tasks directly in the data plane has several benets. By

processing packets on the y, ne-grained analysis no longer comes with signi cant



data collection overhead, and sensitive user data never needs to be transported outside
of the data plane. Moreover, it enables real-time actions on each packet based on the
analysis.

However, processing packets e ciently for high link speeds imposes signi cant

constraints on memaory:

"~ Memory size: Modern data planes have a limited amount of memory, espe-

cially compared to the number of concurrent ows on high-speed links.

" Memory accesses: Since memory bandwidth has not kept pace with link

bandwidth, modern data planes can only access memory a few times per packet.

Plus, network devices perform other tasks|packet forwarding, access control, and
so on|that demand a share of the already limited memory resources. Furthermore,
since the data plane has limited bandwidth for communicating with the control-plane
software, we cannot o oad monitoring tasks to the control plane. As such, we need

to design compact data structures that work within these constraints.

1.3 Challenges in Designing Data-plane Algo-
rithms for Performance Measurement

The constraints of the programmable data plane often makes it impossible for any
algorithm to generate exact answers. Fortunately for many measurement tasks, ap-
proximate answers su ce, and people often turn to the vast literature on streaming
algorithms for inspiration. However, existing works have mainly focused on volume-
based metrics. For instance, to identify thek heaviest ows in a packet stream, there
are both sketch-based ([19, 13]) and counter-based ([37, 20, 6]) algorithms. A sketch-
based algorithm keeps an array of approximate counters, and performs updates based

on hash values, while a counter-based algorithm keeps track of both the identi ers
6



and the approximate counts, but only for a subset of the tra c. Counter-based al-
gorithms are of particular interest, since they also allow the possibility of measuring
performance metrics. By storing identi ers in the data structure, these algorithms
can be extended to match packets from the same ow, thus giving, and compute
performance metrics for heavy ows on the way [57].

Among counter-based algorithms, SpaceSaving [37] has drawn the most atten-
tion in the networks community, due to its simplicity and asymptotic optimality in
reporting frequent elements. Random Admission Policy (RAP) [6] is a notable vari-
ant of SpaceSaving. Through incorporating the idea of probabilistic insertions, RAP
exhibits higher accuracy over SpaceSaving in both identifying heavy ows and esti-
mating the sizes of these ows, especially in small memory regimes. However, due
to the process of nding the minimum counter, both SS and RAP require per packet
memory accesses linear in the memory size, as a result, neither can be directly imple-
mented on programmable switches. Hardware friendly variants of SpaceSaving and
RAP include HashPipe [44] and PRECISION [4]. To reduce the number of memory
accesses, HashPipe uses a pipelineddiash-indexed arrays, with a small constarl,
and only require one memory access in each array. PRECISION combines ideas from
RAP and HashPipe and achieved the best empirical accuracy for identifying heavy
ows in the data plane.

To use these algorithms as part of the performance monitoring, we also want to
know, given a memory size, how many heavy ows are we monitoring. As opposed to
sketch-based algorithms, which the theory community has extensively studied, all the
above counter-based algorithms beyond SpaceSaving, while showing promising em-
pirical performance, lack rigorous theoretical guarantees. Proving theoretical results
for these algorithms turned out to be highly nontrivial. In order to understand the
performance of PRECISION, the data-plane state-of-the-art, we need techniques to

analyze two of its algorithmic components: (1) random admission, as in the RAP al-

7



gorithm, and (2) approximating the global minimum using the minimum ofd counter
values. In Chapter 4, we present our theoretical results on the performance of RAP,
which serves as a valuable rst step towards providing bounds for PRECISION.

The lack of theoretical guarantees is clearly not the only problem, as focusing on
heavy ows using counter-based algorithms does not always su ce for the purpose of
performance monitoring. In monitoring TCP packet reordering, whilst heavy ows
might make up most tra c, they do not necessarily give us a full picture of ows from
all sources to a destination. By focusing solely on heavy ows, we might overlook
congestion that is happening on parts of the network. In the case of round-trip delay,
where we need to match pairs of requests and responses, there is not even the notion
of heaviness in this context. These examples highlights the need to design data-plane
algorithms specialized in measuring performance metrics. Next we delve into the
speci c challenges we encounter in monitoring delay and packet reordering in the

data plane.

Mitigating bias in estimating delay distribution. To measure delay in the
data plane, Chen et al. [15] proposed a simple scheme which saves the request ID and
a timestamp into an array, applying a hash function over the ID to obtain an array
index. When the corresponding response arrives, we use the hash function again to
look at the same index, and if the matching request exists, calculate this request's
delay and update the statistics of the delay distribution.

However, not all requests eventually receive a response, and those orphaned re-
guests without a response create a dilemma. A new request being inserted may su er
from a hash collision with an existing request. If we discard the new request and keep
the existing one, the array will soon |l up with stale, orphaned requests. But simply
overwriting upon every hash collision is even worse: to produce a delay sample, the

request must stay in the array for long enough without being overwritten.



For large-delay pairs, the request needs to survive a large number of new insertions
into the data structure without a hash collision. Consequently, more small-delay
samples are produced, while large-delay pairs are undersampled and therefoased
against. This phenomenon is especially problematic in applications like verifying
SLAs or measuring tail latency, since larger delays are exactly the anomalies we hope
to catch.

Previous e orts to mitigate the bias against larger delays include nding a middle
ground between favoring the existing entries and overwriting aggressively. Chen et
al. [15] used a large expiration threshold that corresponds to the 99th-percentile delay
in the network, and only evicts upon hash collision when a record gets too old. Yet it
is hard to accurately choose such a threshold, particularly when the prior distribution
is unknown. Moreover, setting such a conservative threshold means orphaned requests
stay too long in the memory, reducing the number of valid matches.

In Chapter 2, we opt for an algorithmic approach in mitigating the bias. The
main idea is that, if a delay sample is collected with probability, to get an unbiased
count of this sample, we can count it a% samples in a tally. By keeping track of the
number of insertions each request survives, we are able to systematically account for

the bias each delay sample encounters.

Circumventing memory lower bound in detecting TCP packet reordering.

TCP packet reordering are intrinsically small probability events. Identifying ows
with heavy reordering fundamentally requires a large amount of memory, which the
programmable data plane cannot a ord. To make it feasible, Liu et al. [35] considered
the problem of detecting ows with a large number of reordered packets, with the
assumption that reordered packets always arrive within some xed period of time. Not
only does this assumption appear unnatural, the algorithm also requires a priority

gueue to maintain the set of the most recent received packets, which violates the



memory access constraint. The authors have to further use a two-way cuckoo table
to approximate the priority queue. However, unless the size of the table is large, the
e ect of hash collisions cannot be ignored.

In monitoring packet reordering, we notice that identifying every a ected ow is
not necessarily what is important for network administrators. Packet reordering is
typically a property of a network path, due to congested or aky links. As such, it is
useful to report reordering at a coarser level, such as to identify the IP pre xes asso-
ciated with performance problems. Since routing is determined at the IP pre x level,
a network administrator could choose to route the trac for an IP pre x through
providers whose paths are not experiencing signi cant reordering. However, this does
not obviate the need to maintain state for at least some ows, as TCP packet reorder-
ing is still a ow-level phenomenon. Fortunately, we can identify pre xes with heavy
packet reordering without needing to trackall of the ows, because packets travers-
ing the same path at the same time are often correlated in their out-of-orderness. In

Chapter 3, we show how this correlation helps in saving memory.

1.4 Contributions

This dissertation focuses on the design and analysis of compact algorithms for mea-
suring network performance in the data plane. In the rst part of this dissertation,
we consider the problems of measuring delay and TCP packet reordering in the data

plane, and leverage probabilistic techniques to work with hardware constraints.

" In Chapter 2, We presentfridges a novel data structure that corrects for the
survivorship biasdue to hash collisions, producinginbiased estimates of the
delay distribution. The key idea is to consider a sample that was lucky enough
to survive many insertions into the data structure as a representative for other
similar samples that did not survive. We also show how to combine results

10



from multiple fridges, each optimized for a di erent range of delays, for further
accuracy gains. Simulation experiments show our design outperforms prior
work using naive hash-indexed arrays, achieving 2x-4x memory saving. We
implement a prototype P4 program running on the Intel To no programmable

switch, using only moderate hardware resources.

In Chapter 3, we present e cient algorithms for identifying IP pre xes with
heavy packet reordering under memory restrictions. First, we sample as many
ows as possible, regardless of their sizes, but only for a short period at a
time. Next, we separately monitor the large ows over long periods, in addition
to the ow sampling. In both algorithms, we measure at the ow level, and
aggregate statistics and allocate memory at the pre x level. Our simulation
experiments, using packet traces from campus and backbone networks, and our
P4 prototype show that our algorithms correctly identify 80% of the pre xes

with heavy packet reordering using moderate memory resources.

In the second part of this dissertation, we revisit RAP, a counter-based algorithm

for identifying heavy ows, through a purely theoretical lens, hoping to not only

provide performance guarantees for this particular algorithm, but also shed light on

the theoretical performance of other data-plane algorithms that built on RAP ¢-way

RAP [6], PRECISION [4]).

" In Chapter 4, we consider the performance of RAP on highly skewed streams.
Speci cally, we show that, for a highly skewed packet stream witk heavy ows,

RAP with memory sizek storesO(k) heavy ows with constant probability.

11



Chapter 2

Unbiased Delay Measurement in

the Data Plane

In this chapter, we propose a data-plane algorithm that produces a provably unbiased
delay distribution, speci cally designed for programmable switches using the Proto-
col Independent Switch Architecture (PISA) [9]. Our algorithms tackle the bias by

keeping track of the probability of getting each sample, and applying a correction

factor inversely proportional to this probability when computing the distribution.

2.1 Passive Delay Monitoring Problem

In this section, we rst introduce the delay monitoring problem, and a \simple" data-
plane solution. Then, we explain why the simple algorithm is biased against large

delays, and de ne our goal of producing an unbiased estimate of the delay distribution.

2.1.1 Simple delay monitoring.

In delay monitoring, a stream of packets represents a streamrefjuestsand responses

where we hope to match a response with its corresponding request, to generate use-

12



Figure 2.1: Compared with the simple approach, the fridge tracks how many insertions
each entry survives, and assigns higher weights to less likely RTTs.

ful delay statistics. Examples of request/response pairs include NTP request and
response, DNS request and response over UDP, TCP handshake pairs (between SYN
and SYN-ACK packets), and TCP ow duration (between TCP SYN and FIN/RST
packets). In real-world applications, some requests never receive a response, for in-
stance due to server failures or cyber attacks. We assume each request and its poten-
tial response carry the same identi er (ID) unique for the pair that allows matching,

if the response exists. For example, we can extract |IP addresses, port numbers,
and sequence numbers from a TCP SYN packet, and match them with that of a TCP
SYN-ACK packet. After matching a response to a request, the resulting delay sample
contributes to some larger analysis of the delay distributions.

Today's programmable switches using the PISA pipeline architecture have tens
of megabytes of register memory that we can read or write in the data plane, while
processing individual network packets. To meet the strict speed requirements of line-
rate packet processing (Terabits per second), the switch imposes several constraints
on what packet-processing logic we can implement. The pipeline has a xed number
of stages, therefore each packet is processed within a constant number of clock cycles.
To avoid memory hazard due to concurrent memory access, all register memory arrays
are allocated to a speci c pipeline stage, and we can only access one index of each

register memory array when processing each packet.
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Given the memory access constraints, we cannot implement traditional hash ta-
bles with sophisticated collision resolution logic. Thénash-indexed arrayis a good
candidate data structure to implement a simple algorithm for matching packet pairs

and continuously generating delay samples, as illustrated in Figure 2.1(a).

1. Request: For each request, we computbash(ID ) to nd an array index and
write in the request ID and current timestamp. To avoid lling the memory with
orphaned requests, we favor the new request upon hash collisions, by overwriting

any existing request in the same array index.

2. Response: For each response, we again computeash(ID ) as the index. If
there is a request with the same ID, we calculate the di erendeof their times-
tamps, report a delay sample, and remove the request; otherwise, there is no

match and no sample is recorded.

2.1.2 Bias against large delays.

The limited memory in the data plane poses a signi cant challenge. A higher delay
means the request needs to stay in memory longer while waiting for its response to
arrive, which translates to using more memory at any given point. Since we choose
to always overwrite existing requests upon hash collisions, when memory is limited a
request is more vulnerable to eviction the longer it remains in memory. This leads to
a bias against larger delays.

At rst glance, we could solve this problem by favoringexisting requests on colli-
sions. However, a response may never arrive, causing orphaned requests to consume
the memory. An alternative is to set an expiration threshold and evict a record
if the request stays in the data structure longer than the threshold. This method
seemingly achieves a balance between overwriting aggressively and favoring existing

requests conservatively, but in practice it is hard to nd the right threshold [15]. A
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large threshold leads to an array full of stale requests, while a small threshold causes
bias against larger delays, as such requests are quickly evicted before their responses

arrive.

2.1.3 The delay distribution.

In practice, we often hope to combine individual delay reports to generate some
statistics of interest. In this work, we specify the output of our algorithms to be
an approximated distribution of delays of all request/response pairs in the stream,
and in particular we can look at the Cumulative Distribution Function (CDF) of the
delay. We note that the estimation error of many real-world delay metrics commonly
seen in Service Level Agreements (SLAS) can be translated to the di erence between
estimated and ground truth delay CDF curves. For example, the error in measuring
95th-percentile delay is the horizontal distance between the CDF curves at 95%,
while the error in measuring the fraction of RTTs above 40ms is the vertical distance

between the CDF curves ak = 40ms. We therefore formalize the problem as follows:

De nition 1  (Delay CDF). Given a stream of requests and responses with identi er
ID;, timestamp t;, and type ¢ 2 f req;respg di erentiating requests and responses,
we pair a requesti with its responsei® whenID; = IDo” (G;Go) = (req;resp).
Each request has a unique ID, and has at most one matching response. Teday
of a request/response pairi(i9 is de ned to be tjo t;. Let f (t) denote the number

P
request/response pairs in the stream with delay, and F (t) = —% the ground
t
truth CDF. On seeing the entire stream, we hope to output a close approximation

F(t) of F(t).

In this work, we do not intend to distinguish between the delay CDF of all packets
versus some subset of packets, e.g., those of one particular ow or application. The

algorithms presented in§ 3 are general enough to be applied in either case.
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2.2 Unbiased Delay Estimation

Contrary to previous work [15], we do not attempt to mitigate bias by ne-tuning
the frequency of overwriting records. Instead, we overwrite aggressively to take in all
new requests, and correct for bias as samples are collected. We start this section with
the idea of bias correction § 2.2.1). Next we describe the singl&idge algorithm and

its mechanism of applying correction factors§2.2.2).

2.2.1 Correcting for survivorship bias.

The phenomenon that larger delays are undersampled traces back to the step where
any report, whether the delay is large or small, is considered as one sample. Instead,
we should cherish each sample with a high delay|it should account for not only itself,
but other requests with the same delay that are evicted before their responses arrived.

Thus, we de ne a correction factor to counter this survivorship bias. If a sample
has a probability g to survive without being evicted, upon seeing its report we set
the correction factor to %1 and count it asé samples. This way, evictions from the
data structure no longer lead to biases, since the collected large-delay reports can
compensate for the missing ones.

To track a sample's survival probability, we can analyze the number of insertions
between the time this sample's request is inserted and its response arrives. Each
insertion has a small probability to evict the request due to hash collision, thus
the sample's survival probability diminishes as there are more insertions before the

response.

2.2.2 Single fridge algorithm.

Now we discuss the design of a singleidge data structure, inspired by humans

checking how long a grocery item has stayed in a refrigerator when taking it out.
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We maintain a global insertion counter and stamp its count alongside every inserted
request. Subsequently, when the response arrives we nd the number of insertions
that happened between the request-response pair and calculate a correction factor,as
illustrated in Figure 2.1(b).

We formally compute the correction factor using the inverse of the probability of
a sample being collected. We de ne a data structurdridge-(M; p), to be a hash-
indexed array of sizeM equipped with an entering probability p, which dictates
that each new request is inserted into the array with probabilityp (and discarded

with probability 1 p).

2.2.2.1 Probability of survival.

A request's probability of survival decreases as it stays longer in the fridge, measured
by the number of other requests being inserted between this request and its response.
We track this number by maintaining a global insertion counter. For each new request,
an existing request in the fridge has g chance to su er from a hash collision and
be evicted; thus requests stay for roughl%')— insertions, which we call theaverage
lifetime of a fridge.

We de ne x as the number of insertions that happened between a request and its
matching response, which can be calculated by subtracting the recorded value of the
global insertion counter (at request time) from its current value (at response time).
Consider a sample with delayt that survives x insertions between its request and
response: it must survive three independent events: (1) its request enters the fridge
(with probability p), (2) the request survives the nexix insertions into the array of
sizeM, and (3) the sample has delay in the underlying ground truth distribution.

Denotef (t) as the true number of samples with delay, and n the true number of
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samples in the stream, we have

x f(t
P[getting a sample with delayt]=p 1 P Q:

M n (2.1)

X

Note that the rst two terms indicates a sample's survival probabilityg=p 1 &

We therefore set a correction factoro§ =pt 1 & * for each report we observe.
After seeing the entire stream, we get a collection of reports, where each contains its
Xi

delayt; and its correction factor, in the form of a 2-tuple: t;p * 1 &

: with
X; being the number of insertions the sample survives. From the reports we can obtain
an estimator off (t) for all t, denoted asf'(t), by summing up all correction factors
that correspond tot.

We show in Lemma 2.1 thatf'\(t) is an unbiased estimator of (t) with bounded

variance.

Lemma 2.1. LetY; be in indicator of samplei, Y; = 1 if samplei has delayt, and

Y; = 0 otherwise, then
X i
fy=pt1 27

i2[n]

Yi

is an unbiased estimator of (t), and

_fmX 1 pr xi f(1)
Var[f'(t)] = S o
i2[n]
Proof. Fix any t, and from Eq. 2.1,
E[Y;] = P[get a sample with delayt] = p 1 Mﬂ . y;
1= p xif(t) p xf(t)
varli]=p 1 = =1 p1 o d
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P X
By de nition, f\(t) = pmP 1§ Y, then

M
X Xi
EfmI= " pt 1 o EMI=(:
i2[n]
Since indicatorY;'s are independent,
X 2Xi
varff{t)] = p? 1 Mﬂ " var[Y;]
i2[n]
_fmX , pox f(1)
= n LM (2.2)
i2[n]
]

2.2.2.2 Approximated CDF.

We estimate the CDFF by aggregating and normalizing the individual point-wise

estimate f* using discrete integration,

X f()
F(t) = p—2 8t 2ftg: (2.3)
it ot if/\(ti)
To compareF with the ground truth CDF F, it is convenient to think of F and F as
continuous functions. Throughout this work, we assume linear interpolation for both
F andF.
P
Though f'(t;) is unbiased, and so is il"\(ti) by linearity of expectation, it is
important to note that the unbiasedness is not preserved under division. Therefore,
F is not necessarily unbiased. Nonetheless, the single fridge algorithm improves on
the simple algorithm considerably in terms of reducing biag@.4.1). Later in§2.4.2,

we show how the choice gf a ects accuracy of the estimated CDF and how to identify

a goodp based on the fridge size and the maximum delay.
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2.2.3 Tuning the entry probability ( P).

Given a xed M, the entry probability p needs to be strategically chosen such that
the (M; p)-fridge operates optimally. Recall that on average each request survives

M=p insertions (the \average lifetime" of the fridge) before being evicted.

" If delays are short such that most request-response pairs we are measuring
are less thanM=p insertions apart, almost all responses will arrive before any
collision happens to the request. For most samples, the insertion counter
will be 0, therefore the correction factor is alwayp ' with no e ect of the

survivorship bias. In short, memory is \underutilized".

If the average lifetimeM=p is too short (there are often more tharM=p inser-
tions between request-response pairs), most requests cannot survive long enough
until their responses arrive | a request will su er from hash collisions with over-
whelming probability. The very lucky requests that did survive will have very
large correction factors, leading to an enormous estimation variance. Although
our estimation is still unbiased in this case, it has little practical value. Under

this scenario, memory is \oversubscribed".

Ideally, the fridge operates in the regime with its average lifetim#=p aligning
with the number of insertions between most request-response pairs. In this case,
X (the number of insertions survived by a sample) is close td=p.

We note that in the ideal regime, given a larg®M and the assumptionx  M=p, typ-
ical delay samples should have a correction factor in the orderpf' 1 & M=
e=p Thus, medium-delay samples weights abow times more than samples with
very short delay.

Inferring the number of insertions (  x). We further observe that, with a
constant tra c rate, the number of insertions survived by a sample X) is proportional

to the delay observed by this sample. Therefore, it is possible to not record an
20



insertion counter alongside each request, and use the delay to approximately recover
x and calculate the correction factor. However, in many network applications, delay
is correlated with short-term spikes in tra ¢ rate (which cause transient congestion),
which are precisely the anomalous events we want to scrutinize. Thus, we still opt to
record the exact insertion counters.

Regarding the number of table entries (  M). We note that although we
expect a fridge to have thousands of entries in practice, in the extreme case we
require M 2, as we estimate each survived request's survivorship bias using the
hash collisions happened in the othéyl 1 entries. A single-entry fridge withM =1
is a degenerative case, as we cannot observe any \survivorship bias" (all samples have
x = 1). In the special case oM = 2, the surviver's correction factor doubles every
time the other entry is replaced due to a new insertion. This estimation clearly
has a large variance, and a largevl is preferred | the estimate of survivorship bias
becomes more accurate as we observe the fate of more requests stored in other entries.

As the fridge sizeM is limited by the memory available under the given hardware
environment, given a xedM it is important to provision the fridge with the appro-
priate entry probability p, based on the tra c rate (number of requests per second)
and the delay we expect to observe. 18 2.4.2 we evaluate the e ect of choosing
on a fridge's accuracy, and demonstrate the fridge has some tolerance regarding this

choice.

2.3 Expanding Beyond a Single Fridge

In this section, we discuss how to extend the single fridge design to possibly achieve
better measurement accuracy. We rst discuss why a simple design using multiple

hardware pipeline stages to build a single fridge will, surprisingly, hurt high-delay
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samples § 2.3.1). Then, we show how to build multiple fridges and combine their

output correctly (82.3.2).

2.3.1 Using many pipeline stages per fridge.

On a PISA programmable switch [9], we are limited to accessing only one index per
register array when processing a packet. Algorithms often span multiple pipeline
stages and allocate multiple register arrays to improve performance. For example,
the delay measurement algorithm in [15] achieves the best accuracy when the same
total memory size is split into 4-6 arrays in separate pipeline stages, each indexed
with a di erent hash function.

An insertion checks one location per stage, and only fails when it su ers hash
collisions on all these locations. Compared with using only a single stage, the multi-
stage design achieves better memory utilization and lowers the probability of failed
insertions, thanks to the \power of two choices" phenomenon.

Naturally, when running the fridge algorithm, we could also consider a multi-stage
design. Similar to [15], we could use multiple memory arrays indexed by di erent hash
functions. However, to deal with stale requests, upon a hash collision we must favor
inserting the new request and evict the existing request. We could implement a
scheme similar to HashPipe?], where the request evicted in the rst stage is inserted
again in the second stage, and likewise for later stages. The propagation stops when
an empty array slot is encountered, and a request is nally abandoned when it is
evicted from the very last pipeline stage.

To produce an unbiased delay estimator, we need to nd the right correction
factor under this design. We note that a request in the rst few stages is not at risk
of eviction, thus its survival has probability one; only a request appearing in the last
stage needs a correction factor for its survival probability, based ax, the number

of insertions it survived in the last stage.
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Unfortunately, this design works poorly for samples with larger delay. Assume
we build a D-stage fridge with total memory M and entry probability p, we can
calculate the number of insertions a request can survive in the fridge as a probability
distribution. Note that each stage hasM=D entries, and for simplicity we assume
the memory is full of requests with no empty slots. For one insertion, a request
currently in stage s has probability p D=M su ering from a collision and move to
stages + 1. Thus, the number of insertions a request survives in stagefollows the
geometric distribution s = Gedp D=M). We can thus write the lifetime distribution
of the D-stage fridge, i.e., the total number of insertions survived before a request is
D |l =

P
evicted from the last stage, asp = ., Is= SD=1 Gedqp D=M), with expectation

D p""—D = M=p. Meanwhile, for an ordinary fridge, we can simply plug iD = 1: its
lifetime distribution is simply Ged p=M) with expectation M=p.

Although items in the multi-stage fridge have the same expected Iifetimk‘-g- as
those in a single-stage fridge, its lifetime distribution is the sum dd i.i.d. geometric
variables, which is more concentrated and has a lighter tail than a single geometric

variable. This is to say, for a large delaylr > M=p and D > 1, we have

X0
P[Geqp=M) T]>P[ Gedp D=M) T (2.4)

s=1

Therefore, requests with delay higher than the fridge's average lifetime have a much
smaller survival probability.

This phenomenon is most obvious when we consider the extreme case: itk
M stages each having array size 1, the fridge essentially becomes a FIFO queue, and
the lifetime distribution becomes very narrowly concentrated. With every request
spending almost the same time in fridge, a request whose delay is higher than the
average lifetime has almost no chance to survive. Instead, we want the exact opposite:

the lifetime distribution should be heavy-tailed, so requests have some probability of
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staying in the fridge for much longer than’% insertions, so our fridge can collect some
samples for large delay. Thus, analytically the multi-staged design performs poorly;
we have also veri ed this phenomenon empirically.

Thus, we should never use a multi-stage fridge. When we need to utilize more
memory than the capacity of a single pipeline stage, we should simply merge the
memory across multiple stages into one large logical hash-indexed array and build a
single-stage fridge. We also note that proposals like dRMT [16] would enable stateful
memory allocation across stages, so a simple one-stage algorithm can use the entire

stateful memory directly.

2.3.2 Using multiple fridges.

Requests in one fridge have an average Iifetir‘d%, which can be adjusted to t
the typical delay of the input tra ¢ stream for higher accuracy. However, internet
tra ¢ exhibits a wide range of delays, due to di erent geographic distances, server
behavior, and congestion conditions. Thus, a single fridge targeting a particuléﬂE
may be inadequate.

To cover a wide range of delays, we split the memory inthl fridges with size
M:+ + My = M. Requests and responses are directed to one of the fridges via a

hash function, while each fridge has its own entry probabilityp, + +py < 1land

in fridge k, we calculate the correction factop, '@ pe=My) " based on fridgek's
entering probability p, and the probability for surviving x; insertions in this fridge.
Since di erent fridges have di erent average lifetime, they have di erent variance
when estimating various ranges in the delay distribution. We need to combine their
output strategically to produce the nal estimated delay distribution with minimum
estimation variance. In82.4.3, we demonstrate that using multiple fridges can indeed

produce more accurate estimates than a single fridge when memory size is limited.
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We now describe the process of combining multiple fridge's output using the In-
versed Variance Weighting method [17] in more detail.

Variance of each fridge. For a sample coming from fridgek (with size My
and entry probability px) that survives x insertions, we set its correction factor as
pk1 1 ,\'j—kk " following Lemma 2.1. Summing up all correction factors for &
coming out of fridgek gives an unbiased estimatof(t) for f (t), the true number
of samples with delayt, where the unbiasedness follows again from Lemma 2.1. Let
ki be the index of the fridge sample comes from, then the variance oﬁ((t) follows

directly from Eq. 2.2,

!
f@) X Xf(t
Varlf () = "V pt 1 b 1O
i2[n]:ki = k K

(2.5)

The weighted average of estimators.  Similar to classical sketching algorithms

such as CountMin [18] and CountSketch [14], in the multi-fridge algorithm, we keep a

a fridge. Since the variance of each individual estimator could be large, we combine
them to get a better estimator. However, unlike [18, 14], our basic estimators have
di erent variance, so instead of simply taking their min or the median, we leverage
this fact to compute a weighted average of the estimators.

It is well-known in statistics [17] that givenN unbiased estimators with bounded
variance, we can set weights optimally so that the weighted average of these estimators

has the minimum possible variance.

1
w, = P20k 2 [N] minimizes the variance of the combined unbiased estimator

P kK varf f}]
Kk ka’}( .
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To combine estimators using Theorem 2.2, we need to associate each sample with

the report samplei in the multi-fridge algorithm becomes a 4-tuple that keeps the
weight of the sample, to be determined next, as well as the fridge indkx on top of
the delayt; and the correction factor as in the single fridge case.

However, Theorem 2.2 cannot be directly cast into our multi-fridge setup, since
we do not know variance Varfy], Var[f3], :::, Var[f\ ] exactly. We work around this
issue by approximating weightswy for each fridgek. From Eq. 2.5, we can safely
focus on estimating

fm * .y b

1
. P My
i2[n}ki=k

(2.6)

in the variance, sincef(Tt) << 1<<p,' 1 ,\Fﬂ’—i " Yet, it would be false to assume

the @ factor outside of the summation cancels out imv,, SO we can obtain the rest

of (2.6) precisely from summing over correction factors from all reports. This would
have produced an underestimation, since is the true number of samples, and the

fridges can only report fewer tham samples due to hash collisions.

We therefore use the unbiased estimator of (2.6),

X
2 1 P g 2.7)

i2[n]
where indicatorZ; = 1 if samplei comes from fridgek and has delayt, and Z; = 0 oth-
erwise. An argument similar to that in Lemma 2.1 su ces to verify the unbiasedness
of (2.7).

Putting all elements together, the report of a sample with delay that survives

x insertions in fridge k, the 4-tuple (fridge index, delay, correction factor, weight
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factor), has the following form
Gtpl 1 < ipzoa P

We obtain estimator fi(t) by summing over all correction factors of samples with
RTT t from fridge k,

X
fr®@:= pt 1 X 2z
i2[n]

Denote the unbiased estimator of (2.6) a¥i(t), by (2.7),

Finally, we obtain our multi-fridge estimator f'(t) through a weighted average of
estimators from all fridgesf f1(t), f>(t), :::, fn (t)g,
1

X
()= W), wherew(t) = PO _.
k K ¥ (t)

This concludes the process of combining the output of multiple fridges. Note that
F)
despite of the approximation, we always have ,,,;%W(t) = 1, and f\t) is hence

unbiased for being a convex combination of unbiased estimators.

2.4 Evaluation

In this section, we use real-world and synthetic tra c traces to show that the fridge
algorithm can e ectively reduce bias in delay measurement, compared with prior
works. To experiment with di erent parameter settings, we run all tests using a
Python-based simulator. We discuss and evaluate a prototype running on hardware

programmable switches irg 2.5.
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Distance metric.  We evaluate the accuracy of single- and multi-fridge algo-
rithms by computing the distance between the ground truth CDH- (t) and the esti-
mated CDF F(t) computed by our algorithms. As discussed ii§ 2.1.2, the CDF is
closely related to criteria specied in SLAs. For example, \95th-percentile delay” is
where the delay CDF curve crossgs= 95%. Since real-world delays vary widely, ab-
solute error is not an e ective metric; we instead look at the relative error of percentile
delay queries: log, % , Which corresponds to the horizontal distance be-
tween the estimated and ground truth CDF curve under logarithmicc-axis. We are
interested in the relative error of typical percentile queries (at 50%, 95%, and 99%),
as well as the maximum error for any percentile between [5%6%], i.e., the maximum
horizontal gap between the CDF curves between2 [5%; 95%].

Dataset. We use both real and synthetic network tra c traces in our experi-

ments.

A

Real-world trac ( § 2.4.1, 2.4.3): We use a bi-directional anonymized tra c
trace that contains 10 million packets across 14 seconds, collected from a
10Gbps border link of a local ISP network. We extract round-trip delay sam-
ples by treating outgoing TCP data packets as requests, and looking for their
matching incoming TCP acknowledgment packets as responses. The trace in-
cludes 61% requests and 39% responses. Approximately 13% of all requests
have a matching response, as the TCP delayed-ACK mechanism only sends one
response for every two (or more) requests, and malicious tra ¢ such as port-
scanning attacks generates many orphan requests. The average round-trip delay

across all samples is 57.8 milliseconds.

Synthetic trace (8 2.4.2): We also generated synthetic traces to explore our
data structure's performance characteristics under other tra ¢ distributions.
We rst generate request packets arriving at a constant rate of 1 million packets

per second, and randomly select a 40% subset to generate responses. Subse-
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guently, given a maximum delay ofT ms, we randomly sample a delay from a
log-uniform distribution between (Q T)ms for each response. Finally, we com-
bine the requests and responses and sort them by their timestamps. The trace
contains Q5 million delay samples, with approximately 175 million packets in
total. Although the synthetic trace is not fully realistic, it allows us to test our

data structure by changing the delay distribution.

Unless otherwise noted, we repeat each experiment ten times with di erent hash seeds
and combine estimated CDFs, to reduce variance from individual runs and highlight
the bias. We note that our algorithm's output exhibits a similar variance comparable
to [15]; the output distribution is almost the same across di erent runs, unless memory

is extremely limited.

2.4.1 Comparison with simple algorithm.

We rst show that our fridges achieve higher accuracy than the simple algorithm
described in§2.1.1.

In Figure 2.2, we visualize the advantage of the fridge algorithm by plotting the
estimated delay CDF curves alongside the ground truth (shaded). We run the single-
fridge algorithm using entry probability p =2 1%4 and memory sizeM = 219, and the
simple algorithm in [15] using the same memory size on the real-world tra c trace.
The simple algorithm uses an expiry threshold = 2°ms, close to the 99%-percentile
delay in the ground truth, as suggested by the authors of [15].

As we can see from Figure 2.2, our unbiased fridge algorithm closely reproduces
the ground truth CDF curve, especially near the tail of the distribution. The sim-
ple algorithm produces a CDF curve biased against high delays, underestimating
percentile delay queries.

The fridge algorithm estimates 50th, 95th, and 99th percentile delay much more

accurately than the simple algorithm. We also plotted the maximum horizontal gap
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