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ABSTRACT

Despite decades of evolution, the modern Internet still suffers from architectural secu-
rity issues, which leave users exposed to persistent threats undermining availability, pri-
vacy, and performance. At the heart of these vulnerabilities are two fundamentally limited
forms of control: 7ngress control to mitigate large-scale volumetric attacks, and route control
to steer traffic away from untrusted or degraded interdomain paths. We observe that the
network edge is a natural point of leverage for addressing both problems, but note that its
power is inherently limited when exercised alone. A single edge platform cannot enforce
ingress defenses at the scale and sophistication necessitated by modern attacks, and a siz-
gle edge domain cannot shape routing decisions beyond its direct upstream providers. Our
key insight is that these limitations can be overcome by distributing control through struc-
tured coordination. However, this approach introduces a central systems challenge: once
functionality is distributed, constituent components must still operate as a unified defense,
despite heterogeneous platform constraints and untrusted intermediate networks.

We develop a set of systems that addresses these challenges, by progressively extending edge-
based protection from coordinated defenses within a single edge domain to selective coop-
eration between domains. SMARTCOOKIE introduces a layered co-design for ingress control
within an edge domain, partitioning defense logic between programmable network hard-
ware for secure, high-speed filtering and downstream software for richer, more expressive
policy enforcement. This co-design allows defenses to withstand attack-scale traffic without
sacrificing performance. TANGO extends the same principle across edge domains, enabling
selectively cooperating edge networks to expose extra interdomain routing options while
remaining BGP-compliant. Building on this, PRAXIGUARD models the privacy risks and
performance costs of newly exposed routes and determines an optimal traffic allocation
that balances operator-defined privacy and performance objectives. Across these systems,
we develop lightweight coordination protocols and in-network cryptographic primitives that
allow distributed components to exchange enforcement signals securely, and to operate
cohesively, without relying on support from non-participating networks. Together, our
contributions show that edge-centered co-design and cooperation offer a practical, princi-
pled way to strengthen ingress control and route control to better protect Internet users.
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Introduction

Today’s Internet serves as a critical substrate for modern life, connecting billions of users
worldwide to essential services, from communication and entertainment to education,
healthcare, and other critical infrastructure. Despite this ubiquity, its underlying architec-
ture and protocols are plagued by security vulnerabilities. Network services routinely sufter

from resource attacks that disrupt or deny user access, while traffic analysis attacks compro-
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mise user privacy. These issues endure as a direct consequence of fundamental limitations

in the Internet’s original design.

1.1 INTERNET DESIGN AND ITS SECURITY CONSEQUENCES

About half a century ago, the Internet was created as a research prototype connecting a
small set of research networks whose operators held similar goals (e.g., resource sharing
and interoperable connectivity) —and were thus incentive-aligned. The network protocols
introduced into this context were built on the premise that users and operators would act
in good faith, and that no participant would deliberately exploit protocols for disruption or
personal gain. In other words, the Internet was not designed with security in mind: it mainly
considered threats in the form of physical disruption to infrastructure (e.g., link or node
failures), rather than attacks by network participants to exploit its underlying protocols.
With these assumptions as the backdrop, the Internet adopted several key design proper-
ties which, on the one hand, powered its massive success, but on the other, introduced the

fundamental security challenges that remain deeply embedded today.

1.1.1 PLUG-AND-PrAY DESIGN

The Internet’s plug-and-play design makes it easy for any endpoint to send traffic: a host
can transmit packets by simply specifying a destination IP address in the packet header, as

shown in Figure 1.1. If the destination is publicly reachable, the network will forward the
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Destination

dst: 1.2.3.4 Service

src: 5.5.5.5

dst: 1.2.3.4
src: 8.8.8.8

Figure I.1: In the plug-and-play Internet, any host can address packets to any publicly reachable destination (blue).
Consequently, the destination lacks mechanisms to restrict unwanted ingress traffic, leaving it exposed to attack (red).

packet based on the destination prefix, without any notion of sender authorization (z.e.,
“who is allowed to send to that destination”).

While open reachability has enabled broad access (z.e., permitting anyone to connect)
and rapid scaling (7.c., making it easy for new hosts and networks to join), it comes with
security consequences. Prominently, it enables denial-of-service—especially distributed
denial-of-service (DDoS)-attacks. In such attacks, an adversary floods a victim with large
volumes of malicious traffic to exhaust its finite resources (e.g., bandwidth, CPU, or mem-
ory), preventing it from serving real clients (Figure 1.1). To make matters worse, the In-
ternet does not provide a strong notion of sender identity: a packet’s source IP address
is not cryptographically authenticated, so it cannot be reliably bound to its true sender.
As a result, attackers can forge source addresses (z.¢., source spoofing), making attribu-

tion difficult’. Effectively, the Internet provides no native mechanism to authenticate the

'In practice, a DDoS adversary may spoof the source addresses of all attack traffic to evade source-based
filtering. Alternatively, it may distribute the attack across many devices to achieve the same effect.
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Application Application

Endpoint Security Endpoint Security
(TLS, Integrity Checks) Core Network (TLS, Integrity Checks)

Figure 1.2: The end-to-end principle places functionality at the endpoints, enabling rapid innovation while keeping
the core network simple. However, threats originating from within the core cannot be addressed by the endpoints.

origin or intent of a packet, beyond basic protocol semantics (e.g., that it is formatted as
a “request” ). This leaves destinations inherently exposed to volumetric attacks, with no

control over which traffic can reach them.

1.1.2 END-TO-END PRINCIPLE

The end-to-end principle is arguably the Internet’s most foundational architectural princi-
ple. It holds that most “intelligence”—including security functionality—should reside at
the endpoints (at the application and transport layers), while the network core remains as
simple as possible and focused primarily on packet forwarding (see Figure 1.2, blue). A ma-
jor benefit of this approach is evolvability. New applications can be deployed and existing
ones can change through software updates at end hosts, without requiring upgrades across
the thousands of independently operated Autonomous Systems (ASes) that constitute the
network core. By decoupling innovation from infrastructure, this “dumb pipe” network

model has been a major driver of the Internet’s explosive growth.
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However, this same design also has significant security consequences. Because the core
was built as a simple forwarding fabric, it does not natively offer mechanisms to detect or
constrain malicious behavior from adversaries wzthin the network. As a result, on-path
adversaries—located between communicating endpoints—can observe, delay, drop, replay,
or selectively modify traffic with relative impunity (see Figure 1.2, red). While end-host
protections like encryption (e.g., TLS) can ensure payload confidentiality and integrity,
they cannot prevent adversaries from exploiting properties of packet delivery and interdo-
main forwarding in the core that lie outside an endpoint’s control. For example, even with
encrypted payloads, network adversaries can exploit traffic metadata—such as patterns in
packet timing, size, and directionality—to infer sensitive information about the underlying
communication (Z.e., website fingerprinting attacks), thereby compromising user privacy.

Addressing these threats remains a significant challenge, since endpoints have no di-
rect control over routing and forwarding decisions in the network core. Existing endpoint
workarounds, such as overlay networks, can only zndirectly influence paths (e.g., via tunnel-
ing or relaying). Additionally, these approaches incur heavy performance penalties because
they introduce extra software-based per-packet processing: overlay endpoints must encap-
sulate and decapsulate packets (processing them in virtual layers), and relaying can detour

packets through additional hops—collectively increasing CPU overhead and user latency.
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1.1.3 STANDARDIZED PROTOCOLS

Standardized protocols are another key Internet design property. They enable global inter-
operability by defining common rules for how packets should be formatted, transmitted,
and interpreted across different systems and independently operated networks. Because all
participants speaks the same protocol “language” (e.g., IP for addressing, BGP for forward-
ing, and TCP/UDP for transport), new networks and devices can join the global Internet
and communicate seamlessly without additional coordination.

This reliance on widely adopted standards also carries important security consequences.
Mainly, it makes protocol-level vulnerabilities hard to fix, since effective defenses require
broad adoption to deliver meaningful protection. For example, routing-security exten-
sion BGPsec—proposed to address well-known weaknesses in the Internet’s default routing
protocol BGP-remains far from globally deployed years after standardization, limiting its
practical benefit. Deployability barriers are steep: it is not possible to have an Internet-wide
“flag day” for globally coordinated operational changes, and even incremental rollout de-
pends on networks that may lack incentives to participate—or may not be trusted to do so.

In summary, fundamental network-level security problems persist today as direct conse-
quences of the Internet’s design. Plug-and-play connectivity enables ingress attacks from
other endpoints, the end-to-end architecture ofters limited protection against in-network

threats, and standardized protocols impede mitigations by requiring global coordination.
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Security

Edge-Centered
Co-Design and

Cooperation
T

Deployability Performance

Figure 1.3: This dissertation’s central idea is edge-centered co-design and cooperation: a practical way to address
ingress- and route-control threats while satisfying critical security-deployability-performance constraints.

1.2 PROTECTING USERS WITHIN INTERNET CONSTRAINTS

In this dissertation, we distill these security consequences into two fundamental limita-
tions: limited zngress control, which prevents an end host from controlling who can send it
traffic (leaving it vulnerable to availability attacks such as DoS/DDoS), and limited route
control, which prevents an end host from controlling how its traffic traverses the core net-
work (leaving it vulnerable to on-path privacy or performance attacks). Put differently, we
target and address architectural vulnerabilities in how the existing network fabric admits
and transports traffic—vulnerabilities that cannot be resolved by end-host mechanisms.
Addressing these limitations in practice is difficult because effective solutions must sat-
isty three competing constraints (see Figure 1.3): (i) improve security, (ii) remain deployable
(z.¢., enabling incentive-compatible local adoption while preserving interoperability within
standardized global protocols), and (iii) protect performance (i.e., without degrading user

experience via added latency or software overheads).
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This dissertation resolves this tension through a unifying design approach—edge-centered
co-design and cooperation—grounded in three underlying insights. (i) Moving defenses
from the end host to the network edge (i.c., the boundary between the local network and
the wider Internet) provides practical leverage over traffic admission and interdomain
routing. Crucially, however, this leverage alone falls short of control. (ii) To realize ingress
control within a single network edge, layered co-design distributes complementary defense
mechanisms across heterogeneous platforms to scalably enforce ingress policies at network
speeds. (iii) To realize route control between multiple network edges, selective cooperation
enables participating edges to expose additional paths beyond the default BGP route and
jointly allocate traffic across them, without requiring global coordination. The remainder
of this section develops these insights in turn and shows how, together, they form a secure,

deployable systems framework for ingress control and route control on today’s Internet.

1.2.1 FroM END HosTs To EDGE NETWORKS

THE PROMISE OF EDGE LEVERAGE

We begin by asking where defenses should be deployed to effectively address the outlined
threats. While end hosts remain the natural place for many protections (e.g., application-
layer encryption), they have limited leverage: they are unable to prevent resource-exhaustion

flooding attacks and they do not participate in interdomain routing. Addressing such
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Figure 1.4: The Internet consists of independently administered domains across its edge and core. The network edge
offers practical defense leverage: it sits at the domain’s boundary and is managed by operators accountable to its users.

threats requires network-level leverage, making the network edge * the ideal starting point.
Edge placement lays the foundation for addressing ingress- and route-control security
threats from within an administrative domain. In edge networks serving a particular user
population (e.g., a campus, hospital, or enterprise network), the network operator has
both the authority and incentive to protect its users. Accordingly, the network edge—
specifically, the border routers and switches where the edge domain connects to the wider
Internet—is well-positioned to deploy defenses on behalf of downstream endpoints (see
Figure 1.4). It can act on inbound traffic before it reaches end hosts or improperly con-
sumes downstream resources. It is also the domain’s point of presence for interdomain
routing, where it advertises its own IP prefixes so that upstream networks can reach it and

where it selects among available interdomain paths for outbound traffic.

*We distinguish the edge network as the full user-facing administrative domain, whereas the network edge is
the boundary where that domain connects to the wider Internet.
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THE LIMITATIONS OF EDGE LEVERAGE

In practice, edge networks today already deploy ingress security mechanisms at their bor-
ders, most commonly firewalls and intrusion detection/prevention systems (IDS/IPS).
Firewalls regulate inbound traffic primarily by tracking connections initiated by znzer-
nal hosts and permitting the associated return traffic. However, they are fundamentally
ineffective as defenses for public-facing services such as web servers, which must accept
connections initiated by external clients and remain exposed to volumetric availability at-
tacks. IDS/IPS face a similar limitation: although they can filter ingress traffic based on
pre-defined rules and anomalies, they are less effective when flooding traffic is well formed
and protocol compliant. Filtering volumetric traffic for apparent “heavy hitters” is one
possible mitigation, but it remains unreliable in practice, since attackers can evade such de-
fenses through source spoofing, or by spreading traffic across large botnets so that no single
source appears suspicious. As a result, existing edge mechanisms cannot reliably and scal-
ably distinguish legitimate from malicious traffic, leaving public-facing services vulnerable
to flooding attacks.

Prior literature has also explored pushing stronger volumetric defenses into edge hard-
ware devices'“»'"”. These works exploit the ability of network hardware to process traffic
at line rate, enabling high-speed filtering before attack traffic reaches downstream services.

However, defenses deployed at a single ingress point remain fundamentally limited. To
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sustain line-rate processing, network devices—such as programmable hardware switches—
must operate under tight constraints on memory and computational complexity. Existing
hardware defenses struggle to operate within these constraints, oversimplifying logic and
missing attack traffic'”” or introducing overheads that degrade user performance

The limitations of single-point edge leverage extend beyond ingress control to route con-
trol as well. An edge’s authority is inherently local to its administrative domain, and it does
not control routing decisions at upstream networks. In the Internet core, routing is dic-
tated by the Border Gateway Protocol (BGP), where transit networks determine paths
based on their own economic incentives, rather than an edge’s source preferences. These
upstream networks export only their preferred route, and edges are offered only a single de-
fault BGP path. For example, as shown in Figure 1.4, there are, in principle, three transit
paths available between the campus and cloud provider networks: (i) via Cogent, AT&T,
and Lumen, (ii) via Cogent and Lumen, or (iii) via Cogent and Verizon. Yet, despite this
apparent diversity, the campus edge cannot simply “pick” among these paths: it may only
use the default BGP route via Cogent, AT&T, and Lumen.

Notwithstanding, it is operationally possible for an edge network to exert a highly con-
strained form of route selection through multiboming. With multihoming, an edge net-
work connects to multiple upstream providers—typically two, and sometimes three in

larger enterprise deployments—and can select among the routes those providers adver-
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tise (¢.g, in Figure 1.4, the cloud network could select between paths offered by Verizon
and Lumen). This enables local traffic engineering for the edge’s first upstream hop. How-
ever, this control is fundamentally limited: the edge can only choose among its directly
connected upstreams, restricting its influence to the initial segment of the interdomain
route. It has little visibility into, and no control over, the remainder of the path that tra-
verses deeper through the Internet core. Consequently, the edge cannot select alternative
interdomain paths to steer traffic away from undesirable transit networks, even when they
might pose risks to privacy or performance from on-path adversaries. And, of course, edge
networks are often simply single-homed, leaving them without even this limited flexibility.
Taken together, these limitations illustrate that although the network edge is a promis-
ing point of leverage, a single edge platform cannot by itself provide either scalable ingress

protection or substantive interdomain route control.

1.2.2 FroM MonNoLITHIC DEFENSES TO LAYERED CO-DESIGN

If the edge is indeed the right leverage point for ingress control—yet no single edge plat-
form can provide scalable protection—how can we realize defenses that are at once secure,
performant, and deployable? The answer is to distribute ingress enforcement across multi-
ple platforms already operated by the edge and coordinate them to act as a unified defense.
This grounds our second key insight: layered co-design, which partitions and carefully coor-
dinates defense functionality across edge platforms with complementary capabilities.
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Programmable hardware platforms (e.g., PISA-based switch architectures such as In-
tel Tofino"’) can execute simple packet-processing primitives at extremely high through-
put, making them well-suited to absorb massive volumes of adversarial traffic. However, as
discussed previously, network hardware operates under strict constraints, such as limited
on-chip memory and restricted instruction sets, which make complex per-packet logic—
especially related to security—difficult to implement. Software platforms offer the opposite
tradeoff: they support richer policy logic and sophisticated stateful processing, but cannot
sustain adversarial packet rates without severely degrading performance.

Layered co-design exploits the strengths of both to achieve major scaling wins: early
hardware layers block volumetric attack trafhc with high-speed, coarse-grained filtering,
while downstream software layers process the small volume of remaining traffic with slower,
fine-grained verification, preserving overall exactness without sacrificing throughput.

While layering the defense across heterogeneous platforms gains scalability, it also intro-
duces a new systems challenge: the defense is physically distributed, but it must behave as a
unified system. Each platform has distinct resource constraints and processing capabilities,
yet together they must coordinate to securely distinguish between wanted versus unwanted
traffic, efficiently enforce filtering decisions, and consistently maintain enforcement state—
all while operating at line rate. Further, each layer must remain secure despite the hardware

layer’s limited support for implementing security primitives: attackers must not be able to
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exploit weaknesses in either layer to bypass filtering and evade enforcement.

To address these challenges, we co-design a lightweight coordination protocol between
both platforms. This protocol allows our distributed components to exchange compact en-
forcement signals and maintain consistent state without introducing delays or processing
overhead. Because this coordination occurs entirely among platforms jointly administered
by the edge network, the implementation remains localized, requiring no modifications
to upstream infrastructure or downstream end-hosts. Finally, to secure the operations of
the hardware layer within its strict resource constraints, we introduce a lightweight switch-
based cryptographic primitive that serves as our building block for secure in-network traf-
fic classification. In short, by partitioning functionality in this manner, layered co-design
enables a unified ingress enforcement architecture that scales to massive attack volumes,

without sacrificing flexibility or interoperability.

1.2.3 FrRoM GLOBAL COORDINATION TO SELECTIVE COOPERATION

To address ingress-control threats, we distribute enforcement across platforms within a sin-
gle edge domain, leveraging support from downstream components. Route-control threats,
on the other hand, call for support from upstream networks: although an edge can an-
nounce its own prefixes, upstream transit networks ultimately determine the interdomain
paths under BGP. Importantly, different interdomain paths can potentially expose traffic
to distinct privacy and performance risks, which the edge cannot meaningfully address on
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its own. This raises a central question: how can we address route-control threats—an inher-
ently interdomain problem—in a way that remains secure, preserves performance, and is
still deployable without Internet-wide coordination?

Our answer—and final key insight—is selective cooperation among incentive-aligned par-
ties. Although today’s Internet is no longer globally incentive-aligned—having grown from
a small, reachability-driven network into one comprised of tens of thousands of indepen-
dently operated networks with distinct, often conflicting, policies and economic interests—
smaller coalitions of networks may still locally share incentives. For example, such networks
may share operational objectives, serve overlapping user populations, or bear similar repu-
tational and financial costs of abuse. Selective cooperation therefore enables coordination
where incentives already exist, without requiring global trust or universal participation.

At a high level, selective cooperation allows cooperating edges to move beyond the single
default BGP path and expose alternative interdomain paths. A receiving edge can advertise
multiple prefixes per destination and bind each prefix to a distinct interdomain path using
BGP-compliant announcements that constrain how the routes propagate through the net-
work. A cooperating sending edge can then select among these paths by simply specifying
the relevant destination address in outgoing packets. Intermediate networks continue to
run BGP unchanged, routing packets based on destination prefix as usual.

Exposing alternative paths, however, is only the first step. To make effective use of them,
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cooperating edges must assess the newly available paths in terms of privacy risk and perfor-
mance cost, and then determine which paths to use. This is challenging because, although
the edges can coordinate with one another, the transit networks between them remain un-
trusted and non-cooperating, and may distort or manipulate the signals needed to mea-
sure path quality reliably. Moreover, the right traffic allocation is not obvious: edges must
jointly reason about the risk associated with each path or combination of paths, how much
traffic to place on each, and how to balance privacy risk against performance cost.

To address these challenges, we design a lightweight coordination protocol that allows
cooperating edges to exchange reliable control information and operate jointly despite the
untrusted networks between them. The protocol enables secure end-to-end measurements
using lightweight in-network cryptographic mechanisms, allowing edges to detect tam-
pering and obtain reliable path-performance data. Building on these measurements, we
develop a modeling and optimization framework that determines how traffic should be al-
located across the available paths in order to balance privacy and performance objectives.
Importantly, this approach delivers immediate benefits under partial deployment: coop-
erating edges gain improved path control, while non-participating networks require no
protocol changes. Together, these mechanisms enable edges to exercise meaningful control

over interdomain path selection, without relying on Internet-wide coordination.
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1.3 DISSERTATION RoADMAP

This dissertation develops an edge-based framework for protecting users against threats
rooted in two persistent Internet limitations: limited 7ngress control (over which traffic can
be sent to an endpoint) and limited rouze control (over how traffic traverses the Internet
core). Our approach prioritizes deployable mechanisms that respect operational constraints
—including limited interdomain trust and partial adoption—while also protecting user
performance. Accordingly, we organize this dissertation into two complementary parts: (I)
addresses ingress-control threats via zntra-edge co-design, and (II) addresses route-control
threats via znter-edge cooperation. Taken together, these systems provide a practical foun-
dation for improving ingress and route control under real-world constraints.

In Part I, we show how ingress control can be enforced at the edge by combining fast,
hardware-accelerated early defense layers with slower, software-based processing in later
defense layers. The central challenge we overcome is securely identifying unwanted (ze., at-
tack) traffic at scale and acting with sufficient speed, all while protecting benign user traffic

and remaining within the compute and memory limits of modern networking platforms.

* In Chapter 2, we instantiate our approach with SMARTCOOKIE, a tiered defense
architecture that combines coarse-grained approximate filtering in hardware with

fine-grained exact processing in software, to mitigate an important class of volumet-

31



ric attacks called SYN flooding. We also present a switch-native hashing primitive
(§2.5) that serves as a cryptographic building block for SMARTCOOKIE to perform

secure in-network traffic classification, distinguishing traffic as malicious or benign.

Part IT of this dissertation tackles route control objectives that span administrative do-
mains. Because a single domain cannot unilaterally dictate interdomain paths, we leverage
cooperation among pairs of incentive-aligned edge networks to expose and optimally select

from a diverse set of routing options using lightweight, edge-to-edge mechanisms.

* In Chapter 3, we introduce TANGO, which enables cooperating domains to discover
and expose additional interdomain routing options via selectively propagated, BGP-
compliant advertisements. TANGO binds each routing option to a distinct destina-
tion prefix (multiple prefixes per destination), so that different prefixes induce dif-
ferent interdomain paths. Once exposed, cooperating edges can steer traffic among
these options with edge-to-edge tunneling: using fast, hardware-based encapsula-
tion/decapsulation, they can simply select alternate paths by specifying a tunneled

destination address corresponding to their desired path.

* Finally, in Chapter 4, we present PRAXIGUARD, which systematically models the
privacy risk and performance cost of exposed routing options, and determines how
traffic should be split across them to achieve operator-defined privacy and perfor-

mance objectives. PRAXIGUARD thus identifies how newly available paths should be
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used to optimally balance privacy and performance, and evaluates both the opportu-

nity and the practical benefit of traffic splitting for mitigating on-path threats.

Together, these chapters show how edge-based mechanisms can strengthen user pro-
tection under real deployment constraints: Part I develops scalable intra-edge enforce-
ment for controlling which traffic is allowed to reach endpoints, while Part I develops
lightweight inter-edge mechanisms for exposing, selecting, and allocating traffic across in-
terdomain paths. In this way, the dissertation advances a unified framework for improving

both ingress control and route control on today’s Internet.
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Part I

Ingress Control via

Intra-Edge Co-Design
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Blocking Large-Scale Flooding Attacks

with Tiered Line-Rate Filtering

In this chapter, we present SMARTCOOKIE, which mitigates an important class of volumet-
ric attacks called SYN flooding. SMARTCOOKIE instantiates a novel tiered defense strategy,

leveraging emerging programmable switches to block 100% of attack traffic in the switch
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data plane, along with state-of-the-art kernel technologies such as eBPF, which together en-
able scalability for serving benign traffic. We also introduce a switch-native hashing prim-
itive, that—to the best of our knowledge—makes SMARTCOOKIE the first system to run
cryptographically secure SYN cookie checks on high-speed programmable switches, pro-
tecting both security and performance. SMARTCOOKIE defends against adaptive adversaries
at two orders of magnitude greater attack traffic than traditional CPU-based software de-
fenses, blocking attacks of 136.9 Mpps without packet loss. We also achieve 2x-6.5x lower

end-to-end latency for benign traffic compared to existing hardware-only defenses.

2.1 INTRODUCTION

Distributed Denial-of-Service (DDoS) attacks have been studied for decades, but despite
this rich history, volumetric attacks are still an important and unsolved problem today. In
2023, attacks increased by over 300% ", with downtime costing companies an average of
$20,000-$40,000 hourly "***. One driving factor behind this growth is the widespread avail-
ability of DDoS-for-hire services, costing as little as $ 10 hourly and making it increasingly
easy to launch attacks ™. In recent years, DDoS attacks have also shaped political landscapes
and played major roles in cyber warfare**> >

One of the most common DDoS attacks, namely SYN floods, consume server memory

until the server is forced to drop benign traffic””****. SYN floods constituted up to 94.7%
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of all DDoS attacks in 2020 and continue to remain a critical threat today*". Addition-
ally, benign traffic volumes also continue to grow exponentially, reaching staggering loads
of up to hundreds of Gbps in cloud-provider networks

To respond to growing threats and traffic volumes, network providers (e.¢g., cloud providers,
enterprise networks, ISPs) urgently require scalable defenses that block volumetric attacks
without compromising security against adaptive adversaries or degrading application perfor-
mance"™' > In other words, they need defenses with three key requirements: security
(blocking attacks from adaptive adversaries), scalability (handling large amounts of benign
and attack traffic), and performance (low latency for benign clients).

While state-of-the-art SYN-flooding defenses using SYN cookies have been proposed and
standardized for many years, existing solutions have failed to simultaneously provide secu-
rity, scalability, and performance '**">*"7'>""7 Designing and practically implementing
modern SYN-flooding defenses that meet each of these requirements is challenging. Com-
pared to defenses against many other volumetric attacks (e.g., ACK floods, RST floods,
UDP amplification), SYN-flooding defenses cannot simply drop, rate-limit, or ignore un-
solicited traffic. Doing so might cause denial of benign client requests, particularly since
adversaries often spoof attack packets using legitimate addresses. Instead, defenses must
identify and block large-scale attacks (requiring costly compute) while keeping per-flow

state to track large numbers of verified connections (requiring large chunks of memory).
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SERVER-BASED SoLuTIONS.  Server-based SYN cookie defenses are the time-honored
way to provide security and can scalably handle benign traffic by defaule %57, How-
ever, under large-scale attacks, software-based packet-processing and cryptographic cookie
computation incur high overheads and lead to CPU exhaustion (§2.8). Ultimately, once
the server’s limited CPU capacity is overwhelmed by volumetric attacks, these defenses col-

lapse and again result in DoS.

SwitcH-BASED SoLuTioNs. High-speed programmable hardware switches present a
unique opportunity to overcome this additional attack vector on end host CPUs. Switches
provide packet-processing at orders of magnitude faster rates, and thus have the potential
to execute the required cryptography more performantly than end hosts. However, purely
switch-based solutions """ must operate under strict hardware constraints, including
limited compute and limited memory. First, cryptographic primitives are not natively sup-
ported in switches and are computationally expensive. As a result, existing switch-based
defenses use the insecure CRC32 to compute SYN cookies """, abandoning security and
defeating the purpose of the SYN cookie check (§2.2.4). Additionally, because switches
have only tens of MBs of memory’*, memory-intensive SYN-flooding defenses which track

per-connection state struggle to scale’”” or degrade application performance’™ (§2.2.5).
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CONTRIBUTION

To overcome the limitations of existing solutions, we propose SMARTCOOKIE: a novel
tiered defense that leverages collaborative programmable data planes on hardware and soft-
ware targets. Our design zntelligently partitions the defense workload to maximize the ben-
efits of both switch- and server-based defenses, while minimizing the limitations of each.

Our key insight for motivating SMARTCOOKIE’s novel division of labor is two-fold.
Switches are highly performant and have potential to quickly and sec#rely block volumet-
ric attacks, but they are memory-limited and scale poorly at keeping exact state for verified
flows. This makes switches excellent as a first line of defense, but they should not be re-
quired to keep per-flow state. Meanwhile, servers enjoy superior memory resources, but are
prohibitively slow at packet processing. This makes them ideal for exactly tracking benign
flows, without the burden of blocking attacks.

Atahigh level, SMARTCOOKIE takes traditional SYN cookie defense elements, refactors
them, splits them between a co-designed switch agent (running on the switch data plane)
and server agent (running on the Linux kernel data plane), and stitches switch agent and
server agent together with a collaborative protocol. We identify three key elements of exist-
ing defenses: F1) SYN cookie checks, Fz) TCP sequence number translations, and F3) keeping
state for verified connections. Following our key insight, we refactor and map defense ele-

ments F1-F3 to switch and server as follows: SMARTCOOKIE switch agent securely performs
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cookie checks to quickly stop bad traffic (£1) and approximately tracks verified connections
(F3.4) instead of keeping exact state, while SMARTCOOKIE server agent handles sequence
number translations (F2) and exactly tracks verified connections (F3.5).

SMARTCOOKIE switch agent maintains approximate state using compact data structures
with well-defined accuracy guarantees (§2.6.3). Note that in contrast to prior work, our de-
fense does not require exact state at the switch, but il achieves overall exact defense results,

due to its split design.

SUMMARY AND ROADMAP

We summarize the chapter as follows:

* Section 2.5 introduces an in-network cryptographic hashing primitive to run cryp-
tographically secure SYN cookies on programmable switches, instead of the insecure

CRC32 used in prior works.

* Section 2.6 presents the first split-proxy SYN-flooding defense for modern pro-
grammable data planes, using in-switch compact data structures for memory scal-

ability and server-side eBPF for immediate deployability.

* Section 2.8.1 implements an end-to-end SMARTCOOKIE prototype with a switch

agent in P4 on Tofino switches and a server agent in eBPF on Linux servers.
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* The remainder of Section 2.8 evaluates this prototype, showing resilience against
attack rates of 136.9 Mpps (about 92 Gbps) without any packet loss, with potential
for easily reaching even higher rates. We also show 19X —105 X throughput improve-
ment over software solutions resulting from offloading of cookie computation and
verification to high-speed switch hardware (§2.8.2), and 48-84% latency improve-

ment with our novel split design over existing hardware-only designs (§2.8.3).

We present limitations of existing defenses in Section 2.2 and describe the threat model,
problem setting, and architecture of SMARTCOOKIE in Section 2.3 and Section 2.4. We
include a security analysis in Section 2.7, discuss additional features and future directions in

Section 2.9, present related work in Section 2.10, and conclude in Section 2.11.

2.2 LIMITATIONS OF EXISTING DEFENSES

2.2.1 LIMITATIONS OF SERVER-BASED DEFENSES

Traditional server-based SYN-flooding defenses use SYIN cookies to protect server memory,
encoding state normally saved to server-side Transmission Control Blocks (TCB) during
connection setup in a cryptographically computed cookie instead *** (Figure 2.1a). The
server uses the SYN cookie as the initial sequence number (ISN) that is placed in the se-
quence number field (seq_no) of the SYN-ACK packet sent to the client. Clients auto-

matically return the cookie in the acknowledgment number of the final ACK of the TCP
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Figure 2..1: SmartCookie versus server-based and switch-based defenses.

handshake, as ack_no = seq_no + 1. This returned cookie is then verified by the server.
In server-based defenses, the server cryptographically computes and verifies cookies and
performs packet processing for every potential connection, introducing an added attack
vector on server compute resources. Because these defenses run on general-purpose CPUs,
they can easily be overwhelmed under heavy attack loads, due not only to cookie compu-
tation but also to software-based packet-processing overheads (§2.8, Table 2.1). Thus,
server-based defenses struggle to scalably stop volumetric attacks, degrading application

performance and again resulting in denial-of-service for benign clients.

2.2.2  LIMITATIONS OF SYN COOKIE PROXIES

To protect the server from CPU exhaustion, the SYN cookie mechanism can run in a proxy
placed in the NIC of the server or in a switch near the server (Figure 2.1b). Proxies perform
cookie computation and verification in place of the server, only establishing a connection
with the server for verified clients and thus defending against attacks that cause excessive

consumption of server CPU cycles"”"*°. Defense proxies also monitor previously verified
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connections to determine which packets require cookie checks.

However, this approach has fundamental drawbacks as well. First, proxies incur over-
heads related to connection setup. Specifically, after a proxy verifies a client, it must per-
form a second, separate proxy-to-server setup handshake to establish the connection from
the server’s point-of-view. This increases latency since the proxy must buffer any packets
received from the client while it establishes the server-side connection.

Additionally, proxies need to translate TCP sequence numbers between client and server,
because there is a mismatch between the ISN chosen by the proxy as the SYN cookie value
and the ISN chosen randomly by the server '*°. This forces the proxy to keep exact per-flow
state to track verified connections (in addition to the per-flow state kept by the server), and
the proxy must perform costly sequence number translations on every packet throughout
the remainder of the connection. We note the SYN proxy design also relies on assumptions
of symmetric routing, since all packets must pass through the proxy in both directions for

sequence number translations.

2.2.3 OPPORTUNITIES OF PROGRAMMABLE SWITCHES

Programmable switches are similar in price to fixed-function enterprise-grade switches.
They are an attractive option for high-speed, flexible, and cost-efficient defenses against
large-scale attacks *»*»"* 7' "While it is clear that switches have significantly more po-

tential than servers for a performant and robust defense, we argue that programmable
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switches also showcase concrete benefits over SmartNICs as well.

TARGET CHOICE. Although some state-of-the-art SoC-based SmartNICs offer larger
memory banks and cryptographic accelerators for specific primitives (e.g., MACsec/IPsec
encryption) ''*, switches have faster packet processing and offer better performance to cost/
power ratios than alternative SmartNIC approaches*»'**”°, For our target setting of large
cloud enterprises, gateway switches can save bandwidth in the network core by blocking
attacks directly at the network edge, before malicious traffic reaches the internal network
and hosts’ NICs. Still, SMARTCoOXKIE could be deployed on SmartNICS, but given their

lower capacity and better fit for smaller edge networks, we target switches.

2.2.4 SECURITY LIMITATIONS OF SwITCH DEFENSES

Prior works have leveraged high-speed switches as SYN cookie proxies '*'””. Unfortu-
nately, these systems have a crippling security flaw: they use the insecure CRC32 checksum

as the “hash” for computing SYN cookies, abandoning security against adaptive adversaries.

THE NEED FOR A SECURE HasH.  SYN cookies are computed with a hash of the connec-
tion 4-tuple (source/destination IP addresses and port numbers), along with some secret
key and a timestamp, so an adversary cannot perform a replay attack with the cookie at a
later time. For security, this hash must be cryptographically robust, such that an adversary

cannot easily craft a cookie that would pass as legitimate during a cookie check. Otherwise,
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the adversary could send many forged cookies to the victim, launching an attack more pow-
erful than the original one: after verifying forged cookies, the victim must also prepare for

new connections and allocate memory, wasting both compute and memory resources.

InsecuriTy oF CRC.  CRC s an error-detection checksum, not a cryptographic hash.
When incorrectly used as such, it can be trivially cracked by an adaptive adversary in key
recovery and cookie forging attacks '*°. There are two broad attack vectors against CRC

that can result in breaking the cookie defense: collision induction and nonce deduction.

CoLLisioN INDUCTION.  An adaptive adversary can exploit the fact that CRC is not
collision-resistant to construct hash collisions. Without assuming security by obscurity,
adversaries with knowledge of a CRC-based defense can simply send probe packets with
different inputs to uncover a hash collision. Note the adversary has constant feedback on

CRC outputs, as the defense must respond to all SYN packets.

Non~Nce DepucTioN. Due to its linear nature, CRC is vulnerable to nonce deduction;
an adaptive adversary can trivially crack CRC-based cookies in a few simple steps, as we
detail next. Given the connection 4-tuple 7 and the secret nonce 7, the CRC-based cookie

is typically generated using CRC(z|). We note CRC is linear and affine: for any A, B,
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and C we have

CRC(4) & CRC(B) & CRC(C) = CRC(4 G B& C). (2.1)

The adversary can send a SYN packet with known input 72y and observe the output

CRC(myq||7). Subsequently, the adversary can compute CRC(24]|0) herself, and derive

CRC(0]|z) = CRC(my||0) & CRC(my||n) & CRC(0). (2.2)

Now that the adversary knows CRC(0/||%), she can compute new cookie value for any

arbitrary 4-tuple m,, as follows:

CRC(m,|n) = CRC(m,]|0) & CRC(0]|n) & CRC(0). (2.3)

We also note that the same attack can be applied even if the nonce is placed at differ-
ent input locations. The simplicity and effectiveness of this attack leaves the door wide
open for adaptive adversaries to completely break the CRC-based SYN cookie defenses of
both *** and """, In contrast, SMARTCOOKIE securely computes SYN cookies in the pro-

grammable data plane using a robust hash with strong security guarantees” (§2.5).
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Secure High- Non- Scales Beyond
Hash  Throughput Disruptive Switch Memory

Server-Based

Cookies '3 X -
Poseidon X X
Jagen X X

SMARTCOOKIE

Table 2.1: Compared to existing defenses, SmartCookie is secure, high-throughput, non-disruptive, and scalable.

2.2.5 PERFORMANCE LIMITATIONS OF SWITCH DEFENSES

Existing switch-based defenses also struggle to provide memory scalability and good appli-

cation performance '

PooRr ScaLABILITY. Poseidon '’ keeps per-flow state in the switch to perform sequence
number translations for ongoing flows. Given limited switch memory, this simply cannot
scale, as processing hundreds of thousands of flows at network speeds is a memory-intensive
task (Table 2.1). In contrast, SMARTCOOKIE avoids keeping exact state in the switch by

offloading it to the server, allowing the defense to scale (§2.6).

DI1sRUPTIVE PERFORMANCE. Jagen'® also avoids keeping per-flow state on switches.
However, it does so by disruptively forcing all benign clients to undergo a reset during
connection setup, even after passing the SYN cookie check (Table 2.1). After this reset,

clients eventually attempt a second handshake, which the Jagen proxy allows through to
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the server, with some probability of false positive error. This enables server and client to
directly choose sequence numbers without involving the Jagen proxy. Unfortunately,
Jagen’s design incurs extra latency (1-2 round-trip times) for benign connections, an es-
pecially undesirable performance penalty for clients across wide-area networks. In contrast,
SMARTCOOKIE is transparent to clients, requiring a szzgle handshake and maintaining

good application-level performance (§2.8).

2.3 SMARTCOOKIE PROBLEM SETTING

The problems that state-of-the-art defenses experience against large-scale SYN floods are
challenging to resolve, because they arise from the inherent hardware constraints of avail-
able targets and from the threat model experienced by network providers tasked with pro-
viding security, scalability, and performance. SMARTCOOKIE overcomes these challenges
and presents a practical defense for large network operators, who control backbone switches
and servers in their network. This setting opens unique opportunities for a division of la-

bor that SMARTCoOKIE intelligently exploits (Figure 2.1c).

2.3.1 THREAT MODEL

There are four key players in our threat model: clients, adversaries, switches, and servers.
Switches and servers are controlled by the same network operator, which seeks to protect its

servers from resource strain, while concurrently protecting network bandwidth. Under the
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same administrative authority, switches and servers can safely cooperate.

CLIENTS. Client communications to any of the servers hosted by the provider backbone
should be protected from SYN flooding disruption. Clients should also not experience

degraded performance as a result of any deployed defense.

ADVERSARIES. Our threat model focuses on asymmetric SYN-flooding attacks, where
adversaries require orders of magnitude fewer resources than defenses. Asymmetric attacks
are generally regarded as more challenging to defend against***°, and their lower cost is
likely what makes them so prevalent in the wild”". In our threat model, adversaries can
spoof source IP addresses or utilize a limited number of compromised devices to send a
flood of connection handshake requests that appear to be from unique clients and must be
individually handled”. When spoofing, adversaries cannot gain feedback from the defense,
as response packets to spoofed addresses never reach the adversary. Adversaries can also
send some probe packets without spoofing to observe the resulting cookies and attempt

to crack the cookie hash, as well as launch replay attacks using earlier cookies (§2.2.4). We
assume the adversary can send attack traffic at up to Tbps rates. The adversary does not
have physical access to the network switches or servers hosted by the provider backbone,
and traffic from the adversary cannot reach the server without traversing a participating

switch. In other words, the adversary cannot tamper with packets between the switches and
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servers internal to the provider backbone.

SwitcHES. The switches are programmable, high-speed network hardware capable of
Tbps processing rates. They are controlled by the same network provider and deployed at
the network edge. Since the switches and servers are under the same centralized operator,

we assume the communication channel between the switches and the servers is secure.

SERVERs. Physical servers, hereafter simply called servers, are owned, operated, and trusted
by the network provider, and thus can be modified. Trusted defense modules run on the
servers, but for immediate deployability, changes to the TCP/IP stack of the server’s Linux
kernel are not required. However, modest changes to the server TCP/IP stack can open
further defense opportunities in the future (see §2.9). We note that tenant VMs running

on the physical servers are not trusted and thus are #nmodified by the network provider.
Also, in order to not affect the performance of applications running on the server, it is criti-

cal that any defense mechanism does not consume excessive CPU cycles.

2.3.2 CHALLENGES

Modern programmable switches support flexible packet processing optimized for Tbps
speeds” "’ 7. They exert fine-grained control over packet forwarding in the data plane with

line-rate throughput guarantees, but do so at the cost of strict constraints enforced by the
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underlying hardware"">****. Thus, there are fundamental challenges to overcome to realize

the potential of a high-speed switch defense.

CHALLENGE 1: LIMITED IN-SwITCH PROGRAMMING MODEL FOR CRYPTOGRAPHIC
OPERATIONS. Most programmable switches do not natively support any cryptographic
primitives, and they can only process packets with a limited number of available operations
(e.g., addition, subtraction, and XOR, but no multiplication or division). However, even
more fundamentally, to guarantee high-throughput, switches use a pipeline model with
only a limited number of stages for packet processing. Operations can also only be per-
formed concurrently in a stage if there are no dependencies between operations. Finally,
the output of one computation cannot be used until the following pipeline stage, making
it difficult to fit all the necessary operations for cryptographic SYN cookie computation
within the limited number of available stages. Thus, even if cryptographic accelerators were
introduced on hardware switches, computing secure cookies within the computational
constraints and limited stages is challenging, and could break the performance of the switch

if done naively. We show how SMARTCOOXKIE overcomes these challenges in §2.s.

CHALLENGE 2: LIMITED IN-SwiTCcH MEMORY FOR PER-CONNECTION STATE. The
amount of available data plane memory is limited, and it must be shared with other appli-

cations (e.g., routing tables) running on the switch. To perform sequence number trans-
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lations and maintain the correctness of packet-processing, a naive defense would need to
keep cumbersome per-flow state on the order of 6 bytes per connection (e.g., the 32-bit
sequence number and hashed connection s-tuple key). Unlike other data plane applica-
tions that require keeping significantly less state (e.g., a small 6-bit version number along
with a hashed s-tuple key) ", the amount of state that must be kept by a defense cannot
be further compressed with a hash digest, as this would cause information loss and break
connections. Given available memory is on the order of tens of MBs, keeping this amount
of state for every verified flow in a large network provider cannot scale to even hundreds of
thousands of connections ', and thus we simply cannot afford to allocate switch memory
for each ongoing TCP flow. We show in §2.6 how SMARTCoOKIE intelligently partitions

the defense to gracefully handle this challenge.

2.4 SMARTCOOKIE ARCHITECTURE

To overcome the challenges and existing limitations, SMARTCOOKIE proposes a novel split-

proxy architecture (Figure 2.2).

SwitcH AGENT. The SMARTCOOKIE switch agent performs cookie checks securely (F1)
and tracks verified connections approximately (F3.A). This design is motivated by the un-
derlying switch architecture, which is optimized for high-speed packet processing up to

Tbps, an order of magnitude greater than the speeds of general-purpose CPUs. The switch
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+ Approx Records (F3.A) + Exact Records (F3.B)

Client 3
Provider Backbone |

Setup Packet TCP
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Figure 2.2: SmartCookie’s split-proxy architecture.

agent is an ideal location for offloading of SYN cookie checks. It can securely and perfor-
mantly block 100% of SYN floods, without burdening the server (§2.5,§2.8). Recall that to
achieve high throughput and low latency, however, the switch only has a limited amount of
memory, and memory accesses are constrained. Thus, it should not be required to remem-
ber all the connections that have successfully passed the cookie check. In other words, veri-

fred records should be kept in an approximate data structure at the switch agent (§2.6.3).

SERVER AGENT. Meanwhile, SMARTCOOKIE server agent is primarily responsible for
handling benign connections, conducting sequence number translations (F2) and ex-

actly tracking verified connections (F3.B). Servers offer greater compute flexibility and
have fewer constraints on memory access and usage than switches. Thus, the server agent

is ideal for maintaining exact information about verified connections and for performing
sequence number translations on behalf of the switch agent. This offloading of unique per-

connection sequence number translations is enabled by a special setup procedure, which
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the switch agent and server agent cooperatively perform using custom setup request and
confirmation packets (§2.6). The server agent’s sequence number translation mechanism
ensures consistent sequence number progression, preserves the correctness of the TCP pro-
tocol, and is transparent to unmodified end hosts. We note that the greater compute flex-
ibility at the server agent comes at the cost of lower packet-processing speeds as compared
to hardware speeds, but this is a reasonable tradeoft since the amount of benign traffic the
server agent must process is much smaller than the amount of attack traffic that the switch

agent must identify and drop.

2.5 SECURE SYN COOKIES IN THE DATA PLANE

SMARTCOOKIE switch agent is responsible for performantly computing and verifying SYN
cookies in the data plane, but for any defense to be worthwhile, this must be done securely.
To this end, we implement a secure keyed hash function, HalfSipHash, optimized for com-
modity programmable switches. Our approach exploits dependency management schemes

to conserve pipeline stages and slicing-based bit manipulations for concise circular shifts.

2.5.1  CHOICE oF HAsH FuNcTION

Recall that because of the computational constraints of the switch, it is extremely challeng-
ing to compute a cryptographically secure hash function in the data plane. Hence, several

prior works'“>""” opted to use the CRC32 checksum as a “hash” function to compute

54



SYN cookies, resulting in significant vulnerability . This is because an adaptive adver-
sary can always send crafted SYN packets and observe the resulting cookies (i.e., a chosen-
plaintext attack), efficiently solve and extract the key used in hashing, and then forge cook-
ies for any 4-tuple, bypassing the defense entirely (§2.2.4).

SMARTCOOKIE instead computes and verifies cookies using HalfSipHash-2-4 ", which
is from the SipHash family of hashes used by Linux for computing SYN cookies ***. SipHash
is a keyed pseudorandom function designed for high speed on short inputs 7, making it
well suited to packet-header fields such as flow tuples. SipHash-¢-d initializes four internal
64-bit state variables from an input string and a 128-bit secret key, performs ¢ compression

rounds on the input, and then applies 4 finalization rounds to produce the output.

v0 = k0 & ox70736575
vl = k1l @ ox6e646f6d
v2 = kO D ox6e657261
v3 = kl @ 0x79746573

Table 2.2: HalfSipHash initialization.
HalfSipHash is the 32-bit variant of SipHash. It uses the same overall construction, but
operates on 32-bit words with a 64-bit key and different shifting constants. Four inter-
nal 32-bit words, v0, v1, v2, and v3, are initialized by XORing the upper and lower 32-bits
of the 64-bit key with four 32-bit fixed constants, as shown in Table 2.2. Each 32-bit in-
put word is then mixed into the state and processed through ¢ SipRounds, where each

SipRound updates the internal state using additions, XORs, and circular left shifts, as
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[ Preprocessing(keys) |
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vl <<= 5 v3 <<= 8 0 Compression Round |
vl &= 00 03 ® = 02 Compression Round |
W& [ w,
00 <<= 16 Compression Round |
02+ = vl - Compression Round |
! 00 + v3 Oxff—B | ‘ w,
0l <<= 13 03 <<= 7 Finalization Round
01 ® = v2 v3 ® = 00 Finalization Round
02 <<= 16 Finalization Round

[ Finalization Round |

One HalfSipHash Round
Output

Figure 2.3: HalfSipHash-2-4 requires 2 compression rounds on each input word w and 4 finalization rounds at the
end, with each round costing 14 operations.

shown in Figure 2.3. After all input words are processed, the algorithm performs 4 final-
ization rounds, and finally the 32-bit output [00 © vl © v2 & 03] is returned.
HalfSipHash-c-d is expected to provide maximum security for any keyed hash function
with the same key size and output size, given compression and finalization rounds with ¢ >
2andd > 4,respectively . By design, HalfSipHash performs most optimally for short
input messages. We note that many programmable switch applications are interested in
hashing packet header fields (not full packet payloads), and thus would benefit greatly from
HalfSipHash’s excellent security and speed on short inputs. Additionally, HaltSipHash in
the data plane would be good for applications that might only need to hash a small fraction
of packets, such as when a connection is first established. We also note that first-generation
P4 programmable switches store variables in 32-bit containers natively. Since HalfSipHash
operates on 32-bit words, this makes it an attractive choice for data-plane applications that

require security and high performance.
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In summary, we choose HalfSipHash-2-4 for performance reasons, as it is faster than
SipHash-2-4, while still sharing the same construction. We believe HalfSipHash-2-4 with
key rotation offers acceptable security against even well-provisioned adversaries (e.g., key
brute-forcing adversaries), achieving good security along with lightweight performance.
The hash is cryptographically robust and designed for speed on short inputs, making it
ideal for computing cookies in the data plane, where the input to the hash is just a few bytes

from the packet header.

2.5.2 IMPLEMENTING A CRYPTOGRAPHIC HASH

We now present our implementation of HaltSipHash on P4 programmable switches. We
focus on HalfSipHash-2-4 due to its good security-versus-speed tradeoft, but our design
can easily be used to support other HalfSipHash-¢-d variations. Our design overcomes two

challenges: limited number of switch pipeline stages, and limited arithmetic operations.

LiMITED NUMBER OF PIPELINE STAGES.  Programmable switches have a limited num-
ber of pipeline stages available. Within each pipeline stage, the program can perform sev-
eral arithmetic operations (such as add, xor, shift, etc.) concurrently on different variables.
However, the output results are not available for use until the next pipeline stage, so other
operations depending on these results must wait to be processed in this next stage.

HalfSipHash iteratively updates four internal state variables in repeated SipRounds,
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which creates a long, interwoven dependency chain. Naively implementing SipRound per
the algorithm in Figure 2.3 would thus cost too many stages or even consume the entire
pipeline. To fit a SipRound within the switch processing pipeline, we help the compiler
recognize dependencies by making them explicit with variable renaming and by grouping
operations based on their dependencies. We also use packet recirculation and combined
ingress + egress pipeline stages to further optimize HalfSipHash for the data plane.

Variable Renaming: We use a separate set of variables 20 - 23 and 40 - 43 in addition to
the internal state variables v0 - v3 so that all operations will have distinct input and output
variable names. This makes the dependency relationships between the different operations
more clear, and also makes it easier for us to arrange the operations into separate actions for
the P4 compiler.

Dependency Grouping: We choose to group the operations in one SipRound into four
separate stages, such that each of the four internal state variables are written to once in each
stage and never accessed in the same stage again after being written. We present dependency

groupings for a full SipRound in Table 2.3 below.

Stage 1 Stage 2 Stage 3 Stage 4
a0 = v0 + 0l bl = al ® a0 a2 = b2+ bl vl =al @ a2
a2 = v2+0v3 b3 = a3 ® a2 a0 = b0+ b3 v3 = a3® a0
al = 01 <<5 | b0 = a0<<16 | al = b1 <<13 | 12 = a2 << 16
a3 = v3<<8 b2 = a2 a3 = B <<7 v0 = a0

Table 2.3: SipRound Operations Grouped by Dependencies into Four Pipeline Stages
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4 stages per || 4 stages per

XOR m; ‘ SipRound SipRoundJ XOR m; ||Teardown
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Figure 2.4: We run two SipRounds per switch pipeline pass, with each SipRound costing four stages.

Setup

Using these dependency groupings, we can implement £ SipRounds in & X 4 stages, with
an additional s stages for setup and teardown. If the total pipeline length is S stages, we can
perform k = [ (S — s5)/4] SipRounds per pipeline pass. Then, with a given input string size

of M bytes, we require the number of passes given by p:

p= <]ZMXc+d> /k (2.4)

Our implementation performs # = 2 SipRounds per pipeline pass, as illustrated in Fig-
ure 2.4. With M = 16 bytes for an input string and the recommended security parameters
¢=2,d =4 weneedatotal of p = (% % 2 + 4)/(2) = 6 pipeline passes to complete all
(242424 2) + 4 = 12 compression and finalization SipRounds.

Packet Recirculation: Since we cannot complete all the SipRounds required by Half-
SipHash within one pipeline pass (for a 16-byte input, 6 pipeline passes are needed), we
utilize the programmable switch’s packet recirculation feature, which sends the packet to
special recirculation ports that simply bounce the packet back to the start of the ingress

pipeline. Before a packet is recirculated, we add a special metadata header to the packet to
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store internal states and the current round number. We also save the original output port
in this metadata header, so the packet can be routed to the output port at the end of the
HalfSipHash computation. We use match-action tables with exact match rules to define
high-level logic per recirculation pass and perform the correct number of compression and
finalization SipRounds.

Ingress+Egress Pipeline: To further optimize our implementation, we design a variation
of our implementation that uses both the ingress and the egress processing pipelines, re-
ducing the number of recirculations by a factor of two. More specifically, given w = M /4
words of an M-byte input string, HalfSipHash-2-4 needs to run 2w compression rounds
and 4 finalization rounds. Therefore, for our ingress-only variant, we need to run 2w + 4
rounds in total and require » = (2w + 4)/2 — 1 = w + 1 recirculations. When we run cal-
culations in both the ingress and egress pipelines, we reduce the number of recirculations
needed to 7 = (2w + 4) /4 — 1 = w/2. For example, with a 16-byte input processed by our
ingress-only variant, w = 16/4 = 4 and we require » = w+1 = 5 recirculations. Given the
same input string size, by using our ingress+egress variant, we reduce rtober = w / 2=2

recirculations per HalfSipHash calculation.

LiMITED ARITHMETIC OPERATIONS. In addition to being constrained to a limited
number of pipeline stages, programmable switches are also restricted to specific types of

arithmetic operations. In practice, because of these arithmetic limitations, the SipRound
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groupings proposed in Table 2.3 cannot be trivially implemented in the switch within
strictly four stages.

Specifically, circular bit shifts are the arithmetic operation that consume too many stages.
Our programmable switch does not natively support circular shifts using its Arithmetic
Logic Units (ALU) and requires separate intermediate operations. A naive implementation
of a circular left shift of 7 bits would need to first calculate the left and right half of the
output using two separate shifts (left shift z bits and right shift 32 — 7 bits), and then

combine the two intermediate results via bitwise OR:

b= (a<<n)l|l(a>>(32—n)) (2.5)

Because the arithmetic results are not available within the same pipeline stage for immedi-
ate use, the bitwise OR would need to happen in the next pipeline stage, thus consuming
two stages for a single circular bit shift. Each SipRound requires six circular left shifts, and
using this approach, the number of pipeline stages required quickly spikes so that a full
SipRound can no longer reasonably fit into a single pipeline pass.

Slicing for Circular Bit Shifts: Instead of using this two-stage approach, we notice that
the P4 language supports slicing semantics to extract a subset of bits from a variable. We

can thus calculate the same circular left shift by slicing and concatenating bits of the vari-
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able as follows, where 7 is the number of bits to be shifted and ++ is concatenation:

b=al[(31 —n):0]++a[31: (32 — n)] (2.6)

With this implementation, a circular shift can be calculated within a single pipeline
stage, without the need to use extra intermediate variables. Thus, we can reduce the num-
ber of stages required for a circular left shift, and ensure that all operations in a SipRound

can complete efficiently within four hardware pipeline stages.

2.5.3 SECURELY COMPUTING COOKIES

SMARTCOOKIE uses the HalfSipHash implementation above to compute and verify SYN
cookies in the switch agent. Each cookie computation hashes a 16-byte input derived from
connection metadata, requiring w = 4 input words and thus 2w +4 = 12 compression and
finalization rounds in total. With two SipRounds per pipeline pass, this requires six passes.
In the final switch-agent design, we integrate cookie hashing across both the ingress and
egress pipelines, reducing the number of recirculations from s to 2 for a 16-byte input.
This overhead is acceptable because cookie generation is required only during connection
establishment rather than for every packet in an established flow. As we show in §2.8, even
with recirculation, our HalfSipHash-based switch agent returns secure cookies 2.6 x faster

than the next-fastest defense. Additionally, the recirculation limitations of our prototype
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result from the lack of cryptographic building blocks in the network hardware, which can

be improved in the future.

Key RoTaTIiON. To defend against brute-force attacks, HalfSipHash keys are rotated
periodically (e.g., every s-30 seconds). This reflects our underestimation of the time needed
to brute-force a key ”. To ensure handshakes from clients are not accidentally blocked,

cookies computed with an old key are still accepted for a short period after a key rotation.

2.6 SrriT-PrOXY DESIGN

With our secure SYN cookie hash in the data plane, we can now safely offload cookie checks
to a high-speed switch. However, we must still tackle the challenge of limited switch mem-
ory for handling benign flows. SMARTC0OOKIE accomplishes this with a split-proxy design,
where a switch agent and server agent cooperate to performantly stop attack traffic and cor-
rectly handle benign trafhic. Our design avoids packet buftering during setup and bypasses
sequence number translations at the switch agent, allowing it to approximately track veri-

fied connections and scale beyond available switch memory.

2.6.1 SwiTCH TO SERVER Two0O-Way HANDSHAKE

Figure 2.5 shows SMARTCOOKIE’s complete setup procedure for verified connections. In

packets 1-3 SMARTCOOKIE switch agent verifies clients by performing a secure SYN
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Figure 2..5: SmartCookie’s end-to-end setup for verified connections.

cookie check as in the traditional defense. However, under the SMARTCOOKIE protocol,
the switch agent does not buffer the final ACK of the TCP three-way handshake (3 WHYS)
between the client and switch agent. Instead, the switch agent directly forwards this ACK
packet to the SMARTCOOKIE server agent with an additional setup tag, notifying the server
agent to bootstrap the connection setup (packet 4). The switch agent also uses this
packet to instruct the server agent how to handle the difference in initial sequence num-
bers (ISNs) that were chosen by the switch agent and the server’s network stack.

After receiving this tagged setup packet, the server agent sets up its side of the connec-
tion, shown with packets 5-7a. The server agent then sends a packet to the switch agent
to confirm the connection establishment, completing the custom setup between switch
agent and server agent as shown with packet 7b. Note that the server agent has been in-
structed by the switch agent how to handle sequence number deltas, so the client and server
see their expected sequence numbers in both directions. This allows the switch agent to

step into a passive forwarding role and avoid the expense of sequence number translations
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throughout the remainder of the connection.

SMARTCOOKIE converts the original 3 WHS between switch and server into a custom
two-way handshake (2WHS) between switch agent and server agent, notifying the server of
the client connection, because at this point the server is still unaware of the client. We note
that a 3 WHS between switch agent and server agent is undesirable, causing overhead at the
switch for buffering packets from the client while the second 3 WHS is being conducted.
Additionally, even after the end-to-end connection is established, per-packet processing at
the switch for sequence number translations is undesirable. Instead, by explicitly informing
the server agent of the connection and sending information for sequence number trans-
lations, the switch agent can safely forward packets from a verified connection without

additional processing.

HANDLING SETUP LATENCY AND PACKET DROPS.  SMARTCOOKIE reliably handles
more complex scenarios introduced by connection setup latency, reordered packets, or
packet drops. Consider the scenario where the 2WHS between the switch agent and server
agent is not yet complete, either because it is still in progress or because the setup packet
sent to the server agent has been lost. If the client sends additional data packets to the server
during this state, the SMARTCOOKIE switch agent handles this gracefully by continuing

to verify and tag these packets before forwarding them to the server agent (note that the

switch agent never bufters client packets). Since the client has yet to receive any packets
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from the server, the server-side sequence numbers have not progressed and the client would
still pass the cookie check at the switch agent. As long as the client’s packets continue to
pass the cookie check, the switch agent will tag and forward them to the server agent, and
upon receipt of any tagged packet from the switch agent, the server agent will immedi-
ately set up the connection and send an explicit confirmation to the switch agent. Upon
receiving this confirmation, the switch agent no longer tags any packets from the client and

simply forwards packets in both directions.

2.6.2 REDESIGNED SERVER SETUP

SMARTCOOKIE uses eBPF to facilitate division of labor between switch and server agents.
Our design does not modify the network stack of end hosts, which is particularly benefi-
cial for datacenter deployments where network operators may not control end host TCP

behavior (e.g., tenant VMs).

EBPF PRIMER.  eBPF (extended Berkeley Packet Filter) is a powerful and lightweight
technology that allows for safe, fast, kernel-level execution of programs directly from user-
space, without requiring programmers to rewrite kernel source code "°*. The Linux net-
working community has utilized eBPF for efficient packet filtering and safe kernel-level

execution in many different security applications, including in the DDoS space'***>
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Mopiriep TCP INTERFACE. With eBPF, we redesign the TCP interface between the
network and the Linux kernel’s network stack. This allows us to offload connection setup
and sequence number translations to the server without modifying the kernel TCP stack,
enabling immediate deployability. Our server agent deploys an eBPF ingress and egress pro-
gram attached to different kernel hooks (XDP and TC, respectively), performing connec-
tion setup with the kernel network stack and sequence number translations on incoming
and outgoing packets. The eBPF programs act as a lightweight translation layer that con-
verts custom packets received from the switch agent into proper TCP packets for regular

TCP/IP processing by an unmodified kernel.

EBPF MAP FOR TRACKING STATE.  eBPF maps can be used to communicate between
user space and kernel space, and they are the only way to store and share state between
eBPF programs. Maps are implemented as key-value stores, where values are defined by
data type and size. The server agent uses an eBPF map to track the connection state of any
given flow and to coordinate the behavior of the ingress and egress eBPF programs based on
this state. The map key is the 4-tuple connection information (source and destination IP
addresses and port numbers). The map value for each key stores the connection state of the
connection and the sequence number delta to be applied for that connection. As shown in
Figure 2.5, the sequence number delta for a given connection is determined to be A = ¢—y,

where ¢ is the switch agent’s original ISN (i.e., cookie value) and y is the ISN chosen by the
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kernel. At first, the server agent’s ingress program extracts ¢ from packet 4 and stores it in
the eBPF map temporarily. Later, the server agent’s egress program extracts y from packet

6 and then calculates and stores the true A in the eBPF map.

2.6.3 CoMPACT DATA STRUCTURE AT SWITCH AGENT

To determine which packets require cookie checks, the switch agent (like any standard de-
fense) must maintain a record of verified connections. In prior designs, the proxy keeps a
local record of every verified connection that has passed the cookie check, using this record
to remember the sequence number deltas that must be applied to all packets in the flow.
This is an unattractive solution because it requires per-flow state, and memory is a limited

commodity in high-speed switches.

BrLoom FILTERS FOR APPROXIMATE STATE.  Since SMARTCOOKIE offloads sequence
number translations to the server agent, the switch agent can avoid keeping exact state by
using a resource-efficient compact data structure called a Bloom filter. The Bloom filter can
approximately keep track of clients that have passed the cookie check and successfully estab-
lished a connection with the server. Bloom filters are efficient and powerful approximate
data structures, but they come at the expense of a small number of false positives. There are
no false negatives in Bloom filters, which is an important feature that ensures benign traf-

fic is never blocked. We note the purpose of the Bloom filter is 70z to stop an adversary’s
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non-SYN packets from reaching the server, although this does happen as a bonus. Instead,
the goal of this design feature is to not keep per-flow state at the switch agent for verified flows,

reducing strain on the memory-constrained switch.

IMPLEMENTING BLoOM FILTERS IN THE SWITCH AGENT. To approximately track
the set of benign TCP connections, we use register memory arrays on the Tofino pro-
grammable switch to implement a Bloom filter. Since the switch’s pipeline only allows
accessing one index per array when processing a packet, we implement a Bloom filter vari-
ant called the Partitioned Bloom Filter (PBF) “. PBF splits its 72-bit memory into & sepa-
rate arrays M [-] .. ., My [], each sized 7, and uses k indexing hash functions 4y, .. ., by,
F — [%] to map the inputkey f € F (in our case, flow 4-tuple) into locations in the
array. All arrays are initialized to zero. To insert a flow f, for each array 7, we calculate the
index b;(f) and mark 1 in the corresponding index, i.e., M;[b;(f)] < 1. To query whether
flow fhas been added, we check the same indices and report positive if they are all 1, i.c.,

Mb(f)] == 1,Yi € [k].

AuTOMATICALLY CLEANING THE BLoOM FILTERS. To prevent over-saturation and
maintain the accuracy of the filters as time goes on, we can keep multiple Bloom filters at
the switch agent in a rotating fashion, where at any given time window 77, some filters are

being written to, read from, or cleaned (i.c., emptied). A connection is considered active
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if any one of the Bloom filters reports a positive. For ongoing connections, we add to the
most recent filter when we see server-to-client traffic; note that even for uni-directional
upload traffic servers continuously send ACK packets to clients. Thus, when a filter is
cleaned, ongoing connections automatically get carried over to the active filter.

We also note that T should be chosen such that we maintain a reasonable timeout win-
dow that reflects the characteristics of the majority of connections in the network**. A 77
value that is too small (e.g., a few seconds) will cause idling connections to be closed too
early, while 77 values that are too large will require us to save too many active connections
in the Bloom filter, causing increased memory usage and potentially higher false positive
rates. Shorter 77 windows (also called “aggressive aging timeouts”) are the security best
practice for preserving stability and performance while under attack, and can be as short as

10 seconds *®

2.6.4 HANDLING FALSE POSITIVES AT SERVER AGENT
The server agent cooperates with the switch agent to perform a last-line-of-defense cookie

check on the small fraction of packets that experience a false positive in the Bloom filter.

IDENTIFYING FALSE PosITIvES.  The server agent knows to perform this cookie check
on any packets that are not already part of an ongoing connection at the server and do not

have a setup tag from the switch agent. We note that SYN packets are always stopped and
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handled at the switch agent, so the server agent only handles benign traffic and non-SYN
packets (either adversarial or benign) that have triggered a false positive in the Bloom filter.
If the false positive was the result of an adversary’s non-SYN packet (e.g., if the adversary
was attempting to perform an ACK flood), it would fail the cookie check at the server agent
and get dropped (§2.7.2). However, if the false positive was triggered by a benign client
(e.g., with the final ACK packet of the 3 WHS between client and switch agent), then the
packet would pass the cookie check at the server agent and the server agent would set up the

connection with the kernel network stack.

KEY MANAGEMENT. In existing SYN cookie defenses, only one party computes and ver-
ifies cookies. However, since both the switch and server agents verify cookies, they must
share the same SYN cookie computation scheme so that cookies are consistent across the
system. In other words, both switch and server agents must share the same hash functions
and secret keys used to compute cookies; the network operator acts as the central controller
for managing these keys across the system, installing the same initial key and performing
periodic key rotation for both the switch and server agents. Furthermore, to ensure consis-
tency when using timestamps to generate and verify cookies, SMARTCOOKIE relies on the
network operator to synchronize clocks across the switch and server agents. We also note
that on the server side, secret keys are only visible to the eBPF switch agent module and are

not visible to applications or tenant VMs running on the server.
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2.7  SECURITY ANALYSIS

We discuss possible attacks from adaptive adversaries against our system itself (above and

beyond our initial SYN-flooding attack vector), and explain how we address them.

2.7.1 ATTACKS ON THE COOKIE CHECK

REPLAY ATTACKS. When a cookie is first computed at the switch, it is computed with
respect to the current epoch of time. When cookies are recomputed and verified, they are
only accepted if they are from the current or immediately preceding epoch. While the
Linux kernel uses 1 minute epochs'“*, we choose 1 second epochs instead, to reflect round-
trip times (RT'Ts) commonly seen on the modern Internet. This ensures that SMART-
CooKIE only accepts cookies returned within acceptable RT'T delays, while defending
against replay attacks with older cookies. For consistency, the cloud provider deploying
SMARTCOOKIE should ensure that clocks are synced (e.g., NTP) between the switch agent

and the server agent.

CookIE FORGING AND KEY RECOVERY.  An adversary can send probe packets to the
switch agent and observe the returned cookies in order to crack the hashing mechanism
and forge her own cookies; formally, this is performing a Chosen Plaintext Attack (CPA)

against our hash function. The security of SMARTCOOKIE against cookie forging can be
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directly reduced to the security of the underlying HalfSipHash family of hash functions.
Assuming the security properties of HalfSipHash, the adversary cannot recover the key
without a brute-force search *”. To make brute-forcing ineffective, SMARTCOOKIE rotate
the key periodically (e.g., every s-30 seconds). Thus, with the pseudorandom properties of

HalfSipHash, the adversary’s best attack strategy is reduced to simply guessing the cookie.

Lucky CooxkIEs, AND SAVING TCP OpTioNs. The Linux kernel’s default SYN cookie
stores a quantized Maximum Segment Size (MSS) and discards all other TCP options.
Our switch agent similarly encodes the MSS in cookies, for the server agent to later decode.
This approach leaves 24 bits of entropy in the cookie, meaning that each adversary’s attack
packet has a negligible probability (1/ 224) of “luckily” guessing the right cookie by chance.
If desired, it is possible to use 3-4 more bits of the cookie to save a few more TCP options,

in exchange for slightly reduced entropy.

2.7.2 ATTACKS ON THE BLooMm FILTER

ACK FLoops aND TTL ExPIRY ATTACKS. The Bloom filter used by our switch agent
to track verified connections has a small probability of reporting false positives; an adver-

sary can send many ACK packets with randomized source IP addresses and port numbers,
and a small fraction of these may trigger a false positive and be forwarded to the server. We

refer to this as the ACK-flooding attack, and evaluate the performance of SMARTCOOKIE
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against such attacks in §2.8. We note that these false positive ACK packets will be silently
dropped by the server agent after failing its last-line-of-defense cookie check (§2.6.4). We
also filter TTLs of non-SYN packets that arrive at the switch agent, hiding from an adap-
tive adversary secking to perform a TTL expiry attack whether her packets were dropped at
the switch agent or at the server agent**. This prevents the adversary from getting feedback
on which attack packets successfully triggered false positives. Thus, she cannot tailor attack

packets for the Bloom filter’s internal structure to achieve a higher false positive rate.

OPENING MANY “LEGITIMATE” TCP CoNNECTIONS.  The false positive rate of Bloom
filters depends on the number of connections inserted. In our threat model (§2.3.1), ad-
versaries have access to a moderate number of compromised devices to launch asymmetric
SYN-flooding attacks, but not enough to mount successtul symmetric attacks, such as TCP
connection floods. Connection-flooding adversaries would need to establish many “le-
gitimate” TCP connections to raise the Bloom filter’s false positive rate before launching

a SYN-flooding or ACK-flooding attack, requiring significant resources (e.g., machines,
memory, packet processing). Nevertheless, we note our filters are periodically cleaned

and designed to achieve a reasonably low false positive rate under realistic trafhic condi-
tions (§2.6.3). Even with high rates of Bloom filter pollution, SMARTCoOKIE still blocks

100% of SYN floods in the switch and is highly resilient under ACK floods (§2.8.4).
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2.8 EvaLuaTION

We evaluate SMARTCOOKIE by running several experiments on a hardware testbed. We

1) demonstrate the performance of SMARTCOOKIE for securely computing SYN cookies
with HalfSipHash in the switch data plane, compared to other approaches, and 2) show
the overall performance of SMARTCOOKIE in comparison to Jagen ', the state-of-the-art
switch-based SYN-flooding defense. We note that we owned all testbed infrastructure, and

attack traffic was only directed to dedicated testbed servers, raising no ethical issues.

2.8.1 EXPERIMENT SETUP
PrROTOTYPE IMPLEMENTATION

SMARTCOOKIE’s switch agent is implemented in P4 targeted for an Intel Tofino Wedge1oo-
32BF programmable switch, with approximately rooo lines of code. The server agent is
implemented with eBPF. For additional implementation details, we refer interested read-

ers to the published paper’s appendix'”*. We have released our prototype source code on
GitHub'. We also run prototypes of Jagen SYN Cookie Proxy Mode 1 and Mode 2.,

based on source code obtained from the authors.

I
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TESTBED

The testbed consists of four servers and an Intel Tofino Wedge32X-BF programmable
switch. Two machines act as adversaries, each with a 20-core Intel Xeon Silver 4114 CPU
and a Mellanox ConnectX-5 2x100Gbps NIC, generating attack traffic using DPDK 19.12.0
and pktgen-DPDK. Two other machines act as server and client, each with 8-core Intel
Xeon D-1541 CPUs and Intel X552 2x10Gbps NICs. All machines run Ubuntu 21.10

with kernel vs.13.0, and the eBPF programs are built with BCC vo.24.0 and Clang v13.0.0-
2. The server machines are all connected to the switch via Direct Attach Copper (DAC)

cables, with under o.1ms ping latency (round-trip time) between any pair of machines.

TrRAFFIC WORKLOAD

LAUNCHING REALISTIC CLIENT TRAFFIC. To simulate a real-world setting with realis-
tic benign traffic loads, we write customized client and server Go scripts to replay CAIDA
anonymized Internet traffic trace 2018 °. We did not modify the Linux kernel’s default

TCP retransmission behavior.

ESTIMATING THE FALSE POsITIVE RATE.  Our switch agent implementation uses Parti-
tioned Bloom Filters with £ = 3 arrays of 229 bits each, with total memory size m = 3 X 220

bits. For our experiments, we choose a connection timeout window 77 of 15 seconds for
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Bloom filter cleaning (§2.6.3), which reflects the default keepalive timeout of many ap-
plications“*. We choose a 15-second trace window of benign traffic to match 77, with
n = 579,600 flows. Our trace represents heavier flow loads than the average from CAIDA
trace statistics (386,000 flows over the same time window) *“. Thus, we generously estimate

our false positive rate as:

n\ k
Fy(n,m, k) = (1 — (1 — ﬁ) ) ~ 7.66%. (2.7)

m

We replay each flow as an HTTP request in real time (approximately 38,500 requests per
second), where the request starting time corresponds to the timestamp offset of the flow’s
first packet. We also measure the number of attack packets received at the server with this
setup and verify that the measured false positive rate matches our expectations. Meanwhile,
since Jagen’s prototype uses a smaller Bloom filter (2'° x 4), we replay fewer flows (48, 800)
in Jagen’s experiments, such that the defense exhibits the same false positive rate of 7.66%.
Since the number of connections in both experiments exceed the number of available ports,
we add 65,536 IP addresses to both client and server; we use the connection 4-tuple as keys
for Bloom filter lookups for both SMARTCOOKIE and Jagen.

More generally, under different traffic conditions, time windows, and number of con-
nections, we can use Equation §2.7 to estimate corresponding false positive rates. We also

note that our current implementation did not exhaust the memory available on the Tofino
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1 switch, and we can build larger Bloom filters to support more connections, trading oft
more memory for a reduction in the false positive rate. Other switch models (e.g., Tofino
2) also provide more onboard memory to further increase Bloom filter size and lower false

positive rates.

GENERATING ATTACK TRAFFIC. We run pktgen-DPDK on the adversary machines to
generate SYN floods with randomized source IPs and ports. Due to false positives, Jagen
will allow 7.66% of SYN-flooding traffic to reach the server and trigger a connection setup
and kernel SYN cookie computation. Meanwhile, since our switch agent handles 100% of
SYN packets without passing any to the server, we run a separate experiment where we sub-
ject SMARTCOOKIE to ACK flood traffic (§2.7.2), 7.66% of which will reach the server and

trigger only eBPF SYN cookie verification at the server agent.

2.8.2 HASHING THROUGHPUT

Under the experiment setup described above, we compare SMARTCOOKIE’s performance
against kernel-based SYN cookies and XDP-based cookies. Since prior work proposed run-
ning AES, a secure encryption algorithm, on Tofino switches *°, we also implement and

benchmark a variant of SMARTCOOKIE switch agent using AES to compute cookies.

MEASURING THROUGHPUT. We measure the maximum attack rate in Mpps each de-

fense can handle before any packet loss. Since our benchmark performs one hash calculation
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Figure 2.6: Throughput. SmartCookie-HalfSipHash defends against attacks without packet loss until a rate of
136.9Mpps, outperforming the next fastest defense by 2.6x.

per SYN packet, we effectively measure maximum hashing throughput.

REesuLTs. Asshown in Figure 2.6, SMARTCooKIE-HalfSipHash significantly out-
performs all other defenses, achieving a throughput of 136.9Mpps on high-speed switch
hardware. This is two orders of magnitude greater than the throughput achieved by the
software-based kernel defense, which uses SipHash and can only serve 1.3Mpps before the
server’s CPUs are exhausted. Using XDP to compute cookies can bypass the overhead of
the kernel network stack and achieve 6x speedup (7.3 Mpps), but this is still much slower
than SMARTCoOKIE-HalfSipHash. Meanwhile, although SMARTCoOKIE-AES is faster
than XDD, it requires more recirculations and only achieves 52 Mpps; SMARTCOOKIE-
HalfSipHash outperforms it by 2.6x.

We note that Tofino switches have dedicated recirculation ports, which operate with-
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out afffecting capacity on other ports. Our prototype switch agent achieves 136.9Mpps us-
ing a single Tofino 1 switch under its vanilla setup (pre-configured ports with 200Gbps
recirculation throughput). To achieve even higher throughput, we can simply load bal-
ance between multiple switches to multiplex their throughput, or configure the switch to
convert unused physical ports into extra recirculation bandwidth. For example, as a back-
of-the-envelope calculation, using 20 recirculation ports, we could achieve 2 Tbps recir-
culation throughput and serve roughly 1.4 billion requests per second. We also note that
while repurposing additional ports for recirculation would reduce overall switch capacity,
it will not affect latency. Finally, other switches exist (e.g., Tofino 2) with higher per-port
throughput and more pipeline stages. Such switches, along with future hardware with na-
tive cryptographic support, can further reduce recirculation needs, additionally boosting

throughput.

2.8.3 LATENCY

In this experiment, we launch both benign and attack traffic against a server as described
in §2.8.1, and measure the end-to-end latency of benign application traffic while the server
is under attacks of different magnitudes. We compare SMARTCOOKIE against the vanilla
kernel-based SYN cookie defense and Jagen’s two SYN proxy modes. SMARTCOOKIEs
design is transparent to clients and does not cause connection reset, leading to 48%-84%
lower latency than Jagen.
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Figure 2.7: Latency. SmartCookie reduces latency by 48-84% compared to Jagen, protecting client performance.
MEASURING LATENCY.  We measure the end-to-end application latency by initiating
HTTP requests from the client to the server, with response size of 14.5KB (corresponding
to the average flow size in the CAIDA 2018 trace). For each attack rate, we send 30 requests
and calculate the average latency. Since Jagen’s Proxy Mode 2 triggers an application-layer
reset, most applications (curl, wget, etc.) will wait for at least one second before retrying
the connection. This timeout is an unreasonably large penalty for benign clients, and so we
write a customized Go client script that immediately retries after a reset, waiting for only
1ms between connection attempts. This showcases the best possible performance of Jagen,
as it avoids the long default reset timeout, but we note that reconfiguring client applications

is not always possible.
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REesuLTs. Asshown in Figure 2.7, SMARTCOOKIE has consistently low end-to-end la-
tency (1.71ms), a 48%-84% reduction compared to Jagen, even with the reconfigured fast
retry client that bypasses Jagen’s default 1-second timeout. Jagen Mode 1 incurs a reset
and one additional round trip, with a minimum latency of 11.12ms. Jagen Mode 2 incurs
two additional round trips and an application-layer retry, requiring at least 3.3 1ms for end-
to-end setup with our fast 1ms retry client and over one second for default TCP applica-
tions that have not been reconfigured. Meanwhile, SMARTC0OOKIE’s latency, which is only

1.71ms, is close to the baseline latency of the vanilla kernel without any attack (1.08ms).

2.8.4 SERVER CPU UsAGE

Using the same setup from §2.8.1, we replay trace-based benign traffic while launching
attack traffic at increasing rates. We measure the server’s CPU overhead across various de-
fenses. SMARTCOOKIE has 70 overbead for SYN floods and reduces overhead for ACK

floods by 33-36% compared to Jagen.

MEeasURING CPU. To measure CPU overhead, we use the perf stat command to read
CPU performance counters and collect the number of instructions executed per second

for each CPU core, taking the average across cores. We also repeat each measurement ten
times and take this average. For more stable results, we turned oft frequency scaling (Turbo

Boost) and fixed all cores’ frequency at 2.1GHz.
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Figure 2.8: CPU Usage. SmartCookie has no server CPU overhead against SYN floods and reduces overhead against

ACK floods by 33%-36% compared to Jagen.

REesuLTs. Both modes of Jagen exhibit similar server CPU overhead, as they both allow
the same rate of false positive SYN packets to reach the server, where the defense degrades
to SYN cookie computation on server software (Figure 2.8). We note that SMARTCOOKIE
switch agent processes 100% of SYN packets directly on network hardware, completely
protecting server CPUs from resource exhaustion for SYN cookie computation. With
SMARTCOOKIE, servers experience no CPU overbead during SYN floods. Thus, in order

to see the effect of false positives on CPU usage with SMARTCOOKIE, we also measure the
overhead of the server agent handling map lookup and cookie verification for false posi-
tive ACK packets (§2.6.4): SMARTCoOKIE under an ACK flood exhibits approximately
33%-36% lower CPU overhead for the same attack rate and same false positive rate as Jagen

under a SYN flood. This is because Jagen is a purely switch-based defense that degrades to
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SRAM | TCAM | HashUnit | Instr.
Jagen Mode 1 (CRC) | 4.6% 0.0% 19.4% 4.9%
Jagen Mode 2 (CRC) | 4.6% 0.0% 19.4% 6.3%
SMARTCOOKIE-AES | 13.8% | 0.1% 30.6% 9.4%
SmMaRTCoOKIE-HSH | 6.8% 1.4% 56.9% 9.9%

Table 2.4: Resource usage on programmable switch.

SRAM | TCAM | HashUnit | Instr.
tna_simple_switch.p4 | 6.3% 9.0% 0.0% 9.6%
+SMARTCOOKIE 12.6% | 11.5% 54.2% 18.0%
switch.p4 33.6% | 31.6% 19.4% 13.5%
+SMARTCOOKIE 40.1% | 37.5% 73.6% 20.3%

Table 2. §: Adding SmartCookie to complex P4 programs.

the vanilla kernel’s defense on false positives, which begins to suffer from attack rates as low
as 1.3 Mpps. Meanwhile, SMARTCOOKIE is designed as a split-proxy system that cooper-
ates with an XDP-based server agent for false positives. XDP operates on raw packets early
in the kernel stack before any socket buffer is allocated, lowering the overhead significantly

compared to the kernel defense.

2.8.5 SwiTcH RESOURCE USAGE & COMPATIBILITY

In Table 2.4 we report SMARTCOOKIE’s utilization of switch hardware resources with two
variants of hashes (HalfSipHash and AES), as reported by Intel’s P4i tool. SMARTCOOKIE
has a trivial footprint for important shared resources (TCAM:1.4%, SRAM:6.8%). No-
tably, the HashUnit usage is highest (57%), but HashUnits are used less by other network

functions. We also report resource utilization of Jagen SYN Proxy (Modes 1 and 2), which
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use CRC as its cookie hash.

Furthermore, we successfully integrated SMARTCooKIE-HalfSipHash into two feature-
rich, complex P4 programs: tna_simple_switch.p4 and switch.p4, demonstrating
SMARTCOOKIE can co-exist with other sophisticated network functions. Table 2.5 presents
resource utilization metrics for each base program and the variant with SMARTCOOKIE
added, highlighting SMARTCOOKIE’s efficient footprint and compatibility with other

switch functions.

2.9 DiscussioN

RouTting CONSIDERATIONS

All traffic between clients and servers traverses a network switch (i.e., the edge switches are
a ‘cut’ of the network between clients and servers). We envision our defense deployed in a
provider network with multiple edge switches. In a distributed defense with an upstream
switch it is not guaranteed that all traffic will pass through the same switch in both direc-
tions (asymmetric routing) and traffic flowing in a single direction may also traverse dif-
ferent switches (routing changes). Asymmetric routing is very common due to hot-potato
routing, a phenomenon where networks seek to pass traffic as quickly as possible out of
their borders, resulting in traffic for one connection not taking the same path in both direc-

tions''”. Routing changes, while less common at the connection level, can still occur and in
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particular affect longer-lived connections

With an upstream defense, traffic from an ongoing flow could traverse a switch that did
not perform the initial cookie check, motivating the need to be robust to both asymmetric
routing and potential routing changes. This must be handled gracefully so the client can
avoid additional verification or connection disruption. SMARTCOOKIE handles asymmet-
ric routing by default with several clever design decisions, and it can handle routing changes
using two high-level approaches, each with their own tradeoffs. Cooperating switch agents
can maintain synchronized Bloom filters with state for all verified connections. Alter-
natively, Bloom filters across individual switch agents can dynamically adapt to routing

changes using a packet sampling approach.

HANDLING ASYMMETRIC ROUTING. The SMARTCOOKIE protocol has removed the
need for the switch agent to remain actively involved (z.¢., with sequence number trans-
lations) in a connection once it has been established. This ensures the switch agent need
only forward return packets, especially since this traffic is coming from servers and can
be trusted without undergoing verification. Thus, once the setup phase is complete, any
switch in the provider backbone can safely forward the rest of the return trafhic, supporting
asymmetric routing and direct server return (DSR), regardless of the extent of asymmetry.
During connection setup, however, the switch agent must see the return traffic from

the server to properly add the connection to its local record of verified connections. To
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accomplish this, the SMARTCOOKIE server agent ensures response traffic is routed through
a single switch agent during setup by using loose source routing (LSR) to explicitly route
response traffic from the server to the client through the same switch agent, until the switch
agent has created a local record. In practice, when the switch agent sends a tagged packet to
the server agent, it includes a switch agent identification (i.e., the IP address of the switch)
that the server agent can use for routing relevant return packets. The server agent knows
when the switch agent has updated its local record since the switch agent will stop tagging

packets once the update is complete.

HanpLiNG RouTING CHANGES.  Routing changes are less common at the TCP con-
nection level, especially when flow-aware load balancing (e.g., ECMP) is used instead of
packet spraying"*. Still, our switch agent must gracefully handle routing changes caused by
configuration updates, equipment failures, or other unexpected reasons. We consider a sce-
nario where a client has passed the cookie check at a given switch agent, SwitchAgent_1,
and has been added as a verified connection to its local Bloom filter (BF), but has some
packets routed to the server through a different switch agent, SwitchAgent_2, which does
not have records of the connection. In this case, SMARTCo0OKIE should ensure that a ver-
ified client would not get penalized by experiencing connection disruption (e.g., packet
drops or connection reset) at the new switch agent.

BF Synchronization: For provider backbones that expect routing changes more regularly
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(e.g., with packet spraying), one solution could be to replicate BF state across the different
switch agents, maintaining a copy of the set of all verified connections at each switch agent
in a fault-tolerant manner”’. However, if routing changes are expected infrequently (e.g.,
all connections are short-lived), synchronizing BF state could be avoided, as this would fill
up the BFs unnecessarily and degrade the membership-reporting accuracy of the filters.

Packet Sampling: To avoid synchronizing state across BFs, the SMARTCOOKIE proto-
col could allow individual BFs to dynamically adapt to routing changes. To accomplish
this, the switch agent could probabilistically allow a small sampling of non-SYN pack-
ets through to the server agent even if the packets are not in the BF and have not passed
the SYN cookie check. By performing stateless rate limiting with probabilistic sampling,
SMARTCOOKIE would trade off the risk of a routing change causing benign traffic to be
dropped and the risk of allowing attack traffic through to the server agent.

More concretely, we consider a case where an adversary sends attack traffic with the same
connection 4-tuple (spoofed from multiple vantage points) in order to cause traffic to enter
the provider backbone through more than one switch agent. If the attack traffic consisted
of SYN packets, each of the switch agents would initiate the SYN cookie check and the at-
tack would be stopped at the network edge. For non-SYN packets, the switch agent would
probabilistically let through a small number of unverified packets, placing a special tag on

these packets before forwarding them to the server agent.
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Upon receiving a packet with this special tag, the server agent would check to see if the
packet was part of an active connection. If it was, the server agent would use LSR to re-
spond to the specific proxy that sent the packet, signifying all is well and the switch agent
can add the connection to its BF. However, if the packet was not part of an active con-
nection at the server, the server agent would simply drop the packet and no further action
would be taken. We note that this design requires minimal effort from the server agent, as
it would simply perform connection lookups and would 7oz perform any cookie checks for

these special packets.

SERVING TENANTS TRANSPARENTLY

SMARTCOOKIE does not modify the server’s network stack, and can serve unmodified ten-
ant VMs running on servers. From the tenant’s point of view, the TCP protocol is un-
changed. Today’s high-performance VM hypervisors and container hosts often run spe-
cialized software switches (e.g., eBPF-based Cilium *°) to handle tenant traffic, and SMART-

COOKIE’s server agent can be integrated into these software switches.

HanDpLING OTHER DDOS ATTACKS

Although SMARTCOOKIE was explicitly designed for large-scale SYN-flooding attacks, by
default it also handles other TCP-based volumetric attacks (e.g., ACK floods, SYN-ACK

floods, RST/FIN floods), quickly dropping attack traffic on behalf of the server. We believe
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our design can also be generalized to UDP-based volumetric attacks, with mechanisms like

those proposed in

TrRANSPORT PROTOCOLS

We note that SMARTCoOOKIE makes assumptions about TCP and must be upgraded when
clients use new features, like MPTCP. To avoid protocol ossification, SMARTCOOKIE
should not be applied by default on all traffic. Instead, it should be an opt-in feature for
tenants enabled only during attacks, like the Linux kernel’s SYN cookie defense. Future
servers and tenants using newer transport protocols would require updated designs; split-
design defenses supporting newer protocols (e.g., MPTCP) and connection-oriented UDP

traffic (e.g., QUIC) are interesting future works.

HeADER FiELD COMPATIBILITY AND MTU

Setup tags added to packet headers are only visible within the cloud provider’s internal
network, between switch agent and server agent. Any such modifications are removed be-
fore unmodified packets are passed to the server’s unmodified TCP stack. SMARTCOOKIE
mostly tags handshake packets during connection setup, when packets are only 40 - 6o
bytes. However, in special cases (setup packets dropped or routing changes) SMARTCOOKIE
might tag a client’s data packets, so the internal network’s MTU (Maximum Transmission

Unit) should be roughly ro-20 bytes larger.
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FURTHER IMPROVEMENTS

Our eBPF server agent is independent of the kernel network stack, enabling direct deploya-
bility without kernel updates. However, the server agent needs to pay a small overhead for
translating sequence numbers on every TCP packet. Without changing the trust model

or requiring tenant VMs to have access to secret keys, a tighter integration with the Linux
kernel of trusted physical servers can eliminate this performance penalty. Specifically, the
server agent can explicitly instruct the kernel to choose the desired initial sequence number

(ISN) and synchronize numbers between the switch and server.

SYNCHRONIZING THE INITIAL SEQUENCE NUMBER. An unmodified Linux kernel
chooses its ISN at random. By integrating the server agent 2WHS with the kernel’s TCP
connection setup, we could explicitly instruct the kernel to adopt the ISN chosen by the
switch agent. This minor change in the kernel network stack would remove the need to
perform sequence number translations in the server agent altogether, further improving its

performance and automatically allowing the switch agent to avoid keeping per-flow state.

AvoIDING DUPLICATE PER-FLOW STATE AT SERVER AGENT. Wk also note that cur-
rently the eBPF-based server agent maintains per-flow state for all TCP connections in an
eBPF map, duplicating the kernel-maintained list of all TCP sockets. This leads to a small

but non-negligible memory overhead. Future implementations of the server agent could
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query the connection state from the kernel’s list of active TCP connections directly. This
would allow the server agent to become stateless after connection setup, acting as an ex-
tremely lightweight module that only handles the 3 WHS with the TCP stack and does not

keep per-flow state.

OFFLOADING THE SERVER AGENT. We can push the server agent to run directly on a
NIC that supports eBPF hardware offloading, removing the overhead of running on the
server’s CPU. We can also run the server agent on a SmartNIC (e.g. NetFPGA), or even
on a top-of-rack (ToR) switch in front of the server. These techniques would allow the

server’s CPU to be dedicated to only running application logic.

2.10 RELATED WORK

SYN Cookit DEFENSES.  State-of-the-art SYN cookie defenses, including standard prac-
tices such as DDoS scrubbing centers, struggle to capitalize on the unique capabilities of
programmable switches. They either have the data plane do to0 much (e.g., performing the
complete TCP handshake or keeping per-flow state) °>'"" or too little (e.g., simply forward-
ing attack traffic to a server for software-based packet-processing) ***". These works miss
opportunities to refactor the server, under-optimize switch resource usage, incur perfor-
mance penalties on benign clients, and most importantly create vulnerabilities in the de-

fense with insecure hashes.
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The most closely related such work is Jagen “°. Unlike Jagen, SMARTCOOKIE uses a
cryptographically robust hash that provides strong security guarantees and does not sacri-
fice performance for scalability. "*“ also proposed a SYN cookie proxy, but their proxy must
similarly keep per-flow state and is implemented in software **. SMARTCOOXKIE overcomes

strict resource constraints to efficiently run SYN cookies directly on switch hardware.

SpL1T FUNCTIONALITY. Poseidon '’ presents a two-part DDoS defense: a switch com-
ponent on hardware and a server component running in software. However, Poseidon
requires the majority of the defense to reside in software, which is orders of magnitude
slower at packet-processing than switch hardware. More importantly, Poseidon’s SYN
cookie proxy uses an insecure hash, and it must also keep per-flow state. SMARTCOOKIE
overcomes these limitations and presents a novel split proxy that preserves switch resources,

optimizes performance, and computes cookies with a secure hash.

XDP. GateBot* isa DDoS defense system developed by Cloudflare that drops traffic
based on iptable rules implemented with XDP. Recently, Google also used XDP to imple-
ment SYN cookies, taking advantage of XDP’s early execution hook to bypass the kernel
TCP stack '*°. SMARTCOOKIE provides an order of magnitude higher performance than
XDP-based SYN cookies, stopping all SYN flood traffic in switches at the network edge

and only relying on XDP-based cookies to handle a small number of false positives.
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CRYPTOGRAPHY IN THE DATA PLANE.  Prior works have explored cryptographic func-
tionality in the data plane, although some targeted software models instead of hardware
environments. Scholz et al. """ implemented prototypes of cryptographic hash functions,
including SipHash, targeted for CPU backends, NICs, and FPGAs.** and "7 first im-
plemented the AES cipher and HalfSipHash for Tofino switches. Our work leverages

such cryptographic building blocks to design and implement a complete split defense sys-
tem with end-to-end evaluation results. NeoBFT '** further optimized HalfSipHash on
switches by computing multiple message signatures in one batch. PINOT *** implemented
a lightweight 2-round Even-Mansour (2EM) cipher for switches for privacy-protecting IP
address encryption; however, their implementation uses fixed permutations that cannot be

quickly rotated, which introduces a potential risk for brute-force attacks.

GENERAL IN-NETWORK DEFENSES.  Previous works used software-defined network-
ing (SDN) to implement SYN-flooding defenses, outside of SYN cookies ™

Approaches include rate-limiting based on an upper-bound threshold of SYN packets ",
enforcing whitelists or blacklists based on completion of the TCP handshake****, and
using switches to identify and steer suspicious traffic to software platforms for further
handling’*. More generally, other recent works proposed switch-based defenses against
link-flooding attacks """ and pulse-wave DDoS attacks™*. Surveys of switch-based DDoS

mitigations and other switch-based network security applications are presented in*»**.
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2.11 CONCLUSION

SMARTCOOKIE is the first SYN-flooding defense to provide cryptographically secure SYN
cookies on high-speed switches. With its novel split-proxy architecture and layered hardware-
software co-design, SMARTCOOKIE remains robust against adaptive adversaries while scal-
ing to large attack volumes, without disrupting benign traffic or degrading performance.
More broadly, this chapter shows that carefully partitioning functionality across com-
plementary hardware and software layers can outperform purely hardware designs, and

thus yields a general design principle for building scalable edge defenses on modern pro-

grammable networks under realistic resource constraints.
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Part 11

Route Control via

Inter-Edge Cooperation
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Exposing and Securely Measuring

Alternative Interdomain Paths

In this chapter, we present TANGO, which takes a first step toward enabling route control
through selective cooperation among edge networks. TANGO allows cooperating edges to

expose additional BGP-compliant interdomain paths beyond the default route, without
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relying on third parties or changes from the Internet core. We show that TANGO edges can
jointly (7) expose more BGP-compliant wide-area paths via coordinated BGP advertise-
ments; (27) collect fine-grained, trustworthy telemetry using cryptographically-protected
custom headers; and (777) dynamically reroute traffic in the data plane. TANGO innovates
in both the control and data planes, and runs on a programmable switch or in eBPF. In this
way, TANGO lays the foundation for route control berween multiple edges, extending the
dissertation’s edge-centered framework beyond ingress control within a single edge. Our
Internet-scale experiments uncover rich path diversity, exposing paths that outperform the
default BGP path 75-100% of the time for 20 edge pairs across multiple continents, while

reducing latency by up to 39% compared to the default.

3.1 INTRODUCTION

Modern networked applications, from self-driving cars to online gaming and video con-
ferencing, have strict requirements of high reliability and low latency """, To satisty
these needs, hypergiants continually expand their private network infrastructure closer to
the edge, effectively optimizing client experience. For instance, Google not only operates
multiple Points of Presence (PoPs) globally, connecting data centers to the rest of the In-
ternet via peering, but also partners with ISPs to deploy Google-supplied servers inside the

ISP networks . Similarly, Azure proposed deploying physical infrastructure inside enter-
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prise premises to optimize ingress traffic”’. Edge networks such as enterprises and small
clouds, however, are unable to continuously expand their infrastructure and are forced to
resort to alternatives such as Network-as-a-Service (Naa$S) " from global cloud providers,
outsourcing their traffic management while inheriting third-party practices and security/
privacy policies. This private-WAN trend leads to increased industry consolidation, ben-
efiting larger companies and well-served regions while leaving smaller edge networks with
limited negotiation power, reduced growth opportunities, and increased vulnerability to
outages """, The natural question arises: Is moving to private infrastructure the only way to
meet growing application requirements, or can the public Internet rise to the challenge?

To answer this, we must first understand the obstacles preventing an edge network from
extracting more performance and route control in today’s public Internet. Edge networks
have very limited available path diversity. BGP (z.e,, the default Internet routing protocol)
selects a single path per destination prefix based on crude (often performance-unaware)
criteria’*°. While multi-homed ASes can optimize the first hop of their path ", they are
unable to tap into the Internet’s full path diversity without collaboration from the Internet
core. SD-WAN solutions ' »'“">” that combine multi-homing, overlay routing, and mul-
ticast techniques are still limited to BGP-default paths. Even assuming an edge network
could forward traffic via adequately distinct paths, identifying performance opportunities

requires accurate and trustworthy monitoring, which is impossible in practice for a single
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edge. Indeed, measurements at the hosts''"** or even at the border of a stub network "™
are affected by the performance of both the forward and reverse path and are inflated by
the load on the receiver’s access network, their hardware, and even the application itself,
hiding performance differences between paths. Active probing might avoid some of this
noise, but probes can be preferentially treated, hence unreliable . Worse yet, some ASes
might attempt to fool any measurement infrastructure to attract more traffic or hide their
outages.

To overcome these obstacles, we present TANGO, an edge-to-edge route-control scheme
that relies on cooperation between pairs of edge networks (e.g., enterprises and data centers).
We observe that collaboration between edge networks occurs naturally in today’s Internet,
either among sites of the same organization or between pairs of enterprises, creating many
real-world opportunities for TANGo. TANGO exploits this collaboration to expose mul-
tiple routes per destination that are already installed in core routing tables (but not used
by BGP) by advertising multiple prefixes for the same destination. While TANGO edges
cannot explicitly change how on-path routers forward traffic, they can remotely guide the
propagation of BGP advertisements for each prefix via surgical use of BGP communities
and path poisoning, in an automated manner and with no prior topology knowledge.

TANGO also performs accurate and trustworthy wide-area monitoring between two

edges, another building block towards reliable and real-time route control. Edges can oper-
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ate TANGO nodes at their border gateways to piggyback telemetry information (metadata)
on every packet at the sending edge’*. This metadata is then stripped away at the receiving
edge, before the packet is forwarded to its destination. In this manner, TANGO edges obtain
accurate wide-area, one-way measurements unpolluted by reverse path metrics, noisy access
networks, or application glitches. Further, relying on metadata makes TANGO protocol-
agnostic (does not rely on TCP semantics) and scalable (does not keep per-flow or packet
state '°~'7"). Most importantly, since TANGO operates over the untrusted public Inter-

net, it provides trustworthy telemetry using shared book ciphers and secure OTP-protected
route updates directly in the data plane.

TANGO has potential for many modern use cases. For example, a cloud provider with-
out its own private WAN can run TANGO across the Internet between its data centers for
dynamic route control. Emerging online gaming services can establish agreements with
remote edge networks to optimize latency and jitter for their customers over the Inter-
net, without investing in on-premise infrastructure or pairing with a cloud provider
Edge networks leveraging federated learning to train models without sharing data with each
other or with a cloud provider*' can use TANGO to optimize communication between each
participating network and the parameter server, which is often a bottleneck “* or even secu-
rity hazard . Finally, datacenters running miners, validators, or decentralized exchanges

can use TANGO to improve their pair latency and path diversity (hence their performance
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and security *>' 01 21%) without sacrificing their decentralized nature by moving to a
single cloud.

As an end-to-end system, TANGO allows edges to optimize interdomain traffic accord-
ing to their desired objectives, providing them with the means to () forward their traffic
through paths they did not know existed; (77) accurately measure relative loss and delay
even in the presence of adversaries; and (z77) securely reroute traffic in real-time. This work
does not seck to innovate on the path-selection algorithm, nor does it make claims on its sta-
bility and optimality. In fact, we find that TANGO can yield non-trivial benefits for TANGO
edges in the wild even with a simple control loop, e.g., selecting the path that maintains sig-
nificantly lower latency for over rooms. While, in theory, greedily optimizing routes based
on local preferences might impact path conditions, we believe that in practice, independent
edge pairs are less likely to affect other traffic by congesting links, especially compared to
alternative large cloud systems with heavier traffic loads *>">

To reap all these benefits, two cooperative edges only need to () deploy lightweight
TANGo logic at their border gateway, which controls routing between the cooperative
edges and (77) have access to a BGP speaker which can advertise a set of prefixes. While
TaNGo is highly deployable, since it can run on either a programmable switch or with
eBPF, its modular design further eases adoption. In fact, each or a subset of the compo-

nents can be independently deployed and directly benefit adopters. For example, TANGO’s
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trustworthy telemetry scheme can be independently used to reliably measure loss and delay,
verify service level agreements (SLAs), or detect violations of network neutrality. Similarly,
clouds and distributed enterprises can use our TANGO’s path-finding algorithm alone to
expose paths they did not know existed.

In our ethically-conducted Internet-scale experiment between 2.3 pairs of TANGO nodes
in globally-distributed Vultr data centers'“*, TANGO’s automated path discovery tool ex-
posed 3-12 distinct paths beyond the BGP default. Interestingly, for 20 pairs, one or more
TaNGo-uncovered paths outperformed the default for 75-100% of the time, with some im-
proving one-way latency by up to 39% (§3.6.1). Meanwhile for 6 pairs, an alternative path
improved latency by at least 20% or more for over 10 hours on average. We also estimated
with large-scale simulations across 999,000 randomly chosen pairs in the Internet topology
that TANGO can expose at least two new paths for 98.6% of tested pairs, without collabora-
tion from the Internet core (§3.6.2). Finally, we ran TANGO end-to-end between a switch
and eBPF deployment on two continents, showing the practicality and performance of our

real-time routing control in the wild (§3.7).

3.2 TANGO PROBLEM SETTING

In this section, we explore challenges of optimizing routing in today’s Internet and high-

light key requirements for a secure and practical interdomain route-control system.
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3.2.1 CHALLENGES OF TODAY’S INTERNET

Lack oF ROUTE CONTROL.  Despite the rich path diversity of the Internet (§3.6.2), the
default interdomain routing choices of an edge network are limited to its direct neighbors.
With standard BGP, each AS only exposes one path to each neighbor independently of per-
formance, and so a single-homed network has no choice beyond the szzgle BGP route its
direct provider offers for each destination IP prefix. Meanwhile, a multi-homed network
might only select among very few providers, which can have common bottlenecks, making
such solutions limited ' **. Any source routing protocol or multipath extension to BGP re-
quires the participation of multiple ASes, making deployment difficult. Similarly, MPTCP

only operates once paths are exposed, and it is protocol-specific.

INACCURATE MEASUREMENTS.  Collecting accurate performance measurements that
are suitable for comparing wide-area paths is challenging. First, end-to-end measurements
are often dominated by issues in the edge network (e.g., wireless interference or local con-
gestion) or on the end hosts themselves (e.¢g., an overloaded machine) which, in essence, add
noise to the wide-area path performance. Second, bidirectional metrics such as round-trip
time (RT'T)—whether collected by end-hosts or by network devices—are hard to decom-
pose into separate metrics for the two one-way paths. Instead, separate measurements are

required for path selection which is naturally one-way. Finally, measurement strategies of-
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ten rely on protocol semantics (e.g., TCP sequence and acknowledgment numbers), which
do not generalize to all traffic, e.g., QUIC”", thus reducing the chances of reliable passive

measurements or even ignoring the performance of certain protocols.

UNTRUSTED NETWORK. Route control over the public Internet (7.¢., an untrusted net-
work) requires consideration of on-path adversaries. On-path adversaries may try to fool
the monitoring infrastructure (or any data-driven system '°”) for monetary gains (e.g., to
attract more traffic to their path to generate higher revenue, perform traffic analysis, or hide
poor performance to avoid SLA violations) *°. Secure monitoring using cryptography at

scale is very challenging in today’s networking hardware.

Poor DEPLOYABILITY. The many proposals for optimizing Internet routing are no-
toriously hard to deploy in practice, creating a pressing need for low-cost and readily de-
ployable solutions. Existing approaches often require core networks to run a new variant
of BGP**, deploy additional overlays®, or run an entirely new routing protocol "**. For
instance, public overlay networks (e.g., RON") and future Internet architectures (e.g.,
SCION *') require worldwide deployment, extra infrastructure (with associated costs),

end-to-end coordination, and overheads for software processing on end-hosts.
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3.2.2 TANGO DESIGN REQUIREMENTS

To overcome these challenges in the wide-area setting, we propose TANGO, a platform al-
lowing edge networks (e.¢., small data centers and enterprises) to optimize interdomain

routes. The following constraints drive TANGO’s design.

INCENTIVE COMPATIBILITY (§3.4, §3.5.1). 'TANGO should only expect cooperation
from edge networks that actively benefit from routing optimizations (z.e., source and desti-
nation networks of exchanged traffic). Thus, it should be transparent and should not rely
on support from ISPs or intermediate ASes in the Internet core. In addition, the entry-level

investment for individual networks to use TANGO should be minimal.

PLUG-AND-PLAY CONTROL (§3.4). 'TANGO should enable edge networks to leverage
Internet path diversity without requiring them to have multiple providers/peers, knowl-
edge of the wide-area topology or expertise in advanced routing techniques. Observe that
private-WAN approaches typically rely on highly connected PoPs and knowledge of the
intermediate topology to control routing over available paths”°. This is impractical for
smaller edge networks connected over the Internet, where only incomplete topology ap-
proximations are available """, Moreover, TANGO must automatically discover and expose

paths without requiring manual input from the operator.
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AcCCURACY & TIMELINESS (§3.5.1,§3.5.3). TANGO should allow participating networks
to accurately measure paths and react in a timely manner to changes, dynamically choosing

different routes based on collected performance measurements.

TRUSTWORTHINESS (§3.5.2). TANGO should be robust against adversaries attempting
to influence routing decisions by making a path appear more performant than it is. Con-
cretely, we assume adversaries can intercept (and thus modify) packets on at most z — 1 of 7
paths, and they can observe (eavesdrop) on any path. Under this threat model, we describe

in more detail a few concrete attacks that can be launched.

1. Manipulation Attacks: An adversary on path P wants to make the one-way-delay of
path Plook smaller. The adversary launches the attack by modifying a timestamp #
to timestamp ¢ + d which will make its one-way-delay appear to be reduced by 4.
Similarly, the adversary could modify the sequence numbers to hide loss and cover-

up that some packets were dropped in her network.

2. Replay Attacks: An adversary is on paths Pand Q. The latency from the sender to
the adversary along Pis shorter than the latency from the sender to the adversary
along path Q. Latency from the adversary to the receiver is the same on path Pand
Q (Pand Q may even share all hops after the adversary). At an instant # in time, the

adversary sees packets with timestamp ¢ — p on path P and # — g on path g. Since path
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Pis faster, t — p > t — g. The adversary wants to improve the one-way-delay on path
g and rewrites the timestamps for path Q to be # — p, reducing the delay on Q to the

delay of P. Alternatively, the adversary could have a passive tap on path 2.

3.3 TANGO OVERVIEW

Using an intuitive example, we describe key insights and innovations TANGO employs to

satisfy the above requirements.

ExampLE. Consider an enterprise network ASX in Fig. 3.1 that wants to temporarily
offload real-time computing of user information to a small cloud in ASY. This cloud is
particularly reliable and meets ASX’s computing needs, but does not operate an edge close
to ASX. Despite the existence of alternative low-latency paths from ASX to ASY, the BGP
default path via AS1-AS2-AS3 incurs prohibitively high tail latency for ASX’s real-time
needs. ASX could benefit from using the cloud in ASY, if only it could forward its trafhic
via one of the alternative paths (e.g,, via ASs). Unfortunately, under BGP, ASX cannot use

an alternative path, and relying on an SD-WAN raises concerns with privacy and cost.

TANGO EDGES DISCOVER NEW PATHS AND TUNNEL TRAFFIC OVER THEM. TANGO
exposes path diversity by treating IP prefixes as routes (as opposed to distinct destinations),

and using unique prefixes to reach the same destination via distinct paths. To expose dis-
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Figure 3.1: ASX (enterprise) and ASY (cloud) communicate over the BGP default (gray) path via AS2-AS3. Tango
exploits collaboration between ASX and ASY to expose additional paths (orange).

tinct paths, TANGO edges collaboratively use advanced BGP routing techniques available
in today’s networks (e.g., path poisoning and BGP communities). Note that TANGO axto-
matically constructs BGP advertisements to discover paths making TANGO plug-and-play
(§3.4). It also does not require the cooperation of any networks on the path other than the
collaborative edges, and is thus 7ncentive compatible.

As illustrated in Fig. 3.1, TANGO exposes three distinct paths from ASX to ASY by ad-
vertising three distinct prefixes from ASY, which are already installed in core BGP routing
tables, but unused by BGP. The TaNGO receiver (ASY) controls propagation of these ad-
vertisements through the Internet with BGP communities (§3.4). As a result, the TANGO
sender (ASX), can control which path it uses to send traffic to ASY by tunneling applica-
tion traffic over the preferred path (§3.5.1). ASY decapsulates tunneled packets and for-

wards them toward their final destination. Even though the TANGoO sender can select a
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different path for each packet, the BGP announcements made by the TANGO receiver are
stable and each statically represent a distinct path. Thus, there are no BGP updates when
the TANGoO sender chooses to change paths (preventing BGP route flapping). In practice,

TANGO is symmetric, and both edges can optimize bidirectional traffic.

TANGO EDGES COLLABORATIVELY MEASURE DELAY AND LOSS.  Exposing path di-
versity is only the first step toward intelligent route control. ASX would need to mon-

itor the performance of the four exposed paths to decide how to route traffic. TaANGO
provides highly accurate monitoring, as it operates at the edge of each network, avoiding
access-network noise, e.g., from wireless links. This gives TANGO an advantage over tra-
ditional end-host measurements that are notoriously inaccurate due to variable loss and
delay within each network or probing techniques that can be deceived by ASes preferen-
tially treating probes . To passively measure delay and loss, TANGO adds the timestamp of
when a packet left the sending edge network to every packet, along with a unique sequence
number. Upon receipt, the receiving edge determines (7) relative latency between paths by
calculating the difference between the time of packet receipt and the timestamp carried by
the packet and comparing this with measurements from other paths; and (77) loss by check-

ing for missed segments (out-of-order TANGO sequence numbers).
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TANGO OFFERS TRUSTWORTHY LOSS AND DELAY MEASUREMENTS. A rational (or ma-
licious) AS, say AS2 in Fig. 3.1, might try to fool TANGO into routing traffic through her
infrastructure, not by improving the performance of her network but by compromising
the monitoring or rerouting infrastructure. Since she cannot preferentially treat moni-
toring packets, as all packets are used for monitoring, she will try to fake lower delay by
modifying the timestamps carried in the packets. Although adopting typical security prim-
itives (e.g., signatures, encryption) is challenging due to memory and computation con-
straints of modern high-speed hardware (e.g., programmable switches), TANGO protects
both timestamps and sequence numbers of each packet from tampering. To do so, TANGO
leverage multiple insights. First, observe that timestamps and sequence numbers progress
predictably. This allows TANGO to precompute and prepopulate signatures with more
flexible, memory-rich software. Additionally, observe that adversaries want to make their
path look superior and thus have nothing to gain from replaying old signatures (e.¢., from

old timestamps). This enables TANGO to be resilient against replay attacks.

TANGO SUPPORTS FAST AND SECURE ROUTE UPDATES. While one-way measurements
are collected at the TANGO receiver (ASY in Fig 3.1), the TANGO sender (ASX) decides
which path packets will take e.g., based on per-class performance objectives. Instead of
sending raw or summarized measurements back to the TANGo sender (ASX), the receiver

node ASY computes the best path for each traffic class according to ASX objectives and
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freshly collected measurements. If the newly computed best path is different from the cur-
rent one, ASY issues a separate route update to the sender in the data plane, broadcasting
the update packet over all paths to the sender, for increased update reliability. To prevent
an on-path adversary from tampering with the reroute updates, we use one-time-pads di-
rectly in the dataplane.

We stress that the need for secure data-plane measurements is not particular to TanGo.
In fact, many data-driven systems have been shown to be vulnerable to on-path adver-
saries . Still, existing solutions focus solely on making monitoring scalable and accurate

rather than secure 77" effectively overlooking trustworthiness.

3.4 UNVEILING PATH DIVERSITY WITH PATHFINDER

TANGO surpasses the limited path diversity offered with BGP by employing a novel re-
cursive algorithm, PATHFINDER, which exposes BGP-compliant paths via szatic BGP an-
nouncements for different IP prefixes. Adhering to TANGO’s design requirements (§3.2.2),
PATHFINDER does not assume collaboration of the Internet core or knowledge of the
wide-area topology. PATHFINDER runs on two TANGO edges with the minimum capa-
bility of announcing a single BGP prefix from one edge, and observing the AS path(s) for
that prefix from the other edge. Increasing the test prefixes reduces the time it takes for

PATHFINDER to expose all paths, but a typical duration using a single test prefix is ~ 30
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min. PATHFINDER will run at bootstrap of TANGO to expose paths and rerun on rare
occasions e.g., if the TANGO sender receives a BGP update regarding a route exposed by
PATHFINDER. Rerunning TANGO does not require TANGO to go offline as long there is at
least one unused BGP prefix.

PATHFINDER exposes previously unknown paths through the Internet by advertis-
ing prefixes to the TANGO sender edge while strategically blocking (suppressing) export of
the BGP best-path. PATHFINDER leverages two commonly supported route suppression
methods: () BGP communities and (:z) BGP path poisoning. Community-based filter-
ing involves attaching BGP communities supported by major transit providers (e.g., those
discussed in ) to suppress route exports (via no-export communities) or to lower route
preferences so certain ASes do not use previously preferred routes. To support community-
based filtering, PATHFINDER needs to be keyed with specific values of action communi-
ties supported by its upstreams and major transit providers. This can be obtained from
publicly available routing guides. BGP path poisoning exploits BGP loop detection to
prevent select ASes on the original path from importing the BGP announcements
While these techniques have different topology-dependent trade-ofts’, they are largely in-
terchangeable from PATHFINDERs perspective, both accomplishing the algorithmic objec-

tive of suppressing a given BGP route.

'"BGP communities can suppress individual links but are not honored over provider-customer or peer-
peer links while AS-path-poisoning only suppresses at the AS granularity but affects the entire path.
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Figure 3.2: Finding paths via iterative advertisement suppression.

PATHFINDER recursively updates the BGP advertisements announced by one edge
(the destination) based on real-time feedback from the other edge (sender). Specifically,
PATHFINDER finds unidirectional paths between two nodes: a trafhic source and destina-
tion. PATHFINDER starts by making a “default” BGP announcement from theTANGO
destination. This announcement reaches the TANGO source, which records the AS-path
associated with this announcement. Note that without PATHFINDER, this would be the
default and only BGP path available to the sender. Next, PATHFINDER suppresses the prop-
agation of this route (using communities or path poisoning) to every AS on the recorded
AS-path, effectively forcing the advertisement to find a different path to the source. For
each path it finds, it recursively applies this algorithm.

As an illustration, to discover the paths in Fig. 3.1, ASX and ASY would need to jointly
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construct a graph like that in Fig. 3.2. In this graph, nodes contain BGP paths between
ASX and ASY. The root node represents the default path, while leaves capture paths dis-
covered by PATHFINDER by supressing ASes in the edges of the path to the node. Red dots
represent advertisement attempts that did not result in a path (7.¢., the advertisement did
not reach the sender)*. Recall from Fig. 3.1 that the default path from ASX to ASY is via
ASX-AS1-AS2-AS3-ASY (advertisements are propagated via ASY-AS3-AS2-AS1-ASX).
To discover additional paths, ASY will propagate multiple routes starting from one that
suppresses the propagation to AS3. By poisoning AS3, the advertisement will follow the
path via ASY-AS6-ASs-AS1-ASX, and thus this will be the route that ASX hears. Next,
ASY suppresses AS6 in addition to AS3 which results in no available path to ASX (ASX
will hear no route), as all paths traverse either AS3 or AS6. Having fully investigated routes
that suppress AS3, PATHFINDER backtracks to advertising a new route suppressing AS2
and then ASt.

The algorithm described above finds paths between senders and receivers that are dis-
tinct at an AS level. Thus, PATHFINDER does not leverage path diversity within each AS,
or the existence of multiple peering locations for an AS pair. These paths could be found
by combining PATHFINDER with Paris Traceroute ”) and could be used by TanGo by

applying the source and destination port combos found by Paris Traceroute in the outer

*The graph is for illustrative purpose only and is constructed based on the information that PATHFINDER
extracts (7.e., is not part of its input).
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UDP header of the TANGO packets (the outer headers are ignored by the receiving switch).

However, the use and exploration of additional intra-domain paths is out of scope.

3.5 SECURE, METRICS-INFORMED DyNaMIc RoOUTING

With newly-exposed path diversity, TANGO can dynamically route traffic along paths

best suited for given performance objectives, while being informed by fine-grained met-
rics. There are several challenges to accurate and trustworthy monitoring and rerouting.
TANGO overcomes them with custom monitoring of one-way metrics (§3.5.1), trustworthy
telemetry (§3.5.2), and real-time, tamper-proof route updates (§3.5.3). Fig. 3.3 illustrates
the life cycle of a packet through each of these modules from a TaNGo sender (left) to a
TANGoO receiver (right). We assume that TANGO routes traffic at the granularity of z7affic

classes to satisty application-specific requirements’.

3Further algorithmic details for TANGO’s sender and receiver logic appear in the appendix of the pub-
lished paper
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Figure 3.4: Tango tunnels application packets in an IP header specifying an interdomain path, a static UDP header to
ensure consistent ECMP behavior, & a metrics header with signatures for integrity protection.

3.5.1 MULTI-PATH MONITORING

TUNNELING FOR MULTI-PATH ROUTING (©). TANGO tunnels packets through dif-
ferent physical paths by encapsulating them in a distinct per-path header (IPv4 or IPv6
headers) as shown in Fig. 3.4.* To route traffic according to its operator-designated traffic
class objectives, TANGO maintains a mapping from class to path identifier (PID), which

uniquely designates a path, specified by an IP header.

CusTtoM PER-PATH MONITORING (1)5) . Inaddition to the tunnel header, TANGO
adds custom header fields to enable per-path performance monitoring”*. Unlike prior

works that rely on TCP semantics to measure performance ' > »**""', TANGO adds a cus-

+The TANGO header adds several bytes to each packet, which could potentially cause MTU issues.
TANGO can resolve this in a similar way to other router-based encapsulation protocols by implementing
Path MTU Discovery and responding with appropriate ICMP “fragmentation needed and DF set” packets,
as specified in RFC 1191
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tom Metrics Header which contains a 3-bit PID, 12-bit timestamp, 32-bit PID and times-
tamp signature, 8-bit TANGO sequence number, and 1-bit sequence number signature.
The Metrics Header is lightweight (7 bytes overall) and used to identify packet routes, cal-
culate loss and delay, and facilitate trustworthy telemetry.’ The timestamps and sequence

numbers are defined as follows:

1. Timestamps: The TANGO sender tags a packet with its local time (#) in ms before
tunneling it to its peer. Upon receipt, the peer node records its local time () and
calculates the per-packet delay as #, — #. The timestamp carried by packets is at the
ms granularity. Since Internet path latencies are on the order of tens of ms, more
fine-grained measurements would not yield increased benefits. Also, since TANGO

measures relative latency across paths, clock skew between nodes is irrelevant.

2. Sequence Numbers: The TANGO sender also tags packets with a monotonically in-
creasing sequence number (s_cur7) before tunneling. The receiver tracks the highest
sequence number seen (s_seen), calculating loss as s_curr — s_seen. As TANGO se-
quences are not re-transmitted if dropped (unlike TCP sequence numbers), each
dropped packet is only counted once. Out-of-order packets increase loss but should

be rare among packets with a fixed header traveling edge-to-edge.

5We developed these header sizes based on the parameters of the testbed we used. Even under more de-
manding production conditions, the anticipated header size will still be quite small compared to overall
packet sizes.
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AGGREGATED MONITORING (5)Y®. TANGoO calculates per-path loss and delay met-

rics over an aggregation window of size 7, by adding measurements to an aggregate sum.
Upon the arrival of the 7-th packet, the current sum will be persisted for later use in issuing
reroutes, and the value will be reset. The operator may configure the window size, weighing

tradeofts in noise-resilience, network event response time, and security.

3.5.2 SECURE TELEMETRY

TRUSTWORTHY TELEMETRY 2)3)4). To protect against tampering, the TANGoO sender
cryptographically signs all timestamps, PIDs, and sequence numbers, ensuring integrity
and authenticity. Upon receipt, the TANGO receiver verifies each value to ensure they are
untouched after transit over the public Internet. Signatures are path-specific, and hence
secure against replay attacks: an on-path attacker cannot replace signatures with those
they overhear from faster paths, as the signature is specific to the path (PID). Finally, any
mapping (ze., pair of timestamps, sequence number, or PID to signature) that the adver-
sary learns cannot be reused. The sequence number changes per packet. The timestamp
changes every ms and older timestamps are not useful as the attacker only tries to make her

path appear faster.

PracTiCAL CHALLENGES FOR SCALABILITY.  Cryptographically protecting metrics at

packet line rate is nontrivial. Cryptographic primitives are resource-intensive to implement
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at scale. First, signing packets in the control plane requires laborious per-packet process-
ing in software, while signing packets in the data plane would require multiple recircula-
tions*'">'">—both too compute-intensive. Second, storing precomputed signatures di-
rectly on switch SRAM is too memory-intensive. Further, populating the data plane with
precomputed signatures from the control plane creates read-write synchronization con-

cerns between the data and control planes, as well as between TANGO sender and receiver.

THE TANGO SIGNATURE Book (2)@). To avoid online signature computation while
still being memory-friendly, TANGO creates a signature book of precomputed signatures,
and periodically populates smaller precomputed signature blocks from the signature book
to the data plane. The signature book is used for two operations: signing (on the TANGO
sender) and verifying (on the TANGO receiver). The following insights help us deal with
the memory challenge. First, we observe that both sequence numbers and timestamps are
predictable (monotonically increasing) over time, enabling efficient pre-computation and
storage. Second, we observe that to reduce delay the adversary would only need to guess
one timestamp per ms, while to hide a single packet drop she would need to correctly guess
many consecutive signatures. Further, sequence numbers will eventually wrap around, thus
making old mappings irrelevant to the adversary. Hence, TANGO uses 32-bit timestamp
signatures and 1-bit sequence number signatures.

To deal with synchronization challenges, TANGO employs two strategies. First, it uses
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Write Read

Figure 3.5: To deal with synchronization issues between reads and writes, Tango splits the signature book into two
blocks, for reading and writing. The control plane writes fresh signatures to one block, while the data plane consumes
the other for signing packets.

data-plane packets triggered by the control plane to quickly write signatures, instead of
relying on control-plane write calls (e.g., with gRPC). The control plane marshals precom-
puted signatures into large packets, which trigger block writes when processed in the data
plane. Switch-specific constraints do not allow writing multiple indexes of the same regis-
ter array, so signatures are sliced off packets in the data plane, which are recirculated until

a null token is reached. This approach allows the control plane to update signatures faster
than they are consumed by the data plane.

Second, TaNGo splits its signature book into two blocks, where at any given time, one
block is being written and one is being read, avoiding a race condition between reads and
writes (see Fig. 3.5). This approach makes the sequence-to-signature mappings time-dependent
and thus deterministic. Critically, however, sequence numbers are not reset for every new
interval. While resetting would be more economical from the memory perspective, it would

also allow the attacker to silently drop all packets at the end of each interval. Instead, TANGO

I21I



Time

[

Incoming 132ms 132ms 133ms 133ms 134ms 134ms Timestamp
Packet
Stream

0 mmm] 21 20 Jummf 20 29 fmmmf ey | Sequence

Number
Signature

@ B B! B}’ B By B3| Signature

[ e ——— ——————————— |

0 28l 2 291929 216.] 0 2+1|p2¢ 291 p2° 216.]
: BS,...,B%,BS,.. B BS,...,BS BS,...,B%; B8y, B3, BS, .., B2 :
| 0 Block 0 216-1 0 Block 1 2161 |

Signature Book

Figure 3.6: Tango ensures sequence numbers monotonically increase, even during block transitions, and only reset

once all are expended. For example, assume block O is used on even timestamps and block 1 on odd. If, as the last

sequence number of an even timestamp, the sequence number is 2% — 1, the next sequence number, now with an odd

timestamp and therefore accessing block 1, is 24,

stores the maximum signatures that can be consumed in each interval and ignores unused

signatures. In other words, through every interval change, the sequence number continues

to increase from its last value, as shown in Fig. 3.6.

3.5.3 ON-DEMAND REROUTES IN THE DATA PLANE

Dy~namic RoUTE UPDATES (6)9).  The receiving TANGO node issues route updates

to the sender based on aggregated path metrics and the sender’s objectives for each traffic

class. As reroutes should be infrequent, TANG0O does not include these updates in the de-

fault TANGO header, rather opting for a custom packet containing the route update (ze.,

the new PID for the corresponding traffic class).
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TRUSTWORTHY ROUTE UPDATES (7)®). Naturally, a route update could be the tar-

get of an on-path adversary that (7) tampers with route updates to direct traffic to desired
paths; () injects route updates to move traffic from a path; or even (77) drops route up-
dates to cause a denial-of-service to the reroute mechanism. Observe that the first two at-
tacks are catastrophic for TANGO, since they have a direct effect on routing. Thus, to pre-
vent tampering, the TANGO receiver (which issues the updates) encrypts route updates
before transmission, while the original sender decrypts and verifies the update before apply-
ing. To also protect against dropping of route updates, TANGO broadcasts reroute packets

over all available paths to ensure that at least one update will reach the sending node.®

OTP anD ENCcODING SCHEME.  There are several challenges to encrypting updates: (7)
limited compute and memory in the data-plane; and (77) susceptibility of small ciphertexts
to brute-force attacks. TANGO solves these problems by using precomputed OTPs with
extension encoding scheme. This is a natural solution as route updates are relatively infre-
quent yet unpredictable. However, since the number of possible reroutes increases with
both the number of paths and the number of traffic classes, storing route-update signatures
could be memory inefhicient. Most importantly, compromised security of route updates
would be catastrophic even for a single packet, necessitating the perfect secrecy of OTP.

Concretely, a route update consists of an index that selects the OTP to XOR with the

¢Threat model assumes at least one path with no on-path adversary (§3.2.2).
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Figure 3.7: Integrity-protected route updates. The encodings, if sufficiently sparse, prevent adversaries from
brute-forcing the few bits encoding class/path, since overall encodings can easily be verified.

concatenated traffic class and PID (see Fig. 3.7). The control plane periodically updates
OTPs, such that they are only used once. While OTP offers perfect secrecy, it is vulnera-
ble to bit flips, meaning the attacker can change a few random bits in the traversed route
update to change TANGO behavior. To protect against this, TANGo independently en-
codes the traffic class and PID into 32-bit, sparse strings. As shown in Fig. 3.7, The value
to encode (e.g., traffic class) selects a static, sparse-bit string and appends it to form a single,
32-bit string. The concatenation of the encoded bit strings are XOR’d with the OTP, and
sent to the peer TANGO node alongside the update number. If an adversary tampers with
the update number, traffic class bits, or the PID bits, the decrypted update or the encod-
ings will be incorrect, and the update can be safely ignored. If the adversary were to now try
and brute-force the update, they must now brute-force all encoding bits, which are tied to

encoded values.
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Figure 3.8: Global Tango testbed across 25 geographically distributed Vultr data centers.

3.6 INTERNET-SCALE MEASUREMENTS

We showcase TANGO in the wild by deploying it with eBPF °*(§3.7) on 25 nodes in globally-
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distributed data centers of the cloud provider Vuletr *** (see Fig. 3.8). Through our Internet-
scale measurement study (§3.6.1), we prove that TANGO uncovers path diversity even in a
single-homed environment, where conventional BGP only offers a single path. We also
show that TANGO uncovers performance diversity in these alternate paths, which often out-
perform the default BGP path by up to 100% of the time with up to 39% lower latency. To
turther validate and generalize these results, we also perform an Internet-scale simulation
that confirms the rich path diversity available in the public Internet (§3.6.2). Together, we

showcase the benefit, practicality, and incremental deployability of TaNGo.

Ethics Statement: We note that all testbed infrastructure in edge networks of our Internet-
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scale study are operated by the authors, and that traffic sent from TANGO nodes across the
public Internet are transparent to intermediate ASes and can be processed as normal appli-

cation traffic at reasonable sending rates (up to 1Mbps), raising no ethical issues.

3.6.1 OPERATIONAL DEPLOYMENT

CHoIlck oF EDGE NETWORK.  We perform our measurement study with Vultr as a
deployment convenience, however, many other types of edge networks can easily benefit
from TaNGo. Characteristics that would make an edge network particularly amenable to
TaNGo include having available prefix space (either IPv4 or IPv6) and either BGP com-
munities o7 path poisoning capabilities. Note that the edge network does not require a
provider that actively engages in BGP community announcements, as long as they are able

to transit communities. This is often the default behavior in ISPs '+

MEeTHODOLOGY. To measure available path diversity, we ran PATHFINDER on all bidi-
rectional paths between 24 of the Vultr data centers (552 pairs in total)”. Vultr allows cus-
tomers to make BGP announcements, supports several action communities (to control

its own BGP behavior), and transits BGP communities (to potentially impact the behav-
ior at remote ASes) '*>'“", but does not allow customers to do path-poisoning. Thus, we

ran PATHFINDER using community-based suppression, inputting BGP suppression com-

7During PATHFINDER exploration, only 24 of 25 nodes were available.
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munities supported by Vultr as well as by several major transit providers (specifically ASes
3257, 6453, 4755, 3356, 1299, and 174).> While Vultr does export a full BGP route table
to customers participating in its BGP services, it only provides a single next-hop at each
datacenter: the Vultr upstream router. Thus, by default, each source-destination pair would
only have a single path, without TANGoO.

We also used TANGO to measure performance diversity between 23 Vultr pairs, with
Vultr Stockholm fixed as the receiver. Specifically, we generated tMbps iperf UDP flows
across 7 different TANGO-exposed interdomain paths for all 23 pairs, passively measuring
latency and loss at 1o ms measurement intervals over a period of roughly 32 hours. We also
repeated measurements with an additional 2.3 node pairs, using Vultr LA as the fixed re-
ceiver, and observed similar results; see the appendix of the published paper*”. We present

results for Stockholm measurements below.

PATH DIVERSITY OVER THE PUBLIC INTERNET

How MUCH PATH DIVERSITY CAN TANGO EXPOSE?  Of the 552 node pairs explored,
PATHFINDER exposed alternative paths for 503 pairs (91%), unveiling opportunities to ben-
efit from multi-path routing. The CDF of number of paths exposed per Vultr pair is in-

cluded in Fig. 3.9. The median number of paths available between two nodes was 3, and

8 As there are no standard values for many BGP route suppression communities ** these values had to be
found by hand from routing guidelines.

127



1.0 4
0.8
0.6 1
w
° J
8]
0.4 1
0.2 1
—— Paths Found
0.0 Paths Found Using Only Vultr Communities
T T T T T T
0 2 1 6 8 10 12

Path Count

Figure 3.9: Available paths identified with PathFinder, per Vultr pair using only communities supported by Vultr and
communities supported by Vultr as well as ASes further down the path.

the average was 3.3. PATHFINDER also uncovered a sizeable long tail, as 84 different pairs
had 6 or more paths and 3 pairs had 12 different paths between them. In some cases our
BGP announcements appeared to be filtered as the source node used did not hear the BGP
announcement made from the destination node. These cases are recorded in the CDF as
having a single available path because TANGO can still function by using the Vultr-provided
IP address of instances to tunnel traffic.

We also explored how many of these paths were found using only communities sup-
ported by our immediate transit provider Vultr and how many were found because of BGP
community support at ASes further down the path (shown as separate traces in Fig. 3.9). If

only Vultr-supported communities are used, the median pair of nodes only has two paths,

128



BGP Default
At kholm Bangalore-Stockholm Chicago-Stockhol Dall kholm h burg-Stockhol
4% 3%1 004

BGP Default

BGP Default

Madrid-Stockhol M City-S

‘ ’ ‘

BGP Default
Mumbai-Stockholm New Jersey-Stockholm Paris-Stockholm Sao Paul: khol S le-Stockholm Seoul-Stockholm

BGP Default BGP Default

BGP Default
BGP Default

3 .
< .
3

Silicon Valley Toky ockhol Tor kholl

Figure 3.10: The BGP default path is beaten by one or more Tango-exposed paths for 20 out of 23 node pairs, for 4
out of 23 pairs it is beaten by 3 or more paths, while for 2 out of 23 pairs it is beaten by 4 alternative paths.

but using transitive communities raises this by 50% to 3 paths. The maximum number of
paths found between any two pairs of nodes increases from 6 to 12 showing the importance
of community support at various nodes in the topology.

The average run time for PATHFINDER was quite low (<1h) as each pair only required
6.8 BGP announcements on average (with s-min separations to account for propagation).
While already encouraging, the number of paths can be significantly increased if Vultr were
to allow BGP path-poisoning. Unlike community-based suppression which is only sup-
ported by some ASes and varies in implementation, AS-path poisoning is mandated by

BGP RFC ', though some networks filter announcements with certain ASes poisoned ***.
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Figure 3.IX: Breakdown over 32 hours of how often a path had lowest relative latency. Here, the BGP default is
beaten by alternative paths 100% of the time (Bangalore) and 88% of the time (Melbourne).

PERFORMANCE DIVERSITY ACROSS EXPOSED PATHS

How OFTEN ARE TANGO-DISCOVERED PATHS BETTER THAN THE DEFAULT? We de-
fine the best path to be the one with lower relative one-way-delay compared to all other
paths. Of the 23 pairs in our Vultr Stockholm measurements, zo pairs had an alterna-
tive path that outperformed the default BGP path for a significant amount of time: 100%
of the time for 15 pairs, and 75-88% of the time for s pairs (Fig. 3.10). This clearly shows
the benefit of deploying TANGo. Of the remaining three pairs (Atlanta-Stockholm, Paris-
Stockholm, Tokyo-Stockholm), the default path was dominantly best for only two pairs
and was best only 55% of the time for the last pair. We also note that there were many pairs
with more than one alternative path which outperformed the default, providing further
path diversity and potential performance resilience: 7 pairs had two or more alternatives
and 4 pairs had three or more alternatives. In Figs. 3.11 and 3.12, we visualize results for

two node pairs, showing alternative paths outperforming the default.
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Figure 3.I2: Number of times different paths emerged as the best for a given congestion condition, per node pair.
"no”, "low”, and "high” congestion conditions correspond to the lowest, middle, and upper tertiles, respectively, of
one-way-delay experienced by the best path. While one path might dominantly be best under no/low congestion,

during high congestion more paths emerged as the best path.

How LONG IS ONE PATH THE BEST?  We measured the window of time one path re-
mained the best for each of the 23 Vultr pairs (Fig. 3.13). Path longevity varied across
paths, likely due to performance variations from changing network conditions (e.g., conges-
tion). For 9 pairs, the median window duration was 350-925ms showing that dynamically
updating the used path would be beneficial for forwarded traffic. For 11 pairs, the median
duration was shorter at 10-30m2s, most likely due to ECMP behavior between the nodes.
The average duration for these 11 pairs ranged between 95-99s (from New Jersey, Mum-
bai), 121-2215 (from Toronto, Tokyo), and 105-107s for the 7 other pairs. For the last 3
pairs, the median was much longer, lasting for 23-105s, while the average duration for each
pair was 107s (from Johannesburg, Madrid, Chicago).

TANGO performs dynamic reroutes when a new best path emerges for longer than a
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Figure 3.X3: On average across all 23 pairs, best paths lasted from 5-541s, with median durations of 10ms-105s.
Tango only chooses to perform dynamic rerouting for windows longer than 100ms.

given window threshold. The exact threshold can be configured per pair using such mea-
surements. For instance, with this threshold, 10-30ms windows would not trigger a route
update. Network operators can increase this threshold to provide more static long-term

path optimizations, or further lower it for even faster dynamic updates.

BY HOW MUCH DOES THE BEST PATH BEAT THE BGP DEFAULT? We measured the la-
tency difference between the best and default paths, for each of the 23 Vultr pairs (Fig. 3.14).
We found that for five pairs, the best path had at least 20% lower latency than the default

for more than 6 hours within the 32-hour experiment. To better grasp the expected ben-

efit of TANGO, consider that these nodes are in different sites of the same cloud. While

as noted previously, there were two pairs for which the default path was best (Atlanta-
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Figure 3.14: Best paths that Tango exposed outperform the BGP default by up to 22% on average, and up to 39%
for some pairs.

Stockholm and Paris-Stockholm), for the remaining 21 pairs, the non-default best path out-
performed the default by an average of 1-22% for durations of 0.9-24.54 hours. Further, the
7sth percentile delay improvement was 24% for Chicago-Stockholm and 26% for London-

Stockholm, lasting for 4.075 and 0.855, respectively.

EVENT ANALYSIS

While Fig. 3.14 demonstrates the benefit of running TANGO for the average-case, another
major advantage of TANGO is to rapidly avoid problematic performance events by moving
to other paths during disruptions. To quantify this benefit, we searched our measurements

for significant performance degradation events by filtering for 10 consecutive measurements
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Figure 3.15: Occurrence frequency vs. duration of high-loss performance degradation events on default BGP paths.
Tango could protect edges from four high-loss events on average per week.

(i.e., a 1ooms window, with data points taken every roms apart) which were 20oms higher
than the baseline one-way-delay on that path. We determined an event to be over once 10
consecutive measurements were below our event threshold. For each event, we computed
the relative average one-way-delay and loss during the event. We also marked each event as
avoidable if there was another path between the same pair of nodes that was not experienc-
ing a performance degradation event. We computed the frequency of events on paths by
dividing the total number of events by the total duration of measurement collection.
From there, we further selected events with more significant performance degradation
in loss or delay, potentially compromising real-time applications. We do expect that such
events would cause customers to complain even if the average network performance is
good. Concretely, we selected events with greater than 20% loss or 100% one-way-delay

increase. Fig. 3.15 presents a graph of event duration vs. frequency for loss events on de-
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Figure 3.16: Occurrence frequency vs. duration of high-latency performance degradation events on default BGP
paths. All events would be avoidable with Tango.

fault BGP paths (Tango-discovered paths experienced similar events). In the absence
of TANGoO, events with 20% loss for longer than 8 seconds occurred over s times a week.
Meanwhile, with TANGO-exposed paths and adaptive routing, such loss events can be re-
duced to less than once a week on average. It should be noted that in our dataset, all un-
avoidable events occurred at a single sending node: Vultr Brazil (which may have seen a
higher number of correlated events due to potentially less path diversity in developing
regions like Brazil). For all other nodes, every bigh-loss event encountered could have been
avoided with TanGo.

In addition to looking for events with high loss we searched for events with high latency
(i.e., a 100% latency increase over the baseline). We found these happened more frequently

than high loss events. Fig. 3.16 shows these events. For high latency events, we found a//
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events were avoidable with TANGO.

3.6.2 INTERNET-WIDE SIMULATION

To understand potential path diversity across the Internet topology in an even more gener-
alized setting, we counted Gao-Rexford-compliant”™ paths between randomly-chosen ASes
in the March 2020 CAIDA Internet Topology Dataset”. To optimize the counting pro-
cess, we separated a Gao-Rexford path into two sections: an initial part consisting of zero
or more customer-provider links joined (optionally by a peer-peer link) to zero or more
provider-customer links. With this in mind, for each BGP destination considered, we di-
vided the topology into two sections: a “provider cone” that was reachable only traversing
customer-provider links, and all other ASes outside the provider cone. We counted paths to
all ASes in the provider cone via only customer-provider links by treating this as a Directed
Acyclic Graph (DAG) based on the Gao-Rexford premise that there are no customer-
provider loops““. We similarly counted paths from all other ASes to the source AS by treat-
ing the region outside the provider cone as a DAG but traversing provider-customer links
(instead of customer-provider links). This gave us a path count to all ASes in the topol-
ogy using either customer-provider or provider-customer links depending on whether the
ASes were inside or outside the provider cone. Finally, we joined these two counts to form
full paths by traversing each AS 4 in the provider cone and counting the potential paths
that contained 4 in the last customer-provider link (the sum of the paths through ASes not
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Figure 3.17: The number of Gao-Rexford-compliant paths between 999k random topology node pairs. PathFinder
exposed more than 2 unused BGP-compliant paths for 98.6% of pairs.

in the provider cone of the peers and customers of 4 multiplied by the number of paths
through the provider cone to reach 4). This algorithm is scalabe and ensures counting dis-
tinctness, it is actually a lower bound on the number of paths in a given topology, as ASes
in the provider cone can potentially be reached over peer-peer or provider-customer paths
as well, which our counting methodology does not permit. Our counting is also limited
by the accuracy of the CAIDA AS-Relationship dataset as is standard with many other
Internet-scale simulation work *****>

We ran our counting algorithm to count Gao-Rexford-compliant paths between 1000
randomly-chosen ASes producing 999,000 distinct source-destination pairs. We found
today’s Internet topology ofters rich path diversity, as the median AS pair had 5,323 Gao-
Rexford-compliant paths (Fig. 3.17). We largely attribute this richness to the high degree of

certain vertices, including large IXPs, on the Internet graph; indeed, in a richly-connected
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topology paths grow exponentially. We do not advocate for TANGO to use more than a

couple of them, yet this result shows potential for multi-path routing across the wide area.

3.7 INTERNET-SCALE ROUTE CONTROL

We showcase TANGO’s real-time route control with an end-to-end experiment spanning
North America and Europe, illustrating how TANGoO leverages collected measurements to
perform dynamic route control and avoid performance degradation events (§3.7.1). We
also present microbenchmarks that highlight the operational feasibility and efficiency of

performing line-rate integrity protection with TANG0O’s switch prototype (§3.7.2).

IMPLEMENTATION. We implemented TANGO’s data plane logic on modern switch hard-
ware and with eBPF on standard Linux servers. Our switch prototype was implemented in
199 lines of Lucid code ** and compiled to 1279 lines of P4’ targeted for an Intel Tofino
programmable switch*'. Our interchangeable eBPF version was written in 401 lines of
code. Meanwhile, TANGO’s control plane component and eBPF loading program was writ-

ten in 524 lines. We have released TANGO’s source code on GitHub?.

TESTBED. Our hardware testbed consisted of an Intel Tofino Wedge32X-BF programmable
switch and several servers, each with a 20-core Intel Xeon Silver 4114 CPU and a Mellanox

ConnectX-5 2x100Gbps NIC. Our sending edge network was based on Princeton Uni-

9
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versity’s campus in North America, with a server (running Ubuntu 20.04 and kernel ver-
sion 5.4.0) sending main application traffic and generating background traffic flows, and
the switch running TANGo data plane logic. Meanwhile, TANGO’s receiving edge was de-
ployed with eBPF on a standard Linux server at a Vultr data center in Stockholm, Sweden
running Ubuntu 22.10 with kernel vs.19.0. The eBPF programs were built with Libbpf

and Clang 15.0.6.

3.7.1 DyNAMIC REROUTES

To evaluate TANGO’s end-to-end dynamic route control, we announced seven distinct IP
prefixes from Vultr Stockholm via BGP, using community sets that we previously found
were optimal for finding paths between Stockholm and other locations (§3.6.1). We did
not have access to a BGP feed from our institution so we could not rerun our PATHFINDER
algorithm specifically for this pair of nodes. We also noticed ECMP being used for out-
bound traffic from our institution. To benefit from this we explored the round-trip-time
when sending traffic to different destination IPs within the same BGP prefix. We found
two available ECMP paths for every announced BGP path. After enumerating these 14
paths, we observed some paths had seemingly-identical performance’. Ignoring redundant

paths we had 12 distinct paths.

'This is because we could not see the BGP path used by our institution so some BGP community combi-
nations produced identical paths.
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We generated keep-alive flows along all exposed paths while continually collecting per-
path metrics. We also had one active flow, which we monitored for potential benefits from
dynamic routing. We developed a simple control algorithm based on relative one-way-delay
that would move the active flow to a different path if that path outperformed the current
path for 10 consecutive measurements (i.e., tooms for measurements taken every roms).
We found this algorithm to be stable across the wide area, only rerouting during signifi-
cant network degradation events. Once the control algorithm determined a route change
was necessary, it produced a reroute data packet which was sent back to the TaANGo switch
node at our institution. This caused a register update on the switch, which rerouted the
active flow to a different path.

To observe TANGO’s potential to dynamically avoid events like those discussed in § 3.6.1,
we utilized another Intel Tofino switch running between our TANGoO switch and the Inter-
net to inject delay (with packet recirculations) on specific paths. To make our experiment
more realistic, we replayed delay events that we had observed in the wild on paths that (1)
had a similar one-way-delay as that of our institution to Stockholm and (2) had the largest
number of disruptive events.

When we ran this experiment, our control algorithm started by moving the active flow
from the BGP default path (path o) to the optimally performing path (path 5). As the ex-

periment continued, our delay mechanism began simulating a performance degradation

"It is likely a congestion-induced single-packet spike around 1500 ms.
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Figure 3.18: One-way-delays of different paths and an active flow during our simulated performance degradation
event.

event, causing path s to have its one-way-delay spike. Within 65oms after the first sign of
performance degradation, the observed active flow was moved back to path o (see Fig. 3.18).
Even with a simple control loop, TANGO can reduce the duration of 90% of the high-loss
events observed in §3.6.1, offering more than a 1o-fold reduction in the median length
(12s) of high-loss events. This response time could potentially be even faster if our proto-
type eBPF module generated reroute packets in the kernel as opposed to utilizing a separate
user-space process (written in Python and taking approximately 40oms to initialize and

execute), or if a more aggressive control algorithm was used."*

3.7.2  DATA PLANE MICROBENCHMARKS

To demonstrate the operational efficiency of our integrity-protection scheme, we analyzed

theoretical sizes for TANGO’s signature book (§3.5.2), experimentally evaluating required

"' Our test flows ran UDP so reordering was not a prominent concern. If this rerouting algorithm is used
on TCP traffic, flowlet boundaries can be taken into account to minimize overhead due to packet ordering
changes.

141



= 516 s Without Traffic With Traffic
2 n
= 214 g 5 I . I
N 212 : g 4
Refresh Period s3 I

ﬁ 210 ——— 2MS —— 8ms o 2
% 28 4ms == 16ms =21 —

8 12 16 20 24 28 32

0 20 40 60 80 100 2 2 At Wit 2 2
Traffic In (Gb/s) ignatures Written

Figure 3.19: Required signature block size (left) and write speed (right) reveal the practicality of a precomputed data
plane signature scheme.

control plane write speeds for book population. Our results prove that, for reasonable
packet sizes, required block sizes refreshed every s—15ms can comfortably be stored in the

data plane and populated from the control plane (Fig. 3.19).

Boox Brock HyBrID WRITE SPEED.  We experimentally confirmed that the control
plane can write an entire signature block across all books at speeds well below the refresh
period, ensuring all signatures are refreshed before the data plane moves to the next block.
Our first server issued control plane writes, the second generated background traffic at
100Gbps with DPDK"’, and the switch ran our slice-and-recirculate write behavior (§3.5.2)
while tunneling out background traffic. We gathered write-time measurements by taking
the time difference between the arrival of the first and last signature written to the block.

As shown in Fig. 3.19, at a refresh period of 8ms at maximum port speed, the control plane
can write 21¢ signatures in less than .6ms over the data channel. Meanwhile, the required
2% signatures for all blocks across all books can be written in approximately 1.3ms without

background traffic and 2.6ms with it, while being well below the 8ms refresh limit.
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3.8 RELATED WORK

PERFORMANCE-DRIVEN ROUTING.  Many prior works have explored performance
routing; however, they suffer from poor deployability. Traffic engineering works such as
TEXCP", EDGE FaBRIC'*’, and ESPRESsO """ assume that the edge network is multi-
homed. While EDGE FaBRIC and EsPRESs0 show the promise of SDN-based performance-
driven routing, they can select between multiple already-existing BGP routes, thanks to
global PoPs and peerings from Meta and Google. Such infrastructure is infeasible for smaller
network operators and cloud providers. Other data-driven routing solutions such as BLINK
and SHORTCuUT " allow fast failover in the data plane but do not improve performance.
RouTeScouT '* provides metric-driven dynamic routing in the data plane, but struggles

to provide accurate metrics and also assumes multi-homed networks. AnyOpt'”” opti-
mizes anycast catchment but does not advertise multiple prefixes for the same destination.
PECAN " does advertise different routes to the same destination but only steers between
them with DNS, preventing the fine-grained route control TANGoO offers.

PAINTER ** similarly uses multiple IP prefixes to advertise different routes for inbound
traffic, but is designed for a cloud environment, which significantly changes the design
space. First, as PAINTER runs in a highly-peered cloud, it can simply advertise distinct
prefixes to different immediate neighbors, and does not attempt to find distinct paths after

the initial hop (making it useless to single-homed networks). Second, PAINTER does not
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perform data-plane telemetry and leverages application-layer telemetry enabled by proxies

running in edge networks. TANGO innovates on data-plane telemetry and does not require
application proxies, while being protocol-agnostic and robust against malicious intermedi-
ate networks. Finally, TANGo is designed to be deployed in programmable data planes like
P4 switches and smartNICs. PAINTER utilizes proxies running on traditional CPUs that

do not have the scaling and cost benefits of data-plane hardware.

SECURE TELEMETRY. Multiple solutions for real-time data-plane telemetry exist'*"*»7*
yet they are not designed with security in mind Ze., their results could be compromised by
an adversary. Moreover, they often require collaboration of all switches/routers in the path.
For instance, INT (and later versions) ”"** collect fine-grained performance metrics at each
hop, enabling informative network monitoring to operators, but require each switch to im-
plement the protocol, which is not a reasonable assumption in the wide-area setting. A few
secure telemetry solutions exist, such as Stealth Probing*“ and path-quality monitoring ",
but they do not provide the necessary fine-grained metrics for real-time, dynamic routing,

and are not implementable in today’s hardware.

Data-PLANE ENcYPTION.  There are several general-purpose encryption schemes ported
to the data plane; however, they are too resource-intensive. For example, the Advanced En-

cryption Standard z.e., the de facto cipher for most Internet applications AES-ToFiNo ¥/,
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utilizes the majority of Tofino memory resources and would need, optimally, 5 pipeline
passes for each 16-byte block to encrypt. Even more lightweight cipher deployable on an
ASIC such as SiMON AND SrEck **, CHACHA '7°, and HALrS1PHASH '7* are still too re-
source intensive. Beyond memory, they require several recirculations for every plaintext
block to be encrypted. Other solutions, such as RAVEN ' and PINOT '**, are application-

specific and not easily extensible to other use-cases.

3.9 CONCLUSION

TANGO is the first route-control scheme to expose multiple wide-area paths without the
cooperation of the Internet core, while offering accurate and trustworthy edge-to-edge
measurements. Our Internet-wide experiments show there are significant benefits from
optimizing routing on the public Internet, using TANG0-exposed paths not available with
BGP. We show TANGO can run on a hardware switch or with eBPF, making it practical

even for small networks.
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Optimizing Traflic Allocation Across Paths

for Privacy and Performance

In this chapter, we present PRAXIGUARD, which complements the previous chapter by de-
termining how newly exposed interdomain paths should be used to advance route control.

Whereas TANGO showed how cooperating edge networks can expose additional wide-area

146



paths beyond the default route, PRAXIGUARD shows how traffic should be allocated across
those paths to protect user privacy—specifically, against website fingerprinting (WFP) at-
tacks—while preserving performance. We show that, through selective cooperation among
edge networks, PRAXIGUARD can systematically model the privacy and performance prop-
erties of available paths and automatically compute optimal traffic splits subject to the net-
work’s operational capabilities, without relying on overlays, protocol-specific workarounds,
or end-host modifications. Our evaluations on real-world path substrates demonstrate that
PrAX1GUARD reduces worst-case fingerprinting risk by a median of 52 percentage points
(up to 99 pp), while preserving application performance (z.e., browser page load times).
Moreover, PRAXIGUARD provides additional privacy gains over a uniform splitting base-

line for 56% of evaluated Tango cases, with gains of up to 77 percentage points.

4.1 INTRODUCTION

Online privacy is under increasing pressure from state-level surveillance and network-based
censorship. Governments worldwide routinely monitor Internet traffic and restrict access
to information, undermining free expression and user autonomy == While
privacy-enhancing technologies—such as virtual private networks (VPNs) (e.g., Wire-
Guard), anonymity networks (e.g., Tor), proxy-based systems (e.g., Privoxy), and privacy-

focused browsers (e.g., Brave) —hide the identities of endpoints, they leave traffic vulnera-
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ble to traffic-analysis attacks °*'*". In particular, website fingerprinting (WFP) attacks ex-
ploit observable traffic patterns such as packet sizes, directions, and timing to infer a user’s
browsing activity, even when traffic is encrypted or routed through privacy-enhancing sys-
tems. Prior work has demonstrated that WFP achieves high accuracy under various threat
models, posing serious risks for users in censored or surveilled environments ">

To thwart a WFP attack, defenses must obfuscate the traffic fingerprint in some way.
Existing solutions fall into two broad categories: additive obfuscation and subtractive ob-
tuscation. Traditional additive techniques—padding packets, injecting cover traffic, in-
troducing inter-packet delays ***"' —alter the trace by adding noise. This approach can
reduce fingerprintability, but inherently imposes overheads in bandwidth, latency, or both.
For users seeking privacy during ordinary browsing, this performance degradation may be
an unacceptably high cost. Alternatively, rather than adding cover traffic or artificial de-
lays, recent subtractive approaches’ "' attempt to disrupt observable signals by splitting
traffic across multiple connections, interfaces, or overlay paths. While traffic splitting is a
compelling direction for low-overhead protection, existing approaches fail to realize this
promise for ordinary web traffic, or against Autonomous System (AS)-level adversaries that
observe traffic over network paths. These works fall short for two fundamental reasons.

First, existing splitting defenses are largely oblivious to the underlying Internet topology

that the paths traverse. Prior works often assume that separating traffic across distinct con-
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nections, interfaces, or overlay paths is sufficient to improve privacy*'“". At the AS level,
this assumption does not hold: even with distinct first hops, traffic that appears separated
at the endpoint can still converge at common downstream ASes, allowing an observer to
see a substantial fraction of the original trace. This vulnerability is exacerbated by the Inter-
net’s growing centralization, where a small number of transit ASes carry a disproportionate
share of global traffic**. Moreover, while mechanisms like client multihoming may expose
multiple access links"*'*", they neither reveal nor control the downstream paths traversed.
Thus, without topology awareness, naive traffic splitting leaves users vulnerable to the net-
work’s most powerful observers.

Second, existing designs are architecturally misaligned with the privacy needs of the gen-
eral public. Anonymity networks like Tor provide vital protection for a niche set of ultra
privacy-conscious users, but they are built for a threat model of total distrust where the user
must be hidden from even their own edge network. This threat model necessitates complex
multi-hop routing and software-based processing that incur significant performance penal-
ties”'*'**. While a necessary trade-off for full anonymity, this overhead is prohibitively bur-
densome for users who simply seek to protect their everyday browsing traffic from on-path
observers, while being unable or unwilling to sacrifice their user experience.

Prax1GUARD addresses this gap by leveraging the existence of edge networks that are

trusted by, and structurally incentive-aligned with, the users whom they serve. Unlike
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anonymity models designed for total distrust, our work focuses on environments—such

as campus networks, enterprises, or ISPs—where users already rely on their edge provider
as a natural point of aggregation. In these settings, traffic typically traverses shared gate-
ways, NATS, or proxies; consequently, external observers already associate activity with the
edge network rather than a specific internal host. Here, our goal is to provide edge-assisted
privacy for everyday users by empowering trusted edges to act on their behalf and systemat-
ically mitigate risks posed by AS-level adversaries.

This approach is particularly compelling for edge networks that prioritize privacy as a
core service or competitive advantage. For example, consider a journalism non-profit whose
staff frequently access sensitive services, or a corporation seeking to protect trade secrets—
where observing traffic patterns to specific external sites could reveal a company’s strategic
direction or proprietary research. Alternatively, an ISP might want to offer built-in privacy
with good performance as a competitive advantage to attract a broader user base. With
PrAaXIGUARD, these entities can leverage their network vantage points to minimize AS-
level exposure, protecting ordinary application traffic without requiring technical expertise
from the end-user.

For such privacy-motivated edges to mitigate AS-level risks, they must first have access
to more than the single path provided to them by default Internet routing. PRAXIGUARD

obtains this diversity through edge-accessible path-control substrates: Tango**, which un-



covers existing alternative interdomain paths on today’s Internet, and SCION "*', which
provides explicit path choice through SCION-IP gateways (SIGs). Our analysis reveals
that both substrates expose significant AS-level diversity across a wide range of source—
destination AS pairs. Relative to the reference path,” 90.3% of 506 Tango pairs and 87.4%
of 111 SCION pairs provide at least one unique alternative. Both substrates ofter a median
of two unique alternatives per AS pair, with some providing as many as 11 alternatives in
Tango and 10 in SCION (Fig. 4.2a).> Moreover, these alternatives are often structurally
distinct: among pairs with available alternatives, the best option avoids at least half of the
reference path’s intermediate ASes for 99.3% of Tango pairs and 59.5% of SCION pairs,
while adding zero median AS-hop overhead (Fig. 4.2b—4.2c).

However, raw path diversity only represents an opportunity, not a standalone solution.
Candidate paths exhibit differing AS-level overlap, and even rich path sets often contain a
common “bottleneck” AS that remains a powerful observer. For instance, only 56.5% of
Tango pairs and 20.7% of SCION pairs possess path sets where at least half of the available
paths avoid the most common AS (Fig. 4.2d). Consequently, naive traffic splitting can fail
to improve privacy: even when traffic is divided across multiple paths, a worst-case AS may

still observe enough of the trace to fingerprint the user.

"We define the BGP default path as the reference for Tango, and the most frequently active AS-level path
as the reference for SCION.

*For SCION, we collapse available interface-level paths into coarser AS-level path sets; as a result, our
AS-level diversity estimates are substantially more conservative than SCION’s raw interface-level diversity.
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The central challenge is therefore one of a/location. For any source—destination pair,
PrAXIGUARD must determine the optimal traffic fraction to assign to each path. This de-
cision is fundamentally constrained by the underlying topology: identical allocations can
induce vastly different AS exposures depending on path overlap, while different path sets
impose varying latency costs. Because exhaustively testing every potential configuration is
impractical, PRAXIGUARD instead models the privacy and performance consequences of
candidate allocations to search for an optimal, low-cost split.

To achieve this, PRAXIGUARD integrates AS-level topology data and per-site empiri-
cal mappings into an Integer Linear Programming (ILP) optimizer. Topology determines
which AS-level observers see what fraction of the protected traffic under a candidate al-
location. Per-site mappings then evaluate that allocation along two dimensions: a privacy
mapping translates partial exposure into privacy risk (e.g., predicted WEP classification ac-
curacy), while a performance mapping translates a chosen path-cost summary (e.g., added
delay or traffic-weighted added delay) into an application-level cost (e.¢., page load time
overhead). We empirically derive these relationships by varying partial traffic exposure,
added delay (relative to the reference path), and the fraction of traffic assigned to delayed
paths, in order to measure site-specific variances in fingerprinting robustness and perfor-
mance sensitivity. Given these inputs, PRAXIGUARD first identifies allocations that min-

imize the strongest observer’s predicted accuracy, then chooses the lowest-cost allocation
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that satisfies a given performance budget. Finally, the selected allocation is enforced at a
flow granularity at the network edge.

We evaluate PRAXIGUARD across Tango and SCION substrates using real path data and
empirical measurements from representative sites (Table 4.2). Compared to an undefended
default setting, PRAXIGUARD reduces worst-case AS-level attacker accuracy by a median
of 52 percentage points—with gains reaching 99 pp—while maintaining page load time
overheads < §%. On the real-world Tango substrate, PRAXIGUARD improves privacy for
87% of evaluated source—destination pairs. PRAXIGUARD also outperforms a naive uni-
form splitting baseline in 56% of Tango pairs, confirming that topology-aware allocation is
a worthwhile approach for harnessing traffic splitting into measurable privacy gains.

We define PRAXIGUARD’s problem setting, threat model, and design requirements in
§4.2, then present the system overview and key design insights in §4.3. §4.4 describes the
empirical privacy-performance mappings and ILP formulation, and §4.5 evaluates PRaX-
1IGUARD across Tango and SCION path substrates. §4.6 includes additional discussion,

followed by related work in §4.7 and the conclusion in §4.8.

4.2 PraXIGUARD PROBLEM SETTING

In this section, we define the setting in which PRAXIGUARD operates. We first specify our

threat model for AS-level WFP mitigation, then describe our guiding design requirements.
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4.2.1 THREAT MODEL

PRAXIGUARD targets network-layer WEP mitigation for traffic exchanged between trusted
edge networks which share the same privacy goals. The aim of our work is not to provide
the full anonymity guarantees of systems such as Tor, which hide users even from their lo-
cal network provider. Instead, PRAXIGUARD targets a complementary setting: users trust
their edge network to act on their behalf, but do not trust intermediate Autonomous Sys-
tems (ASes) that carry their traffic across the Internet. This setting naturally arises in cam-
pus networks, enterprises, ISPs, cloud-edge deployments, and privacy-conscious organiza-

tions where a network operator is incentive-aligned with its users.

CLIENTS. Clients are users whose website visits should be protected from AS-level WEP,
without imposing high performance costs. Clients send ordinary application traffic through
a trusted edge network, such as a campus gateway or enterprise border. Traffic may traverse
shared gateways, NATSs, or proxies, so external ASes observe traffic associated with the edge
network rather than a specific internal host. This provides a limited form of edge-mediated
privacy, but it does not eliminate traffic-pattern leakage. Clients do not trust any intermedi-
ate ASes, but do trust their local edge network (Z.e,, their operator), which has incentives to
protect their privacy by reducing what intermediate ASes can infer from observable traffic

patterns (e.g., a corporation seeking to hide employee access to sensitive web services).
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OPERATORS. Operators are edge networks that deploy PRAXIGUARD for users within
their administrative domain; we assume these operators are trusted by, and incentive-aligned
with, their users. These operators may include campus networks, enterprises, ISPs, cloud
providers, or hosted services; individual users with administrative control over an edge or
border router may also act as operators®. Operators may be cooperative: privacy-motivated
edges share a common goal of reducing exposure to AS-level observers. However, PRax1-
GUARD does not require joint coordination across edges; each operator can independently
optimize its local traffic allocations to reduce exposure for its respective traffic direction.
When available, cooperating edges provide practical advantages, such as exposing path di-
versity and supporting trustworthy measurements. With Tango, for instance, cooperat-

ing edges can help identify candidate interdomain paths and measure the one-way delays
added by those paths ™. We assume operators can measure path latencies and note that
high-precision clock synchronization is unnecessary, as PRAXIGUARD compares allocations

using only relative path-cost estimates rather than absolute performance metrics.

ADVERSARIES. The adversary is a passive AS-level observer located on one or more paths
between the cooperating edges (e.g., see Fig. 4.1a). Each path may traverse one or more in-
termediate ASes (Fig. 4.1b), all of which are untrusted. That is, any AS may be adversarial,

though it is unknown to the defenders which ASes, if any, act adversarially. Accordingly,

3For example, in SCION, path selection can be exercised either by native SCION endpoints or by edge-
deployed SCION-IP gateways (SIGs).
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Figure 4.1: AS-level threat model. (a) A single-path setting allows one AS to observe all traffic. (b) Even when traffic
is split across multiple network-level paths, all paths may still traverse the same AS (e.g., AS5), degrading traffic
exposure to the single-path setting*. (c) Traffic splitting across multiple Tor entry guards ™~ can similarly concentrate
traffic through one AS (e.g., AS1).

PrAX1IGUARD optimizes against the worst-case AS observer: the AS that, under a given
traffic allocation, obtains the most useful view of the protected trace.

We model AS-level observability directionally, as interdomain routing determines traf-
fic paths independently for each direction. A passive AS observes only the traffic sent over
paths that include it, and because forward and reverse AS paths are often asymmetric, they
need not involve the same observers. This captures a realistic on-path AS threat, where pri-
vacy risk arises from the partial trace exposed to any network carrying the protected traffic.
Accordingly, we do not model stronger adversaries that correlate observations across both
directions, or across multiple colluding ASes. Like prior work ™", we assume a passive ad-
versary capable of monitoring traffic but not decrypting, modifying, or injecting it. We also
assume standard encrypted application traffic, so payloads are unavailable to the adversary.

Adversaries can distinguish the start and end of a web visit, separate it from background

traffic, and have sufficient resources to train machine learning classifiers on collected traces.

*Extracted from a real-world Internet topology (see §4.5.1 for methodology).



Importantly, we assume the adversary is aware of the defense strategy (z.e., the traffic-splitting
scheme), and can train on protected traces. Consistent with established evaluation method-
ology’»">"", we adopt a closed-world threat model, where adversaries know the set of pos-
sible sites the user may access and aim to identify the specific one. While abstracting away
real-world browsing complexity, this setting represents a favorable scenario for the adver-
sary—maximizing their advantage—and allows us to assess our defense under worst-case
conditions. We leave extending the evaluation to open-world scenarios, where adversaries

contend with greater uncertainty, to future work.

NON-GOALS AND OUT-OF-SCOPE ATTACKS. PRAXIGUARD does not aim to hide users
from their trusted edge network, provide unlinkability against the edge operator, or replace
full anonymity systems. It also does not protect against malicious or compromised trusted
edges. We do not target active network attacks such as BGP hijacks, interception, packet in-
jection, or routing manipulation. Following our focus on passive WFP, we assume the ad-
versary exploits traffic exposure on the paths offered by the routing substrate but does not
actively alter them. This assumption is strongest for SCION, which provides authenticated
AS-level path information under cryptographic protection. For BGP-based substrates like
Tango, this assumption is naturally weaker; however, by exposing path diversity through
the most specific globally routable prefixes (7.c., IPv4 /24s or IPv6 /48s), Tango effectively

limits the scope of common subprefix hijacks (§4.6).
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4.2.2  DESIGN REQUIREMENTS

To protect ordinary browsing traffic eftectively, WFP mitigation must satisfy three goals:
reduce exposure to network-level adversaries, preserve application performance, and avoid
requiring users to manage specialized privacy mechanisms. Thus, we identify the following

core design requirements.

AS-AwARE Privacy. The defense must reduce what on-path AS-level adversaries can
infer from traffic patterns. Because the adversary’s location is unknown, privacy cannot
be assessed from a single assumed vantage point, nor from the number of connections, in-
terfaces, or paths used. Instead, the relevant risk is worst-case AS exposure: how much of
the protected trafhic remains available to the most exposed AS. A successful WEP mitiga-
tion strategy should therefore reduce the useful signal available to that worst-case observer,

rather than naively spreading traffic from the endpoint.

PERFORMANCE PRESERVATION. The defense must preserve application-layer perfor-
mance while reducing fingerprinting risk. A WEP defense intended for ordinary web traffic
cannot rely on large amounts of padding, cover traffic, artificial delay, or overlay detours
that make client-side page load times noticeably worse. Instead, it must treat performance

as a first-class constraint, bounding user-visible overheads such as client-side PLT.



Table 4.1: Comparison of traffic-splitting WFP defenses.

AS-Level Low User
Defense Privacy Overhead Accessibility
TrafficSliver X X X
HyWF X X X
COMPs X X

PrAXIGUARD

USER-TRANSPARENT OPERATION. The defense should not require individual users to
understand AS-level routing, select paths, install specialized anonymity tools, or rely on
application-specific mechanisms. Instead, the defense should be compatible with ordinary
application traffic and should apply consistently once enabled, so that privacy protection
does not depend on each user’s technical expertise and willingness to run specialized soft-

warc or manage pCI‘—COI’lIlGCtiOIl choices.

4.2.3 LIMITATIONS OF PRIOR WORK

While existing defenses introduce promising techniques, none fully satisfy the design re-

quirements outlined (Table 4.1).

INSUFFICIENT PROTECTION AGAINST AS-LEVEL ADVERSARIES. Prior traffic-splitting
defenses reduce the traffic exposed by any single split (e.g., over an overlay circuit, transport
connection, or network interface), but generally do not aim to protect against the AS-level
adversary defined in §4.2.1° """, In essence, such defenses abstract away the underlying

Internet routing topology, thus overlooking real-world adversarial vantage points. Path
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splits that appear independent to the endpoint may still traverse a common transit AS.
Thus, defenses that split traffic without modeling AS-level path overlap can overestimate
the privacy gained from splitting.

As an illustration, the user located in Src A in Fig. 4.1¢ that is leveraging TrafficSliver
to improve her privacy assumes that her circuits are independent. In practice, her traffic
is routed through the same AS, which can reassemble and fingerprint her traffic despite
splitting. While prior work outside of the WEP setting has explored AS-level threat models
(see §4.7), it has largely focused on relay selection in Tor—particularly to prevent a sin-
gle AS from observing both entry and exit relays, which enables classic traffic-correlation
attacks. Such models properly assume that each AS along a path observes all traffic, but
restrict the adversary’s capabilities to a single end-to-end path. In contrast, we consider AS-
level adversaries which are naturally (.., because of the way Internet routing works) capa-
ble of monitoring and correlating trafhic across multiple ostensibly independent paths; we
evaluate this risk separately for each direction of communication, since forward and reverse

AS paths may involve different observers.

HicH PERFORMANCE CosT. Existing defenses impose significant overhead due to their
dependence on Tor’s overlay network. Approaches such as TrafhicSliver’* and HyWF
operate within the Tor ecosystem, leveraging traffic splitting across multiple circuits or

network interfaces to obscure traffic patterns. However, Tor’s architecture is inherently
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constrained by heavyweight costs from relay-based routing, multi-hop encryption, and soft-
ware processing. These costs may be acceptable for small set of highly motivated users who
require strong anonymity, but they are poorly matched to real-time web usage where page-

load performance is a primary usability constraint™"*

LIMITED ACCESSIBILITY FOR ORDINARY USERS.  Existing splitting defenses also place
too much burden on the user or require a narrow deployment setting. Some approaches
assume end hosts can exploit multiple network interfaces, such as WiFi and cellular, or rely
on specialized multihoming support such as MPTCP-capable clients, bridges, or middle-
boxes”". Others depend on particular transport or application mechanisms, such as con-
nection migration’*”, or on users choosing and configuring an anonymity overlay°*. These
assumptions limit the population of traffic that can be protected: they depend on user ex-

pertise, device capabilities, protocol support, or application behavior.

4.3 PraxiGUARD OVERVIEW

PRAXIGUARD protects against AS-level WFP by strategically distributing traffic across di-
verse network paths. This approach is rooted in the insight that WEP protection depends
on whether a traffic allocation effectively reduces exposure to on-path observers. This sec-
tion highlights the key technical insights that allow PRAXIGUARD to minimize privacy risk

while maintaining low performance overhead.
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Figure 4.2: Meaningful path diversity is available across many AS pairs using existing Tango and SCION path options.
(a) Many AS pairs have a non-trivial number of alternative paths. (b) The most-disjoint alternative often has little
AS-level overlap with the reference path. (c) This alternative usually adds little hop overhead. (d) However, available
paths can still concentrate on a common AS; creating practical opportunity to reduce worst-case AS exposure through
strategic traffic allocation.

PRAXIGUARD LEVERAGES AN UNTAPPED PATH-DIVERSITY OPPORTUNITY AT THE NET-
WORK EDGE. PRAXIGUARD is predicated on the fact that edge networks serving everyday
users—such as campus, enterprise, or ISP gateways—often have access to substantially
more path diversity than conventional routing suggests. We quantify this opportunity
by analyzing alternative AS-level paths from two path-control substrates: 506 source—
destination AS pairs via Tango, and 111 AS-level SCION pairs. While we reserve the de-
tailed path-collection methodology for §4.5.1, we evaluate this opportunity here across
three critical dimensions: path availability, disjointness from the reference path, and AS-
hop overhead (Fig. 4.2a-4.2¢).

The resulting path sets provide a non-trivial degree of choice at the edge network. Specif-
ically, 67% of Tango pairs and 50.5% of SCION pairs expose at least two unique alter-

natives, with a substantial fraction—28.1% and 18.9%, respectively—exposing four or

more (Fig. 4.2a). Moreover, these alternatives often offer significant structural separa-
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Figure 4.3: Useful path diversity is topology-dependent. Some source-destination pairs offer disjoint AS-level paths,
while others repeatedly traverse the same shared ASes.

tion. Among pairs with usable alternatives, 96.1% of Tango pairs and 31% of SCION pairs
possess at least one fully reference-disjoint alternative, while 99.3% in Tango and 59.5% in
SCION have access to an alternative that avoids at least half of the reference path’s inter-
nal ASes (Fig. 4.2b). Crucially, this diversity does not automatically increase path length:
the most disjoint alternative adds no AS-hop overhead for the majority of pairs (67.6% of
Tango and 60.7% of SCION) and introduces at most one additional hop for 96.7% and
79.8% of Tango and SCION pairs, respectively (Fig. 4.2¢). Thus, these substrates do not
merely increase path counts; they often expose structural routing opportunities that a coor-
dinated edge can potentially leverage to reduce AS-level exposure.

However, this topological opportunity is fundamentally limited. A high count of avail-
able alternatives does not guarantee that an edge can safely distribute traffic without ex-
plicit reasoning about AS overlap. Many path sets are bottlenecked by a “common” AS
that appears across multiple available routes, remaining a dominant worst-case observer

despite apparent diversity. Our analysis shows that only 56.5% of Tango pairs and 20.7%
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of SCION pairs possess path sets where at least half of the available routes avoid the most
common intermediate AS (Fig. 4.2d). Fig. 4.3 illustrates this distinction with representa-
tive real-world topologies from Tango. In high-diversity topologies, available paths provide
genuine privacy leverage by bypassing different intermediate ASes (Fig. 4.3a). In contrast,
low-diversity topologies—where paths converge at a single transit provider—can cause sim-
ple path counts to drastically overstate the available opportunity (Fig. 4.3b). Consequently,
while available path diversity provides essential leverage to reduce exposure, it is insufficient
on its own. To be robust, a defense must move beyond merely splitting traffic over a larger
number of paths; it must instead reason about the specific ASes on each path and the exact

traffic fraction each observer AS would see under a candidate allocation.

PRAXIGUARD TRANSFORMS PATH EXPOSURE INTO A STRATEGIC ALLOCATION PROB-
LEM. A central insight of PRAXIGUARD is the formal separation of path discovery from
path exploitation through a traffic-allocation abstraction. Rather than assigning paths a
binary “safe” or “unsafe” status, PRAXIGUARD represents each candidate path set as an
AS-level exposure model. A traffic allocation then induces an exposure profile across the
network, where an AS’s exposure is the total fraction of traffic carried on all traversing
paths. This abstraction effectively decouples the underlying path-control substrate (such
as Tango or SCION) from the defense. While the substrate enumerates the candidate path

set, PRAXIGUARD determines the optimal weight distribution across those paths to mini-
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mize information leakage. Inspired by the approach of oblivious routing—which optimizes
for worst-case scenarios without prior knowledge of specific demands—PRax1GUARD
selects an allocation that reduces the impact of the most powerful observer in any given
topology without needing to identify which ASes are adversarial. This modular design
allows PRAXIGUARD to be tailored to different topologies, automatically extracting the

maximum available privacy from the specific topological constraints of each path set.

OPTIMAL ALLOCATION IS FUNDAMENTALLY SITE-SPECIFIC. Even within a fixed topol-
ogy, the “best” traffic split is not universal; rather, it is highly dependent on the traffic pat-
terns and resource dependencies of the specific website being accessed. Privacy leakage is
intrinsically tied to a page’s unique fingerprint: for some sites, an adversary observing only
40% of the traffic may still maintain high classification accuracy, while for others, the same
exposure yields significantly less information (Fig. 4.5). Performance sensitivity is similarly
site-dependent, but with even greater variance. The page load time (PLT) of a website is
governed by a site’s specific connection structure, object dependencies, and loading behav-
ior. Consequently, the same delays experienced across different paths in a particular path
set might be negligible for one page but induce prohibitive overhead for another (Fig. 4.7).
These observations lead to a critical design insight: because websites respond difterently
to traffic splitting, PRAXIGUARD must move beyond a “one-size-fits-all” network policy to

a site-aware optimization strategy. By incorporating the speciﬁc privacy and perforrnance
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characteristics of individual sites, PRAXIGUARD can tailor its allocations to the unique re-
quirements of ordinary application traffic. To facilitate this, PRAXIGUARD employs two
key abstractions for comparing candidate splits. Privacy mappings relate AS-level trafhic ex-
posure to predicted attacker accuracy, capturing the varying resilience of different sites to
fingerprinting under partial observation. Performance mappings relate a chosen path-cost
summary (e.g., added path delay, or the traffic-weighted added delay induced by a split) to a
chosen application-level cost metric (e.g., PLT overhead), capturing how user-experienced
performance responds to routing decisions. By operating at this site-specific level, PRax1-
GUARD allows an operator to navigate the privacy—performance trade-off using the metrics

that matter most: actual privacy risk and user-visible performance cost.

PRAXIGUARD’S END-TO-END DESIGN.  Fig. 4.4 summarizes how PRAXIGUARD synthe-
sizes these insights into an integrated optimization framework that transforms topological
and empirical data into an actionable defense. The optimization itself takes three primary
inputs: a candidate set of AS-level paths annotated with relative path-cost estimates, site-
specific mappings for both privacy and performance, and high-level operator objectives.
PrAXIGUARD processes these inputs through an ILP-based optimizer and computes a
traffic allocation—defined as the percentage of a site’s traffic to be routed through each
available path. In Fig. 4.4, we show an example objective: minimizing the predicted classi-

fication accuracy of the strongest AS observer while maintaining less than 5% performance
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Figure 4.4 PraxiGuard overview. A trusted edge operator (e.g., ASX) discovers available AS-level paths, estimates
their relative costs, and combines this topology information with site-specific mappings to compute an optimal
allocation plan. The resulting split is enforced at flow granularity, reducing on-path AS-level exposure while respecting
operator-defined performance goals.

overhead. This ensures the defense is topology-aware: it selectively exploits path diversity
while accounting for real disjointness, effectively increasing privacy against ASes that ap-
pear on multiple seemingly distinct routes (§4.5.2). Simultaneously, it remains content-
aware, tailoring the split to the unique fingerprint and latency sensitivity of the target web-
site (§4.4.1). Finally, the chosen allocation is enforced at the network edge using flow-level
steering. Specifically, the optimizer’s weights are installed by the PRaXIGUARD control-
plane as weighted hash-based forwarding rules in the edge switch, so each new flow is as-
signed to one path while all packets within that flow remain path-consistent. By assigning

traffic to paths at the granularity of flows rather than packets, PRAXIGUARD gains privacy
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while avoiding transport-layer performance costs incurred by packet-level splitting (§4.5.3).

4.4 PRIVACY-PERFORMANCE OPTIMIZATION

Building on the architectural insights in §4.3, this section formalizes the exploitation of
available network paths for privacy protection as a constrained traffic-allocation problem.
In this framework, PRAXIGUARD must determine the optimal distribution of traffic across
a candidate set of AS-level paths to maximize privacy while satisfying strict performance
guarantees. An allocation x (the vector of traffic weights assigned to each path) dictates the
two primary metrics of interest: the privacy risk induced by observation at common ASes,
and the performance cost resulting from path-level latencies. Because these metrics are sen-
sitive to both network topology and the specific behavior of the target application, PRAX-
1GUARD cannot rely on static heuristics. Furthermore, since exhaustively measuring the
impact of every possible allocation in real time is computationally and operationally infea-
sible, PRAXIGUARD utilizes empirical mappings to approximate these outcomes. While the
detailed measurement methodology for constructing these mappings is deferred to §4.5.1,
the following sections define the formal abstractions and the optimization objective used to

compute the final traffic policy.
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Figure 4.5 Privacy risk mappings for representative sites. Each curve maps the fraction of traffic exposed to an
AS-level adversary to the resulting website-fingerprinting classification accuracy. PraxiGuard uses these empirical

mappings to estimate privacy risk under different traffic-splitting decisions.

4.4.1

PRIVACY RISK MAPPINGS

EMPIRICAL PRIVACY AND PERFORMANCE MAPPINGS

For a given website s, PRAXIGUARD models the privacy risk through a mapping function

/:(v) that relates the fractional AS-level traffic exposure v to predicted website-fingerprinting

classification accuracy. Traffic exposure is a useful intermediate representation because it is

both topology-derived and classifier-relevant: a candidate allocation directly determines

what fraction of the trace each AS observes, and the empirical mapping can then translate

that fraction into expected WFP accuracy for each site. This abstraction allows the opti-

mizer to quantify the utility of partial observability; a traffic split is only considered effec-

tive if it can significantly degrade the adversary’s classification accuracy.
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To construct these mappings, we employ LaserBeak ***, a state-of-the-art transformer-
based WEP classifier. By utilizing a transformer architecture, the classifier can capture com-
plex, long-range dependencies in packet sequences, making it a highly robust baseline for
evaluating privacy. We empirically generate the mappings by simulating an adversary who
observes varying fractions of a site’s traffic—ranging from 0% to 100%—and recording the
resulting classification accuracy.

As illustrated in Fig. 4.5, while accuracy generally scales with increased exposure, the sen-
sitivity of this relationship is highly site-dependent. For instance, at 40% traffic exposure,
an adversary can achieve nearly 70% accuracy for instagram.com, whereas the same expo-
sure for youtube.com yields only approximately 40% accuracy. These disparities indicate
that certain site fingerprints are more resilient to partial observation than others and that a

“universal” privacy curve might potentially under-protect more sensitive sites.

PERFORMANCE COST MAPPINGS

Like privacy risk, performance cost varies across sites and must be characterized empirically.
However, while privacy risk possesses a natural intermediate representation in AS-level
exposure, the performance equivalent is less immediate. For example, PLT is governed not
just by path latencies, but also by browser-side factors—such as request scheduling and
inter-resource dependencies—where delaying one resource can block subsequent requests
and stall page rendering. Instead of modeling all these dynamics directly, PRAXIGUARD
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Figure 4.6: Path delay and delayed-flow fraction both affect page-load performance, but the effect is site-specific.
Top: PLT overhead as added path delay increases while delaying 50% of downstream flows. Bottom: PLT overhead as
the nominal delayed-flow fraction increases with 25 ms added delay. Points show median PLT overhead across
post-warm-up visits; error bars show the interquartile range. The shaded band in the top row shows zero-delay baseline
variation across split configurations. These measurements motivate empirical per-site performance mappings rather
than a single aggregate latency model.

uses empirical measurements to construct a compact mapping from allocation-level path
costs to application-level performance impact, such as PLT.

To construct one such representation, we isolate the sensitivity of PLT to two allocation-
level factors: the estimated added cost d,, of a path relative to the reference path, and the
fraction of traffic assigned to that path x,. As illustrated in Fig. 4.6, both factors signif-
icantly influence PLT overhead, though the magnitude of the effect varies significantly
across sites. For example, youtube.com exhibits a sharp sensitivity to added delay (top row),

with overhead reaching nearly 60% at soms of delay, whereas twitch.tv remains more re-
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silient, staying below 30% overhead for the same delay. Similarly, the fraction of traffic
delayed (bottom row) shows that for sites like discord.com, increasing the delayed-flow
fraction from 20% to 80% results in a steady, near-linear overhead increase, while insta-
gram.com displays high sensitivity even at low fractions.

PraXIGUARD therefore adopts traffic-weighted added delay (d) as an intermediate path-
cost summary for estimating performance cost. As established in §4.2.1, these costs can
be supplied by the path-control substrate or by cooperating-edge measurements; PRax1-
GUARD only requires relative cost estimates for comparing allocations. For an allocation
x over candidate paths P, where x;, is the fraction of traffic assigned to path p and d,, is the

estimated cost of path p relative to the reference path, we define traffic-weighted delay as:

d= prdp. (4.1)

pEP

This metric effectively collapses the two critical factors identified in our measurements:
delay magnitude and traffic fraction.

Fig. 4.7 shows the resulting performance mappings used by the solver to evaluate poten-
tial allocations. Each empirical point represents the median PLT overhead for measured
configurations with the same traffic-weighted added delay, computed across 20 repeated
visits (following an initial warm-up visit). Although the overall trend generally increases

with d, visit-level variability can produce local non-monotonicity, where configurations
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Figure 4.7: Per-site performance mappings. We summarize each split configuration by its traffic-weighted added
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piecewise interpolation between measured points, and solid lines show the monotone fit used by the solver. The fitted
mapping provides a conservative performance guardrail when selecting privacy-improving traffic splits.

with higher weighted delay appear to yield slightly lower median overheads. Thus, to pro-
vide a stable performance constraint for the optimizer, we conservatively fit an isotonic,

monotone piecewise-linear mapping to the empirical measurements.

4.4.2 ILP FORMULATION

PraX1IGUARD operationalizes the relationship between network topology and application-
layer outcomes by modeling traffic allocation as a constrained optimization problem. For a
given site s and source—destination pair, the goal is to determine an allocation x—the vector
of traffic weights assigned to each candidate path p € PP—that optimizes a chosen privacy

objective while adhering to a performance envelope.
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THE FEASIBLE ALLOCATION SPACE

The feasible space is defined by three requirements: the allocation must satisty traffic con-
servation (assigning all traffic across available paths), the induced AS-level exposure must
be topologically consistent, and the predicted performance cost must be remain the oper-
ator’s budget. Let A denote the set of internal ASes that appear on at least one candidate
path, andlet P, C P denote the subset of paths that traverse AS 2. Each path p has an
added delay d, relative to the reference path. Given a PLT-overhead budget B, an allocation

is feasible if it satisfies:

> x =1, (4.22)

pEP
%, >0 Vp € P, (4.2b)
=) % Va € A, (4.20)
pEP,
ra = fi(va) Va € A, (4.2d)
| xd, | <B (4.2¢)

pEP

Constraints (4.2a) and (4.2b) ensure that x is a valid traffic distribution: all traffic is as-

signed to candidate paths, and no path receives a negative traffic fraction. Constraint (4.2¢)
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computes the exposure v, at each AS 4 as the aggregate traffic fraction of all paths intersect-
ing that AS. Constraint (4.2d) maps this exposure through the site-specific privacy map-
ping £;(-) to yield the predicted classification accuracy 7, for AS 4. Finally, Constraint (4.2¢)
enforces the performance envelope by mapping traftic-weighted delay through the site-
specific function g;(-). By evaluating the formulation across a range of values for B, PRaXI-
GUARD generates a privacy—performance frontier that allows an operator to select an opti-

mal split within their overhead tolerance.

OrTiMIZATION OBJECTIVES

Given the feasible space, PRAXIGUARD supports multiple privacy objectives over the vector

of per-AS risks r = {7, },c.

MINIMIZING THE STRONGEST OBSERVER. To defend against worst-case adversaries,

PrRAXIGUARD adopts a minmax strategy:

min max7, s.t. constraints (4.2). (4.3)
X acA

This objective minimizes the maximum classification accuracy achievable by any single

intermediate AS, neutralizing the most powerful observer in the topology.
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REDUCING THE ATTACK SURFACE. Alternatively, PRAXIGUARD can minimize the total

number of high-risk AS observers whose predicted accuracy exceeds a threshold z:

min ZH[;@, > 7|  s.t. constraints (4.2). (4.4)
* a€A

This policy thins the attack surface by reducing the count of adversaries capable of high-
confidence fingerprinting. In the MILP implementation, we linearize the indicator using a
binary variable z, € {0, 1} for each AS and a sufficiently large constant M (where M =
100 — 7):

r, <tv+Mz, Vac A, (4.5)

Minimizing )  z, thus minimizes the number of observers for whom 7, > 7.

IMPLEMENTATION AND OUTPUT

To ensure compatability with standard MILP solvers, PRAXIGUARD represents the empir-
ical mappings £;(-) and g,(+) as piecewise-linear functions. We linearize the minmax objec-

tive by introducing an auxiliary variable ®@,,,, and imposing 7, < @, foralla € A. The
optimizer’s final output is a discrete path-level traffic allocation, which can then be realized

by an edge-steering mechanism. §4.5.3 details how we utilize flow-level steering to preserve

these privacy gains while maintaining performance.
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4.5 EvALUATION

We evaluate whether PRAXIGUARD can leverage existing path diversity to provide prac-
tical protection against AS-level website-fingerprinting attacks. The preceding sections
established the two foundational inputs required for our optimization framework: path
availability and privacy-performance mappings. Specifically, §4.3 demonstrated that mean-
ingful AS-level path diversity is made available by systems like Tango and SCION, while
§4.4 detailed how PRAXIGUARD transforms these path choices and their associated costs
into optimized traffic allocations. Building on this, we now describe our data collection
methodology and experimental setup. We then evaluate whether PRAXIGUARD effectively
reduces worst-case AS inference risk, eliminates high-risk AS observers, and remains effec-
tive under flow-level enforcement.

Our evaluation is thus structured in three parts: Experimental Inputs (§4.5.1): We de-
scribe the construction of the experimental inputs used throughout this study, including
the Tango and SCION AS-level path sets and the site-specific privacy and performance
mappings consumed by the optimizer. We also describe the construction of aggregate
mappings, which average these empirical per-site measurements to serve as a site-agnostic
baseline. Optimization Gains (§4.5.2): We demonstrate that, within a minimal predicted
PLT overhead budget, PRAXIGUARD significantly reduces worst-case attacker accuracy

and eliminates high-risk AS observers compared to both undefended traffic and a uniform
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splitting defense. We further compare per-site versus aggregate-site mapping allocations

to quantify when per-site optimization provides additional privacy benefit. Enforcement
Granularity (§4.5.3): We show that optimized allocations can be enforced at flow granu-
larity, preserving the privacy benefits of reduced traffic exposure while avoiding reordering

penalties caused by packet-splitting.

4.5.1 EXPERIMENTAL INPUTS

PATH DIVERSITY SUBSTRATES.  We evaluate PRAXIGUARD using two complementary
path substrates, which both provide meaningful AS-level diversity (§4.3). For Tango, we
utilize a live Vultr deployment spanning 23 source and 22 destination nodes (506 pairs).
For each pair, we employ Tango’s community-suppression technique to uncover alternate
BGP-compliant forwarding paths that would otherwise remain hidden under standard
BGP operation. Each route is converted into a unique AS-level path, with the default BGP
route serving as the baseline reference. For SCION, we extract paths from a public SCION
measurement database '*”. We parse source-destination SCION address pairs and collapse
SCION’s interface-level paths into unique AS-level path sets. Since SCION does not have
a single “default” route, we use the most frequently observed path for each pair as the ref-
erence path. For both substrates, we focus on intermediate AS observers by excluding the
source and destination ASes. We omit path sets where no internal AS observers exist, as
these are inherently private under our threat model.
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Table 4.2 Sites used in our empirical measurements, with median number of flows and baseline TCP handshake RTT.

Domain Median Flows Baseline RTT (ms)
amazon.com 114 23.24
discord.com 11 6.31
instagram.com 14 7.31
linkedin.com 38 8.36
netflix.com 638 8.48
pinterest.com 36 7.38
spotify.com 110 8.15
twitch.tv 56 7.38
wordpress.com 37 8.05
youtube.com 22 9.02

S1TE-SPECIFIC PRIVACY EXPOSURE MAPPINGS.  We used a Playwright-based headless
browser to collect traffic traces for a diverse subset of the Alexa Top 100 websites. We per-
formed so visits per site, capturing packet-level metadata via tshark. To ensure sufficient
density for realistic multipath splitting, we filtered the dataset for reachability and a min-
imum volume threshold of 250 packets. This yielded a dataset of 4,150 complete traces
across 85 distinct domains. While we verified our findings across the full 85-site dataset to
ensure generalizability, we focus our presented analysis on the ten representative sites in
Table 4.2 to allow for a more in-depth evaluation of our site-specific optimization.
Mapping Generation: We simulate varying levels of adversarial exposure by splitting
these traces according to a Dirichlet distribution (¢ = 0.5). To evaluate the privacy risk
associated with these splits, we utilize Laserbeak, a state-of-the-art, transformer-based web-

site fingerprinting classifier. While we evaluated several attack classifiers, Laserbeak consis-
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tently proved the most eftective, achieving 97% accuracy on undefended traces and provid-
ing a robust upper bound on adversarial capability. For each site, we split traffic across 7
paths and measure classification accuracy when the adversary observes 7 of them, varying

m € [1,5]and 7 € [1, min(4, m)].

S1TE-SPECIFIC PERFORMANCE COST MAPPINGS.  We used the same Playwright-based
automated browser framework to collect live performance metrics while visiting ten pop-
ular websites (listed in Table 4.2) from a dedicated Ubuntu 22.04 test server. Each site was
visited 20 times, and standard client-side performance metrics—including Time to First
Byte (TTFB), DOMContentLoaded, and WindowLoaded (i.e., PLT) —were recorded for
each session. To mitigate cold-start effects and ensure consistent measurement conditions,
we performed a warm-up visit for each site prior to data collection, allowing browser caches
and DN resolution to stabilize. To isolate the impact of network delay on application per-
formance, we conducted experiments in a controlled environment using a programmable
switch capable of fine-grained, per-packet delay injection. Delay was implemented via a
hardware-level “jail-lock” timestamping mechanism: upon arrival, each packet was times-
tamped, assigned a target release time based on the desired s of delay, and recirculated
within the switch until its release time, after which it was forwarded to the end host.
Mapping Generation: We introduced artificial delay across the same (7, m) traffic con-

figurations used in the privacy analysis, to emulate network delay conditions commonly
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Figure 4.8: Experimental delay setup for controlled end-to-end performance measurements.

observed in the wild, while eliminating external variability that could skew results. Fig. 4.8

illustrates the setup for the (n, m) = (1, 2) case, where 50% of incoming traffic is delayed.

4.5.2 OPTIMIZATION GAINS

We evaluate whether PRAXIGUARD effectively translates path diversity and mapping inputs
into tangible privacy gains across two key dimensions: worst-case adversarial accuracy and
the size of the AS attack surface. For each source—destination AS pair, the PRax1IGUARD
optimizer selects a traffic allocation across available Tango or SCION path options to mini-
mize these adversarial risks within a minimal (7.¢., s%) predicted PLT-overhead budget. We
compare PRAXIGUARD against two baselines. The first is zo defense, where traftic follows

a single reference path, allowing any internal AS on that path to observe the full trace. The
second is uniform splitting, where traffic is divided equally across all available paths, with-
out explicitly accounting for path-specific privacy or performance costs. We define privacy
gain as the reduction in worst-case predicted attacker accuracy (in percentage points) rela-
tive to these baselines. Additionally, we evaluate the attack surface reduction by measuring

the number of “high-risk” ASes (achieving > S0% accuracy) avoided by our optimization.
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Figure 4.9: Optimization gains: under a 5% PLT-overhead budget, PraxiGuard reduces worst-case attacker accuracy
compared to (a) no defense and (b) uniform splitting. Beyond reducing the strongest observer’s accuracy, PraxiGuard
also reduces the number of high-risk AS observers over (c) no defense and (d) uniform splitting.

How WELL CAN PRAXIGUARD PROTECT AGAINST THE STRONGEST AS OBSERVER?
As shown in Fig. 4.9(a)-(b), PRAXIGUARD consistently reduces worst-case AS attacker
accuracy. Compared to no defense, PRAXIGUARD improves privacy for 87.2% of Tango
AS pairs, with a median gain of 50.7 percentage points; for SCION, gains are less broad
but can be high-impact, reaching up to 86.1 percentage points. Notably, these gains are
immediately practical: PRAXIGUARD leverages existing path diversity from these networks
without requiring new client-side mechanisms or user configuration. Importantly, PRax-
1GUARD also outperforms uniform splitting, particularly with Tango path options. This
distinction highlights the specific value of PRAXIGUARD’s optimization: rather than
merely spreading traffic, PRAXIGUARD intelligently identifies allocations that minimize
exposure to the strongest potential observers. By shifting traffic away from high-risk ASes,
PRAXIGUARD recovers privacy that uniform splitting leaves unrealized, while strictly re-

specting the performance budget.
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CAN PRAXIGUARD REDUCE THE AS ATTACK SURFACE?  Beyond weakening the sin-

gle strongest observer, we evaluate PRAXIGUARD s ability to shrink the overall “attack
surface”—defined as the number of internal AS observers capable of achieving at least some
threshold of predicted accuracy. Fig. 4.9(c) and (d) demonstrate our results for a thresh-
old case of 50%. Compared to no defense, PRAXIGUARD removes at least one high-risk
observer for roughly 45% of Tango pairs and 33% of SCION pairs, with a smaller tail re-
moving two or more ASes. Even relative to uniform splitting, PRAXIGUARD removes addi-
tional high-risk observers for about 22% of Tango pairs and 42% of SCION pairs, showing
that optimized allocation lowers the ceiling of adversarial capability while simultaneously

reducing the number of ASes that remain effective observers.

DOES SITE-SPECIFIC MODELING IMPROVE OPTIMIZATION? Because our empirical
measurements reveal significant heterogeneity in how different websites respond to both
traffic splitting and network delay, we investigate whether capturing these site-level nu-
ances improves optimization outcomes. We compare the privacy gains achieved by Praxi-
GUARD using site-specific mappings against a baseline where the optimizer utilizes a single
aggregate-mean mapping derived from combined domain measurements. As illustrated in
Fig. 4.10, privacy gains obtained via per-site mappings match (within 1 pp) or exceed those
of the aggregate baseline across nearly all AS pairs for both path substrates. For SCION,

the two approaches are mostly comparable. For Tango, the benefits are more pronounced,
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Figure 4.10: We compare privacy gains achieved, showing the fraction of AS pairs where site-specific mappings
improve, match (within &1 pp), or underperform compared to aggregate mappings. Site-specific modeling usually
matches or outperforms aggregate models, and are particularly effective for PraxiGuard on the Tango substrate.

where per-site mappings improve the optimized split for 77.7% of AS pairs and add 7.2
percentage points of privacy gain on average over the aggregate mapping. These results un-
cover an important optimization opportunity: site-specific empirical calibration directly
affects which allocations PRAXIGUARD selects, enabling it to recover privacy gains that ag-

gregate models would otherwise miss.

4.5.3 ENFORCEMENT GRANULARITY

Finally, we ask how a deployment should realize the optimizer’s fractional path allocations.
Packet-level splitting assigns individual packets to paths and can closely approximate ar-
bitrary allocations, but it causes packet reordering with paths under different delay con-
ditions. Flow-level splitting assigns each transport flow to one path, preserving transport-

layer coherence while approximating the target trafhic allocation over the aggregate of many
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Figure 4.1 1: Against two different state-of-the-art classifiers, flow-level splitting preserves—and in some cases
improves upon—privacy gains compared to packet-level splitting.

flows. We evaluate classification accuracy and PLT induced by both these strategies to de-

termine the more effective enforcement granularity.

DOES SPLITTING GRANULARITY AFFECT THE STRENGTH OF THE PRIVACY GAIN? We
evaluate whether the fine-grained interleaving of packet-level splitting provides a superior
privacy signal compared to the coarser flow-level approach. As shown in Fig. 4.11, we com-
pare classifier accuracy across exposure levels for both strategies under the LaserBeak clas-
sifier and another state-of-the-art Deep-Fingerprinting (DF) classifier **°, which uses only
directional sequences as input. Across tested classifiers, flow-level splitting achieves accu-
racy reductions comparable to—and in several configurations better than—packet-level
enforcement. For LaserBeak, flow-level splitting lowers accuracy by roughly 24 percentage

points at 40% exposure (44% vs. 68%) and 9 percentage points at 60% exposure (67% vs.
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76%); for DF, the two strategies remain closely matched, with both near 45% accuracy at
60% exposure. These results suggest that, for the classifiers we evaluate, the dominant pri-
vacy benefit comes from limiting how much of the trace any observer receives, rather than

from the finer-grained packet interleaving provided by packet-level splitting.

HoOW DOES SPLITTING GRANULARITY IMPACT APPLICATION-LAYER PERFORMANCE?
While both strategies offer similar privacy protections, their impact on application perfor-
mance varies significantly when traffic is split across multiple paths. We quantify the PLT
overhead incurred by both enforcement granularities using the controlled delay-injection
setup described in §4.5.1. Fig. 4.12 reveals a stark contrast: packet-level splitting imposes
seconds of additional delay, while flow-level splitting remains much closer to baseline. At

25 ms of added path delay, packet-level splitting raises median PLT overhead to roughly
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3.6 s, compared to about 1.0 s for flow-level splitting; at 5o ms, the median packet-level
overhead grows to about 5.4 s, while flow-level splitting remains near 1.1 s. Packet-level
splitting also exhibits much higher variability, with the upper range exceeding 10 s at 50 ms
—an unreasonable cost for ordinary page loads—whereas flow-level splitting remains be-
low roughly 2.5 s. This overhead arises because packet-level splitting breaks the sequence
of individual transport flows, forcing receivers to bufter out-of-order packets and stalling
the loading of web objects that are sensitive to TCP reordering. In contrast, flow-level split-
ting keeps each connection on a consistent path, eftectively insulating the application from
these transport-layer costs.

Together, these results show that flow-level splitting is the optimal enforcement granu-
larity for PRAXIGUARD. It successfully realizes concrete privacy gains while ensuring the

transport layer remains robust to underlying network conditions.

4.6 DiscussioN

Our analysis assumes that the AS-level paths exposed by the underlying path-control sub-
strate match the paths that packets actually traverse. Active routing attacks violate this as-
sumption: an adversary could try to attract, detour, drop, or selectively manipulate traffic
so that the defender’s estimated AS exposure no longer matches the realized exposure. This

is a different problem from passive WFP because the adversary is no longer merely observ-
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ing the allocation chosen by PRAXIGUARD, but is actively changing the network condi-
tions under which that allocation is evaluated. Addressing this setting would require cou-
pling PRAXIGUARD with routing-security mechanisms and data-plane validation: the op-
timizer would need either authenticated path guarantees, as in SCION, or measurements/
attestations that detect when BGP-based forwarding deviates from the expected AS path.
For Tango-like deployments, prefix granularity can limit simple more-specific subprefix
hijacks, but it does not address exact-prefix hijacks, route leaks, malicious forwarding, or
control/data-plane inconsistencies. Thus, active routing attacks are best viewed as comple-
mentary to our passive AS-level WFP threat model: PRAXIGUARD reduces information
leakage given a set of available paths, while routing security determines whether those paths

can be trusted under adversarial manipulation.

4.7 RELATED WORK

WEP attacks exploit metadata from encrypted traffic—such as packet sizes, directions, and
inter-arrival times—to infer a user’s browsing activity. Early attacks relied on classical ma-
chine learning (e.g., k-FP7", CUMUL" "), while recent deep learning approaches, notably
Deep Fingerprinting (DF) **°, have significantly increased attack accuracy, achieving over
98% accuracy in closed-world settings. More recent work has further strengthened WFP

attacks by leveraging limited observations ', targeting early-stage traffic’®, shifting to Tor
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exit-node-based attacks*’, and using transformer-based classifiers as in LaserBeak

Defenses against WEP fall into two main categories: additive obfuscation and traffic
splitting. Additive defenses modify traces through padding, delays, or dummy packets.
Fixed-rate schemes (BuFLO, Tamaraw **) successfully obscure traffic features with these
techniques, but incur substantial bandwidth and latency overheads. Probabilistic schemes
like WTF-PAD ™ reduce overhead by opportunistically masking traffic gaps, but they are
vulnerable to modern deep-learning classifiers. FRONT and GLUE"" shift focus to early-
trace or inter-trace obfuscation to limit cost. QCSD ** operates at the user-space QUIC
layer, shaping traffic patterns in a directional manner. Despite reducing costs, these additive
approaches remain brittle against deep-learning attacks.

Trafhic-splitting aims to distribute flows across multiple paths, obfuscating fingerprints
without injecting overhead. TrafficSliver > splits packets across Tor entry guards; Henri et
al.”" leverage ISP multihoming; CoMPS '*” exploits QUIC migration. These approaches re-
duce WFP accuracy at lower overhead costs than additive defenses, but most of these works
rely on Tor, which comes at a significant performance cost itself and cannot support mod-
ern browsing speeds. Prior works overlook routing realities and treat all paths as equally
viable—applying uniform splitting without regard to AS-level overlap. These abstractions
limit their real-world deployability, especially in the presence of Internet centralization,

where multiple nominal paths often converge through shared ASes. Finally, works like
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are tied to the QUIC protocol, limiting broad usability for different applications.

Prior work on AS-aware path selection in Tor has focused on classic traffic-correlation
attacks, aiming to prevent a single AS from observing both the entry and exit of a circuit
These approaches assume adversaries only observe single end-to-end paths and are tightly
coupled to Tor’s overlay and relay-selection policies. While effective for protecting Tor cir-
cuits, they do not address stronger AS-level adversaries capable of correlating traffic across
multiple paths, and thus provide limited benefit in our setting. In contrast, we consider a
more powerful adversary and design traffic-splitting strategies that leverage Internet-scale
AS path diversity beyond Tor. To our knowledge, our work is the first to combine AS-
aware traffic splitting with formalized optimization techniques to explicitly target WEFP

defenses across existing Internet path options.

4.8 CONCLUSION

PRAXIGUARD is the first principled framework to provide practical, network-aware website
fingerprinting defenses, leveraging AS-level path diversity for policy-driven traffic splitting.
Unlike prior approaches, PRAXIGUARD uses an ILP-based optimizer grounded in per-site
empirical models to quantify how traffic allocation affects both worst-case risk and page-
load performance. The optimizer then selects privacy-maximizing allocations and, among

them, chooses low-cost splits that satisfy a specified performance budget.
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Our evaluations with Tango and SCION demonstrate that under low PLT overheads
(<5%), PRaXIGUARD reduces worst-case attacker accuracy by a median of 52 percentage
points (up to 99 pp) and improves privacy for 87% of studied Tango AS pairs. These re-
sults reveal a key opportunity: on real-world path substrates with heterogeneous latencies,
strong privacy gains need not necessitate severe performance penalties. Thus, we show that
optimized, network-aware traffic allocation can systematically harness existing path diver-

sity and offer a path toward practical, performant WFP protection at Internet scale.
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Conclusion

The modern Internet leaves users exposed to persistent threats to security, privacy, and per-
formance. Although these vulnerabilities arise in different forms, they share a common ar-
chitectural root: the Internet provides limited practical control over how traffic is admitted

to and routed across heterogeneous, independently administered domains.
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5.1 SUMMARY OF CONTRIBUTIONS

This dissertation addresses these limitations by strengthening two critical levers at the net-
work edge: ingress control and route control. The central thesis is that stronger protections
become possible through cooperative, edge-centered co-design. Rather than building de-
fenses as standalone solutions, the systems developed here coordinate heterogeneous ele-
ments to realize more effective defenses that cannot otherwise be achieved in isolation.

Concretely, this dissertation makes the following contributions. We demonstrate that
ingress control can be strengthened through secure coordination between high-speed data-
plane mechanisms and exact host-side processing. This layered co-design enables the edge
to withstand massive resource-exhaustion attacks without sacrificing user performance. We
further show that route control can be strengthened by exposing and exploiting alternative
interdomain paths within the constraints of existing protocols, and by dynamically allocat-
ing traffic across these paths, to jointly optimize for privacy and performance.

Together, these contributions demonstrate that distributed defense systems, when de-
signed to operate as a unified system, can restore meaningful control in ways that are both

principled and deployable, protecting everyday users within the Internet as it exists today.
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5.2 LESSONS LEARNED

This dissertation suggests that stronger Internet defenses do not necessarily come from
pushing more functionality to end hosts or from assuming control over the entire network
path. Instead, meaningful gains can come from carefully leveraging the limited but strategic
control available at the edge. Across both ingress control and route control, the network
edge provides a practical vantage point for acting on traffic before it reaches downstream
users and for influencing how trafhic enters or traverses the wide area.

A related lesson is that limited control can often be amplified through careful system
design. Within a single edge, layering hardware and software enables defenses that are both
fast and precise, despite the constraints of each platform in isolation. Across multiple edges,
selective cooperation enables new routing options without requiring global deployment
or changes from the Internet core. In both cases, the key is not full control, but how to
expand what is achievable from the control that is already available.

More broadly, the systems in this dissertation show that Internet defenses must be de-
signed around real operational constraints, not apart from them. Constraints such as par-
tial adoption, limited trust, platform heterogeneity, and performance sensitivity are not
peripheral details; they shape what forms of protection are actually viable. Treating these
constraints as first-class concerns leads more deployable systems, that ultimately translate to

more effective solutions.
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5.3 CONCLUDING REMARKS

We envision a next generation of network defenses that are no longer hand-partitioned
across heterogeneous components, but instead are automatically synthesized from high-
level security and performance objectives into coordinated implementations spanning
switches, servers, and end hosts. In this vision, defenses would combine centralized rea-
soning with distributed enforcement, compiling abstract policies into concrete placements,
rules, and coordination patterns that respect the capabilities and constraints of each plat-
form. Our position paper SIEVE ' sketches an initial direction for this line of work, but
realizing this broader vision will require new abstractions and tighter integration across
networking, systems, programming languages, and compiler design.

Taken together, this dissertation establishes a practical agenda for edge-centered co-
design and cooperation to better protect users in today’s Internet. Although the Internet
was not designed for strong control over traffic admission and routing in adversarial set-
tings, this work demonstrates that such control can be incrementally strengthened without
major infrastructure upgrades. By coordinating mechanisms at and across the network
edge, we show that it is possible to improve users’ security, privacy, and performance while

remaining grounded in the practical realities of today’s networked systems.
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