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We rely daily on the Internet for essential services 

E-commerce  

Healthcare  

Government  

Education  

Transportation 

Critical Infrastructure
Live streaming  

Real-time gaming  

Social networks  

News platforms  

Smart home ecosystems 

Consumer & LifestyleCommunication
Email messaging 

Voice/video conferencing 

Chat platforms  

Online forums 

File sharing  
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…but today’s Internet is not up for the task! 

Security Issues Abound 



Massive DDoS attacks disrupt the Internet 

4*DDoS: Distributed Denial-of-Service



Security is not guaranteed
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Users:  
Critical service disruption in 
e-commerce, online banking, 
streaming/media, gaming, 
communication networks…

Providers:  
Huge financial losses, data 
breach risk, brand/reputation 
damage, regulatory fines, 
cyber warfare escalation…
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The Internet has a “plug-and-play” model

Local 
ISP

Comcast

AT&T Cloud Provider Network

Campus Network

Wide-Area Network

Edge X

Edge Y
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The Internet has a “plug-and-play” model
connect to one network and send traffic to anyone globally

Local 
ISP

Comcast

AT&T
Request
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The Internet has a “plug-and-play” model

Local 
ISP

Comcast

AT&T
Request

connect to one network and send traffic to anyone globally without dealing with underlying mechanisms (routing, etc.)
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The Internet does not natively provide



The Internet does not natively provide

Ingress Control
you cannot prevent others from sending 

you traffic…enabling availability attacks

Route Control
you cannot choose what path your own traffic 

takes…enabling privacy + performance attacks

Default Path
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Security

Deployability Performance
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Security

Deployability Performance

Edge-Centered Co-Design and Cooperation!



Dissertation Outline

Chapter 1: Introduction 
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Part I: Ingress Control via Intra-Edge Co-Design  
Chapter 2: SmartCookie (Tiered Traffic Filtering)  

Part II: Route Control via Inter-Edge Cooperation  
Chapter 3: Tango (Path Exposure)  

Chapter 4: PraxiGuard (Path Exploitation) 

Chapter 5: Conclusion 
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SmartCookie  
[USENIX Sec ‘24]

Part I: Ingress Control via Intra-Edge Co-Design

Tango + PraxiGuard 
  [in preparation] [NSDI ‘24]

Part II: Route Control via Inter-Edge Cooperation
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SmartCookie  
[USENIX Sec ‘24]

Part II: Route Control via Inter-Edge Cooperation

Tango + PraxiGuard 
  [in preparation] [NSDI ‘24]

Part I: Ingress Control via Intra-Edge Co-Design
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In order for clients to start downloading content

Local 
ISP

Comcast

AT&T
Request
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In order for clients to start downloading content

Local 
ISP

Comcast

AT&T
Request

connections must first be established with a “3-way-handshake”



3-Way Handshake (Protocol)
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ESTABLISHED

SYN

ACK

SYN-ACK 

ServerClient

Memory

stores state 
needed for the 

connection

ACK: “Acknowledge”
SYN: “Synchronize”
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Server

SYN Flooding: an asymmetric attack on resources  

Memory

Memory

Memory

SYN

No return ACK
Adversary

SYN-ACK 

128-1024 
available blocks

100s of millions  
of requests
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Server

SYN Flooding: an asymmetric attack on resources  

Memory

Memory

Memory

SYN

No return ACK
Adversary

SYN-ACK 

128-1024 
available blocks

100s of millions  
of requests

Server memory is depleted, leading to DoS for new requests 
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Server
Adversary

SYN

100s of millions  
of requests

Trading memory…

Memory

Memory

Memory

SYN Cookies: a stateless solution 



23

Server
Adversary

SYN

100s of millions  
of requests

Memory

Memory

Memory

SYN Cookies: a stateless solution 
…for compute 
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Server
Adversary

SYN

100s of millions  
of requests

Memory

Memory

Memory

SYN Cookies: a stateless solution 
Cryptographically secure “cookie” computed to store the relevant state
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Server
Adversary

SYN

100s of millions  
of requests

Memory

Memory

Memory

SYN Cookies: a stateless solution 
Cryptographically secure “cookie” computed to store the relevant state

SYN-ACK 

No return ACK
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Server
Adversary

SYN

100s of millions  
of requests

Memory

Memory

Memory

SYN Cookies: a stateless solution 

SYN-ACK 

No return ACK

Memory protected for benign connection requests 
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A brief timeline of SYN flooding attacks

SYN Cookie Defense 
(SunOS) 

Oct 1996 

First SYN Flood Attack  
(PANIX)  

Sep 1996 

SYN Cookie Defense 
(Linux) 

Feb 1997 

. . .

SYN Floods - Among Most Common DDoS 
(Cloudflare Report)  

2026

We are here. 

SYN Cookie Standards 
(RFC 4987) 

2007 




