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We rely daily on the Internet for essential services

...but today’s Internet is not up for the task!
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Security Issues Abound



Massive DDoS attacks disrupt the Internet

Multiplayer gamers on different platforms have experienced service outages and disruptions

simultaneously. The cybersecurity community suspects a major distributed denial of service attack (DDoS)
from Aisuru, a massive botnet pushing out record-breaking traffic.

Downdetector users are reporting widespread problems affecting Steam and Riot Games, two of the

world’s largest gaming platforms. Gamers complain about being unable to play major titles, such as
Counter-Strike, Dota 2, Valorant, League of Legends, and many others.

*DDoS: Distributed Denial-of-Service



Security is not guaranteed

SECURITY

DDoS attacks up nearly 40%, mostly targeting
gaming and retail, Radware reports

Users:

Critical service disruption in
e-commerce, online banking,
streaming/media, gaming,
communication networks...

Providers:

Huge financial losses, data
breach risk, brand/reputation
damage, regulatory fines,
cyber warfare escalation...



The Internet has a “"plug-and-play” mode|
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The Internet has a plug and play model

connect to one network and send traff/c to anyone globally

m




The Internet has a plug and play model

connect to one network and send traff/c to anyone globally Wlthout dealmg Wlth underlymg mechamsms (routmg etc. )




The Internet does not natively provide



The Internet does not natively provide

Ingress Control ! .
you cannot prevent others from sending
you traffic...enabling availability attacks |
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The Internet does not natively provide

Ingress Control

you cannot prevent others from sending
you traffic...enabling availability attacks

Route Control

you cannot choose what path your own traffic
takes...enabling privacy + performance attacks
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Deployability ,

Security

Performance
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Security

Edge-Centered Co-Design and Cooperation!

Deployability

Performance

13



Dissertation Outline

Chapter 1: Introduction

Part I: Ingress Control via Intra-Edge Co-Design
Chapter 2: SmartCookie (Tiered Traffic Filtering)

Part Il: Route Control via Inter-Edge Cooperation
Chapter 3: Tango (Path Exposure)

Chapter 4: PraxiGuard (Path Exploitation)

Chapter 5: Conclusion
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SMARTCOOKIE

T'ANGO + PRAXTIGUARD

[USENIX Sec 24]

Part I: Ingress Control via Intra-Edge Co-Design

INSDI 24] [in preparation]

Part Il: Route Control via Inter-Edge Cooperation
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SMARTCOOKIE TANGO + PRAXTIGUARD

[USENIX Sec 24] [INSDI 24] [in preparation]

Part I: Ingress Control via Intra-Edge Co-Design Part Il: Route Control via Inter-Edge Cooperation
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In order for clients to start downloading content
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In order for clients to start downloading content
connections must first be established with a “3-way-handshake”

m
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3-Way Handshake (Protocol)

SYN
————

) SYN-ACK

ACK i

ESTABLISHED
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Client

SYN: “Synchronize”
ACK: “Acknowledge”

Server
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stores state
needed for the
connection
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SYN Flooding: an asymmetric attack on resources

of requests [

SYN-ACK

( 128-1024

available blocks

Adversary
No return ACK Server
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SYN Flooding: an asymmetric attack on resources

Server memory is depleted, leading to DoS for new requests

of requests [

SYN-ACK

( 128-1024

available blocks

Adversary
No return ACK Server
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SYN Cookies: a stateless solution

Trading memory...
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SYN Cookies: a stateless solution

...for compute
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SYN Cookies: a stateless solution

Cryptographically secure “cookie” computed to store the relevant state

100s of millions. ¥
of requests

Adversary Server
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SYN Cookies: a stateless solution

Cryptographically secure “cookie” computed to store the relevant state

100s of millions. ¥
of requests

SYN-ACK
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Adversary
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SYN Cookies: a stateless solution

Memory protected for benign connection requests
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A brief timeline of SYN flooding attacks

First SYN Flood Attack SYN Floods - Among Most Common DDoS
(PANIX) (Cloudflare Report)
Sep 1996 PAVPAS

We are here.

SYN Cookie Defense
(Linux)
SYN Cookie Standards
(RFC 4987)
SYN Cookie Defense
(SunOS)
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