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Abstract

Modern Internet applications such as video conferencing, cloud gaming, and AR/VR demand
high media quality, low latency, and massive scale. Yet networks still operate largely as
best-effort conduits with limited visibility into application behavior or quality of experience
(QoE), leaving operators unable to react in time to short-lived congestion, stealthy attacks,
or dynamic scaling needs that disproportionately affect application performance, security,
or scalability. Addressing these problems requires packet-level measurement and real-time
control in the network itself, where traffic can be observed and acted upon before users
feel the impact. High-speed programmable switches and Smart Network Interface Cards
(SmartNICs) offer a path to boosting applications at up to terabit rates, but only with careful
designs that operate within stringent limits on memory and computation, while handling
sophisticated, stateful protocols such as Transmission Control Protocol (TCP) for on-demand
traffic (for example, web browsing and video streaming) and Real-Time Communication
(RTC) for real-time interactive traffic (for example, video conferencing and online gaming).

This dissertation develops efficient, hardware-amenable techniques for real-time network
monitoring and control across both traffic classes. For on-demand traffic, we present DART
(Data-plane Actionable Round-trip Times), which measures TCP round-trip time (RTT) at
line rate by carefully handling retransmissions, reordering, and selective acknowledgments—
TCP behaviors that can otherwise distort RTT samples or exhaust limited switch memory.
Building on this capability, we develop HiDe (Hijack Defense) to promptly detect and miti-
gate stealthy long-distance routing attacks using passively monitored RTT variation as the
detection signal.

For interactive traffic, we analyze representative video-conferencing systems, including
Zoom (proprietary) and MediaSoup (open-source), and derive detailed packet-level perfor-
mance metrics. For Zoom, we show that despite encryption and a proprietary RTC proto-
col, packet headers retain enough information to recover per-media-stream quality indicators

such as bitrate, frame rate, and jitter. These insights motivate Scallop, a scalable hardware-
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software co-designed architecture for video-conferencing infrastructure inspired by Software-
Defined Networking (SDN). In Scallop, a high-speed data plane executes high-frequency,
latency-sensitive operations, while a lean software control plane handles infrequent tasks,
improving performance and scalability, and reducing cost relative to conventional software
solutions.

Overall, this dissertation advances scalable, application-aware network monitoring and
control techniques that improve the performance, security, and scalability of the Internet’s
two most prevalent application classes. Our open-source research artifacts, including hard-
ware prototypes and traffic-analysis tools, are already being used by both academia and

industry for further study and development.
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Chapter 1

Introduction

Daily, millions of Internet users around the world rely on networked applications in their per-
sonal and professional lives. These applications span traditional ones like web browsing and
email, modern staples such as video streaming and conferencing, and emerging ones includ-
ing AI (Artificial Intelligence) chatbots and AR/VR (Augmented Reality/Virtual Reality).
Across this spectrum, users expect applications to be responsive, reliable, and secure.

These applications, in turn, depend on computer networks, which are complex webs of
distributed devices that process data traffic at global scale. Today’s networks are being
pushed to their limits as applications become more sophisticated, traffic volumes continue
to grow, expectations for quality-of-experience (QoE), security, and scalability rise, and the
Internet becomes increasingly heterogeneous—both in the devices that connect (e.g., mobile)
and the access networks they use (e.g., cellular). Networks therefore must evolve to meet
these demands.

In this dissertation, we argue and illustrate that they can do so through two complemen-
tary approaches. First, networks should deeply observe application traffic by continuously
extracting the attributes that matter for application performance, security, and scalability

(Chapters 3 and 5). Second, networks should intervene meaningfully by analyzing these
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attributes and acting on them to boost application performance, security, and scalability

(Chapters 4 and 6).

1.1 Applications, Networks, and the Gap

Modern Internet applications span a wide range of traffic patterns and user expectations,
but they increasingly share one common feature: they require networks to deliver a level
of performance and security that was never guaranteed as part of their original best-effort
design. Interactive applications such as video conferencing, cloud gaming, and AR/VR
demand consistently low latency and low jitter, because even brief disruptions can lead to
frozen video, garbled audio, or lag. On-demand applications such as web browsing, file
transfer, and video streaming place heavy demands on throughput, while still relying on low
tail latency to avoid stalls and long completion times. Across both classes, users and service
providers also expect security and scalability, requiring networks to defend against threats
while supporting many concurrent users and sessions at reasonable cost. In this dissertation,
we use the term application outcomes to refer to these desired properties of performance,
security, and scalability, which together capture what applications ultimately expect from

the network. The demand for these outcomes generates pressure on the underlying network.

1.1.1 End-to-End Outcomes Shaped by In-Network Events

Application outcomes are end-to-end properties, but what happens inside the network
strongly shapes them. For example, congestion at a router can inflate delay and jitter,
turning a smooth video conference into an unusable one. Routing changes, load-balancing
decisions, and failures can alter paths or availability in ways that applications experience as
performance degradations or outages. Security outcomes are similarly end-to-end: whether
policies are enforced and whether attacks are detected and mitigated depends on decisions

made along the path, not just at the endpoints. In short, the network is an active envi-
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ronment where the composition of many local, hop-by-hop decisions determines eventual

application outcomes.

1.1.2 End-to-End Protocols Insufficient

End-to-end protocols help applications cope with network variability through adaptation
and control. Application-layer protocols, such as DASH (Dynamic Adaptive Streaming
over HTTP [152]) for on-demand applications and WebRTC (Web Real-Time Communica-
tion [17]) for interactive applications, explicitly adapt user-facing QoE metrics—for example,
video resolution/bitrate, rebuffering rate, and interactivity—while transport protocols such
as TCP (Transmission Control Protocol [112]) primarily adapt quality-of-service (QoS) met-
rics like throughput, loss, and round-trip time (RTT). These mechanisms are essential, but
they cannot meet all the demands of modern applications for three main reasons.

First, end-to-end control loops run at the granularity of sessions and therefore only ob-
serve metrics from their own sessions before adapting. In contrast, an intermediate network
vantage point can observe thousands of concurrent sessions sharing the same links and de-
vices, which enables more accurate detection of shared performance and security problems.
Second, the network sits closest to where many issues originate, such as congestion, failures,
misconfigurations, and attacks. This proximity allows it to detect and mitigate problems
early, before they cascade into QoE or security degradation. End hosts typically react only
once symptoms reach the edge, when it may already be too late. Third, for security, relying
entirely on endpoints is risky. Attack traffic can exploit end-host vulnerabilities, and traffic
from volumetric attacks must be blocked early before it overwhelms network resources.

For these reasons, the network should complement end-to-end protocols when such sup-
port is useful for modern applications. This perspective aligns with a later interpretation
of the widely known end-to-end principle by David Clark, a coauthor of the original paper,
that allows carefully delegated functions at intermediate points while preserving endpoint

control over application behavior [36, 129].
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1.1.3 The Application—Network Gap

However, the end-to-end and layered structure of the Internet creates a significant gap
between what applications need and what the network can readily observe and control
(described in detail in Chapter 2). Applications reason in terms of user requirements,
sessions, and outcomes such as QoE and security. Network devices, by contrast, operate
hop by hop on individual packets, using only header fields and a small amount of flow state
from preceding packets, and must make decisions under strict per-packet timing constraints
at massive traffic volumes. Assuming no tight co-ordination between applications and
networks, as is typically true on the wide-area Internet, by the time application data reaches
the network, much of its semantics have already been abstracted away by the protocol
stack. Also, key semantics are often encoded in proprietary header formats or hidden
behind encryption. As a result, network devices cannot naively parse packets to recover the

application-level context needed to reason directly about QoE or security.

In summary, endpoints have the richest context and can run sophisticated logic, but they
have limited insight into where and why problems arise inside the network. Network devices
sit on the traffic path and can observe issues as they emerge, but they are constrained in com-
putation, memory, and semantic visibility. Put together, the entity that understands what
matters is far from where problems manifest, while the entity best positioned to respond
quickly has the least context. For reasons of practicality and deployability, this dissertation
does not assume that applications or endpoints can be redesigned to expose their full in-
ternal state to the network, nor does it try to relocate application logic wholesale into the
network. Instead, it asks what limited forms of in-network observation and intervention are
possible using only the small amount of application-relevant information already available
in packets, within the operational constraints of network devices. This application-network
gap motivates novel mechanisms that let networks extract metrics relevant to application

outcomes from packet headers and act on them to improve those outcomes.
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1.2 Network-Boosted Applications

The gap between what applications need and what networks can natively provide is wide.
However, modern programmable packet processors, such as high-speed programmable
switches and SmartNICs, make on-path computation practical, expanding the network’s
role beyond best-effort forwarding. This makes it possible to view the network as an active
contributor to application outcomes rather than a passive conduit for traffic. We refer
to this perspective as network-boosted applications. Under this view, end-to-end protocols
remain essential, but they no longer need to bear the full burden of performance, secu-
rity, and scalability, especially when many problems originate inside the network, where
programmable devices can address them swiftly.

These programmable platforms are powerful, but they are not general-purpose devices.
They process packets as a stream at line rate, with only a small, bounded amount of com-
putation, memory, and memory access available per packet (described in more detail in
Section 2.2). In high-speed programmable switches, packet processing typically follows a
fixed pipeline of stages, with limited branching, simple arithmetic, and no loops; even when
a packet can be recirculated for another pass, doing so consumes valuable bandwidth. Smart-
NICs offer more flexibility, but their throughput and latency still degrade as per-packet logic
becomes more complex. As a result, network-boosted designs must be resource-aware: they
must keep the fast path simple, use compact state, and push richer or less frequent logic into
software when needed.

In this dissertation, we structure this vision as a progression of capability levels, as
illustrated in Figure 1.1. Each level builds on the previous one, moving from understanding
traffic to monitoring it continuously, to taking real-time actions, and eventually to offloading
parts of application functionality into the network, while also pointing toward a longer-term
opportunity for application-network co-design. Prior work has addressed sub-problems at
individual levels independently, but has not typically framed them together as stages in this

broader progression. Later, we describe how we apply this structure to two major classes of
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Level 1 Understanding applications from the network’s vantage point |BAelelogN(®13E101 1))

Level 2 Deep observability at scale DART (Chapter 3)

Level 3 Real-time in-network control HiDe (Chapter 4)

Level 4 Offloading application logic into the network Scallop (Chapter 6)

Level 5 Co-designing applications with the network Future work

Figure 1.1: Network-boosted applications: Progression of network support for demanding
applications, and our contributions in advancing those directions.

modern applications—on-demand and interactive.

Level 1: Understanding applications from the network’s vantage point. Before
a network can improve an application, it must be able to interpret what it sees on the
wire. This is increasingly difficult because modern applications use proprietary protocols
and widespread encryption—at the application layer and increasingly at the transport
layer (e.g., QUIC [84])—which obscures semantics. Even so, we observe that packets often
retain enough structure and metadata in their headers for the network to infer meaning-
ful application semantics and outcome-relevant metrics passively. Prior work has shown

that this kind of passive inference is possible across a range of applications and protocols

[11, 21, 62, 63, 103, 108, 118, 140, 146, 150, 170].

Level 2: Deep observability at scale. Once the network can interpret application be-
havior, it must be able to monitor it continuously and at scale. This requires moving beyond
coarse-grained traffic sampling and intermittent active probes, toward collecting metrics
directly from live traffic in the data plane. A central theme in this dissertation is that deep
observability is feasible even on resource-constrained hardware, as long as measurement is
carefully designed around the device’s constraints. Related work on in-network telemetry

supports this direction [61, 78, 114, 144, 183, 188].
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Level 3: Closing the loop with real-time in-network control. Observability is
valuable, but it is not sufficient on its own. Many performance and security issues are
time-sensitive, and reacting after end hosts observe symptoms can be too slow. At this
level, the network analyzes what it measures and once it detects a performance or security
issue, it takes action immediately, closing the control loop. Prior systems for fast in-network

control illustrate parts of this step [33, 41, 153, 159, 180, 182].

Level 4: Offloading application logic into the network. At the next level, the
network goes beyond monitoring and control to execute selected portions of an application’s
workload directly. The key is to identify operations that are repetitive, latency-sensitive,
and bandwidth-intensive, and implement them where the traffic already flows. Doing so calls
for hardware—software co-design, with programmable switches or SmartNICs handling the
high-volume fast path while a lightweight software control plane handles infrequent, com-
plex, or state-heavy tasks. When applied effectively, this split improves QoE and scalability,
enabling support for many more users at the same cost as software-based implementations.
Prior work on in-network caching, offload, and hardware-software co-design supports this

direction [7, 74, 105, 147].

Level 5: Co-designing future applications with the network. Finally, looking fur-
ther ahead, we have the opportunity to design applications with the network as an ac-
tive partner rather than an opaque substrate, a direction that some prior work has ex-
plored [73, 82, 174, 175]. Emerging workloads such as AR/VR and real-time Al inference
place stringent demands on coordination, latency, and throughput across many endpoints.
Realizing network-boosted applications at scale will require abstractions and primitives that
span a heterogeneous set of programmable platforms and that application developers can use
when building their systems. Developers will also need safety mechanisms, especially around
Al-driven control, that they can trust before deploying such systems in production. This

dissertation takes initial steps in this direction by distilling design principles for building
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application-aware functionality on modern programmable network devices. We leave the full

realization of this level to future work.

1.3 Contributions

In this dissertation, we apply the lens of network-boosted applications to the two most preva-
lent application classes—on-demand and interactive. Across both, the central idea is to close
the application—network gap by combining (i) deep observability to extract outcome-relevant
signals passively from live traffic at line rate with (ii) meaningful in-network intervention that
acts on those signals, while operating within the tight resource constraints of programmable
packet processors. All our artifacts, including hardware prototypes and analysis tools, have

been open sourced and are being leveraged in both academia and industry.

1.3.1 Continuous Visibility and Real-Time Security for On-

Demand Traffic

On-demand applications such as web browsing, file transfers, and video streaming generate
high-volume TCP traffic where performance is often stable, but security risks can be severe.
These settings call for (i) always-on, passive monitoring that captures what applications
experience, and (ii) fast, in-network defense that minimizes exposure of traffic to attacks.
Our first two contributions show how programmable network devices can provide this com-

bination at line rate despite tight constraints on per-flow state and per-packet computation.

Continuous, In-Network RTT Monitoring (Chapter 3) [144]. Our first contribution
demonstrates for the first time that it is possible to measure RTT both accurately and
continuously from passive TCP traffic inside the network at production speeds. Doing so
requires overcoming a core challenge: naively matching data packets to acknowledgments is
insufficient under real TCP behavior. Retransmissions, reordering, and cumulative acknowl-

edgments can corrupt RTT samples and can also cause state to grow quickly, exhausting
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limited device memory. We develop DART, a design that maintains a small amount of
per-flow state to identify when an RTT sample is valid and carefully manages per-packet
state so measurement remains accurate and memory-efficient across thousands of concurrent
long-lived flows. Implemented on a programmable switch, DART generates 99% of the RTT
samples produced by an offline baseline based on a variant of the popular tool teptrace [121].
The resulting RTT measurements are indicative of real-time performance and security and

enable interventions that improve application outcomes.

Real-Time Detection and Mitigation of Long-Distance Routing Attacks (Chap-
ter 4) [142]. Our second contribution illustrates that it is practical to detect and miti-
gate long-distance routing hijacks using passive RT'T measurements in real time, reducing
exposure of traffic to the attacker to just tens to hundreds of milliseconds. Doing so re-
quires overcoming a core challenge: while hijacks can induce an immediate increase in the
propagation-delay component of RTT, RTT measurements in the wild are noisy, and the
RTT surge must be distinguished from benign variation such as congestion and routine
route changes. At the same time, performing sophisticated changepoint detection on RTT
time series is intractable on programmable hardware. We develop HiDe, a design that ag-
gregates passive RTT measurements at the granularity of destination IP prefixes, denoises
them using minimums within time windows to approximate propagation delay, and applies a
switch-friendly changepoint detector to flag suspicious minimum RTT surges as they occur.
When HiDe suspects an attack, it triggers operator-configurable mitigation to contain the

event immediately, while allowing optional follow-up checks to reduce false positives.

1.3.2 Application-Aware Monitoring and Scalable Infrastructure

for Interactive Traffic

Interactive video conferencing is characterized by stringent latency and jitter requirements,

and by scalability pressures due to ever-growing usage and meeting sizes. Network boosting
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in this setting requires two capabilities. First, the network must recover enough appli-
cation structure from passively observed traffic to compute QoE-relevant metrics, even
when protocols are proprietary and encrypted. Second, it must offload the highest-volume
work in the video-conferencing infrastructure, namely selective replication, onto high-speed

packet-processing hardware. The next two contributions address these needs.

Passive, application-aware monitoring of Zoom traffic (Chapter 5) [103]. Our
third contribution develops a methodology for extracting QoE-aware performance metrics
for video conferencing from the network’s vantage point, using only passively captured traffic
and without any end-host instrumentation. Doing so requires overcoming a core challenge:
modern conferencing applications use proprietary protocols, with mostly encrypted packet
headers, so packet traces do not directly reveal the session structure or the metrics that
matter for QoE. We address this by performing controlled experiments on Zoom traffic to
identify the header fields that remain stable and informative, and using them to reconstruct
application semantics. The resulting measurement pipeline can group traffic into meetings,
identify and separate media streams, and compute metrics such as bitrate, frame rate, and

latency and jitter directly from passively-observed packets.

Hardware—software co-designed architecture for scalable video conferencing
(Chapter 6) [105]. Our fourth and final contribution presents a hardware-software
redesign of the video-conferencing infrastructure, motivated by the observation that much of
the work of a Scalable Forwarding Unit (SFU)—the server at the heart of video-conferencing
infrastructure—is similar to standard networking tasks. We leverage this observation to
build an SDN-inspired split architecture. A programmable, high-throughput data plane
handles the frequent, latency-critical operations on media packets, while a software control
plane handles semantically rich but lower-frequency tasks such as session management
and feedback-driven rate adaptation. The design maps selective replication decisions onto

hardware-friendly replication primitives, enabling the hardware fast path to carry most
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packet processing while software controls policy at longer time scales, improving scalability

by 7-422x and median SFU-induced latency by 27x.

Chapter 2 provides further background on the application-network gap, the opportunities
that programmable networks offer and the constraints that come with them, the tailoring
of network-boosting for different contexts, and the challenges of achieving the same. Chap-
ters 3-6 present our contributions in detail. We then conclude by summarizing the key
lessons from the dissertation and outlining how they can be extended to achieve broader

impact in future work.

1.4 Ethical Considerations

This research study was reviewed and approved by our Institutional Review Board (IRB).
All campus packet-trace data come from our university network and were anonymized at
the point of collection by network engineers who are expressly authorized to handle private
data. Anonymization followed the exact procedures laid down by the IRB—anonymizing all
IP and MAC addresses, and stripping all payloads. Researchers never had access to any raw
or deanonymized data. To validate HiDe’s detection and mitigation capabilities in a live
Internet environment, we performed two controlled BGP hijacks using prefixes assigned to
us by the PEERING testbed [132]. We temporarily announced these prefixes from our own
hosts under testbed guidelines, ensuring no impact on any external networks or clients. All
BGP announcements and withdrawals adhered to PEERING’s guidelines, and only our own

test prefixes were affected.
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Chapter 2

Background and Challenges

In this chapter, we provide background on the properties of the network that cause a persis-
tent mismatch between what applications require and what the network can provide (Sec-
tion 2.1), the programmable network platforms that we leverage to realize our vision of
network-boosted applications (Section 2.2), an exposition of how to tailor network boosting
to different kinds of applications and workloads (Section 2.3), and the challenges that such

tailored network-boosting imposes (Section 2.4).

2.1 Network: End-to-End and Up-and-Down

Meeting the demands of modern applications remains challenging for networks. To see why,
it helps to view the Internet along two dimensions: end-to-end, from sender to receiver, and
up-and-down, across the protocol stack from the application layer down to the physical layer.

From an end-to-end perspective, traffic traverses multiple hops, passing through a se-
quence of network devices, such as access points, routers, and switches. Typically, each
device only has a local view of the traffic it forwards, and it makes local decisions, such as
how packets are queued, scheduled, and forwarded at each hop.

From the up-and-down perspective, applications generate data using sophisticated

application-layer protocols. For example, on-demand streaming services (e.g., Netflix in a
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web browser) and interactive applications (e.g., Zoom as a desktop app) rely on protocols
such as Dynamic Adaptive Streaming over HTTP (DASH) and Web Real-Time Commu-
nication (WebRTC). These protocols manage traffic at the granularity of an application
session—for instance, between a user and a video server during video playback, or between
participants in a video call. Within a session, the application encapsulates data into mes-
sages that reflect application-level units, such as audio and video frames. These messages
are then broken into segments (sometimes called datagrams) carried by transport protocols
like TCP (Transmission Control Protocol) or UDP (User Datagram Protocol). Transport
segments in turn become IP (Internet Protocol) packets, which is the unit that network
devices forward across hops.! This design ensures modularity by cleanly separating concerns
across layers in the protocol stack. However, it also means that the application’s intent and
semantics are largely obscured by the time traffic appears as packets in the network. In
addition, modern applications often encrypt the packet payload as well, leaving the network

to reason about traffic using only a small amount of information in packet headers.

2.2 Programmable Networks

Network devices sit on the critical path for essentially all Internet traffic, so application
outcomes ultimately depend on how efficiently these devices can process packets. At a high
level, network devices perform two complementary functions: the control plane decides how
traffic should be handled, while the data plane executes those decisions on packets at line rate,
meaning at the full speed of the link. Historically, network devices primarily performed this
second function, i.e., packet forwarding. Today, however, a growing class of programmable
network devices, such as high-speed programmable switches and Smart Network Interface
Cards (SmartNICs), makes it possible for network operators to deploy new functionality

directly in the data plane on the device itself. As a result, they no longer have to rely on

IThis process continues down the stack: link-layer protocols (e.g., Ethernet or Wi-Fi) further encapsulate
packets into frames which are then delivered as bits across the physical medium from one device to the next.
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general-purpose servers that cannot keep up with line-rate traffic, or wait for device vendors
to roll out new features. Consequently, the same devices that already forward traffic can

increasingly be leveraged to improve application outcomes in line with modern demands.

2.2.1 Evolution of Network Devices

As hinted before, network devices were originally built as fixed-function switches, which
worked well when the network’s main job was to forward packets and most sophisticated
logic lived at the endpoints. As application demands and traffic volumes increased, operators
needed to introduce new network functionality faster than the hardware release cycles of
switch vendors would allow, and with finer-grained control than vendor configuration knobs
could provide. Software switches emerged to improve flexibility by running packet-processing
logic on CPUs, but CPU-based processing could not keep up with modern link speeds.

The advent of Software-Defined Networking (SDN) [99] and OpenFlow [100] was an im-
portant step toward network programmability. They introduced a clean separation between
a software-based, programmable control plane that computes forwarding policy and installs
match-action rules in switch flow tables, and a simpler data plane that executes those rules
at line rate. However, OpenFlow was designed around common switch features, which lim-
ited data-plane programmability to a narrow set of actions even as control-plane software
became more flexible. Programmable devices emerged to address these limitations, aiming

to combine hardware speed with substantially richer, operator-defined data-plane behavior.

2.2.2 Programmable Network Devices

Programmable packet-processing platforms are now highly prevalent in production net-
works. Some platforms are accessible to researchers and third-party developers through
public toolchains and reference implementations (e.g., the Intel Tofino line of switches and

NVIDIA BlueField-3 SmartNICs), while others remain proprietary in the sense that although
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Figure 2.1: Overview of the Protocol Independent Switch Architecture (PISA) and the key
features and constraints of PISA-based switches, such as the Tofino [68].

their underlying packet-processing logic is programmable, only the vendor can modify that
logic directly, and network operators are restricted to a limited set of configuration options.

This ecosystem spans multiple device classes, each occupying a different point in the
trade-off between performance and programmability. A major class is programmable switch
ASICs (Application-Specific Integrated Circuits), which are built to process packets at
terabit-scale throughput with low, predictable latency on the order of nanoseconds. Many
such switches follow a pipeline-based design, commonly described by the Protocol Indepen-
dent Switch Architecture (PISA), illustrated in Figure 2.1, in which each packet is processed
through a fixed sequence of stages. This design enables line-rate packet processing at ex-
tremely high throughput, but only under tight constraints on per-packet computation and
state. Because this dissertation primarily uses PISA-based switches for prototyping, we re-
turn in the next subsection to describe the PISA pipeline and its constraints in more detail.

Other switch designs take a run-to-completion approach, where each packet is handled by
a thread executing microcode rather than flowing through a fixed pipeline. They can sustain
line-rate throughput and low latency for relatively simple per-packet logic, and degrade
gracefully as the per-packet processing becomes more complex.

Another major class is SmartNICs, which place packet-processing capability closer to
servers and applications. SmartNICs range from System-on-Chip (SoC)- or Data Processing

Unit (DPU)-based designs (e.g., NVIDIA BlueField) to Field-Programmable Gate Array
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(FPGA)-based accelerators (e.g., AMD Alveo). Compared to switch ASICs, they typically
offer more general-purpose compute and integration with host software, but their packet-
processing throughput and latency are—similar to run-to-completion switches—sensitive to
the complexity of per-packet processing.

Despite their differences, these platforms share similar constraints.  To sustain
production-scale line rate, they can only afford a small, bounded amount of per-packet
computation, memory size, and memory access. As a result, they are powerful but resource-
constrained environments, and practical designs must carefully limit per-packet work while
choosing and organizing state intelligently. Throughout this dissertation, we primarily use
PISA-style switches (Intel Tofino family) as a prototyping platform, and we additionally use
a SmartNIC (NVIDIA BlueField-3 DPU) in Chapter 6. The broader principles, however,
are not tied to any single device family and apply across programmable packet-processing

platforms.

2.2.3 PISA Architecture and Constraints

Many high-speed programmable switches, including the Intel Tofino family [3, 68], follow
the PISA architecture as mentioned before and illustrated in Figure 2.1. A PISA switch
contains three main components: a programmable parser, a packet-processing pipeline, and
a deparser. When a packet enters the switch, the parser extracts relevant information from
its headers and places it into a Packet Header Vector (PHV). The PHV contains fields from
the packet header, such as source and destination addresses or transport-layer port numbers,
together with additional per-packet metadata. This metadata stores temporary values and
intermediate results needed by the switch program as the packet moves through the pipeline.
After processing is complete, the deparser uses the updated PHV to reconstruct the outgoing
packet.

Between the parser and the deparser sits a feed-forward packet-processing pipeline com-

posed of a fixed sequence of stages. As a packet traverses the pipeline, it is processed at each
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stage in turn. Each stage provides a bounded set of resources that together determine the
switch’s packet-processing capabilities, including PHV space for carrying extracted header
fields and metadata, match-action tables stored in TCAM (Ternary Content-Addressable
Memory) or SRAM (Static Random-Access Memory), register arrays for persistent state,
ALUs (Arithmetic Logic Units) for computation, and hash units for mapping packets to
state. This staged design enables extremely high-throughput packet processing, but only
under strict constraints: the number of stages is limited, memory is limited, branching (i.e.,
if-then-else statements) is restricted at each stage, only a bounded amount of stateful pro-
cessing can be performed per stage, ALUs support only simple operations, and loops are
disallowed. If processing cannot be completed in a single pass, the packet can be recircu-
lated to the beginning of the pipeline for further processing, although excessive recirculation
reduces the bandwidth available for normal traffic.

Because this dissertation primarily uses Intel Tofino switches for prototyping, it is useful
to make these constraints more concrete. Tofino and Tofino2 process packets through fixed
pipelines of 12 and 20 stages, respectively, while sustaining line-rate throughput of 6.4 Tbps
and 12.8 Thbps [3, 68]. In each stage, actions execute in parallel, so dependent operations
must be placed in different stages. Conditional branching is also limited within a stage,
which translates to a limited depth of if-then-else ladders. Memory size is limited to a
few megabytes, and memory access is tightly constrained: a packet in a stage can access
only its own local memory, can perform only one memory access, and can read or write
only one memory address. It cannot access state associated with earlier or later stages.
The PHV also has fixed width, which bounds how much packet state and metadata can
be carried through the pipeline. Only simple operations like addition, subtraction, and
bit manipulation are allowed, but more complex arithmetic operations like multiplication
and division are not possible. Tofino further provides a Packet Replication Engine (PRE)

for replication and multicast, but the depth of the replication tree is limited. Tofino also

41



supports recirculation, with dedicated recirculation bandwidth, but once that budget is

exceeded, further recirculation cuts into the bandwidth available for normal traffic.

2.2.4 Maximizing Return with Resource-Aware Design

Programmable packet-processing platforms create an attractive opportunity, but taking ad-
vantage of them requires more than simply porting functionality from general-purpose soft-
ware to hardware. In practice, many programs that are straightforward in software do not
map directly to these devices. Some will never fit within the available computation and mem-
ory budget, while others may fit only by consuming so many resources that little remains
for other functions sharing the same hardware.

As a result, practical designs often rely on streaming algorithms, which process packets
online as they arrive, one at a time, using only compact state, that is, a small amount
of memory. They also often replace exact solutions with approzimate data structures or
simplified decision logic, which use limited resources to summarize information efficiently
but introduce some error (e.g., by storing a 16-bit hash of a 32-bit IP address). These
choices make demanding functionality feasible at line rate, but they also create a trade-off
between resource consumption and approximation error. Extracting the most value from
programmable packet-processing platforms therefore requires resource-aware designs that
carefully balance functionality, accuracy, and hardware footprint, especially when multiple

programs must share the same device.

2.3 Tailoring Network-Boosting

“Network-boosted applications” is not a one-size-fits-all solution. The network sits on the
path of many applications with very different traffic patterns, constraints, and notions of
success, and the same intervention can help one setting while being useless or even counter-

productive in another. Effective network boosting therefore has to be tailored to the specific
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problem class being targeted. In our experience, this tailoring is shaped by four key param-
eters: the application class, the outcome being boosted, the stakeholder who benefits, and

the type of intervention.

2.3.1 Application Class (e.g., On-Demand vs. Interactive)

We focus on the Internet’s two major user-facing application classes: on-demand appli-
cations, in which users retrieve content as needed, and interactive applications, in which
users generate and exchange data in real time. Examples of on-demand applications include
web browsing, video streaming, and file transfer, and examples of interactive applications
include video conferencing, cloud gaming, and emerging AR/VR experiences. Although
the Internet also carries other kinds of traffic, including background traffic from software
updates and cloud backup, service-to-service communication such as transfers between a
Content Delivery Network (CDN) and the application’s origin server or Remote Procedure
Calls (RPCs) between distributed services, and control traffic such as Domain Name Sys-
tem (DNS) lookups and Transport Layer Security (TLS) handshakes, the on-demand and
interactive classes capture most of the applications whose performance and security affect
users directly. As discussed earlier in Chapter 1, these classes place different demands on
the network. On-demand applications typically prioritize throughput and completion time,
whereas interactive applications require consistently low latency and jitter, since even a few
milliseconds of excess delay can severely degrade interactivity.

Thanks to a long line of prior work on improving the QoE of on-demand applications—
for example, adaptive-bitrate algorithms for video streaming and techniques to reduce flow
completion time for web browsing—performance is relatively mature in many settings (with
cellular networks as a notable exception, especially for fast-moving users). In contrast, a
major challenge for on-demand traffic is security. For example, attackers have been known
to intercept sensitive documents during downloads, or they may subject browsing traffic

to techniques such as web fingerprinting. Often, these attacks take effect inside the net-

43



work itself, such as when traffic is silently diverted onto an attacker-controlled path by a
compromised Autonomous System (AS). The network can boost on-demand applications by
detecting and mitigating such attacks as quickly as possible (Chapter 4).

By contrast, a major challenge for interactive traffic is scalability. The rise of remote work
has pushed real-time communication workloads, such as video conferencing, to unprecedented
and steadily growing scale. Today, much of the burden falls on servers inside the network,
which replicate each participant’s media stream to all others. Networks can boost these
workloads by taking on this replication task, while remaining careful about the tight latency

and jitter constraints that interactive applications require (Chapter 6).

2.3.2 Outcome (e.g., Security vs. Scalability)

Network boosting must be outcome-driven, and the target outcome shapes both what signals
the network should observe and how it should act.

For security, a practical approach is to implement a tight control loop of measurement,
detection, and mitigation in the data plane. The network can continuously measure and
analyze lightweight signals, such as RTT, that help indicate whether traffic is following
expected paths or may be getting diverted via an attacker. Once an anomaly is detected,
the network can respond immediately using operator-specified actions, such as dropping
suspicious traffic or steering it through a more comprehensive detection step to reduce false
positives. Acting early helps contain attacks and minimizes exposure of traffic to attackers,
whether measured in time or bytes (Chapters 4 and 6).

For scalability, the network must first extract just enough application context from packet
headers to take on part of the workload safely. In video conferencing, for example, packets
often carry sufficient information, such as media frame identifiers and quality indicators,
for intermediate infrastructure to make forwarding decisions without inspecting or decod-
ing application content. Software systems already exploit this structure to decide what to

replicate to each receiver based on observed receiver conditions. The network can apply the

44



same logic at much higher throughput by leveraging efficient replication primitives, such as

multicast-style packet replication.

2.3.3 Stakeholder (e.g., Campus/Enterprise Network Operator

vs. Application Provider such as Zoom)

The stakeholder who deploys and benefits from network boosting largely determines what
is both feasible and useful. Different stakeholders sit at different vantage points, observe
different slices of traffic, control different parts of the infrastructure, and are accountable
for different outcomes. As a result, boosting for the same application class can look quite
different depending on whether it is pursued by, for example, a large campus or enterprise
operator versus an application or service provider.

For a network operator, the key advantage is broad visibility from a shared vantage
point. Operators can observe traffic from many clients within an aggregation group (e.g., an
IP address block, also called an IP prefiz) and aggregate measurements across thousands of
sessions to build a network-wide view that no single endpoint can obtain. This is especially
useful for boosting the security of on-demand traffic. For example, an operator can combine
RTT measurements across clients to infer whether traffic to a particular Internet service is
following expected paths or is likely being diverted. When anomalies arise, the operator
can take immediate, policy-driven actions such as blocking, rate-limiting, or steering traffic
through stronger defenses (Chapter 4).

Network operators can also boost performance for interactive traffic. By tracking delay
on the upstream path from client to Internet, they can identify media packets that have
already consumed most of their latency budget (based on the ITU-recommended value for

lag-free human interactivity) before leaving the local network, for example due to poor
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WiFi conditions. The operator can then prioritize such packets, including selecting a better
external path when multiple paths exist (e.g., in multihomed settings).?

By contrast, boosting scalability for interactive traffic is often limited for network op-
erators because the dominant bottleneck typically sits in the application’s own infrastruc-
ture. This is where an application provider (e.g., Zoom) has a much stronger opportunity.
The provider can re-architect the system around a deliberate split between a simple, high-
throughput data plane and a richer control plane. The highest-volume work, selective repli-
cation of media packets, can be pushed into programmable hardware in the data center,
while a software control plane decides on longer time scales how sending rates should be

adapted to each receiver’s network conditions (Chapter 6).

2.3.4 Intervention (e.g., Monitoring vs. Control)

Network boosting can be achieved through two broad types of intervention. Monitoring
provides real-time, scalable visibility into what the traffic is experiencing. Control builds
on that visibility to decide how traffic is handled, for example by forwarding, prioritizing,
replicating, rate-controlling, or blocking it. Although effective control almost always depends
on monitoring, systems for monitoring and control can have distinct design requirements.

A monitoring system must provide accurate, continuous, and actionable measurements
at line rate. For example, RTT is a particularly useful metric for on-demand traffic because
it helps surface problems such as congestion and suspicious route changes (Chapter 3). For
interactive traffic, QoE is more directly reflected in metrics such as frame rate, bitrate, and
jitter (Chapter 5). Extracting these metrics from passive traffic, however, requires knowing
in advance which header fields to parse and what flow state to track, all while staying within
the tight memory constraints of programmable hardware.

Control requires analysis on top of the measurements, such as anomaly detection. For

example, routing attacks can be detected in the data plane by tracking RTT over time and

2While this dissertation provides the foundations of such an approach in Chapter 5, we leave the final
implementation to future work.
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applying change-detection techniques, meaning methods that identify sudden, unexpected,
and persistent shifts in a signal, to distinguish route changes from regular variation due
to congestion (Chapter 4). This analysis must still fit within the compute constraints of
programmable devices, which rules out many sophisticated change-detection techniques. In
contrast, control aimed at scalability must support selective, application-level replication us-
ing only information in packet headers to infer application semantics, and it must map these

decisions onto the available replication mechanisms, such as [P-multicast-style primitives

(Chapter 6).

2.4 Challenges

Realizing the promise of tailored network boosting necessitates building systems that operate
inside high-speed packet processors, while bridging a deep semantic gap between applications

and networks. This, in turn, requires solving three main challenges.

2.4.1 Constraints of Programmable Network Devices

As described in Section 2.2.4, solutions implemented on programmable packet-processing
devices must be carefully designed to take advantage of their high throughput and low
latency in the face of their severe resource constraints. In this subsection, we discuss the

design implications as they pertain to this dissertation.

Memory. Most forms of network boosting rely on keeping per-flow or per-session state, or
tracking aggregate metrics that evolve over time. Yet programmable-data-plane pipelines
can store only limited state, which forces designs to be selective about what they track
and how long they retain it. Even seemingly simple monitoring tasks can become memory
intensive once protocol complexities are accounted for. For example, continuous RT'T mon-
itoring must deal with TCP behaviors such as retransmissions, reordering, and cumulative

acknowledgments, all of which can make it harder to determine which packets should be

47



paired together to form a valid RTT sample. Handling these cases incorrectly can distort
measurements, while handling them comprehensively can exhaust limited switch memory
rapidly (Chapter 3). This necessitates designs that store compact representations of state

and implement judicious eviction policies for state that is no longer needed.

Compute. Similarly, many forms of network boosting require computation over packet
header fields and metadata. For example, to compute RTT from TCP traffic, the system
must infer when a returning acknowledgment should be paired with an earlier data packet,
using only the information visible in packet headers (Chapter 3). Likewise, to detect routing
attacks using RTT, it must maintain a running minimum RTT over a window of samples
and track changes that may indicate an unexpected route change (Chapter 4). However,
sustaining line rate leaves only a small, bounded compute budget per packet. This constraint
rules out complex per-packet logic and makes even moderately sophisticated algorithms
difficult to implement directly in the data plane. The tension is greatest when monitor-

ing, analysis, and control must share the same hardware resources, alongside other functions.

Replication. As discussed earlier, boosting the scalability of interactive applications
hinges on replication, since real-time systems must deliver one sender’s stream to many
receivers, sometimes even hundreds in webinar-style meetings. Replication is challenging
on programmable devices because, even when they offer efficient multicast-style primitives,
application needs are rarely to send every packet to everyone in the multicast group (e.g.,
meeting). Instead, packets must be replicated selectively, often making different forwarding
decisions for different receivers based on their network conditions, using only information
visible in packet headers. Achieving this requires inferring the appropriate action from
header fields and control-plane inputs, and mapping those decisions onto the device’s

replication primitives so that selective replication remains efficient at line rate (Chapter 6).

Control-Data Plane Split. Because the programmable data plane is highly constrained,

and because not every task benefits from running on every packet at line rate, it is rarely
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effective to place all network-boosting functionality in the data plane. The data plane is best
suited for simple operations that must be applied at very high volume, such as continuously
tracking RTT for an on-demand flow or performing large-scale media replication for an
interactive flow. The control plane, in contrast, can run richer logic that depends on broader
context or more complex inputs, such as making rate-adaptation decisions from detailed
feedback in video conferencing. However, finding the right split is nontrivial. Pushing too
much into the data plane may require simplifying the logic so much that the result becomes
less effective, while pushing too much into the control plane can make software processing
a bottleneck and add delay or jitter. Effective designs therefore keep simple, high-volume
packet processing in the data plane and reserve more complex or lower-frequency tasks for
the control plane (Chapter 6). Another common pattern is a layered design, in which the
data plane quickly flags suspicious events using lightweight change detection, and the control
plane then performs deeper analysis before confirming the event or taking more disruptive

action (Chapter 4).

2.4.2 Application and Protocol Complexity

As we have discussed in Section 1.1, application behavior is expressed at the level of sessions
and messages, but the network sees packets, after the protocol stack has abstracted away
much of the application’s semantics. Bridging this gap requires reconstructing higher-level
structure from information embedded in packet headers. For example, in the case of on-
demand traffic, continuous RTT monitoring from passive TCP traffic must contend with
higher-level protocol behaviors such as retransmissions, reordering, and selective acknowl-
edgments, which can distort measurements or result in state explosion if not accounted for
efficiently. Identifying such protocol behaviors requires reconstructing a valid range of TCP
sequence numbers per flow to understand when it is safe to collect RT'T samples (Chap-
ter 3). Similarly, in case of interactive video-conferencing traffic, whether a media packet

should be replicated to a receiver, depends on the identity of the sender, the media type (au-
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dio/video/screenshare), and the rate adaptation status of the media stream—higher-layer

semantics that must be reconstructed from packet headers (Chapter 6).

2.4.3 Encrypted and Proprietary Packet Headers

Visibility into network traffic is increasingly limited by protocol opacity. Modern applica-
tions often use proprietary header formats (e.g., Zoom) and encryption, including at the
transport layer (e.g., QUIC), which reduces how much the network can infer from packet
headers alone. At the same time, there are strong incentives to retain at least some useful in-
formation about traffic in packet headers. Protocol designers and application providers often
leave certain information (like the spin bit in QUIC for RTT computation) in the headers to
support operational needs like network monitoring, or to enable intermediate infrastructure
to perform functions like selective replication for video conferencing traffic without the over-
head of decrypting payloads (Chapter 5). In addition, adoption of encrypted protocols is
far from universal. Transport protocols like QUIC are not universally supported, and many
connections fall back to TCP when QUIC is unsupported. Operators may also intentionally
restrict QUIC in some environments to preserve visibility and the ability to perform traffic
engineering. Taken together, these realities suggest that the practice of embedding useful

semantic information in packet headers is unlikely to disappear any time soon.
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Chapter 3

Continuous In-Network Round-Trip

Time Monitoring

Round-trip time (RTT) is a central metric that influences end-user QoE and can expose
traffic-interception attacks. Many popular RTT monitoring techniques either send active
probes (that do not capture application-level RT'Ts) or passively monitor only the TCP hand-
shake (which can be inaccurate, especially for long-lived flows). High-speed programmable
switches present a unique opportunity to monitor the RTTs continuously and react in real
time to improve performance and security. In this chapter, we present DART, an inline,
real-time, and continuous RTT measurement system that can enable automated detection
of network events and adapt (e.g., routing, scheduling, marking, or dropping traffic) inside
the network. However, designing DART is fraught with challenges, due to the idiosyncrasies
of the TCP protocol and the resource constraints in high-speed switches. DART overcomes
these challenges by strategically limiting the tracking of packets to only those that can gener-
ate useful RTT samples, and by identifying the synergy between per-flow state and per-packet
state for efficient memory use. We present a P4 prototype of DART for the Tofino switch, as
well our experiments on a campus testbed and simulations using anonymized campus traces.

DART, running in real time and with limited data-plane memory, is able to collect 99% of
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the RTT samples of an offline, software baseline—a variant of the popular tcptrace tool that

has access to unlimited memory.

3.1 Introduction

RTT is a key indicator of network performance, user Quality of Experience (QoE), and
routing-protocol attacks [67, 156]. RTT relates directly to Transmission Control Protocol
(TCP) throughput and also heavily influences higher-level metrics such as video QoE and
page load time [13, 21]. Changes in RTTs can also be symptoms of malicious activities
like traffic interception attacks [67]. In the following examples, RT'T monitoring can inform

important network adaptation decisions:

e RTT can be a good indicator of network congestion. When network performance starts to
decline, and multiple paths are available, the network can reroute traffic to an alternate,
less-congested path. This applies to routing in the wide-area network [4, 87] as well as

within data centers [85].

e RTT monitoring is useful for latency-sensitive applications. For example, multiplayer
cloud-gaming applications need to select the best game server for players spread across
different geographical regions [30, 46]. The network can monitor the propagation delay
(minimum RTT over time) en route to each potential server, and select the best one for

each gaming session.

e RTT can help in inferring the QoE of on-demand video applications. For instance, an RTT
hike can cause an increase in video startup delay and a decrease in video resolution [21],

thus prompting the service provider to select an alternate server or path.

e RTT monitoring can help reveal routing attacks. Nation-state actors can eavesdrop on

traffic by launching Border Gateway Protocol (BGP) interception attacks [8]. These at-
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tacks cause a sudden and substantial increase in RTT. The network could detect and

immediately stop sensitive traffic on such occasions.

These use-cases illustrate that the network can perform control actions—such as dropping,
marking, scheduling, or routing traffic—to rapidly mitigate declining network conditions. To
adapt effectively, the network needs RTT measurements that are accurate, real-time, and
actionable. For example, during a traffic-interception attack, the network should mitigate
the attack before the adversary sees too much of the traffic.

Many popular measurement tools use active probes such as ICMP pings to estimate the
RTT to remote hosts (e.g., iperf3 [48] and RIPE Atlas [115]). However, probe-based RTT es-
timates do not capture application-specific RTTs. Active probes also introduce extra traffic
load and may be blocked by the remote host or network. Instead, measuring RTTs passively
by observing the actual user traffic provides a more accurate estimate [72]. Passive RTT
monitoring at the end-host requires special software (e.g., a native mobile app) or permis-
sions. Instead, monitoring at a vantage point en route to many end-hosts (e.g., near the
gateway router) enables easy aggregation of network-wide RTTs. Passive RT'T monitoring
for TCP involves matching packets with their corresponding acknowledgments.! RTT mea-
surements of TCP traffic can also be used to infer RTTs for UDP traffic (e.g., QUIC and
RTP-based video conferencing) between the same end-points or IP prefixes [6, 109].

One prevalent passive-measurement technique estimates a flow’s RTT based only on the
TCP three-way handshake [47]. This approach can be inaccurate for long flows (e.g., video
streaming), since RTTs can vary significantly over minutes let alone hours. Also, handshake
RTTs tend to be smaller than a connection’s average RTT [47]. Therefore, we must monitor
RTTs continuously, beyond the initial handshake.

Computing RTTs continuously is hard. The idiosyncrasies of the TCP protocol—
including retransmissions and reordering—can make some RTT samples inaccurate (Sec-

tion 3.2). Software tools such as tcptrace and pping ensure correctness by maintaining

I'TCP timestamps can also be used for passive RTT monitoring, but that method has distinct disadvan-
tages (Section 8).
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expensive flow state and performing complex computations [116, 121]. Unfortunately, RTT
monitoring in software is computationally expensive and therefore too slow for networks with
high traffic volumes. For example, DPDK-based targets can process at most a few million
packets per second [1]. Fortunately, the advent of commodity programmable switches (e.g.,
the Intel Tofino [3]) and the P4 language [20] opens up the possibility of monitoring RTTs
and making adaptation decisions directly in the data plane [143].

However, high-speed data planes impose significant constraints on packet processing in
terms of arithmetic operations, memory size, the number of pipeline stages, and recirculation
bandwidth. The challenges are exacerbated by the aforementioned idiosyncrasies of TCP
traffic, which require maintaining expensive per-flow state and performing computations.
Additionally, when memory constraints make it impossible to collect all valid RTT samples,
the monitoring mechanism must scale by collecting a representative RTT distribution, even
under adversarial traffic (e.g., SYN floods).

In this chapter, we present DART (Data-plane Actionable Round-trip Times), a system
that monitors on-path RTTs in real time. Our key insights are that we: (1) Strategically limit
tracking of packets to only those that can lead to useful RTT samples, and (2) Identify the
synergy between per-flow and per-packet state for efficient memory utilization (Section 3.3).
We implement DART in the P4 language on the Intel Tofino switch (Section 3.4). We
evaluate DART on traffic from our campus network and show how our system can detect a
traffic-interception attack within only 63 packet exchanges (Section 3.5). We also implement
a faithful Python simulator and report DART’s performance under different configurations
(Section 3.6). DART is able to detect 98% of RTT samples compared to a variant of a

software-based baseline teptrace [121].
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Figure 3.1: Continuous RTT measurement at a monitoring device by matching TCP data
(SEQ) packets with corresponding acknowledgement (ACK) packets.

3.2 RTT Measurement Challenges

In this section, we describe a simple strawman design [32] for continuous RTT measurement
of TCP flows in the data plane (Section 3.2.1). We then discuss how the many idiosyncrasies
of TCP raise correctness (Section 3.2.2) and efficiency (Section 3.2.3) challenges that we

address in Section 3.3.

3.2.1 Strawman for Measuring RTT

TCP carries a bidirectional data stream between two end-hosts; bytes in one direction are
acknowledged in the other direction by appropriately setting sequence and acknowledgment
numbers in the TCP header. When placed strategically, a monitoring device can leverage
its location to continuously monitor RTTs by matching data and ACK packets. The RTT
measurements include end-host delays (e.g., processing time and delayed ACKs) in addition

to network delays. We briefly discuss eliminating end-host delays in Section 3.7.

Seeing both directions of the traffic. To match data packets with corresponding ACKs,
monitoring needs to run on a device that can “see” both sides of the traffic. As illustrated in

Figure 3.1, we denote the direction of the TCP data segment as the SEQ (sequence) direc-
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Figure 3.2: Strawman design: A hash table with flow ID + expected ACK as key and
timestamp as value. Arrival of a data (SEQ) packet causes insertion into the hash table,
whereas arrival of an ACK triggers deletion of the matching SEQ entry and collection of an
RTT sample.

tion, and the direction of the acknowledgment segment as the ACK direction. Interestingly,
different portions of the end-to-end path can be measured separately depending on the
direction of each segment. For example, the RTT computed for a SEQ/ACK pair between
the monitoring device and the Internet constitutes the external leg of the RTT, whereas that
between the monitoring device and the client within the campus constitutes the internal leg.
The external leg RT'T is representative of the wide-area latency to the application server,
whereas the internal leg RT'T reveals the latency introduced by the campus infrastructure.
A combination of consecutive external leg and internal leg RTTs provides the end-to-end

application-level RTT for the client.

Matching data packets with ACKs. Continuous RTT measurement requires a data
structure for storing SEQ information until the corresponding ACK arrives [32], as shown in
Figure 3.2. The table is indexed by the SEQ packet’s unique identifier—the flow identifier
(4-tuple of client and server IP addresses and TCP port numbers) and a unique packet
identifier within the flow (the expected ACK number or eACK). An entry is created when a
SEQ packet arrives, as shown by the entry labelled 1 (white literal within a red circle) in the
figure. When a matching ACK packet arrives, we look up the SEQ entry using the key (see

entry labelled 2), with the source and destination fields of the 4-tuple reversed. We subtract
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the entry’s SEQ timestamp (200) from the new packet’s ACK timestamp (250) to compute

the RTT sample (50).

3.2.2 Challenges with Correctness

The strawman design can lead to incorrect RTT samples under certain common conditions

that arise in TCP traffic.

Packet retransmission. Packet losses in a TCP connection can lead to the TCP retrans-
mission ambiguity. Let us say that the sender sends a packet, which the data structure
records as a SEQ entry. If the sender does not receive an ACK for this packet, then the
sender eventually retransmits the packet, assuming it is lost. At the monitoring device, we
see an exact replica of the existing SEQ entry—it is not easy to determine which entry (new
or old) ought to be retained in this case. This is because when a corresponding ACK is
received, it may be an ACK of the older packet (which simply got delayed due to congestion)
or an ACK to the newer packet (because the receiver never saw the older copy due to packet

loss).

Packet reordering. A similar ambiguity might arise due to reordered packets. Consider
a scenario where the sender sends packets Py, P», P3, P, in order, but the receiver has
received in the order of P, P;, P, and P, i.e., P, is reordered by the network. The receiver
would send back ACKs corresponding to the last in-order packet it has received (also called
duplicate ACKs) to the sender. That is, the receiver would keep ACKing P; until P, arrives.
When P, finally arrives, the receiver would immediately ACK not just P, but also P; and

Py (a cumulative ACK), leading to an erroneously inflated RTT sample for P,.

3.2.3 Challenges with Memory Efficiency

Data planes have limited memory, typically on the order of a few tens of megabytes [79].

Quirks in the operation of TCP can lead to inefficient use of this limited memory under the
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Recirculation: Is packet still valid?

§3.1 §3.2 §3.3

New Packet Range Valid Packet Packet RTT Sample | Analytics
Tracker Tracker
{Flow ID, cACK} {Flow ID, eACK, {Flow ID, RTT}

timestamp, valid}

Figure 3.3: System architecture: New packets are checked at the Range Tracker table for
validity. Valid packets update the RT measurement range and then await an ACK in the
Packet Tracker table. Generated RT'T samples are sent to the Analytics module.

strawman design.

Packets that never receive a matching ACK. When packets arrive in quick succession,
the receiver may send a cumulative ACK for every n'® packet (rather than per-packet
ACKs) to reduce overhead. Any SEQ packet that does not receive an explicit ACK, but is
ACKed implicitly by a subsequent packet, would see its entry stranded in the data structure
indefinitely. A similar problem arises under SYN flooding attacks; if the TCP handshake

never completes, the SEQ packet would be stranded in the data structure.

Packets with large RTTs. SEQ packets may legitimately stay for a long time in the data

structure before seeing a matching ACK, simply due to network paths with long RTTs.

Handling these two scenarios can be difficult, and expensive. One approach is to apply
a timeout to evict SEQ entries that have not yet matched an ACK [32]. However, a small
timeout would cause bias against long RTTs, and a large timeout would waste memory on
storing SEQ entries that never receive an ACK. Another option is to allow new SEQ packets
to evict old SEQ entries as needed. However, this approach also leads to bias against large
RTTs. Instead, we need more sophisticated strategies that avoid wasting memory on SEQ

entries that cannot lead to valid RTT samples.
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Figure 3.4: Adjustments to the flow measurement range upon arrival of new SEQ or ACK
packets. space indicates bytes already covered by the left edge, space indicates
contiguous bytes in flight that can potentially lead to valid RTT samples, Blue space indicates
sequence numbers not seen by the system.

3.3 DART System Design

To measure RTTs correctly and efficiently, DART must avoid tracking packets that cannot
produce valid RTT samples. The challenge is to make the right decision as each packet
streams through the data plane. Figure 3.3 illustrates our architecture. To avoid storing
SEQ entries that could cause ambiguous RTT samples, we track the valid range of sequence
numbers for each active flow (Section 3.3.1). However, we do not always know in advance
that a SEQ entry will never match a future ACK. Instead, the packet tracker applies a
lazy eviction strategy to reevaluate an old SEQ entry against its flow’s up-to-date range of
valid sequence numbers (Section 3.3.2). Finally, the analytics module aggregates the RTT
samples (e.g., to compute the minimum RTT per IP prefix). The analytics module also helps
optimize memory by purging SEQ entries that cannot produce a useful RTT sample—i.e.,

a sample that affects the analysis results (Section 3.3.3).
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3.3.1 Tracking Valid Measurement Ranges

Ultimately, for every SEQ packet, DART needs to decide whether to track the packet or
not. To this end, we introduce a Range Tracker (RT) table before the packet tracker. The
RT table is a hash table with the TCP connection 4-tuple as the key, and a measurement
range as a value. This range is a sequence number byte-range that can potentially produce
correct RTT samples. The left edge of the window indicates the latest byte that was ACKed
by the receiver; any future arrival of an earlier ACK must have been reordered. The right
edge indicates the latest byte transmitted by the sender; any future arrival of an earlier

SEQ must have been retransmitted.

Normal operation without ambiguities. Under normal circumstances, the SEQ packets
appear in order, causing the right edge of the measurement range to move forward, as shown
in Figure 3.4a. Similarly, ACK packets typically arrive in increasing order, causing the left

edge of the measurement range to move forward, as shown in Figure 3.4b.

Operation with ambiguities. Figure 3.4c illustrates the operation under TCP ambigui-

ties:

e When a SEQ packet arrives with the expected ACK (eACK) smaller than the right edge
of the measurement range, we infer a packet retransmission event. For a retransmitted
packet, when an ACK arrives in the future, it is ambiguous whether the ACK acknowledges
the old or the new copy of the SEQ. Furthermore, if selective acknowledgment (SACK)
is not enabled, a retransmission might indicate that the receiver has been waiting on
some intermediate SEQ packet(s) before sending out an ACK for a packet it had already

received, thus artificially inflating the RT'T.

e If an ACK packet arrives for the left edge, we conclude it is a duplicate ACK. We infer
a reordering event, since duplicate ACKs are explicit markers of lost or reordered SEQ
packets. Similar to retransmission, in this case, too, ACKs have been held up at the

receiver thus inflating RTTs.
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In both cases, the system infers that the entire measurement range is now ambiguous. In
response, therefore, the system resets the state: the measurement range is collapsed such
that both its left and right edges are now equal to the highest byte transmitted (i.e., the
previous right edge). This prevents tracking SEQ packets with expected ACKs same or less
than the right edge—mow deemed ambiguous. After the collapse, the measurement range
updates same as normal operation, or the entry can be safely deleted or overwritten to
make room for a new entry. Only the definition of the left edge is updated: it now reflects
either the highest byte ACKed (old definition) or the highest byte that was affected by a

retransmission or reordering ambiguity.

Processing ACKs for untracked SEQ packets. We might see an ACK packet with
ACK number either (1) lesser than the left edge or (2) greater than the right edge. Type (1)
indicates an ACK to a SEQ packet we have already deemed ambiguous and are not tracking
anymore. Our system ignores such ACKs. Type (2) indicates an optimistic ACK—a form
of early ACKing some receivers use to trick the sender into sending data more quickly [130].
DART ignores these ACKs too, meaning it is not misled into collecting artificially deflated
RTTs (see Section 6.9).

Maintaining a single measurement range. Consider a scenario where our system
encounters SEQ packets with one or more packets missing in between; e.g., the sender sends
Py, through P, but the system only sees P;, P, and P, either due to packet reordering or
drop. Note that these packets pass the check illustrated in Figure 3.4a since they are over
the right edge and in sequence. Now, if P is dropped, the system will know only upon
detecting a retransmission. If reordered, P; arrives after Py, thus filling in the “hole”. The
most optimistic approach in this scenario is to assume reordering and to store the states for
both byte-ranges, i.e., Pi-P,, and P3-P,. As shown in Figure 3.4d, this requires storing two
measurement windows instead of one. More generally, there could be n such holes, requiring

n + 1 measurement windows. We reason that such a strategy is too expensive in the data
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plane, and the system should use a constant space for this purpose. We, therefore, store the
measurement range for only the highest byte-range ahead of any hole. In the current ex-

ample, the measurement window would point to only P,’s starting and ending byte numbers.

Robust against congestion and SYN attacks. Maintaining a measurement range per
flow with the Range Tracker (RT) table helps significantly with memory efficiency. The
mechanism becomes even more crucial when network congestion happens, where more re-
ordering and retransmission events occur. DART is robust to such situations, making sure
the space in both the RT and PT tables is only used for producing valid, unambiguous
samples. The measurement ranges collapse more often, allowing the entries with closed mea-
surement ranges to be deleted or overwritten. This prevents the RT table and PT space from
exploding. However, this also means that DART may collect fewer RTT samples for some
flows during heavy congestion. In order to mitigate this, DART can be adjusted to report
the frequency of measurement range collapses for a flow as an indicator of congestion. DART
can also be adjusted to aggregate RTT samples for flows going to the same subnets (e.g.,
/24 prefixes) before analyzing them. The aggregated RTTs will provide a more complete
view of the congestion status of the target subnet.

DART is also robust against harsh environments, where SYN flooding attacks are com-
mon. DART does not create an entry in the RT table or entries in the PT table until after
a TCP connection is established, i.e., after the three-way handshake is complete. That is,
DART completely ignores SYN and SYN-ACK packets. Therefore, the memory usage does
not explode in either the RT or PT tables during SYN flooding attacks either. We discuss

DART’s performance under other kinds of attacks in Section 6.9.

3.3.2 Lazy Eviction with a Second Chance

The Range Tracker (RT) table helps with memory efficiency, but the Packet Tracker (PT)
table can still end up storing a SEQ packet that never matches a subsequent ACK. For

example, the receiver might just cut off the TCP session, never sending an ACK. Sometimes,
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Recirculation: Is evicted packet {F3, 600, 400} still valid? @

Flow Range Flow, eACK Time
New F1 | [100,200] Valid F2,500 | 80 OF
Packet F2 ;300,46 500/  Packet F3,700 | 60 ®
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Range 80O, valid; Packet
Tracker Tracker

Figure 3.5: Working of DART': The system ensures correctness by consulting and updating
the Range Tracker (RT) table before inserting packet records into the Packet Tracker (PT)
table. Memory efficiency is improved by having packet records consult the RT before re-
insertion, a strategy that enables lazy eviction.

cumulative ACKs render certain packet entries unmatched since a higher byte number has
already been ACKed by the receiver. These unmatched entries occupy expensive space in
the PT table; we would rather reclaim this space for tracking new SEQ packets. The goal
is clear: when a new packet comes and hash collision occurs, we want to keep an old entry
if it is not stale, but otherwise replace it with the new packet. What is the most accurate

and efficient way to achieve this?

Timeout is biased, garbage collection is expensive. One obvious way to deal with
this issue is to associate a timeout with each entry [32] in the PT table. However, packets
with naturally long RTTs can suffer from undersampling under this arrangement, on top of
the challenge for finding the right timeout value. A more accurate alternative is to actively
scan the PT table for stale entries when an ACK arrives. For example, there can be an
active garbage collector that periodically polls the RT table and remove stale entries from
the PT. This strategy, however, is far too expensive, especially if implemented in the data

plane.

Lazy eviction. The goal is to create an efficient mechanism that replaces entries that are

indeed stale and do this without bias. Ideally, this should also happen without additional
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control-plane interaction, as that would introduce extra overhead. Our first observation is
that an entry does not need to be evicted until there is actually a hash collision with a
new entry. We employ this lazy eviction strategy: this gives an entry, no matter how old

it is, a chance to produce a valid sample as long as a new entry does not cause a hash collision.

Recirculation for a second chance. Now, when a new entry indeed causes a hash
collision with an old entry, blindly replacing the old entry with a new one creates a bias
towards samples with short round-trip times. This is because the old entry might have
still produced a valid sample had it waited long enough. We indeed want to keep the old
entry if it is still valid. The challenge is, however, that we do not know this at the moment
when the hash collision happens. To address this, DART recirculates the old entry, sending
it back to the start of the ingress pipeline through the RT table again. This allows us
to re-validate the entry against the measurement range in the RT table, thus checking for
staleness. Meanwhile, we do not want to lose the new entry. Therefore, DART stashes the
new entry in the space that the old entry was occupying until the recirculated old entry
comes back. To summarize, every time a new SEQ packet entry contends for space with an
old entry due to a hash collision, (1) we allow the new entry to get inserted, (2) evict the
old entry, and (3) recirculate the old packet to re-consult the Range Tracker (RT) table to
determine its staleness. If stale, we allow the old entry to self-destruct; if not, we treat it as
a new packet entry and repeat the above process.

This process is illustrated in Figure 3.5. The new packet for flow F2 arrives with
expected ACK no. 500 at time t=80 (event 1, marked by the white literal in a red circle).
It causes the measurement range to expand from [300, 400] to [300, 500] since it is valid
(event 2). The corresponding packet record with key (F2, 500) and timestamp value 80
arrives at the PT table and collides with an existing entry (F3, 600, t=40) (event 3). The
new entry gets stored (event 4) while the old entry is recirculated to the RT table for
re-validation (event 5). The highlight of this mechanism is that it provides another chance
to the packet that was evicted from the PT table instead of just discarding it right away. A
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TCP flow with naturally long RTTs, for example, will be preserved by such a mechanism.
While recirculations are useful in this case, they add overhead since packet recirculation
bandwidth is limited in the data plane. Later in the chapter, we discuss a method to reduce

recirculations by maintaining a small cache of heavy flows after the RT (Section 3.7).

Preventing infinite eviction loops. One might worry about an eviction loop: the old
entry that was kicked out recirculates and gets re-inserted to the same index again, which
kicks on the new entry, causing the old entry to get evicted again in the next iteration,
and so on. To address this, we implement a method of detecting a “cycle”, i.e., when the
same entry that got inserted once ends up getting evicted and tries to re-insert itself. The
method is to always compare the new entry with the currently evicted entry before trying
re-insertion. In DART, we do this cycle detection before any recirculation. As another

safeguard mechanism, we also set a limit on the number of recirculations per SEQ packet.

3.3.3 Tracking Only Useful Samples

The analytics module is a component that can be customized based on the analytics the
operator is interested in, using the RTT samples produced by the Range Tracker (RT) and
Packet Tracker (PT) tables. In some cases, this analytics module can also help reduce the

memory pressure on both tables and also reduce recirculations.

Example: RTT tracking with min-filtering. Consider a use case where an operator
is interested in monitoring the propagation delay with hosts in a certain IP prefix. The
high-level goal is to detect abnormal changes in the round-trip time, like an upward spike,
when communicating with the IP prefix in real time. The operator, however, does not
want to get an alert with outliers—only when there is an obvious, consistent hike. A good
example is detecting nation-state BGP hijacking, which likely increases the end-to-end
delay significantly. One effective way to implement this in the analytics module is to use

min-filtering: instead of monitoring every single RTT sample, keep track of the minimum
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RTT value in a time window. If the minimum RTT value significantly increases from one

time window to the next one, it is worth notifying the operator through an alert.

Preemptively discard useless samples. Now, since the analytics module is only inter-
ested in the minimum RTT value within every time window, the system can purge SEQ
packets that will surely produce RTT samples that are longer than the currently maintained
minimum in the given window. More precisely, when a SEQ packet is kicked out from the
PT table, the saved timestamp of that SEQ packet can be compared to the current time-
stamp to see if it has a potential to produce a sample smaller than the current minimum.
If not, there is no need to recirculate this packet entry: it will, at best, produce a useless
sample anyway. This check can happen at the analytics module before the system decides
to recirculate the packet back to the RT table. Thus, the analytics module can further limit
the resource usage only to the packets that will indeed produce RTT samples that are useful

to the analytics module.

3.4 Hardware Switch Prototype

In this section, we present our implementation of DART on the Intel Tofino programmable
switches. One version of the prototype runs in the ingress pipeline of a Tofino2 switch,
and the other spans the ingress and egress pipelines of a Tofinol switch. While the Tofino2
version is more efficient and leaves the egress free for network operators to deploy their own
analytics and adaptation mechanisms, the Tofinol version enables us to deploy DART in
our campus testbed. Our code is open-source.? The resource usage of the two prototypes is
summarized in Table 3.1. We discuss our hardware implementation challenges and prototype
features in this section, and then describe our experience deploying our prototype in the

wild in Section 3.5.

Zhttps://github.com/Princeton-Cabernet/dart
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Resource Type | Tofino 1 | Tofino 2
TCAM 4.9% 2.9%
SRAM 13.9% 1.4%
Hash Units 16.7% 35.8%
Logical Tables 47.9% 36.9%
Input Crossbars 15.4% 10.1%

Table 3.1: Data plane resource usage in the Tofino (1 and 2)

Accessing memory sequentially. Our implementation requires that actions on the values
of RT and PT table records happen sequentially. For example, a RT record is updated only
when the flow signature matches with that of an incoming packet; thereafter, we first set
the right edge to the maximum of the existing right edge and the incoming eACK, and
then compare the eACK and sequence number with the existing right edge to decide the
value of the left edge (Figure 3.4). Since memory once accessed cannot be revisited without
recirculation in the data plane, we spread the RT and PT tables each across 3 component

tables, and therefore 3 stages.

Constrained signature wordsize. In order to determine with complete accuracy whether
a hashed location in the RT or PT contains the intended flow 4-tuple record, we need to store
all 12 bytes (4 bytes x 2 for IPv4 addresses + 2 bytes x 2 for TCP port numbers) as part
of the record key. However, the wordsize of a register key is constrained in the data plane;
therefore, we use hash functions to reduce the flow signature to a fixed 4-byte hash. The

downside is that hash collisions are possible (not significantly though, as our results suggest).

Computing the payload size. Computing the TCP payload size in the naive way, i.e., by
subtracting the IP and TCP header lengths from the total IP packet length, is expensive in
the data plane—it consumes multiple stages due to multiple arithmetic operations involving
32-bit integers. Instead, we pre-compute the TCP payload size for common values of the
IP header length (5 bytes), the total IP packet length (40-1480 bytes), and the TCP header
length (5-15 bytes) and store them as entries in a lookup table—this saves two Tofino
stages. This is purely an optimization and can be easily reversed to support any values of
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the aforementioned header parameters.

TCP sequence number wraparound. TCP sequence numbers can wrap around, i.e.,
restart from zero. Our prototype detects and handles this case gracefully by resetting the
RT left edge to zero. This foregoes the opportunity to collect valid RTT samples at the

highest sequence numbers in favor of a simplified implementation.

Reordering among recirculated records. Since packets are processed in a streaming
fashion in the data plane, there is a possibility that a more recent packet pertaining to a
flow arrives and gets processed by DART before a recirculated flow record for the same
flow has had a chance to make a re-entry into the ingress pipeline. If not handled, this
could render certain RTT samples inaccurate. We mitigate this by checking if a recirculated
record matches the current flow entry and updating it if so, ensuring only one (the latest)

record exists for a flow in the RT at a time.

Specifying target flows. DART allows the operator to install rules to track any subset
of flows directly from the control plane. Therefore, it is not necessary to recompile or
redeploy DART to change the set of flows it tracks. The flows can be specified by source
and destination IP addresses or prefixes, and source and destination port numbers or port

number ranges.

Monitoring the external and internal legs simultaneously. We describe in Sec-
tion 3.2.1 how it is possible to compute RTTs on both the external leg (i.e., monitor to the
Internet) and the internal leg (i.e., campus client to monitor). However, monitoring both
legs simultaneously in the data plane is a challenge since the same packet has to be processed
both as a SEQ and an ACK packet. We are able to do this by first processing the packet as
a SEQ packet, but then recirculating it with a custom header that remembers the relevant

ACK headers (i.e., 4-tuple and ACK number).

68



- ———
0.8 o
I’J
-
L
i 06|
8 J
0.4}
]
]
0.2 i

= Wired network (1.66 M samples)
= = Wireless network (11.12 M samples)

0.0

0 10 20 30 40 50 60 70 80
Campus Internal Leg RTT (ms)

Figure 3.6: Difference in distribution of in-
ternal leg RTTs between wired and wireless
subnets in the Princeton campus.

Northeastern
University (USA)

Path after
attack

attack

Path before l

Amsterdam
(Netherlands)

Princeton
University (USA)

Figure 3.7: Traffic between Princeton (USA)
and Northeastern (USA) intercepted by an
attacker in Amsterdam (Netherlands).

—e— PARTT RTT Samples
200 .. Minimum RTT (Window=8)
Attack Suspected
150 % Attack Confirmed

25 30 35 40 45 50
Time (s)

Figure 3.8: Interception attack is detected within
63 packets by observing change in minimum RTT
over windows of samples.

3.5 DART in the Wild

In this section, we describe our experience of installing DART on a hardware switch and

replaying real traffic on it.

3.5.1 RTT Monitoring on Campus Traffic

We run the Tofinol prototype of DART on a hardware switch in our lab. We replay an
anonymized packet trace collected on the Princeton University campus on 7 April 2020 for
15 minutes (at 3 PM local time). This trace was collected during a period of heavy load

with an average rate of 240,750 packets per second. The trace is replayed using tcpreplay
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from a server connected to the switch. The RTT reports are captured at another server

using tcpdump.

Wired network vs. Wireless network RTT. For this experiment, we replay the trace
and monitor the RTTs of the internal leg (campus host to switch) for two campus subnets—
one wireless and another wired. DART collects 11.12M RTT samples for wireless traffic and
1.66M for wired traffic, as most on-campus users connect via mobile devices. Figure 3.6
shows the difference in the distribution of RTTs across the two subnets. RTTs for wireless
connections are uniformly larger than those for the wired connections. More than 80% of
internal RTT's for the wired subnet are less than 1 ms, whereas less than 40% of RTTs for the
wireless subnet are so; in fact, for wireless traffic, the internal RTT exceeds 20 ms for more
than 20% of the samples. Often, the internal latency for wireless users rivals the wide-area
latency. For example, for wireless clients accessing YouTube, the 90th percentile end-to-end
RTT is 14 ms, including 8 ms of intra-campus delay. In contrast, the wired clients have a

90th percentile RTT of 9 ms with just 2 ms of intra-campus delay.

3.5.2 Interception Attack Detection

Next, we demonstrate the ability of DART to detect a long-distance interception attack in
the wild.

Attack setup. First, we launch an ethical traffic-interception attack using the PEERING
testbed [132] and following the technique described by Birge-Lee et al. [16]. PEERING runs
geographically distributed ASes to enable researchers to make real BGP announcements for
controlled and isolated traffic. We control one PEERING site each at Northeastern Uni-
versity and Princeton University in the USA via co-located Amazon AWS server instances
(Figure 3.7). We announce our PEERING-provided /23 prefix from Northeastern, and
establish a TCP connection from Princeton with an IP address from the announced prefix.

We then use a site at Amsterdam (adversary) to announce a more specific /24 prefix with
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Figure 3.9: tcptrace vs. DART with infinite memory: DART collects >82% RTTs as tcptrace
and matches its RT'T distribution closely.

a number of carefully selected BGP community attributes, such that traffic to the IP at
Northeastern (victim) is now rerouted through it. We capture the traffic trace of this attack
at Princeton. Our threat model assumes that DART is close to one of the end-hosts and
can see both sides of the traffic, both pre-attack and post-attack. Therefore, our detection

works irrespective of the direction of traffic (data or ACK) intercepted by the attacker.

Attack detection. Second, we deploy our DART Tofinol prototype on a real hardware
switch in our campus testbed. We replay the trace of this interception attack through this
switch. DART collects raw RTT samples and sends them to a collection server, where a
simple, threshold-based change-detection algorithm runs. The detection algorithm monitors

propagation delay by computing the minimum RTT in a window of 8 consecutive raw RTT
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samples. An attack is suspected when the minimum RTT rises abruptly between consecutive
windows, but confirmed only when the change sustains for another window. Figure 3.8
illustrates this mechanism: the attack takes effect at t=~36 seconds, as can be observed
from the abrupt rise in collected raw RTT from ~25 ms to ~120 ms (blue line). Based on
the minimum RTTs (orange line), an attack is suspected almost immediately (orange star)
and confirmed in the next window (red star). Only 63 packets are exchanged in 2.58 seconds

between the interception attack taking effect and DART confirming the attack.

3.6 Evaluation

In this section, we evaluate DART using a faithful simulator written in Python. We replay
a campus trace collected on April 7, 2020, for this evaluation. The trace was captured
using a packet broker service near the campus gateway router. The trace contains 1.38M
TCP connections and 135.78M TCP packets over a 15-minute duration. As mentioned in
Section 3.5, DART can measure RTTs for either the external leg (monitor to Internet) or
the internal leg (campus host to monitor), or both. In the following experiments, we limit

our RTT measurement to the external leg only.
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3.6.1 DART without Memory Constraints

We compare DART with our baseline tcptrace—a software tool used to compute RTTs on
packet traces [121]. For this experiment, we assume that DART is not bottlenecked by the
memory available in RT and PT tables, and that the available memory is fully associative

(i.e., records can be stored in any available memory location).

RTT sample count. Figure 3.9a illustrates the number of RT'T samples captured by DART
vs. teptrace (SYN in the figure is short-hand for packets where the SYN flag is set, i.e., SYN
and SYN-ACK). For the case where we collect handshake RTTs, i.e., teptrace(+SYN) and
DART (+SYN), DART is able to capture 7.53M RTT samples vs. 9.12M samples collected
by teptrace. The difference is explained by the fact that DART only keeps track of the latest
contiguous unambiguous bytes when a hole appears in the sequence space, whereas tcptrace
keeps track of all contiguous byte-ranges. Furthermore, unlike DART, tcptrace collects all
valid RTTs when sequence numbers wrap around; additionally, tcptrace sometimes breaks
one RTT sample into two (causing an inaccuracy) due to a design flaw.? In the case where
handshake RTTs are foregone by ignoring SYN and SYN-ACK packets, i.e., tcptrace(-SYN)
and DART (-SYN), DART captures 7.21M RTT samples vs. 8.66M samples captured by

teptrace.

RTT distribution. Figures 3.9b and 3.9¢ show the distribution of the RTTs captured
in the four settings discussed above (i.e., tcptrace vs. DART and +SYN vs. -SYN).
Figure 3.9b shows the distribution (CDF) of RTT samples with values between 0 and 125
ms. Figure 3.9¢ focuses on the tail and shows the complementary CDF (CCDF) of RTTs
larger than 100 ms. The median RTTs for teptrace(+SYN) vs. DART (+SYN) (14 vs. 13
ms) and for teptrace(-SYN) vs. DART (-SYN) (15 vs. 13 ms) are comparable. There is a

skew in the 95 percentile, as can be observed from Figure 3.9b—tcptrace(+SYN) has it at

3teptrace divides the sequence space (0 to 23! — 1) into four quadrants. We observed that when an RT'T
sample is generated for a packet that spans two consecutive quadrants, tcptrace wrongly generates an extra
RTT sample for the part of the packet that ends in the earlier quadrant.
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Figure 3.11: Performance of DART with a large RT table and varying PT table-size.

57 ms vs. 39 ms in DART (+SYN) (similarly, 62 ms in teptrace(-SYN) vs. 39 ms in DART
(-SYN)). The distributions converge at the tail, with 99" percentile at 215 ms for both
+SYN settings and 218 ms for both -SYN settings. We also observe that the large majority
of RTT samples (96.3%) fall between 10 ms and 100 ms (Figure 3.9b). The tail, however, is
long, and RTTs as large as 100 seconds or more are also seen (Figure 3.9¢). Further analysis
revealed that there are instances in the trace where a data packet does not receive an ACK
for many seconds before a TCP keep-alive finally ACKs it. This may be due to the fact that
our vantage point misses the original ACKs (with short RTTs) to these data packets, or a
behavior of TCP where only a distant keep-alive acknowledges the last seen data packet. In
any case, DART collects the long RTTs that tcptrace also collects, demonstrating a lack of

bias against large RTTs.
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Figure 3.12: Performance of DART with a large RT, fixed-size PT, and varying no. of PT
stages.

Handshake RTTSs. In order to understand the impact of foregoing handshake RTTs (i.e.,
by ignoring packets with the SYN flag set), we compare the relative memory savings obtained
vs. the number of samples foregone. Figure 3.10 illustrates that around 1M out of 1.38M
TCP connections (72.5%) seen in the trace are due to incomplete TCP handshakes! Ignoring
SYN and SYN-ACK packets, therefore, provides significant advantages in terms of memory
in the RT table, since otherwise these flows would occupy much of the table. The relative
loss in terms of number of RTTs collected is much less—DART misses only 0.32M out of
7.53M samples (4.2%).
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Figure 3.13: Performance of DART with a large RT, a PT with a fixed size and no. of
stages, and varying no. of allowed recirculations.

3.6.2 Impact of Table Configurations

In the ensuing experiments, we remove the assumptions that the tables are fully associative
or of unlimited size. True to the prototype that can run on a hardware switch, the RT
and PT tables are now one-way associative (i.e., only one memory location can be accessed
per packet without recirculation). As a result, we grapple with contention for memory and

recirculations (Section 3.3).

Baseline. Since DART (-SYN) from the previous subsection operates with unlimited and a
fully associative memory, it is the best DART can do. The following experiments, therefore,
treat DART (-SYN)’s performance—in terms of the number of RTT samples collected and

the resulting RTT distribution—as the baseline. We notice that DART (-SYN) is actually
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set up similarly to tcptrace, except for the fact that the amount of state it can track for
each flow is constant, e.g., one measurement range. For this reason, we view it as a variant

of teptrace with constant space—we refer to it as teptrace_const.

Performance metrics. We evaluate DART’s accuracy along two dimensions: (1) The
closeness of DART’s RT'T distribution with tcptrace_const’s RT'T distribution—quantified
by the RTT collection error, and (2) The number of RTT samples collected by DART
as compared to the number of RTT samples collected by tcptrace_const—quantified by
the fraction of RTT samples collected. We define the RTT collection error as the error
at the p' percentile for p = {50,95,99}. For a given p, the error at the p™ percentile is
computed as the difference between the p'* percentile RTT of tcptrace_const and DART,
normalized by the former. In this work, we report the 50" and 95 percentile RTTs since
these are considered important latency characterization metrics, and the 99" percentile
RTT since it represents DART’s estimation of the largest RTTs collected. We also report
the maximum error seen for any p between 5 and 95, which serves as a measure of the
worst-case accuracy. We define the fraction of RTT samples collected as the ratio of the
number of RTT samples collected by DART to the number of RTT samples collected by
teptrace_const (expressed as a percentage). We contrast these two accuracy metrics with the
recirculation overhead metric, recirculations incurred per packet. It is defined as the ratio of
the total number of recirculations incurred to the total number of packets processed. In the

following experiments, DART’s performance refers to the set of these three metrics.

Impact of the PT table size. In this experiment, we try to determine the right size for
our one-way associative PT table. First, we set the RT table size to a number large enough
(i.e., 2% in this specific case) to accommodate all flows in our campus trace. While this
number is large, we reason that an operator would only monitor a subset of flows at a time,
and therefore, during actual usage, the RT memory requirement would be small enough

to fit in one stage of the Tofino (if not, the RT table could be expanded to a multi-stage
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table). Second, we allow recirculations—we set the maximum allowable recirculations to 1
in the PT table. Now, we vary the PT table size between small (2!19 = 1,024) and large
(220 = 1,048,576) and evaluate the impact on accuracy of RTT collection. Figure 3.11a
shows the RTT collection error. We observe that, as expected, the error goes down as the
PT table increases in size. The error at p = 95 is the least, followed by the error at p = 99,
illustrating that DART is not biased against large RTTs. Figure 3.11b shows that the frac-
tion of RTT samples collected increases with increasing memory size, as expected. In fact,
DART collects more than 90% samples with a relatively small PT size (i.e., 2!% = 8 192).
We also observe from Figure 3.11c that 16 recirculations happen per 100 packets for a small
PT table (i.e., size= 2'%), which goes down to 10 and lower as we increase the PT table size.
For the next experiment, we fix the PT table size to 27 = 131,072: this is the lowest PT
table size that results in less than 5% error for any value of p between 5 and 95 and collects

more than 99% RTT samples.

Impact of the number of PT table stages. We explore the idea of implementing a
multi-stage PT table, i.e., a k-way associative PT table. While a multi-stage PT table may
be difficult to fit in Tofinol or in the ingress pipeline of Tofino2, we can implement it in
the egress pipeline of Tofino2. We fix the RT table size to large enough as before, the PT
table size at 2'7, and maximum recirculations per packet at 1. We now try to determine
the best value of k£ to divide the PT table into. Figure 3.12a shows the RTT collection
error against k. We find that the error at p = 95 and p = 99 stay stable around zero,
whereas the errors at p = 50 and the maximum error between p = 5 and p = 95 increase
as soon as we divide the PT table memory into more than 1 stages. The error increases
in the negative direction (i.e., DART starts overestimating the median RTT). This can
be attributed to the fact that some smaller RTT samples are missed when there are more
stages, since there is just enough space for records with large RTTs to get inserted but
never get evicted (since older records are preferred). We see a similar effect on the fraction

of RTT samples collected (in Figure 3.12b) and the recirculations incurred per packet (in
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Figure 3.12c)—these metrics get significantly worse when the PT table is divided into 2
stages, and remain bad as the number of stages is gradually increase to 8. We determine
from this experiment that simply dividing the PT table into multiple stages, without adding
more memory, worsens performance. In the next experiment, we explore whether allowing

more than 1 recirculation per packet might help a multi-stage PT.

Impact of the maximum number of allowed recirculations. In this experiment, we
again ensure that the RT table is large enough, fix the PT table size to 2'7, and divide it
across 8 stages. This time, we allow the maximum number of recirculations per packet to
vary between 1 and 8. Our intuition is that allowing the hash-collided PT records to pass
through the PT more times might help them find alternate locations to live on in the PT
during memory pressure. Figure 3.13a shows that the RTT collection error rapidly improves
as more recirculations are allowed; for a 8-stage PT, 4 recirculations bring down the error
to nearly zero. We also see from Figure 3.13b that the fraction of RTT samples collected
goes up to 99% and beyond when 4 or more recirculations are allowed. This improvement
is achieved without the number of recirculations incurred per packet ever going up beyond
0.16, as shown in Figure 3.13c. We conclude that we can take advantage of spanning the
PT across multiple stages of the Tofino—thereby increasing the total memory size beyond
what 1 Tofino stage would allow—and still ensure good performance, if we also allow more
recirculations per packet. This good performance is achieved without the consumption of

significant recirculation bandwidth (16 recirculations per 100 packets in the worst-case).

3.7 Discussion

Limitations of DART. While DART is designed for accuracy in the face of TCP
ambiguities, the tool cannot handle all situations accurately. First, if DART starts (or
restarts after eviction) tracking a flow that is already in progress, it may not have enough

information to infer retransmission or reordering. For example, what the RT table sees as a
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new SEQ packet may actually be a retransmitted copy of a SEQ packet sent before DART
started tracking the flow. Second, reordering may happen downstream from the monitoring
device; in such cases, not just DART but no other RT'T measurement tool can measure
RTT accurately, since the vantage point is never aware of such an event. Apart from
inaccuracies, we may sometimes conservatively close the measurement range when it could
have collected valid samples. When we see an ACK packet that acknowledges the left edge
of the measurement range, we infer a duplicate ACK and collapse the range. However, since
the left edge does not always indicate the highest byte ACKed, but can indicate the highest
byte affected by a retransmission or reordering event, the decision to close the measurement
range conservatively may cost us some valid RTT samples. Similarly, we forego valid samples
at the uppermost sequence numbers when a sequence number wraparound event happens;
however, such events are rare—only 4 in our 15-minute campus trace. Sometimes, when the
monitoring device does not see the last ACK in an exchange—either because of a packet
drop at the device or a connection that closed abruptly—it may continue holding the RT and
PT table records indefinitely, since we favor older entries over newer ones. Certain attacks
can exploit this vulnerability by leaving a large number of data packets unacknowledged. A

timeout mechanism for the RT table, with a very large timeout value (in seconds) could help.

Minimizing recirculations with approximation. Packet recirculation helps to produce
valid samples in the face of memory pressure. Packet recirculation, however, is additional
overhead. While we realize that some recirculations are unavoidable, those should be
minimized. One idea is to maintain a copy of the original RT and put it after the PT
table. This would allow the validity check to happen at the end of the pipeline instead of
recirculating the packet back to the start of the pipeline. Yet, maintaining the consistency
between the original RT and the copy is a challenge. Due to the sequential nature of the
data plane’s packet-processing pipeline, they might become out of sync even for a short
amount of time. For example, a new packet might have updated the original RT table

to a new state just before an evicted entry reads the second RT table, making the tables
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inconsistent. This subsequently implies that the copy of the RT is approximate in nature.
Moreover, such an approach requires additional memory space. Thus, this approach trades

recirculation overhead with memory space.

End-host delays. When a TCP receiver anticipates having some data of its own to send, it
may wait until a certain number of bytes accumulate and then piggyback the ACK along with
the data—a strategy known as delayed ACKing. The waiting time is reflected in the RTT
samples collected by measurement tools like DART and tcptrace. Some use cases may, how-
ever, require RTTs that do not include this end-host delay. Delayed ACKs are notoriously
difficult to identify by a monitoring device in the end-to-end path. This is because there
is no known way to infer whether an ACK has been intentionally delayed by the receiver.
Delayed ACK implementation is known to vary widely across device types and operating
systems. In fact, the QUIC protocol has proposed provisions to explicitly tag delayed ACKs
to alleviate such measurement ambiguities [84]. Still, even without explicit detection of
delayed ACKs, simple techniques such as “min. filtering” (e.g., computing the minimum
RTT sample over a time window, as discussed in Section 3.3.3) can be quite effective at sepa-

rating propagation delay along the network path from end-host delays such as delayed ACKs.

Extending DART to QUIC and IPv6. The QUIC protocol does not expose sequence
and acknowledgment numbers as TCP does. Therefore, it is not possible to measure RTTs
for QUIC packets using the same mechanism as DART. QUIC, however, uses a spin bit
to indicate reversal of direction by a sender or receiver [84]. It is possible to track this
bit and compute RTTs; however, this is fraught with challenges. First, the spin bit allows
the measurement of a maximum of one valid RTT sample per congestion window. Second,
inferring retransmissions or reordering is not possible using only the spin bit. Nevertheless,
RTTs collected using the QUIC spin bit can augment RTTs collected for TCP traffic to the
same destination. DART can also be extended to work with IPv6 by adjusting how the

payload size is computed. However, since the 4-tuple size is much larger in IPv6, and the
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RT flow signature size is fixed, DART may encounter more hash collisions.

Identifying bufferbloat. In our campus trace, we observe some instances of high RTT
variability on connections with remote clients. Further analysis reveals that some of these
remote hosts were connected to a cellular provider—these hosts are presumably cellular
devices connecting to servers located on our campus. The RTT patterns are indicative of
bufferbloat at the remote end. We find these patterns interesting and posit that DART
can be used to detect bufferbloat events in real time, due to its ability to monitor RTTs
on-path and continuously. Detecting bufferbloat (and networks prone to it) is useful for

characterization from remote locations.

Deployment at multiple on-path vantage points. DART can be deployed at multiple
vantage points (VPs) on the route between two end-hosts. The advantage is that the total
end-to-end RTT could then be divided into multiple legs (i.e., host 1 to first VP, first to
second VP, and so on, leading up to host 2). One use case is capturing wide-area RTTs free
from end-host delays like delayed ACKs. Another use case is identifying which part of the

network is responsible for performance degradation.

Dealing with optimistic ACKs. Misbehaving TCP receivers can ACK data packets
before they are received, to manipulate the sender into transmitting faster [130]. DART
is largely robust to such optimistic ACKs, since it ignores any ACK packet that arrives
before the corresponding data packet. In fact, DART can be easily extended to detect and
report optimistic ACKs. However, if an optimistic ACK happens to reach DART after the
corresponding data packet has already arrived at DART (but not at the receiver), DART
(and any other passive monitoring tool) would be misled into collecting an incorrect RTT
sample. We reason that it is difficult for the receiver to reliably time optimistic ACKs in

this way.
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3.8 Related Work

Passive RTT analysis. Previous work has proposed the idea of passive RTT monitor-
ing [72] using SYN/SEQ and ACK packets. tcptrace [121] is a passive, open-source TCP
traffic-analysis tool that can measure RTT per SEQ/ACK packet pair within a given packet
trace. It runs in software on a general-purpose CPU. We use this tool as our ground truth
for evaluating DART’s correctness as tcptrace is free from time and memory constraints.
That said, unlike tcptrace, DART can generate RTTs on live traffic in real time. Also, while
teptrace rounds RTTs up to the nearest millisecond, the Tofino enables DART to report
RTTs down to a nanosecond granularity, which may be useful in extreme low-latency use
cases.

Instead of matching data and ACK packets, the TCP time-stamp option available in
the TCP header can also be used for passive RTT analysis. The pping tool [116] adopts
this approach. However, TCP timestamps are often too coarse-grained (e.g., 10 or 100 ms
granularity), and many services do not use them at all since the TCP timestamp is an
optional field [47]. Also, an end-host puts in its timestamp clock as the field value, but
different TCP implementations increment their internal clocks at different rates—some by
100 every second, and others by 1000 [19]. This makes computing the absolute latency in
milliseconds troublesome in a monitoring device that does not know the end-host’s clock

tick rate.

Passive RTT monitoring in the data plane. Dapper [56] is an early work that aims to
measure TCP performance in the data plane. However, it can only track a single packet per
congestion window when doing RT'T measurement; it has to wait until the corresponding
ACK arrives before starting to track another packet’s RTT. In use cases where RTTs are
large, or aggregate statistics (e.g., min., median, etc.) are being collected over time-windows,
Dapper would report too few samples per unit time to be useful. Chen et al. [32] expanded

Dapper’s idea and proposed an algorithm and data structure that can track multiple SEQ
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packets simultaneously in the data plane. However, this previous work does not correctly
deal with ambiguities in TCP, such as packet retransmission and ordering. It also uses the
memory space inefficiently and produces RTT samples biased against long RTTs. We use
this previous work as our strawman in Section 3.2. Zheng et al. [186] proposed a novel
data structure called fridges to measure delay directly in the data plane with the focus
on collecting RTT samples without bias against larger delays. This is done by applying a
correction factor inversely proportional to the probability of producing an RTT sample. This
previous work, however, does not address the accuracy and memory efficiency issues caused
by TCP ambiguities.

Liu et al. [90] proposed algorithms that run in the data plane for four separate
performance-monitoring tasks: round-trip latency, packet loss detection, out-of-order de-
tection, and retransmission detection. This previous work focuses more on using memory
sublinear in both the size of input data and the number of flows, and the four performance-
monitoring algorithms are independent of each other. Also, the round-trip latency is not
calculated in a per-packet matching scheme; rather, it computes the average RTT by
subtracting the sum of all server-to-client (SEQ) packets’ timestamps from the sum of all
client-to-server (ACK) packets’ timestamps and then computes the average, assuming no
missing or duplicate SEQ or ACK packets. RouteScout [6] measures packet loss and delay
in a programmable data plane to help select a better Internet path driven by performance
in real time. However, RouteScout measures round-trip time only at TCP handshake using
the first SYN and ACK exchange. Thus, RouteScout only produces one RTT sample per
flow during connection establishiment. In contrast, DART focuses on accurate, continuous
round-trip time monitoring on a per-packet basis while taking into account the idiosyncrasies

of TCP, including packet loss, reordering, and retransmission.
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3.9 Conclusion

Round-trip time (RTT) is a critical metric in network performance monitoring, whether for
tracking the QoE of latency-sensitive applications (e.g., in cloud gaming) or for detecting
malicious attacks (e.g., nation-state traffic interception attacks). Performing RTT monitor-
ing passively in real time in the data plane opens up new opportunities, especially because
this allows the hardware switch to take immediate action on packets based on RTT values.
At the same time, this means that RTTs should be computed with utmost accuracy even
when faced with the idiosyncrasies of the TCP protocol. This is particularly difficult due
to the memory and packet processing constraints in hardware switches. To this end, we
present DART, a novel algorithm and data structure implemented in P4 that fits and runs
in a data plane with a Tofinol or Tofino2 chipset. Even when running in a data plane with
strict constraints, DART still closely matches the accuracy of the widely used offline analysis
tools that run on servers with abundant memory. We open source our implementation. We
hope DART will open up new opportunities for building applications that can benefit from

DART’s ability to compute accurate RTTs in real time directly in the data plane.

85



Chapter 4

Passive Data-Plane Telemetry to

Mitigate Long-Distance BGP Hijacks

Poor security of Internet routing enables adversaries to divert user data through unintended
infrastructures in attacks known as hijacks. Of particular concern—and the focus of this
chapter—are cases where attackers reroute domestic traffic through foreign countries and
still deliver it to the intended destination, exposing traffic to surveillance, bypassing legal
privacy protections, and posing national security threats. Efforts to detect and mitigate such
attacks have focused primarily on the control plane, while data-plane signals remain largely
overlooked. In this chapter, we argue that passively-monitored round-trip time (RTT)—
and, in particular, changes in its propagation-delay component—offers a promising signal
for detection: the increased propagation delay is unavoidable and directly observable from
affected networks, enabling opportunities for faster detection and mitigation. We explore
the practicality of using RTT variations for hijack detection, addressing two key questions:
(1) What coverage can this provide, given its heavy dependence on the geolocations of the
sender, receiver, and adversary? and (2) Can an always-on RTT-based detection system be
deployed without disrupting normal network operations? Focusing on cross-country inter-

ception attacks, we find that coverage is high: 97% under ideal (i.e., data travels at the speed
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of light) conditions, and 91% and 86% with real traffic from two datasets. To demonstrate
practicality, we design HiDe, which reliably detects delay surges from long-distance hijacks
at line rate using commodity programmable hardware. We measure HiDe’s accuracy and

false-positive rate on real-world data and validate it with ethically conducted hijacks.

4.1 Introduction

BGP (Border Gateway Protocol) hijacks are a long-standing threat where attackers exploit
the poor security of BGP—the Internet’s default routing protocol—to redirect traffic through
their own infrastructure. These attacks can be dangerous, allowing the theft of sensitive data
and inflicting severe financial damage [2, 5, 12, 28, 35, 59, 117, 126]. Despite years of research,
BGP hijacks remain a serious threat today [14, 127]. Major prior efforts have attempted to
proactively neutralize this threat, but suffer from limited adoption or scope: Standards like
BGPsec [10] and clean-slate alternatives such as SCION [124] require ubiquitous adoption
to be truly effective, which is challenging given the decentralized nature of the Internet.
Meanwhile, mechanisms like RPKI (Resource Public Key Infrastructure) [25] can prevent
only a subset of attacks (i.e., forged-origin hijacks), leaving other attack classes unaddressed.

Consequently, network operators rely heavily on reactive approaches to defend against
BGP hijacks. State-of-the-art reactive approaches primarily work in the control plane by
monitoring BGP feeds from public monitors like RIS and RouteViews, private commercially-
operated monitors, and/or the network’s own routers. Such systems (e.g., ARTEMIS [145],
DFOH [66]) detect suspicious announcements, and mitigate attacks using techniques such as
announcing more-specific prefixes. These approaches detect attacks quickly and accurately
when malicious announcements are immediately visible from their vantage points, but they
fall short in two key scenarios. First, they may entirely miss attacks in which malicious
announcements are specifically designed to evade control-plane-based detection [14, 16, 107,

181]. For example, attackers can manipulate BGP communities to surgically steer traffic
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while limiting visibility at public monitors [16]. Similarly, in interception attacks, the ad-
versary diverts traffic through its own infrastructure but still forwards it to the intended
destination, reducing the likelihood of detection [9, 58, 181]. Second, some attacks may
eventually become visible at route monitors, but only after sufficient time has passed for the
attacker to cause significant damage. For example, website fingerprinting attacks can succeed
within a few seconds of the hijack, since they may require only the first few packets, bursts,
or bytes of page content [45, 148, 151]. Similarly, in hijacks such as the one on Amazon’s
DNS infrastructure in 2018, attackers could collect users’ credentials within the first few
seconds, which later enabled them to steal cryptocurrency [125]. Other reactive approaches
(e.g., iSPY [185]) implement active probing in the data plane (e.g., ping, traceroute), but
require responsive IPs and sustained probing to maintain accuracy, resulting in challenges
with scalability (due to probe traffic overhead) and coverage (since some IPs may not be re-
sponsive). Hybrid methods (e.g., HEAP [131], Argus [149]) combine control and data plane
signals to improve accuracy, but do not alleviate challenges with scalability, attack visibility,
or detection speed.

In this chapter, we argue that passively-monitored round-trip time (RTT) is a highly
useful yet underexplored data-plane signal for detecting BGP hijacks. In particular, hijacks
induce a change in the propagation-delay component of RTT by changing the physical path
of traffic. Unlike control-plane signals, RT'T cannot be hidden from the victim. For instance,
if an attacker from North Korea launches an interception attack on a connection between two
hosts within the UK, the traffic must cover an additional 15,025 kilometers at least, causing
a minimum additional RTT of 75 ms'—an effect the victim will directly experience. The
RTT change is also immediate, enabling an opportunity for faster detection and mitigation
compared to existing reactive approaches. Additionally, contrary to active probing, passive

monitoring does not require responsive IPs and incurs no probing overhead.

!This example assumes the speed of data transmission to be the speed of light in optical fiber, given by
cf = 2¢/3 (approx.), where ¢ is the speed of light in vacuum [89]. Hereafter, in this chapter, speed of light
refers to ¢y, which is approx. 200 km per millisecond (more precisely, 199.86 km/ms).
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However, building an effective RT'T-based BGP hijack detector is challenging. The ex-
pected increase in propagation delay—which is at the heart of an RTT-based approach—is
highly location-dependent. To be detectable, this increase in propagation delay must be large
enough to stand out from the natural RTT variation that occurs in real traffic. Such variation
can be caused by many factors, including network congestion, host processing times, noise
in access networks, and benign route changes (e.g., due to traffic engineering). As a result,
to be reliably detected, the diversion must be geographically long enough to induce an RTT
increase noticeably higher than the natural variation. For example, an RT'T-based detector
might successfully flag traffic between hosts in the US being diverted through the UK. In
contrast, diversions over shorter distances may be difficult, and in some cases even impos-
sible, to detect using RT'T alone—for example, if US traffic is diverted through Canada, or
in regions such as Europe where many countries are physically close and even cross-country
detours may not induce a sufficiently large RTT increase. For this reason, RTT is not a
silver bullet that enables a general-purpose solution for hijack detection.

Despite its limitations in scope, an RTT-based hijack defense is promising since it ad-
dresses key weaknesses of existing approaches in four main ways. First, it can detect the
long-distance subset of stealthy attacks that control-plane-based approaches miss entirely.
Second, for attacks that are not immediately visible in the control plane, it can detect the
long-distance subset much more quickly (sometimes within milliseconds for high-data-rate
flows), thereby reducing the amount of traffic exposed to the attacker before mitigation.
Third, it can serve as an additional signal for existing hijack detectors, where combining
control-plane and data-plane information can improve robustness and reduce false positives.
Fourth, in such a combined setting, by virtue of its placement in the data plane, it enables
finer-grained, operator-configurable mitigation strategies compared to control-plane-based
mitigation that can only operate at the granularity of an entire prefix (e.g., a /24)—for

example, traffic to sensitive IPs within the prefix could be temporarily rate-limited, or even
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blocked when the data plane suspects an attack, awaiting confirmation from the control
plane.

Among BGP hijacks that cause substantial harm, and that lie within the scope of BGP
hijacks where an RT'T-based defense is most effective, one class is of particular concern and
is the focus of this chapter: hijacks that reroute domestic traffic through a foreign location
and still deliver it to the intended destination. These cross-country interception attacks
are especially troubling because they, unbeknownst to the user, expose the user’s traffic
to different jurisdictions and thus to different privacy and surveillance laws [57, 58, 181].
However, as noted earlier, an RTT-based defense may not be able to detect all cross-country
attacks (e.g., US via Canada, Germany via France, etc.) Our first major goal in this study
is to understand the effectiveness of RTT-based hijack detection for cross-country attacks.
In particular, we ask the research question (RQ1): What fraction of possible cross-country
interception attacks can an RTT-based approach reliably detect? We find that cross-country
attacks are highly detectable using RTT: overall, 97% can be detected reliably under ideal
conditions (i.e., data travels at the speed of light and is not affected by real-world noise), and
detection remains high at 91% and 86% even with real traffic from two datasets (Section 4.3).

Although cross-country interception attacks are highly detectable, doing so in a scalable,
real-time manner remains challenging. Per-packet RT'T calculation is expensive at line rate,
and maintaining state while monitoring every flow is intractable. Thus, we pose the following
research question (RQ2): Can we design a practical, always-on monitoring system to detect
and mitigate cross-country interception attacks in a scalable manner without excessive cost?

To this end, we design HiDe, a practical RTT-based system for detecting hijacks. First,
BGP hijacks occur at the IP-prefix level and affect all traffic routed to the targeted prefix,
meaning that during a real hijack, no flow to the targeted prefix can have an RT'T less than
the minimum required for the attacker’s route. By passively measuring the RTTs experi-
enced by as many packets as possible and relying on the minimum per prefix, HiDe can

reliably and scalably detect spurious RTT surges. Second, we observe that a BGP hijack
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induces a distinct pattern in the denoised RTT over time, clearly differentiating it from other
events, such as congestion. Concretely, a hijack causes a sharp surge with location-dependent
but calculable minimum height, which one can detect using a changepoint detection algo-
rithm. Third, implementing HiDe can be made practical by deploying it on high-speed
programmable hardware (e.g., switches). This is possible, despite the rigid computation and
memory constraints of such devices, thanks to our switch-native implementation of change-
point detection and scalable latency measurements.

Our evaluation demonstrates that HiDe is reliable (zero false negatives by design), min-
imally disruptive to real traffic, and implementable on commodity hardware. To assess
HiDe’s fidelity, we tested it against ethically-conducted real-world hijacks and found that it
detects them within 0.5 second. Additionally, to evaluate its impact on regular operations,
we run HiDe on campus network traces (19 billion packets, 5.3 TB bytes). The results show
that its combination of algorithms effectively minimizes false alarms (< 0.012%), even in the
presence of highly noisy real-world RTT signals. Furthermore, HiDe reduces the impact of
such false alarms by identifying and correcting them within a median of 0.75 seconds without
human intervention. We implement HiDe entirely on a programmable switch, showcasing its
potential for seamless deployability on a network’s border gateway with minimal hardware

cost and no delay overhead to normal traffic.

4.2 Background and Threat Model

4.2.1 BGP-Based Attacks

BGP is the primary protocol that connects Autonomous Systems (ASes) by enabling them
to exchange and forward route announcements for IP prefixes. Each AS advertises routes
for the prefixes it owns, including an AS path indicating the sequence of ASes to traverse
to reach it. Routers independently select the best route for each prefix based on attributes
like path length and routing policies.
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BGP Hijack. A BGP hijack occurs when a malicious or compromised AS falsely advertises
routes to IP prefixes it does not own or cannot reach, misleading other ASes into rerouting
traffic through its infrastructure. Suppose AS100 legitimately owns the IP prefix 1.1.1.0/24.
A malicious AS, AS200, falsely announces ownership of 1.1.1.0/24 to its BGP peers. These
peers may accept the announcement as valid and propagate it to their own peers, spreading
the false route across the network. As a result, traffic destined for 1.1.1.0/24—for instance,
originating from another prefix like 2.2.2.0/24 owned by AS300—may get misrouted to
AS200 instead of reaching AS100. This enables the attacker to eavesdrop on, fingerprint,
manipulate, or drop this illegitimately-obtained traffic. In some cases, the attacker may
even serve malicious content by impersonating the legitimate destination (e.g., by acquiring
a wvalid certificate first by exploiting weakness in the certificate issuance verification pro-

cess [15]).

BGP Interception Attack. A BGP interception attack (Figure 4.1) is a specific type of
BGP hijack where the attacker intercepts traffic but forwards it to the original destination,
enabling analysis or manipulation while remaining undetected by the end hosts. Of par-
ticular concern is a stealthy subset of these attacks where a sophisticated attacker employs
techniques like AS-path poisoning and the manipulation of BGP communities to limit the
propagation of malicious announcements in a bid to evade detection by BGP monitors near
the victim. For instance, in the example above, A5200 could manipulate its announcements
to propagate only to routers near AS300 while suppressing those to routers near AS100.
This could cause traffic from 2.2.2.0/24 to 1.1.1.0/24 to get misrouted via AS200, while
AS100 remains unaware as BGP monitors near it never observe the malicious route. Such
an attack has been demonstrated by Birge-Lee et al. [16], which we ethically reproduce in

Section 4.7.2.
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Figure 4.1: An attacker in the UK exploits the weakness of routing security to redirect traffic
from a peer host in the US—originally destined for a wvictim host in the US—through the
attacker’s own infrastructure. The mid-attack path (in red) from the peer to the victim is
longer than the original pre-attack path (in green), adding an extra 50 ms of propagation
delay to the RTT of the traffic.
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4.2.2 Threat Model

We consider an adversary performing a stealthy BGP interception attack—such as the one
described above—to reroute traffic destined for a victim through distant infrastructure be-
fore forwarding it back to the victim. This infrastructure is located in a different country,
potentially under different privacy and security laws. The adversary is sophisticated, aware
of detection systems, and employs evasion techniques to prevent forged announcements from
reaching BGP monitors leveraged by the detection systems [16]. By rerouting traffic back
to the victim, the attacker keeps connections alive, enabling traffic analysis while evading
detection at the application layer. Such attacks can serve as tools in cyber warfare or surveil-
lance. Real-world examples of long-distance interceptions include (among numerous others)
the rerouting of US-based traffic via the UK to enable surveillance (Figure 4.1) [57], rerout-
ing of US-based traffic managed by China Telecom via China undetected over 2.5 years [58],

and rerouting of traffic between two hosts in Denver, USA via Iceland [181].
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4.3 Feasibility Study

HiDe relies on the propagation-delay component of RTT for real-time BGP hijack detection.
Propagation delay is the time it takes a packet to travel across the network path from the
sender to the receiver, determined primarily by the physical distance and the transmission
medium, rather than by network congestion or processing delays at the end hosts. In this
section, we examine the feasibility of using propagation delay alone to defend against cross-
country interception attacks. In such attacks, both the victim and its peer reside in a victim
country Cy, while the attacker operates from a different threat country Cp. Such attacks

are common in cyber warfare and surveillance carried out by nation states.

4.3.1 Key Questions and Observations

We ask the following questions about cross-country attacks:

1. Does traffic within a single country experience significantly lower propagation delay
compared to traffic across countries? If so, can we use this difference to detect cross-

country interception attacks?

2. Are all countries equally defendable using propagation delay-based detection? If not,

and some countries are more defendable, what geographic factors drive this difference?

3. What fraction of cross-country attacks can, in principle, be detected by comparing

propagation delays—both under idealized assumptions and real-world measurements?
Our analysis in this section reveals the following:

1. Across 258 countries, the maximum distance within a country’s borders (maz. intra-
country distance) is typically far smaller than the minimum distance from that country
to any other country (min. inter-country distance). The 25" /501" /75! percentiles of

max. intra-country distances are 49 km, 413 km, and 1,129 km, respectively; the
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corresponding percentiles for min. inter-country distances are 4,027 km, 7,689 km,

and 11,420 km. Naturally, propagation delays follow a similar trend (Section 4.3.2).

2. Some countries are more defendable using propagation delay-based detection than oth-
ers. For example, Russia ranks among the least defendable, whereas New Zealand is one
of the most defendable. More generally, larger countries with many nearby neighboring
countries are less defendable, while smaller or more geographically isolated countries

are more defendable (Section 4.3.4).

3. Considering the worst-case (least defendable) attack paths between every pair of coun-
tries, we find that 97% cross-country attacks can be detected assuming speed-of-light
RTTs, and 91% and 86% respectively, using real-world measurements from two pro-

duction datasets (Sections 4.3.4 and 4.3.5).

4.3.2 Intra-Country vs. Inter-Country Distances

Our first goal is to assess whether the great-circle distance (shortest distance along Earth’s
curvature) between two hosts in the same country is significantly smaller than between
hosts in different countries, so a cross-country detour would induce a detectable increase in

propagation delay.

Dataset. We use the Natural Farth Admin-0 Countries dataset—one of the most popular
boundary datasets in the Geographic Information System community. It provides high-
resolution boundary coordinates (avg. 2.5 km) for 258 countries (Figure 4.2a) [42]. Since
some countries consist of multiple disconnected regions (e.g., contiguous US plus Alaska and
islands), we distinguish each country’s mainland (largest contiguous landmass) from entire

country (all regions combined).

Method. For each country (entire country and mainland), we calculate: (1) Max. intra-

country distance: the largest pairwise great-circle distance among all boundary points of
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(a) Centroids (orange icons) of the mainlands  (b) Top: Max. distance within country. Bot-
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tween countries: distance (left y-axis) and one-
way delay at ¢y (right y-axis).

Figure 4.2: For all 258 countries (Figure a)—using both entire country areas and mainlands
only (Figure b)—we compute each country’s maximum internal distance and its minimum
distance to every other country, then plot both distributions (Figure ¢). Typically, a coun-
try’s foreign neighbors are more distant than its own farthest points.

the country, and (2) Min. inter-country distance: the smallest great-circle distance from
any point in this country to any point in another. Figure 4.2b illustrates these distances

within the US (top) and between the US and China (bottom).

Observations. Figure 4.2¢ shows: (1) min. inter-country distances far exceed max. intra-
country distances, and (2) these distances for entire countries vs. mainlands are similar: we
proceed with mainlands in the rest of this chapter for better interpretability. At the speed

of light, the 25" /50" /75" percentile max. intra-country one-way delay (OWD) are 0.2 ms,
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‘‘‘‘‘‘ 8(S,A)
(a) Distance before attack: dppe = (b) Distance in the middle of the stealthy interception at-
25(8, D). tack: dmia = 0(S, D) + 8(S, A) + 8(D, A).

(c) Locations of source, destination in the US and attacker
in China such that 6,,iq — dpre is minimized.

Figure 4.3: In this example, source S and destination D lie in mainland US and attacker
A in mainland China. Figure (a) shows the pre-attack round-trip distance d,.. and (b)
the mid-attack round-trip distance 0,4, leading to the deviation dgeviation = Omid — Opre =
6(S,A) + 0(D,A) — §(S,D). Figure (c) shows the most optimal attack on the US from
China, with curved lines indicating shortest great-circle paths. (Green: Original path, red:
diversion due to attack.)

2.1 ms, and 5.6 ms, respectively. The corresponding values for min. inter-country OWD are

20 ms, 38 ms, and 57 ms—at least an order of magnitude larger.

4.3.3 Identifying Least Defendable Attacks

In this subsection, we describe how we identify the least defendable attack given a Cy and
a Crp; later, we analyze defendability under ideal (Section 4.3.4) and realistic (Section 4.3.5)
conditions. Figures 4.3a and 4.3b show the paths before and during the attack: with source
S and destination D in Cy and attacker A in C7p, the round-trip distance changes from
Spre = 20(S, D) t0 Omig = 0(S, D) + (S, A) + 6(D, A), resulting in a deviation of dgeviation =
d(S,A)+46(D,A) —6(S, D). In the worst-case (least defendable) attack scenario, dgeviation 1S

minimized by having S and D on C'y/’s border and as far apart from each other as possible, and
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Figure 4.4: Defendability against optimal attacks assuming speed-of-light RTT: With Russia
and New Zealand (NZ) as example victim countries, (a) shows mid-attack RTT is typically
much higher than pre-attack RTT; size and proximity of victim country to other countries
determine the extent. Figure (b) shows that for 86% countries can be defended against
94% optimal attacks. Figure (c) shows Russia’s post-attack RTT peaks at 4x its pre-attack
RTT (corresponding to 110 ms absolute difference), NZ at 100x (190 ms), and all countries
combined at 198x (200 ms). Figure (d) shows that, when the victim and peer are co-located,
the attacker must be 2,500 km away to induce a deviation of 25 ms.

A on C7p’s border and as close to S and D as possible—we call this an optimal attack. Under
such an attack, we denote the pre-, mid-attack distances, and deviation as ¢* * o, and

pre’ Ymid>

respectively, and the corresponding RTTs as 7., Tr.q, and T iation. Figure 4.3c

*
5deviation ) p’r‘e » Imy

shows the optimal attack from China on the US, as an example. We compute the optimal
attack for each ordered pair of victim and threat countries (258 x 257 attack scenarios) and

use these scenarios in our analysis in the next two subsections.
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4.3.4 Defendability under Ideal Conditions

In this subsection, we analyze the feasibility of detecting cross-country optimal attacks

under ideal conditions (defined below).

Assumptions. Ideal conditions include: (1) Ideal network, i.e., data travels at the speed of
light, and (2) Ideal measurements, i.e., our measurements capture the actual distance-based
propagation delay. Under these assumptions, propagation delay = minimum RTT (minRTT)
= RTT. Therefore, in this subsection, RT7T is synonymous with propagation delay. We
relax these assumptions in the next subsection where we analyze real-world measurements

(Section 4.3.5).

Most and least defendable countries. Optimal attacks determine the lower bound
of our defense capabilities. To assess defendability under optimal attacks, we compute
propagation delay as the round-trip distance (d;,, or d;,,) divided by the speed of light. To
illustrate the difference in defendability across countries, we select two examples: Russia,
which has among the smallest median 7),,;,,0n, @01d New Zealand (NZ), which has one
of the largest median 7,10, Figure 4.4a shows their pre-attack and mid-attack RTT
distributions. NZ’s RTTs increase significantly mid-attack, making it more defendable;
Russia’s RTT changes are smaller making it less defendable. In general, small countries

with distant neighbors (low 6(S, D), high §(S, A) + 0(D, A)) are the most defendable, while

large countries with many close neighbors are the least defendable.

Attack coverage. To quantify defendability, we define attack coverage as the percentage
of optimal attacks that can be detected under some given condition. To compute overall
coverage, we set the condition 7,,;..i,, > D ms because: (1) 5 ms far exceeds typical noise in
measurements (e.g., due to coarse-grained timestamps, rounding off errors, approximations
in distance calculations, etc.), and (2) At speed of light, 5 ms corresponds to approx. 1,000
km of extra path length, so it captures significant geographic detours. The attack coverage

for Russia (over 257 optimal attacks) is 85% (the minimum for any country), while the
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same for NZ is 100%. When expanded to all countries (i.e., 258 x 257 optimal attacks),
the coverage is 96.6%. Figure 4.4b shows that 100% (i.e., all) countries can be defended
against 84% attacks, 75% against 95%, 23% against 99%, and 11% against 100%. These
results illustrate the promise and generality of propagation delay-based detection (in ideal

conditions).

Attack coverage at given RTT deviations. To analyze the extent to which optimal
attacks increase RTT in ideal conditions, we plot the attack coverage (x-axis) given the ratio
between mid- and pre-attack RTT (Figure 4.4c). For NZ (purple), this ratio ranges from
1-100x (5-190 ms absolute difference), while for Russia (green), due to its large pre-attack
RTTs, it is 1-4x (5-110 ms). For attacks on all countries (red), it is 1-198x (5-200 ms). The

ratio is 2x (8 ms) for 95% attack coverage on all countries, and 4x (23 ms) for 85% coverage.

Deviation as a function of distances. The analysis of cross-country attacks does not
inform us directly about the relationship between distance and RTT deviation. To bridge
this gap, Figure 4.4d shows RTT deviation (z-axis)—as a function of pre-attack distance
(0(S, D)) (x-axis), and average distance between S-A and D-A (y-axis)—in a heatmap. The
x- and y-axis are capped at the maximum intra- and minimum inter-country distances. The
85 /95t percentile pre-attack distances are 1,090 km and 1,872 km; to induce an RTT
deviation of 25 ms, the attacker needs to be at an average distance of 3,045 km and 3,436

km, respectively, from S and D.

4.3.5 Defendability in the Wild

While our observations under ideal conditions are promising, defendability may differ in the
real world because: (1) the actual propagation delay may be larger than the speed-of-light
RTT due to longer physical paths, and (2) RTT measurements may not capture the actual
propagation delay due to congestion or poor channel conditions (in wireless networks).

In this subsection, we evaluate defendability in realistic conditions using two production
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Figure 4.5: Defendability against optimal attacks based on real measurements: We estimate
(using linear regression) the p25 and p75 OWD for each 200 km distance bucket of our
campus dataset and the Google MLab dataset, in (a) and (b) respectively. Using p75 OWD
to estimate pre-attack and p25 to estimate mid-attack RTT, 85% countries can be defended
against 85% attacks based on the campus dataset, and 85% against 78% based on MLab
(Figure (c)). Figure (d) shows that the mid-attack RTT peaks at 12x pre-attack RTT in
the campus dataset, and 7.5x in MLab.

datasets.
Datasets. Our datasets are outlined below:

1. Campus dataset: We collect traffic from 7.5M TCP flows on our campus over 12
hours on a weekday in May 2022, and compute RTTs by matching data packets with
ACKs [32].

2. MLab dataset: We collect minRTTs of 4.3M TCP flows from NDT7-based measure-
ments over 5 days in Dec. 2024 [101].
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For each flow in each dataset, we collect geolocations of the source and destination. We
discard flows whose minRTT indicates shorter distances than those permitted by their
reported geolocations, which is physically impossible. Finally, we group remaining measure-
ments by source-destination /24 prefixes, because (1) a /24 prefix is the smallest unit on
which a BGP hijack can be launched, and (2) aggregating by prefix improves the chance of
measuring true minRTT (see Section 4.5.2 for a more detailed discussion on the advantage

of aggregation by prefix).

Estimating propagation delay from distance. To quantify defendability in realistic
settings, we estimate real-world propagation delay between any two hosts from their great-
circle distance d. This real-world propagation delay may vary across host pairs separated by
the same distance d depending on: (1) Geolocation: Some regions in the world have denser
network connectivity than others, (2) Routing policies: Some providers make shorter paths
available than others, (3) Consistent queues: Some paths experience consistent queuing delay
due to deep buffers and consistent traffic, etc. Furthermore, even if the true propagation
delay is same, we may measure different minRTTs due to transient congestion. It is infeasible
to collect reliable minRTTs from all possible attack locations in all 258 countries. Instead,
we apply the following method to both our campus dataset (215 countries) and Google MLab

(234 countries) to capture variability:

1. Bin distances: Divide all distances up to 20,075 km (Earth’s diameter) into 200 km

bins (~1 ms at cy).

2. Assign prefizes to bins: For each source—destination prefix pair, compute its great-

circle distance, assign it to the appropriate bin, and record its minOWD (minRTT/2).

3. Percentile computation: Within each bin, compute the pth percentile of these

minOWDs for p=1,...,100.

4. Regression fitting: Fit one linear regression per percentile across all bins (e.g., a

p=1 line through every bin’s 1-percentile).
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Figures 4.5a and 4.5b plot the p=25 and p=T75 regression lines for the campus and MLab
datasets, respectively. The campus data shows a narrower inter-quartile range—Ilikely
because the location of one end is fixed (on campus) and the entire variability is due to the
remote host—whereas for MLab, the servers and clients are in different locations. With
these delay estimates, we proceed to evaluate defendability against optimal attacks under

realistic conditions.

Estimating pre-attack and mid-attack minRTTs. The variability of minOWDs for
the same distance poses a challenge: if our detection is unlucky, it could measure a higher
percentile minRTT before the attack and a lower percentile during the attack, causing the
deviation in minRTT to be much lower than speed-of-light deviation. To model such a

5" percentile) minOWDs to estimate pre-attack min-

scenario, we use the upper quartile (7
RTTs, and the lower quartile (25" percentile) minOWDs to estimate mid-attack minRT Ts.

Then, we evaluate defendability using the same metrics as before.

Observations. Using the condition 7],,;,:i0n = 510s, the overall attack coverage is 91% on
the campus dataset and 86% on MLab. Figure 4.5¢ shows that in the campus data, 100%
countries can be defended against 63% attacks, 75% against 89%, and 2% against 100%. In
MLab, 100% countries can be defended against 53% attacks, 75% against 80%, and <1%
against 100%. Real-world defendability is therefore less than in the ideal case—especially in
MLab, where minRTT variability is higher. Figure 4.5d plots coverage versus the mid-/pre-
attack minRTT ratio. The ratio ranges from 1-12x (5-290 ms) for campus; and 1-7.5%
(5-250 ms) for MLab.

4.3.6 Takeaways

Our analysis shows that propagation-delay measurements offer a highly effective signal to
defend against cross-country interception, primarily because diverted paths almost always

incur substantially greater delays than pre-attack paths. Although real-world variability de-
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grades detection coverage compared to ideal conditions, our focus on worst-case (optimal)
attacks means these results are conservative—actual detection performance will often exceed
our current estimates. We believe our findings are sufficiently strong to justify designing an
interception detector based solely on propagation delay. At the same time, a range of factors
influences how accurately any given attack can be detected: the victim country’s size and
distance from potential adversaries; the exact geolocations and separation of victim and peer
hosts; the true lengths of the pre-attack and mid-attack network paths; transient or persis-
tent congestion along those paths; and the precision of our measurement and aggregation
techniques. With these insights in mind, in the next section, we present HiDe—a scalable,

always-on, data-plane system for detecting and mitigating interception attacks.

4.4 HiDe: Overview

HiDe is a system to detect and mitigate BGP interception attacks. HiDe runs entirely on
a programmable switch and uses real-time minRTT measurements for attack detection. In

this section, we present the key insights that drive HiDe.

Converting noisy RTT into a reliable detection signal. During a hijack, all traffic
to a victim prefix must traverse the longer path via the attacker, so no RTT sample can
be shorter than the minimum propagation delay via the attacker. HiDe exploits this by
passively collecting RTT samples for every TCP data-ACK pair at the network border
(thereby avoiding noise from the internal network), aggregating samples per prefix, and
tracking the minRTT per time window. By monitoring these minRTTs, HiDe detects
hijacks as sudden, sustained spikes in delay. For example (Figure 4.6), hijacking test traffic
ethically from a Stockholm client via Amsterdam causes the minRTT to jump by about 20
ms at attack start and to fall back when the hijack ends. A changepoint detection algorithm

can reliably identify such shifts.
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Prioritize guaranteed protection over broad coverage. We posit that operators
would prefer a system that reliably defends a well-defined subset of prefixes rather than a
best-effort approach that covers everything but floods them with false alarms. Section 4.5.3
shows how HiDe restricts its scope to prefixes it can protect with high confidence. When
false positives do occur, HiDe (optionally, determined by the operator) continues measuring

RTT and automatically rolls back its mitigation if the spike proves transient.

Optimize for commodity hardware. HiDe stores only per-prefix state—the running
minRTT and count of RTT samples per time window—instead of expensive per-flow or per-
packet state. It employs a lightweight, two-window, threshold-based changepoint detector
that is hardware-amenable. On the Intel Tofino2, HiDe uses native primitives (mirror and
packetgen) to generate packet replicas for RT'T measurement, and occasionally—optionally—
for false-positive correction and user alerting, while forwarding all other traffic at line rate

with zero additional latency.

4.5 HiDe: Methodology

4.5.1 Computing Location-Based Lower Bound

Translating user input into geographic locations. The user provides HiDe with
the IP prefix of the home network and the threat regions they want to protect their data
from, based on policy decisions or anticipation of threats. The threat regions are either
names of countries or enclosed polygons of geographic coordinates. HiDe also obtains
from its data plane the destination prefixes observed by it. The user can, optionally, set
threat regions per destination prefiz. Eventually, the control plane converts all the informa-
tion into triplets of geolocation information: {source_coordinates, destination_coordinates,
threat_coordinates_list} using public geolocation services (IPinfo, MaxMind) and public

geographic datasets (Natural Earth Admin-0) [42, 98, 158].
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Computing lower bound of mid-attack RTT. For each location triplet, we first identify
the optimal attack, i.e., the attacker’s location in the threat region that minimizes mid-attack
round-trip distance. Note that this distance can be much higher than in the optimal attacks
in Section 4.3 because there, source and destination were always on the victim country’s
border whereas here, they are almost always inland. Next, we compute the minimum possible
mid-attack RTT for this optimal attack (7;5,,), based on the speed of light. We designate
this lower bound RTT as the absolute threshold of our changepoint detector: HiDe flags an
attack whenever the observed minRTT reaches 7., guaranteeing zero false negatives (see
Section 4.5.6 for more on false positives). While we could choose a less conservative bound—
e.g., the 25"-percentile estimated latency in 200-km buckets (Section 4.3.5)—we opt for the
most conservative threshold to guarantee protection, at the expense of coverage, as is our

design goal (Section 4.4).

4.5.2 Reducing Noise in the RTT Signal

Aggregating by prefix to reduce impact of noisy flows. BGP attacks target prefixes,
with a /24 prefix being the smallest possible target. All flows to an attacked prefix experi-
ence the same change in propagation delay, but noisy RTTs in individual flows can obscure
this change. We aggregate RT'T samples by prefix before computing the minimum RTT
per window (discussed next), as at least one flow per window is likely to produce a sample
representative of the true propagation delay. Figure 4.7 demonstrates this for a US-based
destination prefix with one noisy and one stable flow. Also, prefix-level aggregation reduces

switch memory requirements from per-flow to per-prefix, which is significant.

Windowing to discard short-term fluctuations. We divide streams of per-prefix RTT
samples into non-overlapping time windows of a fixed size (i.e., tumbling windows) and com-
pute the minRTT in each window. This filters out short-term RTT spikes due to benign
confounding factors like queuing delay from short-lived congestion, end-host processing de-

lays, and TCP oddities like delayed ACKs [144]. We select a sub-second (e.g., 100 ms) time
107



window—while minRTT can be measured more reliably with longer time windows, it would
delay mitigation allowing an attacker more time to complete their attack. Finally, tracking
minRTTs in non-overlapping tumbling windows requires only per-flow state, as opposed to

overlapping sliding windows, making it more suitable for a switch implementation.

4.5.3 Vulnerable and Defendable Prefixes

Identifying vulnerable prefixes. BGP interception attacks primarily target prefixes that
host sensitive services—government sites, banking portals, cryptocurrency nodes, and the
like—because such websites handle sensitive data from users around the world. The attacker
places itself between the user and the server—intercepting valuable data. HiDe prioritizes
these vulnerable server prefixes for protection. By default, it excludes prefixes used exclu-
sively by WiFi or cellular access networks—since they rarely host critical services—unless

the operator explicitly includes them.

Identifying defendable prefixes. Some destination prefixes have RTTs that are consis-
tently noisy or high even under benign conditions, making it nearly impossible to detect
interception attacks on them from certain threat regions without excessive false positives.
For example, Figure 4.8 shows a prefix where the minRTT often exceeds 100 ms, making
it impractical to defend against a threat region that causes a small deviation in compari-
son. Further analysis of such prefixes reveals that often, they tend to be associated with
client-side access networks, such as cellular or WiFi, which HiDe does not defend by default
anyway. Concretely, during a profiling phase independent of the detection phase, we monitor
the max. of min. RTTs in tumbling time windows for each destination prefix. Later, we
defend a prefix against a threat region only if 7.},, — max(RTT,,;,) > A, where X is called
the surge threshold. A defines the min. increase in RT'T),;, required between two consecu-
tive windows to flag an attack, and can be set to a constant (e.g., 10 ms) or a fraction of

max(RT ) (e.g., 10%). A lower A provides broader coverage but increases susceptibility
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to false positives, and vice-versa. Users can adjust A based on their desired trade-offs. We

evaluate the false positive rate for different values of A in Section 4.8.

4.5.4 Hardware-Amenable Changepoint Detection

We implement changepoint detection directly in switch hardware by combining the tech-
niques described so far in an approach called the two-window algorithm. This involves track-

ing the per-prefix min. RTT (RTT!

i ) for each tumbling window i. Once the i"" window

completes (i > 0), we compare RTT".} and RTT!

man min

and mark the prefix as attacked if both

the following surge conditions are met:

1. RTT:,) < 7)., and RTT:,.

> 77,0 The minRTT crosses the absolute threshold

between two consecutive windows.

2. RTT:!, — RTT:..! > \: The minimum RTT surges by at least the surge threshold in

min

consecutive windows.

4.5.5 Adaptive Windowing and Speed of Detection

Since HiDe relies on the change in minRTT across windows of RTT samples, its detection

speed depends on the following factors:

1. Traffic-related factor: The RTT sample rate per second (R), which is a function of
the number of ACK packets per second, and thus of the data rate (packets per second)

and TCP’s cumulative ACKing behavior.

2. HiDe’s detection parameters: In particular, the size of each time window (7'),

and the minimum number of RTT samples in a valid (defined below) window (5).

Only time windows containing at least S samples are considered valid and used for detection;
windows with fewer samples do not necessarily benefit from min-filtering and could lead to

false positives. In our dataset, we observe that S=5 works well and we use this value in our
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experiments (Section 4.8). The sample rate R is determined by the traffic, while 7" and S
are set based on information learned during the profiling phase. In an ideal scenario, RTT
samples arrive at a roughly uniform rate and R = (1/7") - S = S/T, meaning that samples
divide neatly into time windows that are each just large enough to contain S samples. In
this case, the time-to-detection is approximately 27" = 2(S/R). For example, if the data
rate is 1 MB/s and the cumulative ACK frequency is one ACK per five data packets, the
expected time-to-detection is about 71 ms.

In the wild, the rate at which RTT samples are generated is not necessarily uniform,
so the time-to-detection can be slightly higher and may vary across profiled prefixes, but it
generally remains within a small fraction of a second for active flows. To mitigate cases where
S is effectively too high for the prevailing traffic rate (e.g., when the data rate during an
attack is significantly lower than during profiling), we implement an adaptive time window.
Under this strategy, for each window, HiDe starts with size T', but if S samples are not
accumulated by the end of the window, it increases the window to 27, 37", and so on until
at least S samples are reached. This ensures that HiDe always has valid windows to work

with, and that the time-to-detection is as low as possible while still remaining accurate.

4.5.6 Minimizing Impact of False Positives

Despite reducing false positives, our detection algorithm is not foolproof and may occa-
sionally generate them. To minimize their impact and to eliminate the need for human
intervention, HiDe optionally employs an automatic false positive correction mechanism.
When an attack is detected, HiDe blocks the affected prefix and simultaneously initiates
active probing by sending ICMP echo packets to the most recently active IP address in the
prefix at each time window. It monitors the corresponding RTT, and if the RTT falls be-
low 7.7, the prefix is unblocked, and detection resumes, minimizing disruption to regular
operations. To limit probe traffic, HiDe reduces the probe rate to one per minute after five

minutes of attempts. These parameters are user-adjustable for flexibility.
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Figure 4.9: HiDe consists of a software control plane and a hardware data plane. The control
plane auto-tunes per-prefix parameters for changepoint detection based on user inputs and
traffic statistics from the data plane, and installs those parameters as match-action rules
on the data plane. The data plane computes RTT samples, aggregates them by prefix,
computes minRTT per window, and performs changepoint detection. Upon detecting an
attack, the data plane blocks the corresponding prefix and triggers active probing to correct
false positives.

4.6 HiDe: System

Figure 4.9 presents an overview of HiDe’s end-to-end workflow. HiDe comprises a control
plane, implemented in software on a server, and a data plane, operating in high-speed hard-
ware on a programmable switch. HiDe is deployed at the edge of a production network, and

can observe all or most of its traffic depending on the network topology (Section 4.6.4).

4.6.1 Control Plane

User input. The user configures the control plane by providing the network prefix of their

home network (source prefix) and specifying the threat regions (optionally, per prefix).

Auto-tuning. The auto-tuning component translates the user inputs and destination
prefixes read from the data plane into corresponding geographic coordinates and computes
the 7%,,. It also retrieves traffic statistics (specifically, min(RTTyn) and max(RTT,))

from the data plane for each prefix. Combining this information, the component identifies

which prefixes can be effectively protected and generates changepoint detection parameters

111



for those prefixes, which it then sends to the switch controller. For prefixes that cannot be
protected, it provides the user with a summary listing each prefix and their corresponding

RTT,,: statistics.

Switch controller. The switch controller translates the received parameters into corre-
sponding match-action rules and installs them on the data plane. It also receives attack

alarms from the data plane and (optionally) notifies the user.

4.6.2 Data Plane

RTT computation. We leverage DART, an existing system, to generate accurate RTT
measurements per flow from all the traffic observed by the switch. DART achieves this at
scale, handling a large number of flows without missing any RT'T samples by efficiently

managing switch resources [144].

Min. RTT aggregation. The next component aggregates RTT samples per destination
prefix, breaks them down into time windows, and calculates the minimum RTT per window.
Additionally, it computes traffic statistics like min(RTT,,;,) and max(RTT,,;,) per prefix

to share with the control plane.

Changepoint. The data plane performs changepoint detection using our two-window

algorithm, minRTTs per window per prefix, and parameters installed by the control plane.

Attack mitigation. When an attack is detected, the data plane rate limits or blocks the

corresponding prefix—depending on operator configuration—and raises an alarm.

False positive correction. Optionally, if the operator seeks more confidence in the detec-
tion result, and HiDe is not being used in conjunction with control-plane-based approaches,
it can craft and send active probes periodically to determine whether the detection was a

false positive. If so, it unblocks the prefix.
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4.6.3 Hardware Prototype

We implement our prototype in P44, and deploy it on the Intel Tofino2 high-speed pro-
grammable switch, which supports up to 12.8 Tbps of traffic at line rate [3, 23]. Our
prototype does not depend on any specific features available on the Tofino, and can be
ported readily to other programmable packet-processing hardware including other switches

(e.g., Juniper Trio) and SmartNICs (e.g., NVIDIA BlueField3).

Switch control plane. The switch control plane installs per-prefix match-action rules spec-
ifying the window size (W), absolute threshold (77;,,), and surge threshold (\). If enabled,
it listens on the CPU port for packets from the data plane containing information about
either attack detections or non-coverage, and notifies the user. Additionally, it configures

the Tofino’s packet generator to send active probes during the false positive correction phase.

RTT computation. We leverage DART for continuous and accurate per-flow RTT
computation [144], and utilize packet mirroring, a native feature that replicates packets,
to enhance its functionality. First, the original packet is forwarded without added latency,
with the mirrored copy used for RTT computation. Second, RTT samples generated by

DART are passed to HiDe-specific data-plane components.

Per-prefix state. We maintain a prefix table in register memory to support changepoint
detection. The table uses a prefiz signature, derived by hashing the first 24 bits of the
external IP, as the key. The stored values include the prefix’s start timestamp, timestamp
of most recent RT'T, start timestamp of current window, number of RTT samples in current
window, minRTTs for the current and previous windows, attack status, maz(RTT,:,), and
min(RTT,i,). The table accommodates up to 65,536 active prefixes, significantly exceeding
the peak observed in our 12-hour campus trace (approx. 5K assuming a 5-second timeout),
minimizing hash collisions. For collisions, we use cuckoo hashing [122]: the new prefix
replaces the old one, which is loaded into memory, checked for timeout, and recirculated to a

new index using a different hash seed if still valid. Each insertion allows up to 3 recirculations.
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Resource Compute Track Detect Mitigate

Type RTT [144] MinRTT Change Attack
Stages 7 2 4 3
TCAM 2.9% 0.0% 1.1% 0.0%
SRAM 4.5% 4.0% 2.4% 3.6%
Instructions 3.6% 2.4% 1.0% 1.1%
Hash Units 35.8% 12.5% 2.8% 5.6%
Input Crossbars 10.1% 3.0% 1.6% 1.9%

Table 4.1: Hardware resource usage of the Tofino2-based prototype, divided by functional
component.

Changepoint detection. When an RTT sample is generated for a prefix, HiDe checks
the status of the corresponding time window. If the window is not full, it updates the most
recent timestamp, increments the RTT count, and replaces the current minimum RTT if
the new sample is smaller. If the window is full, the current minimum RTT replaces the
previous window’s minimum, and maxz(RTT,;,) and min(RTT,,,) are updated. If the
window is valid (i.e., it has enough samples), HiDe evaluates the surge conditions and, if
those are satisfied, starts the mitigation process by blocking all non-ICMP packets from/to

the prefix by adding it to a block table.

Active probing. Simultaneously, we start crafting and sending ICMP echo packets to
the latest IP seen from the prefix and listening to responses to monitor its RTT. If a false

positive is detected, the prefix is removed from the block table.

Resource usage. We analyze the resource usage of our prototype by function and find that
its low resource consumption leaves ample resources for other concurrent switch functions

(Table 4.1).

4.6.4 Deployment

HiDe is deployed at the edge of a production network (Figure 4.10), protecting clients within

the network by monitoring the external leg of RTTs (HiDe to external hosts) rather than
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Figure 4.10: HiDe—deployed at the edge of a production network—defends servers (associ-
ated with vulnerable prefixes) and clients (optionally since associated with less vulnerable
prefixes) inside it by measuring the external leg of RTT from itself to external hosts.

the internal leg (HiDe to internal hosts) [144]. We denote connections with clients inside
the defended network as Client-In-Server-Out (CISO) and connections with servers inside
the network as Server-In-Client-Out (SICO). We observe that the primary source of noise in
RTTs is typically the access link near the client. For CISO connections, which are associated
with the vulnerable prefixes (described earlier in Section 4.5.3), the access link is part of the
internal leg and does not affect the monitored RTTs, resulting in less noise. In contrast, SICO
connections experience higher noise levels, as the access link is external. In our campus data,
we apply a TCP port number-based heuristic to distinguish CISO connections from SICO
connections: if the port number used by the campus-internal host is < 1024 and the one

used by the external host is > 1024, we consider it a SICO connection, and vice-versa.

4.7 Experimental Setup

We outline our experimental setup: first, to demonstrate live detection of ethically launched
interception attacks on controlled iperf traffic; second, to collect a 12-hour campus trace

highlighting HiDe’s low false positive rate and minimal impact on regular operations.
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Figure 4.11: Experimental setup for our live experiments. The orange and green arrows
indicate the original protected host to remote hosts route and back, respectively. The return
path (green) is intercepted by the long-distance adversary—the diverted portion of the route
is shown with red arrows.

4.7.1 Passive Capture of Campus Traffic

Data collection. As outlined before, we captured 12 hours of production traffic—covering
1 pm to 1 am local time to include global working hours—at the edge of our US-based
campus network using a TAP device near the gateway router. Packets—only TCP headers,
anonymized at source in a prefix-preserved manner—from selected subnets were mirrored

and recorded on a collection server with tepdump.

Dataset overview. The dataset comprises 1.1TB of trace data representing 5.32TB of
packet bytes, encompassing 19 billion packets, 7.5 million flows, and 238 million RTT sam-
ples. It includes 12K unique internal IPs and 324K unique external IPs, distributed across

183K external prefixes, 23.2K of which are based in the US.

4.7.2 Live Experiments

Figure 4.11 shows the experimental setup for our live experiments involving active iperf3

traffic.

Deploying HiDe to protect experimental traffic. We set up our experiment us-

ing three key components: (1) a host on our campus running iperf3, (2) a high-speed
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programmable switch on campus where HiDe is deployed to monitor traffic, and (3) a
transparent TCP proxy on an Amazon AWS instance. The proxy, which doubles as a
PEERING node, advertises a /24 prefix allocated to our experiment. PEERING provides
distributed ASes for controlled, real BGP announcements [132]. We use one IP address
from the /24 pool, applying iptables rules on components 1 and 3 to masquerade it as the
application’s IP. This setup enables HiDe to monitor all experimental traffic while allowing

external adversaries to ethically launch BGP interception attacks on the /24 prefix.

Setting up remote hosts. We deploy AWS instances in geographically diverse locations,
including the US east and west coasts, Europe, and Asia. The iperf3 server runs on the
protected host across multiple ports, while clients on the distributed AWS instances connect
to the PEERING IP of the transparent proxy, which forwards traffic to the server. The

remote hosts are indicated as component 4.

Launching ethical routing attacks. The final step in our setup is launching ethical BGP
interception attacks on the PEERING IP. We designate the PEERING node in Amsterdam as
the attacker (component 5) and implement a stealthy interception attack using the technique
by Birge-Lee et al., which employs BGP communities to control the blast radius of the
attack [16]. The attacker advertises the same /24 prefix as the transparent proxy (an equally-
specific attack), redirecting traffic from nearby nodes to Amsterdam. The attacker then
forwards the intercepted traffic to the transparent proxy, leaving both sender and receiver

unaware of the attack.

4.8 Evaluation

In this section, we present our evaluation results. In the first part (Section 4.8.1), we run
simulations of HiDe on our campus dataset and report coverage, false positive rate, and

downtime due to false positives. In the second part (Section 4.8.2), we present results from
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Figure 4.12: Faithful simulation on campus data illustrates that HiDe can defend most
prefixes from optimal attacks from most countries, incurs low false positives (<0.012%) and
low downtime due to false positives (median downtime <0.75s).

live experiments where the HiDe prototype defends the protected host (in Figure 4.11) when

a subset of connections are impacted by an ethically conducted interception attack.

4.8.1 Trace-Based Evaluation

We evaluate HiDe using three metrics: (1) False positive rate or FPR (measures reliabil-
ity /usability /practicality), (2) Coverage (measures the trade-off with low FNR and FPR),
and (3) Downtime (measures impact of false positives on regular operation). We perform
this evaluation using a faithful simulation of HiDe written in Python on real latency data

obtained from production traffic on our campus (Section 4.7.1). We operate with the goal
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of protecting US-based prefixes from long-distance interception attacks from the mainlands
of other countries in our dataset. For each prefix, we divide into two equal parts the total
time during which the prefix was active: the first half is used for profiling while the second

half is used for detection.

Vulnerable prefixes. In accordance with HiDe’s coverage strategy, we only defend
vulnerable (CISO) prefixes, i.e., external prefixes associated with a server. As described
earlier, we identify such prefixes using a TCP port number-based heuristic. 16.8K US-based

external prefixes match this condition in our campus dataset.

Profiled prefixes. From external server prefixes, we further select those that were active
for at least 10 minutes out of 12 hours (so we profile on at least 5 mins of data). We
determine this by dividing the 12-hour period into buckets of 1 min, and checking which
prefixes generated an RTT sample in at least 10 such buckets. 6K US-based external
server prefixes are retained after this step. In a real network, the operator could profile
prefixes for as long as needed to ensure it covers typical variation of RTT during benign
operation—without any excess overhead since the profiling happens directly in the switch.
For the following analysis, we make the assumption that the campus data captured during
the 12-hour period did not experience any long-distance interception attacks (i.e., no true
positives were present), so if HiDe detects a prefix it must be a false positive. We report

our results based on optimal attacks from all 257 non-US threat countries.

Coverage impact of theoretical lower bound. Some US-based prefixes are not de-
fendable against certain threat regions because during the profiling phase, they exhibit a
min(RTT,,;,) larger than the corresponding 7., (i.e., measured delay without diversion
is always higher than the lower bound with diversion). This could be because the threat
region is geographically too close or because the network is always congested. Figure 4.12a
shows that, based on this condition, HiDe can cover 99% prefixes against 78% attacks and

75% prefixes against 99% attacks. The covered prefix-threat country pairs are considered in
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Figure 4.13: HiDe (immediately) detects interception attacks ethically launched by us on
iperf3 traffic.

subsequent experiments.

Coverage impact of defendability analysis. For different values of the surge threshold
(A), Figure 4.12b shows HiDe’s coverage based on defendability—i.e., whether the mid-attack
lower bound RTT clears the pre-attack max(RTT,,;,) by at least A ms. At A = 5 ms, 25 ms,
50 ms, and 75 ms respectively, HiDe can cover 99% prefixes against 91%, 64%, 31%, and

7% attacks, respectively. This illustrates the trade-off between surge threshold and coverage.

False positive rate. By focusing on defendable prefixes, we achieve a false positive rate of
approximately 0.012% at worst, as shown in Figure 4.12¢. For higher surge thresholds (i.e.,

30 ms), it drops to zero.

Downtime due to false positives. We estimate the likely downtime from a false positive
by measuring how long (in multiples of time window size) it takes for the minRTT to return
to normal for a falsely detected prefix. Since our (optional) active probing sends one probe

per window, we expect similar results in reality. The median downtime is only 0.75 seconds.

4.8.2 Live Interception Attack Detection

In this section, we evaluate HiDe on a live interception attack to demonstrate the fidelity

of our hardware prototype, i.e., that HiDe’s in-switch RTT monitoring and changepoint
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detection behave as intended under real network conditions. This case study is not in-
tended to establish that HiDe detects interception attacks in a fully general setting or to
characterize coverage across all geographies. Instead, we focus on a long-distance scenario
in which the adversary is sufficiently far away to induce a large RT'T increase, yielding a
clear delay signal for validating end-to-end correctness. Sections 3 and 8.1 analyze HiDe’s
coverage more broadly, including settings where the detour is geographically short and the

RTT change may be too small to detect reliably.

Setup. We run the iperf3 server on our campus and the transparent proxy in Ireland,
who forwards all traffic it receives to our campus via our prototype. The iperf3 clients
are in Virginia (2 flows from the same prefix), Ohio, and Mumbai. The prefix in Virginia
is hijacked from Amsterdam, causing Ireland to send traffic to Amsterdam instead of
Virginia. Amsterdam then forwards the traffic to Virginia. The traffic takes the following
round-trip route before the attack: Virginia (via PEERING infrastructure) to Ireland to
our campus to Ireland to Virginia (via PEERING infrastructure) and the following one
during the attack: Virginia (via PEERING infrastructure) to Ireland to our campus to
Ireland to Amsterdam (via. PEERING infrastructure) to Virginia (via PEERING). Due
to limitations of where we can deploy a Tofino switch on live traffic and a lack of diversity
in the PEERING topology, we are restricted to this complex setup. The attack takes ef-

fect at 25 seconds, as can be observed from the abrupt rise in RTT (blue dots) in Figure 4.13.

Interception attack detection. Using multiple runs of traceroute, we estimate the lower
bound of RTT as approx. 190.5 ms before attack and 199 ms during attack (absolute
threshold). We set the window size to 250 ms and the surge threshold to 5 ms. Based on

the minimum RTTs (orange triangles), we detect the attack in 500 ms (red star).
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4.9 Related Work

Prior work on defending against BGP hijacks broadly falls into proactive approaches that
aim to prevent hijacks from succeeding in the first place, and reactive approaches that detect
and mitigate attacks after they begin. Reactive defenses can be further divided into control-
plane-based, data-plane-based (using active or passive measurements), and hybrid designs
that combine both. In this paragraph, we summarize these lines of work and highlight how

HiDe fits into, and complements, this landscape.

4.9.1 Proactive Approaches

A long line of prior work seeks to proactively secure interdomain routing by preventing in-
valid routes from being accepted in the first place. One direction is cryptographic upgrades
to BGP, such as BGPsec, which provide path validation but require widespread deployment
and operational support to be effective [10]. Another direction is origin authentication and
filtering via RPKI and route-origin validation, which can prevent a subset of attacks (e.g.,
forged-origin hijacks) but does not address many other attack classes (e.g., interception or
path manipulation) [25]. Clean-slate architectures such as SCION provide stronger security
properties by design, but similarly face the barrier of incremental deployability at Internet
scale [124]. These proactive mechanisms can be highly effective where deployed, but their
protection is limited by adoption and the subset of attacks they cover. HiDe is comple-
mentary: it is a reactive defense that does not rely on broad Internet-wide adoption, and is

therefore readily deployable in today’s ecosystem.

4.9.2 Reactive Control-Plane-Based Detection and Mitigation

Reactive defenses commonly analyze BGP updates from public monitors (e.g., RIS and
RouteViews), private commercially-operated monitors, and/or an operator’s own routers

to detect suspicious announcements and trigger mitigations such as prefix deaggregation
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(announcing more-specific routes) or filter-based actions. Systems such as ARTEMIS and
DFOH illustrate this model, emphasizing fast identification of suspicious announcements
and automated mitigation [66, 145]. A key limitation of this class is wvisibility: detection
quality depends on what monitors can see and when they see it. Prior work shows that at-
tackers can craft targeted hijacks that restrict propagation toward monitors and limit global
visibility, including attacks that manipulate BGP attributes to achieve stealthy, targeted in-
terception [14, 107, 181]. A concrete example is the manipulation of BGP communities to
surgically steer traffic while limiting visibility at monitors [16].

Even when attacks are eventually detected, detection and mitigation can still be slow:
updates may take time to reach monitors, for detectors to accumulate sufficient evidence,
and for mitigation to kick in, increasing the exposure window during which damage can
occur. In fact, meaningful harm can occur within seconds of a hijack taking effect: early-
stage website fingerprinting based on statistical properties can succeed using only the first
few packets (20 in one study, 100 in another), bursts (3 in one study) or a small fraction
(22% in one study) of a page load [45, 148, 151]. Attackers can also mirror and store di-
verted traffic for offline analysis and potentially cause further harm by, for example, trying
to break encryption of payloads. Real incidents likewise show that interception can be mon-
etized immediately; for example, in the 2018 hijack involving Amazon’s DNS infrastructure,
diverted cryptocurrency traffic enabled attackers to collect credentials and later steal cryp-
tocurrency [125]. These results motivate complementary signals—such as RTT in the data
plane (leveraged by HiDe)—that remain observable at the victim even when control-plane

visibility is incomplete or slow.

4.9.3 Reactive Data-Plane-Based Detection using Active Mea-

surements.

An alternative is to detect hijacks using active probing in the data plane (e.g., ping, tracer-

oute, nmap) to infer unexpected path changes. iSPY is a representative approach that uses
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active probing to identify suspicious routing behavior [185]. Defenses based on active mea-
surements can provide direct evidence of path changes and can sometimes localize anomalies,
but they come with practical constraints: they require responsive targets, introduce probe
traffic overhead that grows with scope, and often require sustained probing to maintain ac-
curacy. These factors complicate always-on deployment at large scale and can limit coverage
for unresponsive or rate-limited destinations. HiDe instead relies primarily on passive mon-
itoring of RTT, avoiding probing overhead in the common case; it (optionally) uses active

probing only as a targeted follow-up to correct potential false positives during mitigation.

4.9.4 Reactive Data-Plane-Based Detection using Passive Mea-

surements

A smaller body of work leverages passively observed performance signals to flag routing
anomalies. For example, Hiran et al. use crowd-sourced RTT measurements to detect
routing anomalies [64], though their method only addresses detection, not mitigation. Oscil-
loscope [24] offers advanced hijack detection but relies on emulated data, suffers from high
false-positive and false-negative rates, and lacks a hardware implementation, limiting its
applicability and scalability. HiDe differs from these approaches in their operational goals
and deployability: HiDe is a real-time defense for long-distance interception attacks, and is

designed for always-on, line-rate operation on programmable switches.

4.9.5 Hybrid Approaches Combining Control-Plane and Data-

Plane Signals

Hybrid defenses combine BGP-derived signals with data-plane observations to improve de-
tection confidence and reduce false positives. Argus and HEAP exemplify this approach by
correlating control-plane anomalies with data-plane signals to strengthen detection [131, 149].

In general, hybrid methods inherit benefits and limitations from both sides: they can be more
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robust than either signal alone, but still face challenges with visibility at monitors, and mea-
surement overhead (therefore, scalability) of active probing. HiDe is compatible with the
hybrid model and strengthens it significantly by providing a fast data-plane signal that does

not incur probing overhead and does not require responsive destination IPs.

4.10 Conclusion

We present HiDe, a system to detect and mitigate long-distance BGP interception attacks—
where an adversary in another country diverts traffic through its own infrastructure to
eavesdrop before forwarding it to the victim. By leveraging RTT measurements that at-
tackers cannot conceal, HiDe delivers high-accuracy defense at line rate on a Thps-scale
programmable switch. Our analysis of worst-case attacks across 258 countries confirms its
effectiveness, and we validate HiDe’s fidelity and effectiveness through experiments with
anonymized campus traces and ethically conducted real-world hijacks, achieving robust mit-

igation with low false-positive rates.
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Chapter 5

Enabling Passive Measurement of

Zoom in Production Networks

Video-conferencing applications impose high loads and stringent performance requirements
on the network. To better understand and manage these applications, we need effective ways
to measure performance in the wild. For example, these measurements would help network
operators in capacity planning, troubleshooting, and setting QoS policies. Unfortunately,
large-scale measurements of production networks cannot rely on end-host cooperation, and
an in-depth analysis of packet traces requires knowledge of the header formats. Zoom is
one of the most sophisticated and popular applications, but it uses a proprietary network
protocol. In this chapter, we demystify how Zoom works at the packet level, and design
techniques for analyzing Zoom performance from packet traces. We conduct systematic
controlled experiments to discover the relevant unencrypted fields in Zoom packets, as well
as how to group streams into meetings and how to identify peer-to-peer meetings. We show
how to use the header fields to compute metrics like media bit rates, frame sizes and rates,
and latency and jitter, and demonstrate the value of these fine-grained metrics on a 12-hour

trace of Zoom traffic on our campus network.
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5.1 Introduction

Video-conferencing applications have seen an unprecedented surge in popularity over the
past few years [29, 52]. Zoom has been at the forefront of this phenomenon, with adoption
by many organizations to foster teaching, meetings, and presentations during the COVID-19
pandemic [34, 51, 118].

To keep pace with ever-stringent user performance expectations [54, 184] and increasing
resource contention, practitioners and researchers need the ability to measure (and improve)
Zoom performance in the wild, without requiring cooperation from end hosts. For instance,
granting this capability to network operators would enable more targeted capacity plan-
ning, problem troubleshooting, and traffic-prioritization policies. Realizing this requires the
ability to extract metrics such as media bit rates, delay, frame rates, and frame-level jitter
solely via analysis of packet captures of Zoom sessions. These insights, in turn, grant a clear
understanding of the inner-workings of a Zoom meeting, and the performance and quality
experienced by each of its participants. Taken together, we require fine-grained measure-
ments and performance insights for Zoom derived from analyzing passively-collected network
traffic in the wild.

Unfortunately, existing measurement approaches all fall short of at least one of these
goals. Some researchers instrument end hosts to run controlled experiments that study
Zoom'’s rate adaptation and performance [22, 29, 86, 93]. However, controlled experiments
are labor-intensive, limited in scope, and do not reveal Zoom performance in the wild. Other
researchers conduct measurement studies on production networks [34, 118]. Due to Zoom’s
proprietary network protocol, these studies collect only coarse-grained statistics such as byte
and packet rates, which are insufficient for the use cases outlined above. Lastly, while some
performance metrics are available to operators through Zoom’s API, this data is also coarse-
grained (i.e., not packet level) and measured far from the operator’s network (i.e., in Zoom’s
data centers); consequently, this API data is insufficient for rapid adaptation at on-premise

network devices.
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In this chapter, we address this void, and enable direct (and systematic) measurements
of Zoom by (1) demystifying how Zoom works at the packet level and (2) designing tools
and techniques for analyzing Zoom performance from packet traces. The key challenges are
twofold. First, Zoom uses a proprietary packet format, encrypted control and media traffic,
and closed-source client software [34, 86, 95, 118]. As a result, Zoom cannot be analyzed
easily using diagnostic tools for WebRTC [17] or packet-analysis tools like Wireshark [172].
Second, Zoom employs complex control logic whereby both user behavior (e.g., muting au-
dio/video, changing the display configuration, sharing the screen, enabling recording) and
network behavior (e.g., packet loss, delay, and throughput) can result in similar changes in
application behavior.

To grow our understanding and overcome these hurdles, we first use controlled experi-
ments (solely) to decipher Zoom’s protocols, discovering (1) the relevant unencrypted fields
in the Zoom packet format, (2) how to group streams into meetings, and (3) how to identify
peer-to-peer meetings. We make our packet-parsing logic available as a Wireshark plugin
for the community to use. Perhaps surprisingly, we find that valuable information can be
gleaned from the unencrypted parts of Zoom traffic. We expect these unencrypted parts of
Zoom packets to remain in the clear, since Zoom itself requires these for scalable forwarding
of media traffic.

Armed with this knowledge, we show how to estimate Zoom meeting performance from
in-network measurements at fine granularity, supporting metrics such as media bit rates,
packet latency, jitter, retransmission, and more. To validate our methodology and ability
to collect fine-grained performance insights without end-host modifications, we apply our
passive measurement techniques to Zoom traffic collected on our campus network. Our
study used a scalable Zoom traffic capture system we built in the data plane (using P4 [20]
on Intel Tofino switches [3, 68]) to filter and anonymize Zoom packets for analysis on servers.

While our analysis and study focuses on Zoom, many of our techniques should generalize

across video-conferencing applications that use the Real-Time Protocol (RTP) which is the
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vast majority of such applications, including Google Meet and Microsoft Teams [118]. We
describe in detail how we deciphered Zoom’s protocols and provide a blueprint for future
studies on proprietary network protocols. Finally, the core of our work is the analysis of
Zoom and the development of measurement techniques; as such, the measurements reported
only serve to demonstrate and validate the accuracy and granularity of our techniques. We
leave a full measurement study of Zoom performance in the wild as future work.

Taken together, our chapter makes the following contributions:

1. We demystify the most relevant parts of Zoom’s proprietary protocols and shed new light

on how Zoom delivers media streams over the network.

2. We demonstrate how understanding Zoom'’s protocol enables us to extract a wider range
of metrics from Zoom network traffic, including packet loss, latency, jitter, media bit

rates, frame rate, and frame sizes.

3. We make our artifacts — the Wireshark plugin, the P4 traffic-capture program, and the

software-based analysis tools — available to the community [104].

5.2 Video Conferencing Background

Video-conferencing applications (VCAs) are complex distributed systems with many com-
ponents. Design and implementation choices that must be made when building a VCA fall

into three main categories which we will now outline.

Network Protocols and Mechanisms. Most major conferencing applications use the
Real Time Protocol (RTP) [137] and its counterpart, the Real Time Control Protocol
(RTCP) [137], to transport media. An RTP stream is identified by a unique identifier,
the Synchronization Source Identifier (SSRC), which can be used to multiplex several
media streams (e.g., audio and video) over a single UDP flow. Each stream can contain

several sub-streams to, for example, carry forward error correction (FEC) data. While
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RTP headers are usually transmitted in cleartext to allow conferencing servers to forward
or modify streams without having to decrypt them, RTP payload is mostly encrypted
(see SRTP [119]). Before media can flow between participants, clients negotiate through a
signaling mechanism what codecs to use, how to encapsulate media, and where to send the
respective streams. The Session Initiation Protocol (SIP) [134] and the Session Description

Protocol (SDP) [123] are commonly used for this.

Media Encoding and Rate Adaptation. Over the past years, audio and video codecs
(e.g., Opus [163] and H.264/AVC [171]) have become increasingly efficient; to achieve high
quality at low bandwidth consumption, video codecs leverage complex intra- and inter-frame
prediction schemes [154, 155]. A feature of modern video codecs particularly relevant to
video conferencing is Scalable Video Coding (SVC). A scalable video stream contains
several layers corresponding to different quality levels where higher-quality layers build upon
lower-quality layers. SVC allows the conferencing server to remove higher-quality parts of
a video bit stream to rapidly adapt to, for example, varying network conditions or device

capabilities, for each participant individually [139].

System Architecture and Topology. Video-conferencing applications may choose
different architectures for interconnecting meeting participants. Direct peer-to-peer (P2P)
connections between meeting participants result in the lowest latency between two given
clients but can be challenging to realize in the presence of firewalls and network address
translators (NAT) [11, 53, 76]. Additionally, P2P meetings with many participants become
infeasible due to the quadratically growing number of streams between the clients. As a
result, most VCAs use P2P connections only for two-party calls (e.g., Zoom) or not at all
(e.g., Google Meet) [118]. The alternative is to use an intermediate conferencing server that
either transcodes incoming streams to a single outgoing stream per participant or one that
selectively replicates and forwards media streams among clients. The server in the latter

approach is called a Selective Forwarding Unit (SFU). SFUs enable the use of SVC and
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Figure 5.1: Video conferencing architectures: Peer-to-peer (P2P) vs. selective forwarding
unit (SFU). Each color represents a participant’s video stream.
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are the de-facto standard in video conferencing today. Figure 6.1 illustrates the difference

between a P2P meeting and one using an SFU.

Finally, as the space of possible implementation choices is vast, WebRT'C provides a com-
mon framework for implementing real-time collaboration and communication systems [17].
WebRTC provides several APIs, means to coordinate the use of the various protocols, a stan-

dard congestion control algorithm (Google CC [27]), and a common set of media codecs.

5.3 What is (Not) Known about Zoom

Prior studies have reported on the flow-level structure of Zoom meetings [29, 34, 86, 118]
and shed light on Zoom’s rate-adaptation algorithm through controlled experiments [29, 86].
Additionally, Zoom provides high-level documentation about some internals of their sys-
tem [190, 194, 197]. In contrast to prior results, we are interested in extracting finer-grained,
continuous performance metrics, such as frame rates and frame-level jitter, from large-scale
passive packet captures. We will now give a brief overview of prior findings, and outline
why they fall short in enabling our target use cases for operators and researchers outlined

in Section 5.1.

Server Traffic. Zoom publishes the list of IP subnets they use [197] to aid operators with
firewall configuration. Prior works have used this list to filter traffic to and from Zoom
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servers and analyzed the resulting traffic from a client’s perspective. The network traffic
observable during a Zoom call consists of several TCP connections to various Zoom servers
and between one and three UDP flows to a single Zoom server. The TCP connections use
server port 443 and carry TLS-encrypted data [34] which is presumably control traffic. The
UDP flows carry the actual media traffic; there is always one flow per media type in use
(audio, video, or screen sharing), regardless of the number of participants in the meeting.
Prior works have confirmed this by enabling and disabling audio, video, and screen sharing
during a meeting and observing the respective flows appear or disappear in their network
trace [29, 34, 86, 118]. The media flows use ephemeral port numbers at the client and port
8801 at the server [29, 34].

P2P Traffic. On top of connections to Zoom servers, prior studies have observed that
Zoom media traffic switches to a direct, peer-to-peer (P2P) connection between participants
for meetings with exactly two participants. In this case, all three media types are sent over
the same UDP flow which uses ephemeral port numbers at both peers. When the meeting
media traffic switches from being sent through a server to P2P, the new single UDP media
flow starts with a new port number [29, 34, 86, 118]. Meetings with a single participant
(before any others have joined) start transmitting to a server. Once the second participant
joins, the Zoom client then sometimes establishes the direct P2P connection within tens of
seconds. As soon as a third participant joins, the meeting reverts back to using a server
where it then stays even if the number of participants goes back to two [34]. No prior
work has been able to deterministically detect and filter these P2P connections due to the
unknown peer IP addresses and ephemeral port numbers, as opposed to the public IP and

port information published for Zoom servers.

Header Format. Only Nistico et al. [118] went beyond flow-level characteristics of Zoom’s
network traffic by reporting that Zoom uses RTP embedded in a custom, undocumented

four-byte header. They observed two different values in this header. Their study does not
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go further than this and their publicly available tool to extract RTP headers from Zoom
traffic [111] (from May 2020) was not able to extract any headers from our traces collected

during 2021 and 2022. We further discuss this in Section 5.4.2.

Rate Adaptation. Finally, prior works on Zoom’s session quality and rate adapta-
tion [29, 86] used controlled experiments where they injected a video stream at one side
of a two-party meeting and compared a capture at the receiver with the original video.
Lee et al. [86] studied Zoom’s rate-adaptation algorithm by monitoring its bandwidth use
and frame rate (using a timestamp in the source video) while injecting cross-traffic. They
find that Zoom media streams adapt to network congestion primarily by adjusting the
sender’s bit- and frame rate, as opposed to adjusting the stream at the SFU. Furthermore,
the paper reports that Zoom uses jitter as opposed to absolute delay for rate adaptation.
Chang et al. go further by also comparing the Structural Similarity Index (SSIM) [164] of
the sent and received videos to quantify picture quality degradation. The authors find that
Zoom’s video encoding is sensitive to the type of video with high-motion videos significantly
reducing the received video quality. It has been reported that Zoom uses SVC over AVC for

rate adaptation and scaling of video streams [65].

Taken together, all prior studies on Zoom report operational details at a flow level,
e.g., overall packet and data rates of Zoom traffic. Unfortunately, this level of detail is
not sufficient to obtain deeper understandings of the performance of a Zoom meeting. For
example, previous approaches are unable to deterministically differentiate audio from video
packets, quantify packet loss, or infer frame rates or latency from Zoom traffic. Attributes
and metrics like these are (at a minimum) required to estimate if an ongoing meeting suffers
from poor quality as experienced through, for instance, low frame rates, poor video resolution,
or audio lag. In Section 5.4, we outline our approach to understand Zoom’s network protocols

in more detail and extract such packet-level metrics.
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5.4 Demystifying Zoom’s Protocols

We identified three main questions that must be answered to understand Zoom’s network

protocols in detail and to estimate Zoom performance:

1. How do we reliably detect all Zoom traffic (including P2P connections) in a network?

(Section 5.4.1)

2. What is Zoom’s header format and what information can be extracted from individual

packets? (Section 5.4.2)

3. How do we group packets belonging to the same meeting together to make meeting-wide

inferences? (Section 5.4.3)

We developed a set of methodologies to dissect and analyze the captured traffic and use
these methods on data gathered from controlled experiments to answer the questions above
step-by-step. In contrast to earlier work, we do not use our controlled experiments to draw
conclusions about Zoom performance or rate adaptation specifics, rather, we use them to
understand enough about Zoom’s protocols to enable large-scale passive measurement studies
in the future. Even though only applied to Zoom traffic in this chapter, we believe that our

approach is applicable to studying other proprietary, black-box protocols (see Section 6.9).

5.4.1 P2P Connection Detection

While previous work has reported that Zoom uses P2P connections for two-participant meet-
ings [29, 34, 86|, no prior work has been able to deterministically detect this traffic due to
the use of ephemeral port numbers at both ends and the fact that the IP addresses belong
to the clients and are not publicly known (in contrast to Zoom’s server addresses).

We observed that before any P2P connection is established, each client exchanges Ses-
sion Traversal Utilities for NAT (STUN) [97] packets with a Zoom server. This exchange

determines if a P2P connection is possible and always uses UDP port 3478 (the well-known
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Figure 5.2: Connection establishment in a P2P meeting.

port for STUN) on the server side and the ephemeral port which is later used for the P2P
connection on the client side. The packets are a series of STUN binding requests and are
transmitted in cleartext. Figure 5.2 illustrates this process with :X denoting the UDP port
number that is later used for the media flow.

These observations about the P2P connection establishment process allow us to reliably
capture not only server-based, but also P2P Zoom traffic within and leaving our campus.
To do so, we observe STUN packet exchanges with Zoom servers, store the IP address and
ephemeral port number used at the client together with the time of the STUN exchange.
If the same client then uses this port number within a configurable timeout again to com-
municate with another IP address, we treat this traffic as a Zoom P2P media flow. While
this method, depending on the timeout used, can lead to false positives due to port reuse, in
all traffic that we collected, all resulting P2P flows did actually contain Zoom media traffic.
Even if false positives are collected, they can easily be filtered out by inspecting the packet

format (see Section 5.4.2).

5.4.2 Entropy-Based Header Analysis

Previous work [118] has reported that Zoom uses RTP within a custom four-byte header but
does not go further than this (see Section 5.3). The Zoom traffic that we captured in late

2021 and early 2022 uses a different packet format than the one described in previous work
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and, as a result, we could not reproduce the prior findings. We assume that Zoom changed
the used header format since the publication of this particular work in 2020.

Our findings are also vulnerable to becoming (partially) invalid if Zoom’s protocols
change. Many of our techniques, however, are based off widely-used protocols (e.g., RTP,
RTCP, and STUN) and we do not expect Zoom to dramatically change the set of standard
protocols employed. Of course, the way Zoom uses and encapsulates them may change, which
would require slight modifications to our application logic. For this reason, we share in detail
our methodology of analyzing Zoom’s header format; this methodology can be repeated if

the format changes.

5.4.2.1 Finding Unencrypted Header Fields in Zoom Traffic

While Zoom claims that all media traffic is encrypted [193], it does not specify at what
granularity encryption is applied and what information may be transmitted in the clear. To
find out whether all UDP payload is encrypted or not, we wrote a program that extracts the
(binary) values of 8, 16, and 32-bit blocks at various offsets from the beginning of the UDP
payload across all packets within a UDP flow. For example, for four bytes of payload, this
results in four 8-bit, two 16-bit, and one 32-bit value sequences. We then plotted each such
sequence with the packet index on the x-axis and the respective byte range’s values on the
y-axis to see if the values appear to be uniformly distributed and show maximum entropy, as
expected in encrypted data. This approach, illustrated in Figure 5.3, allowed us to quickly
and visually inspect Zoom’s protocol. Oftentimes, after finding parts of the payload that
does not seem to be random (or encrypted), we manually adjusted the block sizes and offsets
of the value sequences extracted to further inspect the protocol fields.

We automatically generated hundreds of such plots; they show three different types of
value distributions. For illustration, Figure 5.4 depicts (fabricated) examples of these dis-
tribution types: values are either entirely randomly distributed (red dots), follow horizontal

lines (green squares), or follow angled lines (blue triangles). Several such lines, often with dif-
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Figure 5.4: Patterns observed in packet header analysis.

ferent slopes, usually overlap at the level of a UDP flow; angled lines commonly wrap around.
We suspect that randomly distributed points, especially when covering the entire value space,
indeed belong to encrypted portions of the header. Data points following horizontal lines are
likely either identifiers (e.g., a stream identifier) or a bitmask (e.g., as in TCP flags). Data
points following angled lines are probably either sequence numbers, timestamps, or counters,
depending on the range covered and whether the values are monotonically increasing or not.

Figure 5.5 shows actual examples of such plots from Zoom packets that we collected
during controlled experiments. Each plot is labeled with the two different header field types
that we inferred. Note that not necessarily every data point is the inferred type as other,
non-RTP/RTCP packets are typically interleaved with media packets. Figure 5.5a shows two
different 1-byte-wide value sequences of a single UDP stream over 30 seconds (250 randomly
sampled points); the sequences correspond to a superset of bits that contain the Zoom media
type and the RTP payload type, respectively. Figure 5.5b shows the same type of plot with

two 2-byte-wide fields, corresponding to the frame sequence number and the RTP (packet)
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Figure 5.5: Examples of extracted 1, 2, and 4-byte ranges from a single Zoom UDP flow and
their inferred variable type.
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sequence number. Lastly, Figure 5.5¢ shows sequences corresponding to the RTP timestamp

and to four bytes of encrypted payload.

As we were expecting to find RTP headers, we started looking for the most discernible

pattern within the RTP header, which is a two-byte sequence-type field (RTP sequence num-

ber), followed by a four-byte sequence-type field (RTP timestamp), followed by a four-byte

identifier-type field (SSRC). Using this methodology, we are able to detect RTP headers at

various offsets in most packets within our trace. We could confirm the presence of RTP

headers also by checking the other header values for compliance with the protocol specifica-
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A

tion [137]; for example, the first two bits of the RTP header, the version field, must contain
the value 10.

Finally, suspecting that Zoom also uses RTP’s counterpart, the RTP Control Protocol
(RTCP), we searched all remaining payloads (where we did not see RTP headers) for the
set of SSRC values seen in RTP packets. This is based on the insight that RTCP packets
always refer to one or more specific SSRCs and that these values are also carried in the
RTCP header. Using this method, we were indeed able to find RTCP sender reports (SR)
containing timestamps and packet counters being emitted from each sender for each media
stream at every second. We did not find any RTCP receiver reports (RR) that would contain
performance-related information, such as jitter and lost packets. Later on, we will show how

these metrics can also be calculated from analyzing the RTP packets alone.

5.4.2.2 Identifying Different Types of Zoom Media Packets

After finding RTP and RTCP headers at different offsets, we needed a recipe to determine
where the headers for a given packet start. To do so, we analyzed the payload before the
RTP or RTCP header. We took a group of packets with the same RTP header offset and
compared them with groups of packets with a different offset. This method allows us to see
if there are any header fields before the RTP header whose values are consistently the same
within one group but differ between groups. Such a field could be an identifier for the type
of packet.

We used this method on the eight different groups of RTP/RTCP header offsets in our

traces. Using this methodology, we determined that there is a variable-length header before
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Field Name Byte Range Comment

Zoom SFU Encapsulation

— Type 0 0x05 for 98.4% of packets
— Sequence # 1-2

— Direction 7 0x00/0x04 — to/from SFU
Zoom Media Encapsulation

— Type 0 media type or RTCP

— Sequence # 9-10

— Timestamp 11-14

— Frame seq. # 21-22 only in video packets

— # Packets/frame 23 only in video packets

Table 5.1: Select header fields in cleartext

Value Packet Type Offset % Pkts. % Bytes
16 RTP: Video 24 59.48 80.67
15 RTP: Audio 19 24.77 8.89
13 RTP: Screen Share 27 4.62 4.90
34 RTCP: SR + SDES 16 0.89 0.09
33 RTCP: SR 16 0.27 0.02

Sum: 90.03 94.57

Table 5.2: Zoom media encapsulation type values

the respective RTP or RTCP header where the first byte indicates the type of packet which
also determines where the RTP/RTCP header starts; we will refer to this header as Zoom
Media Encapsulation. While P2P traffic starts with this header directly (after the UDP
header), server-based traffic first has another fixed-length, 8-byte header; we refer to this
header as Zoom SFU Encapsulation. The overall structure of these headers is depicted in
Figure 5.7. Both headers start with a one-byte identifier; we refer to them as type fields.
The vast majority of SFU encapsulation headers (98.4% of Zoom server-based UDP packets
in our trace) start with the type value 5. We found that this value indicates that a Zoom
media encapsulation header is following. The remaining header fields we identified and their
respective locations within the headers are listed in Table 5.1.

The vast majority (90.03%) of media encapsulation headers in our trace start with the
values 13, 15, 16, 33, and 34. Types 13, 15, and 16 are used for RTP media packets and

indicate the media type while packets of types 33 and 34 contain RTCP headers. Table 5.2
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Media Type RTP PT Description % Pkts. % Bytes

Video (16) 98 main stream 62.00 79.27
Audio (15) 112 speaking mode 22.04 7.92
Video (16) 110 FEC 6.14 7.47
Screen Share (13) 99 main stream 3.59 3.72
Audio (15) 113 mode unknown 2.96 0.89
Audio (15) 99 silent mode 2.60 0.56
Audio (15) 110 FEC 0.62 0.13

Sum: 99.98 99.99

Table 5.3: RTP payload types values in trace.

shows the mapping between type values, corresponding payload, and offset (from end of the
UDP header) where the encapsulated payload starts.

The table also includes the percentage of packets or bytes that contain the specific type
in our trace (see more in Section 5.6); we were able to decode over 90% of all Zoom packets
as media-carrying packets (94.5% of bytes). We conjecture that the remaining less than 10%
of packets carry other control information, e.g., congestion control packets. While we did

see some sequence numbers in such packets, we did not further analyze their payload.

5.4.2.3 How Zoom Uses RTP and RTCP

RTP follows a structure of aggregation levels to map a packet to a media stream (see Sec-
tion 5.2). The levels are depicted in the center part of Figure 5.6 and Zoom uses them in

the following way:

e To identify media streams (i.e., a participant’s audio or video), Zoom uses a limited
set of synchronization source identifiers (SSRC). These are unique within a meeting, yet
neither globally unique nor appear to be randomly sampled as specified in the relevant

RFC [137).

e Each Zoom media stream carries between one and three sub-streams identified by an
RTP payload type (PT). For audio and video streams, we see the combination of PTs 99,
110, 112, and 113, and 98 and 110, respectively. The sub-streams with PT 110 are not

always present and generally make up the minority of packets in a stream. If present, they
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use the same timestamps but different sequence numbers than the other sub-stream. We
suspect that these streams carry forward error correction data (FEC). In audio streams,
we either see packets of types 99 and 112 interleaved or type 113 exclusively. Through
controlled experiments, we found that sub-stream 112 carries audio packets when the
respective participant is talking (or emitting any significant sound). During periods of
silence or only background noise, Zoom uses fixed-size (40B of RTP payload) packets
of type 99. This enables us to quantify how much and when a participant actually talks
during a meeting when not muted. When type 113 is used, we cannot tell if the participant
talks or not; we saw type 113 used when joining a Zoom meeting from the mobile app.
Screen sharing always uses type 99. Our trace occasionally contained packets with other
payload types where we do not understand their meaning; however,these packets made up
less than 0.02% of the over 1.5 billion media packets in our trace. Table 5.3 shows the

RTP payload types we understand and their relative frequency.

e Each sub-stream carries frames identified by a timestamp corresponding to the time when
the media was sampled. These timestamps are not expressed in wall-clock time but depend

on the sampling rate (see [137]).

e Each frame can be spread over several packets. Each packet within a sub-stream is
uniquely identified by a sequence number. The last packet of a frame generally has RTP’s

marker bit set.

Further Observations. The contributing source count (CSRC count) in Zoom RTP packets
is always zero indicating that every RTP packet only carries a single media source. This
suggests that Zoom indeed uses an SF'U architecture and not a multipoint control unit (MCU)
where media is transcoded and resulting frames effectively carry several signals (sources).
The RTP header in media packets includes RTP extensions and is followed by a H.264

fragmentation unit (FU) network abstraction layer (NAL) header in case of video packets.
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Figure 5.9: Limitations of grouping heuristic.

After this header, the remaining payload appears to be encrypted. We did not further
investigate the payload of audio packets.

The RTCP packets that we see are only sender reports (SR). RTCP sender reports
accompany a media stream and are used to periodically synchronize wall-clock time with
RTP timestamps by carrying an NTP timestamp. This mechanism ensures that receivers
play media at the right speed and that different streams from the same source (e.g., audio
and video) are synchronized. Some SRs also include a source description (SDES) which is,

however, always empty.

Wireshark Plugin. We wrote a Wireshark dissector plugin incorporating all our findings.
Using this plugin, which we make available to the community, it is easily possible to analyze

Zoom traffic.
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5.4.3 Grouping Streams into Meetings

Finally, we developed a heuristic to group media streams belonging to a single meeting
together. This enables us to (1) calculate round-trip-time (RTT) between our monitor and
the SFU by comparing copies of the same stream while going to and coming from the SFU
and (2) judge whether only a single participant is affected by poor meeting performance or
if the meeting in general suffers from problems. During our experiments and campus-level
traffic analysis, we did not find a meeting identifier in Zoom’s packet headers, and as a
result, we need to rely on other flow properties and header fields including IP addresses,

port numbers, SSRC, RTP timestamps, and sequence numbers to group streams.

5.4.3.1 Challenges Associated with Grouping Streams.

Developing such a heuristic, however, is challenging for several reasons: (1) Locally used port
numbers and server/peer IP addresses and port numbers change when a meeting switches
between SFU and P2P modes. As a result, a heuristic cannot easily associate an IP address
with a meeting and must account for changes in the meeting mode. (2) SSRCs used by Zoom
are unique within a meeting but not globally unique nor randomly chosen (as specified in
the RTP RFC), making it difficult to detect duplicates of a particular meeting stream (i.e.,
after stream replication by the SFU) solely through its SSRC. (3) A participant that mutes
their microphone and has their camera turned off also does not emit any media streams
despite being a participant in the meeting. As network-level heuristics for this task rely on
observing media streams, depending on the vantage point, such passive participants may
be invisible. This point, in particular, compromises the accuracy of any such heuristic and
makes it difficult to validate their accuracy. Fortunately, to estimate performance, we are
only interested in active participants as there is no stream performance to measure when
there is no media stream.

While the above-mentioned limitations can compromise the accuracy of the participant
count and meeting duration, one of the main purposes of this heuristic for our study is to
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enable fine-grained RTT estimation. For this, we look at copies of a media stream observable
from our vantage point. This occurs when an on-campus participant sends a media stream
which is then replicated by the SFU and sent “back”, through our monitor, to another
on-campus participant. We explain this method in more detail in Section 5.5.3. Detecting
stream copies, which is the only part of the heuristic required for RTT estimation, is based
on four different features (time, SSRC, RTP sequence number, and RTP timestamp) that

all need to match, making it relatively robust.

5.4.3.2 Heuristically Grouping Streams into Meetings.

Despite these limitations, we developed a heuristic to provide an estimate of the number
of meetings and participants in a meeting. As an example, consider an SFU-based, audio-
only Zoom meeting with two participants (C; and Cy) as illustrated in Figure 5.8. Each
participant sends their audio stream (S; and S3) to the SFU which forwards it to the other

participant. Our heuristic consists of two steps.

Step 1: Finding Duplicate Streams. The first step reads RTP packet records and
groups them into media streams identified by IP 5-tuple and SSRC. Whenever a new
stream is created (i.e., when the stream key does not exist yet), it checks if there is an
existing stream with the same SSRC (but different 5-tuple) where the most recently seen
RTP timestamp is within a small range of the first RTP timestamp of the new stream.
This is based on the insight that during a transition between P2P and SFU modes the
[P 5-tuple of the flow changes, but not any of the RTP-level information (e.g., SSRC).
Also, Zoom’s SFU does not translate timestamps or sequence numbers and, as a result, an
outgoing media stream that is sent back to a different client within a campus (i.e., within
the monitor’s vantage) will have the same RTP-level information but appear slightly later
(RTT to SFU plus processing time). After this step, every stream that carries the same me-

dia (e.g., a single participant’s audio or video) is assigned a unique identifier (here S; and 55).
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Requires  Available
Metric Headers in Z. Client Validated
Overall Bit Rate (§5.5.1)
Media Bit Rate (§5.5.1)
Frame Rate (§5.5.2)
Frame Size (§5.5.2)
Latency (§5.5.3)
Jitter (§5.5.4)

° e (Fig. 5.10a)

o (Fig. 5.10b)
e (Fig. 5.10¢)

Table 5.4: Key Zoom performance and quality metrics

Step 2: Assigning Streams to Meetings. The second step operates on stream records,
including SSRC, IP 5-tuple, stream start and end time, and, most importantly, the unique
identifier from step one. This identifier (based on RTP header values) greatly increases the
accuracy of the following algorithm. The algorithm starts by assigning the first stream to
a new meeting. For every subsequent record, it then decides whether to assign the stream
to an existing meeting or to create a new meeting for the stream. The heuristic maintains
mappings from the unique stream id, the client’s IP, and client’s IP and port combination
to meeting identifiers. If a lookup in this data returns at least one match, the stream is
assigned to the respective meeting. If there are several matches with different meeting ids,
the matched meetings are merged. If there is no match, a new meeting is created.

This heuristic works well in most cases but its efficacy is constrained, as mentioned above,
by the vantage point where packets are captured. The two key issues of our approach are
depicted in Figure 5.9. The left side of the figure shows the above mentioned case of a passive
meeting participant whose media stream is not visible at the monitor. The right side shows
the issue that arises when NAT is used within the campus (e.g., by connecting a personal
hotspot) or when the monitor is placed outside of a large-scale NAT. Here, meetings M; and

Ms could be merged as they appear to the monitor as using the same IP address.
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5.5 Estimating Performance Metrics

Understanding parts of Zoom’s packet headers, enables us to extract and analyze a wide
range of protocol fields from media traffic. However, extracting the fields does not, by itself,
provide useful insights into meeting performance. In this section, we discuss our methods
of deriving various network-level and performance metrics from Zoom traffic and show how
we validate our methods using statistics provided by the Zoom client application. Table 5.4

provides an overview of the most important metrics discussed below.

Validation of Metrics. Zoom provides session performance statistics to users and oper-
ators in three different ways: (1) in the Zoom client application’s Statistics window, (2)
through a dashboard and REST API for operators [195], and (3) programmatically through
an SDK [196]. The available metrics are latency, jitter, packet loss, audio frequency, video
resolution, and video frame rate. Each metric is available for each of the three media types.
Both the Zoom client and the SDK seem to update their data roughly once per second while
the REST API provides updated data once per minute [192].

Using the GUI would require us to automatically take frequent screenshots of different
tabs in the Settings window and process the images later. The API’s update rate of once
per minute is too coarse-grained. Consequently, we decided to use the SDK to validate
our methods and compare the accuracy of our metrics to the ground truth provided by
Zoom. We wrote a custom Zoom client application using the macOS SDK in Objective-
C based on the example code provided by Zoom [196]. The application opens a standard
Zoom meeting window and session. The traffic generated by this client looks exactly like the
traffic generated by the public Zoom client. We instrumented the code to log all available
performance metrics for both audio and video once per second (the finest granularity that
the API supports).

Using this setup, we performed a series of controlled experiments where we collected both

the Zoom-provided data and all network traffic for later analysis using our tools. We ran
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several 5-6 minute-long two-person meetings where we introduced cross-traffic twice during

each call by running a network bandwidth test for 10-20 seconds each.

5.5.1 Overall and Per-Media Bit Rates

Flow-level Bit Rate. The overall data rate of Zoom flows (per IP 5-tuple) can be easily
measured from network traffic captures and does not require parsing any Zoom headers. Data
rate has been used to (1) characterize Zoom’s bandwidth requirements, (2) estimate session
quality, and (3) differentiate between audio and video streams (via the relative difference in
data rate between flows) [34, 86, 93, 118].

While suitable for quantifying bandwidth requirements, the overall data rate does not cor-
rectly characterize session performance or quality. Zoom’s rate-adaptation algorithm adjusts
the sending picture quality and frame rate in response to network conditions, user interac-
tions, and device capabilities. Recall from Section 5.4 that the following user interactions

and circumstances affect the overall bit rate:

e Moving a little or a lot while on camera causes the video data rate to change rapidly.

e Resizing the video display (e.g., to thumbnails during screen sharing or using “speaker-

only” view) at the receiver can reduce the frame rate by half.

e In Zoom, mobile devices use different aspect ratios and video resolutions than desktop

computers, making comparisons between overall data rates difficult.

Furthermore, a single UDP flow may carry several individual media streams. Thus, overall
flow-level bit rate is insufficient to estimate meeting quality as low bit rates can be caused
by other factors. Moreover, differentiating between media types based on relative bit rate
of a flow is inaccurate as a stream with low frame rate and low resolution (as possible in
thumbnail mode or sometimes during screen sharing) can have a similarly low overall bit

rate as an audio stream (more in Section 5.6). Lastly, in our trace, roughly 10% of Zoom
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UDP packets carry no media data (Table 5.2), causing inferences about media bit rate from

overall flow bit rate to be inherently inaccurate.

Per-media Bit Rate. Our deeper understanding of Zoom’s protocol, including the ability
to determine the media type and sender (via SSRC) for each packet, allows us to put packet
and bit rates into context. Further, knowing exactly which packets carry media and where

the media payload starts, enables us to compute the actual media bit rate.

5.5.2 Frame Rate and Frame Size

Frame Rate. The frame rate of a Zoom video or screen-sharing stream can precisely be
calculated in two ways. As each frame is identified by an RTP timestamp for the decoder
to know when to play back the frame, frame rate can be estimated simply by counting the
number of unique timestamps seen in a 1-second period. The second approach is to derive
the encoder’s frame rate from the increments of the RTP timestamp in conjunction with the
stream’s sampling rate. The results of this approach can be different from the first method in
the presence of network congestion; we explain the difference in more detail after describing
both methods.

Method 1: To compute the frame rate, we use a circular buffer to store all frames that
were completely delivered within the last second. We discovered a field in the Zoom Media
Encapsulation header that contains the number N of packets in a given frame (Section 5.4.2).
We consider a frame complete when we see N distinct (per sequence number) RTP packets
with the same RTP timestamp. Whenever a new frame completes, we check if the head of
the buffer still falls within a 1-second interval from the current time and remove it if not.
The current frame rate is then simply the occupancy of this buffer and can be computed at
any time (e.g., for each frame). Using this method, we can also calculate how long it takes
to deliver a given frame which can then be compared to the time the frame covers in the

media stream, the packetization time [137] (more in Section 5.5.5).

149



Method 2: A second approach to calculate frame rate leverages the RTP timestamp to
exactly calculate the encoder’s (i.e., the “intended”) frame rate but requires knowledge of the
stream’s sampling rate. Through a simple parameter sweep and comparing the result with
data obtained through the method above, we found that Zoom’s video streams use a sampling
rate of 90 kHz, which also happens to be the recommended value for sending conferencing
video over RTP [136]. The frame rate F'R at sampling rate SR for each frame can then be
calculated as FFR = SR/ARTP where ARTP is the RTP timestamp increment from the
last frame. The packetization time is then given by FR~!. Note that the encoder’s frame
rate is not necessarily the rate of successfully delivered frames over the network as computed
using the first method; it is rather the frame rate the encoder is currently sending at. In the
presence of congestion, the two numbers can temporarily diverge before the encoder adjusts
the frame rate, indicating a network problem.

We validated our frame rate estimation based on the first method using the statistics
provided by the Zoom SDK. Figure 5.10a shows the results of one such experiment; our
estimate closely matches the data provided by Zoom. The frame rate mostly fluctuated
between 26 and 28 fps and dropped temporarily during the competing download. Our data
also shows the frame rate dropping twice, but Zoom’s data reflects only the first drop,

because of its relatively low refresh rate and a possible smoothing mechanism.

Frame Size. Finally, knowing which packets belong to a particular frame, how many
packets are expected in a given frame, and where the RTP payload starts, allows us to
exactly calculate the size (in bytes) of a media frame. Even though frame size does not
account for user interaction (e.g., reduced frame size due to thumbnail mode), together with
frame rate, it gives a more accurate estimate of the size, resolution, and quality of the

currently displayed picture than the overall flow bit rate.
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Figure 5.10: Estimation accuracies from single experiment.

5.5.3 Latency

End-to-end latency between participants is a key performance metric in video conferencing.
The I'TU found that users begin noticing difficulty having conversations when the mouth-to-
ear latency (i.e., the time from recording an audio signal to playing it back at the receiver)
exceeds 200 ms [70]. While we cannot accurately measure mouth-to-ear latency, we developed
techniques to (1) estimate the end-to-end latency (through the SFU) between pairs of on-
campus participants in the same meeting and (2) estimate the round-trip time between an

individual participant and the SFU.
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Figure 5.11: Methods for measuring session latency.

Method 1 (latency via RTP sequence numbers): The first approach to estimate session
latency leverages the media stream itself. RTP packets carry sequence numbers and the
SFU simply forwards these packets to all meeting participants. As a result, if we monitor a
meeting with several participants and have RTP streams carrying the same media grouped
together, the RTT between the point where packets are captured and the Zoom SFU can be
measured by comparing the egress and ingress timestamps of RTP packets with matching
sequence numbers (see blue, solid lines in Figure 5.11). Depending on media type and quality,
each stream produces tens and up to hundreds of packets per second, making this method a
way to obtain very frequent RTT probes.

Method 2 (latency via TCP as a proxy): Even if our monitor sees only one of the meet-
ing participants communicating with the SFU, we can leverage the client’s TCP control
connection (Section 5.3) to estimate the RTT from the monitor to the client and to the
SFU. This is shown by the red dashed line in Figure 5.11. TCP RTTs can be measured
by matching TCP sequence numbers of outgoing packets with acknowledgment numbers of
incoming packets [32, 144]. That is, we use TCP RTTs as a prozy for the latency of real-
time media [6, 109]. Despite providing fewer samples than the RTP-based method due to
the comparatively lower packet rate of the control connection, it does help us measure the

latency from our vantage point both to the Zoom SF'U and the client. The difference between
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the two can be used to pinpoint whether congestion is located upstream or downstream from
the measurement device, e.g., inside vs. outside our campus network.

Figure 5.10b shows the accuracy of our latency estimation based on the first method for
the same experiment and video stream as in Figure 5.10a. We can see that Zoom only updates
its latency estimate every five seconds. Without cross traffic, our estimate matches the data
provided by Zoom but yields significantly more data points as we can calculate latency for
every single RTP packet. As a result, our method more clearly highlights fluctuations in

latency, especially during periods of rapid variation in network condition.

5.5.4 Jitter

Jitter, defined as the “statistical variance of the RTP data packet interarrival time”, pro-
vides a short-term measure for network congestion and may indicate congestion before loss
occurs [137]. Of the metrics outlined in Table 5.4, it is the most direct estimator for network
quality and therefore important for reasoning whether, for example, low frame rate is caused
by the network or by the user’s behavior as explained above.

Simply computing the variance in interarrival time between packets is not useful in the
context of RTP streams for two reasons. First, a UDP video-conferencing stream can carry
several media streams which can then carry multiple sub-streams. The notion of packet order
(via RTP sequence numbers) is only valid within each such sub-stream, requiring parsing
the respective RTP headers. Second, RTP traffic at the packet level is bursty by nature, as
each frame generally spans several packets which are transmitted back-to-back. As a result,

we usually see short bursts of packets belonging to a frame, followed by a pause before
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the next burst, as illustrated in Figure 5.12. Moreover, the packetization time (i.e., the
time a frame covers in the media signal) is not necessarily constant throughout the stream
which requires correcting the jitter computation by what the interarrival time for any two
frames should be. In fact, Zoom uses variable packetization intervals as indicated by variable
increments between RTP timestamps in Zoom traffic. We use the formulas outlined in the
RTP RFC [137] to compute this adjusted time difference and subsequently the frame-level
jitter. Jitter can either be computed in terms of RTP time or as wall-clock time by first
converting between them using the stream’s sampling rate.

In our experiments, Zoom always reported very low jitter which never exceeded 2ms, even
in the presence of congestion. As shown in Figure 5.10c, our jitter estimate does not match
Zoom’s estimate but appears more in line with the fluctuation in latency during the same
experiment which was also reported by Zoom, especially during the two congestion events
(Figure 5.10b) which even caused Zoom to adjust the video frame rate (Figure 5.10a). We
are surprised by this result as the significant fluctuation in latency depicted in Figure 5.10b
should also be reflected in the (resulting) jitter metric in Figure 5.10c. We hypothesize that
Zoom computes jitter differently, perhaps taking forward error correction into account, or

using a very long smoothing interval. We use the jitter computation method recommended

for RTP by the corresponding RFC [137].

5.5.5 Other Metrics

Loss and Retransmissions. While computing the number of lost packets, retransmissions,
and out-of-order deliveries for TCP connections is relatively straightforward using TCP
sequence numbers, this is ordinarily not possible for UDP traffic. Our ability to parse RTP
headers in Zoom traffic, however, allows us to estimate these metrics over an RTP stream.
In our controlled experiments, we found that Zoom retransmits lost packets up to 2 times.
As a result, we rarely see entirely lost packets in our trace but rather duplicates. Since we

are unable to find any explicit loss signals in the traffic, we must rely on analysis of the seen
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sequence numbers to estimate reordering, loss, and retransmissions. This method, however,
can be inaccurate as we are not able to differentiate between retransmissions and regular
packets (apart from observing elevated jitter). Some observed reorderings might also be due
to retransmissions. In conclusion, Zoom’s use of retransmissions makes it fundamentally
difficult to infer loss and packet reordering from in-network measurements and sequence

numbers alone and we require other metrics (e.g., jitter) to assess network condition.

Frame Delay. Finally, we can measure the time between the first packet of a frame and
the time the frame is fully delivered; we call this time frame delay. High frame delay
(in comparison to other frames in the stream) indicates that retransmissions took place
to fully deliver the frame. In those cases, we observed that the frame delay is elevated
by at least the current RTT to the SFU plus a timeout that appears to be 100ms. As
retransmissions in Zoom use the same RTP sequence numbers as the originally lost packet,
it is not straightforward to detect lost packets if the packet was dropped before the vantage
point. Observing a packet with suspiciously high delay (i.e., 100ms + RT'T) delivered out-of-
order, however, is a strong indicator that the respective packet was retransmitted in response
to loss.

Also, we can compare a frame’s packetization time with its delay. If the delay is larger
than the packetization time over the course of several frames, the jitter buffer gets drained
and the video will eventually stall. We leave the detection and deeper analysis of audio and

video stalls based on this metric for future work.

5.6 Analyzing Zoom Campus Traffic

We now show how our methods can be applied to a large dataset by first describing our
capture system and then discussing performance metrics computed over a 12-hour trace
collected at our campus network. The trace contains 1.8 billion Zoom packets and 59,020

RTP media streams.
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Figure 5.13: Zoom packet capture program implemented in P4 for the Intel Tofino pro-
grammable switch.

5.6.1 Scalable P4-based Zoom traffic capture.

To study video-conferencing systems, we must first identify and capture their traffic. A
commonly employed method is capturing a large volume of on-campus traffic using a tool
like tcpdump and then extracting packets of interest—Zoom packets, in this case—in a post-
processing step. However, this approach does not scale when the traffic rate ranges from
several Gbps to tens of Gbps, as is the case on our campus. Bottlenecks exist at links from
our packet broker system to our collection server where tcpdump runs, as well as packet and
disk I/O at the server. Storage space also becomes an issue. Fortunately, our campus traffic
capture setup is equipped with a high-speed programmable switch, namely the Intel Tofino
switch [68]. The switch sits between the packet broker system and the server where tepdump
operates. This allows us to deploy a data-plane program (written in the P4 [20] language)
that takes all campus packets as input and only allows Zoom packets to pass through to
tepdump.

Our campus is connected to the Internet via two separate gateways. At both gateways and
in both directions each we have taps installed that passively capture all packets and forward
them to our packet broker system. To manage overall capture volume, we do exclude some of
our campus’ internal subnets from the capture at the broker. These excluded subnets mostly
belong to research computing facilities that run large bulk transfers to the Internet but are
unlikely to contain significant amounts of Zoom traffic. Zoom clients in these unmonitored
subnets look to us like external (off-campus) clients. For these clients, we see outgoing
streams only if they are being forwarded to a client that is within one of the monitored

subnets; we never see the SFU to client leg of incoming streams to those clients. For all
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Resource Type Zoom IP Match P2P Detection Anonymization [81]

Stages 2 7 11
TCAM 0.7% 1.0% 1.4%
SRAM 0.1% 10.9% 1.1%
Instructions 1.3% 3.4% 5.2%
Hash Units 0.0% 16.7% 8.3%

Table 5.5: Hardware resource usage of the Tofino-based capture program (divided by func-
tional component).

other (monitored) subnets, we do see every Zoom packet to and from the Internet. As a
result, every stream that we do see is complete but we may miss a limited number of streams
entirely which can affect the number of meeting participants that we report.

Figure 5.13 illustrates the design of our Zoom packet filter system. For TCP and server-
based UDP traffic, it suffices to check in a stateless manner whether one of the source or
destination IP addresses matches the list of IPs published by Zoom [197]. Detecting P2P
traffic, however, requires a more sophisticated stateful approach. As shown in the figure,
whenever we see a Zoom STUN packet, we write the campus peer’s address (IP address and
port number) to these registers (see Section 5.4.1). Subsequently, for all future non-server
UDP packets, we extract the campus-side address and look it up against our hash tables.
The P4 program also performs anonymization for all outgoing packets using an existing
system [81].

The resource consumption (by resource type and functional component) of our system on
the Intel Tofino Programmable Switching ASIC [68] is shown in Table 5.5. The percentages
in the table refer to the fraction required of the respective resource type available on the
Tofino. The table shows that the most complex operation we perform is anonymization,
which may be optional in certain production environments. We conclude that our program
is lightweight as it uses less than 15% of most of the resource types available on our switch;
it can therefore easily and practically be combined with other data-plane processing logic.
Our capture system, while designed for Zoom, can be extended to support other applications

with known signatures, e.g., other video-conferencing applications.
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Figure 5.14: Data rate per media type in campus trace.

5.6.2 Zoom Performance Metrics in the Wild

We calculated various performance metrics for each video, screen share, and audio stream in

1-second bins over our entire trace, resulting in roughly 33 million data points for each metric.

Media Bit Rate. Figure 5.14 shows the total media bit rate for all Zoom streams per
media type over local time. Video traffic makes up the vast majority of data and we can
clearly see spikes in bit rate at each full hour and (to a lesser extent) every 30 minutes
as meetings presumably begin during those times. There is a dip during lunchtime and
significantly less activity after the end of work day. The distribution of media bit rate per
media type is depicted in Figure 5.15a. Interestingly, the bit rate distribution of screen
sharing traffic is much closer to that of audio traffic as opposed to video traffic. This il-

lustrates that it is inaccurate to differentiate different stream types based on relative bit rates.

Frame Rate. The distribution of frame rates between screen sharing and video traffic,
depicted in Figure 5.15b, shows that Zoom uses a very fine-grained encoding scheme for
screen-sharing traffic where no new frames are generated, presumably when the picture does
not change frequently, as is often the case in presentation slides. In fact, roughly 15% of
frame rate samples for screen sharing showed a frame rate of zero; approximately half of the
samples had a frame rate of five or less with the remainder of the samples being relatively
evenly distributed. In contrast, video frame rates are under ten frames per second (fps)

only in 10% of the data points with a lot of the probability mass being centered around
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Figure 5.15: Distribution of performance metrics per media type in campus trace.

11-14 fps. As mentioned earlier, in controlled experiments we observed that Zoom usually
tries to achieve a frame rate around 28 fps and in cases of video thumbnails or massive
network congestion reduces the rate abruptly to around 14 fps. Our data reflects this and
shows that the majority of video streams have frame rates in this range, meaning that a
lot of video is transmitted in this “reduced-fps mode”. We assume that the samples in the
range of 20-25 fps (approximately 10-15%) are due to short-term adaptations of frame rate
or partially delivered frames in the presence of network events (see Section 5.5.2). This data
suggest that low frame rates are usually caused by user interaction rather than network
instability as there is a disparity between the frequency of low frame rate below 20 fps

(almost 75% of cases) and high jitter of more than 20 ms (less than 20%).
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Figure 5.16: Lack of correlation between jitter and other performance metrics.

Frame Size. The frame size distribution in Figure 5.15c also shows differences between
screen sharing and video streams. We see that over half of screen-sharing frames are smaller
than 500 bytes but the distribution has a long tail. We assume that the character of the
media (need for high resolution but little movement in the image) causes this distribution.
Frames that contain a lot of new information (e.g., initial frames, changing slides, etc.)
take more data than usual video frames and after that only small, incremental changes are
required. In contrast, the majority of video frames are smaller than 2000 bytes and only a

few are larger than 5000 bytes.

Frame-level Jitter. Since we are not certain about the sampling rate of audio and
screen-sharing streams, we only include the results of our frame-level jitter computation for
video traffic, where we determined the sampling rate to be 90 kHz (Section 5.5.4). Overall,
most samples have a frame-level jitter below 20 ms but the distribution’s tail is long. Zoom
recommends jitter below 40 ms [191]; roughly 5% of samples in our trace show jitter greater

than this.

Causes of Low Performance Metrics. Lastly, we illustrate how seemingly poor metrics
are not necessarily a result of poor network performance. We mentioned before that low

frame rate is often caused by user interactions and meeting characteristics. As an example,
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Figure 5.16 shows 1,500 randomly chosen samples from our data set of performance metrics
in 1s-bins where we plot video bit rate and frame rate, respectively, on the y-axis and
frame-level jitter on the x-axis. Jitter, here, serves as a metric that is mostly influenced
by the network whereas the other two metrics are influenced by a variety of factors. We
can see that there is no direct correlation between jitter and bit rate, or between jitter and
frame rate, meaning that bit rate and frame rate adaptations are in many cases not a result
of poor network conditions. Figure 5.16b also clearly shows the two aforementioned frame
rate modes as clusters centered around 14 fps and 28 fps, respectively. As a result, relying
on a single metric, like bit rate, alone is not sufficient to estimate the quality of an ongoing
meeting; several fine-grained performance metrics must be evaluated in conjunction, which

is what our work enables.

5.7 Related Work

Demystifying Black-box Protocols. Research in reverse engineering of network proto-
cols has a long history, with Skype P2P audio call analysis as one of the earliest works for
real-time network applications [11]. Our methodology and techniques are built upon this
large body work in protocol reverse engineering [18, 38, 92, 113, 162|, including inferring
protocol structure from network traces [26, 40, 173]. These works focus on determining
boundaries between header fields but do not use entropy-based analysis to infer the seman-
tics of those fields. Additionally, we are the first to use this systematic approach in the

context of video conferencing.

Measuring Performance of VCAs. Nistico et al. performed a controlled experiment on
13 popular Real-Time Communication (RTC) applications to understand how they operate
and consume bandwidth [118]. MacMillan et al. analyzed Zoom, Google Meet, and MS
Teams to measure their performance and network utilization [93]. Both works provide

key insights about how VCAs operate and perform. Yet, they focus on bit rate and link
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utilization, and how VCAs compare with each other. Our work focuses on Zoom and dives
deep into its protocol to extract performance metrics to better understand user experience.
Chang et al. measured and analyzed Zoom, Webex, and Meet based on data from over 700
VCA sessions [29]. The video QoE metrics are measured at the Zoom clients, applying Peak
Signal to Noise Ratio (PSNR) and structural similarity index (SSIM) analysis on actual
video feeds. Our work is about inferring the performance and quality of Zoom calls using

passive measurements collected in the network data plane.

Zoom Traffic Analysis. Several prior works [29, 34, 86, 93] studied Zoom among other
VCAs to uncover implementation details and characterize its performance using controlled
experiments. Their findings on Zoom characteristics are summarized in Section 5.3. Unlike
these prior works, we go further by inferring performance metrics from packet traces that are
passively collected from a large production network. A second line of work on Zoom focuses
on security, instead of performance. Mahr et al. performed a detailed forensic analysis of
Zoom, primarily using disk, network, and memory forensics [94]. It demonstrates that it is
possible to find users’ critical information, such as chat messages, names, email addresses, and
passwords, in plain and/or encrypted text. Similarly, a CitizenLab blog post [95] provides

insights into the privacy and general security properties of Zoom.

5.8 Discussion

Generalizability. While our work focuses on Zoom, we believe our header and protocol
analysis methods can be used to demystify other black-box systems. Also, if Zoom changes
its protocol in the future, these techniques can be applied again. Our tools and techniques
to study Zoom performance are also largely applicable to other video-conferencing systems
that employ RTP for media transfer. As RTP is used in the vast majority of these systems
as reported in Table 2 in [118], our techniques for estimating (among others) latency, frame

rate, jitter, and bit rate are applicable to a wide range of applications, including Google
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Meet, Microsoft Teams, Cisco Webex, and Apple FaceTime. Of course, other aspects such
as P2P connection detection, mapping of payload types, or other parts of Zoom’s behavior
reported in this chapter are specific to Zoom. We, however, did share our methodology
in detail to facilitate similar future studies on Zoom, if required, or on other proprietary
protocols. Consequently, even if Zoom were to make their protocol and header format public
in the future, our performance measurement techniques will continue to remain relevant and

novel.

Limitations. Two of our techniques are fundamentally limited. First, for quantifying
loss and retransmissions, we cannot disambiguate with certainty between fresh packets and
their retransmitted copies. A heuristic to detect retransmissions could analyze frame delay
(Section 5.5.5). If the delivery of a frame (normally consisting of packets sent back-to-back)
takes longer than the connection’s RT'T, at least one retransmission likely happened within
this frame. Second, due to our vantage point, we do not see media streams of off-campus
participants that do not send any media (i.e., are completely passive). This is a problem
for quantifying the number of overall meeting participants as their media streams are
transported entirely outside of our campus and we do not have access to the respective
packets. For this reason we are not able to measure the performance of the media streams

sent to these participants.

In-Network Monitoring and Control. There will be extra benefits if our performance
analysis can run in a high-speed programmable switch at line rate (e.g., Intel Tofino [3, 68]).
In particular, the switch’s proximity to the client would enable it to take immediate actions
in response to degraded Zoom performance. This would benefit both the campus network
operators and Zoom. We can already identify and parse Zoom headers in the data plane;
the computations of our performance metrics can be implemented in a streaming fashion
and are amenable to data-plane implementation. The space constraints of high-speed

programmable switches may require approximate data structures limiting overall accuracy.
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Control actions that may be performed on a switch include selectively forwarding layers
in an SVC stream or annotating packets (e.g., using DSCP) based on their type, relative

importance, or dynamically in response to congestion. We leave this as future work.

Labeled Datasets for ML-based QoE Inference. While we report performance metrics
that affect meeting quality, we do not use these to infer the quality-of-experience (QoE). Our
metrics can, however, be used as features in a QoE ML inference model where labels can be
created by collecting opinions from viewers. To this end, our system can help automatically
generate large, feature-rich data sets from real-world traffic. While applied to on-demand
video streaming as opposed to real-time conferencing, Bronzino et al. presented a system
inferring QoE from network traffic using ML [22]; this approach could be accelerated using

our methods.

5.9 Conclusion

Zoom is at the forefront of the recent unprecedented surge of video-conferencing traffic.
Zoom'’s proprietary header format and encrypted traffic, however, make it hard for network
operators and researchers to understand how Zoom actually operates and performs in the
wild. To this end, we demystify Zoom far beyond existing studies by digging deep into
its protocol and header format. We show how to extract metrics that closely relate to the
quality of a Zoom call, such as media bit rates, frame rate, and frame-level jitter. Our method
achieves this by solely inspecting passively collected packet traces, without any coordination
from Zoom clients or servers. We also create open-source software artifacts to analyze Zoom
packet traces, including a Wireshark Zoom plugin [104]. We believe our work paves the way
for enabling network operators and researchers to conduct in-depth measurements of Zoom

performance in production networks.
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Chapter 6

Scalable Video Conferencing Using
SDN Principles

Video-conferencing applications face an unwavering surge in traffic, stressing their under-
lying infrastructure in unprecedented ways. This chapter rethinks the key building block
for conferencing infrastructures — selective forwarding units (SFUs). SFUs relay and adapt
media streams between participants and, today, run in software on general-purpose servers.
Our main insight, discerned from dissecting the operation of production SFU servers, is
that SFUs largely mimic traditional packet-processing operations such as dropping and for-
warding. Guided by this, we present Scallop, an SDN-inspired SFU that decouples video-
conferencing applications into a hardware-based data plane for latency-sensitive and frequent
media operations, and a software control plane for the (infrequent) remaining tasks, such as
analyzing feedback signals and session management. Scallop is a general design that is suit-
able for a variety of hardware platforms, including programmable switches and SmartNICs.
Our Tofino-based implementation fully supports WebRTC and delivers 7-422x improved
scaling over a 32-core commodity server, while reaping performance improvements by cut-
ting forwarding-induced latency by 26x. We also present an implementation of Scallop on

the BlueField-3 SmartNIC.
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6.1 Introduction

Video-conferencing applications (VCAs) such as Google Meet and Zoom have become es-
sential for remote work, education, and social interactions. The past decade has seen sub-
stantial efforts to improve these applications, e.g., via more efficient codecs [54, 139, 184],
rate-adaptation algorithms [27, 43, 50, 187], and measurement studies [22, 29, 93, 103].
Though effective, prior work has primarily focused on end users, with the scaling challenges
that VCA operators face to support exploding traffic rates [52, 96] being far less explored.
At the core of VCA infrastructure are selective forwarding units (SFUs) [60, 75, 91, 102].
These servers are tasked not only with relaying media streams among meeting participants,
but also with monitoring and adapting media signals to match the time-varying network
capabilities of users. Unfortunately, their deployment on general-purpose servers—the status
quo today—makes scaling very difficult, particularly given several fundamental properties of

VCAs (Section 6.2):

1. The workload of an SFU is hard to predict and can change rapidly. Beyond diurnal
variation, the number of streams that an SF'U must handle grows quadratically with the
number of participants in a meeting, i.e., even a single new participant in a meeting
introduces substantial load since their media streams must be relayed to all other

participants, and they must receive all media streams from all other participants.

2. And yet, the replication and forwarding that SFUs perform on media packets is on
the latency-critical path of user interactions. At hundreds of packets/sec./stream,
operating-system delays for software packet processing (e.g., scheduling, context
switches, interrupts, socket-buffer copying) can lead to significant user-perceived jitter

and latency, especially in the face of under-provisioned resources.

As a result, VCA operators are left with two options today: massively over-provision

SFU server infrastructure to handle peak loads, which is costly and wasteful, or (reactively)
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auto-scale those resources using traditional mechanisms [128, 165], which risks harming QoE
for users.

In this chapter, we forego ephemeral SFU scaling enhancements (e.g., improved software
packet processing or provisioning mechanisms) in favor of a fundamental rethink of VCA
infrastructure that can support long-term traffic forecasts. Guided by our detailed study of
production SFUs and real campus VCA traces (Section 6.3), our key insight is that, despite
the large semantic gap, the forwarding and adapting of media signals at SFUs—the most
frequent tasks that account for the lion’s share of scaling overheads—is strikingly similar to
traditional packet-processing tasks. Indeed, relaying and adapting media signals in today’s
SFUs can be distilled down to primitives such as packet replication and selective dropping
that network hardware is optimized for.

Fueled by this insight, we present Scallop!, a new hardware/software co-designed SFU
that is built on top of the WebRTC standard. Drawing inspiration from SDN principles,
Scallop decouples SFUs into (1) an efficient data plane that adapts and relays high-volume
media streams using line-rate network switching hardware, and (2) a two-tier software con-
trol plane that handles the remaining infrequent tasks, e.g., session management, periodic
feedback handling, and signaling. The potential benefits are significant, with promises of
7-422x improved packet-processing performance over general-purpose servers at similar cost
with fixed per-packet delays to eliminate SFU-induced jitter.

Yet, decoupling SFUs in this manner requires a rethink of their design and introduces
three challenges, which we describe next.

First, since not all SFU functions are amenable to processing in hardware, we decou-
ple SFUs into a three-tier architecture that reflects the different time scales and latency
requirements of SFU operations as well as the locality of their data. Specifically, (a) session
management is complex but occurs at low frequency and benefits from a global view of the

system, making it suitable for centralized processing in software; (b) network feedback pro-

"Wordplay on ”scale up”.
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cessing and rate estimation occur at medium frequency and are local to each SF'U instance,
requiring a responsive—but not ultra-low-latency—control loop in software on each Scallop
network device; and (c¢) media forwarding occurs at hundreds of packets per second per
stream and critically depends on low latency in the data plane. Decoupling these tasks in
practice, however, is challenging while preserving all application semantics and the correct-
ness of the forwarding and adaptation logic. To address this, we present a detailed analysis
of the SFU workload and then place all of the many different SFU functions on one or more
of these tiers while maximizing performance. Moreover, we describe a series of methods for
filtering, routing, and processing the many feedback messages in VCAs to maintain faithful
SFU operation in this redesigned architecture.

Second, Scallop’s data plane must implement the media-replication and forwarding tasks
of an SFU in hardware. Most packet-processing platforms have packet mirroring capabil-
ities; however, unlike mirroring where only one packet replica is created, VCAs require as
many replicas as there are receivers. To address this mismatch, we present a general but
hardware-amenable solution that can be implemented on a wide range of packet-processing
platforms and accelerators, including switches, SmartNICs, or eBPF. From this, we de-
rive two platform-optimized designs for programmable switches (here the Intel Tofino2) and
SmartNICs (here the NVIDIA BlueField-3). These designs play to the strengths of the
respective platforms while accommodating their constraints.

Third, to build a system that is practical and deployable, we follow WebRTC, a widely
adopted standard for real-time communication. To do so, we must ensure that our SFU
implementation is transparent to unmodified WebRTC clients running in browsers or on
mobile devices. We do this in two ways. First, owing to the peer-to-peer (P2P) design of
video-conferencing protocols like WebRTC, SFUs traditionally operate as split proxies that
terminate and spawn new client connections. However, this design would burden the SFU
with tasks typically handled by end hosts and unsuited for network hardware (e.g., packet

de/re-encryption), ultimately increasing control-plane overheads and reducing scalability.
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Instead, we aim to run SFUs as true proxies by capitalizing on the observation that most of
these functions already run individually at clients and need not be replicated at SFUs. Doing
so, while remaining faithful to all SFU semantics, requires a redesign of the way WebRTC
establishes sessions and handles feedback signals at each participant. Second, our proxy SFU
design must ensure that all traffic (media and control) appears to clients exactly as if it were
sent from another client, without intermediate processing. Among other challenges discussed
in the chapter, this is especially difficult when adjusting the media rate to adapt to network
conditions, which, if done naively, creates sequence gaps that WebRTC receivers interpret
as network losses, triggering unnecessary retransmissions. To maintain the P2P illusion,
the SFU must rewrite sequence numbers to mask intentional gaps in the stream. However,
such rewriting is inherently difficult, especially in the presence of network-induced loss and
reordering—even software implementations cannot do this perfectly. Our experiments reveal
that leaving extra gaps is preferable to masking legitimate ones: missing sequence numbers
trigger packet retransmissions, while incorrect rewrites break the decoder’s state, leading to
a permanent freeze that can only be recovered by a new key frame, causing severe video
freezing. Based on this finding, we design a hardware-friendly sequence-number rewriting
heuristic that minimizes retransmissions while preserving stream continuity, even under high
loss or reordering. We further discuss possible changes to the WebRTC protocols and refer-
ence implementation that would enable more efficient in-network processing of media streams
to improve overall system scalability.

We implemented Scallop using P4 on a 12.8 Thit/s Intel Tofino2 ASIC and a NVIDIA
BlueField-3 SmartNIC. In experiments replaying campus-scale Zoom traces, Scallop handles
96.5% of all packets and 99.7% of bytes entirely in the hardware-based data plane. On
the Tofino, this enables Scallop to support up to 128,000 concurrent meetings on a single
switch, a 7-422x improvement over a 32-core commodity server running existing SFUs [102].
Further, Scallop reduces the latency introduced by SFUs by a factor of 26.8, improving QoE

for all participants. We will publicly release our Scallop implementation post publication.
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Figure 6.1: VCA architectures: P2P vs. SFU

6.2 SFU Scaling Challenges

6.2.1 Meeting Topologies and SFUs

Need for SFUs. Modern VCAs use SFUs as the de-facto standard to connect participants
for two main reasons: First, while P2P connections are possible for meetings with more
than two participants, they are impractical due to the need for each participant to encode
and send media to every other participant (Figure 6.1, left). This results in significant com-
putational overhead and requires substantial uplink bandwidth which is often unavailable in
residential and wireless Internet settings. Second, an intermediate (publicly routable) server
solves challenges associated with network address translators (NATSs), making SFUs useful

even for two-party calls. For example, Google Meet always uses an SF'U for two-party calls.

SFU Scaling Properties. While the use of SF'Us solves the problem of constrained uplink
bandwidth and reduces the required CPU resources at clients, SFUs do not entirely solve
the scalability problem in multi-party video conferencing as sometimes suggested [71]. The
number of streams required in an SFU scenario still grows quadratically with the number of
participants. There are N? media streams for N participants (per media type, i.e., video,
audio, or screen share) in an SFU topology (see Figure 6.1) which even grows slightly faster
compared to the N(N — 1)/2 streams in a P2P topology. The key difference is that all

these streams are now sent to or received by the SFU, effectively moving the bottleneck
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from the clients to the SFU. The second important observation is that the amount of work
that an SFU needs to perform is determined by the number of media streams and not by
the number of participants which therefore leads to quadratic scaling behavior at the SFU.
This is due to the fact that every incoming stream needs to be replicated for each of the
downstream participants and then sent out. Figure 6.1 shows an example of this with three
participants where P2P connections result in a total of six streams while the SFU handles

nine streams.

SFU Load in Campus Trace. Of course, meeting participants do not share both audio
and video at all times. To get an understanding of the actual number of streams per meeting
in a real-world video-conferencing application, we analyzed Zoom usage data taken from the
Zoom Account API [189] on our University campus. The data was collected over the course

of two weeks in October 2022 and contains 19,704 meetings. Figure 6.2 shows the range
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(gray bars) and median number (blue dots) of media streams at the SF'U for each meeting as
a function of the maximum number of participants within each meeting on our campus. A
media stream was counted when it was active for at least 10% of the meeting’s duration. The
dashed line indicates the upper bound of streams possible if every participant shares both
audio and video which can be exceeded in practice when participants also share their screen,
as seen in this figure. Even for meetings with 10 participants, the SFU already handles up
to 200 media streams. Meetings with 25 participants, a typical classroom size, generate over

700 streams at the SFU in our data set and can theoretically produce up to 1250 streams.

6.2.2 Consequences of Under-Provisioning

SFU Performance Implications. In contrast to signaling and rate adaptation, media
distribution is latency-sensitive. SFUs must touch each of these media packets, and as
such, any delay introduced by the SFU is added to the end-to-end delay a user experiences,
directly impacting QoE. Consequently, it is crucial that the forwarding delay and induced
jitter are minimal. However, software packet processing is subject to OS-level delay artifacts
due to scheduling, context switches, interrupts, etc., adding to the forwarding delay. At
hundreds of packets/sec./stream (typically between 800 and 1400 Bytes in size for video and
around 200 Bytes in size for audio), SFU operations require copying significant amounts of
data among socket buffers for receiving packets and before sending them out, resulting in
high CPU load and frequent context switching. These delays are hard to predict and impair

session quality o the point where the VCA becomes unusable.

QoE Degradation under High Load. To confirm the suspected quality impacts of
under-provisioning SFUs, we conducted an experiment using the Mediasoup open-source
SFU [102] which we deployed on a server with a 40-core Intel Xeon Silver 4114 CPU and
96GB of RAM in our testbed (Section 6.8). A second emulated clients using headless
Chrome and was directly connected to the SFU via a 10Gbit/s Ethernet link. We pinned

the Mediasoup server to a single CPU and incrementally built up to 15 meetings with 10
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participants each, adding one participant every ten seconds. We measured the quality of
the first meeting using the WebRTC statistics API [168] as we added more participants to
the SFU. The server reached 100% CPU utilization at around 80 participants. Figure 6.3
shows the receive jitter. Tail jitter is high throughout the experiment before exceeding 100
ms, causing significant mouth-to-ear delay and freezes, as depicted in Figure 6.3. Figure 6.4
shows that the video frame rate starts dropping at around 60 participants and making the

session effectively unusable beyond 100 participants.

Takeaways. In summary, SFUs share scaling properties (e.g., diurnal usage patterns) with
other user-facing services. Additionally, however, they exhibit unique scaling challenges
due to the quadratically growing amount of media streams to be forwarded. Dynamics
and unpredictability within meetings, for example, due to participants joining or leaving
or starting or stopping to share a particular media type (e.g., video, audio, or screen),
further exacerbate this problem. At the same time, under-provisioned SFUs can rapidly hit
high utilization levels, which have a direct, noticeable, and sometimes prohibitive impact
on the session quality. Taken together, VCA operators either vastly over-provision their

infrastructure to accommodate such dynamics or they jeopardize QoE.

6.3 SFUs as Packet Processors

Before presenting Scallop, we provide an overview of SFU operations and the key insights

guiding our design.

SFU Design Choices. As opposed to earlier generations of intermediate servers, SFUs do
not mix or transcode media streams but instead operate on packetized media. WebRTC is
the only widely adopted standard and open-source framework for video conferencing, yet
it does not provide any guidance on how SFUs should be implemented or how they should
handle RTP streams. The simplest way to implement an SFU is to maintain separate

P2P connections and distinct RTP streams between the SFU and each participant. This
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Figure 6.5: SFU design choices.

approach is similar to a split-prozy design, a term we will use going forward and is illustrated
on the left side of Figure 6.5. Existing WebRTC SFUs (e.g., MediaSoup [102]) operate in

this way.

Alternative Approaches. In contrast to the aforementioned split-prozy design, we design
Scallop using a powerful insight that makes the design of SFUs computationally simpler:
SFU functionality can be accomplished by replicating packets and rewriting header fields.
These tasks are supported by traditional packet processors (e.g., switches) and do not
require software processing. We look for evidence of such a design in the real-world by
collecting and analyzing packet-level traces of meetings on our campus. In accordance with
previous studies [65, 103], we find that the SFU servers used by Zoom—one of the market
leaders in video conferencing—send exact copies (except for rewritten IP addresses and
port numbers) of the incoming RTP packets to all downstream participants. While we do
not know Zoom'’s full architecture or how their SFUs are implemented, these findings lend

credibility to Scallop’s design.

Rate Adaptation in Zoom’s SFUs. Rate adaptation becomes necessary when the
network conditions of a participant change, e.g., due to network congestion or if it is not
necessary to forward high-resolution video to a participant due to device characteristics,
such as a smaller screen on a cell phone. Without rate adaptation at the SFU, media senders
would all have to reduce their sending rate to relieve congestion, resulting in lower quality
for all participants, even those unaffected by congestion (see Section 6.5.3). Realizing
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this functionality (without transcoding media) requires using a scalable media stream, for
example using Scalable Video Coding (SVC). In SVC, video is encoded in multiple layers,
each with a different bitrate. The media stream is packetized so that a given packet always
belongs to exactly one layer. As a result, reducing the media resolution or frame rate can
be achieved by dropping a specific subset of packets. This insight is the second foundation
of our design. Our analysis of Zoom’s SFU reveals that it uses a combination of Simulcast

and SVC to achieve rate adaptation, providing further credibility to our design.

Takeaways. Taken together, the core work of SFUs can be implemented by replicating
packets and sending copies out to all receiving participants. Furthermore, if SVC is used,
adapting a media stream reduces to forwarding a clearly defined subset of packets to a given

participant.

6.4 Introducing Scallop

Based on the insights from Section 6.3, we introduce Scallop, a novel SFU design leveraging
SDN principles and programmable networking hardware to improve the scalability and
performance of video-conferencing infrastructure. Scallop offloads all media replication,
forwarding, and rate-adaptation tasks to high-speed hardware, yet several operations SFUs
perform are not amenable for such an implementation. Consequently, we require a split
of functionality where we leave as many tasks as possible inside the data plane and only

carefully leave operations in software when absolutely necessary.

A Taxonomy of SFU Operations. Scallop’s control/data-plane split is driven by the
latency requirements, computational complexity, and frequency of the tasks an SFU per-
forms. Along these axes, we classify SFU tasks into 3 categories as shown on the left side of
Figure 6.6: (1) infrequent tasks that are not latency-sensitive, including session management
and signaling; (2) latency-sensitive tasks (on the order of tens of milliseconds), including

deciding the correct target sending rate of a media stream based on feedback signals, as well
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Figure 6.6: Latency and programmability requirements of key SFU responsibilities and re-
sulting placement.

as handling connectivity checks performed by the STUN protocol [97]; (3) ultra-low-latency
tasks (sub-millisecond), including the actual handling of media packets, i.e., forwarding and

dropping them if necessary.

Three-Tier SFU Design. The resulting architecture (right side of Figure 6.6) is inspired
by the design of SDN systems but goes a step further by introducing a third plane between
a centralized controller and the switch data plane for the aforementioned latency-sensitive
tasks. Here, the central controller is only involved when (1) a new session is created, (2) a
participant joins or leaves a meeting, or (3) a participant starts or stops sharing a particular
media type (i.e., audio, video, or screen). The controller is centralized as it is designed to
manage multiple distributed Scallop instances to enable more efficient forwarding topologies

(Section 6.9). Finally, the data plane handles truly latency-sensitive tasks on the critical

path for QoE.

Scallop’s Switch Agent. All remaining tasks that are either (1) not amenable to
implementation in the data plane due to their complexity, or (2) fall in the category of
latency-sensitive tasks that not on the critical path for QoE, run in software directly on
the switch (i.e., the switch’s CPU and operating system). This, for example, includes
processing feedback signals that are subsequently used for rate adaptation. We call this
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intermediate component the switch agent. Importantly, the switch agent is not involved in
media forwarding, and none of the above-mentioned tasks require any media or feedback to
be sent back from the switch agent; rather, the switch agent only receives copies of packets,
analyzes them, and reconfigures the data plane if required. Its location on the switch enables

a low-latency control loop.

Deployment Setting. Today, production-scale SFUs are deployed on data-center servers
of cloud providers. Increasingly, these servers are connected using programmable top-of-
the-rack switches. Besides, these servers are often equipped with SmartNICs to offload
networking tasks. While Scallop is not tied to a data-center setting, data-center switches,
and SmartNICs are natural and readily available deployment settings for Scallop. Going
further, switches implementing Scallop can entirely replace multiple SF'U servers, increasing

traffic served per rack at comparable operating costs.

Support on Packet Processors. Modern programmable switches have higher capacity
than SmartNICs (Thps vs. hundreds of Gbps) and more advanced capabilities (e.g., scalable
replication, register arrays) in the hardware data plane. Scallop requires three main capa-
bilities in the hardware: deep header parsing, scalable replication (Section 6.6), and stateful
sequence-number rewriting (Section 6.7). Consequently, Scallop’s potential can be fully re-
alized on switches such as the Intel Tofino2, which is our evaluation platform (Section 6.8).
We also implement Scallop on the hardware pipeline of a representative SmartNIC (NVIDIA
BlueField-3).

6.5 Control-Plane Prototype

Scallop’s control plane must handle two key tasks: (1) establishing and managing WebRTC
sessions between participants such that the SFU is inserted as a proxy between them and (2)
handling the infrequent but important remaining tasks that cannot run in the data plane.

The first set of tasks are handled by a centralized controller (Section 6.5.1) while the second
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Figure 6.7: Scallop’s 3-tiered architecture

set of tasks are handled by the switch agent, a lightweight control program on the switch
CPU (Section 6.5.2-6.5.5). Both applications are written in C++ and communicate with
each other using remote procedure calls. The switch agent can additionally exchange packets

with the data plane via the switch CPU port. Figure 6.7 shows the resulting architecture.

6.5.1 Session and Connectivity Management

The core task of the central controller is to manage WebRTC sessions and connectivity
between participants such that all media traffic is sent to and can be received from Scallop

as opposed to another client, realizing our proxy architecture.

WebRTC Signaling. WebRTC uses the Session Description Protocol (SDP) to negotiate
media-session parameters between participants, including codecs, their parameters, and
[P addresses and ports [110, 138]. This negotiation, known as signaling, is initiated by
participants whenever a new media stream is created. Scallop’s controller acts as the
signaling server that exchanges SDP messages between participants and maintains state

about participants and their media streams to correctly configure the data plane.
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Controlling Signaling to Create Proxy Topology. Each SDP message includes a list
of connection candidates, which convey the IP addresses and ports RTP media is being
sent from or can be received at. Using this information, we can insert the SFU as an
intermediate entity between participants while appearing to meeting participants as their
sole peer. Scallop achieves this by intercepting SDP messages and modifying the connection

candidates on the fly.

STUN and Connectivity Management. WebRTC uses periodic Session Traversal Util-
ities for NAT (STUN) [97] packets to continuously check reachability between participants.
Scallop handles STUN in the switch agent as processing STUN packets is too complex for
the data plane due to their header format. This is fine since STUN packets are not classi-
fied as latency critical. A connection is only deemed interrupted after multiple consecutive

connectivity checks fail.

6.5.2 Bandwidth Estimation

Rate Adaptation in SFU Architectures. Continuous and timely bandwidth estimation
and rate adaptation are critical tasks in video conferencing as trying to send media at a
higher bitrate than the network can support rapidly leads to high latency and, ultimately,
loss, severely degrading QoE. When an SFU is used, this task is split into two parts: (1)
each sender sends at the highest rate any of the receivers can receive at (Section 6.5.2-
Section 6.5.3), and (2) for receivers that can only support lower rates than the highest rate,
the SFU scales down the stream by selectively dropping packets (Section 6.5.4). WebRTC
uses Google Congestion Control (GCC) [27] to estimate link capacity, which is then used to

adjust media bitrate.

GCC Modes. GCC can operate in two ways. In sender-driven mode, the sender computes

available bandwidth based on frequent feedback from receivers. Scallop uses receiver-driven
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Figure 6.8: Splitting WebRTC connections per participant and forwarding feedback messages
of the best-performing downlink only preserves feedback semantics and ensures effective rate
adaptation.

mode where each receiver independently estimates bandwidth based on packet arrival-time
variation and then periodically informs the sender of the new bandwidth estimate using
Receiver-Estimated Bandwidth (REMB) messages. Although REMB messages are still too
complicated for the data plane to process, the frequency of them is proportional to the
frequency of the link capacity changing, unlike in sender-driven mode, where the receiver
sends a message every 10-20 media packets. Scallop intercepts REMB messages and adapts

media bit rates based on the reported estimates.

6.5.3 Preserving Feedback Semantics

Bandwidth Estimation in a Proxy Architecture. Realizing correct bandwidth esti-
mation in our proxy-based Scallop architecture, however, is challenging. This is because
forwarding feedback among participants, rather than using individual control loops (as in
a split proxy), mixes signals, incorporating uplink measurements from all senders instead
of reflecting a specific downlink. As a result, feedback converges on the lowest-bandwidth

receiver, forcing the sender to lower the media bitrate unnecessarily for all participants.

Mixed Feedback Signals. To illustrate the problem, consider a 3-party meeting as de-
picted in Figure 6.8. Participant 1 (P, blue) and 2 (P, red) share video while participant 3
(P;) only receives. Solid lines depict media streams and dashed lines depict Real-Time
Transport Control Protocol (RTCP) feedback messages. Done naively, two problems arise.
First, RTCP combines feedback messages concerning multiple media streams into a single
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RTCP packet which is too complex to parse, analyze, and correctly forward in the data
plane. Second, they also mix feedback from different media streams in a way that feedback
is not actionable anymore. For example, the bandwidth estimated by P3; now is based
on feedback from both P;’s and P,’s uplinks (to SFU) in addition to P3’s downlink (from
SFU). This estimate is irrelevant for the SFU since it cannot do anything about uplink
capacity. More importantly, it leads to the problem that when naively forwarding the
combination of all feedback to P, P;’s media will be encoded at a bitrate adapted to P,’s
uplink performance. Put differently, all send rates will converge to the lowest capacity of

all uplinks in the meeting which defeats the purpose of even having rate adaptation in the

SFU.

Solution Part 1: Split Connections. We solve these problems using two techniques
(Figure 6.8). First, we split each WebRTC UDP stream (the scope for bandwidth esti-
mation) by participant, such that every receiver’'s RTCP feedback pertains to exactly one
sender. This eliminates the need to parse and filter combined RTCP messages carrying
reports for multiple streams—Scallop simply forwards each receiver’s feedback directly to

its corresponding sender.

Solution Part 2: Selectively Forward Feedback. In our example, P; now has a ded-
icated stream to receive media from P, and a second stream to receive media from Ps.
Consequently, P3’s REMB messages only include information about the path between Pj
and P, or P, respectively, and not about the combination of all paths. A filter function f
at the SF'U selects the best-performing downlink per sender and configures the data plane to
only forward these messages to the respective sender. The selection is done by computing an
EWMA over each receiver’s bandwidth estimates and periodically selecting the maximum
out of the EWMASs. The rationale for this is that each sender should send at the highest rate

allowed by its uplink and the best downlink. As all packets traverse the sender’s uplink, its
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performance is inherently accounted for in the feedback. The SFU then handles adaptation

for lower-bandwidth downlinks, explained next.

6.5.4 SVC Analysis and Layer Selection

Scalable Video Coding (SVC). Scallop leverages SVC [139] with the AV1 codec’s L Tj
profile [44, 160] to adapt media streams to network capacity. This allows the SFU to
choose among three temporal layers (frame rates) for video streams. While the data plane
handles the actual forwarding, the control plane decides the quality level to send to each
participant. The SVC structure can change with each key frame (sent when a stream starts
or the resolution changes), requiring the SFU to adapt the data plane’s forwarding rules

accordingly. Figure 6.9 shows an LT3 SVC stream’s dependencies.

AV1 Extension and Dependency Descriptor. In AV1, each RTP packet contains
an RTP AV1 extension header indicating its layer through a unique template id. Key
frames additionally contain a dependency descriptor that carries the semantics of the SVC
structure [160]. In our example, template ids 0 and 1 represent the base layer (7.5 fps), id
2 the first enhancement layer (15 fps), and ids 3 and 4 the second enhancement layer (30
fps). Dropping frame ids 3 and 4 would reduce the frame rate from 30 fps to 15 fps. The
data plane parses the AV1 extension header (primarily its template id) to decide whether

the packet should be dropped or not.
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Figure 6.10: Flow of all types of media and control packets in a Scallop 3-party conference.

Selecting a Quality Layer. Parsing the dependency descriptor is beyond the data plane’s
capabilities. Thus, Scallop sends key frames to the control plane for analysis. Whenever a
bandwidth estimate (i.e., an REMB message) is received, the switch agent invokes a function
that can be defined by adopters of Scallop. This function is declared as follows:
selectDecodeTarget (currDT, estHist, newEst) — newDT.

The function takes as input the current decode target (currDT), a history of past estimates
(estHist), and the new estimate (newEst) from the REMB message; it returns the new
decode target. If the returned decode target is different from the previous one, the switch
agent reconfigures the data plane. Importantly, while we implemented a simple heuristic
that switches between quality levels based on fixed capacity-estimate thresholds, using this

model, arbitrary rate-adaptation algorithms can be implemented.

6.5.5 Handling other RTCP Messages

Besides REMB, additional feedback messages are delivered through RTCP. From the receiver
side, negative acknowledgments (NACKSs) request the retx. of a specific media packet, and
picture-loss indication messages (PLI) notify the sender to send an intra-coded video frame.

NACK and PLI messages are sent from a receiver experiencing loss to the respective sender
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(Figure 6.10). While PLIs, NACKs, and REMB messages are forwarded to their intended
destinations through the data plane without delay, the data plane also creates copies of them
on-the-fly, sending them to the switch CPU for further analysis (e.g., for the filter function

described earlier).

6.6 Scalable Media Replication

Background and Challenges. Scallop must enable scalable replication of media packets
in hardware to support thousands of simultaneous meetings. This entails two core chal-
lenges: First, for each meeting, Scallop stores both the list of active participants and each
participant’s rate-adaptation status. On every incoming media packet, this state determines
which downstream recipients receive a replica. Since memory is limited on packet-processing
hardware, supporting a large number of concurrent meetings becomes difficult. Second, once
the recipients are known, Scallop must generate and forward replicas to them efficiently.
Although modern packet-processing platforms offer hardware-assisted replication, their fea-
tures vary widely, and no prior work demonstrates how to map SFU packet replication onto
them. Scallop addresses these challenges in two parts. First, we introduce a general, memory-
efficient algorithm for SF'U replication on hardware packet-processing platforms. Second, we

adapt and optimize this algorithm for two representative platforms—programmable switches

(e.g., Intel Tofino2) and SmartNICs (e.g., NVIDIA BlueField-3).

6.6.1 General, Memory-Efficient Replication

For our platform-agnostic design, we rely on three basic primitives available on all pro-
grammable packet-processing platforms: match-action (MA) tables populated by the control
plane (in Scallop, the switch agent), a replication (mirroring) function that produces a single
copy of an input packet, and a recirculation function that feeds packets back into the ingress

pipeline for further iterations. Our replication algorithm then proceeds in two parts: (1)
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Algorithm 1: General Packet Replication in Scallop (RA-driven logic highlighted in
green)

1 Sender2Meeting: Map{Participant: Meeting}
2 Meeting2Participants: Map{{Meeting, ReplicalD}: Participant}

Function scallop_replicate (Packet pkt):
Participant sender := {pkt.ip.src, pkt.udp.src, pkt.rtp.ssrc}
Meeting meeting := Sender2Meeting[sender|

© 0 N O ook W

10 ReplicalD replica_id := 1
11 while Meeting2Participants/meeting, replica_id].hit do

12 receiver := Meeting2Participants[meeting, replica_id)
13 if receiver != sender then
1 if EvcludedReceivers[{meeting, layer, receiver).miss &
then
15 Packet pkt2 := replicate(pkt)
16 L send _packet_to(pkt2, receiver)
17 replica_id := replicasd + 1

Participant-driven, which replicates each packet according to the meeting-to-participants
mapping, and (2) Rate Adaptation (RA)-driven, which excludes replication for a subset of

rate-adapted participants.

Solution Part 1: Participant-Driven Replication. Consider a meeting M with N
participants. Scallop must replicate each incoming packet from any participant (sender)
to the other N—1 participants (receivers). In a naive approach, we could assign a separate
replica ID (RID) to every sender-receiver pair in M and store them as MA-table records
of the form: key={sender, RID}, value={receiver}. When a packet arrives from a sender,
we create a replica for its receiver with RID=1, recirculate the packet and create a replica
for its receiver with RID=2, and so on. While this technique works, it requires N(N-1) or
O(N?) records per meeting. A more efficient strategy (outlined in Algorithm 1) is to assign
a global replica ID to each participant in M (line 2). This reduces the memory requirement
to N records (O(N)). However, now when Scallop iterates over the replica IDs (lines 1,

7-8), it would encounter the sender itself. Fortunately, the sender is trivially known from
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the packet headers (line 7), so we skip that iteration (line 13). Once created, the replica is
addressed to the receiver’s IP and UDP port, and forwarded (line 16). Since this logic is suf-

ficient for meetings not subject to RA, we also call it the non-rate-adapted (NRA ) technique.

Solution Part 2: RA-Driven Replication. In some meetings, individual receivers might
have lower receive bandwidth than other participants, requiring RA. To support RA, Scallop
must replicate only the necessary quality layers for each affected receiver. For example,
if a receiver can handle only 7.5 fps instead of the full 30 fps, Scallop should replicate
the base layer but omit the two enhancement layers (see Section 6.5.4). Scallop identifies
each packet’s quality layer by looking up its AV1 template ID in an MA table, which uses
constant memory per meeting (lines 3, 9). Once the layer is known, Scallop must determine
which participants should receive replicas. Because RA is often not required, we record only
the excluded receivers rather than the included ones. Exclusions fall into two categories:
(1) Receiver-driven RA (RA-R), where a receiver receives the same reduced quality (e.g.,
7.5 fps) from all senders, and (2) Sender—Receiver-driven RA (RA-SR), where a receiver
receives different qualities from different senders. RA-SR happens when some senders send
media at a higher bitrate than others. Scallop implements exclusions using two disjoint MA
tables for RA-R and RA-SR (lines 4-5). In the worst case, RA-R consumes O(N) records
and RA-SR consumes O(N?), respectively, although actual usage is much lower. During
each iteration, Scallop checks both tables and skips any excluded receiver before replicating

the packet (line 14).

Optimizing Bandwidth and Latency. Our general solution runs entirely in hardware and
is memory-efficient—a significant improvement over software SFUs. However, the while loop
in Algorithm 1 (lines 11-17) has two drawbacks. First, it recirculates the original packet N—1
times, consuming recirculation capacity. Second, it produces the final replica only after N—1
recirculations, incurring O(N) latency. Fortunately, some packet-processing platforms, such

as Intel Tofino and Juniper Trio [176] programmable switches, provide hardware primitives
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meetings and using dynamic pruning.
to generate hundreds of packet replicas at once. In Section 6.6.2, we describe how we leverage
one such platform (Intel Tofino2) to address both drawbacks. On platforms without bulk-
replication support (e.g., NVIDIA BlueField-3), we replace the while loop with a recursive,

perfect binary-tree routine that produces all replicas within [log, N| iterations and therefore

a uniform O(log N) latency (Section 6.6.3).

6.6.2 Scalable replication on the Tofino2

Background. The Tofino Packet Replication Engine (PRE) is a specialized hardware mod-
ule designed for efficient multicast through a hierarchical, three-level structure called a mul-
ticast group or a multicast tree (Figure 6.11). The PRE sits in the Traffic Manager between
the ingress and the egress pipelines of the switch, allowing the ingress pipeline to invoke repli-

cation on a packet, the PRE to perform the replication, and the egress pipeline to process
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each replica before forwarding it. The control plane configures the PRE at runtime in three
steps: (1) Allocate level-2 (L2) nodes, each associated with one egress port ; (2) Allocate
level-1 (L.1) nodes, each identified by a node ID (unique across the PRE), a replica ID or
RID (unique across a multicast tree), and a set of allocated L2 nodes; (3) Create multicast
trees, each with a unique multicast group ID (MGID) and an associated set of allocated L1
nodes.

Replication: The ingress pipeline sets a packet’s mgid metadata field to map it to an
existing multicast tree. When the packet arrives at the root of that tree, the PRE stores the
packet in a buffer and creates a pointer. Then, it replicates this pointer to L1 nodes, and
further to L2 nodes. At each L2 node, a replica is created from the pointer, attached to the
associated egress port, and forwarded to the egress pipeline.

Pruning: The PRE also supports branch-pruning. The control plane configures pruning
by assigning an L1 XID to each L1 node, and an L2 XID to each egress port. The data
plane’s ingress invokes pruning by setting the packet’s [1_zid (for L1-pruning), and rid and

12_zid (for L2-pruning) metadata.

Opportunity and Challenges. Due to its specialized design, the PRE neither requires
recirculations nor does it pass around packets. Consequently, it can replicate a packet
hundreds of times with minimal latency. Scallop can benefit greatly from the PRE, but it
must address two challenges. First, mapping VCA entities (meetings, senders, receivers)
onto the PRE’s tree hierarchy (root, L1 nodes, L2 nodes) is not obvious. No prior work
has used the PRE (on Tofino or similar switches) for such purposes, requiring us to explore
the design space from the ground up. Second, the PRE comes with resource constraints.
While it can support up to 22* L1 nodes, 2'® RIDs per tree, and all of the switch’s egress
ports per L1 node, it can only support 7=64K multicast trees [3]. Furthermore, only one
L1-XID and L2-XID can be set per packet, limiting pruning flexibility. Scallop must adapt

its solution to the PRE and maximize its utilization under these constraints.
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Two-Party Meetings. Meetings with only two participants (60% in our campus dataset)
do not require replication. Therefore, we do not allocate multicast trees for them, thereby

saving PRE resources.

NRA Design. For meetings with N > 2 and not requiring RA, Scallop aggregates all
N meeting participants into a single replication tree (Fig. 6.12a). The root represents the
entire meeting, each L1 node represents a participant and each L2 node maps a participant
to their egress port. This design supports 7 concurrent meetings and consumes O(N) L1
nodes. We use L2-pruning to prevent the sender from receiving its own packet. To further
increase efficiency, Scallop aggregates multiple (m) meetings into a single replication tree
(Fig. 6.12b), supporting m7 concurrent meetings. However, in addition to L2-pruning, this
approach requires L1-pruning to ensure that packets of one meeting are not received by
participants of another. For example, in Figure 6.12b, replication to M2’s participants is
suppressed for a packet from M1, and vice-versa. The PRE’s pruning limitations force m

to be 2. Scallop can support 128K concurrent meetings using this design (Section 6.8.2).

RA Design. Since both L1- and L2-pruning are consumed in the NRA design, we need
alternatives to handle RA. For RA-R, Scallop creates one tree (following NRA design) per
SVC layer. When a rate-adapted receiver should not receive a particular layer, it is removed
from that layer’s tree. With ¢g=3 SVC layers, Scallop can support up to m7 /q concurrent
meetings, which evaluates to 42.7K (Section 6.8.2). For RA-SR, Scallop cannot do better
than aggregating two senders (and their receivers) per SVC layer into a single tree. Scallop
consumes 27 L1 nodes to support 27 /¢N concurrent RA-SR meetings, which evaluates to
4.3K, compared to 192 on a 32-core server (assuming 10-party meetings, all sending video

and audio).

Dynamic Migration across Designs. Since RA (especially RA-SR) is not always required
for a meeting, Scallop dynamically and seamlessly migrates each meeting across two-party;,

NRA, RA-R, and RA-SR designs as needed. This maximizes the PRE’s utilization, ensuring
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Figure 6.13: Packet replication using a perfect binary tree.

the bottleneck remains the switch’s bandwidth rather than its replication capacity, whenever

possible.

6.6.3 Scalable Replication on the Bluefield-3

Unlike Tofino2, some packet-processing platforms, such as the BlueField-3 SmartNIC, cannot
replicate in bulk and require recirculation to create multiple replicas. However, we can
improve the replication latency on such platforms using a perfect binary tree design (as
shown in Figure 6.13). During meeting setup, the switch agent populates three MA tables:
one mapping each participant to its meeting ID, another mapping every (meeting ID, replica
ID) pair back to a participant, and a third recording, for each meeting, the mazimum tree
depth [logy N| (where N is the number of participants). This depth ensures the tree will
have at least N leaves.

Figure 6.13 shows an example meeting with N=3 (and so, maximum depth = 2). When
a media packet from sender P; arrives in the data plane, we encode two fields in its header:
a running replica ID (RID) and the current depth, both initialized to zero. The SmartNIC
hardware mirrors the packet, then recirculates both copies. Conceptually, one copy traverses

the left subtree and the other the right. Each time a mirrored packet returns, we append
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Figure 6.14: Example of sequence-number rewriting and associated error types in Scallop.

the bit value 0 (for left) or 1 (for right) to its RID, increment its depth, mirror it again, and
recirculate. This process repeats until the packet’s depth equals the precomputed maximum
depth for that meeting.

At the end, each packet carries a full-length RID. In our example, we end up with RIDs
0 (00), 1 (01), 2 (10), and 3 (11). RID 0 corresponds to the sender, and RID 3 has no
matching participant, so both are dropped. The remaining two replicas with RIDs 1 and 2
map to P, and Ps respectively, and are forwarded accordingly. We then layer our RA schemes
(RA-R and RA-SR) on top of this replication mechanism, following the logic described in
Algorithm 1. This method can be further optimized by preemptively checking whether a
downstream subtree will yield valid replicas and skipping its mirroring if not; we leave this

as future work.

6.7 Transparent Rate Adaptation

Background and Challenges. Under WebRTC’s P2P model in a split-proxy architecture,
each receiver expects a continuous, unmodified media stream from the SFU. However, in
our true-proxy architecture, Scallop performs RA by suppressing packets associated with a
specific quality layer to match network conditions. If not handled explicitly, this suppression
would create gaps in RTP sequence numbers, which receivers would interpret as packet
losses, triggering unnecessary retransmissions (retxs.). To preserve a continuous RTP packet
stream, Scallop rewrites sequence numbers after replication. However, rewriting sequence
numbers perfectly—when intentional suppression coincides with network-induced loss and

reordering—is impossible without buffering packets.
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Naive Solution. To illustrate, consider the example in Figure 6.14. Here, the sender sends
packets with sequence numbers 1 to 5. Packets 1, 4, and 5 are base-layer packets while
packets 2 and 3 are enhancement-layer packets to be suppressed. In a straw-man design
(Fig. 6.14a), Scallop would simply increment a counter every time it sends out a packet to
a receiver. This approach would preserve a continuous stream of sequence numbers and the
receiver would not trigger negative acknowledgments (NACKSs) for missing packets, thus
avoiding retx. of intentionally suppressed packets. This design, however, would also mask
network-induced packet losses, leading to the receiver’s decoder state breaking and the video
freezing until a picture-loss indication (PLI) to reset the decoder is triggered (Fig. 6.14b).
This situation, which we refer to as an error of type 1, would lead to an unacceptable stall

for the affected receiver.

Acceptable Heuristic Error. Instead, we design a hardware-amenable heuristic that uses
a combination of per-meeting, per-stream, and per-packet data to infer whether a sequence
number skipped due to a loss corresponds to a packet that was supposed to be suppressed
anyway. If so, Scallop increments the sequence number by one. If the packet belongs to
a base layer (required for the decoder), Scallop will preserve the sequence gap to trigger a
NACK and retx. (Fig. 6.14c). There are, however, cases where no online algorithm for this
problem can exactly determine which layer the packet with the skipped sequence number
belongs to. Consider the last case (Fig. 6.14d) where packet 4 carries the enhancement layer
which is supposed to be suppressed. Assuming Scallop cannot infer that 4 is a candidate
for suppression, it preserves the sequence-number gap. This leads to a NACK for packet 2
(originally packet 4), causing its retx. which is unnecessary. Our experiments show that,
while this retx. wastes some bandwidth, it does not cause any QoE degradation. Therefore,
this error, which we call error type 2, is acceptable but slightly expensive. We design our
heuristic to never commit type-1 errors, and to minimize type-2 errors. We find that the

overhead of unnecessary retxs. from type-2 errors grows with the loss rate but is low even
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at significant loss (e.g., under 5% overhead at 10% loss).

Heuristic Design. To rewrite sequence numbers correctly, Scallop must determine an accu-
rate offset (difference between original and rewritten sequence numbers) for each replicated
packet in each rate-adapted sender-receiver media stream. This is challenging because the
rewriting must be done post-replication, i.e., in the egress pipeline, where suppressed pack-
ets are never “seen”. The task is further complicated by network loss and reordering, as
described above. Our main insight is that the offset’s accuracy depends on how accurately
we reconstruct the state of the media frame the replica belongs to, and the one immediately
preceding it. For this, we rely on (1) per-packet state: current frame number, sequence
number, frame start and end markers from headers; (2) per-stream state: the offset, max.
frame number seen, max. sequence number seen of the max. frame, a flag indicating whether
the max. frame’s end marker was seen, the cadence of frames suppressed by RA (e.g., every
second frame) populated by the control plane, and a history of the offsets for the last few
unsuppressed frames. For each incoming packet, first, we check whether the offset should be
updated according to the following cases, and then we rewrite its sequence number based on
the offset:
1. If current frame equals max. frame, don’t update offset;
2. If current frame succeeds max. frame, add to the offset the best estimate of the no. of
suppressed packets in between;
3. If current frame precedes max. frame (late reordered packet), rewrite using offset in
history if found, else drop.
Accuracy vs. Memory Efficiency. If the loss (and reordering) rate is low, a short history
of offsets suffices; otherwise, we need a longer history. Thus, there is a trade-off between
accuracy (i.e., unnecessary retxs.) and per-stream memory, with the optimal balance dictated
by the loss rate. We implement several variants of our heuristic to explore the design space.
Below, we describe two:

Seq. Rewriting-Low Memory (S-LM) stores no history of frames beyond the max.
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Figure 6.15: Forwarding latency in Scallop.

frame, minimizing memory usage.
Seq. Rewriting-Low Retx. (S-LR) stores the history of three additional frames to
accommodate 150 ms of suppressed (15 fps) video, the max. recommended RTC end-to-end

delay [70]. This reduces unnecessary retxs. under higher loss rates.

6.8 Evaluation

Experimental Setup. We deploy the data plane of Scallop on a 12.8 Tbit/s Intel Tofino2
hardware switch. The switch agent runs on the CPU of this switch, an 8-core Intel Pentium
with 8GB of RAM. The controller is deployed on a 40-core Intel Xeon server with 96 GB
memory. We use another server with the same configuration for both Scallop and MediaSoup

(where applicable) clients.

6.8.1 Control Plane

We first analyze the amount of packets and bytes that our controller needs to process com-

pared with the amount of packets that stay entirely in the data plane. This ratio demon-

strates the feasibility of Scallop’s control/data-plane split. We collect a packet-level trace of

a real three-party meeting using Scallop where participants send audio and 720p AV1 SVC
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Figure 6.16: Scallop rate adaptation: Participant 3’s receive bit rate is reduced twice.

video. We then determine the number of packets and bytes that can be processed in the
data plane. The experiment ran for ten minutes with a total of 180,718 packets.

Table 6.1 shows the results. 94.5% of these packets were RTP packets which can be han-
dled in the data plane with the exception of five RTP packets containing an AV1 dependency
descriptor. RTCP accounted for 5.06% of all packets and 0.48% of all bytes, out of which
our switch agent uses RTCP receiver reports and REMB messages to control the RA logic.
These packets accounted for 3.41% of overall packets. Finally, STUN packets accounted for
0.38% of all packets and also need to be processed in software. In summary, 96.46% of all

packets and 99.65% of all bytes can be processed in the data plane, showing that this work-
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Figure 6.17: Frame rate under loss and rate adaptation.

Proto./Type | Packets Pct. Per sec. | KBytes Pct.

RTP 170,870 94.5 284.30 166,762  99.47

- Audio 29,746  16.46 49.49 3,826 2.28

- Video 141,124  78.09 234.81 162,935  97.19

- AV1 DS* 5 0.008 6

RTCP 9,153 5.06 15.22 801 0.48

- SR/SDES 3,456 1.91 5.75 304 0.18

- RR* 240 0.39 0.13 15 0.01

- RR/REMB* 5,457 3.02 9.07 482 0.29

STUN* 695 0.38 1.15 89 0.05

Ctrl. Plane 6397 3.54 10.64 593 0.35

Data Plane 174,326 96.46 290.06 167,066 99.65

Total 180,718 100 300.69 167,653 100

Table 6.1: Packets per participant sent to the SFU (10 min.)

load is well-suited for a control/data-plane split. More importantly, the remaining packets,

except for a few STUN packets at the start of a session, are not blocking.

6.8.2 Data Plane

Tofino Resource Utilization. We implement Scallop’s data plane using ~2000 lines of
P46 code on the Tofino2. Table 6.2 summarizes the resource utilization of the Tofino2.
We categorize resource types by how they scale with the number of concurrent participants
supported by Scallop—constant, linear, or quadratic. For the non-constant types, we report
the average utilization under peak campus traffic load, as observed in our campus dataset.
The high ingress parsing depth is evidence of the deep, flexible parsing required to extract
the SVC quality layer information. The number of stages consumed by Scallop falls squarely

within the bounds of the maximum available on the Tofino2. For the rest of the components
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Resource type Scaling Usage under

behavior peak campus
load (avg.)

Parsing depth Constant Ing. 27, Eg. 7

No. of stages Constant Ing. 7, Eg. 5

PHYV containers Constant 17.9%

Exact xbars Constant 5.66%

Ternary xbars Constant 2.52%

Hash bits Constant 4.62%

Hash dist. units Constant 6.94%

VLIW instr. Constant 7.29%

Logical table ID Constant 21.87%

SRAM Linear 6.77%

TCAM Linear 1.38%

Egress Tput. Quadratic 1.2 Gb/s

Table 6.2: Resource usage of the Tofino2 hardware prototype.

with constant scaling behavior, we report the average utilization across all stages. This anal-
ysis shows that Scallop’s resource usage is low enough such that other network applications

can be supported simultaneously on the switch.

6.8.3 Latency and Impact on Session Quality

Latency. @ We demonstrate that leveraging a hardware-based data plane significantly
reduces SFU-induced delay. This is shown by comparing per-packet RTTs of RTP media
packets in a two-party call. Two participants are connected either through Scallop’s Tofino
or the Mediasoup’s SFU server. Figure 6.15 shows that Scallop achieves 26.8x lower median

latency while cutting 99%ile latency by 8.5x.

Session Quality during Rate Adaptation. To show that Scallop is faithful to the core
SFU functionality, we validate that our SVC-based rate adaptation effectively reduces bit
rate without causing freezes or other QoE degradation. We conduct two experiments. First,
we start a three-party call, where all participants send and receive video. We collect WebRTC
performance statistics [168] from Google Chrome, including receive frame rate, stall time,
video resolution, and more; they correspond to the media stream after decoding and, thus,

are an accurate representation of actual playback quality. Figure 6.16 confirms that Scallop
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successfully reduces the frame rate from 30 to 15 fps for the bandwidth-constrained par-
ticipant 3 while maintaining a decodable media stream without incurring otherwise lower
QoE (e.g., via freezes). Second, we conduct four 5-minute experiments covering all com-
binations of 1% packet loss and rate adaptation (RA). Figure 6.17 shows that under loss,
even without rate adaptation (and sequence-number rewriting), we see many samples of low
frame rates (i.e., short freezes). This is consistent with prior observations and ITU recom-
mendations [55, 69]. Scallop’s RA does not change the shape of the distribution but moves
the median frame rate, here, from 20 fps to 10 fps as intended. In fact, the fraction of fps

readings that fall out of a 10% margin of the target frame rate (shaded areas) is slightly
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lower under RA (14% vs. 21%), showing that Secallop’s RA does not further reduce QoE,

even under loss.

6.8.4 Scalability

First, we perform a faithful simulation of Scallop’s data-plane components and subject
them to a wide range of meeting configurations (described below) and loss rates. Second,
we record MediaSoup’s performance across experiments on varying workloads (similar to
Section 6.2.2) and extrapolate it to the same configurations on a 32-core server. Finally, for

each configuration, we compare the two systems.

Best-case vs. Worst-case Performance. We exhaustively simulate all possible combina-
tions of loss rates (0 to 5% in 0.1% increments), number of participants (N) per meeting (1
to 100), number of senders per meeting (1 to N), the RA status per sender-receiver pair and
its associated media quality level (low@1, medium@1.5, and high@3 Mbps, determined from
experiments), replication-tree designs (NRA, RA-R, RA-SR), and the sequence-number
rewriting heuristic used (S-LM vs. S-LR). For each configuration, we compute the min. and
max. number of meetings supported by Scallop and MediaSoup (Software), respectively. In
Figure 6.18, we show the range between Software/min and Software/max in orange, and
that between Scallop/min and Scallop/max in blue. For any given N (x-axis), Scallop/min
is always higher than Software/min and Scallop/max is always higher than Software/max.
This shows that Scallop always supports many more meetings than software irrespective
of the configuration. For N=2, Scallop/max is massive since the PRE is not needed.
Thereafter, the numbers are determined by the complex interplay among the simulation
configurations. For example, with N=3, without RA, Scallop supports 3x more meetings
with just one sender vs. three senders, since the bandwidth used is only 9 Mbps in the
former case (3 streams x 3 Mbps) but 27 Mbps (9 streams x 3 Mbps) in the latter. However,
if RA results in low-quality media in the latter case, the bandwidth reduces to 9 Mbps.

We observe that in most cases, the Scallop/min corresponds to the memory bottleneck
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encountered when S-LR is used.

Scalability Improvement over Software. For each configuration, we compute the ratio
between the number of meetings supported by Scallop and Mediasoup. Figure 6.19 shows
the lowest and highest such ratio per N with the intermediate range shaded. The range
shows that Scallop can support between 7-422x more meetings than software. Toward the
right of the plot, the highest ratio shows a sawtooth pattern because the denominator is

small yet discrete.

Software vs. Scallop Bottlenecks. The different Scallop designs (NRA/RA-R/RA-SR
and S-LM/S-LR) have varying trade-offs. Figure 6.20 shows Scallop’s performance assuming
the respective design was the bottleneck with all participants sending media. For example,
NRA supports more meetings than RA-R, but both are constant, whereas RA-SR supports
fewer meetings and decreases with N. The overall performance corresponds to the minimum

of all the designs. We plot the performance of MediaSoup (orange) for comparison.

6.9 Discussion

6.9.1 Making WebRTC Hardware-Amenable

WebRTC is a widely adopted framework that enables browsers to establish secure and
efficient real-time multimedia sessions, even across NATs and firewalls. Originally designed
for peer-to-peer communication between two endpoints, its limitations become apparent
in multi-party use cases where SFUs become required (Section 6.2). These limitations are
associated with the way WebRTC enables secure communication and, secondly, with the
design of its wire protocols. We explain both aspects next before making recommendations

on how to modify WebRTC for hardware-friendliness.

Encryption and message authentication. In WebRTC, RTP headers are HMAC-

protected while payloads are also AES-encrypted via SRTP-DTLS [119]. In Scallop, neither
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mechanism is currently implemented. The main challenge is key distribution: WebRTC’s
split-proxy design uses a separate key for each P2P connection, exchanged between SFU
and client. This is incompatible with our proxy redesign, where a single sender’s packets are
replicated to many receivers, necessitating one-to-many key distribution, for example, via
centrally distributed keys (as previously done in WebRTC via SDES [37] and done today
in Zoom [65]). Since the SFU does not need to touch payloads, it would then operate on
encrypted packets. Unlike in WebRTC’s current encryption mechanism and key-distribution
scheme, doing so would also enable the use of end-to-end encryption (E2EE). Prior work
demonstrates that ciphers (e.g., AES) and cryptographic hashes (e.g., SipHash) can be
computed on programmable data-plane devices [31, 120, 133, 135, 169, 179], and modern
SmartNICs provide even more capabilities [80, 83, 157]. Rewriting header fields requires
recomputing HMACs over the short RTP header, which is feasible in programmable hard-

ware.

Hardware-amenable wire protocols. The WebRTC framework and its protocols, which
most video-conferencing applications follow, are not hardware-friendly. This is because the
protocol was initially designed as a P2P protocol, where software with complex algorithms
is designed to run on the end hosts. Furthermore, codec and protocol designers emphasize
efficiency, making every bit count and aiming to minimize the bandwidth usage between
participants. This is a noble goal, but it makes the protocol inherently challenging to parse

and process in hardware (e.g., network devices).

WebRTC design considerations for scalability. Designing SFUs as true proxies for
WebRTC adds significant overheads (Section 6.3), while a more efficient and hardware-
friendly use, as demonstrated in this chapter, comes with some limitations outlined above or
requires some added complexity in managing feedback messages (Section 6.5.3) or realizing
rate adaptation (Section 6.7). We find that none of these limitations are fundamental to

WebRTC and argue that WebRTC already provides the necessary building blocks to support
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more hardware-amenable, lightweight SFU designs. With minor modifications WebRTC can

support SFUs that are better suited for hardware offload:

e As outlined above, centralized key distribution would free the SFU from having to decrypt
and re-encrypt packets, while still allowing for standard encryption and message authen-
tication mechanisms. If end-to-end encryption of payloads is desired, a double encryption
scheme with keys directly exchanged among clients can be used [167, 194]. This approach
would allow the SFU to operate on encrypted payloads such that the SFU does not need

to be trusted with payloads, which can be desirable.

e [f RTCP did not use packets that combine reports across multiple streams, the SFU could
process and forward RTCP packets in hardware more easily without needing to parse deep

into packets or splitting packets in the data plane.

e If the SFU could indicate via the AV1 dependency descriptor which decode target should
currently be active for a given stream, the receiver could ignore all packets (even in the
presence of sequence skips) not part of the current decode target. This would eliminate

the need for sequence rewriting.

e Compression and dynamic variable-length fields can be difficult to handle in hardware.
Following the trend of hardware offloading and co-designing software and hardware, it is
worth re-exploring the design and implementation of more hardware-amenable protocols
(e.g., for AV1 and RTCP), shifting the balance towards offloading computation and less on
bandwidth optimization. In fact, the community has seen ideas in the past, for example

using fixed-length header fields in BGP routing [82].

6.9.2 Scallop for Commercial Deployment

Extended VCA Use Cases. Video-conferencing applications often implement additional
features that need direct media access; these include live transcription and visual effects

(e.g., virtual backgrounds or “funny hats”) [166]. In most cases, including Zoom, such
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functions are implemented at SF'Us, and this requires decryption of client’s media stream at
the SFU. Because Scallop operates on encrypted and encoded media, these features cannot
be implemented in Scallop’s data plane. We argue, however, that these features should be
implemented at clients, not SFUs, to preserve end-to-end encryption. WebRTC provides
APIs for this [39, 167].

SFU cascading. SFU cascading is a technique of deploying SFUs in a hierarchical manner
to improve the scalability of VCA infrastructure by aggregation of media streams at higher-
level SFUs. We argue our system is not an alternative to or a competing solution with
SFU cascading. In fact, the approaches are independent and could be combined to improve
the scalability further. Our control/data plane split has the potential to simplify deploying
many SFU data planes under the management of a single controller. Our current system is
already designed in this way and would provide the architectural framework to enable such

SFU topologies.

6.10 Related Work

Studies on Video-Conferencing Applications. Baset and Schulzrinne’s analysis of
Skype [11] provided first insights about RTC systems. In addition to earlier studies on
VCAs [118, 86|, recent papers conducted extensive QoE-centric measurement studies of
different VCAs such as Zoom, Meet, Teams, and WebEx [29, 93]. In the context of this
work, these studies shed light on the infrastructure, geographic location, latency, bit rate
and network utilization, and their impact on QoE. Choi et al. did a more longitudinal
analysis of Zoom [34] while Michel et al. did an in-depth study of Zoom in a production

network, demystifying Zoom’s packet format [103].

Handling Video-Conferencing Traffic in the Data Plane. Edwards and Ciarleglio
showcased a programmable data plane that can perform “clean” video switching of uncom-

pressed video flows based on RTP timestamps [49]. This demo solely focuses on showing the
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capability of parsing RTP headers and making forwarding decisions based on RTP timestamp
values, rather than offloading any SFU functionality. Other work showed that programmable
data planes and eBPF/XDP programs running on servers can help with the NAT traversal
functionality in VCAs [77, 88]. Our work goes way beyond this and enables the data plane
to also perform packet replication and selective forwarding of actual RTP media traffic. The
perhaps closest work [161] builds an SFU in software (bmv2) using P4 but does not actually
implement a functional VCA. It generates dummy packets with port numbers distinguishing

media layers and the design ignores all challenges related to feedback.

6.11 Conclusion

Taken together, our SDN-inspired SFU-switch design is driven by the key insight that most
SFU tasks are, in fact, replicating and dropping media packets. Unlike traditional infras-
tructure where an SFU server takes care of everything, our prototype comprises an efficient
programmable data plane that processes media packets at line rate and a software control
plane that handles infrequent tasks such as signaling, quality monitoring, and rate adapta-
tion. Our prototype is built with a real programmable switch (Intel Tofino2 [3]) and delivers

7-422x improved scalability over a 32-core SFU server.
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Chapter 7

Conclusion

Modern Internet applications place demanding requirements on the network. Users expect
responsiveness, reliability, security, and scalability. Yet application outcomes are shaped by
events inside the network and by hop-by-hop decisions made under strict speed and resource
constraints. This dissertation argues that the gap between what applications need and what
networks natively expose can be narrowed by treating the network as an active participant
in delivering outcomes, enabled by high-speed programmable packet processors and careful
hardware-aware design.

Networks can contribute along two complementary axes. First, they can deeply ob-
serve traffic by extracting signals that matter for application performance, security, and
scalability—continuously and at production speeds. Second, they can intervene meaning-
fully by acting on those signals quickly and in a way that remains compatible with real
deployments and real protocol behavior. Together, these capabilities provide a practical

foundation for network-boosted applications.

7.1 Summary of Contributions

This dissertation applies the lens of network-boosted applications to the two most prevalent

classes of Internet traffic—on-demand and interactive.
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On-demand traffic. This dissertation develops mechanisms to continuously extract
actionable signals, namely RTT, from live traffic through passive measurement at line rate,
despite the challenges posed by real protocol behavior and device constraints (Chapter 3).
It then shows how these signals can drive fast, in-network defenses against long-distance

routing attacks, reducing how long user traffic is exposed and limiting harm (Chapter 4).

Interactive traffic. This dissertation characterizes the structure and performance drivers
of real-world video conferencing traffic from a popular application, namely Zoom, from a
network vantage point, establishing what can be inferred reliably from packet traces (Chap-
ter 5). Building on these insights, it shows how to push high-volume, latency-sensitive
packet-processing work into programmable hardware while retaining a lean software con-
trol plane for slower, more complex decisions, substantially improving scalability without

violating tight latency and jitter requirements (Chapter 6).

7.2 Future Directions

I plan to extend the concepts presented throughout this dissertation into new directions

that broaden the scope of network-boosted applications.

Comprehensive closed-loop control for emerging applications. A natural next step
is to extend closed-loop, application-aware control to emerging domains such as AR/VR
and Al-driven applications, including chatbots like ChatGPT, voice assistants, and coding
copilots. These applications have traffic patterns, performance bottlenecks, and failure
modes that remain poorly understood. Addressing them will require new forms of deep
observability and fast intervention tailored to their needs, similar to what this dissertation

develops for on-demand and interactive media traffic.
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Comprehensive closed-loop control across protocol layers. A second direction is to
broaden closed-loop control across protocol layers, expanding visibility downward into access
networks such as cellular and Wi-Fi [177, 178]. The goal is to build end-to-end control loops
that reason jointly across these layers, rather than treating each layer in isolation, so that

the network can better diagnose problems and apply the right intervention at the right layer.

Cross-platform realization on heterogeneous programmable infrastructure. A
third direction is to realize network functionality across devices with very different perfor-
mance and programmability profiles, including switches, SmartNICs, FPGAs, programmable
hosts, and servers. Fast but resource-constrained devices can handle simple, high-volume
tasks, while more flexible platforms can perform richer stateful analysis and precise enforce-
ment. The key challenge is to make this decomposition principled and automatic: given
a high-level objective and a collection of available platforms, the system should generate
a layered design that respects each platform’s constraints while achieving the desired

functionality and robustness.

AT for network control with safety, interpretability, and generalization. The final
direction is to bring Al into the network control loop in a way that operators can trust.
Programmable packet processors create an opportunity to generate richer features at line
rate, across diverse traffic and network conditions, which can improve both training, testing,
and inference of learning-based controllers. At the same time, safe deployment requires
explicit safeguards. The system must continuously verify whether an Al-driven action is
improving metrics such as latency, loss, or utilization, and if those metrics degrade beyond
predefined limits, it must automatically return to a known, safe rule-based control policy.
More broadly, the controller’s actions should be bounded by mechanisms in the network itself,
so that no single bad decision can cause large or persistent harm. Making this practical will
require integrating learning tightly with continuous measurement and safety constraints,

rather than treating Al as an opaque decision module.
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7.3 Final Remarks

This dissertation’s central message is that networks no longer need to be treated as pas-
sive conduits that forward packets on a best-effort basis. With modern programmable data
planes, the network can observe and act at the timescales where many problems originate,
complementing endpoints and end-to-end protocols. The long-term opportunity is to turn
this capability into a reliable, repeatable practice, one that supports new application do-
mains, scales across heterogeneous infrastructure, and preserves the performance, safety,

and robustness required by production networks.
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