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Abstract

Modern Internet applications such as video conferencing, cloud gaming, and AR/VR demand
high media quality, low latency, and massive scale. Yet networks still operate largely as
best-e ort conduits with limited visibility into application behavior or quality of experience
(QoE), leaving operators unable to react in time to short-lived congestion, stealthy attacks,
or dynamic scaling needs that disproportionately a ect application performance, security,
or scalability. Addressing these problems requires packet-level measurement and real-time
control in the network itself, where tra c can be observed and acted upon before users
feel the impact. High-speed programmable switches and Smart Network Interface Cards
(SmartNICs) o er a path to boosting applications at up to terabit rates, but only with careful
designs that operate within stringent limits on memory and computation, while handling
sophisticated, stateful protocols such as Transmission Control Protocol (TCP) for on-demand
tra c (for example, web browsing and video streaming) and Real-Time Communication
(RTC) for real-time interactive tra c (for example, video conferencing and online gaming).

This dissertation develops e cient, hardware-amenable techniques for real-time network
monitoring and control across both tra c classes. For on-demand tra c, we present DART
(Data-plane Actionable Round-trip Times), which measures TCP round-trip time (RTT) at
line rate by carefully handling retransmissions, reordering, and selective acknowledgments |
TCP behaviors that can otherwise distort RTT samples or exhaust limited switch memory.
Building on this capability, we develop HiDe (Hijack Defense) to promptly detect and miti-
gate stealthy long-distance routing attacks using passively monitored RTT variation as the
detection signal.

For interactive tra c, we analyze representative video-conferencing systems, including
Zoom (proprietary) and MediaSoup (open-source), and derive detailed packet-level perfor-
mance metrics. For Zoom, we show that despite encryption and a proprietary RTC proto-
col, packet headers retain enough information to recover per-media-stream quality indicators

such as bitrate, frame rate, and jitter. These insights motivate Scallop, a scalable hardware-
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software co-designed architecture for video-conferencing infrastructure inspired by Software-
De ned Networking (SDN). In Scallop, a high-speed data plane executes high-frequency,
latency-sensitive operations, while a lean software control plane handles infrequent tasks,
improving performance and scalability, and reducing cost relative to conventional software
solutions.

Overall, this dissertation advances scalable, application-aware network monitoring and
control techniques that improve the performance, security, and scalability of the Internet’s
two most prevalent application classes. Our open-source research artifacts, including hard-
ware prototypes and tra c-analysis tools, are already being used by both academia and

industry for further study and development.
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samples, aggregates them by pre X, computes minRTT per window, and per-

forms changepoint detection. Upon detecting an attack, the data plane blocks

the corresponding pre x and triggers active probing to correct false positives.

HiDe | deployed at the edge of a production network || defends servers (asso-
ciated with vulnerable pre xes) and clients (optionally since associated with
less vulnerable pre xes) inside it by measuring the external leg of RTT from

itself to external hosts. . . . . . . . . . . . ...
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Faithful simulation on campus data illustrates that HiDe can defend most

pre xes from optimal attacks from most countries, incurs low false positives

( 0.012%) and low downtime due to false positives (median downtime 0.75s).118
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Chapter 1

Introduction

Daily, millions of Internet users around the world rely on networked applications in their per-
sonal and professional lives. These applications span traditional ones like web browsing and
email, modern staples such as video streaming and conferencing, and emerging ones includ-
ing Al (Arti cial Intelligence) chatbots and AR/VR (Augmented Reality/Virtual Reality).
Across this spectrum, users expect applications to be responsive, reliable, and secure.

These applications, in turn, depend on computer networks, which are complex webs of
distributed devices that process data tra c at global scale. Today’s networks are being
pushed to their limits as applications become more sophisticated, tra c¢ volumes continue
to grow, expectations for quality-of-experience (QoE), security, and scalability rise, and the
Internet becomes increasingly heterogeneous ] both in the devices that connect (e.g., mobile)
and the access networks they use (e.g., cellular). Networks therefore must evolve to meet
these demands.

In this dissertation, we argue and illustrate that they can do so through two complemen-
tary approaches. First, networks should deeply observe application tra c by continuously
extracting the attributes that matter for application performance, security, and scalability

(Chapters 3 and 5). Second, networks should intervene meaningfully by analyzing these
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attributes and acting on them to boost application performance, security, and scalability

(Chapters 4 and 6).

1.1 Applications, Networks, and the Gap

Modern Internet applications span a wide range of tra ¢ patterns and user expectations,
but they increasingly share one common feature: they require networks to deliver a level
of performance and security that was never guaranteed as part of their original best-e ort
design. Interactive applications such as video conferencing, cloud gaming, and AR/VR
demand consistently low latency and low jitter, because even brief disruptions can lead to
frozen video, garbled audio, or lag. On-demand applications such as web browsing, le
transfer, and video streaming place heavy demands on throughput, while still relying on low
tail latency to avoid stalls and long completion times. Across both classes, users and service
providers also expect security and scalability, requiring networks to defend against threats
while supporting many concurrent users and sessions at reasonable cost. In this dissertation,
we use the term application outcomes to refer to these desired properties of performance,
security, and scalability, which together capture what applications ultimately expect from

the network. The demand for these outcomes generates pressure on the underlying network.

1.1.1 End-to-End Outcomes Shaped by In-Network Events

Application outcomes are end-to-end properties, but what happens inside the network
strongly shapes them. For example, congestion at a router can in ate delay and jitter,
turning a smooth video conference into an unusable one. Routing changes, load-balancing
decisions, and failures can alter paths or availability in ways that applications experience as
performance degradations or outages. Security outcomes are similarly end-to-end: whether
policies are enforced and whether attacks are detected and mitigated depends on decisions

made along the path, not just at the endpoints. In short, the network is an active envi-
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ronment where the composition of many local, hop-by-hop decisions determines eventual

application outcomes.

1.1.2 End-to-End Protocols Insu cient

End-to-end protocols help applications cope with network variability through adaptation
and control. Application-layer protocols, such as DASH (Dynamic Adaptive Streaming
over HTTP [152]) for on-demand applications and WebRTC (Web Real-Time Communica-
tion [17]) for interactive applications, explicitly adapt user-facing QoE metrics | for example,
video resolution/bitrate, rebu ering rate, and interactivity ] while transport protocols such
as TCP (Transmission Control Protocol [112]) primarily adapt quality-of-service (QoS) met-
rics like throughput, loss, and round-trip time (RTT). These mechanisms are essential, but
they cannot meet all the demands of modern applications for three main reasons.

First, end-to-end control loops run at the granularity of sessions and therefore only ob-
serve metrics from their own sessions before adapting. In contrast, an intermediate network
vantage point can observe thousands of concurrent sessions sharing the same links and de-
vices, which enables more accurate detection of shared performance and security problems.
Second, the network sits closest to where many issues originate, such as congestion, failures,
miscon gurations, and attacks. This proximity allows it to detect and mitigate problems
early, before they cascade into QoE or security degradation. End hosts typically react only
once symptoms reach the edge, when it may already be too late. Third, for security, relying
entirely on endpoints is risky. Attack tra c can exploit end-host vulnerabilities, and tra c
from volumetric attacks must be blocked early before it overwhelms network resources.

For these reasons, the network should complement end-to-end protocols when such sup-
port is useful for modern applications. This perspective aligns with a later interpretation
of the widely known end-to-end principle by David Clark, a coauthor of the original paper,
that allows carefully delegated functions at intermediate points while preserving endpoint

control over application behavior [36, 129].
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1.1.3 The Application{Network Gap

However, the end-to-end and layered structure of the Internet creates a signi cant gap
between what applications need and what the network can readily observe and control
(described in detail in Chapter 2). Applications reason in terms of user requirements,
sessions, and outcomes such as QoE and security. Network devices, by contrast, operate
hop by hop on individual packets, using only header elds and a small amount of ow state
from preceding packets, and must make decisions under strict per-packet timing constraints
at massive tra ¢ volumes. Assuming no tight co-ordination between applications and
networks, as is typically true on the wide-area Internet, by the time application data reaches
the network, much of its semantics have already been abstracted away by the protocol
stack. Also, key semantics are often encoded in proprietary header formats or hidden
behind encryption. As a result, network devices cannot naively parse packets to recover the

application-level context needed to reason directly about QoE or security.

In summary, endpoints have the richest context and can run sophisticated logic, but they
have limited insight into where and why problems arise inside the network. Network devices
siton the tra c path and can observe issues as they emerge, but they are constrained in com-
putation, memory, and semantic visibility. Put together, the entity that understands what
matters is far from where problems manifest, while the entity best positioned to respond
quickly has the least context. For reasons of practicality and deployability, this dissertation
does not assume that applications or endpoints can be redesigned to expose their full in-
ternal state to the network, nor does it try to relocate application logic wholesale into the
network. Instead, it asks what limited forms of in-network observation and intervention are
possible using only the small amount of application-relevant information already available
in packets, within the operational constraints of network devices. This application{network
gap motivates novel mechanisms that let networks extract metrics relevant to application

outcomes from packet headers and act on them to improve those outcomes.
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1.2 Network-Boosted Applications

The gap between what applications need and what networks can natively provide is wide.
However, modern programmable packet processors, such as high-speed programmable
switches and SmartNICs, make on-path computation practical, expanding the network’s
role beyond best-e ort forwarding. This makes it possible to view the network as an active
contributor to application outcomes rather than a passive conduit for tra c. We refer
to this perspective as network-boosted applications. Under this view, end-to-end protocols
remain essential, but they no longer need to bear the full burden of performance, secu-
rity, and scalability, especially when many problems originate inside the network, where
programmable devices can address them swiftly.

These programmable platforms are powerful, but they are not general-purpose devices.
They process packets as a stream at line rate, with only a small, bounded amount of com-
putation, memory, and memory access available per packet (described in more detail in
Section 2.2). In high-speed programmable switches, packet processing typically follows a

xed pipeline of stages, with limited branching, simple arithmetic, and no loops; even when
a packet can be recirculated for another pass, doing so consumes valuable bandwidth. Smart-
NICs o er more exibility, but their throughput and latency still degrade as per-packet logic
becomes more complex. As a result, network-boosted designs must be resource-aware: they
must keep the fast path simple, use compact state, and push richer or less frequent logic into
software when needed.

In this dissertation, we structure this vision as a progression of capability levels, as
illustrated in Figure 1.1. Each level builds on the previous one, moving from understanding
tra c to monitoring it continuously, to taking real-time actions, and eventually to o oading
parts of application functionality into the network, while also pointing toward a longer-term
opportunity for application-network co-design. Prior work has addressed sub-problems at
individual levels independently, but has not typically framed them together as stages in this

broader progression. Later, we describe how we apply this structure to two major classes of
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Level 1 Understanding applications from the network’s vantage point |BAelelogN(®13E101 1))

Level 2 Deep observability at scale DART (Chapter 3)

Level 3 Real-time in-network control HiDe (Chapter 4)

Level 4 Offloading application logic into the network Scallop (Chapter 6)

Level 5 Co-designing applications with the network Future work

Figure 1.1: Network-boosted applications: Progression of network support for demanding
applications, and our contributions in advancing those directions.

modern applications ] on-demand and interactive.

Level 1: Understanding applications from the network’s vantage point. Before
a network can improve an application, it must be able to interpret what it sees on the
wire. This is increasingly di cult because modern applications use proprietary protocols
and widespread encryption | at the application layer and increasingly at the transport
layer (e.g., QUIC [84]) ] which obscures semantics. Even so, we observe that packets often
retain enough structure and metadata in their headers for the network to infer meaning-
ful application semantics and outcome-relevant metrics passively. Prior work has shown
that this kind of passive inference is possible across a range of applications and protocols

[11, 21, 62, 63, 103, 108, 118, 140, 146, 150, 170].

Level 2: Deep observability at scale. Once the network can interpret application be-
havior, it must be able to monitor it continuously and at scale. This requires moving beyond
coarse-grained tra c sampling and intermittent active probes, toward collecting metrics
directly from live tra c in the data plane. A central theme in this dissertation is that deep
observability is feasible even on resource-constrained hardware, as long as measurement is
carefully designed around the device’s constraints. Related work on in-network telemetry

supports this direction [61, 78, 114, 144, 183, 188].
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Level 3: Closing the loop with real-time in-network control. Observability is
valuable, but it is not su cient on its own. Many performance and security issues are
time-sensitive, and reacting after end hosts observe symptoms can be too slow. At this
level, the network analyzes what it measures and once it detects a performance or security
issue, it takes action immediately, closing the control loop. Prior systems for fast in-network

control illustrate parts of this step [33, 41, 153, 159, 180, 182].

Level 4: O oading application logic into the network. At the next level, the
network goes beyond monitoring and control to execute selected portions of an application’s
workload directly. The key is to identify operations that are repetitive, latency-sensitive,
and bandwidth-intensive, and implement them where the tra c already ows. Doing so calls
for hardware{software co-design, with programmable switches or SmartNICs handling the
high-volume fast path while a lightweight software control plane handles infrequent, com-
plex, or state-heavy tasks. When applied e ectively, this split improves QoE and scalability,
enabling support for many more users at the same cost as software-based implementations.
Prior work on in-network caching, o oad, and hardware-software co-design supports this

direction [7, 74, 105, 147].

Level 5: Co-designing future applications with the network. Finally, looking fur-
ther ahead, we have the opportunity to design applications with the network as an ac-
tive partner rather than an opaque substrate, a direction that some prior work has ex-
plored [73, 82, 174, 175]. Emerging workloads such as AR/VR and real-time Al inference
place stringent demands on coordination, latency, and throughput across many endpoints.
Realizing network-boosted applications at scale will require abstractions and primitives that
span a heterogeneous set of programmable platforms and that application developers can use
when building their systems. Developers will also need safety mechanisms, especially around
Al-driven control, that they can trust before deploying such systems in production. This

dissertation takes initial steps in this direction by distilling design principles for building
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application-aware functionality on modern programmable network devices. We leave the full

realization of this level to future work.

1.3 Contributions

In this dissertation, we apply the lens of network-boosted applications to the two most preva-
lent application classes | on-demand and interactive. Across both, the central idea is to close
the application{network gap by combining (i) deep observability to extract outcome-relevant
signals passively from live tra c at line rate with (ii) meaningful in-network intervention that
acts on those signals, while operating within the tight resource constraints of programmable
packet processors. All our artifacts, including hardware prototypes and analysis tools, have

been open sourced and are being leveraged in both academia and industry.

1.3.1 Continuous Visibility and Real-Time Security for On-

Demand Tra c¢

On-demand applications such as web browsing, le transfers, and video streaming generate
high-volume TCP tra c where performance is often stable, but security risks can be severe.
These settings call for (i) always-on, passive monitoring that captures what applications
experience, and (ii) fast, in-network defense that minimizes exposure of tra c to attacks.
Our rst two contributions show how programmable network devices can provide this com-

bination at line rate despite tight constraints on per- ow state and per-packet computation.

Continuous, In-Network RTT Monitoring (Chapter 3) [144]. Our rst contribution
demonstrates for the rst time that it is possible to measure RTT both accurately and
continuously from passive TCP tra c inside the network at production speeds. Doing so
requires overcoming a core challenge: naively matching data packets to acknowledgments is
insu cient under real TCP behavior. Retransmissions, reordering, and cumulative acknowl-

edgments can corrupt RTT samples and can also cause state to grow quickly, exhausting
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limited device memory. We develop DART, a design that maintains a small amount of
per- ow state to identify when an RTT sample is valid and carefully manages per-packet
state so measurement remains accurate and memory-e cient across thousands of concurrent
long-lived ows. Implemented on a programmable switch, DART generates 99% of the RTT
samples produced by an o ine baseline based on a variant of the popular tool tcptrace [121].
The resulting RTT measurements are indicative of real-time performance and security and

enable interventions that improve application outcomes.

Real-Time Detection and Mitigation of Long-Distance Routing Attacks (Chap-
ter 4) [142]. Our second contribution illustrates that it is practical to detect and miti-
gate long-distance routing hijacks using passive RTT measurements in real time, reducing
exposure of tra c to the attacker to just tens to hundreds of milliseconds. Doing so re-
quires overcoming a core challenge: while hijacks can induce an immediate increase in the
propagation-delay component of RTT, RTT measurements in the wild are noisy, and the
RTT surge must be distinguished from benign variation such as congestion and routine
route changes. At the same time, performing sophisticated changepoint detection on RTT
time series is intractable on programmable hardware. We develop HiDe, a design that ag-
gregates passive RTT measurements at the granularity of destination IP pre Xxes, denoises
them using minimums within time windows to approximate propagation delay, and applies a
switch-friendly changepoint detector to ag suspicious minimum RTT surges as they occur.
When HiDe suspects an attack, it triggers operator-con gurable mitigation to contain the

event immediately, while allowing optional follow-up checks to reduce false positives.

1.3.2 Application-Aware Monitoring and Scalable Infrastructure

for Interactive Tra c

Interactive video conferencing is characterized by stringent latency and jitter requirements,

and by scalability pressures due to ever-growing usage and meeting sizes. Network boosting
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in this setting requires two capabilities. First, the network must recover enough appli-
cation structure from passively observed tra c¢ to compute QoE-relevant metrics, even
when protocols are proprietary and encrypted. Second, it must o oad the highest-volume
work in the video-conferencing infrastructure, namely selective replication, onto high-speed

packet-processing hardware. The next two contributions address these needs.

Passive, application-aware monitoring of Zoom tra c¢ (Chapter 5) [103]. Our
third contribution develops a methodology for extracting QoE-aware performance metrics
for video conferencing from the network’s vantage point, using only passively captured tra c
and without any end-host instrumentation. Doing so requires overcoming a core challenge:
modern conferencing applications use proprietary protocols, with mostly encrypted packet
headers, so packet traces do not directly reveal the session structure or the metrics that
matter for QoE. We address this by performing controlled experiments on Zoom tra c to
identify the header elds that remain stable and informative, and using them to reconstruct
application semantics. The resulting measurement pipeline can group tra c into meetings,
identify and separate media streams, and compute metrics such as bitrate, frame rate, and

latency and jitter directly from passively-observed packets.

Hardware{software co-designed architecture for scalable video conferencing
(Chapter 6) [105]. Our fourth and nal contribution presents a hardware{software
redesign of the video-conferencing infrastructure, motivated by the observation that much of
the work of a Scalable Forwarding Unit (SFU) ] the server at the heart of video-conferencing
infrastructure | is similar to standard networking tasks. We leverage this observation to
build an SDN-inspired split architecture. A programmable, high-throughput data plane
handles the frequent, latency-critical operations on media packets, while a software control
plane handles semantically rich but lower-frequency tasks such as session management
and feedback-driven rate adaptation. The design maps selective replication decisions onto

hardware-friendly replication primitives, enabling the hardware fast path to carry most
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packet processing while software controls policy at longer time scales, improving scalability

by 7{422 and median SFU-induced latency by 27

Chapter 2 provides further background on the application-network gap, the opportunities
that programmable networks o er and the constraints that come with them, the tailoring
of network-boosting for di erent contexts, and the challenges of achieving the same. Chap-
ters 3{6 present our contributions in detail. We then conclude by summarizing the key
lessons from the dissertation and outlining how they can be extended to achieve broader

impact in future work.

1.4 Ethical Considerations

This research study was reviewed and approved by our Institutional Review Board (IRB).
All campus packet-trace data come from our university network and were anonymized at
the point of collection by network engineers who are expressly authorized to handle private
data. Anonymization followed the exact procedures laid down by the IRB ] anonymizing all
IP and MAC addresses, and stripping all payloads. Researchers never had access to any raw
or deanonymized data. To validate HiDe’s detection and mitigation capabilities in a live
Internet environment, we performed two controlled BGP hijacks using pre xes assigned to
us by the PEERING testbed [132]. We temporarily announced these pre xes from our own
hosts under testbed guidelines, ensuring no impact on any external networks or clients. All
BGP announcements and withdrawals adhered to PEERING’s guidelines, and only our own

test pre xes were a ected.
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Chapter 2

Background and Challenges

In this chapter, we provide background on the properties of the network that cause a persis-
tent mismatch between what applications require and what the network can provide (Sec-
tion 2.1), the programmable network platforms that we leverage to realize our vision of
network-boosted applications (Section 2.2), an exposition of how to tailor network boosting
to di erent kinds of applications and workloads (Section 2.3), and the challenges that such

tailored network-boosting imposes (Section 2.4).

2.1 Network: End-to-End and Up-and-Down

Meeting the demands of modern applications remains challenging for networks. To see why,
it helps to view the Internet along two dimensions: end-to-end, from sender to receiver, and
up-and-down, across the protocol stack from the application layer down to the physical layer.

From an end-to-end perspective, tra c traverses multiple hops, passing through a se-
qguence of network devices, such as access points, routers, and switches. Typically, each
device only has a local view of the tra c it forwards, and it makes local decisions, such as
how packets are queued, scheduled, and forwarded at each hop.

From the up-and-down perspective, applications generate data using sophisticated

application-layer protocols. For example, on-demand streaming services (e.g., Net ix in a
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web browser) and interactive applications (e.g., Zoom as a desktop app) rely on protocols
such as Dynamic Adaptive Streaming over HTTP (DASH) and Web Real-Time Commu-
nication (WebRTC). These protocols manage tra c at the granularity of an application
session | for instance, between a user and a video server during video playback, or between
participants in a video call. Within a session, the application encapsulates data into mes-
sages that re ect application-level units, such as audio and video frames. These messages
are then broken into segments (sometimes called datagrams) carried by transport protocols
like TCP (Transmission Control Protocol) or UDP (User Datagram Protocol). Transport
segments in turn become IP (Internet Protocol) packets, which is the unit that network
devices forward across hops.! This design ensures modularity by cleanly separating concerns
across layers in the protocol stack. However, it also means that the application’s intent and
semantics are largely obscured by the time tra c¢ appears as packets in the network. In
addition, modern applications often encrypt the packet payload as well, leaving the network

to reason about tra c using only a small amount of information in packet headers.

2.2 Programmable Networks

Network devices sit on the critical path for essentially all Internet tra c, so application
outcomes ultimately depend on how e ciently these devices can process packets. At a high
level, network devices perform two complementary functions: the control plane decides how
tra cshould be handled, while the data plane executes those decisions on packets at line rate,
meaning at the full speed of the link. Historically, network devices primarily performed this
second function, i.e., packet forwarding. Today, however, a growing class of programmable
network devices, such as high-speed programmable switches and Smart Network Interface
Cards (SmartNICs), makes it possible for network operators to deploy new functionality

directly in the data plane on the device itself. As a result, they no longer have to rely on

1This process continues down the stack: link-layer protocols (e.g., Ethernet or Wi-Fi) further encapsulate
packets into frames which are then delivered as bits across the physical medium from one device to the next.
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general-purpose servers that cannot keep up with line-rate tra c, or wait for device vendors
to roll out new features. Consequently, the same devices that already forward tra c can

increasingly be leveraged to improve application outcomes in line with modern demands.

2.2.1 Evolution of Network Devices

As hinted before, network devices were originally built as xed-function switches, which
worked well when the network’s main job was to forward packets and most sophisticated
logic lived at the endpoints. As application demands and tra ¢ volumes increased, operators
needed to introduce new network functionality faster than the hardware release cycles of
switch vendors would allow, and with ner-grained control than vendor con guration knobs
could provide. Software switches emerged to improve exibility by running packet-processing
logic on CPUs, but CPU-based processing could not keep up with modern link speeds.
The advent of Software-De ned Networking (SDN) [99] and OpenFlow [100] was an im-
portant step toward network programmability. They introduced a clean separation between
a software-based, programmable control plane that computes forwarding policy and installs
match-action rules in switch ow tables, and a simpler data plane that executes those rules
at line rate. However, OpenFlow was designed around common switch features, which lim-
ited data-plane programmability to a narrow set of actions even as control-plane software
became more exible. Programmable devices emerged to address these limitations, aiming

to combine hardware speed with substantially richer, operator-de ned data-plane behavior.

2.2.2 Programmable Network Devices

Programmable packet-processing platforms are now highly prevalent in production net-
works. Some platforms are accessible to researchers and third-party developers through
public toolchains and reference implementations (e.g., the Intel To no line of switches and

NVIDIA BlueField-3 SmartNICs), while others remain proprietary in the sense that although
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Figure 2.1: Overview of the Protocol Independent Switch Architecture (PISA) and the key
features and constraints of PISA-based switches, such as the To no [68].

their underlying packet-processing logic is programmable, only the vendor can modify that
logic directly, and network operators are restricted to a limited set of con guration options.

This ecosystem spans multiple device classes, each occupying a di erent point in the
trade-o between performance and programmability. A major class is programmable switch
ASICs (Application-Speci c Integrated Circuits), which are built to process packets at
terabit-scale throughput with low, predictable latency on the order of nanoseconds. Many
such switches follow a pipeline-based design, commonly described by the Protocol Indepen-
dent Switch Architecture (PISA), illustrated in Figure 2.1, in which each packet is processed
through a xed sequence of stages. This design enables line-rate packet processing at ex-
tremely high throughput, but only under tight constraints on per-packet computation and
state. Because this dissertation primarily uses PISA-based switches for prototyping, we re-
turn in the next subsection to describe the PISA pipeline and its constraints in more detail.

Other switch designs take a run-to-completion approach, where each packet is handled by
a thread executing microcode rather than owing through a xed pipeline. They can sustain
line-rate throughput and low latency for relatively simple per-packet logic, and degrade
gracefully as the per-packet processing becomes more complex.

Another major class is SmartNICs, which place packet-processing capability closer to
servers and applications. SmartNICs range from System-on-Chip (SoC)- or Data Processing

Unit (DPU)-based designs (e.g., NVIDIA BlueField) to Field-Programmable Gate Array
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(FPGA)-based accelerators (e.g., AMD Alveo). Compared to switch ASICs, they typically
0 er more general-purpose compute and integration with host software, but their packet-
processing throughput and latency are|similar to run-to-completion switches|sensitive to
the complexity of per-packet processing.

Despite their dierences, these platforms share similar constraints. To sustain
production-scale line rate, they can only aord a small, bounded amount of per-packet
computation, memory size, and memory access. As a result, they are powerful but resource-
constrained environments, and practical designs must carefully limit per-packet work while
choosing and organizing state intelligently. Throughout this dissertation, we primarily use
PISA-style switches (Intel To no family) as a prototyping platform, and we additionally use
a SmartNIC (NVIDIA BlueField-3 DPU) in Chapter 6. The broader principles, however,
are not tied to any single device family and apply across programmable packet-processing

platforms.

2.2.3 PISA Architecture and Constraints

Many high-speed programmable switches, including the Intel To no family [3, 68], follow
the PISA architecture as mentioned before and illustrated in Figure 2.1. A PISA switch
contains three main components: a programmable parser, a packet-processing pipeline, and
a deparser. When a packet enters the switch, the parser extracts relevant information from
its headers and places it into a Packet Header Vector (PHV). The PHV contains elds from
the packet header, such as source and destination addresses or transport-layer port numbers,
together with additional per-packet metadata. This metadata stores temporary values and
intermediate results needed by the switch program as the packet moves through the pipeline.
After processing is complete, the deparser uses the updated PHV to reconstruct the outgoing
packet.

Between the parser and the deparser sits a feed-forward packet-processing pipeline com-

posed of a xed sequence of stages. As a packet traverses the pipeline, it is processed at each
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stage in turn. Each stage provides a bounded set of resources that together determine the
switch's packet-processing capabilities, including PHV space for carrying extracted header
elds and metadata, match-action tables stored in TCAM (Ternary Content-Addressable
Memory) or SRAM (Static Random-Access Memory), register arrays for persistent state,
ALUs (Arithmetic Logic Units) for computation, and hash units for mapping packets to
state. This staged design enables extremely high-throughput packet processing, but only
under strict constraints: the number of stages is limited, memory is limited, branching (i.e.,
if-then-else statements) is restricted at each stage, only a bounded amount of stateful pro-
cessing can be performed per stage, ALUs support only simple operations, and loops are
disallowed. If processing cannot be completed in a single pass, the packet can be recircu-
lated to the beginning of the pipeline for further processing, although excessive recirculation
reduces the bandwidth available for normal tra c.

Because this dissertation primarily uses Intel To no switches for prototyping, it is useful
to make these constraints more concrete. To no and To no2 process packets through xed
pipelines of 12 and 20 stages, respectively, while sustaining line-rate throughput of 6.4 Tbps
and 12.8 Thps [3, 68]. In each stage, actions execute in parallel, so dependent operations
must be placed in dierent stages. Conditional branching is also limited within a stage,
which translates to a limited depth of if-then-else ladders. Memory size is limited to a
few megabytes, and memory access is tightly constrained: a packet in a stage can access
only its own local memory, can perform only one memory access, and can read or write
only one memory address. It cannot access state associated with earlier or later stages.
The PHV also has xed width, which bounds how much packet state and metadata can
be carried through the pipeline. Only simple operations like addition, subtraction, and
bit manipulation are allowed, but more complex arithmetic operations like multiplication
and division are not possible. To no further provides a Packet Replication Engine (PRE)

for replication and multicast, but the depth of the replication tree is limited. To no also
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supports recirculation, with dedicated recirculation bandwidth, but once that budget is

exceeded, further recirculation cuts into the bandwidth available for normal tra c.

2.2.4 Maximizing Return with Resource-Aware Design

Programmable packet-processing platforms create an attractive opportunity, but taking ad-
vantage of them requires more than simply porting functionality from general-purpose soft-
ware to hardware. In practice, many programs that are straightforward in software do not
map directly to these devices. Some will never t within the available computation and mem-
ory budget, while others may t only by consuming so many resources that little remains
for other functions sharing the same hardware.

As a result, practical designs often rely on streaming algorithms, which process packets
online as they arrive, one at a time, using only compact state, that is, a small amount
of memory. They also often replace exact solutions with approximate data structures or
simpli ed decision logic, which use limited resources to summarize information e ciently
but introduce some error (e.g., by storing a 16-bit hash of a 32-bit IP address). These
choices make demanding functionality feasible at line rate, but they also create a trade-o
between resource consumption and approximation error. Extracting the most value from
programmable packet-processing platforms therefore requires resource-aware designs that
carefully balance functionality, accuracy, and hardware footprint, especially when multiple

programs must share the same device.

2.3 Tailoring Network-Boosting

\Network-boosted applications" is not a one-size- ts-all solution. The network sits on the
path of many applications with very di erent tra ¢ patterns, constraints, and notions of
success, and the same intervention can help one setting while being useless or even counter-

productive in another. E ective network boosting therefore has to be tailored to the specic
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problem class being targeted. In our experience, this tailoring is shaped by four key param-
eters: the application class, the outcome being boosted, the stakeholder who bene ts, and

the type of intervention.

2.3.1 Application Class (e.g., On-Demand vs. Interactive)

We focus on the Internet's two major user-facing application classes: on-demand appli-
cations, in which users retrieve content as needed, and interactive applications, in which
users generate and exchange data in real time. Examples of on-demand applications include
web browsing, video streaming, and le transfer, and examples of interactive applications
include video conferencing, cloud gaming, and emerging AR/VR experiences. Although
the Internet also carries other kinds of tra c, including background tra ¢ from software
updates and cloud backup, service-to-service communication such as transfers between a
Content Delivery Network (CDN) and the application's origin server or Remote Procedure
Calls (RPCs) between distributed services, and control tra ¢ such as Domain Name Sys-
tem (DNS) lookups and Transport Layer Security (TLS) handshakes, the on-demand and
interactive classes capture most of the applications whose performance and security a ect
users directly. As discussed earlier in Chapter 1, these classes place di erent demands on
the network. On-demand applications typically prioritize throughput and completion time,
whereas interactive applications require consistently low latency and jitter, since even a few
milliseconds of excess delay can severely degrade interactivity.

Thanks to a long line of prior work on improving the QoE of on-demand applications|
for example, adaptive-bitrate algorithms for video streaming and techniques to reduce ow
completion time for web browsing|performance is relatively mature in many settings (with
cellular networks as a notable exception, especially for fast-moving users). In contrast, a
major challenge for on-demand tra c is security. For example, attackers have been known
to intercept sensitive documents during downloads, or they may subject browsing trac

to techniques such as web ngerprinting. Often, these attacks take e ect inside the net-
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work itself, such as when tra c is silently diverted onto an attacker-controlled path by a
compromised Autonomous System (AS). The network can boost on-demand applications by
detecting and mitigating such attacks as quickly as possible (Chapter 4).

By contrast, a major challenge for interactive tra c is scalability. The rise of remote work
has pushed real-time communication workloads, such as video conferencing, to unprecedented
and steadily growing scale. Today, much of the burden falls on servers inside the network,
which replicate each participant's media stream to all others. Networks can boost these
workloads by taking on this replication task, while remaining careful about the tight latency

and jitter constraints that interactive applications require (Chapter 6).

2.3.2 Outcome (e.g., Security vs. Scalability)

Network boosting must be outcome-driven, and the target outcome shapes both what signals
the network should observe and how it should act.

For security, a practical approach is to implement a tight control loop of measurement,
detection, and mitigation in the data plane. The network can continuously measure and
analyze lightweight signals, such as RTT, that help indicate whether tra c is following
expected paths or may be getting diverted via an attacker. Once an anomaly is detected,
the network can respond immediately using operator-speci ed actions, such as dropping
suspicious tra c or steering it through a more comprehensive detection step to reduce false
positives. Acting early helps contain attacks and minimizes exposure of tra c to attackers,
whether measured in time or bytes (Chapters 4 and 6).

For scalability, the network must rst extract just enough application context from packet
headers to take on part of the workload safely. In video conferencing, for example, packets
often carry su cient information, such as media frame identi ers and quality indicators,
for intermediate infrastructure to make forwarding decisions without inspecting or decod-
ing application content. Software systems already exploit this structure to decide what to

replicate to each receiver based on observed receiver conditions. The network can apply the
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same logic at much higher throughput by leveraging e cient replication primitives, such as

multicast-style packet replication.

2.3.3 Stakeholder (e.g., Campus/Enterprise Network Operator

vs. Application Provider such as Zoom)

The stakeholder who deploys and bene ts from network boosting largely determines what
is both feasible and useful. Di erent stakeholders sit at di erent vantage points, observe
di erent slices of tra c, control di erent parts of the infrastructure, and are accountable
for di erent outcomes. As a result, boosting for the same application class can look quite
di erent depending on whether it is pursued by, for example, a large campus or enterprise
operator versus an application or service provider.

For a network operator, the key advantage is broad visibility from a shared vantage
point. Operators can observe tra ¢ from many clients within an aggregation group (e.g., an
IP address block, also called an IP pre x) and aggregate measurements across thousands of
sessions to build a network-wide view that no single endpoint can obtain. This is especially
useful for boosting the security of on-demand tra c. For example, an operator can combine
RTT measurements across clients to infer whether tra c to a particular Internet service is
following expected paths or is likely being diverted. When anomalies arise, the operator
can take immediate, policy-driven actions such as blocking, rate-limiting, or steering tra c
through stronger defenses (Chapter 4).

Network operators can also boost performance for interactive tra c. By tracking delay
on the upstream path from client to Internet, they can identify media packets that have
already consumed most of their latency budget (based on the ITU-recommended value for

lag-free human interactivity) before leaving the local network, for example due to poor
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WiFi conditions. The operator can then prioritize such packets, including selecting a better
external path when multiple paths exist (e.g., in multihomed settings$.

By contrast, boosting scalability for interactive tra c is often limited for network op-
erators because the dominant bottleneck typically sits in the application's own infrastruc-
ture. This is where an application provider (e.g., Zoom) has a much stronger opportunity.
The provider can re-architect the system around a deliberate split between a simple, high-
throughput data plane and a richer control plane. The highest-volume work, selective repli-
cation of media packets, can be pushed into programmable hardware in the data center,
while a software control plane decides on longer time scales how sending rates should be

adapted to each receiver's network conditions (Chapter 6).

2.3.4 Intervention (e.g., Monitoring vs. Control)

Network boosting can be achieved through two broad types of intervention. Monitoring
provides real-time, scalable visibility into what the tra c is experiencing. Control builds
on that visibility to decide how tra c is handled, for example by forwarding, prioritizing,
replicating, rate-controlling, or blocking it. Although e ective control almost always depends
on monitoring, systems for monitoring and control can have distinct design requirements.

A monitoring system must provide accurate, continuous, and actionable measurements
at line rate. For example, RTT is a particularly useful metric for on-demand tra ¢ because
it helps surface problems such as congestion and suspicious route changes (Chapter 3). For
interactive tra ¢, QOE is more directly re ected in metrics such as frame rate, bitrate, and
jitter (Chapter 5). Extracting these metrics from passive tra c, however, requires knowing
in advance which header elds to parse and what ow state to track, all while staying within
the tight memory constraints of programmable hardware.

Control requires analysis on top of the measurements, such as anomaly detection. For

example, routing attacks can be detected in the data plane by tracking RTT over time and

2While this dissertation provides the foundations of such an approach in Chapter 5, we leave the nal
implementation to future work.
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applying change-detection techniques, meaning methods that identify sudden, unexpected,
and persistent shifts in a signal, to distinguish route changes from regular variation due
to congestion (Chapter 4). This analysis must still t within the compute constraints of
programmable devices, which rules out many sophisticated change-detection techniques. In
contrast, control aimed at scalability must support selective, application-level replication us-
ing only information in packet headers to infer application semantics, and it must map these
decisions onto the available replication mechanisms, such as IP-multicast-style primitives

(Chapter 6).

2.4 Challenges

Realizing the promise of tailored network boosting necessitates building systems that operate
inside high-speed packet processors, while bridging a deep semantic gap between applications

and networks. This, in turn, requires solving three main challenges.

2.4.1 Constraints of Programmable Network Devices

As described in Section 2.2.4, solutions implemented on programmable packet-processing
devices must be carefully designed to take advantage of their high throughput and low
latency in the face of their severe resource constraints. In this subsection, we discuss the

design implications as they pertain to this dissertation.

Memory. Most forms of network boosting rely on keeping per- ow or per-session state, or

tracking aggregate metrics that evolve over time. Yet programmable-data-plane pipelines
can store only limited state, which forces designs to be selective about what they track
and how long they retain it. Even seemingly simple monitoring tasks can become memory
intensive once protocol complexities are accounted for. For example, continuous RTT mon-
itoring must deal with TCP behaviors such as retransmissions, reordering, and cumulative

acknowledgments, all of which can make it harder to determine which packets should be
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paired together to form a valid RTT sample. Handling these cases incorrectly can distort
measurements, while handling them comprehensively can exhaust limited switch memory
rapidly (Chapter 3). This necessitates designs that store compact representations of state

and implement judicious eviction policies for state that is no longer needed.

Compute. Similarly, many forms of network boosting require computation over packet
header elds and metadata. For example, to compute RTT from TCP trac, the system
must infer when a returning acknowledgment should be paired with an earlier data packet,
using only the information visible in packet headers (Chapter 3). Likewise, to detect routing
attacks using RTT, it must maintain a running minimum RTT over a window of samples
and track changes that may indicate an unexpected route change (Chapter 4). However,
sustaining line rate leaves only a small, bounded compute budget per packet. This constraint
rules out complex per-packet logic and makes even moderately sophisticated algorithms
di cult to implement directly in the data plane. The tension is greatest when monitor-

ing, analysis, and control must share the same hardware resources, alongside other functions.

Replication. As discussed earlier, boosting the scalability of interactive applications
hinges on replication, since real-time systems must deliver one sender's stream to many
receivers, sometimes even hundreds in webinar-style meetings. Replication is challenging
on programmable devices because, even when they o er e cient multicast-style primitives,
application needs are rarely to send every packet to everyone in the multicast group (e.g.,
meeting). Instead, packets must be replicated selectively, often making di erent forwarding
decisions for di erent receivers based on their network conditions, using only information
visible in packet headers. Achieving this requires inferring the appropriate action from
header elds and control-plane inputs, and mapping those decisions onto the device's

replication primitives so that selective replication remains e cient at line rate (Chapter 6).

Contro{Data Plane Split. Because the programmable data plane is highly constrained,

and because not every task bene ts from running on every packet at line rate, it is rarely
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e ective to place all network-boosting functionality in the data plane. The data plane is best
suited for simple operations that must be applied at very high volume, such as continuously
tracking RTT for an on-demand ow or performing large-scale media replication for an
interactive ow. The control plane, in contrast, can run richer logic that depends on broader
context or more complex inputs, such as making rate-adaptation decisions from detailed
feedback in video conferencing. However, nding the right split is nontrivial. Pushing too
much into the data plane may require simplifying the logic so much that the result becomes
less e ective, while pushing too much into the control plane can make software processing
a bottleneck and add delay or jitter. E ective designs therefore keep simple, high-volume
packet processing in the data plane and reserve more complex or lower-frequency tasks for
the control plane (Chapter 6). Another common pattern is a layered design, in which the
data plane quickly ags suspicious events using lightweight change detection, and the control
plane then performs deeper analysis before con rming the event or taking more disruptive

action (Chapter 4).

2.4.2 Application and Protocol Complexity

As we have discussed in Section 1.1, application behavior is expressed at the level of sessions
and messages, but the network sees packets, after the protocol stack has abstracted away
much of the application's semantics. Bridging this gap requires reconstructing higher-level
structure from information embedded in packet headers. For example, in the case of on-
demand tra c, continuous RTT monitoring from passive TCP tra c must contend with
higher-level protocol behaviors such as retransmissions, reordering, and selective acknowl-
edgments, which can distort measurements or result in state explosion if not accounted for

e ciently. ldentifying such protocol behaviors requires reconstructing a valid range of TCP
sequence numbers per ow to understand when it is safe to collect RTT samples (Chap-
ter 3). Similarly, in case of interactive video-conferencing tra ¢, whether a media packet

should be replicated to a receiver, depends on the identity of the sender, the media type (au-
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dio/video/screenshare), and the rate adaptation status of the media stream|higher-layer

semantics that must be reconstructed from packet headers (Chapter 6).

2.4.3 Encrypted and Proprietary Packet Headers

Visibility into network tra c is increasingly limited by protocol opacity. Modern applica-
tions often use proprietary header formats (e.g., Zoom) and encryption, including at the
transport layer (e.g., QUIC), which reduces how much the network can infer from packet
headers alone. At the same time, there are strong incentives to retain at least some useful in-
formation about tra ¢ in packet headers. Protocol designers and application providers often
leave certain information (like the spin bit in QUIC for RTT computation) in the headers to
support operational needs like network monitoring, or to enable intermediate infrastructure
to perform functions like selective replication for video conferencing tra ¢ without the over-
head of decrypting payloads (Chapter 5). In addition, adoption of encrypted protocols is
far from universal. Transport protocols like QUIC are not universally supported, and many
connections fall back to TCP when QUIC is unsupported. Operators may also intentionally
restrict QUIC in some environments to preserve visibility and the ability to perform tra c
engineering. Taken together, these realities suggest that the practice of embedding useful

semantic information in packet headers is unlikely to disappear any time soon.
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Chapter 3

Continuous In-Network Round-Trip

Time Monitoring

Round-trip time (RTT) is a central metric that in uences end-user QOE and can expose
tra c-interception attacks. Many popular RTT monitoring techniques either send active
probes (that do not capture application-level RTTs) or passively monitor only the TCP hand-
shake (which can be inaccurate, especially for long-lived ows). High-speed programmable
switches present a unique opportunity to monitor the RTTs continuously and react in real
time to improve performance and security. In this chapter, we present DART, an inline,
real-time, and continuous RTT measurement system that can enable automated detection
of network events and adapt (e.g., routing, scheduling, marking, or dropping tra c) inside
the network. However, designing DART is fraught with challenges, due to the idiosyncrasies
of the TCP protocol and the resource constraints in high-speed switches. DART overcomes
these challenges by strategically limiting the tracking of packets to only those that can gener-
ate useful RTT samples, and by identifying the synergy between per- ow state and per-packet
state for e cient memory use. We present a P4 prototype of DART for the To no switch, as
well our experiments on a campus testbed and simulations using anonymized campus traces.

DART, running in real time and with limited data-plane memory, is able to collect 99% of
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the RTT samples of an o ine, software baseline|a variant of the popular tcptrace tool that

has access to unlimited memory.

3.1 Introduction

RTT is a key indicator of network performance, user Quality of Experience (QoE), and
routing-protocol attacks [67, 156]. RTT relates directly to Transmission Control Protocol
(TCP) throughput and also heavily in uences higher-level metrics such as video QoE and
page load time [13, 21]. Changes in RTTs can also be symptoms of malicious activities
like tra c interception attacks [67]. In the following examples, RTT monitoring can inform

important network adaptation decisions:

" RTT can be a good indicator of network congestion. When network performance starts to
decline, and multiple paths are available, the network can reroute tra c to an alternate,
less-congested path. This applies to routing in the wide-area network [4, 87] as well as

within data centers [85].

" RTT monitoring is useful for latency-sensitive applications. For example, multiplayer
cloud-gaming applications need to select the best game server for players spread across
di erent geographical regions [30, 46]. The network can monitor the propagation delay
(minimum RTT over time) en route to each potential server, and select the best one for

each gaming session.

N

RTT can help in inferring the QoE of on-demand video applications. For instance, an RTT
hike can cause an increase in video startup delay and a decrease in video resolution [21],

thus prompting the service provider to select an alternate server or path.

N

RTT monitoring can help reveal routing attacks. Nation-state actors can eavesdrop on

tra ¢ by launching Border Gateway Protocol (BGP) interception attacks [8]. These at-
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tacks cause a sudden and substantial increase in RTT. The network could detect and

immediately stop sensitive tra ¢ on such occasions.

These use-cases illustrate that the network can perform control actions|such as dropping,
marking, scheduling, or routing tra c|to rapidly mitigate declining network conditions. To
adapt e ectively, the network needs RTT measurements that are accurate, real-time, and
actionable. For example, during a tra c-interception attack, the network should mitigate
the attack before the adversary sees too much of the tra c.

Many popular measurement tools use active probes such as ICMP pings to estimate the
RTT to remote hosts (e.g., iperf3 [48] and RIPE Atlas [115]). However, probe-based RTT es-
timates do not capture application-speci c RTTs. Active probes also introduce extra tra c
load and may be blocked by the remote host or network. Instead, measuring RTTs passively
by observing the actual user tra c provides a more accurate estimate [72]. Passive RTT
monitoring at the end-host requires special software (e.g., a native mobile app) or permis-
sions. Instead, monitoring at a vantage point en route to many end-hosts (e.g., near the
gateway router) enables easy aggregation of network-wide RTTs. Passive RTT monitoring
for TCP involves matching packets with their corresponding acknowledgmentsRTT mea-
surements of TCP tra c can also be used to infer RTTs for UDP trac (e.g., QUIC and
RTP-based video conferencing) between the same end-points or IP pre xes [6, 109].

One prevalent passive-measurement technique estimates a ow's RTT based only on the
TCP three-way handshake [47]. This approach can be inaccurate for long ows (e.g., video
streaming), since RTTs can vary signi cantly over minutes let alone hours. Also, handshake
RTTs tend to be smaller than a connection's average RTT [47]. Therefore, we must monitor
RTTs continuously, beyond the initial handshake.

Computing RTTs continuously is hard. The idiosyncrasies of the TCP protocol|
including retransmissions and reordering|can make some RTT samples inaccurate (Sec-

tion 3.2). Software tools such as tcptrace and pping ensure correctness by maintaining

1TCP timestamps can also be used for passive RTT monitoring, but that method has distinct disadvan-
tages (Section 8).
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expensive ow state and performing complex computations [116, 121]. Unfortunately, RTT
monitoring in software is computationally expensive and therefore too slow for networks with
high tra c volumes. For example, DPDK-based targets can process at most a few million
packets per second [1]. Fortunately, the advent of commodity programmable switches (e.g.,
the Intel To no [3]) and the P4 language [20] opens up the possibility of monitoring RTTs
and making adaptation decisions directly in the data plane [143].

However, high-speed data planes impose signi cant constraints on packet processing in
terms of arithmetic operations, memory size, the number of pipeline stages, and recirculation
bandwidth. The challenges are exacerbated by the aforementioned idiosyncrasies of TCP
tra c, which require maintaining expensive per- ow state and performing computations.
Additionally, when memory constraints make it impossible to collect all valid RTT samples,
the monitoring mechanism must scale by collecting a representative RTT distribution, even
under adversarial tra c (e.g., SYN oods).

In this chapter, we present DART (Data-plane Actionable Round-trip Times), a system
that monitors on-path RTTs in real time. Our key insights are that we: (1) Strategically limit
tracking of packets to only those that can lead to useful RTT samples, and (2) Identify the
synergy between per- ow and per-packet state for e cient memory utilization (Section 3.3).
We implement DART in the P4 language on the Intel To no switch (Section 3.4). We
evaluate DART on tra ¢ from our campus network and show how our system can detect a
tra c-interception attack within only 63 packet exchanges (Section 3.5). We also implement
a faithful Python simulator and report DART's performance under di erent con gurations
(Section 3.6). DART is able to detect 98% of RTT samples compared to a variant of a

software-based baseline tcptrace [121].
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Figure 3.1: Continuous RTT measurement at a monitoring device by matching TCP data
(SEQ) packets with corresponding acknowledgement (ACK) packets.

3.2 RTT Measurement Challenges

In this section, we describe a simple strawman design [32] for continuous RTT measurement
of TCP ows in the data plane (Section 3.2.1). We then discuss how the many idiosyncrasies
of TCP raise correctness (Section 3.2.2) and e ciency (Section 3.2.3) challenges that we

address in Section 3.3.

3.2.1 Strawman for Measuring RTT

TCP carries a bidirectional data stream between two end-hosts; bytes in one direction are
acknowledged in the other direction by appropriately setting sequence and acknowledgment
numbers in the TCP header. When placed strategically, a monitoring device can leverage
its location to continuously monitor RTTs by matching data and ACK packets. The RTT

measurements include end-host delays (e.g., processing time and delayed ACKSs) in addition

to network delays. We brie y discuss eliminating end-host delays in Section 3.7.

Seeing both directions of the tra c. To match data packets with corresponding ACKSs,
monitoring needs to run on a device that can \see" both sides of the tra c. As illustrated in

Figure 3.1, we denote the direction of the TCP data segment as the SEQ (sequence) direc-
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Figure 3.2: Strawman design: A hash table with ow ID + expected ACK as key and
timestamp as value. Arrival of a data (SEQ) packet causes insertion into the hash table,
whereas arrival of an ACK triggers deletion of the matching SEQ entry and collection of an
RTT sample.

tion, and the direction of the acknowledgment segment as the ACK direction. Interestingly,
di erent portions of the end-to-end path can be measured separately depending on the
direction of each segment. For example, the RTT computed for a SEQ/ACK pair between
the monitoring device and the Internet constitutes the external leg of the RTT, whereas that
between the monitoring device and the client within the campus constitutes the internal leg.
The external leg RTT is representative of the wide-area latency to the application server,
whereas the internal leg RTT reveals the latency introduced by the campus infrastructure.
A combination of consecutive external leg and internal leg RTTs provides the end-to-end

application-level RTT for the client.

Matching data packets with ACKs. Continuous RTT measurement requires a data
structure for storing SEQ information until the corresponding ACK arrives [32], as shown in
Figure 3.2. The table is indexed by the SEQ packet's unique identi er[the ow identi er
(4-tuple of client and server IP addresses and TCP port numbers) and a unique packet
identi er within the ow (the expected ACK number or eACK). An entry is created when a
SEQ packet arrives, as shown by the entry labelled 1 (white literal within a red circle) in the
gure. When a matching ACK packet arrives, we look up the SEQ entry using the key (see

entry labelled 2), with the source and destination elds of the 4-tuple reversed. We subtract
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the entry's SEQ timestamp (200) from the new packet's ACK timestamp (250) to compute
the RTT sample (50).

3.2.2 Challenges with Correctness

The strawman design can lead to incorrect RTT samples under certain common conditions

that arise in TCP trac.

Packet retransmission. Packet losses in a TCP connection can lead to the TCP retrans-
mission ambiguity. Let us say that the sender sends a packet, which the data structure
records as a SEQ entry. If the sender does not receive an ACK for this packet, then the
sender eventually retransmits the packet, assuming it is lost. At the monitoring device, we
see an exact replica of the existing SEQ entryl|it is not easy to determine which entry (new

or old) ought to be retained in this case. This is because when a corresponding ACK is
received, it may be an ACK of the older packet (which simply got delayed due to congestion)
or an ACK to the newer packet (because the receiver never saw the older copy due to packet

loss).

Packet reordering. A similar ambiguity might arise due to reordered packets. Consider

a scenario where the sender sends packetg, P,, P3, P, in order, but the receiver has
received in the order of R, P3, P4, and P, i.e., P, is reordered by the network. The receiver
would send back ACKs corresponding to the last in-order packet it has received (also called
duplicate ACKSs) to the sender. That is, the receiver would keep ACKing funtil P, arrives.
When P, nally arrives, the receiver would immediately ACK not just P,, but also P; and

P, (a cumulative ACK), leading to an erroneously in ated RTT sample for .

3.2.3 Challenges with Memory E ciency

Data planes have limited memory, typically on the order of a few tens of megabytes [79].

Quirks in the operation of TCP can lead to ine cient use of this limited memory under the
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Figure 3.3: System architecture: New packets are checked at the Range Tracker table for
validity. Valid packets update the RT measurement range and then await an ACK in the
Packet Tracker table. Generated RTT samples are sent to the Analytics module.

strawman design.

Packets that never receive a matching ACK. When packets arrive in quick succession,

the receiver may send a cumulative ACK for every ' packet (rather than per-packet
ACKSs) to reduce overhead. Any SEQ packet that does not receive an explicit ACK, but is
ACKed implicitly by a subsequent packet, would see its entry stranded in the data structure
inde nitely. A similar problem arises under SYN ooding attacks; if the TCP handshake

never completes, the SEQ packet would be stranded in the data structure.

Packets with large RTTs. SEQ packets may legitimately stay for a long time in the data

structure before seeing a matching ACK, simply due to network paths with long RTTs.

Handling these two scenarios can be di cult, and expensive. One approach is to apply
a timeout to evict SEQ entries that have not yet matched an ACK [32]. However, a small
timeout would cause bias against long RTTs, and a large timeout would waste memory on
storing SEQ entries that never receive an ACK. Another option is to allow new SEQ packets
to evict old SEQ entries as needed. However, this approach also leads to bias against large
RTTs. Instead, we need more sophisticated strategies that avoid wasting memory on SEQ

entries that cannot lead to valid RTT samples.
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(a) Normal operation (SEQ) (b) Normal operation (ACK)

(c) Retransmission or reordering (d) Hole in the sequence space

Figure 3.4: Adjustments to the ow measurement range upon arrival of new SEQ or ACK
packets. space indicates bytes already covered by the left edge, space indicates
contiguous bytes in ight that can potentially lead to valid RTT samples, Blue space indicates
sequence numbers not seen by the system.

3.3 DART System Design

To measure RTTs correctly and e ciently, DART must avoid tracking packets that cannot
produce valid RTT samples. The challenge is to make the right decision as each packet
streams through the data plane. Figure 3.3 illustrates our architecture. To avoid storing
SEQ entries that could cause ambiguous RTT samples, we track the valid range of sequence
numbers for each active ow (Section 3.3.1). However, we do not always know in advance
that a SEQ entry will never match a future ACK. Instead, the packet tracker applies a
lazy eviction strategy to reevaluate an old SEQ entry against its ow's up-to-date range of
valid sequence numbers (Section 3.3.2). Finally, the analytics module aggregates the RTT
samples (e.g., to compute the minimum RTT per IP pre x). The analytics module also helps
optimize memory by purging SEQ entries that cannot produce a useful RTT sampleli.e.,

a sample that a ects the analysis results (Section 3.3.3).
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3.3.1 Tracking Valid Measurement Ranges

Ultimately, for every SEQ packet, DART needs to decide whether to track the packet or
not. To this end, we introduce a Range Tracker (RT) table before the packet tracker. The
RT table is a hash table with the TCP connection 4-tuple as the key, and a measurement
range as a value. This range is a sequence number byte-range that can potentially produce
correct RTT samples. The left edge of the window indicates the latest byte that was ACKed
by the receiver; any future arrival of an earlier ACK must have been reordered. The right
edge indicates the latest byte transmitted by the sender; any future arrival of an earlier

SEQ must have been retransmitted.

Normal operation without ambiguities. Under normal circumstances, the SEQ packets
appear in order, causing the right edge of the measurement range to move forward, as shown
in Figure 3.4a. Similarly, ACK packets typically arrive in increasing order, causing the left

edge of the measurement range to move forward, as shown in Figure 3.4b.

Operation with ambiguities. Figure 3.4c illustrates the operation under TCP ambigui-

ties:

" When a SEQ packet arrives with the expected ACK (eACK) smaller than the right edge
of the measurement range, we infer a packet retransmission event. For a retransmitted
packet, when an ACK arrives in the future, it is ambiguous whether the ACK acknowledges
the old or the new copy of the SEQ. Furthermore, if selective acknowledgment (SACK)
is not enabled, a retransmission might indicate that the receiver has been waiting on
some intermediate SEQ packet(s) before sending out an ACK for a packet it had already

received, thus arti cially in ating the RTT.

A

If an ACK packet arrives for the left edge, we conclude it is a duplicate ACK. We infer
a reordering event, since duplicate ACKs are explicit markers of lost or reordered SEQ
packets. Similar to retransmission, in this case, too, ACKs have been held up at the

receiver thus in ating RTTSs.
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In both cases, the system infers that the entire measurement range is now ambiguous. In
response, therefore, the system resets the state: the measurement range is collapsed such
that both its left and right edges are now equal to the highest byte transmitted (i.e., the
previous right edge). This prevents tracking SEQ packets with expected ACKs same or less
than the right edge|now deemed ambiguous. After the collapse, the measurement range
updates same as normal operation, or the entry can be safely deleted or overwritten to
make room for a new entry. Only the de nition of the left edge is updated: it now re ects
either the highest byte ACKed (old de nition) or the highest byte that was a ected by a

retransmission or reordering ambiguity.

Processing ACKs for untracked SEQ packets. We might see an ACK packet with

ACK number either (1) lesser than the left edge or (2) greater than the right edge. Type (1)
indicates an ACK to a SEQ packet we have already deemed ambiguous and are not tracking
anymore. Our system ignores such ACKs. Type (2) indicates an optimistic ACK |a form

of early ACKing some receivers use to trick the sender into sending data more quickly [130].
DART ignores these ACKs too, meaning it is not misled into collecting arti cially de ated

RTTs (see Section 6.9).

Maintaining a single measurement range. Consider a scenario where our system
encounters SEQ packets with one or more packets missing in between; e.g., the sender sends
P, through P4 but the system only sees B P,, and P,, either due to packet reordering or
drop. Note that these packets pass the check illustrated in Figure 3.4a since they are over
the right edge and in sequence. Now, if3Pis dropped, the system will know only upon
detecting a retransmission. If reordered, farrives after P, thus lling in the \hole". The

most optimistic approach in this scenario is to assume reordering and to store the states for
both byte-ranges, i.e., R-P,, and Ps;-P4. As shown in Figure 3.4d, this requires storing two
measurement windows instead of one. More generally, there could be n such holes, requiring

n + 1 measurement windows. We reason that such a strategy is too expensive in the data
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plane, and the system should use a constant space for this purpose. We, therefore, store the
measurement range for only the highest byte-range ahead of any hole. In the current ex-

ample, the measurement window would point to only Ps starting and ending byte numbers.

Robust against congestion and SYN attacks. Maintaining a measurement range per
ow with the Range Tracker (RT) table helps signi cantly with memory e ciency. The
mechanism becomes even more crucial when network congestion happens, where more re-
ordering and retransmission events occur. DART is robust to such situations, making sure
the space in both the RT and PT tables is only used for producing valid, unambiguous
samples. The measurement ranges collapse more often, allowing the entries with closed mea-
surement ranges to be deleted or overwritten. This prevents the RT table and PT space from
exploding. However, this also means that DART may collect fewer RTT samples for some
ows during heavy congestion. In order to mitigate this, DART can be adjusted to report
the frequency of measurement range collapses for a ow as an indicator of congestion. DART
can also be adjusted to aggregate RTT samples for ows going to the same subnets (e.g.,
124 pre xes) before analyzing them. The aggregated RTTs will provide a more complete
view of the congestion status of the target subnet.

DART is also robust against harsh environments, where SYN ooding attacks are com-
mon. DART does not create an entry in the RT table or entries in the PT table until after
a TCP connection is established, i.e., after the three-way handshake is complete. That is,
DART completely ignores SYN and SYN-ACK packets. Therefore, the memory usage does
not explode in either the RT or PT tables during SYN ooding attacks either. We discuss

DART's performance under other kinds of attacks in Section 6.9.

3.3.2 Lazy Eviction with a Second Chance

The Range Tracker (RT) table helps with memory e ciency, but the Packet Tracker (PT)
table can still end up storing a SEQ packet that never matches a subsequent ACK. For

example, the receiver might just cut o the TCP session, never sending an ACK. Sometimes,
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Figure 3.5: Working of DART : The system ensures correctness by consulting and updating
the Range Tracker (RT) table before inserting packet records into the Packet Tracker (PT)
table. Memory e ciency is improved by having packet records consult the RT before re-
insertion, a strategy that enables lazy eviction.

cumulative ACKs render certain packet entries unmatched since a higher byte number has
already been ACKed by the receiver. These unmatched entries occupy expensive space in
the PT table; we would rather reclaim this space for tracking new SEQ packets. The goal
is clear: when a new packet comes and hash collision occurs, we want to keep an old entry
if it is not stale, but otherwise replace it with the new packet. What is the most accurate

and e cient way to achieve this?

Timeout is biased, garbage collection is expensive. One obvious way to deal with

this issue is to associate a timeout with each entry [32] in the PT table. However, packets
with naturally long RTTs can su er from undersampling under this arrangement, on top of
the challenge for nding the right timeout value. A more accurate alternative is to actively
scan the PT table for stale entries when an ACK arrives. For example, there can be an
active garbage collector that periodically polls the RT table and remove stale entries from
the PT. This strategy, however, is far too expensive, especially if implemented in the data

plane.

Lazy eviction. The goal is to create an e cient mechanism that replaces entries that are

indeed stale and do this without bias. Ideally, this should also happen without additional
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control-plane interaction, as that would introduce extra overhead. Our rst observation is
that an entry does not need to be evicted until there is actually a hash collision with a
new entry. We employ this lazy eviction strategy: this gives an entry, no matter how old

itis, a chance to produce a valid sample as long as a new entry does not cause a hash collision.

Recirculation for a second chance. Now, when a new entry indeed causes a hash
collision with an old entry, blindly replacing the old entry with a new one creates a bias
towards samples with short round-trip times. This is because the old entry might have
still produced a valid sample had it waited long enough. We indeed want to keep the old
entry if it is still valid. The challenge is, however, that we do not know this at the moment
when the hash collision happens. To address this, DART recirculates the old entry, sending
it back to the start of the ingress pipeline through the RT table again. This allows us
to re-validate the entry against the measurement range in the RT table, thus checking for
staleness. Meanwhile, we do not want to lose the new entry. Therefore, DART stashes the
new entry in the space that the old entry was occupying until the recirculated old entry
comes back. To summarize, every time a new SEQ packet entry contends for space with an
old entry due to a hash collision, (1) we allow the new entry to get inserted, (2) evict the
old entry, and (3) recirculate the old packet to re-consult the Range Tracker (RT) table to
determine its staleness. If stale, we allow the old entry to self-destruct; if not, we treat it as
a new packet entry and repeat the above process.

This process is illustrated in Figure 3.5. The new packet for ow F2 arrives with
expected ACK no. 500 at time t=80 (event 1, marked by the white literal in a red circle).
It causes the measurement range to expand from [300, 400] to [300, 500] since it is valid
(event 2). The corresponding packet record with key (F2, 500) and timestamp value 80
arrives at the PT table and collides with an existing entry (F3, 600, t=40) (event 3). The
new entry gets stored (event 4) while the old entry is recirculated to the RT table for
re-validation (event 5). The highlight of this mechanism is that it provides another chance
to the packet that was evicted from the PT table instead of just discarding it right away. A
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TCP ow with naturally long RTTs, for example, will be preserved by such a mechanism.
While recirculations are useful in this case, they add overhead since packet recirculation
bandwidth is limited in the data plane. Later in the chapter, we discuss a method to reduce

recirculations by maintaining a small cache of heavy ows after the RT (Section 3.7).

Preventing in nite eviction loops. One might worry about an eviction loop: the old

entry that was kicked out recirculates and gets re-inserted to the same index again, which
kicks on the new entry, causing the old entry to get evicted again in the next iteration,
and so on. To address this, we implement a method of detecting a \cycle", i.e., when the
same entry that got inserted once ends up getting evicted and tries to re-insert itself. The
method is to always compare the new entry with the currently evicted entry before trying
re-insertion. In DART, we do this cycle detection before any recirculation. As another

safeguard mechanism, we also set a limit on the number of recirculations per SEQ packet.

3.3.3 Tracking Only Useful Samples

The analytics module is a component that can be customized based on the analytics the
operator is interested in, using the RTT samples produced by the Range Tracker (RT) and
Packet Tracker (PT) tables. In some cases, this analytics module can also help reduce the

memory pressure on both tables and also reduce recirculations.

Example: RTT tracking with min- Itering. Consider a use case where an operator

is interested in monitoring the propagation delay with hosts in a certain IP pre x. The
high-level goal is to detect abnormal changes in the round-trip time, like an upward spike,
when communicating with the IP pre x in real time. The operator, however, does not
want to get an alert with outliers|only when there is an obvious, consistent hike. A good
example is detecting nation-state BGP hijacking, which likely increases the end-to-end
delay signi cantly. One e ective way to implement this in the analytics module is to use

min- Itering: instead of monitoring every single RTT sample, keep track of the minimum
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RTT value in a time window. If the minimum RTT value signi cantly increases from one

time window to the next one, it is worth notifying the operator through an alert.

Preemptively discard useless samples. Now, since the analytics module is only inter-

ested in the minimum RTT value within every time window, the system can purge SEQ
packets that will surely produce RTT samples that are longer than the currently maintained
minimum in the given window. More precisely, when a SEQ packet is kicked out from the
PT table, the saved timestamp of that SEQ packet can be compared to the current time-
stamp to see if it has a potential to produce a sample smaller than the current minimum.

If not, there is no need to recirculate this packet entry: it will, at best, produce a useless
sample anyway. This check can happen at the analytics module before the system decides
to recirculate the packet back to the RT table. Thus, the analytics module can further limit
the resource usage only to the packets that will indeed produce RTT samples that are useful

to the analytics module.

3.4 Hardware Switch Prototype

In this section, we present our implementation of DART on the Intel To no programmable
switches. One version of the prototype runs in the ingress pipeline of a To no2 switch,
and the other spans the ingress and egress pipelines of a To nol switch. While the To no2
version is more e cient and leaves the egress free for network operators to deploy their own
analytics and adaptation mechanisms, the To nol version enables us to deploy DART in
our campus testbed. Our code is open-sourée€lhe resource usage of the two prototypes is
summarized in Table 3.1. We discuss our hardware implementation challenges and prototype
features in this section, and then describe our experience deploying our prototype in the

wild in Section 3.5.

2https://github.com/Princeton-Cabernet/dart
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Resource Type | Tono 1l | Tono 2
TCAM 4.9% 2.9%
SRAM 13.9% 1.4%
Hash Units 16.7% 35.8%
Logical Tables 47.9% 36.9%
Input Crossbars 15.4% 10.1%

Table 3.1: Data plane resource usage in the To no (1 and 2)

Accessing memory sequentially. Our implementation requires that actions on the values

of RT and PT table records happen sequentially. For example, a RT record is updated only
when the ow signature matches with that of an incoming packet; thereafter, we rst set
the right edge to the maximum of the existing right edge and the incoming eACK, and
then compare the eACK and sequence number with the existing right edge to decide the
value of the left edge (Figure 3.4). Since memory once accessed cannot be revisited without
recirculation in the data plane, we spread the RT and PT tables each across 3 component

tables, and therefore 3 stages.

Constrained signature wordsize. In order to determine with complete accuracy whether

a hashed location in the RT or PT contains the intended ow 4-tuple record, we need to store

all 12 bytes (4 bytes 2 for IPv4 addresses + 2 bytes 2 for TCP port numbers) as part

of the record key. However, the wordsize of a register key is constrained in the data plane;
therefore, we use hash functions to reduce the ow signature to a xed 4-byte hash. The

downside is that hash collisions are possible (not signi cantly though, as our results suggest).

Computing the payload size. Computing the TCP payload size in the naive way, i.e., by
subtracting the IP and TCP header lengths from the total IP packet length, is expensive in
the data planelit consumes multiple stages due to multiple arithmetic operations involving
32-bit integers. Instead, we pre-compute the TCP payload size for common values of the
IP header length (5 bytes), the total IP packet length (40{1480 bytes), and the TCP header
length (5{15 bytes) and store them as entries in a lookup table|this saves two To no
stages. This is purely an optimization and can be easily reversed to support any values of
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the aforementioned header parameters.

TCP sequence number wraparound. TCP sequence numbers can wrap around, i.e.,
restart from zero. Our prototype detects and handles this case gracefully by resetting the
RT left edge to zero. This foregoes the opportunity to collect valid RTT samples at the

highest sequence numbers in favor of a simpli ed implementation.

Reordering among recirculated records. Since packets are processed in a streaming
fashion in the data plane, there is a possibility that a more recent packet pertaining to a
ow arrives and gets processed by DART before a recirculated ow record for the same
ow has had a chance to make a re-entry into the ingress pipeline. If not handled, this
could render certain RTT samples inaccurate. We mitigate this by checking if a recirculated
record matches the current ow entry and updating it if so, ensuring only one (the latest)

record exists for a ow in the RT at a time.

Specifying target ows. DART allows the operator to install rules to track any subset

of ows directly from the control plane. Therefore, it is not necessary to recompile or

redeploy DART to change the set of ows it tracks. The ows can be specied by source

and destination IP addresses or pre xes, and source and destination port numbers or port

number ranges.

Monitoring the external and internal legs simultaneously. We describe in Sec-

tion 3.2.1 how it is possible to compute RTTs on both the external leg (i.e., monitor to the
Internet) and the internal leg (i.e., campus client to monitor). However, monitoring both
legs simultaneously in the data plane is a challenge since the same packet has to be processed
both as a SEQ and an ACK packet. We are able to do this by rst processing the packet as

a SEQ packet, but then recirculating it with a custom header that remembers the relevant

ACK headers (i.e., 4-tuple and ACK number).
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Figure 3.6: Dierence in distribution of in-  Figure 3.7: Tra c between Princeton (USA)
ternal leg RTTs between wired and wireless and Northeastern (USA) intercepted by an
subnets in the Princeton campus. attacker in Amsterdam (Netherlands).

Figure 3.8: Interception attack is detected within
63 packets by observing change in minimum RTT
over windows of samples.

3.5 DART in the Wild

In this section, we describe our experience of installing DART on a hardware switch and

replaying real tra c on it.

3.5.1 RTT Monitoring on Campus Trac

We run the To nol prototype of DART on a hardware switch in our lab. We replay an
anonymized packet trace collected on the Princeton University campus on 7 April 2020 for
15 minutes (at 3 PM local time). This trace was collected during a period of heavy load

with an average rate of 240,750 packets per second. The trace is replayed using tcpreplay
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from a server connected to the switch. The RTT reports are captured at another server

using tcpdump.

Wired network vs. Wireless network RTT. For this experiment, we replay the trace

and monitor the RTTs of the internal leg (campus host to switch) for two campus subnets|
one wireless and another wired. DART collects 11.12M RTT samples for wireless tra ¢ and
1.66M for wired tra c, as most on-campus users connect via mobile devices. Figure 3.6
shows the di erence in the distribution of RTTs across the two subnets. RTTs for wireless
connections are uniformly larger than those for the wired connections. More than 80% of
internal RTTSs for the wired subnet are less than 1 ms, whereas less than 40% of RTTSs for the
wireless subnet are so; in fact, for wireless tra c, the internal RTT exceeds 20 ms for more
than 20% of the samples. Often, the internal latency for wireless users rivals the wide-area
latency. For example, for wireless clients accessing YouTube, the 90th percentile end-to-end
RTT is 14 ms, including 8 ms of intra-campus delay. In contrast, the wired clients have a

90th percentile RTT of 9 ms with just 2 ms of intra-campus delay.

3.5.2 Interception Attack Detection

Next, we demonstrate the ability of DART to detect a long-distance interception attack in

the wild.

Attack setup. First, we launch an ethical tra c-interception attack using the PEERING
testbed [132] and following the technique described by Birge-Lee et al. [16]. PEERING runs
geographically distributed ASes to enable researchers to make real BGP announcements for
controlled and isolated trac. We control one PEERING site each at Northeastern Uni-
versity and Princeton University in the USA via co-located Amazon AWS server instances
(Figure 3.7). We announce our PEERING-provided /23 pre x from Northeastern, and
establish a TCP connection from Princeton with an IP address from the announced pre x.

We then use a site at Amsterdam (adversary) to announce a more speci c /24 pre x with
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(a) RTT sample counts (b) CDF of RTTs

(c) CCDF of large RTTs

Figure 3.9: tcptrace vs. DART with in nite memory: DART collects >82% RTTs as tcptrace
and matches its RTT distribution closely.

a number of carefully selected BGP community attributes, such that tra c to the IP at
Northeastern (victim) is now rerouted through it. We capture the tra c trace of this attack

at Princeton. Our threat model assumes that DART is close to one of the end-hosts and
can see both sides of the tra c, both pre-attack and post-attack. Therefore, our detection

works irrespective of the direction of tra ¢ (data or ACK) intercepted by the attacker.

Attack detection. Second, we deploy our DART To nol prototype on a real hardware
switch in our campus testbed. We replay the trace of this interception attack through this
switch. DART collects raw RTT samples and sends them to a collection server, where a
simple, threshold-based change-detection algorithm runs. The detection algorithm monitors

propagation delay by computing the minimum RTT in a window of 8 consecutive raw RTT
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Figure 3.10: Skipping handshake packets: We can save memory for 72.5% of the connections
while missing only 4.2% RTTSs.

samples. An attack is suspected when the minimum RTT rises abruptly between consecutive
windows, but con rmed only when the change sustains for another window. Figure 3.8
illustrates this mechanism: the attack takes e ect at t= 36 seconds, as can be observed
from the abrupt rise in collected raw RTT from 25 ms to 120 ms (blue line). Based on
the minimum RTTs (orange line), an attack is suspected almost immediately (orange star)
and con rmed in the next window (red star). Only 63 packets are exchanged in 2.58 seconds

between the interception attack taking e ect and DART con rming the attack.

3.6 Evaluation

In this section, we evaluate DART using a faithful simulator written in Python. We replay

a campus trace collected on April 7, 2020, for this evaluation. The trace was captured
using a packet broker service near the campus gateway router. The trace contains 1.38M
TCP connections and 135.78M TCP packets over a 15-minute duration. As mentioned in
Section 3.5, DART can measure RTTs for either the external leg (monitor to Internet) or
the internal leg (campus host to monitor), or both. In the following experiments, we limit

our RTT measurement to the external leg only.

72



3.6.1 DART without Memory Constraints

We compare DART with our baseline tcptrace|a software tool used to compute RTTs on
packet traces [121]. For this experiment, we assume that DART is not bottlenecked by the
memory available in RT and PT tables, and that the available memory is fully associative

(i.e., records can be stored in any available memory location).

RTT sample count. Figure 3.9a illustrates the number of RTT samples captured by DART

vs. tcptrace (SYN in the gure is short-hand for packets where the SYN ag is set, i.e., SYN
and SYN-ACK). For the case where we collect handshake RTTSs, i.e., tcptrace(+SYN) and
DART (+SYN), DART is able to capture 7.53M RTT samples vs. 9.12M samples collected
by tcptrace. The di erence is explained by the fact that DART only keeps track of the latest
contiguous unambiguous bytes when a hole appears in the sequence space, whereas tcptrace
keeps track of all contiguous byte-ranges. Furthermore, unlike DART, tcptrace collects all
valid RTTs when sequence numbers wrap around; additionally, tcptrace sometimes breaks
one RTT sample into two (causing an inaccuracy) due to a design aw.In the case where
handshake RTTs are foregone by ignoring SYN and SYN-ACK packets, i.e., tcptrace(-SYN)
and DART (-SYN), DART captures 7.21M RTT samples vs. 8.66M samples captured by

tcptrace.

RTT distribution. Figures 3.9b and 3.9c show the distribution of the RTTs captured

in the four settings discussed above (i.e., tcptrace vs. DART and +SYN vs. -SYN).
Figure 3.9b shows the distribution (CDF) of RTT samples with values between 0 and 125
ms. Figure 3.9c focuses on the tail and shows the complementary CDF (CCDF) of RTTs
larger than 100 ms. The median RTTs for tcptrace(+SYN) vs. DART (+SYN) (14 vs. 13
ms) and for tcptrace(-SYN) vs. DART (-SYN) (15 vs. 13 ms) are comparable. There is a

skew in the 98" percentile, as can be observed from Figure 3.9bjtcptrace (+SYN) has it at

Stcptrace divides the sequence space (0 to®2 1) into four quadrants. We observed that when an RTT
sample is generated for a packet that spans two consecutive quadrants, tcptrace wrongly generates an extra
RTT sample for the part of the packet that ends in the earlier quadrant.
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() RTT collection error (b) Fraction of RTT samples collected

(c) Recirculations incurred per packet

Figure 3.11: Performance of DART with a large RT table and varying PT table-size.

57 ms vs. 39 ms in DART (+SYN) (similarly, 62 ms in tcptrace(-SYN) vs. 39 ms in DART
(-SYN)). The distributions converge at the tail, with 99" percentile at 215 ms for both
+SYN settings and 218 ms for both -SYN settings. We also observe that the large majority

of RTT samples (96.3%) fall between 10 ms and 100 ms (Figure 3.9b). The tail, however, is
long, and RTTs as large as 100 seconds or more are also seen (Figure 3.9c). Further analysis
revealed that there are instances in the trace where a data packet does not receive an ACK
for many seconds before a TCP keep-alive nally ACKs it. This may be due to the fact that
our vantage point misses the original ACKs (with short RTTS) to these data packets, or a
behavior of TCP where only a distant keep-alive acknowledges the last seen data packet. In
any case, DART collects the long RTTs that tcptrace also collects, demonstrating a lack of

bias against large RTTs.
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() RTT collection error (b) Fraction of RTT samples collected

(c) Recirculations incurred per packet

Figure 3.12: Performance of DART with a large RT, xed-size PT, and varying no. of PT
stages.

Handshake RTTs. In order to understand the impact of foregoing handshake RTTs (i.e.,

by ignoring packets with the SYN ag set), we compare the relative memory savings obtained
vs. the number of samples foregone. Figure 3.10 illustrates that around 1M out of 1.38M
TCP connections (72.5%) seen in the trace are due to incomplete TCP handshakes! Ignoring
SYN and SYN-ACK packets, therefore, provides signi cant advantages in terms of memory
in the RT table, since otherwise these ows would occupy much of the table. The relative
loss in terms of number of RTTs collected is much less|DART misses only 0.32M out of

7.53M samples (4.2%).
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() RTT collection error (b) Fraction of RTT samples collected

(c) Recirculations incurred per packet

Figure 3.13: Performance of DART with a large RT, a PT with a xed size and no. of
stages, and varying no. of allowed recirculations.

3.6.2 Impact of Table Con gurations

In the ensuing experiments, we remove the assumptions that the tables are fully associative
or of unlimited size. True to the prototype that can run on a hardware switch, the RT
and PT tables are now one-way associative (i.e., only one memory location can be accessed
per packet without recirculation). As a result, we grapple with contention for memory and

recirculations (Section 3.3).

Baseline. Since DART (-SYN) from the previous subsection operates with unlimited and a
fully associative memory, it is the best DART can do. The following experiments, therefore,
treat DART (-SYN)'s performancelin terms of the number of RTT samples collected and

the resulting RTT distribution|as the baseline. We notice that DART (-SYN) is actually
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set up similarly to tcptrace, except for the fact that the amount of state it can track for
each ow is constant, e.g., one measurement range. For this reason, we view it as a variant

of tcptrace with constant space|we refer to it as tcptrace const.

Performance metrics. We evaluate DART's accuracy along two dimensions: (1) The
closeness of DART's RTT distribution with tcptraceconst's RTT distribution|quanti ed

by the RTT collection error, and (2) The number of RTT samples collected by DART
as compared to the number of RTT samples collected by tcptracenst|quanti ed by

the fraction of RTT samples collected. We de ne the RTT collection error as the error
at the g" percentile for p = f50;95;99g. For a given p, the error at the  percentile is
computed as the di erence between the'h percentile RTT of tcptrace.const and DART,
normalized by the former. In this work, we report the 50 and 95" percentile RTTs since
these are considered important latency characterization metrics, and the ®%ercentile
RTT since it represents DART's estimation of the largest RTTs collected. We also report
the maximum error seen for any p between 5 and 95, which serves as a measure of the
worst-case accuracy. We de ne the fraction of RTT samples collected as the ratio of the
number of RTT samples collected by DART to the number of RTT samples collected by
tcptrace_const (expressed as a percentage). We contrast these two accuracy metrics with the
recirculation overhead metric, recirculations incurred per packet. It is de ned as the ratio of
the total number of recirculations incurred to the total number of packets processed. In the

following experiments, DART's performance refers to the set of these three metrics.

Impact of the PT table size. In this experiment, we try to determine the right size for

our one-way associative PT table. First, we set the RT table size to a number large enough
(i.e., 2%° in this specic case) to accommodate all ows in our campus trace. While this
number is large, we reason that an operator would only monitor a subset of ows at a time,
and therefore, during actual usage, the RT memory requirement would be small enough

to tin one stage of the To no (if not, the RT table could be expanded to a multi-stage
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table). Second, we allow recirculations|we set the maximum allowable recirculations to 1

in the PT table. Now, we vary the PT table size between small ¢ = 1;024) and large
(2?° = 1;048;576) and evaluate the impact on accuracy of RTT collection. Figure 3.11a
shows the RTT collection error. We observe that, as expected, the error goes down as the
PT table increases in size. The error at p = 95 is the least, followed by the error at p = 99,
illustrating that DART is not biased against large RTTs. Figure 3.11b shows that the frac-
tion of RTT samples collected increases with increasing memory size, as expected. In fact,
DART collects more than 90% samples with a relatively small PT size (i.e.}2= 8;192).

We also observe from Figure 3.11c that 16 recirculations happen per 100 packets for a small
PT table (i.e., size= 2'9), which goes down to 10 and lower as we increase the PT table size.
For the next experiment, we x the PT table size to 27 = 131;072: this is the lowest PT
table size that results in less than 5% error for any value of p between 5 and 95 and collects

more than 99% RTT samples.

Impact of the number of PT table stages. We explore the idea of implementing a
multi-stage PT table, i.e., a k-way associative PT table. While a multi-stage PT table may
be dicult to tin Tonol or in the ingress pipeline of To no2, we can implement it in

the egress pipeline of Tono2. We x the RT table size to large enough as before, the PT
table size at 27, and maximum recirculations per packet at 1. We now try to determine
the best value of k to divide the PT table into. Figure 3.12a shows the RTT collection
error against k. We nd that the error at p = 95 and p = 99 stay stable around zero,
whereas the errors at p = 50 and the maximum error between p =5 and p = 95 increase
as soon as we divide the PT table memory into more than 1 stages. The error increases
in the negative direction (i.e., DART starts overestimating the median RTT). This can
be attributed to the fact that some smaller RTT samples are missed when there are more
stages, since there is just enough space for records with large RTTs to get inserted but
never get evicted (since older records are preferred). We see a similar e ect on the fraction
of RTT samples collected (in Figure 3.12b) and the recirculations incurred per packet (in
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Figure 3.12c)|these metrics get signi cantly worse when the PT table is divided into 2
stages, and remain bad as the number of stages is gradually increase to 8. We determine
from this experiment that simply dividing the PT table into multiple stages, without adding
more memory, worsens performance. In the next experiment, we explore whether allowing

more than 1 recirculation per packet might help a multi-stage PT.

Impact of the maximum number of allowed recirculations. In this experiment, we

again ensure that the RT table is large enough, x the PT table size to'2, and divide it
across 8 stages. This time, we allow the maximum number of recirculations per packet to
vary between 1 and 8. Our intuition is that allowing the hash-collided PT records to pass
through the PT more times might help them nd alternate locations to live on in the PT
during memory pressure. Figure 3.13a shows that the RTT collection error rapidly improves
as more recirculations are allowed; for a 8-stage PT, 4 recirculations bring down the error
to nearly zero. We also see from Figure 3.13b that the fraction of RTT samples collected
goes up to 99% and beyond when 4 or more recirculations are allowed. This improvement
is achieved without the number of recirculations incurred per packet ever going up beyond
0:16, as shown in Figure 3.13c. We conclude that we can take advantage of spanning the
PT across multiple stages of the To no|thereby increasing the total memory size beyond
what 1 To no stage would allow|and still ensure good performance, if we also allow more
recirculations per packet. This good performance is achieved without the consumption of

signi cant recirculation bandwidth (16 recirculations per 100 packets in the worst-case).

3.7 Discussion

Limitations of DART. While DART is designed for accuracy in the face of TCP
ambiguities, the tool cannot handle all situations accurately. First, if DART starts (or
restarts after eviction) tracking a ow that is already in progress, it may not have enough

information to infer retransmission or reordering. For example, what the RT table sees as a
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new SEQ packet may actually be a retransmitted copy of a SEQ packet sent before DART
started tracking the ow. Second, reordering may happen downstream from the monitoring
device; in such cases, not just DART but no other RTT measurement tool can measure
RTT accurately, since the vantage point is never aware of such an event. Apart from
inaccuracies, we may sometimes conservatively close the measurement range when it could
have collected valid samples. When we see an ACK packet that acknowledges the left edge
of the measurement range, we infer a duplicate ACK and collapse the range. However, since
the left edge does not always indicate the highest byte ACKed, but can indicate the highest
byte a ected by a retransmission or reordering event, the decision to close the measurement
range conservatively may cost us some valid RTT samples. Similarly, we forego valid samples
at the uppermost sequence numbers when a sequence number wraparound event happens;
however, such events are rare|only 4 in our 15-minute campus trace. Sometimes, when the
monitoring device does not see the last ACK in an exchange|either because of a packet
drop at the device or a connection that closed abruptly|it may continue holding the RT and

PT table records inde nitely, since we favor older entries over newer ones. Certain attacks
can exploit this vulnerability by leaving a large number of data packets unacknowledged. A

timeout mechanism for the RT table, with a very large timeout value (in seconds) could help.

Minimizing recirculations with approximation. Packet recirculation helps to produce

valid samples in the face of memory pressure. Packet recirculation, however, is additional
overhead. While we realize that some recirculations are unavoidable, those should be
minimized. One idea is to maintain a copy of the original RT and put it after the PT
table. This would allow the validity check to happen at the end of the pipeline instead of
recirculating the packet back to the start of the pipeline. Yet, maintaining the consistency
between the original RT and the copy is a challenge. Due to the sequential nature of the
data plane's packet-processing pipeline, they might become out of sync even for a short
amount of time. For example, a new packet might have updated the original RT table
to a new state just before an evicted entry reads the second RT table, making the tables
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inconsistent. This subsequently implies that the copy of the RT is approximate in nature.
Moreover, such an approach requires additional memory space. Thus, this approach trades

recirculation overhead with memory space.

End-host delays. When a TCP receiver anticipates having some data of its own to send, it
may wait until a certain number of bytes accumulate and then piggyback the ACK along with
the data|a strategy known as delayed ACKing. The waiting time is re ected in the RTT
samples collected by measurement tools like DART and tcptrace. Some use cases may, how-
ever, require RTTs that do not include this end-host delay. Delayed ACKs are notoriously
di cult to identify by a monitoring device in the end-to-end path. This is because there

is no known way to infer whether an ACK has been intentionally delayed by the receiver.
Delayed ACK implementation is known to vary widely across device types and operating
systems. In fact, the QUIC protocol has proposed provisions to explicitly tag delayed ACKs
to alleviate such measurement ambiguities [84]. Still, even without explicit detection of
delayed ACKs, simple techniques such as \min. ltering" (e.g., computing the minimum
RTT sample over a time window, as discussed in Section 3.3.3) can be quite e ective at sepa-

rating propagation delay along the network path from end-host delays such as delayed ACKs.

Extending DART to QUIC and IPv6. The QUIC protocol does not expose sequence

and acknowledgment numbers as TCP does. Therefore, it is not possible to measure RTTs
for QUIC packets using the same mechanism as DART. QUIC, however, uses a spin bit
to indicate reversal of direction by a sender or receiver [84]. It is possible to track this
bit and compute RTTs; however, this is fraught with challenges. First, the spin bit allows
the measurement of a maximum of one valid RTT sample per congestion window. Second,
inferring retransmissions or reordering is not possible using only the spin bit. Nevertheless,
RTTs collected using the QUIC spin bit can augment RTTs collected for TCP tra c to the
same destination. DART can also be extended to work with IPv6 by adjusting how the

payload size is computed. However, since the 4-tuple size is much larger in IPv6, and the
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RT ow signature size is xed, DART may encounter more hash collisions.

Identifying bu erbloat. In our campus trace, we observe some instances of high RTT
variability on connections with remote clients. Further analysis reveals that some of these
remote hosts were connected to a cellular provider|these hosts are presumably cellular
devices connecting to servers located on our campus. The RTT patterns are indicative of
bu erbloat at the remote end. We nd these patterns interesting and posit that DART
can be used to detect bu erbloat events in real time, due to its ability to monitor RTTs
on-path and continuously. Detecting bu erbloat (and networks prone to it) is useful for

characterization from remote locations.

Deployment at multiple on-path vantage points. DART can be deployed at multiple

vantage points (VPs) on the route between two end-hosts. The advantage is that the total
end-to-end RTT could then be divided into multiple legs (i.e., host 1 to rst VP, rst to
second VP, and so on, leading up to host 2). One use case is capturing wide-area RTTs free
from end-host delays like delayed ACKs. Another use case is identifying which part of the

network is responsible for performance degradation.

Dealing with optimistic ACKs. Misbehaving TCP receivers can ACK data packets
before they are received, to manipulate the sender into transmitting faster [130]. DART
is largely robust to such optimistic ACKs, since it ignores any ACK packet that arrives
before the corresponding data packet. In fact, DART can be easily extended to detect and
report optimistic ACKs. However, if an optimistic ACK happens to reach DART after the
corresponding data packet has already arrived at DART (but not at the receiver), DART
(and any other passive monitoring tool) would be misled into collecting an incorrect RTT
sample. We reason that it is di cult for the receiver to reliably time optimistic ACKs in

this way.
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3.8 Related Work

Passive RTT analysis. Previous work has proposed the idea of passive RTT monitor-
ing [72] using SYN/SEQ and ACK packets. tcptrace [121] is a passive, open-source TCP
tra c-analysis tool that can measure RTT per SEQ/ACK packet pair within a given packet
trace. It runs in software on a general-purpose CPU. We use this tool as our ground truth
for evaluating DART's correctness as tcptrace is free from time and memory constraints.
That said, unlike tcptrace, DART can generate RTTs on live tra c in real time. Also, while
tcptrace rounds RTTs up to the nearest millisecond, the To no enables DART to report
RTTs down to a nanosecond granularity, which may be useful in extreme low-latency use
cases.

Instead of matching data and ACK packets, the TCP time-stamp option available in
the TCP header can also be used for passive RTT analysis. The pping tool [116] adopts
this approach. However, TCP timestamps are often too coarse-grained (e.g., 10 or 100 ms
granularity), and many services do not use them at all since the TCP timestamp is an
optional eld [47]. Also, an end-host puts in its timestamp clock as the eld value, but
di erent TCP implementations increment their internal clocks at di erent rates|some by
100 every second, and others by 1000 [19]. This makes computing the absolute latency in
milliseconds troublesome in a monitoring device that does not know the end-host's clock

tick rate.

Passive RTT monitoring in the data plane. Dapper [56] is an early work that aims to
measure TCP performance in the data plane. However, it can only track a single packet per
congestion window when doing RTT measurement; it has to wait until the corresponding
ACK arrives before starting to track another packet's RTT. In use cases where RTTs are
large, or aggregate statistics (e.g., min., median, etc.) are being collected over time-windows,
Dapper would report too few samples per unit time to be useful. Chen et al. [32] expanded

Dapper's idea and proposed an algorithm and data structure that can track multiple SEQ
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packets simultaneously in the data plane. However, this previous work does not correctly
deal with ambiguities in TCP, such as packet retransmission and ordering. It also uses the
memory space ine ciently and produces RTT samples biased against long RTTs. We use
this previous work as our strawman in Section 3.2. Zheng et al. [186] proposed a novel
data structure called fridges to measure delay directly in the data plane with the focus
on collecting RTT samples without bias against larger delays. This is done by applying a
correction factor inversely proportional to the probability of producing an RTT sample. This
previous work, however, does not address the accuracy and memory e ciency issues caused
by TCP ambiguities.

Liu et al. [90] proposed algorithms that run in the data plane for four separate
performance-monitoring tasks: round-trip latency, packet loss detection, out-of-order de-
tection, and retransmission detection. This previous work focuses more on using memory
sublinear in both the size of input data and the number of ows, and the four performance-
monitoring algorithms are independent of each other. Also, the round-trip latency is not
calculated in a per-packet matching scheme; rather, it computes the average RTT by
subtracting the sum of all server-to-client (SEQ) packets' timestamps from the sum of all
client-to-server (ACK) packets' timestamps and then computes the average, assuming no
missing or duplicate SEQ or ACK packets. RouteScout [6] measures packet loss and delay
in a programmable data plane to help select a better Internet path driven by performance
in real time. However, RouteScout measures round-trip time only at TCP handshake using
the rst SYN and ACK exchange. Thus, RouteScout only produces one RTT sample per
ow during connection establishiment. In contrast, DART focuses on accurate, continuous
round-trip time monitoring on a per-packet basis while taking into account the idiosyncrasies

of TCP, including packet loss, reordering, and retransmission.
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3.9 Conclusion

Round-trip time (RTT) is a critical metric in network performance monitoring, whether for
tracking the QOE of latency-sensitive applications (e.g., in cloud gaming) or for detecting
malicious attacks (e.g., nation-state tra c interception attacks). Performing RTT monitor-

ing passively in real time in the data plane opens up new opportunities, especially because
this allows the hardware switch to take immediate action on packets based on RTT values.
At the same time, this means that RTTs should be computed with utmost accuracy even
when faced with the idiosyncrasies of the TCP protocol. This is particularly di cult due

to the memory and packet processing constraints in hardware switches. To this end, we
present DART, a novel algorithm and data structure implemented in P4 that ts and runs

in a data plane with a To nol or To no2 chipset. Even when running in a data plane with
strict constraints, DART still closely matches the accuracy of the widely used o ine analysis
tools that run on servers with abundant memory. We open source our implementation. We
hope DART will open up new opportunities for building applications that can bene t from

DART's ability to compute accurate RTTs in real time directly in the data plane.
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Chapter 4

Passive Data-Plane Telemetry to

Mitigate Long-Distance BGP Hijacks

Poor security of Internet routing enables adversaries to divert user data through unintended
infrastructures in attacks known as hijacks. Of particular concern|and the focus of this
chapter|are cases where attackers reroute domestic tra ¢ through foreign countries and
still deliver it to the intended destination, exposing tra c to surveillance, bypassing legal
privacy protections, and posing national security threats. E orts to detect and mitigate such
attacks have focused primarily on the control plane, while data-plane signals remain largely
overlooked. In this chapter, we argue that passively-monitored round-trip time (RTT)|
and, in particular, changes in its propagation-delay component|o ers a promising signal
for detection: the increased propagation delay is unavoidable and directly observable from
a ected networks, enabling opportunities for faster detection and mitigation. We explore
the practicality of using RTT variations for hijack detection, addressing two key questions:
(1) What coverage can this provide, given its heavy dependence on the geolocations of the
sender, receiver, and adversary? and (2) Can an always-on RTT-based detection system be
deployed without disrupting normal network operations? Focusing on cross-country inter-

ception attacks, we nd that coverage is high: 97% under ideal (i.e., data travels at the speed
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of light) conditions, and 91% and 86% with real tra ¢ from two datasets. To demonstrate
practicality, we design HiDe, which reliably detects delay surges from long-distance hijacks
at line rate using commodity programmable hardware. We measure HiDe's accuracy and

false-positive rate on real-world data and validate it with ethically conducted hijacks.

4.1 Introduction

BGP (Border Gateway Protocol) hijacks are a long-standing threat where attackers exploit
the poor security of BGP|the Internet's default routing protocol|to redirect tra ¢ through
their own infrastructure. These attacks can be dangerous, allowing the theft of sensitive data
and in icting severe nancial damage [2, 5, 12, 28, 35, 59, 117, 126]. Despite years of research,
BGP hijacks remain a serious threat today [14, 127]. Major prior e orts have attempted to
proactively neutralize this threat, but su er from limited adoption or scope: Standards like
BGPsec [10] and clean-slate alternatives such as SCION [124] require ubiquitous adoption
to be truly e ective, which is challenging given the decentralized nature of the Internet.
Meanwhile, mechanisms like RPKI (Resource Public Key Infrastructure) [25] can prevent
only a subset of attacks (i.e., forged-origin hijacks), leaving other attack classes unaddressed.
Consequently, network operators rely heavily on reactive approaches to defend against
BGP hijacks. State-of-the-art reactive approaches primarily work in the control plane by
monitoring BGP feeds from public monitors like RIS and RouteViews, private commercially-
operated monitors, and/or the network's own routers. Such systems (e.g., ARTEMIS [145],
DFOH [66]) detect suspicious announcements, and mitigate attacks using techniques such as
announcing more-speci ¢ pre xes. These approaches detect attacks quickly and accurately
when malicious announcements are immediately visible from their vantage points, but they
fall short in two key scenarios. First, they may entirely miss attacks in which malicious
announcements are speci cally designed to evade control-plane-based detection [14, 16, 107,

181]. For example, attackers can manipulate BGP communities to surgically steer trac
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while limiting visibility at public monitors [16]. Similarly, in interception attacks, the ad-
versary diverts tra c through its own infrastructure but still forwards it to the intended
destination, reducing the likelihood of detection [9, 58, 181]. Second, some attacks may
eventually become visible at route monitors, but only after su cient time has passed for the
attacker to cause signi cant damage. For example, website ngerprinting attacks can succeed
within a few seconds of the hijack, since they may require only the rst few packets, bursts,
or bytes of page content [45, 148, 151]. Similarly, in hijacks such as the one on Amazon's
DNS infrastructure in 2018, attackers could collect users' credentials within the rst few
seconds, which later enabled them to steal cryptocurrency [125]. Other reactive approaches
(e.g., ISPY [185]) implement active probing in the data plane (e.g., ping, traceroute), but
require responsive IPs and sustained probing to maintain accuracy, resulting in challenges
with scalability (due to probe tra ¢ overhead) and coverage (since some IPs may not be re-
sponsive). Hybrid methods (e.g., HEAP [131], Argus [149]) combine control and data plane
signals to improve accuracy, but do not alleviate challenges with scalability, attack visibility,

or detection speed.

In this chapter, we argue that passively-monitored round-trip time (RTT) is a highly
useful yet underexplored data-plane signal for detecting BGP hijacks. In particular, hijacks
induce a change in the propagation-delay component of RTT by changing the physical path
of tra c. Unlike control-plane signals, RTT cannot be hidden from the victim. For instance,
if an attacker from North Korea launches an interception attack on a connection between two
hosts within the UK, the tra ¢ must cover an additional 15; 025 kilometers at least, causing
a minimum additional RTT of 75 mst|an e ect the victim will directly experience. The
RTT change is also immediate, enabling an opportunity for faster detection and mitigation
compared to existing reactive approaches. Additionally, contrary to active probing, passive

monitoring does not require responsive IPs and incurs no probing overhead.

1This example assumes the speed of data transmission to be the speed of light in optical ber, given by
G = 2c=3 (approx.), where c is the speed of light in vacuum [89]. Hereatfter, in this chapter, speed of light
refers to g , which is approx. 200 km per millisecond (more precisely, 199:86 km/ms).
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However, building an e ective RTT-based BGP hijack detector is challenging. The ex-
pected increase in propagation delay|which is at the heart of an RTT-based approach|is
highly location-dependent. To be detectable, this increase in propagation delay must be large
enough to stand out from the natural RTT variation that occurs in real tra c. Such variation
can be caused by many factors, including network congestion, host processing times, noise
in access networks, and benign route changes (e.g., due to tra ¢ engineering). As a result,
to be reliably detected, the diversion must be geographically long enough to induce an RTT
increase noticeably higher than the natural variation. For example, an RTT-based detector
might successfully ag tra c between hosts in the US being diverted through the UK. In
contrast, diversions over shorter distances may be di cult, and in some cases even impos-
sible, to detect using RTT alone|for example, if US tra c is diverted through Canada, or
in regions such as Europe where many countries are physically close and even cross-country
detours may not induce a su ciently large RTT increase. For this reason, RTT is not a
silver bullet that enables a general-purpose solution for hijack detection.

Despite its limitations in scope, an RTT-based hijack defense is promising since it ad-
dresses key weaknesses of existing approaches in four main ways. First, it can detect the
long-distance subset of stealthy attacks that control-plane-based approaches miss entirely.
Second, for attacks that are not immediately visible in the control plane, it can detect the
long-distance subset much more quickly (sometimes within milliseconds for high-data-rate
ows), thereby reducing the amount of tra c exposed to the attacker before mitigation.
Third, it can serve as an additional signal for existing hijack detectors, where combining
control-plane and data-plane information can improve robustness and reduce false positives.
Fourth, in such a combined setting, by virtue of its placement in the data plane, it enables
ner-grained, operator-con gurable mitigation strategies compared to control-plane-based
mitigation that can only operate at the granularity of an entire pre x (e.g., a /24)|for

example, tra c to sensitive IPs within the pre x could be temporarily rate-limited, or even
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blocked when the data plane suspects an attack, awaiting con rmation from the control
plane.

Among BGP hijacks that cause substantial harm, and that lie within the scope of BGP
hijacks where an RTT-based defense is most e ective, one class is of particular concern and
is the focus of this chapter: hijacks that reroute domestic tra c through a foreign location
and still deliver it to the intended destination. These cross-country interception attacks
are especially troubling because they, unbeknownst to the user, expose the user's trac
to di erent jurisdictions and thus to di erent privacy and surveillance laws [57, 58, 181].
However, as noted earlier, an RTT-based defense may not be able to detect all cross-country
attacks (e.g., US via Canada, Germany via France, etc.) Our rst major goal in this study
is to understand the e ectiveness of RTT-based hijack detection for cross-country attacks.
In particular, we ask the research question (RQ1): What fraction of possible cross-country
interception attacks can an RTT-based approach reliably detect? We nd that cross-country
attacks are highly detectable using RTT: overall, 97% can be detected reliably under ideal
conditions (i.e., data travels at the speed of light and is not a ected by real-world noise), and
detection remains high at 91% and 86% even with real tra ¢ from two datasets (Section 4.3).

Although cross-country interception attacks are highly detectable, doing so in a scalable,
real-time manner remains challenging. Per-packet RTT calculation is expensive at line rate,
and maintaining state while monitoring every ow is intractable. Thus, we pose the following
research question (RQ2): Can we design a practical, always-on monitoring system to detect
and mitigate cross-country interception attacks in a scalable manner without excessive cost?

To this end, we design HiDe, a practical RTT-based system for detecting hijacks. First,
BGP hijacks occur at the IP-pre x level and a ect all tra ¢ routed to the targeted pre X,
meaning that during a real hijack, no ow to the targeted pre x can have an RTT less than
the minimum required for the attacker's route. By passively measuring the RTTs experi-
enced by as many packets as possible and relying on the minimum per pre x, HiDe can

reliably and scalably detect spurious RTT surges. Second, we observe that a BGP hijack
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induces a distinct pattern in the denoised RTT over time, clearly di erentiating it from other
events, such as congestion. Concretely, a hijack causes a sharp surge with location-dependent
but calculable minimum height, which one can detect using a changepoint detection algo-
rithm. Third, implementing HiDe can be made practical by deploying it on high-speed
programmable hardware (e.g., switches). This is possible, despite the rigid computation and
memory constraints of such devices, thanks to our switch-native implementation of change-
point detection and scalable latency measurements.

Our evaluation demonstrates that HiDe is reliable (zero false negatives by design), min-
imally disruptive to real trac, and implementable on commodity hardware. To assess
HiDe's delity, we tested it against ethically-conducted real-world hijacks and found that it
detects them within 0.5 second. Additionally, to evaluate its impact on regular operations,
we run HiDe on campus network traces (19 billion packets, 5.3 TB bytes). The results show
that its combination of algorithms e ectively minimizes false alarms (< 0:012%), even in the
presence of highly noisy real-world RTT signals. Furthermore, HiDe reduces the impact of
such false alarms by identifying and correcting them within a median of 0.75 seconds without
human intervention. We implement HiDe entirely on a programmable switch, showcasing its
potential for seamless deployability on a network's border gateway with minimal hardware

cost and no delay overhead to normal tra c.

4.2 Background and Threat Model

42.1 BGP-Based Attacks

BGP is the primary protocol that connects Autonomous Systems (ASes) by enabling them

to exchange and forward route announcements for IP pre xes. Each AS advertises routes
for the pre xes it owns, including an AS path indicating the sequence of ASes to traverse

to reach it. Routers independently select the best route for each pre x based on attributes

like path length and routing policies.
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BGP Hijack. A BGP hijack occurs when a malicious or compromised AS falsely advertises
routes to IP pre xes it does not own or cannot reach, misleading other ASes into rerouting
tra c through its infrastructure. Suppose AS100 legitimately owns the IP pre x 1:1:1:0=24.

A malicious AS, AS200, falsely announces ownership of 1:1:1:0=24 to its BGP peers. These
peers may accept the announcement as valid and propagate it to their own peers, spreading
the false route across the network. As a result, tra ¢ destined for 1:1:1:0=24|for instance,
originating from another pre x like 2:2:2:0=24 owned by AS300|may get misrouted to
AS200 instead of reaching AS100. This enables the attacker to eavesdrop on, ngerprint,
manipulate, or drop this illegitimately-obtained trac. In some cases, the attacker may
even serve malicious content by impersonating the legitimate destination (e.g., by acquiring
a valid certi cate rst by exploiting weakness in the certi cate issuance veri cation pro-

cess [15]).

BGP Interception Attack. A BGP interception attack (Figure 4.1) is a speci c type of

BGP hijack where the attacker intercepts tra ¢ but forwards it to the original destination,
enabling analysis or manipulation while remaining undetected by the end hosts. Of par-
ticular concern is a stealthy subset of these attacks where a sophisticated attacker employs
techniques like AS-path poisoning and the manipulation of BGP communities to limit the
propagation of malicious announcements in a bid to evade detection by BGP monitors near
the victim. For instance, in the example above, AS200 could manipulate its announcements
to propagate only to routers near AS300 while suppressing those to routers near AS100.
This could cause trac from 2:2:2:0=24 to 1:1:1:0=24 to get misrouted via AS200, while
AS100 remains unaware as BGP monitors near it never observe the malicious route. Such
an attack has been demonstrated by Birge-Lee et al. [16], which we ethically reproduce in

Section 4.7.2.
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Figure 4.1: An attacker in the UK exploits the weakness of routing security to redirect tra c
from a peer host in the US|originally destined for a victim host in the US|through the
attacker's own infrastructure. The mid-attack path (in red) from the peer to the victim is
longer than the original pre-attack path (in green), adding an extra 50 ms of propagation
delay to the RTT of the tra c.

4.2.2 Threat Model

We consider an adversary performing a stealthy BGP interception attack|such as the one
described above|to reroute tra ¢ destined for a victim through distant infrastructure be-

fore forwarding it back to the victim. This infrastructure is located in a di erent country,
potentially under di erent privacy and security laws. The adversary is sophisticated, aware
of detection systems, and employs evasion techniques to prevent forged announcements from
reaching BGP monitors leveraged by the detection systems [16]. By rerouting tra ¢ back
to the victim, the attacker keeps connections alive, enabling tra ¢ analysis while evading
detection at the application layer. Such attacks can serve as tools in cyber warfare or surveil-
lance. Real-world examples of long-distance interceptions include (among numerous others)
the rerouting of US-based tra c via the UK to enable surveillance (Figure 4.1) [57], rerout-
ing of US-based tra ¢ managed by China Telecom via China undetected over 2:5 years [58],

and rerouting of tra ¢ between two hosts in Denver, USA via Iceland [181].
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