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Echoes of Y2K: Engineers Buzz That Internet Is Outgrowing Its Gear
Routers That Send Data Online Could Become Overloaded as Number of Internet Routes Hits '512K'
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Network engineers are buzzing this week as the Internet outgrows some of its gear.
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Hardware Switch  Software Switch

Rule Capacity Low (~2K-10K)

Lookup Throughput Low (~40Gbps)
Port Density Low

Cost Expensive




CacheFlow
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* High throughput + high rule space




* High throughput +
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 Abstraction of an “infinite” switch

» Correct: realizes the policy
» Efficient: high throughput & large tables

» Transparent: unmodified applications/switches
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Easy: Cache rules greedily
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Greedy strategy breaks rule-table semantics
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Greedy strategy breaks rule-table semantics

20



* Greedy strategy breaks rule-table semantics
* Beware of switches that claim large rule tables
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 ForagivenruleR
 Find all the rules that its packets may hit if R is removed
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 ForagivenruleR
 Find all the rules that its packets may hit if R is removed
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 ForagivenruleR
 Find all the rules that its packets may hit if R is removed
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(End of dependencies originating from R)
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(10.10.10.10/32, 10) Fwd1l 6
R2  (10.10.10.10/32, %)  00* Fwd2 5
R3  (10.10.0.0/16, *) 0% Fwd3 4
R4 (11.11.11.11/32, %) 11* Fwd4 3
RS  (11.11.0.0/16, 10) 1%0 Fwd5 2
R6  (11.11.10.10/32,*)  10* Fwd6 1

32



Delete(R5)

——————
———
Insert(R5)

33



R1 R2

L <Y

R3 R4

RS R6 |

R8

Reanzz Network

R1 R2

R3

R4 R5

(%)

CoVisor (NSDI'15)

34



35



* All descendants in DAG are dependents
* (Cache dependent rules for correctness
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Too Costly?
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Dependent-Set Cover-Set

i Rule Space Cost
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HW _Cache (TCAM)
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Rule caching for OpenFlow rules
» Dependency analysis for correctness

» Splicing dependency chains for efficiency
» Transparent design

48



* Rule caching for OpenFlow rules
» Dependency analysis for correctness

» Splicing dependency chains for efficiency
» Transparent design

» Get ready for infinite Ca$hflow!
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 Stanford Backbone Router Config

,100 | _
= s :::::::.-M‘-‘-‘

E 80 r ',,:,.a%ﬁ_‘_‘f_‘f_‘.‘.'.‘.'-'-'-‘-'g----"'"""‘ﬂ' i
< 60| e :
fe 8 . Mixed-Set Algo --E--

S 40 & Cover-Set Algo --O-- -
O e Dependent-Set Algo -~

@ 20 & _

ons——

63 125 250 500 1000 _ 2000
TCAM Cache Size (Log scale)

52



