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Abstract announces a single best route to its neighbors, making the
rest of the candidate routes invisible to other routers.sThi
restriction precludes each router from making its own inde-
pendent choice from the set of candidate routes.

Selecting only one best routeEach router can only se-
lect one BGP route for forwarding data traffic. This not only
limits the ability of routers to balance load over multiple
paths, but also precludes an edge router from offering dif-

Internet Service Providers (ISPs) express complex palicie
affecting everything from business relationships withirthe
neighbors to traffic engineering, scalability, and segurit
by configuring the Border Gateway Protocol (BGP). How-
ever, the routing architecture within an ISP, coupled with
the multi-step BGP route-selection algorithm running on
the routers, imposes significant restrictions on the padici :
that can be realized in practice. In this paper, we present €réntroutes to different customers. _
Morpheus, a modular, open routing platform that addresses Coupling of decisions across routersToday, traffic en-
these limitations by changing the way BGP routes are propa-{€fing the AS is forwarded to egress points in a hop-by-hop
gated and selected within an ISP. With Morpheus, network fashion. Edge_routers qonnected to the same mterngl router
operators can realize many useful policies that are infea-re forced to direct traffic toward the same egress point. -
sible today through flexible composition of multiple (pos-  We propose to overcome these limitations by ensuring
sibly third-party developed) policy modules, and program- full visibility into all candidate routes anftbxible assign-

ming the route-selection algorithms. Morpheus can be read-mentof routes to routers. All BGP routes are propagated
ily deployed without requiring changes in other domains. 0 @ small collection of servers that make decisions on be-

. half of the routers; lightweight tunneling allows indepent
1 Introduction assignment of BGP routes to each ingress router (or link).
Interdomain routing policies play a critical role in many as ~ AS discussed in Section 2, these architectural changes allo
pects of Internet Service Provider (ISP) backbone manage-Morpheus to support more flexible routing policies.
ment, including the business relationships with neight®ri 1 2 | imitations of the BGP Protocol
domains, the end-to-end performance offered to customers, . S ) )
the security of the network infrastructure and its custener In add|t|o_n 'Fo the intrinsic limitations of the routing aieh _
and the scalability of the routing protocols [6]. Colleedy, tecture v_V|th|n an AS,_ the_ current BGI_3 standard [13] an_d its
these policy objectives determine which routes the ISP, uses 9€ factoimplementation implementations of BGP also im-
and which neighboring domains are permitted to use theseP?S€ restnct_lons on the set of policies that can be reaglized
routes. For example, an ISP typically selects a route throug O three mainreasons: .
a customer network, even if a shorter path to the destination Overloading of BGP attributes: Today, many different
exists through one of its peers or providers. As another ex- policy objectives are intertwined into a few BQP attnbut_es
ample, if a peering link is congested, an ISP may adijust its (€-9-, “local preference”, used to enforce business weiati
policies to direct some traffic through a different peer. In Ships and perform traffic engineering). Overloading of at-
this paper, we propose Morpheus, a modular, prorgammablet_r'bUtes_ makes it _dlf_'flcult to incorporate new _po_hcy objec-
routing platform that enables an ISP to realize useful jesic tives without modifying the configuration of existing ones.

that are infeasible in today’s routing system, without iequ Difficulty in incorporating “side information™  Policy
ing changes to other Autonomous Systems (ASes). objectives often depend on external information, like mea-

surement data or business relationships with neighbor ASes
Satisfying policy objectives also sometimes requires tpda
Today, an ISP expresses its policies by configuring the Bor- ing state, such as a history of (prefix, origin AS) pairs or
der Gateway Protocol (BGP). The use of a single-path, path-statistics about route instability, over time. Howevermpori-
vector routing protocol and hop-by-hop forwarding imposes ing and updating state is very difficult today.

1.1 Limitations of the Routing Architecture

several restrictions on how routes are seleethin a single Restrictive step-by-step route-selection algorithmThe
ASthat fundamentally limit the policies an ISP can realize: BGP route-selection algorithm selects the best route fibm a
Propagating only one best route:Despite learning mul-  candidate routes by considering one attribute at a time, (e.g

tiple routes for the same prefix, a BGP-speaking router only first local-preference, then AS-path length, and so on)s Thi
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Figure 1: Example illustrating architectural principles
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strict prioritization of BGP attributes limits ISPs to pciks — T BGPsesson - - AS3
that rank one attribute over another, precluding polidies t nnet (PimIP or MPLS)
try to strike a balance between different policy objectives Figure 2: Morpheus server has BGP sessions with routers

In this paper, we address these limitations by support-
ing compositiorof independent (possibly third-party devel- direct eBGP sessions between the edge routers in the two
oped) modules for different policy objectives, througra- ASes. Morpheus assigns a BGP route for each prefix to ev-
grammableroute-selection process running on the servers. ery internal router individually, using internal BGP (iB&P
This affects the software architecture of the servers tlakian  sessions for backwards compatibility. Since the routegs ar
the routing decisions, as discussed in Section 3. no longer responsible for propagating BGP routing informa-

We call our server software Morpheus, since it is a mod- tion to neighbor ASes, Morpheus does not need to send all
ular, open routing platform that gives network operatoes th  of the route attributes—only the destination prefix and next
power to “shape” their routing policies. In Section 4, we hop address are strictly necessary. This enables a significa
present the major design decisions in our initial prototype reductionin the amount of BGP information the routers must
implementation. To illustrate the expressiveness of oaf sy receive and store. Morpheus also ensures that the BGP routes
tem, Section 5 describes several example policies that Mor-pPropagated to eBGP neighbors are consistent with the route
pheus can achieve that are not possible today. We discuss reassigned to the associated edge routers, and include &l rou
lated work in Section 6 and conclude the paper in Section 7. attributes expected by the neighbor ASes.

2 Routing Architecture for Programmability 2.2 Flexible Egress Selection Per Router

In this section, we discuss three principles of routing arch ~ Although routers within an AS select best BGP routes in a
tecture within an AS that are essential in enabling flexible distributed fashion, they cannot makelependentdecisions.
interdomain routing. We also describe how Morpheus re- This is because, under hop-by-hop forwarding, routers have

alizes each of these principles, providing important back- t© make consistent decisions to ensure consistent forngrdi
ground material for the rest of the paper. (i.e., avoid forwarding loops). To avoid inconsistent deci

o sions, when a router has multiple “equally good” routes, it
2.1 Complete Visibility of BGP Routes is common practice is to pick the route through the “closest”
An edge router may learn multiple routes for the same desti- egress point, based on the Interior Gateway Protocol (IGP)
nation prefix, through BGP sessions with neighbor ASes andweights, a.k.a. hot-potato routing. However, hot-potatd+
internal routers. However, BGP requires the router to selec ing introduces problems of its own. First, it significantéy r
and propagate at most one route (for each prefix). As a re-stricts the policies an AS can realize. For example, in Fig-
sult, this router may learn many routes that are never seen byure 1, R1 and R2 connect to a common intermediate router
any other routers in the AS. For example, in Figure 1 router (R5). Hot-potato routing forces them to use the same egress
R3 learns two routes to destination D but only propagates point, rather than allowing (say) R1 to use R3 and R2 to
the one (say, via R6) to R1. Then, R1 cannot learn or useuse R4. In addition, a small IGP change can trigger routers
the other route (via R7), even if R1 might have preferred this to change egress points for many prefixes at once, leading
route (say, because it is shorter or circumvents some partic to large traffic shifts and heavy processing demands on the
lar AS) or wanted to split traffic over both routes. Although routers [14].
propagating only one route helps limit control-plane over- Principle: An edge router in an AS should be able to use any

head, it imposes severe constraints on routing policies. available path (i.e., egress point) independently.
Principle: An AS should have complete visibility of eBGP-  To achieve this goal, Morpheus relies on IP-in-IP tun-
learned routes to enable flexible routing policies. nels or MPLS label-switched paths to direct traffic between

Morhpeus achieves full visibility by directing all exter- edge routers, as shown in Figure 2. This design choice
nal BGP (eBGP) routes to a small collection of servers that offers several important advantages. First, Morpheus can
make decisions on behalf of the routers, as shown in Fig- freely assign different BGP routes to different edge rajter
ure 2 and inspired by earlier work on the Routing Control without concern for inconsistent forwarding. Second, Mor-
Platform (RCP) [7]. Each server has a (multi-hop) eBGP pheus can rely on the IGP to determine how traffic flows be-
session with each external neighbor router, in lieu of hgvin  tween ingress and egress routers, reducing the complexity



of Morpheus and ensuring fast reaction to internal topology

3 Software Architecture for Programmability

changes. Third, Morpheus does not select BGP routes for, yis section, we discuss three principles that drive the

the internal routers, reducing the total number of routers i

has to manage. Fourth, tunneling also allows the ISP to con-

figure the ranking of egress points for each ingress router
to achieve traffic-engineering goals. Theasatelessunnel-

ing technology is readily available at line rate in commalrci
routers supporting MPLS or IP-in-IP encapsulation, and a
“BGP-free core” is increasingly common in large ISPs.

2.3 Multipath Routing and Forwarding

Today, an edge router exports the same best route to each o

its eBGP neighbors, making many useful policies impossi-
ble. For example, a router cannot split traffic over multiple
paths for more flexible load balancing, or allow differens€u
tomers to use different paths. In Figure 1, two customers C1

and C2 connected to the same edge router R1 may want dif-
ferent paths to reach the same destination prefix D (e.g., C1

prefers the path through egress point R3, while C2 prefers
the path through egress point R4). However, R1 is unable
to satisfy both requirements today. It is worth pointing out
that the ultimate flexibility of multipath routing and forwd

ing is the ability to select and use any availabtgess link
rather tharegress routerbecause a single edge router may
learn more than one route for the same prefix through differ-
ent egress links, such as in Figure 1, where R3 can reach

through R6 or R7. The ISP should be able to assign these

routes to different customers and use thieilependently

For instance, C1 should be able to use the path through link

R3-R6, while C3 uses the path through link R3-R7.

Principle: An edge router in an AS should be able to use
multiple paths (i.e., egress links) to reach a destination.

Support for multipath routing and forwarding would al-

D

software architecture of Morpheus. Morpheus cleanly sepa-
rates two operations that are intertwined today—clagsifyi
routes according to policy objectives and deciding how to
weigh these objectivesin picking the best routes. Poliag-cl
sifiers are programmable modules that tag the routes, per-
haps consulting or updating local state. Programmablerout
selection algorithms allow network operators to make trade
offs between policy objectives in selecting the best rautes

3.1 Separation of Policy Objectives

I&outing policies must balance multiple objectives such as
business relationships, AS path length, and traffic enginee
ing. Today, policy objectives are usually translated irge-s
cific values of BGP attributes to influence the route-sebecti
algorithm. For example, different business relationships
(customer, peer, provider) are typically representedgusin
different local-preferencd pcal - pr ef ) values. Unfortu-
nately, today’s BGP implementations do not provide an easy
way to add new policy objectives into the system. As a re-
sult, multiple policy objectives must share a limited numbe
of BGP attributes. For example, it is a common practice to
also usd ocal - pr ef to achieve traffic-engineering objec-
tives. Overloading the attributes leads to complex, convo-
luted routing policies, where the network operators cannot
easily reason about the policy objectives independentig. T
problem is exacerbated when operators need to add new pol-
icy objectives, further overloading the same attributes.
Principle: Policy objectives should be expressed indepen-
dently and have their own route attributes.

Morpheus achieves this goal by implementing policy ob-

jectives as independeimiport policy modulesas shown in

Figure 3. Each module works as a classifier for a particu-

low ISPs and their customers to capitalize on these diverselar policy objective. The module receives as input a route

paths for better performance and reliability, and evenebett

and produces as output a tag that is affixed to the route. For

security [19]. It also ensures that each router has a backupexample, a business-relationship module may tag a route as

path for faster failover (e.g., in case the next-hop addoéss
the primary route becomes unreachable). With full visipili
into the eBGP-learned routes and the internal topology;Mor

“customer”, “peer”, or “provider”; a stability module (elva
uating the stability of routes based, for example, on a route
flap damping algorithm) may tag a route with an number

pheus can easily pick the best routes on behalf of every edge(e.g., an integer betweanand 99), where a bigger num-

router and neighbor AS individually. Morpheus sends multi-
ple routes to each edge routeand the “virtual routing and
forwarding (VRF)” or “virtual router” features commonly
available in commercial routers can be configured to allow
different customers to use different paths [12]. To avoid re
quiring changes in neighbor ASes, we focus on a restricted
form of multipath in which each eBGP neighbor of the ISP
still learns just one route per prefix, while different eBGP
neighbors may learn different routes.

1This can be achieved by using the “route target” attributammonly
used with VRF in MPLS-VPN [12], or having multiple iBGP sesss$ be-
tween a Morpheus server and an edge router. Other optiohsléasing
the BGP “add-paths” capability [18] or a new message dissatioin proto-
col, which may be more efficient at the expense of backwardwpedibility.

ber implies higher stability. Each import policy module has
its own tag space, obviating the need to overload the same
attributes. By tagging the routes, rather than filteringum-s
pressing them, the route-selection algorithm is guarantee
to have full visibility of the candidate routes. These tags
are purely local to Morpheus, and are not disseminated to
the routers; as such, using these tags does not require any
changes to the BGP protocol implemented on the routers.

3.2

Many useful policy objectives require certaite informa-
tion, including external informatiornsuch as business rela-
tionships, measurement data, and registry of prefix owner-
ship, andinternal statessuch as a history of (prefix, origin
AS) pairs. However, there is no systematic mechanism to

Incorporating “Side Information”
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Figure 4: Thef(s;) of the score function (witld; = —1)

multipath routing, Morpheus supports the parallel exexuti
of multiple route-selection algorithms. Each algorithnm ca
be configured to realize a different policy and select a po-
tentially different best route for the same préfiwith this
feature, an ISP running Morpheus can offer different types
of routes to its customers as a revenue-generating service.

incorporate side information to routers today. Network op-
erators have to either “hack” their BGP configurations in an
indirectand clumsy way (e.g., re-configuring filters and eom
munity attributes), or wait for software updates from raute
vendors (if the need for certain side information becomes
compelling) and then upgrade a large number of routers.
Principle: Flexible policies should be able to consult and 4  Prototype Implementation

update “side information” in classifying routes. o )

In Morpheus, each policy classifier can import external OUr Morpheus prototype is implemented as an extension to
information and update internal state. For example, the bus the XORP open-source software router [9], since it has a
ness relationships module can have access to up-to-date inmedular architecture well-suited to our design. However,
formation about the ISP’s business relationships withimeig  SINce XORP is designed to operate as a single router, we had
boring ASes through a configuration file, or a database. A t© modify it to pick (possibly different) BGP routes on be-
security module can have access to a registry of prefixes and@lf of many routers. Our design goal for the prototype is to
their corresponding owners. A performance module can getdeémonstrate its flexibility in realizing policies that anéda-
periodic updates from a monitoring system. A route sta- sible today, while keeping the system simple and efficient.
bility module can maintain statistics about route annouince 4 1
ment/withdrawl frequencies. A route security module that
implements Pretty Good BGP—a simple algorithm that can To simplify the decision process, each import module assign
effectively detect BGP prefix and subprefix hijacks—can an integer tag((to 99) to each route, where a higher num-

keep past history of BGP updates in the past 24 hours [10]. ber implies greater preference. Restricting the tags & int
ger values does not compromise the flexibility of the import

modules, since most policy objectives have simple rules for
Today’s BGP route-selection algorithm applies a series of classifying the routes. For example,

tie-breaking steps, one route attribute at atime. The arder  Business relationships: The business-relationship module
of the steps is built in to the routers and is relatively diffic assigns different tags (say, 90, 40, and 10) to routes ldarne
to change, though some vendors enable operators to disablérom customers, peers, and providers, respectively, by con
some steps. Imposing a strict priority on the attributes is sulting a table of (AS number, business relationship) pairs

Import Modules With Numerical Tags

3.3 Programmable Route Selection

especially restrictive, as it precludes policies that nted@e-  Royte stability: The route-stability module assigns a higher
offs across different policy objectives. number to routes that are more stable, where the tag rep-
Principle: Flexible policies require a route-selection algo-  resents the inverse of the penalty function used in today’s
rithm that can balance multiple policy objectives. route-flap damping algorithm.

Morpheus allows network operators to write their own Suspicious routes: The Pretty Good BGP (PGBGP) [10]
route-selection algorithm that selects bestroutes bastteo  moqy|é identifies suspicious routes based on a history of
tags set by the import policy modules. However, many net- (yrefix, origin AS) pairs. The module assigns a tag of 99 if

work operators would prefer not to write a “program” (€.9., 5 route’s origin AS matches the history of the past 24 hours,
in C or another higher-level language) every time they want ;. 5 otherwise.

to changes their routing policies. In addition, expressing
bitrary route-selection algorithms in a higher-level laage
introduces a variety of risks (e.g., that the program never
terminates). Instead, we envision that operators would use
a simple configuration interface to control how Morpheus
weighs the policy objectives. The underlying (configurable
alg_or_lthm Shou'd .be flexible enough .to supp(_)rt most useful 2Alternatively, a route-selection algorithm can return eodéest routes
policies, and efficient enough to terminate quickly. (e.g., topk routes) instead of one, if desired.

Furthermore, in order to realize such policies that require  3The PGBGP module was implemented by Josh Karlin.

The import modules are connected in a pipeline, consis-
tent with the XORP software architecture. The first module
is a filtering module that discards BGP routes that should not
be used under any circumstances (e.g., due to a loop in the
AS path).




4.2 Score-Based Route-Selection Algorithms In the end, a route-selection algorithm selects a single
best route for each destination prefix for each edge router
and each eBGP neighbor. A limited, yet powerful, form
of multipath routing is achieved by running multiple route-
selection algorithms, each configured to emphasize differ-

n " ent objectives. In particular, each eBGP neighbor can sub-
g — Z F(si) = Z(aisi +b)ul(si —e)di] (1) scribe to the output of one route-selt_ection algorithm, sore

P and use the best routes that algorithm produces. We plan
to extend our prototype to provide eBGP neighbors with
finer-grain control over which prefixes are learned from each
route-selection algorithm. This kind of multipath servozan
be readily deployed today without requiring changes to the
routers used in other ASes.

Upon receiving a new route, a route-selection algorithm
computes dinal scoreS, as a function of the module-specific
tags 6; for policy objective:). The score function is given
by the following formula:

i=1
This formula enables network operators to trade off diffiére
policy objectives by adjusting parameteis b;, ¢;, andd;.
The effect of these parameters on the final score is given in
Figure 4. Patameter; is called aweightand controls the
slope of the score function. Parametgris called anoff-
setand guarantees that routes withbelow the minimum or 5 Applications
above the the maximum desirable value get lower final scores ]
than routes in the opposite range. Parametés called a W|t_h_Morpheus_, netvv_ork operators can reallze many useful
thresholdand is used in expressing policies that need not dis- Policies that arenfeasibletoday. In this section, we present
tinguish between tag values above or below a given thresh-WWo €xamples of such policies.
old. (For example, if the policy objective is stability, any 51 Trade-offs Amongst Multiple Criteria
route having a tag above, say, 70 might be viewed as “sta-

ble enough.”) In order to support this functionality, thewe In the first example, we give a configuration of our prototype

function also contains the unit step functiofr).# Parame-  thatrealizes the following policy (also mentioned prewigu
ter d; is called asignand is used to control the minimum or 1N Section 1) that trades revenue for route stability:
maximum desirable value for each tag. “If all routes are somewhat unstable, pick the most stable
This simple formula provides powerful support for trade- Path (of any length through any kind of neighbor), otherwise
offs between policy objectives, while ensuring fast compu- Pick the shortest stable path through a customer”
tation of a final score for each route. In addition, selecting Assume for simplicity that there are three import mod-
the best route(s) requires only simple comparison opematio ules (policy objectives) in the system: one for business re-
to identify the route(s) with the maximum score. When a lationships, one for AS-path length, and one for route sta-
new route arrives, the route-selection algorithm only seed bility. The business-relationships and route-stabilitgdm
to compare the new route’s final score to the current max- ules assign tags; and s> to a route according to Sec-
imum value, instead of comparing to all candidate routes. tion 4.1, respectively. The AS-path-length module assigns
The downside of our approach is that the network operator tagss = 100 — 4n to aroute, where is the AS-path length.
must tune a potentially large number of parameters and rea-Supposing a route is stable if and onlyif > 70, the above-
son about their effects on route selection. (In our ongoing mentioned policy can be realized by the following function:
work, we are exploring existing techniques from decision
theory, such as Multi-Criteria Decision Analysis [2, 15], t
provide a framework for balancing trade-offs between mul-
tiple policy objectives.)
After comparing routes based on their final scores, a route-

S =100s1 + (1010053 — 1010000)u(70 — s2) 4 53 (2)

Variablesa; = 100 andas = 1 are chosen such that, for
everys; andss, a;s; > agss. This condition implies that,

i ; X X given the same stability tag, a customer route is guaranteed
selection algorithm may find that multiple routes have the to get a higher final score than a peer or provider route ir-

same maximum score. To compute a single best route e qnective of the length. Variabie — 10100 is chosen in
for each edge router, Morpheus applies a rank-based tie-o same way. Finally, variable — 1010000 is chosen to

breaking algorithm. For each edge router, Morpheus has a, ,5rantee that each stable rout £ 70) has a higher final
p ) : . -9 £ 9

ixed (but configurable) ranking of all egress points. This score than every unstable one & 70).

ranking may reflect geographic distance or the typical IGP

distances (e.g., as reflected in the network design) betweerb.2 Backward Compatible Multipath Service

each pair of edge routers. By decoupling changes in the IGP| 1 this example, Morpheus offers two types of paths: (a) “de-
distances from the BGP routing decisions, the fixed-ranking fault path”, for regular customers, and (b) “secure patbf, f
scheme avoids the problems associated with hot-potate rout . .<tomers who are willing to pay’more t0 have the most se-

ing [14] and gives the ISP additional control over the flow ;.o haths available. Here by “secure”, we mean a route with

of traffic. A closer coupling with the IGP distances, where tag “99” assigned by the Pretty Good BGP (PGBGP) mod-

ne_ede_d, can be gchlevgd ona Io_nger tlme_ scale by SImIOIyuIe. Customers can subscribe to the type of routes they want

adjusting the configuration of the fixed ranking. through some out-band channel (e.g., a Web page) and do
4u(z) is 0 if = < 0 and1 otherwise. not need to change their network settings.




Morpheus offers this service by running two separate Traffic engineering typically depends on routing decisions

route selection algorithms in parallel. One algorithm sile

across many routers and destination prefixes. We are ex-

the default paths by having a score function that generally ploring ways to embed the load-balancing objectives diyect

balances different policy objectives (e.g., the one in Sec- in the route-selection algorithm.

tion 5.1). The other algorithm selects secure paths bynggetti
the weighta,, of the PGBGP module tag, as:

ap, >100 Y a
i=1,i%p
This condition guarantees a route with the largest PGBGP ing

tag s, will have the highest final score, gives is integer
betweernd and99. Other policy objectives only take effect

3)

In addition, we believe

that multipath routing would make traffic engineering sig-
nificantly easier, by allowing the routers to simply adjunst t
percentage of traffic they place on each path, rather than se-
lecting an entirely new path for one or more prefixes.

Finally, we are studying the influence of flexible rout-

policies and multipath routing on global BGP conver-

gence. We believe that many useful local policies can be
achieved without compromising global stability, inclugin

when there are more than one route with the same highestolicies that are not possible without deploying a systém li
PGBGP score. Each algorithm selects its own set of bestMorpheus.
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