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Guaranteeing correctness of distributed systems in development
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Specy: Automatically Learning Specifications for Distributed Systems
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Insight 1
Most specifications can be expressed as (restricted) first-order logic (FOL) formulas over events
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Examples
External Consistency (Google Spanner)

∀e0, e1 : eCommit . e0 . commit < e1 . start → e0 . ts < e1 . ts
If a transaction T1 commits before T2 starts, then the timestamp of T1 is less than that of T2 

Election Safety (Raft)

∀e0, e1 : eElected . e0 . term = e1 . term → e0 . leader = e1 . leader
The leader elected at each term is unique

Whitelist Safety (Firewall)
For each event that is allowed by the firewall, there exists an earlier event that grants the permission to the sender
∀e0 : eRecv . e0 . allowed → ∃e1 : eGrant . e1 ≺ e0 ∧ e0 . sender = e1 . host

Happens-before relation

Quorum Votes (Consensus)
Every decision must have received a majority of votes
∀e0 : eDecide . ∃≥quorume1 : eVote . e1 ≺ e0 ∧ e0 . ballot = e1 . vote

At least a quorum number of eVote event
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Example: Ring Leader Election Protocol

Events and types declarations

Node state machineLocal states (variables)
Init state 

Initializes the local states, 
then shift to Nominating state.

Nominating state 
Upon entry, send its own id to the node 

to its right, then start listening to eNominate

Won state 
Enter this state after winning the election
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Example: Ring Leader Election Protocol

Unique Leader:

Leader has the highest id

Leader exists

∀e0, e1 : eElectedAsLeader . e0 . nodeId = e1 . nodeId

∀e0 : eElectedAsLeader, e1 : eNominate . e0 . nodeId ≥ e1 . vote

∀e0 : eElectedAsLeader . ∃e1 : eNominate . e1 ≺ e0 ∧ e0 . nodeId = e1 . vote
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Insight 2
Specifications expressed as FOL formulas over events can be decomposed in to the following components

∀(ei : τi)+ . → ∃(ej : τj)* .G W ∧ H
Guards Witnesses (optional)

Hypotheses

∀e0 : eRecv . e0 . allowed → ∃e1 : eGrant . e1 ≺ e0 ∧ e0 . sender = e1 . host
Whitelist Safety (Firewall)

Control condition Existence of certain events

Property holds under Guards and Witnesses
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Grammar of Target Formulas

Top-level rules

Predicates Terms

User-provided predicates

and functions
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Learning Procedure
A novel combination of static enumerative search and dynamic learning

∀(ei : τi)+

∃(ej : τj)*
G W

H

Enumerated

Learned

Restricts the scope for 
dynamic learning

∃SC
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Search space construction
Identifying ∀(ei : τi)+

∃(ej : τj)*
(Event combinations)

When the P model is available, identify event combinations using the following causal relation patterns 

Machine

Same-sourced-sends

e0 : τ0

e1 : τ1

∀e0 : τ0, e1 : τ1

Machine

Receive-then-send

e0 : τ0e1 : τ1

∀e0 : τ0
∃e1 : τ1

Machine

Send-then-listen

e0 : τ0

e1 : τ1

∀e0 : τ0
∃e1 : τ1

Conditions under which  can be sent 
(e.g. received quorum of )

e0
e1

May capture liveness properties 
(e.g. for each request , there exists a response )e0 e1
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Search space construction
Generating Terms and Predicates

Bottom-up grammar expansion 
(For a given event combination)

Set of terms 𝕄

Set of (atomic) predicates  ℙ

(ei : τi)+

(ej : τj)*
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Running example: Ring Leader Election
Generating Terms and Predicates

Set of terms 𝕄 Set of (atomic) predicates  ℙ

∀e0 : eElectedAsLeader
∃e1 : eNominate

e0 ≺ e1 e1 ≺ e0

e0 . nodeId = e1 . vote
e0 . nodeId < e1 . vote
e0 . nodeId > e1 . vote

⋮

e0 e1

e0 . nodeId
e1 . vote
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Enumerative Grid Search
Enumerates

A set of terms 𝕄
A set of predicates  ℙ

G W

Given:

At a grid point , Specy enumerates(g, w, r)

G

W

ℝ

Conjunctions of  predicates from g ℙ

Conjunctions of  predicates from w ℙ

Subsets of  with size , called Relate Sets𝕄 r
over which the dynamic learner learns predicates in  H
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Dynamic Learner Interface
Compute Event Instantiations and Observations

Given: ℝG W

1. Compute Event instantiations  that satisfy Σ

and event traces∀(ei : τi)+

∃(ej : τj)*
, enumerated

H3. Learn predicates for

, , under each substitution𝒪ℝ

G W

2. Compute Observations of ℝ

that hold for all observations in𝒪ℝ
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Examples

Learning formulas of ϕ∀

Running example:

∀e0 : eElectedAsLeader, e1 : eNominate

e1 ≺ e0 ⊤ ℝ = {e0 . nodeId, e1 . vote}

Substitutions of  that satisfye0, e1 e1 ≺ e0

e0

e1
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Learning formulas of ϕ∀

Running example:

∀e0 : eElectedAsLeader, e1 : eNominate

e1 ≺ e0 ⊤ ℝ = {e0 . nodeId, e1 . vote}

Substitutions of  that satisfye0, e1 e1 ≺ e0

e0

e1

𝒪ℝ {2,2} {2,1} {2,2} {2,2}

Examples
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Learning formulas of ϕ∀

Running example:

∀e0 : eElectedAsLeader, e1 : eNominate

e1 ≺ e0 ⊤ ℝ = {e0 . nodeId, e1 . vote}

𝒪ℝ {2,2} {2,1} {2,2} {2,2}

H e0 . nodeId ≥ e1 . voteLearned

∀e0 : eElectedAsLeader, e1 : eNominate e1 ≺ e0 → e0 . nodeId ≥ e1 . voteLearned specification

Examples
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Learning formulas of ϕ∀∃

Running example:

∀e0 : eElectedAsLeader∃e1 : eNominate

⊤ e1 ≺ e0 ℝ = {e0 . nodeId, e1 . vote}

Substitutions of  that satisfye0, e1 ⊤

e0

e1

e1 ≺ e0

{ }

Examples
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Learning formulas of ϕ∀∃

Running example:

∀e0 : eElectedAsLeader∃e1 : eNominate

⊤ e1 ≺ e0 ℝ = {e0 . nodeId, e1 . vote}

Substitutions of  that satisfye0, e1 ⊤

e0

e1

e1 ≺ e0

{ }

𝒪ℝ {2,{2,1,2,2}}

Examples
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Learning formulas of ϕ∀∃

Running example:

∀e0 : eElectedAsLeader∃e1 : eNominate

⊤ e1 ≺ e0 ℝ = {e0 . nodeId, e1 . vote}

𝒪ℝ {2,{2,1,2,2}}

H e0 . nodeId = e1 . voteLearned

2 ∈ {2,1,2,2}

Examples
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Learning formulas of ϕ∀∃

Running example:

∀e0 : eElectedAsLeader∃e1 : eNominate

⊤ e1 ≺ e0 ℝ = {e0 . nodeId, e1 . vote}

∧∀e0 : eElectedAsLeader∃e1 : eNominate e1 ≺ e0 e0 . nodeId = e1 . voteLearned specification

Examples
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Evaluations

1. Learning specifications identified by previous literatures and developers

2. Benefit of Specy in practice

3. Learning inductive invariant for deductive verification



24

Evaluations

Learned all specifications from well-known and proprietary protocols identified by previous works 
(28 fully automatically, 15 with user guidance)
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Evaluations

Pruning steps reduced by 15x on average 
while keeping the important specifications

For the proprietary benchmark MVCC-2PC, 
Specy learned two specifications that are 

missed by the developers
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Evaluations

All the event-based inductive invariants are learned automatically 
State-based inductive invariants are learned with user guidance
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More Details in Our Paper

- Semantics of event-base specifications 
- Formalization of the learning procedure 
- Proof of correctness


