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Reasoning about the correctness of distributed systems is a significant challenge, with precise correctness
specifications serving as an essential prerequisite to verification. However, identifying and formulating
specifications remains amajor hurdle for developers in practice. Specy addresses this challenge by automatically
learning specifications from observable event traces generated by message exchanges in distributed systems.
The system employs a specialized grammar tailored for event-based specifications, incorporating support
for quantifiers over events – a capability essential for capturing the complex behavioral patterns inherent in
distributed protocols. Specy utilizes a novel learning procedure that combines grammar-based enumerative
search with dynamic learning from event traces, providing effective control over the specification search. We
evaluated Specy on established distributed protocols and industrial case studies, demonstrating its ability to
successfully learn important protocol specifications. Specy can discover previously unidentified specifications
overlooked by developers, automatically derive inductive invariants that were previously constructed manually
for verification purposes, and, through run-time monitoring in production systems, reveal gaps in testing
coverage – highlighting opportunities to leverage specifications in practice.
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1 Introduction
Developers of distributed systems face the formidable challenge of reasoning about system correct-
ness in the presence of myriad interleavings of messages and potential failures. A fundamental
prerequisite to achieving such rigorous reasoning is the formulation and comprehension of the
correctness specifications themselves. These specifications, which are typically expressed as safety
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or liveness properties, provide the essential foundation for diverse validation approaches em-
ployed across industry and academia – ranging from lightweight testing [16, 48, 64] or state space
exploration via model checking [13, 26, 33], to formal proofs using interactive theorem prov-
ing [27, 39, 49, 50, 55] or (semi-)automated deductive verification [23, 45, 46, 62, 63]. Furthermore,
the importance of formal specifications is also well-recognized in industry practice [6, 9, 35, 43].
Our largely anecdotal experience with the open-source P modeling framework [4, 13] for rea-

soning about industry-strength distributed services has revealed that formulating correctness
specifications that are useful across development stages imposes a significant and time-consuming
burden on service teams. Developers are required to articulate specifications that can be applied
across diverse tasks, including formal verification, runtime monitoring, and testing. To successfully
alleviate this burden, there is a clear demand for a scalable and automated specification learning
framework. Such a framework must target specifications that are (1) capable of encoding the
correctness conditions developers may require, and (2) useful across different downstream tasks,
from model checking or deductive verification, to finally runtime monitoring in production, which
serves as the last resort for guarding service quality.
While a variety of existing techniques address the challenge of learning specifications and

invariants for distributed systems [8, 19, 21, 40, 56, 59–61], they only partially fulfill the above
demands. These methods can be broadly classified into two main approaches: (1) verifier-aided
synthesis [2, 3, 21, 60–63] and (2) data-driven dynamic learning [19, 56, 59]. Approaches from the
first category, exemplified by DuoAI [60] and SWISS [21], can synthesize expressive invariants
(including ∀∃ quantifier patterns); however, their practical application faces considerable challenges.
These tools are explicitly designed to find inductive invariants and require models expressed in
decidable logic fragments [45], which involve significant intellectual and manual effort upfront.
They are not designed to find safety specifications that are not inductive by themselves, and suffer
from inherent limitations in verifier performance and scalability. In contrast, data-driven dynamic
learning techniques such as Dinv [19] and LIDO [56] avoid the need for upfront development
of decidable models, but typically find invariants in fixed-size system configurations, encoding
them as formulas that are quantifier-free. They do not support complex quantification patterns
like ∀∃ alternation, which are necessary to express many specifications [11, 44, 45, 53]. They thus
require users to manually add quantifiers for generalization to arbitrary-sized configurations – a
process that is both burdensome and error-prone. A further critical limitation common to both
verifier-aided [21, 46, 60, 62, 63] and data-driven approaches [19, 56, 59] is that they target learning
invariants on global states, that do not directly capture temporal and payload relationships between
message events. However, tracking of global states in distributed systems is computationally
expensive. Therefore, the invariants discovered by these approaches are limited in utility across
different stages of development. While they can be used with models with global states, they are
impractical for use with production-scale deployments, since one would have to re-construct or
synchronize global states from distributed local states or from exchanged messages.

In this work, we set our goal to automatically learn quantified specifications (including ∀ and ∀∃
quantifier patterns) over message events, that can be used in multiple development stages, and with

scalable performance on complex large-scale systems. We achieve this goal in Specy by developing
some key ideas highlighted below.
Learning event-based specifications. To learn specifications suitable for both verification and
monitoring of production-scale systems, we shift the focus away from state-based specifications
(targeted in many prior works) to event-based ones that express relationships between events
generated by message exchanges in distributed systems. We focus especially on causally-related

events, since their payloads capture relationships that are important for expressing correctness
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Table 1. Example event-based specifications, with Guards 𝐺 , Witnesses𝑊 , Hypotheses 𝐻 . User guid-

ance is needed in some examples, e.g., ⪯𝑢 of Update Prop. is a user-defined predicate over log entries.

Specification Description Specification Formula
External Consistency (Spanner [11]) ∀𝑒0, 𝑒1 : 𝑒𝐶𝑜𝑚𝑚𝑖𝑡 . 𝑒0 .𝑐𝑜𝑚𝑚𝑖𝑡_𝑡𝑖𝑚𝑒 < 𝑒1 .𝑠𝑡𝑎𝑟𝑡_𝑡𝑖𝑚𝑒 → 𝑒0 .𝑡𝑠 < 𝑒1 .𝑡𝑠

Election Safety (Raft [44]) ∀𝑒0, 𝑒1 : 𝑒𝐸𝑙𝑒𝑐𝑡𝑒𝑑. 𝑒0 .𝑡𝑒𝑟𝑚 = 𝑒1 .𝑡𝑒𝑟𝑚 → 𝑒0 .𝑙𝑒𝑎𝑑𝑒𝑟 = 𝑒1 .𝑙𝑒𝑎𝑑𝑒𝑟

Update Prop. (Chain Replication [53]) ∀𝑒0, 𝑒1 : eNodeLog. 𝑒0 .𝑝𝑜𝑠 ≤ 𝑒1 .𝑝𝑜𝑠 → 𝑒1 .𝑙𝑜𝑔 ⪯𝑢 𝑒0 .𝑙𝑜𝑔

Whitelist Safety (Firewall [42]) ∀𝑒0 : 𝑒𝑅𝑒𝑐𝑣 . 𝑒0 .𝑎𝑙𝑙𝑜𝑤𝑒𝑑 = ⊤ → ∃𝑒1 : 𝑒𝐺𝑟𝑎𝑛𝑡 . 𝑒1 ≺ 𝑒0 ∧ 𝑒0 .𝑠𝑟𝑐 = 𝑒1 .ℎ𝑜𝑠𝑡

Quorum Votes (Consensus [41]) ∀𝑒0 : eDecide. ∃≥𝑞𝑢𝑜𝑟𝑢𝑚𝑒1 : eVote. 𝑒1 ≺ 𝑒0 ∧ 𝑒0 .𝑏𝑎𝑙𝑙𝑜𝑡 = 𝑒1 .𝑣𝑜𝑡𝑒

properties, and this avoids considering irrelevant message orderings in the system. Event-based
specifications have important benefits. They can be monitored at the message interfaces of indi-
vidual system components, and do not require a centralized view or tracking of the global system
state. Plus, they can be applied across different levels of abstraction to support refinement and
conformance checking, from high-level models down to code-level implementations, so long as the
component message interfaces remain the same. Users may also extend the message interface (via
code and/or instrumentation) to selectively include shared states to guide the learning of state-based
specifications. Also, recent advances in protocol verifiers [42] target event-based specifications,
and Specy can be used to find inductive invariants to assist the proofs with such verifiers.
Grammar for correctness specifications (§3). Specy learns specifications in first-order logic
(FOL) with formulas that satisfy a custom grammar tailored for distributed systems. Our custom
grammar is more general and flexible than prior works in dynamic learning [8, 19, 40, 56, 57], which
focused on temporal relations or pre-defined properties, with little support for quantifiers. Our
grammar allows logical constraints to be expressed over all events of a certain type, or relational
constraints over multiple events of the same/different types, where each event is associated with
a message and its payload. The former are useful for capturing local specifications (for a single
component), and the latter are useful for capturing inter-component relational specifications. It
allows ∀ and ∀∃ quantifier patterns on events and quorum-based quantification.
The custom grammar in Specy is based on our insight that correctness specifications for most

practical protocols follow an if-guard-then-witness-and-relation pattern; some examples from well-
known distributed system protocols are shown in Table 1. Each specification has: (1) typed events,
which are quantified, (2) Guards 𝐺 , predicates on events or their payloads to capture control

conditions, (3) Witness𝑊 (optional), predicates that capture existence conditions for witness events,
and (4)Hypotheses𝐻 , predicates that express relational conditions (often on payloads) thatmust hold
under the Guard andWitness conditions. For instance, theWhitelist Safety specification of a Firewall
protocol [42] states that if receiving is allowed in event 𝑒0 (guard𝐺), then there must exist an event

𝑒1 that happened before (witness𝑊 ), and which grants access to the host which is the sender in 𝑒0

(hypothesis 𝐻 ). More generally, the Witnesses enable Specy to learn specifications with quorum

constraints on the number of witnesses (e.g., Quorum Votes in Table 1). In addition to a common
set of predicates provided by Specy, users may also extend this set by defining other customized
predicates in code (e.g., ⪯𝑢 of Update Prop. in Table 1).
Fine-grained control in learning from event traces (§4). Specy uses the custom grammar
to constrain the search space of candidate specifications during learning, and to decompose the
search problem into a novel combination of static enumerative search and dynamic learning over
event traces. Essentially, it performs a grid point search where each point statically selects: (i)
the quantified events and pattern (called an event combination), and (ii) all combinations (up to a
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certain number) of allowed predicates that can appear in𝐺 and𝑊 . Then Specy invokes a dynamic
learner – Daikon [15] in our prototype – to learn the predicates in 𝐻 . Notably, the grammar and

the static enumerative search provide a fine-grained control over the scope of dynamic learning. Plus,
Specy performs several pruning steps after dynamic learning to reduce the number of learned
specifications. Both of these strategies help to avoid learning irrelevant and trivial specifications,
which is in general a big challenge in dynamic trace-driven approaches.
Impact of learned specifications in downstream tasks (§5). The specifications learned by Specy
can be used in downstream tasks to provide benefits in development practice in (at least) three
ways. First, learned specifications can be used to formally prove correctness using a verifier. We
show (§6.4) that Specy can learn both safety properties and inductive invariants needed by an
automated verifier [42] to provide proofs for many benchmarks. Second, Specy automatically
translates the learned specifications to executable runtime monitors, which can be applied to
monitor production traces, to check whether the real-world implementation adheres to the formal
model (shown in §6.5.1). Third, presenting the learned specifications to developers can reveal
gaps in specifications and behavioral test coverage. In our evaluations (§6.5.2), we present a case
study where Specy discovers important specifications overlooked by developers. In addition, when
the learned specifications are used as runtime monitors on production traces, we identified an
important gap in the behavioral test coverage of the production system.
Summary of Contributions
(1) We present Specy, a novel framework that: (a) automatically learns correctness specifications
(including quantifiers, ∀∃ alternation, and quorum constraints) (b) from observable execution traces
of messages, (c) without relying on decidable models and verifiers, i.e., where the model does not
need to be written in a decidable logic upfront, and where learning the specifications does not
require using a verifier.
(2)We introduce a novel and effective learning procedure targeting quantified event-based specifica-
tions. It combines static enumerative search and dynamic learning on event traces, with fine-grained
control on the scope of dynamic learning to avoid learning irrelevant and trivial specifications.
(3) We show the benefits of Specy in practice: learning complex specifications for a suite of well-
known and industrial scale protocols, learning inductive invariants for a downstream verifier, and
automatically generating runtime monitors for production deployments that reveal gaps in testing
coverage and developers’ understanding of system behaviors.

2 Overview of Specy Framework
In this section, we first introduce the P language using a running example. Then we provide an
overview of the custom grammar that Specy uses to learn specifications. Finally, we present the
workflow used by Specy for learning specifications from event traces.

2.1 Background: P Modeling Language
P [4, 13] is a state-machine-based programming language designed for formal modeling and
analysis of distributed systems. It enables developers to model system designs as collections
of communicating state machines, with support for checking safety and liveness properties. For
instance, AmazonWeb Services (AWS) used P to validate the strong consistency protocol in Amazon
S3, gaining confidence in its correctness during the transition from eventual to strong consistency [9].
Similarly, DeepSeek employed P to check the correctness of the Fire-Flyer File System (3FS), a
high-performance distributed file system [5], showcasing its effectiveness in analyzing complex
distributed systems.
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1 type tNodeId = int;
2 event eNominate: (vote: tNodeId );
3 event eElectedAsLeader: (nodeId: tNodeId );
4
5 machine Node {

6 # unique node identifier

7 var id: tNodeId;
8 # node to its right

9 var right: Node;

10
11 start state Init {

12 entry (cfg: (id:tNodeId ,nxt:Node)) {

13 id = cfg.id;

14 right = cfg.nxt;

15 goto Nominating;

16 }

17 }

18 state Nominating {

19 entry {

20 send right ,eNominate ,(vote=id ,)

21 }

22 on eNominate do (p:(vote:tNodeId )) {

23 if (p.vote == id) {

24 announce eElectedAsLeader ,( nodeId=id ,);

25 goto Won;

26 } else if (p.vote > id) {

27 send right ,eNominate ,(vote=p.vote ,);

28 } else {

29 send right ,eNominate ,(vote=id ,);

30 }

31 }

32 }

33 state Won {ignore eNominate ;}

34 }

Fig. 1. Ring Leader Election (RLE) protocol modeled in P

eNominate
(vote=2)

Resulting traceeNominate
(vote=1)

eNominate
(vote=2)

eNominate
(vote=2)

eNominate
(vote=2)

eNominate
(vote=1)

eNominate
(vote=2)

eElectedAsLeader
(nodeId=2)

eNominate
(vote=2)

eNominate
(vote=2)

eElectedAsLeader
(nodeId=2)

eNominate
(vote=2)

Fig. 2. An example event trace for RLE protocol with 2 nodes 𝑁1 and𝑁2

2.2 Running Example: Ring Leader Election Protocol
A P program comprises state machines communicating asynchronously with each other using

events for exchanging messages with typed payloads. Each machine has an input buffer, event
handlers that are executed on receiving an event, and a local store. The machines run concurrently,
receiving and sending events, creating new machines, and updating the local store.

We use the well-known Ring Leader Election protocol (RLE) [10] as our running example. In this
protocol, nodes are arranged in a ring topology and assigned a unique, totally ordered identifier
(id). To initiate the leader election, each node sends its id to the node on its right. Upon receiving
an id, a node compares it with its own id. If they are equal, the node declares itself the leader.
Otherwise, it forwards the greater id to the node on its right. Ultimately, the node with the highest
id elects itself as the unique leader.

Fig. 1 shows the state machine Node (line 5) in the RLE protocol. The event declarations (lines 2,
3) specify the names and payload types of the events used in the RLE protocol. For example, the
eNominate event (line 2) has a payload with a vote field of type tNodeId.
The state machines in P have local variables and states. Each state may have an entry function

that is executed on entering the state through a transition. After executing the entry function, the
machine tries dequeuing an event from its buffer and executes the associated event handler. For
instance, in Nominating state, the machine has a handler for eNominate event (line 22), where the
argument of the handler takes the value of the event payload. Machines may send an event to
another machine or broadcast an event, by using send (line 20) or announce (line 24), respectively.
Executing goto statements (e.g., line 15) transitions the machine to another state. After initialization,
the machine transitions to Nominating state and sends its id to right using the eNominate event.
Upon receiving an eNominate event, it compares vote to its own id. If equal, then it announces
an eElectedAsLeader event with its id and transitions to the Won state. Otherwise, it sends an
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Events Types, Payload Types, 
Causal Relations

Event Traces

Specy Learning Procedure

Learned Specifications

Runtime
monitoring

Automated
verification

Human
evaluation

Daikon

(a) Workflow of Specy

Dynamic Learner Interface

Learned Predicates for

Pruning Procedures

Observations

Grid Search
Traces

§

§

§

Determine Event
Combinations

Learned
Specifications

§

(b) Specy Learning Procedure (§4)

Fig. 3. Top-level workflow of Specy (left) and the Learning procedure (right). The learning procedure deter-

mines event combinations, combines a static enumerative grid search with Daikon-based dynamic learning,

and performs pruning.

eNominate event to right with the greater id as the payload. Fig. 2 shows an example execution
with two nodes (left), and the associated event trace (right), over which Specy performs learning.

2.3 Custom Grammar for Event-Based Specifications
To learn specifications that are useful for distributed systems such as the Ring Leader Election pro-
tocol modeled in our running example, Specy uses the following formula template for specification
𝜙 , which can capture many correctness properties (as shown in Table 1, and later in §6):

𝜙 : (∀®𝑒𝑖 )+ . 𝐺 (®𝑒𝑖 ) → (∃®𝑒 𝑗 )∗ . 𝑊 (®𝑒𝑖 , ®𝑒 𝑗 ) ∧ 𝐻 (®𝑒𝑖 , ®𝑒 𝑗 ) (1)

The formula uses universal quantifiers (∀, at least one) as well as nested existential quantifiers (∃,
optionally) over vectors of typed events (®𝑒𝑖 , ®𝑒 𝑗 , respectively). Formulas with single event variables
are useful for expressing local component-based specifications, while formulas with two (or more)
event variables capture inter-component relational specifications. Although the grammar supports
quantification over any fixed number of event types, we found that it is enough in practice to learn
specifications that are quantified over just two types of events that are causally-related.

Also, note that this grammar does not support a ∃∀ quantifier pattern. For example, in network
routing protocols, one may wish to express a unique route convergence property: there exists a
unique routing solution at protocol convergence, such that all routing routing messages received
after convergence result in the same routing solution. However, we found that most correctness
specifications do not fall in this pattern. We will discuss how Specy can be extended to support
other patterns in §6.6.

At a high level, the quantifier-free part of the formula template uses the if-then form (expressed
using implication→) that occurs commonly in specifications to capture conditions under which
certain relationships hold on events. Accordingly, it differentiates the subformulas shown as Guard
( 𝐺 ), Witness (𝑊 ), and Hypothesis ( 𝐻 ). Note that when𝐺 is true (⊤), the𝑊 (when specified)
and 𝐻 must hold unconditionally. For formulas with single event variables, setting 𝐺 to true can
express properties that avoid bad (i.e., unsafe) messages.

The grammar allows temporal (e.g., happens-before [32]) and payload relationships (e.g., equal-
ity, arithmetic) in the 𝐺,𝑊 ,𝐻 subformulas, via standard (as well as user-defined) functions and
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predicates over events and their typed fields. Although this formula template resembles a popular
decidable fragment of FOL called EPR [46], Specy does not rely on availability of decidable models
or verifiers for learning specifications. The main requirement is that all function and predicate
symbols used in the specification grammar must have standard (or user-defined) evaluators that
can be applied on concrete events in the traces.
In general, learning specifications poses several challenges, since there is an inherent trade-off

between the expressiveness of the learning targets and search efficiency. Specy carefully constrains
the search space for learning, and provides an iterative approach to increase the complexity of
target specifications. Furthermore, the learning procedure in Specy is largely automated, with
the ability to leverage user guidance. Specifically, Specy uses a static enumerative search (over
®𝑒𝑖 , ®𝑒 𝑗 ,𝐺,𝑊 ) to provide critical filters that control the scope of dynamic learning (for 𝐻 ), where the
formula template (Eqn 1) provides a structured way to decompose the overall search.

2.4 From Event Traces to Specifications
We now elaborate on how Specy is used for learning specifications and how the learned speci-
fications are applied in practice. The high-level workflow is shown in Fig. 3a, with the learning
procedure components shown in Fig. 3b (detailed later, §4).
1 Prepare inputs. The user first prepares inputs to Specy: (1) a set of event traces (e.g., by
using a P model and the PChecker [4] to generate traces), and (2) trace metadata including event
types, payload types, and causal relations between events. Note that while a P model is useful for
automatically extracting these inputs, it is not required for Specy to learn specifications. When the
P model is not available, users need to provide these inputs as configurations to Specy.
2 Computing grammars (§3) and learning specifications (§4). Specy uses the metadata to
identify which events and quantifiers to target in the specification formula template 𝜙 (®𝑒𝑖 , ®𝑒 𝑗 in
Eqn 1) based on causality patterns in sending/receiving messages. For each such combination, Specy
computes a grammar that generates the set of allowed terms and predicates in 𝜙 . To learn 𝜙 from
traces, Specy statically enumerates 𝐺 (and optionally𝑊 ) from the grammar, and uses Daikon [15]
to dynamically learn 𝐻 over terms from events in traces where𝐺 (and𝑊 ) are true. Finally, Specy
assembles the learned specification 𝜙 by putting together these parts.
3 Effective pruning (§4.5). Next, Specy applies several logic-based pruning steps to remove
redundant specifications (e.g., tautologies, formulas that are subsumed by other formulas). If a P
model is available, Specy translates the learned specifications into PChecker assertions and applies
PChecker to remove specifications that are falsified by the model checker.
Running example. For the RLE protocol, Specy successfully learns the well-known safety specifi-
cation as formulas over the eElectedAsLeader (E) and eNominate (N ) events shown below. These
formulas together state that a unique leader (Eqn 1) with the highest id (Eqn 2) is elected (Eqn 3).
Here, 𝑒1 ≺ 𝑒0 encodes the standard happens-before relation [32]. When interpreted over a single
trace, an event 𝑒1 happens-before another event 𝑒0 if 𝑒1 appears earlier in the trace than 𝑒0.

∀𝑒0, 𝑒1 : E . 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 = 𝑒1.𝑛𝑜𝑑𝑒𝐼𝑑 (1)
∀𝑒0 : E, 𝑒1 : N . 𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑 ≥ 𝑒1.𝑣𝑜𝑡𝑒 (2)
∀𝑒0 : E . ∃𝑒1 : N . 𝑒1 ≺ 𝑒0 ∧ 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 = 𝑒1 .𝑣𝑜𝑡𝑒 (3)

Application of learned specifications. For our running example, Specy learns 30 specifications
in total, including the above three safety properties. In addition, Specy learns three inductive
invariants (§6.4) that were previously provided manually in the proof of the RLE protocol. These
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Vars 𝑣 ∈ 𝑉

Constants 𝑐 ∈ 𝐶

Event Vars 𝑒 ∈ 𝐸

Event Types 𝜏𝑖

Terms 𝑇 F 𝑇𝐸 |𝑇𝐹
Event Terms 𝑇𝐸 F indexof(𝐸)
Field Terms 𝑇𝐹 F 𝐶 | 𝐸.𝑣 | 𝑓 (𝑇 +

𝐹 )
Preds 𝑃 F 𝑃𝐸 | 𝑃𝐹 | ¬𝑃𝐹
Event Preds 𝑃𝐸 F 𝑇𝐸 =𝑇𝐸 |𝑇𝐸 < 𝑇𝐸 |𝑇𝐸 > 𝑇𝐸

Field Preds 𝑃𝐹 F 𝑇𝐹 =𝑇𝐹 |𝑇𝐹 < 𝑇𝐹

|𝑇𝐹 ≤ 𝑇𝐹 |𝑢𝑃 (𝑢𝑓 (𝑇 +
𝐹 )+)

SetCardinality 𝑆𝐶 (𝑚) F 𝑚 ≥ 1 |𝑚 =𝐶 |𝑚 ≤ 𝐶 |𝑚 ≥ 𝐶

𝜙∀ F (∀𝑒𝑖 : 𝜏𝑖 )+ .
∧

𝑃∗ → ∧
𝑃+

𝜙∀∃ F (∀𝑒𝑖 : 𝜏𝑖 )+ .
∧
𝑃∗ → (∃𝑆𝐶𝑒 𝑗 : 𝜏 𝑗 )+ .

∧
𝑃∗ ∧

𝑃+

Fig. 4. Grammar for Specification Formulas

help the verifier [42] complete the proof of the safety properties automatically. Other downstream
applications like runtime monitoring are demonstrated in our evaluations (§6.5.2).

3 Custom Grammar in Specy
In this section, we formally define the grammar and semantics for the specification formula template
used in Specy. We provide examples that demonstrate its expressiveness and also highlight user
guidance that can customize the search for candidate specifications.

3.1 Grammar and Semantics
Specy targets two top-level rules in formula templates, shown as boxed rules in the grammar listed
in Fig. 4. The first boxed rule, shown as 𝜙∀ , uses only forall (∀) quantifiers over event variables ®𝑒𝑖 .
The second boxed rule, shown as 𝜙∀∃ , uses additional nested existential (∃) quantifiers over event
variables ®𝑒 𝑗 . Variables ®𝑒𝑖 and ®𝑒 𝑗 have types ®𝜏𝑖 and ®𝜏 𝑗 , respectively. (In the sequel, we will assume
that all events are typed-events.) Additionally, the existential quantifiers may be augmented by a
Set Cardinality (𝑆𝐶) constraint, to be explained shortly.

In the body of the formula templates, each of the boxes
(
𝐺 , 𝑊 , 𝐻

)
is a conjunction of atomic

predicates 𝑃 , defined over events or terms. The grammar for terms (Terms 𝑇 ) and predicates (Preds
𝑃 ) is shown above the box in Fig. 4. Notably, this grammar is sufficient to express all protocol
specifications in a comprehensive set of benchmarks, as shown later in our evaluations (§6.3).
Grammar for Terms and Predicates. As shown in the grammar rules, terms (𝑇 ) are either Event
Terms (𝑇𝐸 ) or Field Terms (𝑇𝐹 ). Event Terms are special terms with application of indexof function
on an event variable, which is interpreted as the index of that event in a trace. Field Terms are
comprised of constants (𝐶), fields of event payloads (𝐸.𝑣) and function applications over Field Terms
(𝑓 (𝑇 +

𝐹
); here + means one or more). For function applications over Field Terms (𝑓 (𝑇 +

𝐹
)), Specy
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supports standard arithmetic functions over integers and floating points, and a sizeof function for
a list or set that returns its size.

Predicates (𝑃 ) are also of two kinds: (1) Event Preds (𝑃𝐸 ) that relate Event Terms, and (2) Field Preds
(𝑃𝐹 , ¬𝑃𝐹 ) that relate Field Terms. The former includes arithmetic comparison over indexof(𝐸) that
encodes the standard happens-before (≺) relation [32] to express temporal relationships between
events. The latter includes standard operators over suitably-typed terms: equality (=), inequality
(≠), numerical comparisons (<, >,≤,≥). 𝑃𝐹 also includes user-defined predicates (denoted 𝑢𝑃 ) over
terms with user-defined function applications over terms (denoted 𝑢𝑓 (𝑇 +)+). The grammar can
be easily extended, supported by an evaluator from concrete values of event fields in traces, to
concrete values (for terms) and to true/false (for predicates).
Support for Universal Quantification. Our grammar can express formulas that univerally
quantify over one or more types of events (𝜙∀). This pattern captures local properties when
quantifying over a single type of event (e.g., for all decision events, the round numbers are valid).
When quantifying over multiple types of events, it captures relational specifications that express
cross-event properties (e.g., all read events carry the highest version number among all previous
writes to the same key).
Support for Existential Quantification.We also support a forall-exists (∀∃) quantifier pattern in
𝜙∀∃ , since this can capture both safety (e.g., for all incoming messages, there exists a handshake)
and some liveness properties (e.g., for all client requests, there exists a server response). We refer to
an existential quantifier labeled with an SC(𝑚) constraint as an augmented existential quantifier — it
allows quantification over a set of witness events, where the cardinality𝑚 of the witness set satisfies
the labeled SC constraint. This is very useful for expressing quorums in consensus protocols. The
standard semantics of an existential quantifier is equivalent to the SC constraint:𝑚 ≥ 1.
Expressiveness. We use the grammar defined in Fig. 4 to restrict the candidate space during
learning, while still allowing useful formulas. We show in our evaluations that it captures safety
specifications of many well-known as well as proprietary protocols (§6). We made some tradeoffs
in expressiveness to gain search efficiency. One tradeoff is that Specy does not currently support
specifications with a ∃∀ quantifier pattern, e.g., the unique convergence property of network
routing protocols (§2.3).
Implicit Disjunctions. Another tradeoff is in allowing only implicit, rather than explicit, disjunc-
tions. Specifically, Specy allows a top-level implication (which is implicitly a disjunction), where the
constituents𝐺,𝑊 ,𝐻 are conjunctions of atomic predicates. Note that disjunctions can be implicitly
expressed in these constituents: for disjunctions in 𝐺 =𝐺1 ∨𝐺2, Specy considers 𝐺1,𝐺2 separately.
If the same 𝐻 is learned under both, it corresponds to learning 𝐻 under the disjunct 𝐺 . For𝑊 , the
user can define a new predicate as the disjunction of other atomic predicates. For a learned𝐻 , Specy
does not directly control the predicates in 𝐻 , and the dynamic learner may support predicates that
implicitly encode disjunctions. For example, the set-membership predicate member(𝑥, 𝑆) supported
by Daikon encodes the disjunction

∨
𝑠∈𝑆 𝑥 = 𝑠).

Semantics of Specification Formulas over Traces. The specification formulas are interpreted
over the given set of event traces, and the semantics are fairly straight-forward where the quantified
events are interpreted over all type-consistent instantiations in the traces. Selected semantic rules
for interpretation over a single trace T are shown in Fig. 5 (with the full set in Appendix B). We
extend the semantics to a set of traces T, if the specification formula is true for each T ∈ T.

Formally, we interpret terms (𝑇 ), predicates (𝑃 ), and formulas (𝜙) over a trace T , an event typing

context Γ, and an event instantiation 𝜎 . A trace T is a finite sequence of events ordered by their
occurrence. A typing context Γ maps event variables 𝐸 to types 𝜏 , and we use [𝑒 ↦→ 𝜏]Γ to denote
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Traces T , Event type context Γ, Event instantiations 𝜎 , Set of Instantiations Σ
T ≜ ⟨𝑧0 : 𝜏0, 𝑧1 : 𝜏1, . . . , 𝑧𝑛 : 𝜏𝑛⟩ Γ : 𝐸 → 𝜏 𝜎 : 𝐸 → 𝑧 ∈ T Σ𝑒 :𝜏 ≜ {{𝑒 ↦→ 𝑧𝑖 } | 𝑧𝑖 : 𝜏 ∈ T }

Semantics of terms (𝑇 ) over T , Γ, 𝜎

Eval-Index
T Γ(𝑒) = 𝜏𝑖 𝜎 (𝑒) = 𝑧𝑖 𝑧𝑖 : 𝜏𝑖 ∈ T

Eval(𝜎, indexof(𝑒)) = 𝑖

Eval-Proj
T Γ(𝑒) = 𝜏𝑖 𝜎 (𝑒) = 𝑧𝑖 𝑧𝑖 : 𝜏𝑜 ∈ T

Eval(𝜎, 𝑒.𝑣) = 𝑧𝑖 .𝑣

Eval-fun
T , Γ Eval(𝜎, 𝑡0) = 𝑣0 · · · Eval(𝜎, 𝑡𝑛) = 𝑣𝑛

Eval(𝜎, 𝑓 (𝑡0, . . . 𝑡𝑛)) = 𝑓 (𝑣0, . . . 𝑣𝑛)

Semantics of atomic predicates (𝑃 ) and boolean combinations over T , Γ, 𝜎

Sem-⊤
T , Γ, 𝜎 Eval(𝜎, 𝑝) = ⊤

T , Γ, 𝜎 |= 𝑝

Sem-⊥
T , Γ, 𝜎 Eval(𝜎, 𝑝) = ⊥

T , Γ, 𝜎 |= ¬𝑝
Sem-And
T , Γ, 𝜎 |=𝑄1 T , Γ, 𝜎 |=𝑄2

T , 𝜎 |=𝑄1 ∧𝑄2

Sem-Imp-l
T , Γ, 𝜎 |= ¬𝑄1

T , Γ, 𝜎 |=𝑄1 → 𝑄2
Sem-Imp-r

T , Γ, 𝜎 |=𝑄2

T , Γ, 𝜎 |=𝑄1 → 𝑄2

Sem-Temporal-HB
T , Γ, 𝜎 Eval(𝜎, indexof(𝑒)) < Eval(𝜎, indexof(𝑒′))

T , Γ, 𝜎 |= indexof(𝑒) < indexof(𝑒′)

Semantics of specification formulas (𝜙) over T , Γ, 𝜎

Sem-∀
for each 𝜎𝑖 ∈ Σ𝑒 :𝜏 : T , [𝑒 ↦→ 𝜏]Γ, 𝜎𝑖 ∪ 𝜎 |= 𝜙

T , Γ, 𝜎 |= ∀𝑒 : 𝜏 . 𝜙

Sem-∃
for some 𝜎𝑖 ∈ Σ𝑒 :𝜏 : T , [𝑒 ↦→ 𝜏]Γ, 𝜎𝑖 ∪ 𝜎 |= 𝜙

T , Γ, 𝜎 |= ∃𝑒 : 𝜏 . 𝜙
Sem-∃𝑆𝐶
𝑆𝐶 (𝑚) is true, for𝑚 distinct 𝜎𝑖 ∈ Σ𝑒 :𝜏 : T , [𝑒 ↦→ 𝜏]Γ, 𝜎𝑖 ∪ 𝜎 |= 𝜙

T , Γ, 𝜎 |= ∃𝑆𝐶𝑒 : 𝜏 . 𝜙
Fig. 5. Semantics of specification formulas (selected rules)

extending Γ with a type mapping 𝑒 ↦→ 𝜏 . An event instantiation 𝜎 maps event variables 𝑒𝑖 ∈ 𝐸 to
type-consistent concrete events 𝑧𝑖 in the trace. Essentially, 𝜎 is an interpretation that maps event
variables in the formulas to concrete events in the trace (i.e., the domain of interpretation).

Given T , Γ, and 𝜎 , the semantics of terms is their evaluation based on 𝜎 , denoted Eval(𝜎,𝑇 ).
For instance, rule Eval-Index states that indexof(𝑒) evaluates to 𝑖 if 𝜎 maps 𝑒 to the 𝑖th event 𝑧𝑖 in
T , and Γ maps 𝑒 to the type of 𝑧𝑖 . We also allow user-defined functions in terms, where function
applications evaluate to some concrete values (via Eval-Fun). The semantics of atomic predicates
(e.g., 𝑇𝐹 = 𝑇𝐹 ) is defined by the truth values of their evaluations based on involved terms. For
instance, the happens-before relation [32] semantics is shown in the rule Sem-Temporal-HB, based
on evaluations of indexof(𝑒) and indexof(𝑒′). Similarly, we allow user-defined predicates that can
be evaluated to ⊤ or ⊥ under this semantics. (Other rules are shown in Appendix B.) Semantics
of logical connectives is inductively defined (e.g., Sem-And) based on sub-formulas. Semantics
of quantified specification formulas are defined by rules Sem-∀, Sem-∃ and Sem-∃𝑆𝐶 . A formula
∀𝑒 : 𝜏 . 𝜙 is true for T , Γ, 𝜎 , if for every instantiation 𝜎𝑖 with 𝜎𝑖 (𝑒) = 𝑧𝑖 : 𝜏 ∈ T , 𝜙 holds on T ,
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[𝑒 ↦→ 𝜏]Γ, 𝜎𝑖 ∪ 𝜎 . Similarly, ∃𝑒 : 𝜏 . 𝜙 holds if 𝜙 holds for at least one instantiation; a formula with
∃𝑆𝐶 holds if the 𝑆𝐶 constraint holds for𝑚 and there are𝑚 distinct instantiations where 𝜙 holds.

3.2 Examples of Specification Formulas
We now explain the example specifications in Table 1 and show how our grammar captures them.
We mark the key components, guards 𝐺 , witnesses 𝑊 , and hypotheses 𝐻 , involved in each
specification. The upper set of specifications in Table 1 shows examples that use only forall (∀)
quantifiers, captured by 𝜙∀ in the grammar. Predicates in these specifications are captured by Field
Preds (𝑃𝐹 ) in our grammar.

External Consistency of Google Spanner [11].
𝐺 if a transaction commits before another transaction starts, then
𝐻 its commit timestamp is less than the commit timestamp of the other transaction.

Election Safety of the Raft [44] protocol. It states the uniqueness of elected leader in a single term.
𝐺 if the term number is the same in two become-leader events, then
𝐻 the event is sent by the same elected leader.

Update Propagation specification of Chain Replication [53].
𝐺 if a node 𝑛0 is placed before 𝑛1 in the chain, then
𝐻 the commit log on 𝑛1 is a prefix (⪯𝑢 ) of the commit log on 𝑛0.

Note that the Update Propagation specification has a user-defined predicate ⪯𝑢 .

The bottom set shows two specifications that require ∀∃ alternation of quantifiers in 𝜙∀∃ .

Whitelist Safety of a Firewall protocol [42] (explained in §1).
𝐺 if receiving is allowed then
𝑊 there exists an event that happened before
𝐻 that grants access to the host.

Quorum Votes of a Consensus protocol [41].
𝐺 for all decisions (⊤)
𝑊 there exists at least quorum distinct votes that happened before
𝐻 that voted for the decision.

Note that the quorum constraint is supported by an augmented existential quantifier with the SC
constraint, where the number of votes for a decision must be ≥ 𝑞𝑢𝑜𝑟𝑢𝑚.

3.3 User Guidance for Customizing Grammar
The grammar shown in Fig. 4 can be customized by a user, by providing configuration inputs or by
adding code. We categorize different levels of user guidance (labeled UG1, UG2, UG3 below) that
enhance the search space and identify domain/protocol-specific relationships between events.
(UG1) Event combinations. A user can identify interesting event combinations over which
Specy should learn the specifications. For instance, a user can specify an event combination
®𝑒𝑖 = ⟨N⟩ and ®𝑒 𝑗 = ⟨E⟩ as a configuration input in Specy, to enable Specy to learn a 𝜙∀∃ formula,
∀𝑒𝑖 : N . 𝐺 (𝑒𝑖 ) → ∃𝑒 𝑗 : E .𝑊 (𝑒𝑖 , 𝑒 𝑗 ) ∧ 𝐻 (𝑒𝑖 , 𝑒 𝑗 ).
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Table 2. Causal relation patterns that result in the listed Event Combinations (∀𝑒𝑖 : 𝜏𝑖 and ∃𝑒 𝑗 : 𝜏 𝑗 ). For each
identified causal relation, a ∀ pattern is always selected; an 𝑒𝑚𝑝𝑡𝑦 indicates that the ∀∃ pattern is not selected.

Note that the Send-then-listen causal relation does not appear (indicated N/A) in the RLE example.

Causal Relation Patterns Event Comb.
∀®𝒆𝒊 : ®𝝉𝒊 ∃®𝒆𝒋 : ®𝝉𝒋

Same-sourced-sends
(sends 𝑒0, sends 𝑒1)

⟨𝜏0, 𝜏1⟩ empty

Receive-then-send
(receives e0, then sends e1)

⟨𝜏0, 𝜏1⟩ empty
⟨𝜏1⟩ ⟨𝜏0⟩

Send-then-listen
(sends e0, then listens to e1)

⟨𝜏0, 𝜏1⟩ empty
⟨𝜏0⟩ ⟨𝜏1⟩

RLE example (Fig.1) Lines ∀®𝑒𝑖 : ®𝜏𝑖 ∃®𝑒 𝑗 : ®𝜏 𝑗

Same-sourced-sends
24 ⟨E, E⟩ empty
24, 27, 29 ⟨E,N⟩ empty
20, 27, 29 ⟨N ,N⟩ empty

Receive-then-send 22, 24 ⟨N , E⟩ empty
⟨E⟩ ⟨N⟩

Send-then-listen N/A - -

(UG2) Custom predicates. A user can add ghost code to define complex predicates that can appear
in the target formula. For example, a prefix relationship ⪯𝑢 between lists (shown in Update Prop.

in Table 1) can be provided as a custom predicate over two lists 𝑙1, 𝑙2, defined as 𝑙1 ⪯𝑢 𝑙2 ⇐⇒
|𝑙1 | ≤ |𝑙2 | ∧ ∀𝑖 ∈ [0, |𝑙1 |). 𝑙1 [𝑖] = 𝑙2 [𝑖]. Again, the main requirement is that custom functions and
predicates must be supported by evaluators.
(UG3) Exposing system states. A user can add ghost code or instrument the system to expose
some system state as auxiliary payload fields in events. For instance, in our running example (§2.2),
a user may choose to include the local variable right into the payload field of the eNominate event.
We show that this type of user guidance is helpful for Specy to learn inductive invariants (§6.4).

4 Learning Procedure in Specy
In this section, we describe the learning procedure in Specy that starts from the input traces and
metadata, and generates the specifications reported to a user, which can then be used in downstream
tasks. The important steps and components are shown in Fig. 3b.

4.1 Determining Event Combinations
The first step is to determine the quantified events ®𝑒𝑖 , ®𝑒 𝑗 , which we call event combinations, in the
formula template. Note that although it is possible, in principle, to systematically search over all
possible event combinations (e.g., in increasing number of events), this would become impractical
for protocols with many event types, and likely result in hard-to-understand specifications.
Specy performs a lightweight static analysis of event handlers in the P program to extract

causal relationships between events. Our heuristics for choosing event combinations are driven by
common causal relation patterns in protocol specifications. These are summarized in the left part
of Table 2, where the first column lists the causal relation patterns, each of which results in one or
more event combinations with the quantified events ®𝑒𝑖 , ®𝑒 𝑗 listed in the last two columns, respectively.
(For simplicity, we list the event types for each causal pattern). The right part illustrates these
patterns on our running example (§2) with the listed event combinations on event types, that result
from causal patterns identified on the respective lines in the P program (Fig. 1).
Same-sourced-sends. In this pattern, events with types 𝜏0 and 𝜏1 (with possibly 𝜏0 = 𝜏1) are sent in
the same entry function or event handler. Specy will aim to learn specifications with ∀ quantifiers
over events with types 𝜏0 and 𝜏1.
Receive-then-send. A machine may send out an event of type 𝜏0 while handling an event of type
𝜏1, where 𝜏0 ≠ 𝜏1. This results in Specy identifying two event combinations, as shown in the table.
Notably, the second event combination, where ®𝑒 𝑗 = ⟨𝜏0⟩, guides Specy to learn specifications with
forall quantifiers over 𝑒1 : 𝜏1 and existential quantifiers over 𝑒0 : 𝜏0. These specifications capture
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triggering conditions under which events of type 𝜏1 can be sent, e.g., after receiving a quorum of
events of type 𝜏0.
Send-then-listen. A machine may send an event of type 𝜏0 and then start listening for an event
of type 𝜏1, where 𝜏0 ≠ 𝜏1. Specifications learned using the listed event combinations can capture
certain liveness properties, e.g., for every event of type 𝜏0 sent by a machine, there exists an event
of type 𝜏1 that will be received later by the machine.
For each selected event combination, Specy automatically generates a candidate template

𝐶𝑇 (®𝑒𝑖 , ®𝑒 𝑗 ) = (M,P). Here,M is a set of terms generated by recursively expanding the “Terms” rule
in the grammar (Fig. 4), but with restriction to the terms constructed from payload fields of the quan-
tified events in ®𝑒𝑖 and ®𝑒 𝑗 . For example, for the event combination ®𝑒𝑖 = ⟨𝑒0 : E⟩, ®𝑒 𝑗 = ⟨𝑒1 : N⟩ in RLE
protocol, M = {indexof(𝑒0), indexof(𝑒1), 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑, 𝑒1.𝑣𝑜𝑡𝑒}. Similarly, P is a set of predicates
generated by recursively expanding the “Preds” rule in the grammar (Fig. 4), but with restriction to
the predicates over the quantified events in ®𝑒𝑖 and ®𝑒 𝑗 and their payload fields.

4.2 Enumerative Grid Search
To manage the search space complexity of target formulas, an inner loop performs a grid search for
each event combination, to learn specifications of increasing complexity that vary in the number
of predicates and terms that may appear in the target formula. Specifically, Specy performs a grid
search over three parameters (𝑔,𝑤,ℎ) that control the number of predicates in𝐺,𝑊 and the number
of terms in𝐻 , respectively. For each grid point and a given Candidate Template𝐶𝑇 (®𝑒𝑖 ®𝑒 𝑗 ) = (M,P),
Specy enumerates different choices for 𝐺 and𝑊 , by conjoining 𝑔 and 𝑤 number of predicates,
respectively, from P. For learning predicates in 𝐻 , Specy does not directly control the number,
since 𝐻 is learned by Daikon. Instead, Specy enumerates subsets ofM with ℎ terms, over which
Daikon learns the predicates in 𝐻 . We call each such subset of terms as a Relate Set, denoted as R.
By default, Specy performs a search over the 3-dimensional grid space starting at (𝑔 = 0,𝑤 =

0, ℎ = 1) and explores different grid points up to user-settable bounds in each parameter (where the
𝑤 parameter is skipped when learning𝜙∀ formulas). Note that a grid point with𝑔 = 0 corresponds to
having a guard that is always true, i.e., the consequence of the implicationmust hold unconditionally.

4.3 Dynamic Learner Interface
For each statically enumerated choice (of𝐺 ,𝑊 , and 𝑅), Specy uses a Dynamic Learner Interface to
automatically prepare inputs for a dynamic learner to discover predicates in 𝐻 . The core semantics
of this learning procedure are shown in Fig. 6 (with the complete rules shown in Appendix B).
Filtered traces T↓Γ . First, for each event combination (®𝑒𝑖 , ®𝑒 𝑗 ), Specy filters a given trace (T ∈ T) by
removing events of types that do not match ®𝑒𝑖 or ®𝑒 𝑗 , while preserving relevant events and their
temporal order, resulting in filtered traces T↓Γ , where Γ = ®𝑒𝑖 ∪ ®𝑒 𝑗 is the event typing context that
maps quantified events to types (as before in Fig. 5).
Quantifier Instantiation 𝜎 . For ease of exposition, we refer to quantified events in formulas
as symbolic events (denoted ®𝑒𝑖 , ®𝑒 𝑗 as before), and events that occur in a trace as concrete events
(denoted ®𝑧). Given the (filtered) tracesT↓Γ and an event type context Γ, Specy computes instantiations,
denoted 𝜎 (as before), that map symbolic events ®𝑒𝑖 , ®𝑒 𝑗 to all type-compatible concrete events ®𝑧𝑖 , ®𝑧 𝑗 ,
respectively, that occur within the scope of T↓Γ . We use T↓Γ , Γ ▷ 𝜎 to denote that the instantiation
𝜎 results from T↓Γ and Γ. Rule 1 shows how an event in a trace extends the event typing context Γ
and the instantiation 𝜎 , starting from an initially empty map for each.
Evaluations on trace events and observation 𝛿 . Recall that given an event type context Γ and an
instantiation 𝜎 , we can compute an evaluation of a term 𝑇 or a predicate 𝑃 , denoted as Eval(𝜎,𝑇 ),
Eval(𝜎, 𝑃) (Fig. 5). In particular, an evaluation under 𝜎 results in a concrete value (e.g., an integer)
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Types of Filtered trace T↓Γ , observations of terms 𝛿 , witnesses of 𝛿

T↓Γ ≔ ⟨𝑧𝑖 : 𝜏𝑖 | 𝑧𝑖 ∈ T and Γ(𝑒) = 𝜏𝑖 for some 𝑒⟩ 𝛿 : 𝑇 → Eval(𝜎,𝑇 ) 𝜔 : 𝛿 → 2𝛿

(1) Instantiation of symbolic events 𝑒 ∈ Γ to concrete events 𝑧 ∈ T

Inst-Init
T , Γ∅ ▷ 𝜎empty

Inst-Extend
T , Γ ▷ 𝜎 𝑧 : 𝜏 ∈ T

T , [𝑒 : 𝜏]Γ ▷ [𝑒 : 𝜏 ↦→ 𝑧]𝜎
(2) Observation 𝛿 where 𝐺 holds

Check-𝐺
T , Γ ▷ 𝜎 𝐺,R T , Γ, 𝜎 |=𝐺

T , Γ,R, 𝜎 ↣𝐺 {𝑡 ↦→ Eval(𝜎, 𝑡) | 𝑡 ∈ R}︸                           ︷︷                           ︸
𝛿

(3) Witnesses 𝜔 (𝛿) of an observation 𝛿 where 𝐺,𝑊 hold

Check-𝐺𝑊

T↓Γ∀ , Γ∀,R∀, 𝜎 ↣𝐺 𝛿

𝐺,𝑊 ,R∀∃ Σ′ ≔ {𝜎 ′ | T↓Γ∃ , Γ∃ ▷ 𝜎 ′ and T , Γ∀ ∪ Γ∃, 𝜎 ∪ 𝜎 ′ |=𝑊 } |Σ′ | > 0

T , Γ∀ ∪ Γ∃,R∀∃, 𝛿 ↣𝐺,𝑊 {{𝑡 ↦→ Eval(𝜎 ∪ 𝜎 ′, 𝑡) | 𝑡 ∈ R∀∃} | 𝜎 ′ ∈ Σ′}︸                                                     ︷︷                                                     ︸
𝜔 (𝛿 )

(4) Learning 𝐻 , given 𝐺,R (∀-only)

Learn-𝐻
T, Γ,𝐺,R Δ ≔ {𝛿 | T ∈ T and T↓Γ , Γ,R, 𝜎 ↣𝐺 𝛿} for each 𝛿 ∈ Δ: 𝐻 ⇓𝛿 ⊤

T, Γ,𝐺,R { ∀𝑒𝑖 : 𝜏𝑖 ∈ Γ. 𝐺 → 𝐻

Fig. 6. Formal semantics of Specy learning procedure (selected rules)

for a term, and a true (⊤) or false (⊥) value for a predicate. Additionally, we define an observation
𝛿 that maps terms with symbolic events to concrete values, based on a given 𝜎 . We use 𝑇 ⇓𝛿 𝑣

and 𝑃 ⇓𝛿 𝑏 to denote that the Dynamic Learner Interface evaluates 𝑇, 𝑃 to 𝑣, 𝑏, respectively, under
observation 𝛿 .
Learning 𝜙∀ formulas. The semantics of learning a 𝜙∀ formula is encoded in Rules (2) and (4) in
Fig. 6. Operationally, Specy computes a set of instantiations, denoted Σ, as follows:

Σ =
⋃
T∈T

{𝜎 | T↓Γ , Γ ▷ 𝜎 and T↓Γ , Γ, 𝜎 |=𝐺}

Intuitively, Σ represents all instantiations 𝜎 of symbolic events by concrete events in the given
traces, such that𝐺 evaluates to true under 𝜎 . Now, if there is a predicate 𝑃𝐻 , such that Eval(𝜎, 𝑃𝐻 )
is true under all 𝜎 ∈ Σ, then it holds under the guard 𝐺 and can therefore be included in 𝐻 in the
target formula.
To implement the above operations, for each 𝜎 ∈ Σ, Specy computes an observation 𝛿 = {𝑡 ↦→

Eval(𝜎, 𝑡) | 𝑡 ∈ R}, which maps terms in the enumerated Relate Set R to their evaluations under 𝜎 .
The semantics of an observation 𝛿 is shown in the Check-𝐺 rule (Rule 2), where T , Γ,R, 𝜎 ↣𝐺 𝛿

captures that 𝛿 is an observation of terms in the given Relate Set R where𝐺 holds. The application
of Rule 2 to each 𝜎 ∈ Σ results in a set of observations Δ computed as follows:

Δ = {{𝑡 ↦→ Eval(𝜎, 𝑡) | 𝑡 ∈ R} | 𝜎 ∈ Σ}

Then, as shown in the Learn-𝐻 rule (Rule 4), Specy leverages a dynamic learner to learn
predicates in 𝐻 that evaluate to true in each observation 𝛿 ∈ Δ. As an example, suppose R =

{𝑒0.𝑎, 𝑒1.𝑏} and Specy computes the following observations Δ (where 𝑡 ↦→ 𝑣 indicates that term 𝑡

evaluates to value 𝑣 under some 𝜎): Δ = {𝛿1 = {𝑒0.𝑎 ↦→ 0, 𝑒1 .𝑏 ↦→ 2}, 𝛿2 = {𝑒0.𝑎 ↦→ 2, 𝑒1 .𝑏 ↦→ 3}}. In
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Fig. 7. Running Example: Learning a 𝜙∀ formula for the RLE protocol.

this example, the dynamic learner can learn predicates 𝐻 : 𝑒0.𝑎 < 𝑒1.𝑏, 𝑒0 .𝑎 ≥ 0, 𝑒1.𝑏 > 0, as they
hold on all observations in Δ, i.e., for each 𝛿 ∈ Δ, 𝐻 ⇓𝛿 ⊤, as required by the Learn-𝐻 rule.
Running Example. Fig. 7 shows the running example when learning a ∀-only formula with the
event combination ®𝑒𝑖 = ⟨E,N⟩. The static Grid Search enumerates 𝐺 = 𝑒1 ≺ 𝑒0 and Relate Set
R = {𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑, 𝑒1 .𝑣𝑜𝑡𝑒}. Using the trace shown in Fig. 7, the dynamic learner interface computes
the event instantiations Σ and observations Δ, and the dynamic learner discovers the predicate in
𝐻 as 𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑 ≥ 𝑒1.𝑣𝑜𝑡𝑒 . This results in ∀𝑒0 : E, 𝑒1 : N . 𝑒1 ≺ 𝑒0 → 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 ≥ 𝑒1.𝑣𝑜𝑡𝑒 (§4.5).
Learning 𝜙∀∃ formulas. For handling the existential quantifiers, Specy computes witnesses for
each observation of terms involving only universally quantified symbolic events, as shown in the
Check-𝐺𝑊 rule (Rule 3) in Fig. 6.

In more detail, Specy partitions the event typing context Γ into two disjoint contexts Γ∀ and Γ∃ ,
that denote the contexts for universally and existentially quantified symbolic events, respectively.
Similarly, R is partitioned into two disjoint subsets, R∀∃ and R∀ . The partition R∀∃ contains terms
𝑡 where some symbolic events from Γ∃ appear in 𝑡 , while R∀ contains terms 𝑡 such that no symbolic
event from Γ∃ appears in 𝑡 . Then, Specy computes instantiations for symbolic events in Γ∀ and
observations for terms in R∀ , similar to Rule 2 for learning ∀-only formulas. For each 𝜎 , such that
T↓Γ∀ , Γ∀,R∀, 𝜎 ↣𝐺 𝛿 , Specy computes witness instantiations 𝜎 ′ for symbolic events in Γ∃ , such that
𝑊 holds. That is, T↓Γ , Γ∀ ∪ Γ∃, 𝜎 ∪ 𝜎 ′ |=𝑊 . Since there can be multiple such 𝜎 ′, the witnesses of the
corresponding observation 𝛿 is a set of observations, shown as 𝜔 (𝛿) in the Check-𝐺𝑊 rule. This
results in the set of instantiations Σ and the set of observations Δ computed as follows:

Σ = {(𝜎, 𝜎 ′ ∈ Σ′) | T↓Γ∀ , Γ∀, 𝜎 |=𝐺 and T↓Γ , Γ∀ ∪ Γ∃, 𝜎 ∪ 𝜎 ′ |=𝑊 }
Δ = {(𝛿, 𝜔 (𝛿)) | T↓Γ∀ , Γ∀,R∀, 𝜎 ↣𝐺 𝛿 where (𝜎, Σ′) ∈ Σ}

Intuitively, for each observation 𝛿 of terms in R∀ where 𝐺 holds, this procedure gives a set of
witnesses 𝜔 (𝛿), such that for every 𝛿 ′ ∈ 𝜔 (𝛿),𝑊 holds under 𝛿 ∪ 𝛿 ′. Importantly, if any 𝜔 (𝛿)
is empty, then the learning procedure immediately returns with no specifications learned for
the enumerated 𝐺,𝑊 , since an empty witness indicates that either (1) there is no valid 𝜎 ′ for
existentially quantified events, or (2)𝑊 does not hold under any witness.

The learning procedure for 𝜙∀∃ takes all the (𝛿, 𝜔 (𝛿)) pairs from Δ as input to a dynamic learner,
which finds predicates 𝐻 such that for each 𝛿, 𝜔 (𝛿), there is a 𝛿 ′ ∈ 𝜔 (𝛿) such that 𝐻 ⇓𝛿∪𝛿 ′ ⊤. The
Set Cardinality constraint 𝑆𝐶 (𝑚) can be learned from the number of such distinct witnesses 𝛿 ′ in
each 𝜔 (𝛿), i.e., |{𝛿 ′ | 𝛿 ′ ∈ 𝜔 (𝛿) and 𝐻 ⇓𝛿∪𝛿 ′ ⊤}|.
Running Example. Consider that in the grid search for the event combination ®𝑒𝑖 = ⟨𝑒0 : E⟩ and
®𝑒 𝑗 = ⟨𝑒1 : N⟩, Specy has enumerated 𝐺 = ⊤,𝑊 = 𝑒1 ≺ 𝑒0, and R = {𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑, 𝑒1.𝑣𝑜𝑡𝑒}. Using the
trace shown in Fig. 7, Specy computes Δ as shown below:

Δ =

{(
{𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 ↦→ 2},

{
{𝑒1 .𝑣𝑜𝑡𝑒 ↦→ 2}, {𝑒1.𝑣𝑜𝑡𝑒 ↦→ 1}, {𝑒1.𝑣𝑜𝑡𝑒 ↦→ 2}, {𝑒1 .𝑣𝑜𝑡𝑒 ↦→ 2}

})}
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Specy asks Daikon to discover predicates that relate the values from the first component and
the (multi) set of values from the second component, in each tuple in Δ. This avoids an explicit
tracking of disjunctions that would be required to find some witness in each 𝜔 (𝛿). In our example,
since 2 (from the first component) is a member of the (multi) set {2, 1, 2, 2} (from the second
component), Daikon automatically discovers the Member relationship, i.e., 𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑 ∈ {𝑒1.𝑣𝑜𝑡𝑒}.
This corresponds to learning the predicate 𝐻 : 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 = 𝑒1.𝑣𝑜𝑡𝑒 under an existentially quantified
𝑒1. While Member limits 𝐻 to an equality predicate, we found this sufficient for learning protocol
specifications with existential quantifiers. After Daikon discovers the predicate 𝑒0.𝑛𝑜𝑑𝑒𝐼𝑑 = 𝑒1.𝑣𝑜𝑡𝑒

in 𝐻 , Specy combines it with the enumerated𝐺 (⊤) and𝑊 (𝑒1 ≺ 𝑒0) to assemble the following 𝜙∀∃
formula, resulting in Eqn (3): ∀𝑒0 : E . ∃𝑒1 : N . 𝑒1 ≺ 𝑒0 ∧ 𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑 = 𝑒1.𝑣𝑜𝑡𝑒 .

Another example with cardinality constraints is presented in Appendix A, and the complete set
of rules for the semantics of the learning procedure is shown in Appendix B.

4.4 Soundness of Specy Learning Procedure
We present key lemmas and theorems that prove the soundness of Specy’s learning procedure with
respect to the semantics (Fig. 5) and given input traces; the proofs are included in Appendix B.

Lemma 4.1 (Completeness of Instantiations). For each trace T and event typing context Γ

{𝜎 | T , Γ ▷ 𝜎} = {𝜎 ′ | 𝜎 ′ (𝑒) = 𝑧, 𝑧 : 𝜏 ∈ T , Γ(𝑒) = 𝜏}

The above lemma states the completeness of instantiations for symbolic events 𝑒 in the formula
with concrete events 𝑧 in the trace T . It helps establish that the observations and witnesses are
computed from a complete set of instantiations of events in a given trace.

Lemma 4.2 (Observation Lifting-𝑇 ). Let 𝑡 be a term and 𝜎 be an event instantiation. For every

observation 𝛿 that maps terms 𝑡 to Eval(𝜎, 𝑡), if 𝑡 ⇓𝛿 𝑣 , then Eval(𝜎, 𝑡) = 𝑣 .

Lemma 4.3 (Observation Lifting-𝑃 ). Let 𝜑 be a quantifier-free formula and 𝜎 be an event

instantiation. For every observation 𝛿 that maps terms 𝑡 to Eval(𝜎, 𝑡), if 𝜑 ⇓𝛿 𝑏, then Eval(𝜎, 𝜑) = 𝑏.

The above two lemmas state that one can lift observations of terms 𝛿 , which maps terms with
symbolic events to their evaluations, to the instantiation 𝜎 of symbolic events with concrete events,
which was used for computing the evaluations of terms. These help establish the premise that the
learned predicates 𝐻 indeed evaluate to true on instantiations of symbolic events.

Finally, we have our soundness theorems stated as follows:

Theorem 4.4 (Soundness-∀). Given a set of traces T, event combination ®𝑒𝑖 , enumerated guards 𝐺 ,

and relate set R. If T, ®𝑒𝑖 ,𝐺,R { 𝜙 then T |= 𝜙 .

Theorem 4.5 (Soundness-∀∃). Given a set of traces T, event combinations ®𝑒𝑖 , ®𝑒 𝑗 , enumerated

guards 𝐺 , witnesses𝑊 , and relate set R = R∀ ∪ R∃ . If T, ®𝑒𝑖 ∪ ®𝑒 𝑗 ,𝐺,𝑊 ,R∀ ∪ R∀∃ { 𝜙 , then T |= 𝜙 .

4.5 Formula Assembly and Pruning
After the dynamic learner has learned predicates for 𝐻 , Specy uses sanitization steps based on
event payload types to remove those that are irrelevant or do not express relationships between
quantified events. For example, comparing two HTTP status codes using ≤ may get discovered as a
predicate by the dynamic learner, but this is unlikely to be useful. After such predicates are removed
(by a sanitization pass that prunes predicates that are not allowed in the type-based grammar),
Specy conjoins the remaining ones to construct 𝐻 and assembles the target formula by putting
together the quantified ®𝑒𝑖 , ®𝑒 𝑗 with the 𝐺,𝑊 ,𝐻 .
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1 spec Monitor observes E,N {

2 # filtered trace

3 var e0s: seq[Event];
4 var e1s: seq[Event];
5 var indexof: map[Event , int];
6 # definitions of G, H

7 fun G(e0:E, e1:N): bool {

8 return indexof[e1] < indexof[e0];

9 }

10 fun H(e0:E, e1:N): bool {

11 return e0.nodeId >= e1.vote;

12 }

13 start state Observe {

14 on eElectedAsLeader do (z: E) {

15 indexof[z] = sizeof(e0s++e1s);
16 e0s.append(z);

17 foreach (z1 in e1s) {

18 assert ¬G(z, z1)∨H(z, z1);

19 }

20 }

21
22 # handler of eNominate is similar

23 on eNominate ... do ...

24 }

Fig. 8. Snippet of runtime monitor for specification ∀𝑒0 : E .𝑒1 : N . 𝑒1 ≺ 𝑒0 → 𝑒0 .𝑛𝑜𝑑𝑒𝐼𝑑 ≥ 𝑒1 .𝑣𝑜𝑡𝑒

Specy can often learn a large number of target formulas after dynamic learning, e.g., it assembled
more than 1600 target formulas for Vertical Paxos. We implemented logic-based pruning procedures
in Specy to soundly reduce this number by eliminating tautologies, subsumed formulas, and
symmetric formulas. These procedures are applied until reaching a fixpoint, resulting in a set of
subsumption-free formulas that are reported to the user.
Pruning by syntactic checking. Specy abstracts the predicates in 𝐺,𝐻 to propositional variables
G,H , respectively. Then, if H ⊆ G, then 𝐺 ⇒ 𝐻 . Specy uses this implication check to prune
tautologies and to detect subsumptions between two 𝜙∀ formulas with the same quantified events.
For instance, consider two formulas 𝐼1 = ∀−−−−→𝑒𝑖 : 𝜏𝑖 . 𝐺 (®𝑒𝑖 ) → ∃−−−−→𝑒 𝑗 : 𝜏 𝑗 . 𝐻 (®𝑒𝑖 , ®𝑒 𝑗 ), 𝐼2 = ∀−−−−→𝑒𝑖 : 𝜏𝑖 . 𝐺 ′ (®𝑒𝑖 ) →
∃−−−−→𝑒 𝑗 : 𝜏 𝑗 . 𝐻 ′ (®𝑒𝑖 , ®𝑒 𝑗 ). If 𝐺 ′ ⇒ 𝐺 and 𝐻 ⇒ 𝐻 ′, then 𝐼1 subsumes 𝐼2. In this case, Specy keeps 𝐼1 and
prunes 𝐼2. We use syntactic checking first because it is very fast and does not require an SMT solver
(e.g., Z3 [12]), although it can miss some semantic implications due to overapproximation in the
abstraction of predicates.
Pruning by semantic checking. To detect implications missed by syntactic checking, Specy
leverages Z3 [12] to check implications 𝐺 ⇒ 𝐻 , and then uses them for detecting tautologies and
subsumptions. This supports Basic Predicates (𝑃 ) using their standard interpretations and treats
user-defined predicates/functions as uninterpreted. The latter may miss an implication (that would
otherwise require additional user-provided axioms, which we avoid).
Pruning symmetric formulas. Two𝜙∀ formulas are equivalent by symmetry if they have the same
quantified variables, and one can be obtained from the other via rewriting symmetric predicates
(e.g., 𝑒0.𝑎 < 𝑒1.𝑏 to 𝑒0.𝑏 > 𝑒1.𝑎). For example, ∀𝑒0, 𝑒1 : 𝜏 . 𝑒0 .𝑥1 < 𝑒1 .𝑥2 → 𝑒0 .𝑦1 < 𝑒1.𝑦2 is equivalent
by symmetry to ∀𝑒0, 𝑒1 : 𝜏 . 𝑒0 .𝑥2 > 𝑒1.𝑥1 → 𝑒0 .𝑦2 > 𝑒1 .𝑦1, and Specy only keeps one of them.

4.6 Generating Runtime Monitors
Specy automatically translates each learned specification after pruning into a specification monitor

(SM). Fig. 8 shows a snippet of the SM generated for the specification in our running example (shown
in Fig. 7). The SM is implemented as a P state machine with event handlers for each quantified
event type E,N (e.g., line 14). It maintains filtered traces that store only events relevant to the
specification. Each handler checks that appending an incoming event to the trace maintains the
specification invariant. For instance, when an eElectedAsLeader event 𝑧 is observed, the SM first
appends 𝑧 to the type-compatible filtered trace (line 16). It then checks all instantiations of the
quantified events 𝑒0, 𝑒1 by binding 𝑒0 to the incoming event 𝑧 and 𝑒1 to each previously observed
N event, according to the semantics in Fig. 5 (lines 17–19). If any assertion fails, the SM emits an
abort signal. Full listings for example monitors are shown in Appendix E.

Proc. ACM Program. Lang., Vol. 10, No. OOPSLA1, Article 101. Publication date: April 2026.



101:18 Mike He, Ankush Desai, Aishwarya Jagarapu, Doug Terry, Sharad Malik, and Aarti Gupta

Table 3. Comparing a set of golden (𝜑𝑈 ∈ 𝑆𝑈 ) and Specy-learned (𝜑𝐿 ∈ 𝑆𝐿) specifications

Relationship What it indicates Development actions
𝑆𝑈 ⊂ 𝑆𝐿 Specy learns missing specifications Add missing specifications to tests
𝜑𝐿 ⇒ 𝜑𝑈 Inadequate behavioral coverage in testing Improve tests to relax/weaken 𝜑𝐿

Other cases Inadequate traces or search space Diversify traces with more tests
Potential bug in the implementation Rigorously debug with 𝑆𝑈 \ 𝑆𝐿

5 Impact of Learned Specifications in Practice
Specifications learned by Specy provide immediate benefits in different stages of development,
from formal reasoning to runtime monitoring and revealing gaps in behavioral test coverage.

5.1 Using Learned Specifications for Formal Reasoning
Specy aids formal reasoning about the system by learning a diverse set of specifications, including
both safety properties (§6.3) (for model checking) and inductive invariants (§6.4) that enable a
deductive verifier [42] to prove the learned safety properties. Previously, both the safety properties
and the inductive invariants needed to be provided manually by a user, often difficult for developers.

5.2 Using Learned Specifications for Runtime Monitoring
Specy automatically generates runtime monitors from learned specifications that observe messages
exchanged in the distributed system, and hence can be easily applied to traces from production
systems that log these messages. Runtime monitoring with learned specifications enables rigorous
validation of production systems against formal models, ensuring that implementations adhere
to the design specifications despite potential optimizations. This is particularly effective because,
in industry practice, while formal models and production systems may have vastly different state
spaces, their message interfaces are often similar. In a tool like Dinv, considerable effort is required
to translate state-based specifications into local runtime monitors [19]. In contrast, Specy provides
an automated and straight-forward translation, thanks to message interfaces. This helps to bridge

the specification gap between formal models and system implementations via largely automated
learning and translation by Specy. We demonstrate this in our evaluations (§6.5.1). Similar benefits
can be realized for comparing systems before and after refactoring for performance optimization.

5.3 Using Learned Specifications to Identify Gaps in Test Coverage
Specy can also assist developers in understanding system behaviors and in identifying behavioral
coverage gaps in testing, by comparing developer-written specifications (𝑆𝑈 ) with Specy-learned
specifications (𝑆𝐿). We denote individual specifications in 𝑆𝑈 and 𝑆𝐿 as 𝜑𝑈 and 𝜑𝐿 , respectively, and
consider various relationships of interest and what they indicate, as summarized in Table 3.
• 𝑆𝑈 ⊂ 𝑆𝐿 : Discovering missing specifications. When Specy learns specifications beyond those
originally written by developers, the additional specifications in 𝑆𝐿 \ 𝑆𝑈 often capture properties
overlooked previously during system design but critical for correctness, which can then be added
to existing tests. Our evaluations demonstrate this in one of our proprietary systems were 𝑆𝑈
was available (§6.5.2).

• 𝜑𝐿 ⇒ 𝜑𝑈 : Revealing gaps in behavioral test coverage. This scenario represents semantic
entailment, where Specy learns a stronger specification than that written by developers over
the same event combination. Specy can learn stronger specifications than desired due to either
(1) weaker guards 𝐺 , or (2) stronger witness and hypotheses𝑊 ∧𝐻 . Both cases reveal coverage
gaps in system behavioral testing among the traces provided to Specy as inputs. Weaker guards
in 𝜑𝐿 indicate that system behaviors are inadequately explored, failing to trigger stronger control
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conditions. Stronger𝑊 ∧ 𝐻 in 𝜑𝐿 may contain extra predicates in the specifications because
test inputs over-constrain system behavior. We demonstrate in our evaluations that Specy helps
identify such coverage gaps in existing tests (§6.5.2).

Other cases. Although we did not observe cases such as 𝑆𝐿 ⊂ 𝑆𝑈 or 𝜑𝑈 ⇒ 𝜑𝐿 , these scenarios may
happen in practice and can provide useful feedback to users about the input traces given to Specy.
In particular, 𝑆𝐿 ⊂ 𝑆𝑈 suggests that the input traces or the space explored by the Grid Search may
be insufficient, failing to capture behaviors that users consider important. 𝜑𝑈 ⇒ 𝜑𝐿 indicates that
the input traces could originate from a bug in the high-level model, and they could violate the
stronger user-provided specification 𝜑𝑈 . Other discrepancies, such as 𝑆𝐿 ≠ 𝑆𝑈 , may arise from a
combination of these factors.

6 Evaluations
Our evaluation addresses the following research questions:
RQ1: Can Specy effectively learn protocol specifications that developers consider essential correct-
ness properties?
RQ2: Do the specifications learned by Specy help deductive verification, particularly learning
inductive invariants? How does it compare with prior work?
RQ3: How does Specy help developers in practice? In particular, we demonstrate its benefits
through: (a) runtime-monitoring, and (b) identifying gaps in behavioral test coverage.

6.1 Implementation
We implemented Specy as an extension of the P compiler [4, 13], with approximately 7,000 lines of
code in C#.We implemented a Dynamic Learner Interface (§4.3) with about 1,400 lines of code in Java
to inter-operate with Daikon [15]. Specy uses the Z3 solver [12] for semantic checking in pruning.
As a specialized mode within P, Specy accepts formal models from P users, autonomously invokes
the PChecker tool [4] (which systematically explores different event orderings) to generate event
traces, and subsequently presents the learned specifications to the user. For deductive verification,
learned specifications are manually translated to PVerifier [42] syntax to prove the safety properties.
For runtime monitoring, Specy automatically generates executable monitors that can be used by
PChecker [4] for P models or by existing test infrastructure for production systems.

6.2 Benchmarks
We evaluated Specy on a diverse set of benchmarks, including 11 well-known distributed protocols
from past literature and 3 real-world industrial case-studies.
Well-known protocols.We hand-translated 4 protocol models (marked with ⊤ in the “Benchmark”
column of Table 4) from Ivy to P that were considered as benchmarks in previous papers, namely,
IC3FOL [3, 29], SWISS [21], and I4 [2, 41], and a Firewall model from PVerifier [4, 42]. In addition,
we developed P models for 6 foundational protocols: Two-Phase Commit (2PC) [20], Ring Leader
Election [10], Paxos [34], Chain Replication [53], Vertical Paxos [36] and Raft [44]. Notably, our Raft
model is fully functional (excluding cluster reconfiguration), with two failure models: unreliable
network communications and node crashes.
Real-world case studies. To demonstrate the applicability of Specy on real-world case studies, we
considered three protocol models that were developed by service teams at AWS. GlobalClock models
a distributed clock synchronization service, DBLeaderElection models a distributed leader election
protocol that uses an underlying append-only log to build consensus, and finally, MVCC-2PC
models a distributed transactional service that combines multi-version concurrency control [7]
with two-phase commit [20] to guarantee atomicity and snapshot isolation. The formal models
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Table 4. Results for learning protocol specifications (RQ1). The LoC column reports the lines of code in

the P model. 𝑆𝑔𝑜𝑎𝑙𝑠 shows the number of protocol specifications in the challenge set, and a ✓ indicates that

all are learned by Specy. The next column provides a description (and if ∀∃ is needed). UG2 and UG3 show

the number of lines of auxiliary code that provide user guidance (complete listings shown in Appendix C).

The last column shows the end-to-end run time of Specy (in seconds).

Benchmark LoC 𝑆𝑔𝑜𝑎𝑙𝑠 Description of Specifications UG2 UG3 Time (s)
Ring Leader Election [10] 47 3 ✓ Unique leader, Leader Highest ID, Leader Voted 0 0 352
Consensus⊤[29] 61 1 ✓ Safety (Unique Decision) 0 0 925
2PC [4] 238 2 ✓ Atomicity (∀∃𝑆𝐶 ), Safety (Commit or Abort) 0 0 3935
Sharded KV⊤∗[29] 48 1 ✓ Safety (Unique Shard Owner) 0 0 481
Paxos [34] 164 2 ✓ Safety (Unique Decision), B3(B)†[34] 0 0 1155
Distributed Lock⊤[41] 73 1 ✓ Safety (Mutual Exclusion) 0 0 902
Vertical Paxos [36] 241 2 ✓ Safety (Unique Decision), B3(B) †[36] 0 0 2589
Firewall [42] 80 1 ✓ Whitelisted Safety (∀∃) 0 0 753

Lock Server⊤[41] 102 1 ✓ Safety (Mutual Exclusion) 0 0 620

Chain Replication [53] 452 6 ✓ Update Propagation+, Inprocess Requests+, Linearizability (∀∃)†# 44 12 984

Raft∗[44] 1191 5 ✓ Election Safety,
Leader Append-Only,

State Machine Safety,
Leader Completeness+

Log Matching+ 54 6 4223

GlobalClock 177 3 ✓ Clock Monotonicity, Real-time ordering# 0 0 805

DBLeaderElection 1178 5 ✓ Monotonic Commits, Unique Leader, Read Consistency†# 0 0 697
MVCC-2PC 1135 7 ✓ Atomicity (∀∃𝑆𝐶 )#, Snapshot Isolation (∀∃)‡# 0 66 2090

∗ Sharded KV models key transfers but not modifications, Raft omits cluster reconfiguration
⊤ P model translated from an IVy model †Requires user-specified event combinations (UG1)
+ Requires user-defined predicate over log entries exposed to traces via events (UG2 & UG3)
‡ Requires events that expose commit logs to traces # Entailed by a subset of the learned specifications

and specifications were written by the developers, we demonstrate that Specy can automatically
learn specification that the teams had written when building these services. More importantly,
Specy learned important specifications that were missing in the handwritten specifications. We
also conducted a case study with the DBLeaderElection benchmark, for learning specifications
from its production traces that were available.
Setup. The experiments were conducted on a machine with two AMD EPYC 7R13 48-core CPUs
and 1.5TB of memory. For each benchmark, input traces are generated using PChecker [13] with
3–5 different system configurations, i.e., number of processes/inputs or failures. For example, for
Paxos, we varied the number of proposers, acceptors, and learners. We generated a total of 10,000
traces to capture diverse protocol behaviors. In the grid search, we set the parameter upper bounds
as 𝑔 = 2,𝑤 = 2, and ℎ = 2, i.e., allowing at most two atomic predicates in 𝐺 and𝑊 , and up to two
terms in the Relate Set R for 𝐻 . These parameter settings are based on our observation of common
patterns in protocol specifications, but remain user-adjustable.

6.3 RQ1: Learning Protocol Specifications
The capability of Specy to effectively learn essential correctness properties is a fundamental re-
quirement for its practicality as a specification learning framework. To evaluate this, we created
a challenge set comprising 43 protocol specifications, which we designate as goal specifications
(𝑆𝑔𝑜𝑎𝑙𝑠 ) that should be learned by Specy. These specifications are extracted from seminal papers that
introduced the protocols in our benchmarks [10, 29, 34, 36, 41, 44, 46, 53], and for industrial case
studies, these include specifications authored by the developers themselves. We note that 5 of these
protocol specifications require ∀∃-quantifiers, including 2 with quorum constraints – the full set of
first-order logic (FOL) formulas for these specifications are provided in Appendix D. To determine
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whether a goal specification is learned by Specy, we use light-weight semantic entailment checking
(part of our pruning procedures).

Table 4 summarizes the results, where the LoC column reports the number of lines of code in
each P model (roughly indicating protocol complexity), the 𝑆𝑔𝑜𝑎𝑙𝑠 column lists the number of goal
specifications in each benchmark, and the last column reports the end-to-end execution time of
Specy (in seconds). Notably, all 43 goal specifications are learned by Specy for these benchmarks, with
28 (65%) of these learned automatically without any user intervention. The remaining 15 required
some degree of user guidance; footnotes in the table denote these instances, and the columns UG2
and UG3 report the number of lines of code added for user-guidance.
Learning from production traces. We also conducted a case study using traces collected from a
production deployment of the DBLeaderElection benchmark. We used 114 traces collected over a
one hour period, from 109 nodes distributed across 3 data centers. Due to administrative constraints,
these traces contain only leadership-related events; however, these events use the same message
interface as our P model. Using these traces, Specy successfully learned two critical properties of the
leader election part: the Unique Leader specification and the monotonicity invariant of generation
numbers in leadership relinquishment events.

6.3.1 Discussion on User Guidance. Among the challenge set, 15 of 43 specifications require user
guidance for Specy to learn them successfully. Specy supports three types of user guidance (§3.3)
to handle cases where automatic learning falls short. All code added for user guidance in these
cases is listed in Appendix C.
UG1: Event combination specification requires no additional code and addresses cases where
Specy’s causality-based heuristics miss important event combinations. Users may leverage their
insights of the protocol to specify crucial event combinations in the form of configuration inputs to
Specy. For example, in Chain Replication, we provided a read-write response event combination to
learn 2 formulas that are part of the Linearizability specification. In total, we used UG1 to learn 7
challenge specifications.
UG2: Custom predicates are needed when specifications involve domain-specific operations
on custom data types that generic dynamic learners cannot handle. To provide UG2, users may
write the custom predicates in code as P functions, to guide Specy to learn specifications with the
added predicates. For instance, Specy learned Raft’s Log Matching property after adding a custom
predicate ⊑, where 𝑙1 ⊑ 𝑙2 indicates that log sequences 𝑙1 and 𝑙2 match up to a certain index, i.e.,
𝑙1 ⊑ 𝑙2 ⇐⇒ ∀𝑖 . 𝑙1 [𝑖] = 𝑙2 [𝑖] → ∀𝑗 ∈ [0, 𝑖). 𝑙1 [ 𝑗] = 𝑙2 [ 𝑗].
UG3: Exposing states involves extending the message interface by adding code or instrumenting
the system to selectively expose relevant local states as event payloads. We found that exposing
local states that reflect shared data, such as commit logs or transaction records, is particularly
effective because distributed protocols typically maintain consistency over such shared state. In
general, providing UG3 is harder than the previous two cases, since it involves selecting which
shared states to expose, followed by adding code and/or instrumentation of the message interface.
For example, for learning MVCC-2PC’s Snapshot Isolation we added code to expose transaction
commit records, while for learning Chain Replication, we added code to expose the commit log.

6.3.2 Effectiveness of Pruning Specifications after Dynamic Learning. We evaluated the effectiveness
of the pruning steps on all benchmarks, shown in Table 5. The dynamic learner Daikon [15] can
learn a large number of specifications (shown in the 𝑆raw column). Specy first applies pruning
by syntactic checking and then by semantic checking. The number of specifications remaining
after each stage is shown in columns 𝑆syn and 𝑆sem, respectively. Our results show an average
(geo-mean) reduction by 14.8× (𝑅𝑅 column). Notably, in all benchmarks, the final number of
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Table 5. Number of specifications after each pruning step

Benchmark 𝑆raw 𝑆syn 𝑆sem 𝑅𝑅 𝑆falsified

Ring Leader Election 479 52 30 15× 0
Consensus 361 28 28 13× 1
2PC 887 60 46 19× 9
Sharded KV 289 23 19 15× 0
Paxos 850 52 49 17× 5
Distributed Lock 740 91 77 9× 0
Vertical Paxos 1650 92 76 21× 5
Firewall 606 46 40 19× 4
Lock Server 399 44 35 11× 0
Chain Replication 533 40 37 14× 2
Raft 1080 72 58 18× 10
GlobalClock 368 37 37 9× 0
DBLeaderElection 577 50 47 12× 9
MVCC-2PC 2017 143 89 22× 24

Table 6. Learning inductive invariants us-

ing Specy (RQ2). We use a subset of bench-

marks with proofs in PVerifer [42]. 𝐼𝑒 and

𝐼𝑠 columns show the numbers of necessary

event-based and state-based inductive in-

variants in the proofs, respectively. Time

column shows the PVerifier time (ms) on

all learned specifications (left) vs. only on

𝐼𝑒 ∪ 𝐼𝑠 (right).

Benchmark 𝐼𝑒 𝐼𝑠 Time (ms)

Ring Leader Election∗ 1 2 1181 / 153
Consensus∗ 1 5 135 / 113
Distributed Lock∗ 4 4 137 / 101
Lock Server∗ 4 4 107 /98
Firewall 1 0 99 / 87
Sharded KV∗ 1 1 853 / 95

learned specifications (𝑆sem) is less than a hundred, while including all those in our challenge set.
Additionally, Specy can automatically invoke PChecker [4] to check the learned specifications on
additional traces (outside the input set of traces given to Specy), and prune the falsified ones. Our
strategy in using a large number of diverse traces (over multiple configurations) is geared toward
learning generalizable specifications that hold also for unseen traces. In our experiments, only 9%
of learned specifications were falsified using PChecker (shown in the 𝑆falsified column), without
eliminating any among the goal specifications.

6.4 RQ2: Learning Inductive Invariants
To evaluate Specy’s utility for downstream verification tasks, we experimented with benchmarks
previously verified using PVerifier [42]—a framework for deductive verification of P programs. Our
evaluation focused specifically on the inductive invariants required by PVerifier proofs that were
previously provided manually by users (formulas are provided in Appendix D). These inductive
invariants fall into two categories: event-based and state-based, with the latter requiring additional
user guidance (UG3) in the form of instrumentation for adding events that expose host states.
Table 6 presents our results for learning inductive invariants, with 𝐼𝑒 and 𝐼𝑠 representing the

number of event-based and state-based invariants, respectively, required for correctness proofs. The
total number of learned specifications in each benchmark is the same as 𝑆sem column in Table 5. The
Time column reports the time (in milliseconds) to prove the safety property using PVerifier [42]: the
left value shows the verification time using all learned specifications, while the right value shows
the verification time using only the necessary inductive invariants (𝐼𝑒 ∪ 𝐼𝑠 ). With user-defined code
(for benchmarks marked with asterisks ∗), Specy successfully learns all inductive invariants that

were previously required to be provided manually. Without such user guidance, Specy still learns all
event-based invariants (𝐼𝑒 ) but fails to learn the state-based ones (𝐼𝑠 ). In particular, the verifier can
find a proof without any additional input from the user. This is unlike a recent work Basilisk [63],
where a user-written proof of inductiveness is also required. This demonstrates Specy’s capability
in aiding downstream verification tasks by significantly reducing developers’ burden for finding

inductive invariants, which is notoriously difficult.
Impact on verifier performance.Note that Specymay learn additional specifications and invariants
beyond those in the challenge set and those required to prove the specifications. While providing
alternative views of model behaviors, these “unnecessary” invariants may slow down the verifier
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(Time column in Table 6). Techniques such as iterative Houdini-style approaches [14, 17, 47] can be
used to identify a maximal inductive set of invariants, but they are outside the scope of this paper.
Discussion on comparison with related tools: DuoAI and SWISS. At a high level, Specy and
DuoAI [60]/SWISS [21] target related but slightly different problems: Specy aims to learn protocol
specifications from event traces, whereas DuoAI and SWISS aim to learn inductive invariants
for proofs, given the protocol specifications and a model. DuoAI and SWISS are state-of-the-art
tools that can effectively find proofs for the protocols shown in Table 6 within 8 and 20 seconds,
respectively [21, 60]. Note that this includes the search for inductive invariants, where their
grammars constrain the search space. Both tools leverage the Ivy verifier [46] to prune invalid
candidates, and the resulting proofs are formally verified. However, to use these tools, developers
must first invest significant intellectual effort to develop decidable models of their protocols, which
may not be straight-forward [45]. In contrast, Specy does not impose this requirement: it learns
specifications from event traces of executable models or system implementations. This allows Specy
to learn specifications for complex protocols like Vertical Paxos [36] and Raft [44], which have
not been reported by either DuoAI or SWISS (due to the limitations of EPR or lack of support for
specific protocol features). While these complex protocols have not (yet) been verified by PVerifier
either, the specifications learned by Specy can be used for runtime monitoring, to identify gaps
in test coverage, and to aid developers’ understanding. Thus, when a complex protocol is beyond
the scope of existing verifiers such as Ivy, or specifications are not yet known, Specy provides a
practical alternative.

The choice of learning from execution traces rather than a model with a verifier comes at a cost:
Specy searches a more complex space during learning (involving interpreted predicates and data
types) and analyzes a large set of traces (for effective learning). Therefore, as expected, it incurs
a longer run time than DuoAI and SWISS for learning invariants (time reported in Table 4). The
lack of a verifier also means that, unlike DuoAI and SWISS, Specy alone does not produce formally
verified proofs, and depends on a downstream verifier [42] that supports verification of event-based
specifications. This verifier is quite fast though, completing verification in seconds in each case
(Time column in Table 6), since the inductive invariants learned by Specy are sufficient for a proof.

6.5 RQ3: Benefits in Development Practices
We demonstrate how learned specifications can be utilized to improve development practices.

6.5.1 Benefits in Runtime Monitoring. We evaluated support for runtime monitoring by automati-
cally translating specifications learned by Specy from input testing traces, into executable runtime
monitors for production traces. For the DBLeaderElection case study, we applied 5 such runtime
monitors on production traces collected from a live deployment, analyzing 11,045 leadership-related
events (from the same traces described in §6.3). Monitoring revealed that 1 out of 5 leadership-related
specifications learned by Specy on the P model was violated in production traces. Importantly,
we discovered that these violations did not indicate bugs, but rather highlighted that the learned
specification was overly restrictive for the production environment. The violated specification stated
that leader generation numbers must be identical across all leadership relinquishment events – this
holds in the P model, but is too strong for production scenarios.
This case study demonstrates two key benefits of Specy discussed earlier (§5): (1) many spec-

ifications learned from the formal model were successfully validated by runtime monitoring on
the production system, and (2) the violations provided valuable feedback to developers about the
discrepancies between formal model and real-world system behavior. Notably, these benefits are
enabled by our design choice in Specy to learn specifications on events, rather than on global states.
The message interfaces are similar in the formal P model and the production system, which is often
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the case in industry practice – this allows the event-based specifications learned from one to be
applied to the other for the purpose of cross-validation.

6.5.2 Identifying Gaps in Specifications and Test Coverage. Specy learned three critical specifications
that were overlooked by developers in the proprietary MVCC-2PC protocol: (1) only the leader
shard server can initiate a commit of transaction; (2) each transaction can only be prepared at most
once by each shard server, and (3) transaction status on participant servers should be consistent
with its status on the leader shard server. These specifications are essential for correctness – if
violated, any shard server could initiate commits and prepare requests multiple times, resulting in
committed transactions without consensus. Team members familiar with the protocol confirmed
that these were absent from the hand-written specifications, but are required for correct operation.
In the DBLeaderElection monitoring case study on the production system (described earlier,

§6.5.1), a specification learned by Specy on the formal model was stronger than desired (it was
violated on the actual production behavior). This observation informed the development team
that they could consider additional behaviors (similar to production runs) during model testing.
Similarly, in MVCC-2PC, Specy learned a specification with a stronger𝑊 ∧𝐻 . In the input test traces
to Specy, the shard servers never failed to commit transactions, leading Specy to learn specifications
with additional predicates 𝑒0 .𝑠𝑡𝑎𝑡𝑢𝑠 = SHARD_OK for all shard commit events 𝑒0. Upon review by
developers, this prompted them to improve their test inputs to include shard server failure cases in
behavioral tests.

6.6 Limitations
While Specy is highly effective, it has several limitations. First, Specy does not guarantee complete-
ness in discovering all correct specifications for a given protocol, and may discover specifications
that are falsifiable on traces it has not seen. This limitation comes from two sources. Due to tradeoffs
in expressiveness, as discussed in §3.1, Specy does not currently support learning specifications
with a ∃∀ quantifier pattern. Supporting this and other patterns (e.g., ∀∃∀) in Specy is possible by
extending the Dynamic Learner Interface (§4.3) to compute the event instantiations, witnesses,
and observations according to the semantics of the specifications over traces (§3.1). The second
source is due to traces provided as input to Specy. Similar to any dynamic approach, the quality
and diversity of input traces are critical for Specy, where inadequate trace coverage can lead to
incomplete or incorrect specification learning, as discussed earlier (§5). Second, while Specy is
designed to significantly reduce user burden, some domain-specific properties might require user
guidance (UG1–3), as demonstrated in our evaluations (§6.3). Providing user guidance usually
involves domain knowledge about the protocol and code, for adding code or instrumentation. Third,
Specy uses pruning procedures based on syntactic and light-weight semantic checking, but avoids
more expensive procedures for checking equivalence or entailment. This may result in too many
learned formulas. In future work, we would like to investigate additional pruning techniques [25],
and add ranking of learned formulas to prioritize usage in downstream tasks.

7 Related Work

Verifier-aided invariant synthesis. SWISS [21] and DuoAI [60] are state-of-the-art tools for
learning inductive invariants (including ∀∃-quantifiers) to formally prove given safety properties
using verifiers [46, 54]. As discussed earlier (§6.4), they do not target learning correctness specifica-
tions (that are not inductive). Various earlier efforts [18, 28, 29, 41, 47, 61] are similar, but some do
not support nested existential quantifiers.

Kondo [62] and Basilisk [63] synthesize Hoare-style specifications using static analyses of Dafny
models [38]. Their specification formula patterns capture many (state-based) invariants useful for
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safety proofs, and they describe a taxonomy of invariants (classified as regular, protocol, provenance
invariants) to guide the automated search for inductive invariants. However, these patterns do not
capture many safety properties supported by Specy, e.g., those with temporal relationships. Plus,
the reusability of their specifications in runtime verification on production systems is unclear.
Data-driven invariant learning. Dinv [19] and LIDO [56] are leading efforts that learn safety
properties from state traces, i.e., traces of global system states. Although these approaches scale
better than verifier-based approaches, they have significant limitations in supporting expressive
specifications, e.g., with ∀∃-quantifiers or quorum constraints, requiring user intervention for man-
ual generalization to quantified specifications (as discussed earlier, §1). A recent work, FORCE [59],
encodes formula enumeration using state traces as an answer set programming problem, aiming to
replace DuoAI’s enumeration procedure. Although more efficient than DuoAI, formulas enumerated
by FORCE and DuoAI offer the same level of expressiveness, and neither supports temporal relations
between message events or specifications for runtime monitoring.

Other earlier efforts [8, 30, 40, 57, 58] focused on learning property patterns over execution traces
or message sequence charts. Specifically, Perracotta [58] uses pre-defined property templates to
recognize patterns, Beschastnikh et al. [8] focuses on temporal relationships between events, and
Kumar et al. [30] uses a set of regular expression templates to find message sequence patterns.
Although their temporal patterns can be viewed in terms of quantifiers and precedence over the
occurrence of events, they do not support expressing any relationships between event payloads. On
the other hand, temporal relations targeted by these techniques can be learned by Specy.
Verification of distributed systems.Our work is more broadly related to extensive work on formal
verification of distributed systems. Efforts based on program logics and theorem-proving [39, 49, 50,
55] use interactive theorem-provers such as Rocq and Iris [27, 52] to formulate and find correctness
proofs. Semi-automated efforts [22, 23, 37, 42, 45, 51, 62] leverage user-provided annotations to
formulate verification tasks handled by automated verifiers such as Ivy [46, 54], Dafny [38], or
Uclid [31]. Both sets of efforts have been successfully demonstrated on complex distributed systems,
but require significantly higher manual effort than Specy. Model checking and automatic state
exploration have also been used to find bugs in distributed systems [13, 26, 33], although their
scalability is limited to small systems. Specy can utilize traces generated by these techniques, and
also use them to potentially falsify the learned specifications.

8 Conclusion
We present Specy, an automated framework that learns correctness specifications from event traces
of complex distributed systems. It uses a specialized grammar to learn specifications with quantified
events and relationships between their payloads, and provides support for ∀∃-quantifiers and
quorum constraints. Specy uses a novel learning procedure in which a static enumerative search is
combined effectively with dynamic learning on event traces, followed by pruning procedures. Our
evaluations demonstrate that Specy can learn all the protocol specifications from our benchmark
suite of 11 well-known distributed protocols and 3 proprietary industrial-scale protocols, including
specifications that were missing for a proprietary protocol. We additionally show that Specy can
learn inductive invariants that benefit a downstream verifier, and its learned specifications can
improve development practices by automatic translation to runtimemonitors on production systems
and by identifying gaps in behavioral test coverage.
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