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Personal 
Health records

Personalized Voice 
assistant

Personalized 
Keyboard

ML-driven 
Services

But how secure is federated learning?



Federated Learning (Threat Model) 
(McMahan et al. 16)
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Access to gradients 
and global model

Goal: Recover a 
single sentence from 
a batch

Every training step:



Recovering Image Data from Federated Learning

(Yin et al. 21)

Key Challenge: 
Recovery from 

large batch sizes

What about recovery of textual data?



This Paper

We study the privacy of federated learning for neural language models:

1. We present a novel attack called FILM (Federated Inversion Attack for 
Language Models) which recovers private data during federated learning

2. We demonstrate that FILM can recover private training data from gradients of 
large batches

3. We evaluate the utility-privacy tradeoffs of various defenses against our 
attack



Our Attack (FILM)



Bag-of-Words Extraction (Melis et al. 19)
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Recover the set of used words by considering 
non-zero rows of embedding gradient

Training Sentence Word Embeddings Matrix Bag-of-Words Extraction

[My dog ran]

Gradients



Beam Search

① Let
② The

“Let”, 
“The”, 
“cat”,

“chases”, 
“dogs”,
“lie”,

“Mouse”,
“sleeping”, 

“the”, 
“.”

Model

Gradient

Initialize with prompts Generate top-k new beams 
(selecting from bag-of-words)

Let the

The mouse

Let dogs

…

Let the dogs

The mouse chases

Let dogs lie

…

…

…

…

…

…

Let the dogs lie.

The mouse chases the cat.

Let dogs lie sleeping.

Final reconstructions

Probability of word Repeated     -gram penalty 

Beam scoring function:



Prior-Guided Token Reordering

Phrase-wise Reordering Token-wise Reordering

Token Reordering Score:

Strip Redundant Segments

Example Sentence: The chases the mouse cat fieldGar. Let the dog lay  

The chases the mouse cat 
fieldGar. Let the dog lay  

The chases the mouse cat fieldGar. 

The cat fieldGar chases the mouse.

The cat fieldGar chases the mouse.

The cat Garfield chases the mouse.



Experimental Setting

GPT2Model Architecture

Wikitext-103 (subset of 200k samples)Dataset

Dataset

ROUGE scores R-1/R-2/R-L, which measure the F-score of Unigrams/Bigrams 
and length of longest shared subsequence, respectively

Named Entity Recovery Ratio (NERR) which measures recovery of named 
entities which usually contain sensitive information (e.g., names, addresses, 
dates, or events

Dataset (real-world) Enron emails (30k samples)

Metrics



Quantitative Results (Batchsize) 

FILM is stronger than prior approaches on all batch sizes

FILM recovers more named entities on a real-world dataset



Qualitative Results (WikiText-103)



Qualitative Results (Enron Emails)



Results (Training Iterations)

FILM is stronger for later iterations of training



Defenses (Against Bag-of-Words Recovery)

Gradient pruning only provides 
partial defense in exchange for 

large utility tradeoffs

DPSGD offers varying levels of 
protection, but perfect 

protection requires significant 
utility tradeoffs



Defenses (Frozen Embeddings)

Harsh utility costs 
when training from 

scratch

Minimal utility 
costs when 
fine-tuning




