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Abstract

Flash memory has recently emerged as an important component of the storage
infrastructure, but presents several unique challenges to storage system designers:
individual blocks must be erased before they can be rewritten, block erasure is time
consuming, and individual blocks may be erased only a limited number of times. By
combining hardware parallelism and a log-structured approach, state of the art flash
storage systems can deliver two to three orders of magnitude more I/O operations
per second than existing high-performance fibre channel disk drives. Despite the
emergence of state of the art solid state disks (SSDs), the storage software stack has
changed little and is still optimized for magnetic disks; the basic abstraction remains
a linear array of fixed-size blocks together with a very large DRAM cache to convert
user I/O to a smaller number of large I/O transfers.

This thesis presents the design, implementation, and evaluation of the Direct File
System (DFS), describes the virtualized flash memory abstraction layer it depends
upon, and introduces some simple heuristics for improved flash-aware buffer cache
algorithms. We first examine the impact SSDs have had on the utility of the buffer
cache. As SSD performance and density improves, the value of very large DRAM
based buffer caches declines. We examine the change in tradeoffs through database
buffer cache traces and simulation and offer some simple heuristics to take advantage
of these changes. Second, we propose a richer interface more suitable for solid-state
storage systems. This interface provides for sparse block or object-based allocation,
atomic multi-block updates, and a block discard interface to facilitate reclamation
of unused storage. Finally, we present DFS, a file system designed specifically for
next generation flash memory systems that takes advantage of our proposed storage
interface. The result is a much-simplified file system implementation that runs under
Linux.

In both micro- and application benchmarks DFS shows consistent improvement
over ext3, a mature and widely deployed file system for Linux, both in throughput
and in CPU usage. For direct access, DFS delivers as much as a 20% performance
improvement in microbenchmarks. On an application level benchmark, DFS outper-
forms ext3 by 7% to 250% while requiring less CPU power.

il
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Chapter 1

Introduction

Flash memory has become the dominant technology for applications that require large
amounts of non-volatile solid-state storage. These applications include music players,
cell phones, digital cameras, and shock sensitive applications in the aerospace indus-
try. In the last several years, however, both the academic community and industry
have shown increasing interest in applying flash memory storage technologies to pri-
mary storage systems in the data center. There are four trends driving the adoption
of flash memory as an enterprise storage medium: performance, particularly random
I/O performance, reduced power usage, cost, and reliability.

Random I/O presents a major challenge to primary storage systems, particularly
those constructed with magnetic disks. Most improvements in disk technology have
come in the form of higher recording density. This has dramatically reduced the cost
of storage on a per-gigabyte basis and has improved sequential transfer rates. The
time to service a random 1/O request, on the other hand, is dominated by mechanical
positioning delay, which has not kept pace. Flash memory has no electro-mechanical
components. Instead, flash memory depends upon microchip feature size and process
technologies, which have continued to improve exponentially according to Moore’s

Law. As a result, flash memory storage systems can deliver one to two orders of



magnitude more random I/Os per second than can a magnetic disk. The typical
enterprise grade magnetic disk offers sequential read and write bandwidths of 200
MB/s and 120 MB/s, respectively. The average latency for random I/O on these
same disks is between 3.4-4.0ms. By contrast, current solid state disks (SSDs) using
NAND flash memory can achieve 170-250 MB/s for sequential I/O and can service
random I/O requests with an average latency of 75-90us. Next generation SSDs
provide substantial further improvements. Several are able to deliver 750-1000 MB/s
sequential I/O throughput and are able to service a random I/O with an average
latency of as little as 8us to 5H0us.

Low power consumption is a further advantage of flash memory that has driven
commercial adoption. A single high-performance magnetic disk may use as much
as nine or ten watts when idle and fifteen or more watts when active. Existing
SSDs designed to be drop-in replacements for magnetic disks consume as little as
60 milliwatts when idle and a few hundred milliwatts to two or three watts when
active, depending on the underlying technology. Single-level cell, or SLC, NAND
flash based SSDs typically consume more power than those using multi-level cell, or
MLC, NAND flash. Some high-performance SSDs do consume more power than a
single magnetic disk when active, but these devices also deliver substantially higher
random I/O performance. As a result, some SSD vendors have advocated comparing
the power consumption of SSDs to magnetic disks on the basis of power dissipated
per 1/O per second. For workloads that have a large random 1/O component, this
metric may be a good measure of power efficiency. In order to achieve the same
random I/O performance with such a workload, a disk-based storage system may
require an array of tens to hundreds of magnetic disks. The result is a gross over-
provisioning of storage in order to achieve adequate performance. An SSD that with
power consumption comparable to a single magnetic disk uses far less power than a

large disk array.



$10,000

$1,000 ™N

DRAM
$100 \
—
—
NAND ~
= S
e Bl
510 S
Sod —~
-~
-
~
"
e
51 T T T T T T T T T — _‘\l
2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2092
~
s0.1 Source: Objective Analysis, August 2007

Figure 1.1: Cost Trends for NAND Flash and DRAM [30]

Over-provisioning of disks in order to have enough spindles to handle the random
I/O component of a workload is also expensive in economic terms. Traditionally,
system designers have added both more disks and more main memory. Large DRAM
caches play an important role in achieving good performance in large storage systems.
The memory subsystems necessary to use large DRAM arrays effectively are expensive
to design and build and do not benefit from the economies of scale seen in systems
also sold to consumers. Furthermore, flash memory is cheaper than DRAM on a per-
byte basis and the gap between the two has been growing for some time. Figure 1.1
illustrates the trend as of about 2007. Hard data in the DRAM and NAND flash
markets is difficult to find: most memory is sold under contract and the prices are
not readily available. The spot market is very volatile, particularly when new, popular
consumer devices such as the iPhone come to market. Spot price data from Spring
2009, Spring 2010, and Fall 2010 have continued to bear out the general trend shown

in Figure 1.1 [20].




Early attempts to use flash memory as a primary storage medium for both per-
sonal computing and the data center have focused on replacing magnetic disks directly.
First generation solid state disks (SSDs), including offerings intended for the enter-
prise, have replicated the physical form factor, electrical interconnect, and storage
protocols used for magnetic disks. Furthermore, the file systems and buffer cache
algorithms used to manage these SSDs have remained largely unchanged. Instead,
the focus of the research community and industry has been on making improvements
in the software and firmware that emulates the block-oriented disk interface. This
layer, called the flash translation layer (FTL), is a critical component in high perfor-
mance flash memory storage designs. It is also the software layer that is responsible
for implementing the backwards compatible block interface. Recently proposed im-
plementations of the flash translation layer are intended to be implemented in a solid
state disk controller and to support the existing disk drive abstraction [1,7,35,71].
System software then uses a traditional block storage interface to support file systems
and database systems designed and optimized for magnetic disk drives.

Flash memory behavior and performance is substantially different from that of
magnetic disks. As a result, we argue that shoehorning flash memory into the same
interface as magnetic disks and using the cache algorithms and file systems designed
for magnetic disks is not the best approach. The goal of our work is to identify new
abstractions tailored for flash and to use them as the basis for file systems and cache
designs intended specifically for flash memory. We have implemented these designs,
including a file system designed to exploit the potential of NAND flash memory and
buffer cache algorithms better suited to next-generation flash storage systems.

This thesis presents the design, implementation, and evaluation of the Direct File
System (DFS), describes the virtualized flash memory abstraction layer it depends
upon, and introduces some simple heuristics for improved flash-aware buffer cache

algorithms. DFS is a file system designed specifically for an emerging generation



of flash storage device. The virtualized flash memory abstraction layer provides a
uniform interface suited to emerging high-performance solid state disks such as Fu-
sionlO’s ioDrive. With the advent of relatively inexpensive, high performance solid
state disks and the gap in cost per gigabyte between DRAM and NAND flash mem-
ory, the marginal utility of additional DRAM cache has fallen dramatically. We argue
that DRAM caches will not keep pace with the increase in the size of primary storage
systems, if only for economic reasons. The usual approach has been to devise ever
more clever cache algorithms to improve the cache hit ratio. We present instead a
simple heuristic that seeks to cache only popular blocks that we call Lazy LRU. The
motivation for this approach is that the cost of a miss is far lower with solid state
disks that it is with storage systems constructed with traditional magnetic media.
As a result, the modified version of LRU can improve improve system performance
in primary storage systems using NAND flash by avoiding unnecessary copying of
cache blocks to user buffers and by improving scan-resistance. In our experiments
using the well-known TPC-C online transaction processing benchmark and the TPC-
H decision support benchmark, Lazy LRU improves performance by about 4% with
minimal changes to the cache algorithms or implementation.

DF'S, which we first described at the USENIX File and Storage Technology (FAST)
conference in February of 2010 [40], is designed to take advantage of the virtualized
flash storage layer for simplicity and performance. The virtualized storage abstrac-
tion layer provides a very large, virtualized block addressed space, which can greatly
simplify the design of a file system while providing backward compatibility with the
traditional block storage interface. Instead of pushing the flash translation layer into
disk controllers, this layer combines virtualization with intelligent translation and al-
location strategies for hiding bulk erasure latencies and performing wear leveling on

the host.



A traditional file system is known to be complex and typically requires four or
more years to become mature. The complexity is largely due to three factors: complex
storage block allocation strategies, sophisticated buffer cache designs, and methods to
make the file system crash-recoverable. DFS dramatically simplifies all three aspects.
It uses virtualized storage spaces directly as a true single-level store and leverages
the virtual to physical block allocations in the virtualized flash storage layer to avoid
explicit file block allocations and reclamations. By doing so, DFS uses extremely
simple metadata and data layout. As a result, DFS has a short data path to flash
memory and encourages users to access data directly instead of going through a large
and complex buffer cache. DFS leverages the atomic update feature of the virtualized
flash storage layer to achieve crash recovery.

We have implemented DFS for the FusionlO’s virtualized flash storage layer and
evaluated it with a suite of benchmarks. We have shown that DFS has two main
advantages over the ext3 [85] file system. First, the number of lines of code in our file
system implementation is about one eighth the number of lines of code in ext3 with
similar functionality. Second, DF'S has much better performance than ext3 while using
the same memory resources and less CPU. Our microbenchmark results show that
DFS can deliver 94,000 I/O operations per second (IOPS) for direct reads and 71,000
IOPS direct writes with the virtualized flash storage layer on FusionlO’s ioDrive. For
direct access performance, DFS is consistently better than ext3 on the same platform,
sometimes by 20%. For buffered access performance, DFS is also consistently better
than ext3, and sometimes by over 149%. Our application benchmarks show that DFS

outperforms ext3 by 7% to 250% while requiring fewer CPU cycles.



Chapter 2

Flash Memory and Existing

Technology

This chapter provides a high-level overview of NAND flash memory technology, the
existing software used to manage it, and the primary challenges that must be over-
come to obtain good performance. By virtue of its organization, NAND flash has
performance and reliability characteristics that require specialized software in order
to obtain good performance and longevity. The software that manages flash memory
at the lowest level in traditional solid state disks is called the flash translation layer
or FTL. We describe the organization of existing commodity solid state disks and the
role of the FTL. We then discuss the primary challenges and existing approaches to

achieving good performance using flash memory.

2.1 An Overview of NAND Flash Technology

Flash memory is a type of electrically erasable solid-state memory that has become
the dominant technology for applications that require large amounts of non-volatile
solid-state storage. These applications include music players, cell phones, digital

cameras, and shock sensitive applications in the aerospace industry. More recently it
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has been used as the primary storage medium for personal computers such as laptops
that benefit from the low power requirements of NAND flash. It is also beginning to
see use in enterprise data storage in conjunction with traditional disk-based storage
systems because of its lower power consumption and the possibility of higher random
[/O performance than traditional magnetic media.

Flash memory was originally invented at Toshiba in the early 1980s [22] and
commercialized toward the end of the decade by Intel. Flash memory consists of
an array of individual cells, each of which is constructed from a single floating-gate
transistor [69]. A major advantage of flash memory is that the individual cells are
extremely simple and regular, allowing for high-density fabrication. Flash is often the
first type of device to be manufactured in quantity using a new fabrication technology
as a result. This leads to even greater packaging density. Furthermore, flash chips
must account for partial failure over time and it is therefore possible to mark blocks
containing manufacturing defects at the time of production, increasing the yield and
therefore decreasing the price per bit. This latter approach is comparable to the use
of bad block maps on hard disk drives.

Floating gate transistors are similar to standard field-effect transistors (FETS)
with a source, drain, and control gate [42]. A block diagram of a floating-gate tran-
sistor is shown in Figure 2.1. Unlike a standard FET, floating gate transistors have
an additional floating gate that sits between the control gate and the channel between
source and drain. This floating gate is electrically isolated by an insulating layer of
metal oxide and therefore only capacitatively coupled to the control gate. The charge
on the floating gate represents the value stored by the cell. When the gate is charged,
it partially cancels the electric field applied via the control gate, changing the thresh-
old voltage of the field-effect transistor. In order to read the contents of the cell, a

voltage is applied to the control gate. The charge on the floating gate determines



the conductivity of the channel between source and drain. The resulting current flow
through the channel is sensed to determine the value stored.

Traditionally, flash cells have stored

a single bit [81]. These so-called single-

level cell (SLC) flash devices are being Control Gate

replaced in some applications by multi-

level cell (MLC) devices. Multi-level cell
Floating Gate
devices store more than one bit per cell.

Multiple bits are stored in a single flash

cell by sensing the charge on the floating Source Channel Drain

gate more precisely. The charge deter-

mines the current flow through the FET Figure 2.1: Floating Gate Transistor: Float-
ing Gate is isolated from Source, Drain, and
channel. Rather than mere presence or Control Gate by Dielectric.
absence of a current flow determining
the value read from the cell, the amount of current flowing corresponds to one of
several different possible values. Single-level cell flash devices are more robust, but
multi-level cell devices offer higher densities and lower cost per bit.
Flash memory cells are programmed and erased through quantum tunneling [69)].
A voltage significantly higher than the voltage used to read the flash cell is applied
to the control gate. The application of a charge to the control gate allows a current
to flow between source and drain. Depending upon the polarity of the charge applied
between control gate and source, electrons either jump to or are pulled off of the
floating gate via quantum tunneling. Any electrons deposited on the floating gate
will be trapped there. The charge on the floating gate does leak, but very slowly over
a period of years. As a result, flash memory cells can retain data for a decade or

more.



Intel introduced the first commercial flash devices in 1988 as an electrically
erasable replacement for ROM chips often used to store firmware. These early de-
vices were so-called “NOR-flash” devices so named because the cells are arranged in
a pattern similar to NOR gates [6]. NOR flash offers several benefits in the role of
firmware storage: it can be erased and re-programmed in situ and it supports ran-
dom access and word-level addressability. Furthermore, read and write operations
typically take tens of microseconds. A major drawback of NOR flash is that the erase
operation may take more than a millisecond. As with all types of flash memory, in
order to change the value stored in a flash cell it is necessary to perform an erase
before writing new data. Modern NOR flash chips are organized into blocks of cells.
An erase operation applies only to an entire block at once [15]. Typically, NOR flash
cells can be programmed a byte or entire word at a time.

Like NOR flash, NAND flash is con-

structed from arrays of floating-gate
transistors. Unlike NOR flash, however,
NAND flash cells are not word address-
able. In a NAND flash device, several

flash cells are connected in series. Sev-

eral additional transistors are required

to control the individual flash cells. De-

spite this added overhead, the reduction

Figure 2.2: Block diagram of a NAND flash
in the number of ground wires and bit- array with IV erase blocks each containing M
pages of data. Pages can be written or pro-
grammed individually, but entire erase blocks
must be erased at once.

lines for transferring data to and from
cells allows for a significantly denser lay-
out than is possible with NOR flash.

The result is higher storage density per chip at the expense of word-addressability [15].

10



In a NAND flash array, the storage cells are logically organized into pages which
are further grouped into erase blocks, as shown schematically in Figure 2.2 [15]. As
in the case of NOR flash, all of the cells in a NAND flash erase block must be
erased at the same time. Unlike NOR flash, however, NAND flash must be read and
programmed an entire page at a time. The size of a NAND flash page varies, but in
most cases is from 512 bytes to as much as 16KB. Typical erase block sizes run from
roughly 32KB to a few tens of megabytes depending on the particular device. Any
data in an erase block that is to be preserved must be copied first.

NAND flash block erasure is a time consuming operation, just as it is for NOR
flash. Typical devices take about one or two milliseconds to erase a NAND flash erase
block. Furthermore, an erase block may be erased successfully only a limited number
of times. The number of successful erasures is known as the write endurance and
depends on a number of factors, including the particular process technology used to
manufacture the part and the size of individual semiconductor features. It usually
ranges from as few as 5,000 erase cycles for consumer grade MLC flash to 100,000 to 1
million erase cycles for enterprise grade SLC flash [81]. Erase time, write endurance,
and the block-oriented nature of NAND flash are the salient features for software
system designers seeking reliability and performance from flash storage systems.

An additional concern in any storage system is failure — i.e., the inability to cor-
rectly retrieve data previously stored in the system. For traditional disk-based storage
systems, the failure rate is often expressed as the mean time between failures (MTBF).
Informally, the MTBF is the predicted average elapsed time between failures of the
storage system. Component parts of the storage system are most often assumed to
have constant failure rates during their useful life after an initial “burn-in” period and
therefore failures are assumed to be exponentially distributed. Although expressed
as an elapsed time, MTBF is best understood as a failure rate during the useful life

of the device. Disk manufacturers quote MTBF for their products on the basis of an
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accelerated aging regimen which may or may not accurately reflect failure rates in
the field.

Another reliability metric which is useful for mass storage systems and is more
widely applied in solid-state storage systems is the uncorrectable bit error rate
(UBER). Modern storage systems, including both disk-based systems and solid-state
systems, use error correcting codes to detect and correct errors. The data to be stored
by the system is divided into blocks and each block is encoded. The encoded block
is called a code word and is larger than the original user data. Flash devices store
the additional check bits out of band in each page. A decoding algorithm is used at
retrieval time to detect and correct corruption of the data. The fraction of corrupted
bits that can be tolerated is a function of the error correcting code used. Informally,
the UBER is the probability of a code word having an uncorrectable bit error divided
by the number of user-visible data bits per code word. That is, the UBER is the rate
of bit errors after the application of the error correcting code (ECC). The UBER is
a more nuanced measure of reliability which does not consider the entire device to
have failed merely because of a single bit upset.

Both disks and flash memory devices employ error correcting codes to detect and
correct multiple bit errors. In the case of NAND flash, additional flash cells are used
to store ECC bits for each page [81]. A separate microcontroller is responsible for
carrying out the error correcting code computations and signaling the host in the case
of failure.

There are several common failure modes for flash devices which can be addressed
with error correcting codes. Recent studies by researchers at Intel and Micron have
shown that with suitable error correcting codes, modern flash devices can achieve
a UBER on the order of 107! [63], which is similar to that for existing hard disk

technology [27]. A simple high-level classification of these failure modes is:

e Program disturb

12



e Read disturb
e Data retention loss

e Limited write endurance

Each failure mode is the result of underlying physical effects such as quantum level
noise effects, erratic tunneling, and disturbances during quantum tunneling. Program
and read disturb are caused by non-selected cells receiving heightened voltage stress
during a program or read operation to adjacent cells. This process is non-destructive
and may be managed with ECC but eventually requires the data in the stressed cells to
be copied to a new location and the old location erased. Similarly, data retention loss
occurs due to dielectric leakage over time. It is a non-destructive process but requires
data to be copied occasionally in order to guarantee long-term data retention. The
fourth high-level failure mode is failure to erase or program successfully due to long-
term changes in cell characteristics due to excessive program/erase cycles. This is the
most well-known reliability concern with flash memory technology. A variety of wear
leveling techniques are employed by flash storage systems to avoid “burning out” any
one location. It is worth noting, however, that even excessive reading of a location

may require moving data although no permanent damage is done to a cell.

2.2 Flash Memory and Write Endurance

The simplest approach to building a storage system using flash memory is to treat
the entire flash device as an array of physically addressed blocks with each block
represented by a single physical flash page. There are at least two significant problems
with this method: first, some blocks may be written far more often than others and
due to the limited write endurance of flash cells, these blocks will fail prematurely.
Second, using a physically addressed linear array of blocks makes it impossible to
update less than a full erase block at a time. In order to update a single page, the
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entire erase block must be read, the block erased, and the constituent pages in the
erase block re-written. If a power failure or crash occurs after erasure but before the
pages in the erase block have been programmed, data blocks colocated in the same
erase block but otherwise not involved in the write operation will be lost.

To illustrate the first problem, consider a program that updates a particular 4KB
physical page once a second on a 2GB consumer MLC NAND flash chip. A common
example of such a device are the Intel MD78 series of NAND flash devices [37]. Such
chips typically have a write endurance of about 10,000 erasure/program cycles before
a cell fails [81]. If a direct physical mapping is used to map logical file system blocks
to physical flash pages, the block being updated may fail in as little as 10,000 seconds
or less than three hours. If, on the other hand, the updates are evenly distributed over
all of the ~500, 000 pages on the device, the write endurance will not be exceeded for
approximately eighty years, far longer than the designed useful life of the part. These
two scenarios represent the two extremes for endurance given a very simple, regular
workload. More generally, system designers are interested in an online algorithm that
provides good write endurance even when the workload is not known in advance.
Algorithms for distributing writes to avoid premature failure due to the limited write
endurance of flash cells are called wear leveling algorithms.

The second drawback of the direct-mapped, physically addressed approach to
managing flash memory is that updates smaller than the erase block size are ineffi-
cient and no longer atomic [1]. In order to update a single page under this scheme,
it is necessary to read an entire erase block, modify the target page in main memory,
erase the erase block, and then program all of the pages in the erase block with the
updated values. This read-modify-write cycle is inefficient since it requires costly
erase and program operations as well as two transfers of an entire erase block when
only an individual page needs to be updated. This phenomenon is known as write

amplification since a single small write operation may necessitate several much larger
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writes [33]. The read-modify-write cycle to update a page also introduces the possi-
bility of data loss in the event of a power failure after the erase operation but before
the write operation has completed. In practice, the algorithms used to solve the wear
leveling problem naturally address the problem of inefficient, non-atomic updates as
well.

Because write endurance is not an issue for disk-based storage systems, existing
file systems, database systems, and other clients of the storage system have not been
designed with the write endurance problem in mind. There are two common methods
for resolving this situation: the first is to implement wear leveling in firmware or in
software as part of the host device driver. The first widely used implementation of this
idea, the so-called flash translation layer, was patented by Ban and standardized by
Intel [3,35]. The second common approach is to solve the write-endurance problem
directly in a file system specifically designed for flash memory. Examples of this
second approach include JFFS2, YAFFS, and others [55,88]. We describe both of

these approaches in what follows.

2.2.1 Flash Translation Layer

Wear leveling algorithms are designed to distribute updates evenly across the pages of
a flash device. At a high level, all wear leveling algorithms work by introducing a level
of indirection. This level of indirection allows flash memory pages to be identified
by a virtual block address rather than a physical block address. A mapping from
virtual to physical block addresses is maintained by the system. In the case of NAND
flash based storage, the block size typically corresponds to the size of a single page.
When a block is to be updated, a fresh page is allocated from a pool of previously
erased pages. The data to be written is programmed in the new page, the mapping
from virtual to physical block is updated, and the old page is marked as unused and

suitable for reuse. This basic approach has three advantages:
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1. Each modification of a frequently updated block is written to a different physical

location, avoiding premature wear.

2. The block-level virtual to physical mapping allows individual flash pages to be

updated without erasing and re-writing an entire erase block.

3. Updates to a block can be made atomic by using well understood techniques

such as write-ahead logging for the virtual address mapping.

The fundamental problem introduced by an additional level of indirection is how
to store and maintain the virtual to physical mapping in an efficient and crash-
recoverable manner. A secondary problem is to devise time and space efficient wear
leveling policies.

Flash memory storage systems have traditionally solved the problem of translating
virtual block addresses to physical flash addresses by maintaining two maps: a map
from virtual to physical address and an inverse map from physical addresses back to
virtual addresses. The inverse map is stored implicitly in the header of an erase block
or flash page. This header contains the virtual block address of each page as well as
bits indicating whether or not the page contains valid data and a version number.
This additional metadata may be stored in the same physical location as the data or
it may be stored in a dedicated metadata page elsewhere in the same erase block. In
either case, the forward or virtual to physical mapping can be computed by scanning
the entire flash device during initialization.

Unlike the implicit inverse mapping, the forward mapping is stored at least par-
tially in main memory. For large flash devices, the entire mapping may be too large
to fit in main memory, particularly in resource constrained environments. Portable
flash devices often implement wear leveling in firmware running on an embedded pro-
cessor with little volatile memory. One alternative is to store at least a portion of the
forward mapping on the flash device as well. It is not practical to store the entire
mapping in flash, however, as the forward mapping must support fast lookups and

frequent fine-grained updates for which flash is ill-suited.
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Figure 2.3: Metadata for Virtual Addressing of Flash Memory to Support Wear Leveling

Figure 2.3 shows the generic metadata used by wear leveling algorithms. Small
devices may use the per-page header to store the entire inverse map and reconstruct
the forward map when the device is first mounted. Many NAND flash devices reserve
a small amount of extra storage in each page for out of band metadata. In the absence
of such a reserved area, the FTL may reserve several pages at the beginning of each
erase block to store metadata for all of the pages in the erase block.

Scanning the per-page metadata to reconstruct the address mapping is a viable
approach for small devices, but is not practical for large devices as the time required
to scan is prohibitive. In this case, the per-page metadata may be useful for detecting
inconsistencies or in the case of catastrophic failure. As a practical matter, modern
flash storage systems must store the forward mapping as well. A popular approach
to doing so is the flash translation layer [3,35]. The FTL stores the forward map in
flash while attempting to reduce the cost of updates to this stable copy.

There have been many proposals for the design and implementation of a flash
translation layer in recent years. Examples include the original Intel specification as
well as a number of proposals from the research community, including Fully Associa-
tive Sector Translation (FAST) [47], Locality-Aware Sector Translation (LAST) [48],
DFTL proposed by Gupta et al. [28], and the space-efficient FTL of Kim et al. [46].
More recent efforts focus on high-performance in SSDs, particularly for random writes.

Birrell et al. [7], for instance, describe a design that significantly improves random
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write performance by keeping a fine-grained mapping between logical blocks and phys-
ical flash addresses in RAM. Similarly, Agrawal et al. [1] argue that SSD performance
and longevity is strongly workload dependent and further that many systems prob-
lems that previously have appeared higher in the storage stack are now relevant to the
device and its firmware. This observation has led to the investigation of buffer man-
agement policies for a variety of workloads. We focus on the flash translation layer
as standardized by Intel as it is the most widely known and deployed and illustrates
the fundamental problems that any flash translation layer must solve.

The Intel FTL uses several data structures summarized in Figure 2.4. Two sep-
arate mappings are maintained by the flash translation layer. First, virtual block
numbers are mapped to a pair consisting of a logical erase block number and a page
index within the erase block. This is the Virtual Block Map. Second, logical erase
blocks are mapped separately to physical erase blocks by the Erase Block Map. Since
erase blocks are large, the size of this second mapping is modest enough to store
efficiently in main memory. The Virtual Block Map, on the other hand, may be quite
large and so it is partially stored in flash. When it becomes necessary to copy the
valid or live contents of an erase block, only the Erase Block Map and not the Vir-
tual Block Map need be updated. The separation of the two mappings simplifies the
procedure for moving live data from an erase block that is about to be reclaimed to

a new erase block that has yet to be populated.
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The Virtual Block Map is actually a two-level hierarchical structure. The first
level is stored entirely in RAM and is populated at initialization time by scanning
the media. This first level is known as the Virtual Page Map. The Virtual Page
Map makes it possible to look up pages of the Virtual Block Map stored in flash.
The Virtual Block Map pages stored in flash contain multiple entries each of which
maps a virtual block address to a logical erase block and page within that erase block.
Since the first level of the mapping is stored in main memory, it is possible to make
fine-grained updates to it in an efficient manner. The second level, which is stored
in flash, can not be as efficiently updated since each modification requires copying
the entire page and writing it to a new location. To reduce the number of updates
to pages in the Virtual Block Map, two parallel maps are kept: the primary and
replacement maps. The primary map is dense, but the replacement map may be
sparse with only some pages actually present. If an entry in the map is to be updated
and is free in the replacement map, the original entry in the primary map is cleared
and the new value placed in the replacement map. Otherwise, the primary map is
updated and the entire page in the primary map must be re-written. During lookup,
if the primary map entry is cleared, the value in the replacement map is used instead.
The virtue of this approach is that sequential access leads to several mappings being

moved from the primary to the replacement map before a new page must be written.

2.2.2 Garbage Collection

The flash translation layer uses an additional level of indirection to facilitate sub-page
updates and to place new data in erase blocks such a way as to spread wear evenly.
Over time, however, the flash device will still accumulate pages filled with unused
data. This “garbage” must be identified and recycled. Garbage collection algorithms
for flash not only make unused pages available for reuse, but also interact with wear

leveling algorithms to influence device longevity. The efficiency of flash garbage col-
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lection algorithms also affects the overall performance of the device, particularly in
the case of writes. Some flash storage systems run the garbage collection algorithm
purely on demand, which slows write performance as erase operations are time con-
suming. Modern SSDs typically run the garbage collector in the background to make
use of idle periods and keep a reserve of previously erased blocks.

Flash garbage collection proceeds in four phases:

1. Choose erase block, B, to collect
2. Copy any live data in B to a new location
3. Update virtual-to-physical mapping for copied live data

4. Erase B and update any data structures for tracking free pages

Garbage collection thus requires an answer to the three important policy decisions

in a flash storage system:

1. Which erase blocks should be chosen for garbage collection?

2. Where should the system place new data? These data may be writes submitted
by an external client or live data discovered during collection that must be

moved so an erase block can be reclaimed.

3. When should collection be triggered?

Two natural policies for selecting blocks for erasure are to select the erase block
either on the basis of the fraction of garbage in the block or on the basis of wear (i.e.,
number of previous erasures). The advantage of selecting the erase block based on
the amount of garbage it contains is that fewer erasures are necessary to reclaim a
given amount of space. The simplest incarnation of this type of heuristic is a garbage
collection algorithm that chooses to reclaim the erase block with the largest number
of pages containing unused or obsolete data. This approach is efficient in that each
erase block reclamation frees the largest possible number of pages for reuse. The

disadvantage of this simplistic approach is that it does not take wear leveling into
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account. Erase blocks that contain many hot pages will see high levels of churn and
thus be candidates for erasure under this policy. However, such blocks will also see
increased wear as compared to blocks containing cold pages.

An example of a reclamation algorithm specifically designed to reduce wear is
that patented by Lofgren et al. [52]. Lofgren’s algorithm adds a counter to each erase
block that tracks the number of erasures. A spare erase block is reserved for use by
the system. When an erase block is collected, its erase counter is compared to that
of the erase block with the fewest erasures in the system. If the difference exceeds
some pre-determined threshold, the block to be collected is swapped with the spare.
The goal of the heuristic is to identify heavily worn erase blocks and cold data and
to move cold data to worn blocks.

Algorithms such as Lofgren’s do introduce a further complication: the erase coun-
ters are not updated atomically and are therefore susceptible to loss in the case of a
crash or system failure. One solution to this problem, short of using logging, is that
of Marshall and Manning [57]. Marshall’s approach is to store the counter for erase
block B both in B and in the metadata header of another block, B’ # B. In case of
a crash, the counters can be recovered during a scan of the device at boot. Other ap-
proaches include estimating wear on the basis of erase block erasure latencies, which
tend to increase over time [29], approximations such as that of Jou and Jeppesen [41],
and randomization as in the case of JFFS2 [88], which we discuss in greater detail
when we consider file systems in Section 2.3.

In the system described by Jou and Jeppesen, erase blocks are kept on a priority
queue in RAM that is ordered by erase count. When an erase block is collected, its
live contents are moved and the block is added to the in-memory priority queue, but
the block is not erased. When fresh blocks are required, they are drawn from the
queue and erased on demand. Blocks that have been erased but have not had their

counters updated can be detected after a crash as the erase counter will contain all
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ones. The initialization logic assigns these blocks the minimum wear value plus one
as an approximation.

One approach to satisfying competing demands of efficient reclamation and even
wear is to employ two different erase block selection methods: one method reclaims
free space quickly and efficiently, for instance by choosing the erase block with the
most garbage; a second method reclaims erase blocks with the goal of ensuring even
wear. The choice of when to switch from one algorithm to another may be randomized,
periodic, or a function of measured wear. Ban and Hasharon describe one such
method [4]. Their method runs the wear leveling reclamation method either after
a fixed number of writes or with a fixed probability after every write. The victim
erase block is chosen uniformly at random from all erase blocks in the system so
that, with high probability, all erase blocks will be subject to reclamation and wear
leveling. Wells has described yet another approach to address the competing demands
of efficient reclamation of free space and even wear [87]. In the scheme introduced by

Wells, every erase block is assigned a score of the form:
score(B) = a x garbage(B) + ( X [H}S@X erase(B’) — erase(B)

where garbage(B) is a measure of the amount of unreferenced data in the erase block
B and erase(B) is the number of times B has been erased. When « is large in
comparison to [, the score favors efficiency over wear leveling. After a threshold
number of blocks have been erased, blocks are re-scored with a < [, emphasizing

wear.

2.3 Existing Flash File Systems

One common approach to using flash memory is to expose it as an ordinary block

device via the flash translation layer and use an existing file system on top of the block
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device. In the case of removable devices, the FTL is often implemented in the flash
device itself. USB flash drives, for instance, implement the FTL in a microcontroller
on the drive and export a block device via the USB mass storage protocol. The
device is most often formatted for Microsoft’s FAT file system [21]. FAT is favored
in the context of removable devices as it represents a lowest common denominator
that is compatible with a wide range of operating systems and embedded devices
such as cameras and cellular telephones. Other commonly used file systems include
NTFS, FFS, Ext2, and Ext3 [10, 58,60, 85]. The advantages of this approach are
cross-platform compatibility in the case of removable media and simplicity even in
the case of non-removable media. The changes to the storage stack can be confined
to the hardware device or possibly the software device driver layer depending upon
where the flash translation layer is implemented. Implementing a new file system is
typically a significant undertaking in a modern operating system and so the ability
to reuse existing file systems is a major advantage.

An alternative approach is to expose the flash hardware directly to a file system
designed specifically for flash memory. The new flash-specific file system is respon-
sible for managing wear and reclaiming unreferenced flash blocks. This end-to-end
approach exposes both the details of the flash hardware and the higher level file sys-
tem interface to a monolithic software stack optimized for the task at hand rather
than for traditional magnetic media.

A simple example of an optimization that this enables is the ability to return
unused blocks in deleted files to the pool of free flash blocks. This optimization can
improve both wear management and performance as garbage collection algorithms
typically work best when a meaningful fraction of the storage they manage is unal-
located. If a file system designed for magnetic disks is layered on top of the FTL,
there is no simple way for the FTL to realize that a block belonging to a deleted file

may be marked as garbage. The block will be marked as free by the file system, but
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not in the FTL. The FTL will only be able to recycle the block when it is re-written,
indicating that the current contents are stale and should be discarded. Recently,
the block layer in some operating systems, notably FreeBSD, has been augmented to
allow a file system to notify the FTL that a block is free. This extension is typically
referred to as trim.

The trim directive is one example of the optimizations possible when the file
system encompasses both the low-level flash management and the high-level file sys-
tem interface. A further advantage is that only a single block allocator is necessary.
When a traditional file system is layered on top of the FTL, both the file system and
the FTL must allocate storage blocks. Block allocation policies can be unified in a
flash-specific file system.

Conventional file systems designed for magnetic disks modify both user data and
file system metadata in place. This approach has the advantage that when a block
is modified, the new data can be found in the same physical location as the old
data that has been replaced. In-place modification has two shortcomings in the
case of file systems for magnetic disks: data must be placed at particular physical
locations, requiring the client to wait for the disk arm to be correctly positioned, and
it introduces the possibility of data loss or inconsistency in the case of crash. As a
result, most modern disk-based file systems are journaling file systems that use write-
ahead logging to avoid inconsistency in the case of crash. Examples of this approach
include Microsoft’s NTFS, IBM’s JES, SGI's XFS, and Apple’s HFS+ [2,12,16,79].

Log-structured file systems take the journaling approach one step further by keep-
ing everything, including user data, in the log. The log is composed of fixed-size
segments and all modifications are appended to the end of the log. A background
garbage collection process called the “cleaner” is responsible for releasing unrefer-
enced segments in the log. The Sprite LF'S file system is an example of a research

log-structured file system for disks [74]. Disk-based log-structured file systems eschew
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update-in-place for write performance and to aid in crash recovery. Write operations
at the file system interface level become append operations applied to the log. This
helps to improve write performance as the sequential write performance of disks is
much higher than the random write performance. Read performance, on the other
hand, may suffer depending on the workload. Logically sequential blocks of a file may
not be physically contiguous in a log-structured file system if the blocks were written
at different times. The resulting poor read performance poses a significant obstacle
to log-structured file systems for disks.

The log-structured approach has not seen widespread commercial use in disk-based
file systems. Unlike file systems for disks, however, most flash-specific file systems
do take a log-structured approach to managing flash memory. Flash file systems
must avoid update-in-place entirely as the underlying hardware does not support
it. Furthermore, flash memory supports nearly uniform access times for all storage
blocks. As a result, the log-structured approach to constructing file systems is a good
match for flash memory.

Some of the earliest work that applied the log-structured principle to flash memory
was that of Kawaguchi et al. [44]. They describe a transparent device driver that
presents flash as a disk drive rather than a file system. However, they did identify the
applicability of a log-structured storage layer that dynamically maps logical blocks
to physical addresses, provides wear leveling, and hides bulk erasure latencies using
a log similar to that of LFS [74]. Most flash translation layer and flash-specific file
system implementation have adopted this basic approach.

The Microsoft Flash File System is one of the best known early file systems [49].
Dating from the early 1990s, MFFS was originally intended to be a standard file
system for removable flash media. Douglis et al. report particularly poor write per-
formance with MFFS [19]. In fact, they report that both read and write latency

increases linearly with file size. The increase in I/O latency is due to the inefficient
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representation of files. In MFFS, each file is represented by a linked list of blocks.
When a portion of the file is overwritten, this linked list is updated by “patching”
a new block into the list. The resulting fragmentation and long chains of blocks re-
sults in poor performance for both reads and writes. Later versions of the file system
appear to have provided for reclaiming data blocks and “defragmenting” files in the
process, but the details are not documented.

eNVy [89] is an early file system design effort for flash memory. Unlike more
traditional file systems, it was designed to sit on the memory bus and operate at the
word rather than block level. Since it also provides non-volatile storage, it takes the
place of both DRAM and disk. eNVy uses flash memory as fast non-volatile storage,
a battery-backed SRAM module as a non-volatile cache for combining writes into the
same flash block for performance, and copy-on-write page management to deal with
bulk erasures. The processor in the eNVy hardware module directly addresses both
a NOR flash array and the SRAM cache. Reads are serviced either out of the SRAM
cache or directly from the NOR flash array. Write requests that do not hit in the
cache are serviced by copying a flash page into the cache and modifying the cache
page.

JFFS2, the successor to Axis Communication’s Journaling Flash File System
(JFFS) for embedded Linux platforms, is a POSIX compliant file system for NOR
flash developed by David Woodhouse at RedHat [88]. JFFS2 files are named by ver-
sioned [-node numbers which are not reused by the system. Files are stored as a
sequence of nodes which contain a copy of the relevant I-node and a either a con-
tiguous range of data from a user file or a directory entry in the form of a name and
I-node pair. The JFFS2 log consists of a linked list of nodes and is reconstructed
at mount time by scanning the entire device. JFFS2 keeps a hash table in memory
from I-node number to the most recent version of the I-node in flash. JFFS2 also

keeps an in-memory data structure for each node. This data structure is kept on a
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linked list ordered by physical address for garbage collection and on a separate per-file
linked list. When new data is written to the file system, the in-memory metadata is
updated and a new node is written to flash. While JFFS2 is very simple, it requires
significant RAM resources to run and requires a scan of the flash device at mount
time. In practice, this restricts it to small file systems and embedded devices.
YAFFS, or Yet Another Flash File System, is a NAND-specific file system designed
to improve upon JFFS and JFFS2’s perceived shortcomings when run on NAND flash
devices [55]. YAFFS files are stored in fixed sized blocks of 512 bytes, 1KB, or 2KB.
Each block is labeled with a small header that contains file system metadata. Each
file in the system, including directories, is described by a single metadata block that
contains the file’s name, permissions, and attributes; subsequent blocks contain file
data. Like JFFS2, all on-flash metadata is stored in block headers, forcing the file
system to scan the entire device and reconstruct in-memory metadata at mount time.
YAFFS reduces its memory footprint by using a tree to store the mapping from file
offsets to physical flash addresses. The leaves of the tree point to a small contiguous
range of blocks in flash that are scanned to determine the final physical address.
This is possible because blocks in YAFFS are self-describing. To avoid updating the
per-file metadata on every write, each block header contains enough metadata to
reconstruct the most current version of the file header, including the size of the file
itself. YAFFS2 further improves upon this scheme by using a sequence number in
each block to determine which blocks are a part of the current version of a file and
which are garbage. The YAFFS authors argue that wear leveling is less important
for NAND flash than it is for NOR flash. As a result, their primary method for wear
leveling is the infrequent randomized reclamation of an erase block; any live data in

this block is moved to a new erase block before erasure.
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2.4 Flash Memory and Caching

Cache management algorithms have been studied extensively at least since the early
1960s. The vast majority of these algorithms are designed to manage limited main
memory used as a cache for a much larger storage system built either from individual
disks or from arrays of disks. Relatively little attention has been paid in the litera-
ture to the problem of designing cache management algorithms specifically for flash
memory based storage systems. Early work on flash-specific caching focused on the
use of flash memory for mobile computers to reduce power consumption by replacing
a conventional magnetic disk entirely [19], by building a second-level cache from flash
memory [56], and by building a write cache from flash to avoid spinning up a magnetic
disk and caching whole files in flash [50].

In this section we provide a brief overview of recent work on cache management
algorithms for flash based storage. Some flash-specific cache management algorithms
such as FAB [38], or Flash Aware Buffer Management, are designed with embed-
ded or application-specific environments in mind. Others, such as BPLRU [45], are
designed to tackle the shortcomings inherent to flash memory, such as its random
write performance. Still others, such as CFLRU [67] and CFDC [66] are intended to
be flash-aware improvements on venerable algorithms such as Least Recently Used
(LRU).

FAB [38] is designed specifically for portable music player devices. As a result,
FAB is designed for workloads in which the majority of write operations are sequential.

FAB seeks to achieve three specific technical goals:

1. Minimize the number of write and erase operations since they are a significant

source of I/0 latency in flash storage systems
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2. Encourage what the authors term a “switch merge” in which entire erase blocks
are collected at once by swapping a block of garbage with a new log block with

live data

3. Maximize overwrite of hot flash blocks in the buffer cache so as to avoid writes

and the creation of garbage in flash memory

The FAB algorithm attempts to satisfy these goals using a combination of a victim
cache block selection strategy and a buffer cache flushing strategy. The victim se-
lection strategy selects an erase block rather than a single cache block. The erase
block chosen is that erase block that has the most resident cache blocks. Any ties are
broken using an LRU policy at the erase-block level. All cache blocks belonging to
the victim erase block are flushed at once. One drawback of FAB is that it may flush
recently used data blocks if the corresponding erase block has the largest number of
pages in the buffer cache. This occurs because erase block level eviction occurs before
data block recency is considered during the victim selection process.

Block Padding LRU, or BPLRU [45], was specifically intended to improve the
random write performance of flash memory devices. Like FAB, BPLRU uses an erase
block level strategy. Data blocks are grouped by erase block and entire erase blocks
are placed on an LRU list; all of the data blocks in an erase block are flushed as a
unit. Furthermore, when BPLRU flushes victim data blocks, it will first read any data
blocks not already in the cache that belong to the same erase block as the victims.
This process is referred to as block padding and encourages entire erase blocks to
be replaced rather than requiring the garbage collector to sift through several erase
blocks to identify live data. Finally, BPLRU attempts to identify sequential access
and places blocks written sequentially at the end of the LRU list under the assumption
that they are least likely to be accessed in the near future.

Recently Evicted First (REF) [77], is a cache management algorithm for flash

memory that is designed to integrate with a flash translation layer that uses a log
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to manage updates. Much like FAB, REF chooses victim erase blocks rather than
individual victim data blocks. Only data blocks residing in the victim erase blocks
may be ejected from the cache. REF attempts to select victim erase blocks that
correspond to FTL’s active log blocks in order to improve the efficiency of garbage
collection. Finally, REF takes data block level recency into account, unlike FAB and
BPLRU. That is, data blocks that have not been used recently may be ejected even
when other data blocks in the same erase block have been used recently and are
retained in the cache.

Clean First LRU, or CFLRU [67], is a flash-aware modification of LRU which
takes into consideration the higher cost of writes as opposed to reads in flash storage
systems. CFLRU deliberately keeps some number of dirty pages in the buffer cache
in an effort to reduce the number of writes to the flash device. CFLRU partitions
the LRU list into two regions: the working region and the clean-first region. The
working region contains recently used buffers and most cache hits. The clean-first
region contains candidates for eviction. During victim selection, CFLRU prioritizes
clean buffers in the clean-first region over dirty buffers. The size of the clean-first
region is a parameter referred to as the window size; the authors provide both static
and dynamic methods to select the window size. By prioritizing clean buffers over
dirty buffers, CFLRU increases the effective size of the cache for dirty buffers and
therefore reduces the number of writes to flash. However, clean buffers need not be
at the tail of the LRU chain, forcing an expensive linear search. Worse, clean buffers
tend to stay in the clean-first region near the working region as they are always chosen
over dirty buffers, increasing the length of the linear search. Furthermore, CFLRU,
like LRU, is inefficient when the workload contains long sequential access patterns as
hot buffers are flushed by the sequentially accessed buffers.

Clean First Dirty Clustered, or CEDC [66], attempts to address the shortcomings

of CFLRU. CFDC, like CFLRU, divides the cache into two regions: the working
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region and the priority region. The relative size of these two regions is a parameter
called the priority window. The priority region is represented by two lists: the clean
queue and the dirty queue. Dirty buffers in the priority region are held on the dirty
queue and clean buffers in the priority region on the clean queue. When a buffer is
evicted from the working region, it is placed on the appropriate queue in the priority
region. When the cache fills and a victim buffer must be chosen to make room for a
new data block, the victim is chosen from the clean queue if it is not empty and from
the dirty queue otherwise.

The dirty queue is organized as a list of data block clusters rather than a list
of individual data blocks. Clustering is intended to combat the problem of long
sequential access patterns flushing the cache. A cluster is a list of data blocks that
are physically close on the backing storage medium and is therefore similar to the
block-level LRU of FAB and BPLRU. The buffers in a cluster are ordered not by
logical block number but by time of last reference in the cache. When a buffer in a
dirty cluster is referenced, it is moved to the working region.

Different cache replacement algorithms can be used to manage the dirty and work-
ing regions. By default, the working region uses LRU to manage the buffer queue.
The priority region orders the clean and dirty queues according to a priority function.
The priority function tends to assign a lower priority to large clusters since flash de-
vices tend to process larger clusters more efficiently as they exhibit greater spatial
locality. It is also assumed that larger clusters are more likely to be the result of

sequential access and therefore less likely to be accessed again in the near future.

2.5 Existing Flash Hardware

Flash storage has become a popular alternative to traditional magnetic disks in the

last several years. As a result, most major storage vendors now offer products that
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incorporate flash memory. These products run the gamut from removable media
such as USB flash drives to large storage arrays that incorporate DRAM, flash, and
magnetic disks in a single product. The most visible use of flash memory for most
consumers is in consumer products such as MP3 players and smart phones. More
recently, network routers and content delivery network appliances have begun to
include embedded flash as a high-speed cache. The Cisco Content Delivery Engine [14]
is one example of such a product.

In this section we provide a brief overview of commercial flash disks currently
available. At one end of the spectrum are conventional magnetic disks with built-in
NAND flash caches and SSDs packaged in a traditional disk form factor and intended
as direct disk replacements. At the other end are sophisticated devices that connect
directly to the I/O bus and use specialized device drivers rather than the existing
low-level disk interface.

Both Seagate and Intel have introduced products that seek to provide the benefits
of NAND flash without upsetting the existing storage infrastructure. Intel introduced
its TurboMemory [59] product line in 2005 as a separate PCle or mini-PCle device
intended for the laptop market. Subsequently, it has produced core chipsets, such as
the X58 Express chipset for the x86 market that incorporate TurboMemory directly
on the motherboard. TurboMemory acts as a flash memory cache in front of the
existing magnetic disk drive to improve I/O performance, particularly random I/O
performance, transparently. TurboMemory modules are intended to support existing
operating system mechanisms such as Microsoft’s ReadyDrive and ReadyBoost [72].
ReadyBoost uses a NAND flash SSD such as a USB thumb drive or a special purpose
device such as TurboMemory as an extension of main memory. That is, ReadyBoost
uses a NAND flash device to improve system throughput by providing a high per-
formance swap partition. ReadyDrive, on the other hand, uses recent extensions to

the ATA disk interface to cache data destined for a magnetic disk. ReadyDrive may
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cache this data in a device such as a TurboMemory module or the disk itself may
include a NAND flash cache. So-called hybrid disk drives are conventional magnetic
disk drives with additional NAND flash memory used by the on-board disk controller
as a cache. Hybrid drives may spin down the disk platters to save power while still
serving data out of the flash cache. If a request to the disk misses in the cache, the
disk is spun up on demand. Seagate has recently introduce a line of hybrid disks
under the Momentus [75] name.

The most commonly available solid state disks are those that are designed to
be direct replacements for magnetic disks. SSDs packaged in the same form-factor
as magnetic disks have become popular, particularly in the consumer market, due
to the ease with which they can be deployed. These devices use the same physical
packages, the same electrical interconnects, and the same storage protocols and host
bus adapters (HBAs) as magnetic disks. The design and implementation of this type
of SSD is constrained by a form factor and interface designed for magnetic disks.
As a result, these SSDs export only a simple block interface and must rely on a
resource-constrained microcontroller to manage the underlying flash.

Typical examples of flash memory based SSDs using existing disk form factors
include the Intel X25-E enterprise flash disk and the Sun SSD offering [36,62]. Few
technical details on the internals of these devices are publicly available. They do
support so-called Native Command Queuing (NCQ), the Serial ATA equivalent of
SCSI's Tagged Command Queuing. NCQ allows the SSD to receive multiple read or
write requests at once and to respond to them out of order, allowing the device to take
advantage of modest parallelism in the 1/O request stream. Basic microbenchmark
results for these devices may be found in Table 2.1. As a baseline for comparison, we
also show the performance of a typical high-performance magnetic disk using Fiber
Channel Arbitrated Loop (FC-AL), in this case a Seagate Cheetah 15K.7 disk. The

flash storage devices provide a modest improvement in sequential read and write
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Disk Intel X-25E | Sun SSD Sun F20 FusionIO
Interconnect FC-AL SATA-II SATA-II PCle PCle
Random 3.4ms 75118 90us 220us 8 —50us
Read
Random 3.9ms 8518 90us 320us ~ 10-50us
Write
Random 300 35K 35K 101K 140K
Read IOPS
Random 250 3.3K 3.3K 88K 135K
Write IOPS
Seq. Read 116-194 MB/s | 250 MB/s | 250 MB/s | 1092 MB/s | 770 MB/s
Seq. Write 116-194 MB/s | 170 MB/s | 170 MB/s | 500 MB/s | 750 MB/s
Idle Power ~9W 60mW 100mW ? 3-5W
Active Power 12-16W 2.4W 2.1W 16.5W 10-17W

Table 2.1: Comparison of the Performance Characteristics of a Modern Fibre-Channel Disk,
the Intel X-25E SSD, Sun Enterprise SSD, Sun Flash Accelerator F20, and the FusionlO
ioDrive SSD

performance over existing high-performance magnetic disks. Random I/O latency,
on the other hand, is roughly fifty times better and typical power dissipation is two
orders of magnitude lower.

The second class of solid state disks are those that do not use the traditional
HBA and interconnect. Two of the most widely used examples in this second class
are the Sun Flash Accelerator F20 [62] and the FusionlO ioDrive [23]. Both of these
devices connect directly to the PCI Express (PCle) I/O bus rather than via a tradi-
tional HBA. Both also provide a higher degree of parallelism and performance than
more traditional disk-like SSDs, however they are architecturally quite different. Ta-
ble 2.1 shows the advertised performance of the Sun Flash Accelerator F20 with four
Disks on Modules (DOMs) and the FusionlO ioDrive in its 160GB SLC NAND flash
configuration. Both devices enjoy higher throughput, as measured in IOPS, when
multiple concurrent threads issue requests. In the case of the Sun device, the perfor-
mance numbers assume 32 concurrent threads; FusionlO does not state the number

of threads used to collect the numbers reported in its specification sheet, but gen-
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erally speaking peak performance is realized with about sixteen threads for writes
and thirty-two threads for reads. It should also be noted that the performance num-
bers advertised in this table are those available at the time of writing in order to
make an apples-to-apples comparison. The experimental results described in subse-
quent chapters were conducted with an earlier version of the FusionlO ioDrive which,
as a pre-production beta sample, did not provide the same level of performance as
currently shipping units.

The Sun Flash Accelerator is a PCle card that consists of several Disk on Modules
(DOMs) connected to a single on-board Serial Attached SCSI (SAS) HBA. In the typ-
ical configuration, there are four such DOMs, each consisting of 32GB of enterprise
grade SLC NAND flash and 64MB of DRAM. Of the 32GB of NAND flash in each
DOM, 24GB is available for use by consumers; the remaining 8GB is preserved as
spare capacity to help improve performance and device longevity. Each DOM has its
own SATA-II interface and flash controller that is responsible for garbage collection
and bad block mapping. Front-end I/O requests to an individual DOM are automat-
ically striped across the back end flash chips in the DOM. A super-capacitor provides
backup power to the entire device in the case of failure and allows the DRAM buffers
in each DOM to be flushed to stable storage. Each DOM is treated as a separate disk
drive by the host operating system.

The Fusion ioDrive is also implemented as a PCle card, however it uses a novel
partitioning between the hardware and host device driver to achieve high performance.
The overarching design philosophy is to separate the data and control paths and to
implement the control path in the device driver and the data path in hardware. The
data path on the ioDrive card contains numerous individual flash memory packages
arranged in parallel and connected to the host via PCI Express. As a consequence,
the device achieves highest throughput with moderate parallelism in the I/O request

stream. The use of PCI Express rather than an existing storage interface such as SCSI
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or SATA simplifies the partitioning of control and data paths between the hardware
and device driver. The current hardware implementation of the I/O bus interface
logic in the ioDrive consumes significant power, accounting for the high overall power
usage of the device even when idle.

The device provides hardware support of checksum generation and checking to
allow for the detection and correction of errors in case of the failure of individual
flash chips. Metadata is stored on the device in terms of physical addresses rather
than virtual addresses in order to simplify the hardware and allow greater throughput
at lower economic cost. While individual flash pages are relatively small (512 bytes),
erase blocks are several megabytes in size in order to amortize the cost of bulk erase
operations.

The mapping between the logical addresses used by the block device layer and
the physical addresses used by the hardware itself is maintained by the kernel device
driver. The mapping between 64-bit logical addresses and physical addresses is main-
tained using a variation on B-trees stored in main memory!. Each address points to a
512-byte flash memory page, allowing a logical address space of 27 bytes. Updates are
made stable by recording them in a log-structured fashion: the hardware interface is
append-only. The device driver is also responsible for reclaiming unused storage using
a garbage collection algorithm. Bulk erasure scheduling and wear leveling algorithms
for flash endurance are integrated into the garbage collection component of the device
driver. A primary rationale for implementing the logical to physical address transla-
tion and garbage collection in the device driver rather than in an embedded processor
on the ioDrive itself is that the device driver can automatically take advantage of
improvements in processor and memory bus performance on commodity hardware

without requiring significant design work on a proprietary embedded platform. This

More recent versions have provisions for storing only a portion of the mapping in memory and
dynamically paging it to flash
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approach does have the drawback of requiring potentially significant processor and

memory resources on the host.

2.6 Summary

NAND flash memory has become an important ingredient in high performance storage
systems. Unlike magnetic disks, it contains no mechanical components and therefore
does not suffer from mechanical positioning delay. As a result, NAND flash bene-
fits from continued rapid improvements in process technology and offers exceptional
random I/O performance. NAND flash does present its own set of challenges, how-
ever. Disks continue to be competitive with flash for sequential access patterns and
on a cost per gigabyte basis. Moreover, flash requires sophisticated algorithms in
the form of the flash translation layer in order to achieve high reliability, good write
performance, and long life.

Most flash devices on the market have continued to use the existing block storage
device interface. This approach has the advantage of backwards compatibility and
allows existing file systems designed for magnetic disks to be deployed on flash memory
devices with little or no change. There are a number of NAND flash specific file
systems, including both JFFS2 and YAFFS, but these file systems are designed for
small-footprint embedded applications and expect to manage the raw flash device
directly.

Early flash devices were designed for embedded and shock-sensitive applications.
These applications have expanded to include a variety of consumer electronics such
as MP3 players and digital cameras as well as high performance network routers
and Content Distribution Network (CDN) appliances. A number of vendors now sell
flash disks that use the same electrical interface as conventional magnetic disks. More

recently, several companies have begun to offer high-performance flash storage devices
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that interface directly with the 1/O bus and provide a potentially richer interface,
higher concurrency, greater throughput, and average 1/O latencies as low as 10us as

in the case of the FusionlIO ioDrive.
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Chapter 3

Rethinking the Storage Layer

The low-level abstraction and interface exported by most modern storage systems
has not changed appreciably since the advent of modern magnetic disks. Whether
the underlying storage device is a single disk or a large and sophisticated disk array
with a multi-terabyte cache, the basic abstraction is the linear array of fixed size data
blocks and the interface consists of four basic primitives: read, write, seek, and
sync. This low-level interface to primary storage forms the basis for the wide variety
of sophisticated storage systems in use today, including local file systems, database
management systems, and the wide variety of networked and distributed applications
found in the modern data center.

The logical block abstraction and the minimalist interface to primary storage has
the twin advantages of simplicity and universality. Even with existing magnetic stor-
age systems, however, it oversimplifies reality. In most cases, applications and even
file systems and database storage systems must “reverse engineer” the true geometry
of a modern disk from its performance behavior. Tuning applications to modern disk
arrays is an even darker art with encoding, striping, and caching algorithms inter-
acting. The increasing popularity of flash memory as a primary storage medium in

the data center promises to simplify some of these concerns by providing high perfor-
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mance random access without many of the quirks of magnetic disks and disk arrays
such as positioning delay, stripe size, and so on.

Unfortunately, flash introduces its own set of performance anomalies. Whereas
reads and writes to disk take similar amounts of time to execute, writes to flash
memory are significantly more costly than reads. Furthermore, flash excels at random
I/O, but disks are better able to keep pace when it comes to sequential 1/O. In
order to overcome these potential performance problems, flash storage devices have
introduced the so-called flash translation layer which most often uses a variation on
log-structured storage to provide good write performance. As a result, flash storage
systems have pushed what were once higher level storage system questions down
toward the hardware and firmware. These questions include block allocation, crash
recovery, and layout. We believe that the resulting restructuring of the storage stack
provides an outstanding opportunity to reconsider the basic storage abstractions and
interfaces.

This chapter presents two important aspects of our approach to flash storage: (1)
the introduction of new layers of abstraction for flash memory storage systems which
yield substantial benefits in terms of both simplicity and performance (2) a virtualized
flash storage layer, which provides a very large address space and implements dynamic
mapping to hide bulk erasure latencies and to perform wear leveling. The virtualized
flash storage layer is one particular proposed application programming interface (API)
to the new layers of abstraction. In subsequent chapters, we introduce the design,
implementation, and evaluation of DFS, a file system which takes full advantage of

the new abstractions and the virtualized flash storage layer.

40



. Traditional Traditional
File System Database oo DFS File System Database .
Logical block . . Virtual block . .
(physical size) ! Ops: Read, Write, ... (64-bit block address) ! Ops: Read, Write, Deallocate, ...
Traditional Block Storage Layer Virtualized Flash Storage Layer
7y 4 (Remapping, Wear-Leveling, Reliability)
Read Read
Sector | \yrite Sector | \yrite Block PPage Block 4Page
v v erase | read, write erase ¢ read, write
FTL (Remapping) | | FTL (Remapping) |
7y 7 Controller Controller
Block |erase Page Page Block [erase Page Page
y Y write | read v "W”le read Buffer and Log Buffer and Log
Block Block
Page Page
Page Page
NAND Flash Memory NAND Flash Memory NAND Flash Memory NAND Flash Memory
Solid State Disk Solid State Disk ioDrive ioDrive
(a) Traditional layers of abstractions (b) Our layers of abstractions

Figure 3.1: Flash Storage Abstractions
3.1 Existing vs. New Abstraction Layers

Figure 3.1 shows the architecture block diagrams for existing flash storage systems
as well as our proposed architecture. The traditional approach, as shown on the
left, is to package flash memory as a solid-state disk that uses a conventional disk
interface such as SATA or SCSI for both the electrical and programming interfaces.
An advanced SSD implements a flash translation layer in its on-board controller that
maintains a dynamic mapping from logical blocks to physical flash pages to hide
bulk erasure latencies and to perform wear leveling. Since the SSD uses the same
interface as a magnetic disk drive, it supports the traditional block storage software
layer which can be either a simple device driver or a sophisticated volume manager.
The block storage layer then supports traditional file systems, database systems, and
other software designed for magnetic disk drives. This approach has the advantage
of disrupting neither the application-kernel interface nor the kernel-physical storage

interface. On the other hand, it has a relatively thick software stack and makes it
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difficult for the software layers and hardware to take full advantage of the benefits of
flash memory.

We advocate an architecture in which a greatly simplified file system is built on top
of a virtualized flash storage layer implemented by the cooperation of the device driver
and novel flash storage controller hardware. The controller exposes direct access to
flash memory chips to the virtualized flash storage layer. The virtualized flash storage
layer exports an API that legacy applications can continue to use without disruption.
The virtualized flash storage layer also exports an interface that a simplified file
system such as DFS can use to achieve improved performance.

The virtualized flash storage layer is implemented at the device driver level which
can freely cooperate with specific hardware support offered by the flash memory con-
troller. The current implementation of the virtualized flash storage layer exports a
large virtual block addressed space and maps it to physical flash pages. It handles
multiple flash devices and uses a log-structured allocation strategy to hide bulk era-
sure latencies, perform wear leveling, and handle bad page recovery. This approach
combines the virtualization and flash translation layer instead of pushing the FTL
into the physical disk controller layer. The virtualized flash storage layer can still
provide backward compatibility to run existing file systems and database systems.
The existing software can benefit from the intelligence in the device driver and hard-
ware rather than having to implement that functionality independently in order to
use flash memory. More importantly, flash devices are free to export a richer interface
than that exposed by disk-based interfaces.

DFS is designed to utilize the functionality provided by the virtualized flash stor-
age layer. In addition to leveraging the support for wear leveling and for hiding
the latency of bulk erasures, DFS uses the virtualized flash storage layer to perform
file block allocations and reclamations and uses atomic flash page updates for crash

recovery. This architecture allows the virtualized flash storage layer to provide an

42



object-based interface. Our main observation is that the separation of the file system
from block allocations allows the storage hardware and block management algorithms
to evolve jointly and independently from the file system and user-level applications.
This approach makes it easier for the block management algorithms to take advantage

of improvements in the underlying storage subsystem.

3.2 Storage Interface

In this section, we describe a richer interface to flash memory based primary storage
than the traditional block-oriented storage interface. The interface presented here
consists of a set of primitives for storage management that a file system or database
system can use to manage flash storage. Our description of the storage API is in four
parts: the primitives for manipulating objects, the core block storage API, the key-
value store API, and additional primitives for atomic updates. We present a concrete
implementation of the abstract storge interface in next section.

The basic unit of storage is the object, which is the low-level unit of naming. Garth
Gibson et al. introduced the notion of object-based storage in their work on Network-
Attached Secure Disks [26]. Object-based storage, as described by Gibson, consists of
a set of flexibly sized containers called objects. An object has both data and metadata
storage associated with it. Object metadata is stored, formatted, and interpreted by
the storage system. The data associated with an object is an uninterpreted sequence
of bytes. The object-based storage system is responsible for managing objects, object
metadata, and the underlying physical storage.

In our proposed interface to flash memory, objects are named containers for un-
interpreted data along with system defined metadata. An object is represented by a
sequence of fixed-sized logical blocks each of which is identified by its logical block

number or position in the sequence. Logical blocks are the unit of allocation and data
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transfer and are the same size as the pages of the underlying flash memory. Although
an object is logically a sequence of blocks, not all logical blocks in the sequence need
be backed by allocated physical storage. Rather, objects may be sparse and regions
of an object that are not backed by an allocated storage block are defined to contain
all zeros.

The naming scheme for objects is flat — that is, objects are not named in a hier-
archical or structured manner as they are in file systems. In general, a single file at
the file system level may be represented by one or more objects at the object store
level. Some implementations may elect to maintain metadata such as access control,
ownership, quotas, access times, and so forth on a per-object basis. In the interest
of simplicity, we expect a single pool of objects to be managed on behalf of a single
client application, whether it be a database system, file system, or other program.
The approach could be extended to allow the interface to manage separate volumes or
pools of objects on behalf of multiple users and applications, perhaps even permitting

over-commitment of resources.

1. ALLOCATE(-)

The allocate operation allocates a fresh object, assigns a unique object 1D,
and initializes any per-object metadata.

2. DEALLOCATE(OID)

The deallocate operation releases any storage blocks associated with a
given object, including any per-object metadata, and frees the object ID for
reuse.

3. UPDATE(OID, ...)

The update operation allows a client to update user-defined metadata fields.
For instance, a file system might choose to keep metadata such as a file’s
owner, group, or access rights in the metadata associated with the underlying
object.

4. QUERY(OID)

The query operation returns any metadata associated with a given OID.

Figure 3.2: Storage API: Object Interface Primitives

44




There are four primitives for manipulating objects as described in Figure 3.2:
allocate, deallocate, update, and query. Allocating an object requires allocating a
fresh object identifier and setting aside storage for tracking the object itself and
any metadata associated with. Deallocating the object releases these resources for
reuse. The update and query operations allow a client to update and interrogate the
metadata associated with an object.

The next set of storage primitives consists of the block I/O primitives. Each block
I/O primitive takes as an argument an object identifier which specifies the target of
the operation. There may be multiple concurrent block I/O operations outstanding
against a single object at the same time. The storage system makes no guarantees
about the order in which concurrent block I/O operations execute or retire. Instead,
the interface provides a barrier mechanism whereby all block I/O operations issued
before the barrier are guaranteed to have completed before the barrier operation re-
tires and returns a successful status to the client. The most common use of the storage
barrier operation is to implement the UNIX fsync operation by waiting synchronously
for a write barrier to complete.

The block 1/0O interface does not distinguish between storage allocation and up-
date. That is, there is no explicit primitive to force the allocation of physical storage
backing a logical block in an object. Instead, all allocation happens in the context
of an update operation. When an update operation is issued, the storage system
automatically allocates physical storage on an as-needed basis. An update to a pre-
viously allocated range of logical blocks may also create garbage that the system will
subsequently reclaim during garbage collection.

The block I/O interface provides two separate primitives to handle sparse objects
with ranges of logical blocks that are not backed by physical storage. The first, trim,
allows a client to mark a range of logical block addresses as unused and therefore

garbage subject to reclamation. The resulting “hole” in an object is defined to contain
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1. READ(OID, OFF, LEN)

The read operation returns the contents of the logical block range of length
len starting at offset off in object oid.

2. UPDATE(OID, OFF, LEN, BUF)

The update operation updates object oid so that the logical block range of
length len starting at offset off contains the value held in the buffer buf.
The storage system is responsible for allocating physical storage blocks as
necessary.

3. TRIM(OID, OFF, LEN)

The trim operation releases any physical storage associated with the logical
block range of length len starting at offset off in object oid. Following the
trim, the region is defined to contain all zeros.

4. EXISTS?(OID, OFF, LEN)

The exists? operation determines whether or not the logical block range of
length len starting at offset off in object oid is backed by physical storage.

5. COPY(OIDgy, OFFg, OID;, OFF;, LEN)

The copy operation logically copies len bytes of data in object oid, starting
at offset off, to the non-overlapping range of the same length starting at
offset off, in object oid;. The storage system is responsible for allocating
physical storage blocks as necessary. Furthermore, where possible, the stor-
age system should use copy-on-write techniques to avoid unnecessary data
movement.

6. MOVE(OIDj, OFFy, OID;, OFF;LEN, BUF)

The move operation logically moves 1len bytes of data in object oid, starting
at offset off, to the non-overlapping range of the same length starting at
offset off; in object oid;. It is equivalent to a copy operation followed by
a trim of the source interval except that an implementation may choose to
make move a single atomic operation.

7. BARRIER(OID)

The barrier operation guarantees that before it completes, all preceding
I/O operations to object oid have completed and any updates have been
made stable.

Figure 3.3: Storage API: Block Storage Interface Primitives

only zeros following the successful completion of the trim. The second primitive for

manipulating sparse objects is exists? which allows a client to determine whether or
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not a range of logical block addresses is backed by physical storage. It is not possible
to determine the allocation status of a range by using the read operation as it will
return a buffer filled with zeros in two cases: when the underlying storage block is not
allocated and when it is allocated but contains all zeros. The exists? operation is
useful for archival programs that wish to store or transmit sparse files in an efficient
manner.

The block storage API also provides primitives for copying or moving block ranges.
Much as the virtual memory interface allows ranges of pages to be moved by adjusting
the virtual address mappings, the block storage copy and move allow the mapping
from object and logical block address to physical storage to be updated by an appli-
cation. The copy operation copies a range of logical blocks to a new location. We
expect that, where possible, the copy operation will be implemented as a copy-on-
write update to the logical-to-physical mapping maintained by the storage system.
This is another instance in which our interface takes advantage of the level of indi-
rection already introduced in the flash translation layer to provide performance and
wear leveling. Making copy and move primitive operations allows clients to move
data in primary storage without requiring two transactions and data transfers across
the 1/O bus. The move operation is logically equivalent to a copy and trim of the
source range except in the case of a crash. An implementation may choose to make
the trim operation atomic.

Most modern file systems treat files as opaque, uninterpreted byte streams. It is up
to the user application, not the file system, to impose internal structure on these files.
The file as uninterpreted byte stream provides only a minimum of abstraction but
allows for greater flexibility as altering the file system implementation for application
specific purposes is often a prohibitive undertaking. Nonetheless, as the storage stack
is pushed down into the device driver, firmware, and hardware of next-generation

flash memory primary storage, we believe that there is a place for structured objects.
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. INIT(OID, FLAGS)

The init operation initializes object oid for use as a key-value store. The
flags parameter sets options for the newly created store such as whether or
not to permit duplicate keys and in the case of unique keys whether or not
to overwrite existing keys automatically. By default, keys must be unique.

. INSERT(OID, KEY, VAL)

The insert operation adds the key /value pair key/val to the store in object
oid. By default, if a key-value pair with the same key already exists, it is
replaced.

. LOOKUP(OID, KEY)

The lookup operation retrieves the value, if any, associated with key in
the object oid. If there are multiple values with the same key, the first is
returned along with a cursor to retrieve subsequent pairs.

. REMOVE(OID, KEY)

The remove operation removes the pair with key key. It is an error if there
are multiple values with the same key.

. REMOVE(OID, CUR)

The remove operation removes the key/value pair referenced by the cursor
cur.

. FIRST(OID)

The first operation returns the first item in object oid.

. NEXT(OID, CUR)

The next operation returns the key/value pair referenced by the cursor cur
and advances cur to the next pair. The ordering of keys is implementation
defined.

Figure 3.4: Storage API: Key-Value Pair Interface Primitives

Key-value pair stores are common primitives in applications that manage large data

sets and in distributed applications in the data center. Key-value stores are most

often implemented using variations on hashing, B-trees, or a combination of the two.

The level of indirection and the physical storage management algorithms necessary

to impose internal structure on objects in the object store is already present in the

form of the flash translation layer. We are not aware of a commercial flash storage

product that provides a key-value interface, but we have discussed the design and
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implementation in some detail with FusionlIO. In the meantime, structured key-value
pair objects can be implemented in the device driver or at higher levels in the software
stack.

The idea of operating-system imposed structure on files is not new. IBM intro-
duced ISAM files that support both sequential and key-value access as a part of its line
of mainframe operating systems such as MVS and its successors [34]. Similarly, the
Files-11 file system in conjunction with Record Management Services provides key-
value access under OpenVMS [31]. Figure 3.4 summarizes the programmatic interface
to our key-value store for objects. Our current implementation is a software-only im-
plementation in the kernel and does not support duplicates as we have not yet had a
need for either duplicates or cursors. We believe that the interface is both simple and
generic enough that it would benefit greatly from integration into the flash translation
layer in devices such as the FusionlIO ioDrive.

In addition to the object store, block, and key-value interfaces, we propose adding
an explicit atomic update interface. Database systems and file systems have tradition-
ally offered transactional semantics using variations on techniques such as write-ahead
logging and shadow paging. We believe that flash memory based storage should pro-
vide primitives to support transactional updates natively rather than forcing appli-
cations to reinvent the wheel. Modern flash memory storage uses logging techniques
to implement copy-on-write semantics for performance. It is natural to expose an
abstract interface to these low-level mechanisms rather than force applications to du-
plicate the mechanism. Figure 3.5 summarizes our proposed interface for atomic up-
dates in flash memory. There are two primitives: atomicupdate(bufy,, ..., bufy)
and abort (txn). The atomicupdate primitive takes a list of buffer descriptors and
ensures that all of the described updates are performed or none are and that all
preceding atomic updates that involved overlapping regions have completed before

the current operation begins. A buffer descriptor consists of an object ID, a logical
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offset into the object, a size, and a buffer containing the new data. The atomic up-
date primitive thus provides atomicity and isolation. The abort primitive allows a
client to terminate an active atomic update and discard its contents if it has not yet

committed.

1. ATOMICUPDATE(BUF, ..., BUFy)

The atomicupdate operation takes as arguments a set of buffers which in-
clude OID, offset, length, and buffer contents. It returns a transaction han-
dle, txn. The updates are either applied as a group or none are applied.
The transaction cannot proceed until any preceding atomicupdate opera-
tions that affect an overlapping region have committed.

2. ABORT(TXN)

The abort operation terminates an uncommitted transaction, txn, aban-
doning all updates associated with the transaction. The abort function
returns an error code indicating whether or not the operation succeeded. A
transaction abort may fail if transaction has already committed or due to a
fault in the underlying storage medium that prevents successful rollback.

Figure 3.5: Storage API: Atomic Update Interface Primitives

3.3 Virtualized Flash Storage Layer

The virtualized flash storage layer is an implementation of our flash storage API as
described in Section 3.2 that additionally provides a backwards compatible block stor-
age interface. That is, it also supports the conventional read/write/seek interface.
It was also designed to require minimal firmware and device driver modifications on
the FusionlO platform in order to support a research prototype. The current im-
plementation of the virtual flash storage layer implements the object interface as a
separate in-kernel library on top of the FusionlO kernel device driver. The block stor-
age API, described in Figure 3.3, is implemented as a library that makes direct use of
the FusionlO device driver’s services. Barriers are implemented through the existing

kernel infrastructure as calls into the device driver. The current implementation of
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the virtual flash storage layer does not natively support the key-value pair interface
of Figure 3.4, although we have experimented with software-only implementations in
the kernel and in user space. Furthermore, the atomic multi-block update interface
of Figure 3.5 is not exposed outside of the FusionlO device driver.

The primary novel feature of the virtualized flash storage layer is the provision for
a very large, virtual block-addressed space. There are three reasons for this design.
First, it provides client software with the flexibility to directly access flash memory
in a single level store fashion across multiple flash memory devices. Second, it hides
the details of the mapping from virtual to physical flash memory pages. Third, the
flat virtual block-addressed space provides clients with a backward compatible block
storage interface.

The mapping from virtual blocks to physical flash memory pages deals with several
flash memory issues. Flash memory pages are dynamically allocated and reclaimed
to hide the latency of bulk erasures, to distribute writes evenly to physical pages for
wear leveling, and to detect and recover bad pages to achieve high reliability. Unlike
a conventional flash translation layer, the mapping supports a very large number of
virtual pages — orders-of-magnitude larger than the available physical flash memory
pages.

The virtualized flash storage layer directly supports the primary block storage
operations of Figure 3.3 except that the object ID is encoded in the high-order bits of
the virtual block address. One way to think of the virtualized flash storage layer is as
an analog of traditional virtual memory wherein logical block addresses are akin to
virtual memory addresses and physical flash block addresses are analogous to physical
DRAM page frames. The object ID of our proposed storage interface is folded into
the virtual address by dividing the virtual address range into separate fixed-sized

regions. We take this approach in the interest of simplicity, but anticipate that
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future commercial implementations may decide to use a more traditional object-store
interface.

All operations are block-based operations, and the block size in the current im-
plementation is 512 bytes. We anticipate that future versions of the virtualized flash
storage layer will also support a move operation to allow data to be moved from one
virtual address to another without incurring the cost of a read, write, and deallocate
operation for each block to be copied. A move operation requires only updating the
logical-to-physical mapping already maintained by the virtualized flash storage layer.

The current implementation of the virtualized flash storage layer is a combination
of a Linux device driver and FusionIO’s ioDrive special purpose hardware. The ioDrive
is a PCI Express card densely populated with either 160GB or 320GB of SLC NAND
flash memory. The software for the virtualized flash storage layer is implemented as
a device driver in the host operating system and leverages hardware support from the
ioDrive itself.

The ioDrive uses a novel partitioning of the virtualized flash storage layer between
the hardware and device driver to achieve high performance. The overarching design
philosophy is to separate the data and control paths and to implement the control
path in the device driver and the data path in hardware. The data path on the ioDrive
card contains numerous individual flash memory packages arranged in parallel and
connected to the host via PCI Express. As a consequence, the device achieves highest
throughput with moderate parallelism in the I/O request stream. The use of PCI
Express rather than an existing storage interface such as SCSI or SATA simplifies the
partitioning of control and data paths between the hardware and device driver.

The device provides hardware support of checksum generation and checking to
allow for the detection and correction of errors in case of the failure of individual
flash chips. Metadata is stored on the device in terms of physical addresses rather

than virtual addresses in order to simplify the hardware and allow greater throughput
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at lower economic cost. While individual flash pages are relatively small (512 bytes),
erase blocks are several megabytes in size in order to amortize the cost of bulk erase
operations.

The mapping between virtual and physical addresses is maintained by the kernel
device driver. The mapping between 64-bit virtual addresses and physical addresses
is maintained using a variation on B-trees in memory. Each address points to a 512-
byte flash memory page, allowing a virtual address space of 27 bytes. Updates are
made stable by recording them in a log-structured fashion: the hardware interface is
append-only. The device driver is also responsible for reclaiming unused storage using
a garbage collection algorithm. Bulk erasure scheduling and wear leveling algorithms
for flash endurance are integrated into the garbage collection component of the device
driver.

A primary rationale for implementing the virtual to physical address translation
and garbage collection in the device driver rather than in an embedded processor
on the ioDrive itself is that the device driver can automatically take advantage of
improvements in processor and memory bus performance on commodity hardware
without requiring significant design work on a proprietary embedded platform. This
approach does have the drawback of requiring potentially significant processor and

memory resources on the host.

3.4 Summary

We have argued for a richer storage abstraction for modern storage systems. The
conventional abstraction of a large linear array of fixed sized data blocks is straight-
forward to implement and simple to understand but does not accurately reflect the
performance characteristics of modern storage systems, particularly storage systems

that incorporate NAND flash memory. While storage vendors have rushed to add flash
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to their products as it promises to offer outstanding random I/O performance and the
potential for reduced power consumption, flash introduces its own set of challenges. In
particular, writes to raw NAND flash are much more costly than are reads and disks
continue to outperform flash for sequential I/O. The solution to these performance
challenges has been to introduce a level of indirection — the flash translation layer —
which uses log-structured techniques to overcome the write bottleneck. The advent
of the flash translation layer has started a trend to push high-level design decisions
down the storage stack. We believe that this presents an opportunity for innovation
as the flash translation layer offers the ability to implement new abstractions at little
incremental cost. These abstractions include object based storage, atomic multi-block
update, key-value pair interfaces, and block re-mapping techniques reminiscent of vir-
tual memory that can reduce the number of I/O transfers. In the next chapter we

describe DFS, a file system intended to take advantage of these new abstractions.
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Chapter 4

Rethinking the File System

DFS is a file system designed to take advantage of the new features exported by
the virtualized flash storage layer as described in Chapter 3. DFS makes use of
the very large virtualized address space exported by the flash storage layer, direct
access to flash storage, and the exported crash recovery mechanisms. Perhaps most
importantly, DF'S is designed to allow the critical storage management functions that
are typically the purview of a file system to be delegated to the virtualized flash
storage layer. DFS itself retains responsibility for directory management and access
control.

By delegating most allocation and storage management to the virtualized flash
storage layer, we are able to simplify the design and implementation of DFS. As we
saw in Chapter 2, the flash translation layer plays a critical role in achieving good
performance in modern flash memory based storage systems. The virtualized flash
storage layer is the result of rethinking and extending the traditional flash trans-
lation layer beyond its basic block-oriented interface. The virtualized flash storage
layer provides new, powerful primitives that do not impose significant new overhead
beyond that already required to provide good performance in flash storage systems.

DFS takes advantage of these new primitives and in so doing is able to avoid un-
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necessary duplication of functionality between DFS and the virtualized flash storage
layer. This approach has the added advantage that it allows modern flash memory
storage hardware and the software layer that manages it to co-evolve while requiring
few if any changes to the file system. Since the file system in modern operating sys-
tems such as Linux is deeply enmeshed with other significant subsystems such as the
VFS, the buffer cache, and the virtual memory system, the separation of concerns
is an advantage from a software engineering standpoint as well as a performance
standpoint.

We have implemented DFS as a loadable kernel module for the Linux 2.6 kernel.
The DFS kernel module implements the traditional Unix file system APIs via the
Linux VFS layer. It supports all of the usual file system methods, including read,
write, open, close, create, remove, rename, and seek. DFS also implements memory
mapped /0. Because of the design and implementation of the exec system call in
Linux, file systems must implement memory mapped I/O in order to support program

execution: Linux requires demand paging of executables.

4.1 Storage Allocation

DEFES delegates I-node and file data block storage management to the virtualized flash
storage layer. The virtualized flash storage layer is responsible for physical block
allocations and deallocations, for hiding the latency of bulk erasures, and for wear
leveling. The virtualized flash storage layer also exports primitives that DFS uses to
ensure crash-recoverability.

We have considered two design alternatives. The first is to have the virtualized
storage layer export an object-based interface in addition to the more conventional
block-based storage interface. In an object-based storage system, the basic unit of

organization is the object, which is a container that has both data and metadata
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associated with it. The external interface to the storage system refers to logically
addressed blocks of named objects rather than to raw physical block storage. In
an object-based storage system, the storage system is responsible for managing the
physical storage assigned to individual objects. Higher level software, including file
systems, manipulates the objects rather than the physical storage medium. The
object storage interface allows clients to create and destroy objects and to read and
write data blocks and metadata associated with the object. Objects themselves may
be identified by an OID or Object Identifier, which is an opaque identifier assigned by
the storage system. Early academic work on object-based interfaces to storage include
Network Attached Secure Disks [26] which spawned subsequent standards such as the
SCSI Object Based Storage Device (OSD) standard. Several SSD vendors, including
FusionlO, have expressed renewed interest in object-based storage in general and the
OSD standard in particular as part of their product offerings.

We envisage DFS using a separate storage system object to represent each file
system object. That is, a separate object would be allocated in the virtualized flash
storage layer to represent each I-node, directory, and ordinary file containing user
data. This approach allows DFS to delegate the task of physical storage allocation
and management to the virtualized flash storage layer. Furthermore, this approach
allows DF'S to make effective use of the object storage interface as the higher-level ab-
stractions required by the file system map naturally onto the lower-level abstractions
exported by the object-based virtualized flash storage layer.

The disadvantage of an explicitly object-based interface is the additional storage
system complexity. The virtualized flash storage layer already must handle logical
to physical address translation. The addition of the object abstraction requires it to
manage multiple objects backed by the same pool of physical storage. In practice,
it must already support a traditional block device interface as well for backwards

compatibility with existing software and file systems.
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The second approach, and the one that we ultimately adopted for our current
implementation, is to have the virtualized flash storage layer export a block device
addressed by logical rather than physical block addresses. Most of the fundamental
storage primitives are the same, but the implementation of the virtualized flash stor-
age layer in the absence of an explicit storage objects is greatly simplified. The logical
to physical mapping can be configured when the device is initialized and need not
be dense. The basic abstraction remains a linear array of fixed sized blocks, but the
array may be much larger than the physical storage available, allowing DFS to use
some bits of a logical address for its own purposes. When configured to support DFS,
the device exports a very large, sparse logical block address space. In the current
implementation, logical block addresses may be as large as 64 bits. When this is the
case, not all logical block addresses can correspond to physical storage and the map-
ping between logical and physical block addresses must be sparse. Furthermore, some
fraction of the physical storage will be reserved by the system for its own metadata
and as overhead to improve the efficiency of garbage collection.

The device can also be configured to support existing file systems and applications
for backwards compatibility. When this is the case, the logical block address space
will be the same size as the available physical block address space. The resulting
mapping from logical to physical block addresses will be dense and the SSD will
appear to be an ordinary disk.

The second approach of using a large, sparse logical address space has the advan-
tage of simplicity. It is straightforward to support existing file systems and appli-
cations in a backwards-compatible fashion. While DFS makes use of a large, sparse
logical address space, existing applications make use of a much smaller; dense logical
address space. In both cases, the virtualized flash storage layer serves the same basic
function of maintaining a dynamic mapping from logical block addresses to physical

flash pages. The only difference between supporting DFS and a conventional dense
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block device is the size of the logical address space. Since the flash device must imple-
ment the same level of indirection to support wear leveling and garbage collection in
both cases, this approach is a simple, low-overhead way to support DFS. The draw-
back is that the logical address space must be much larger than the physical address
space in order to allow for fragmentation in the mapping between logical address
ranges and file system objects.

In our current imple-
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Figure 4.1: Histogram of observed file sizes as reported by
Douceur and Bolosky [18]

be manipulated efficiently

an 8-byte word that can

with the usual arithmetic instructions. By default, each logical block on the io-
Drive is 512 bytes. This yields a byte-granular logical address space of 27 bytes,
although all address arithmetic is performed on block addresses. DFS file system
objects, including I-nodes, directories, and files are allocated as contiguous logical
block ranges.

DFS allocates logical address space in contiguous ranges called allocation chunks.
The size of these chunks is configurable at file system initialization time but is 232
blocks or 2TB by default. These allocation chunks are further subdivided into con-
tiguous, equally sized regions. User files and directories are partitioned into two types:

large and small. A large file occupies an entire allocation chunk whereas small files

occupy at most one region. Multiple regions are packed into a single allocation chunk.
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As a small file grows, it is eventually converted into a large file and its contents moved
to a freshly allocated chunk. The current implementation must achieve this by copy-
ing the file contents, but we anticipate that future versions of the virtual flash storage
layer will support changing the logical to physical translation map without having to
copy data. The current implementation does not support remapping large files into
the small file range should a file shrink.
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which is also the Figure 4.2: Cumulative distribution of observed file sizes as reported
by Tanenbaum et al. [80]. The distribution for workstation workloads

maximum  size of has been relatively stable over time.

a DFS file. Both

sizes must be powers of two. These two parameters are fixed once the file system
is initialized and cannot be changed. It is possible to choose the parameters in a
principled manner given the anticipated workload. There have been many studies
of file size distributions in different environments, for instance those by Tanenbaum
et al. [80] and Douceur and Bolosky [18]. Figure 4.1 shows the histogram of file sizes
observed by Douceur and Bolosky in their study of over 10,000 file systems and 140
million files on the Microsoft corporate campus. The file systems studied were used
for a variety of workloads, including technical support, development, and business
and management functions. Figure 4.2 from Tanenbaum’s study tells a similar story

but also shows that the file size distribution for workstation workloads has been rel-
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Figure 4.3: DFS logical block address mapping for large files; only the width of the file
block number differs for small files

atively stable over time. Most files are small, but most bytes reside in large files. On
the basis of the reported file size distributions, DF'S by default sets the small file size
to 32KB. The default allocation chunk size and therefore the default maximum file
size is 232 blocks which translates to 2*! bytes (2TB) on our development platform.

The current DFS implementation uses a 32-bit [-node number to identify individ-
ual files and directories and a 32-bit block offset into a file. This means that DF'S can
support up to —1 + 232 files and directories in total since the first I-node number is
reserved for use by DFS itself. The largest supported file size is 2TB with 512-byte
blocks since the block offset is 32 bits.

The DFS I-node stores basic per-file metadata. These data include the logical
address extent assigned to the file, the type of the file, and access control information
such as user and group. The I-node also stores creation, access, and modification
times.

DFS assigns each a unique range of logical block addresses to each I-node. All
read and write operations to a file operate on a block in this extent. The logical

address of a file block is computed from the I-node’s logical base address and the
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logical block number. Figure 4.3 depicts the mapping from file descriptor and offset
to logical block address maintained by DF'S.

Since each file is represented by a single logical extent it is straightforward for DF'S
to combine multiple small I/O requests to adjacent regions into a single larger I/O. No
complicated block layout policies are required at the file system layer. This strategy
can improve performance because the flash device delivers higher transfer rates with
larger I/Os. Our current implementation aggressively merges /O requests; a more
nuanced policy might improve performance further.

DFS leverages the three main operations supported by the virtualized flash storage
layer: read from a logical block, write to a logical block, and discard a logical block
range. The discard directive marks a logical block range as garbage for the garbage
collector and ensures that subsequent reads to the range return only zeros. A version
of the discard directive already exists in many flash devices as a hint to the garbage
collector; DFS, by contrast, depends upon it to implement truncate and remove. It is
also possible to interrogate a logical block range to determine if it contains allocated
blocks. The current version of DFS does not make use of this feature, but it could
be used by archival programs such as tar that have special representations for sparse

files.

4.1.1 Crash Recovery

Modern file systems must be able to recover from unexpected crashes due to failures,
particularly power failures. The degree of protection from data loss in the face of
failure varies from one file system to the next. In general, there are three types of
data loss that a file system may need to protect against. The most basic is the loss of
the metadata used to track storage allocation. Since storage is recycled over the life
time of the file system, it is necessary to maintain a mutable mapping from logical

block number in a file to a particular physical location on the storage medium. If a
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power failure occurs at an inopportune time, the stored copy of this mapping may
become corrupt. For instance, if a block is removed from a free list before the crash
but not yet assigned to a file, the block may be “leaked”. This is a relatively benign
fault, but it is also possible that a block may be assigned to multiple files as a result of
corruption of the block allocator’s data structures in which case unauthorized access
may be granted to sensitive data. A second type of corruption that may occur is the
corruption of higher-level metadata such as that stored in directories. If directories
are corrupted, a file may be orphaned — 7.e., still be allocated but not appear in
any directory. Other typical faults include directory entries that point to deleted
files, incorrect permissions, owners, and so on. Most often, file systems use the same
techniques to guarantee the consistency of directory updates as they do for block
allocations. The third type of data loss that some file systems protect against is the
loss of user data. Most modern file systems provide a system call such as the UNIX
fsync system call that allows applications to flush the contents of the buffer cache for
a particular file to ensure that all data for that file is made stable. A few file systems
also provide for logging of application updates to a file. Logging of user data provides
stronger consistency guarantees for the data contained in a user file. This additional
guarantee comes at the expense of performance. Most applications that use the file
system interface either ignore the consistency problem or provide their own facilities
using the fsync system call.

The traditional UNIX approach to file system crash recovery is the fsck program.
Fsck scans the entire file system to identify inconsistencies after a crash and attempts
to correct them. Fsck is not a suitable solution to the crash recovery problem in mod-
ern operating systems for two reasons: first, it is not reliable as it cannot correct all
problems that might arise from a crash. In fact, £sck has historically been associated
with both data loss and security problems. Second, since fsck must examine the

entire storage volume after a crash, it is only suitable as a method of last resort as
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storage devices become prohibitively large to scan efficiently. Some versions of fsck
support a so-called “background” mode which allows the file system to be mounted
and used by applications while the file system is checked for inconsistencies. Even this
optimization is insufficient due to the inordinate I/O bandwidth and time consumed
by fsck on large modern storage systems.

Modern file systems have taken one of two approaches to eliminating the depen-
dency on fsck. One is to order on-disk metadata updates to guarantee consistency
of the metadata in stable storage. The most common example of this approach is
soft updates as implemented in recent versions of FFS [24]. The more common ap-
proach taken by a variety of file systems including JFS, XFS, HFS+, and NTFS
is write-ahead logging or journaling [76]. Logging file systems maintain the consis-
tency of critical file system data structures by tracking updates in a log and ensuring
that updates to the log are stable before modifying on-disk data structures. High
performance implementations often rely on specialized hardware such as non-volatile
random access memory (NVRAM), most often in the form of battery-backed DRAM,
to make updates to the log both persistent and efficient.

NVRAM and file system level logging require complex implementations and in-
troduce additional costs for the traditional file systems. NVRAM is typically used
in high-end file systems so that the file system can achieve low-latency operations
while providing fault isolations and avoiding data loss in case of power failures. The
traditional logging approach is to log every write and performs group commits to
reduce overhead. Logging writes to disk can impose significant overheads. A more
efficient approach is to log updates to NVRAM, which is the method typically used in
high-end file systems [32]. NVRAMs are typically implemented with battery-backed
DRAM arrays on a PCI card. The NVRAM array typically provides several gigabytes
of storage for logging. Achieving good performance with an NVRAM is a significant

engineering challenge because every update must be logged in NVRAM before being
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sent to stable storage. In a typical commodity PC based storage system, using a
separate NVRAM card for logging means that each update must traverse the 1/0
bus an additional time, requiring additional resources and increasing 1/0 latency. In
a network file system, each write will have to go through the I/O bus three times,
once for the network interface card, once for NVRAM, and once for writing to disks.

Since flash memory is a form of NVRAM, DFS leverages the support from the
virtualized flash storage layer to achieve crash-recoverability. The virtualized flash
storage layer implements the basic functionality of crash recovery for the mapping
from logical block addresses to physical flash storage locations. DFS leverages this
property to provide crash recovery. Unlike traditional file systems that use and their
own logging implementation, DFS piggybacks on the flash storage layer’s log. When
a DF'S file system object is updated, DFS passes the request to the virtualized flash
storage layer. If the request is a write request that requires allocation to satisfy,
the virtualized flash storage layer is responsible for allocating a physical page of
the flash device and logging the result internally. Similarly, when a page or range
of pages backing a DFS object are released, the virtualized flash storage layer logs
the update and releases the underlying physical storage. This approach guarantees
the consistency of block allocations in DFS. It does not, however, guarantee the
consistency of application data stored in a DFS object nor does it guarantee the
consistency of directory updates. Directory updates, for instance, may require changes
to more than one flash page. The most common example of an operation requiring
multiple updates is rename. When a file is renamed, both the old and new parent
directories, which need not be the same, must be updated. We discuss the case of
directory updates separately in Section 4.3.

After a crash, the virtualized flash storage layer must recover using the internal log.
The consistency of the contents of individual files is the responsibility of applications,

but the on-flash state of the file system is guaranteed to be consistent. Since the
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virtualized flash storage layer uses a log-structured approach to tracking allocations
for performance reasons and must handle crashes in any case, DFS does not impose

any additional onerous requirements.

4.2 DFS Layout and Objects

DFS uses a straightforward approach to organize files and their associated metadata
in flash. The basic abstraction used by DF'S to manage storage is the file. The system
file stores the superblock and I-nodes, directories manage the mapping from file names
to I-nodes, and ordinary files store user data. DFS files are represented in flash as
contiguous logical extents and the flash device is addressed using a single 64-bit linear
block address space. This logical address space is subdivided into allocation chunks
which are further subdivided into regions. The size of both allocation chunks and
regions are fixed at file system initialization time. Small files reside in regions; when
a file grows too large to fit in a single region, it is assigned an entire allocation chunk.
DFS does not support files of any type that are larger than the allocation chunk size.

As shown in Figure 4.4, there are three kinds of files in a DFS file system: the
system file, directories, and plain files which contain user data. Plain files and direc-
tories may be either large files that occupy an entire allocation chunk or may be one
of several small files packed together in a single allocation chunk.

The first allocation chunk in a DFS volume is occupied entirely by the system file.
The system file contains the boot block, superblock and all of the I-nodes. The boot
block occupies the first few blocks or sectors of the system file. The system and flash
device firmware cooperate to load the boot block from the raw device and bootstrap
the system.

The superblock immediately follows the boot block. At mount time, the file system

can compute the location of the superblock without reading any other on-flash data
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Figure 4.4: Layout of DFS system and user files in virtualized flash storage. The first 2TB is
used for the system file. The remaining 2TB allocation chunks are for user files or directory

files. A large file occupies the whole chunk; multiple small files are packed into a single
chunk.

structures. The superblock contains a magic number, file system version number, a
hint indicating the most efficient size for data transfers, and the persistent metadata
for the I-node allocator. The remainder of the system file consists of an array of flash
page aligned DFS I-node data structures.

The I-node allocator is organized as a LIFO stack. When the file system is ini-
tialized, the free I-nodes are linked together as a stack and the first free I-node is
noted in the superblock. When an I-node is allocated, the first I-node in the stack is
popped off and the superblock is updated with the location of the next free I-node, if
any. When an I-node is freed, it is updated with a link to the current top of the stack
and its I-node number is placed in the link to the top of the stack in the superblock.
An I-node is not considered free until the superblock has been updated. In order to
avoid leakage of I-nodes, DF'S must ensure an atomic update of both the superblock
and a directory entry. This is achieved using the atomic multi-block update primitive

of the virtualized flash storage layer.
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struct I0ODInode {

u32int inumber;

ul6int mode;

ul6int nlink;

u32int uid;

u32int gid;

u32int flags;

u32int gen;

u64int size; /* size, including holes */

ub4int atime; /* 32-bit sec, 32-bit nsec */

ub4dint mtime;

ub4int ctime;

union {
ubdint btime; /* birth time; files & dirs only */
u64int rdev; /* If device/FIF0/socket, etc. file */

};

Figure 4.5: The DFS On-Flash I-Node Data Structure

Each I-node is identified by a 32-bit unique identifier or I-node number. The logical
address of an I-node within the system file can be computed from the [-node number.
Each I-node data structure is stored in a single 512-byte flash block. Figure 4.5 shows
the contents and layout of an I-node in the system file. Each I-node contains the I-
number and base virtual address of the corresponding file. It also contains a variety
of generic metadata typically found in a UNIX file system, including nano-second
resolution creation, modification, and access times. The metadata fields in the I-node
consume a total of 72 bytes. An additional 440 bytes remain for other attributes
and future use. Since an [-node is page-aligned and fits in a single flash page, it
can be updated atomically by the virtualized flash storage layer without any special
considerations.

The implementation of DFS uses a 32-bit block-addressed allocation chunk to
store the content of a regular file. Since a file is stored in a contiguous, flat space,

the address of each block offset can be simply computed by adding the offset to the
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virtual base address of the space for the file. A block read simply returns the content
of the physical flash page corresponding to the virtual block. A write operation writes
the block to the mapped physical flash page directly, causing the device driver and
hardware to allocate physical storage as necessary. Since the virtualized flash storage
layer triggers a mapping or remapping on write, DFS performs the write operation
without an explicit block allocation.

DFS permits “holes” in a file; that is, portions of a file that are not backed by
allocated physical flash storage. A hole in a DFS file is a block-aligned interval of
logical addresses that are not backed by physical storage. Such an interval is defined
to consist of all zeroes when read. If a user application writes less than a full block
and the write forces a physical block allocation, DFS and the virtualized flash storage
layer guarantee that the unwritten portion of the newly allocated block is filled with
Zeroes.

A hole in a file may arise in one of two ways. First, a user application may
write to disjoint regions of a file by using the write and 1seek system calls. Second,
on DFS file systems, an application may directly invoke the trim primitive of the
virtualized flash storage layer on an interval of logical addresses in a file. The trim
directive indicates to DFS and the virtualized flash storage layer that the physical
flash storage backing an an interval of logical block addresses may be released and
marked as garbage. The only physical storage used to represent a hole is that required
for the logical to physical address mapping maintained by the virtualized flash storage
layer. DFS also uses the trim directive to release the physical storage claimed by a

file when it is deleted.

4.2.1 Direct Data Accesses

DFS promotes direct data access. The current Linux implementation of DFS al-

lows the use of the buffer cache in order to support memory mapped 1/O which is
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required for the exec system call. However, for many workloads of interest, par-
ticularly databases, clients are expected to bypass the buffer cache altogether. The
current implementation of DFS provides direct access via the direct I/O buffer cache
bypass mechanism already present in the Linux kernel. Using direct I/O, page-aligned
reads and writes are converted directly into I/O requests to the block device driver
by the kernel.

There are two main rationales for this approach. First, traditional buffer cache
design has several drawbacks. The traditional buffer cache typically uses a large
amount of memory. Buffer cache design is quite complex since it needs to deal with
multiple clients, implement sophisticated cache replacement policies to accommodate
various access patterns of different workloads, and maintain consistency between the
buffer cache and disk drives, and support crash recovery. In addition, having a buffer
cache imposes a memory copy in the storage software stack.

Second, flash memory devices provide low-latency accesses, especially for random
reads. Since the virtualized flash storage layer can solve the write latency problem,
the main motivation for the buffer cache is largely eliminated. Thus, applications
can benefit from the DFS direct data access approach by utilizing most of the main

memory space typically used for the buffer cache for a larger in memory working set.

4.3 Directories

DFS supports the hierarchical naming scheme typical of modern file systems. Each
file or directory in a DFS file system is identified by its I-node number. Applications
and users, however, identify files and directories by a human-readable file name.
Directories map file names to I-node numbers. A directory may contain files or other
directories, resulting in a tree of directories rooted at the root directory with plain

files at the leaves. A path name as used by an application is merely a sequence of
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file names from the root directory of the file system to a file or directory in this tree.
The root directory in a DFS file system always has the I-node number 1. Any other
directories in a DFS file system are allocated I-node numbers on demand.

Directories implement the mapping from human readable file names to DFS I-
node numbers which uniquely identify DFS files. Conceptually, a DFS directory is a
mapping from name to an I-node number. DF'S directories do not store file metadata.
Rather, file metadata is located in the file’s I-node in the system file. The reason for
this design decision is that DFS supports multiple hard links to a file. That is,
several different names, possibly in different directories, may refer to the same DFS
[-node. By placing only the I-node number in the directory, the metadata for a file
may be stored in exactly one place, avoiding consistency problems. In practice, DFS
directory entries also contain a type field that indicates how the directory entry should
be interpreted. This field is not strictly speaking necessary as the same information
may be gleaned from an I-node, but it is conventionally found in UNIX file systems
and can be used as an additional consistency check. Given the I-node number, the
kernel and file system can retrieve the corresponding I-node and any metadata stored
in it and take an appropriate action.

Figure 4.6 contains a list of the supported file types. There are three categories:
regular files and directories, symbolic links, and special files. Special files include block
and character device files, FIFOs (also known as named pipes), and UNIX domain
sockets. The I-node for a special file contains sufficient metadata for the kernel to
implement the special semantics of the file. DFS is only involved in providing naming
for these types of files; the implementation details are the purview of the kernel.

DFS supports symbolic links. A symbolic link is a special type of file that, instead
of containing data, contains another file name and acts as a layer of indirection in the
file system naming scheme. When a symbolic link is opened, the client follows the

link by instead opening the file named by the symbolic link. The kernel is responsible

71



/* Directory entry types */

enum {
I0O_DT_NONE =0,
I0_DT_FIFO = 001, /* Named pipe */
I0O_DT_CHR = 002, /* Character device x/
I0O_DT_DIR = 004, /* Directory file */
I0_DT_BLK = 006, /* Block device */
I0_DT_REG = 010, /* Regular file */
I0O_DT_LNK = 012, /* Symbolic link */
I0_DT_SOCK = 014, /* UNIX domain socket */
I0_DT_WHT = 016  /* Whiteout x/

+;

/* UFS/FFS style directory entries */
struct IODirect {

u32int inode; /* inode # */

ul6int reclen; /* length of this record */
u8int  type; /* file type */

u8int  namelen; /* length of name */

uchar  name[0]; /* actually longer */

Figure 4.6: The DFS On-Flash Directory Entry Data Structure

for breaking cycles, usually by limiting the number of links followed. The target
of a DFS symbolic link is an arbitrary path name stored as ordinary data. As an
optimization, if the target path name is short enough, it may be stored in the extended
metadata region of the link’s I-node. Unlike a hard link, which is merely an additional
reference to a particular I-node in the same file system, a symbolic link may cross
volume boundaries.

A DFS directory is merely an ordinary file with special semantics and a particular
internal structure. The virtualized flash storage layer is responsible for allocating
physical flash storage for a directory just as it is for a file. A DFS directory supports
four operations: look up a file, insert a new file, remove an existing file, rename a
file, and enumerate the files in the directory. These operations must be efficient and

crash-recoverable. The rename operation is the most complicated as a file may be
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moved from one directory to another as a part of the renaming process. As a result,
it may be necessary to update more than one location in the process of a directory
operation, introducing the possibility of inconsistency after a crash.

There are a number of common approaches to making directory operations effi-
cient. Some versions of FFS keep a hash table in memory for recently visited di-
rectories [54]. Other file systems, such as XFS, use Bf-trees on disk to represent
directories [79]. The DFS design anticipates that file names will be hashed to a four
or eight byte key and that the key-value pair mechanism of the virtualized flash stor-
age layer will be used to store directory entries. The current version of the virtualized
flash storage layer does not implement this interface, however, nor does it export the
atomic multi-block update interface.

In the current implementation, a DF'S directory is mapped to flash storage in the
same manner as ordinary files are. The only difference is its internal structure. A
directory contains contains an array of name, [-node number, type triples as described
in Figure 4.6. The current implementation is very similar to that found in FFS [60].
Updates to directories, including operations such as rename, which touch multiple
directories and the on-flash I-node allocator, are made crash-recoverable through the
use of a separate write-ahead log. Although widely used and simple to implement,
this approach does not scale well to large directories as it requires a linear scan of the

directory for lookup, removal, and insertion.

4.4 Caching in DFS

Existing main memory buffer cache algorithms are designed either for DRAM or
second-level caches backed by magnetic disks. The most commonly implemented al-
gorithms in the former category include variations on LRU, CLOCK, and occasionally

MRU [25,64,73]. ARC and its variants [5,61] have received wide attention recently in
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both categories, most notably in Sun’s ZFS file system. More recent innovations for
second-level caches include 2Q and MQ [39,90]. Although the strategies employed in
these two cases are different due to differing workloads, they share the common goal
of improving cache hit rates at all costs. As the gap between DRAM and magnetic
storage access times has widened, the cost of a miss has increased significantly. In
a modern storage system, a cache hit may be served in microseconds while a cache
miss may take milliseconds to satisfy.

The rise of high-performance enterprise flash storage poses both a challenge and
an opportunity. The marginal utility of an additional DRAM cache block is reduced
significantly by the high random read performance of modern flash memory. In-
deed, existing and announced flash storage devices offer between 100K and 300K
random I/Os per second (IOPS) and further improvements are already foreseen; the
use of multiple devices in RAID-like configurations can further improve aggregate
I/O performance. As a result, the time to read a block from flash is within a small
multiplicative factor of the time to copy a small block already in DRAM but not in
the processors’ caches.

One approach to the problem might be to add additional DRAM to the buffer
cache. The cost of DRAM has fallen precipitously in the last decade and a large
server-class machine today might have several tens of gigabytes of DRAM. There are
several problems with this approach: DRAM itself is cheap, but the cost of a large
high-performance memory subsystem is still significant; error detection and correction
in main memory becomes imperative as main memory grows and the probability of
corruption increases, but error detecting and correcting memory subsystems are slower
and more expensive; the cost of flash on a per-gigabyte basis is actually lower than
that of DRAM and so the available budget may well be better spent on a larger
or higher-performance flash memory subsystem. The already low and still falling

marginal utility of DRAM exacerbates this problem.
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Another approach is to attempt to continue to improve the cache hit rate. This
avenue is not a new one as cache algorithms have been studied for close to fifty years.
Furthermore, it fails to take advantage of the inherent properties of flash memory
storage: any improvement in cache hit rate applies equally to existing storage systems
and next-generation flash storage systems. Instead, we advocate an approach whereby
popular and infrequently used objects are segregated and only popular objects are
cached. The basis for this approach is the realization that the cost for being wrong
is much lower for flash storage subsystems than it is for traditional magnetic storage.

One can imagine a number of viable mechanisms for segregating popular and
unpopular objects in a storage system. One could attempt to learn the popularity
of an object with a machine learning algorithm or use application level hints. For
many interesting workloads, however, an even simpler mechanism suffices: an object
is deemed unpopular until it has been requested at least twice over a suitable interval
of time. When an unpopular object is requested, it is read from flash and transferred
directly to the user application, bypassing the buffer cache entirely. Only on subse-
quent requests is the buffer cache populated and then copied from the buffer cache
into the application. Of course, this algorithm can be further improved if application
hints are available. For instance, a database may suggest that I/Os to index blocks
be cached unconditionally while I/Os to data blocks may be cached only on second

use.

4.4.1 Lazy LRU

Lazy LRU is a simple extension to the ordinary Least Recently Used (LRU) algorithm.
In a typical cache with LRU replacement there are two important data structures: a
cache directory indexed by disk block address and a queue of unpinned cache blocks
maintained in order of recency. In the steady state, the cache is fully occupied and

all cache blocks contain valid data although many of them may be unpinned. When
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a request is made for a cache block, the address is looked up in the cache directory.
On a hit, if the block is in the queue, it is moved to the head of the queue. On a miss,
the block must be read from backing storage and inserted into the cache. In order
to insert the block, a victim must be chosen and ejected. Under the LRU policy, the
victim is the least recently used, unpinned block. This block resides at the tail of the
queue.

The Lazy LRU heuristic differs from ordinary LRU as follows. First, we maintain
a data structure to track which blocks have been seen in the past. In order to avoid
using significant additional storage in main memory, we use a Bloom Filter [8]. When
a block is requested from the cache, we query the cache directory. On a cache hit,
the algorithm is unchanged. On a cache miss, we consult the Bloom Filter; if the
block has been seen before, the algorithm proceeds as in the case of ordinary LRU. If
the block has not been encountered before, however, we mark it as seen and instead
of populating the cache transfer the block directly from the underlying flash storage
device to the user buffer, bypassing the cache. A subsequent request for the block
will trigger a second cache miss, but this time the cache will be populated and the
ordinary LRU algorithm will prevail.

Several points about the Lazy LRU algorithm are in order: first, there are clearly
access patterns for which ordinary LRU is superior. If the cache is sufficiently large
that the entire working set will fit and so the only misses are mandatory misses, then
Lazy LRU will cause twice as many cache misses as ordinary LRU. We anticipate,
however, that the gap in size between main memory and flash storage will continue to
grow. Furthermore, for access patterns with significant skew, the penalty of additional
cache misses may actually be outweighed by the cost of an additional copy from the
buffer cache to a user application buffer. For instance, applications that exhibit large
linear scans are unlikely to see a significant number of cache hits. Since Lazy LRU

eliminates a large number of small block copies in this case it will outperform ordinary
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LRU. This scan-resistant behavior is particularly useful in data-mining workloads such
as TPC-H.

Second, the inter-reference gap for infrequently accessed blocks is significant. The
inter-reference gap between two accesses of a block is the time measured either in wall
time or in the number of intervening 1/O requests. Since the cache is of finite size,
infrequently accessed blocks will be ejected from the cache before a second request
to the block occurs. In this case, the Lazy LRU algorithm improves performance
by not ejecting an existing block or copying the new block unnecessarily. Indeed,
Lazy LRU need not remember which blocks it has seen for all time. It may instead
impose a window of several seconds to a few minutes or an absolute number of I/O
requests after which blocks are forgotten. One particularly simple way to implement
this approach is to periodically reset the Bloom Filter since deletions can not be
simply accommodated. In this way, Lazy LRU can adapt to a slowly changing access
pattern.

Third, an access pattern which we see frequently in some workloads is a read-
modify-write cycle with short inter-reference gap. In this case, we see two accesses
to a block in quick succession followed by a long period in which no accesses to the
block are made. The first access is a read operation and the second a write or dirty
operation. Lazy LRU can improve performance in this case as well. Rather than
populating the cache, copying the data to a user buffer, modifying it, copying it back
to the cache, and then flushing it at a later date, we can bypass the cache altogether.
On a read, the user buffer is populated using DMA and modified locally. Using an
asynchronous interface such as POSIX AIO, the dirtied buffer can be written back
to the underlying storage as part of a larger request. If consistency across multiple

threads or processes is an issue, a ghost entry can be maintained in the cache directory

for dirtied blocks.
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Fourth, yet another common access pattern in some workloads is a burst of read
requests from a single thread for a single block with very short inter-reference gaps. In
our simulation environment, this access pattern appears as a large number of distinct
requests for a single block. In actual fact, however, these requests serve primarily
to update cache metadata such as pin counts. For very short inter-reference gaps, it
is plausible that the application instead should be modified to keep a local copy of
the buffer rather than requesting the same buffer repeatedly provided the number of
such local buffers required is small. Often, this access pattern is due to a number
of small records being packed into a single larger storage block — i.e., false sharing.
If write sharing between multiple writers is involved, coordination overhead may be

significant; if a single reader thread is involved, a local copy may be in order.

4.5 Summary

We have described the design and implementation of the Direct File System as well
as the virtualized flash memory abstraction layer that it depends upon. DFS del-
egates storage block management, including allocation, layout, wear leveling, and
bulk erasure, to the virtualized flash storage layer. DFS further depends upon low-
level support for atomic updates to ensure reliable recovery in the event of a crash.
Our current implementation of DF'S relies upon the implementation of the virtualized
flash storage layer as a very large virtually addressed single-level store. This approach
yields good performance, a simple interface, and backwards compatibility with soft-
ware systems accustomed to the conventional block-oriented storage interface. In
order to use the available virtual address space efficiently, DF'S does differentiate be-
tween large and small files. This partitioning is guided by distribution of file sizes

reported by studies of deployed file systems.
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We have also described some simple heuristics for improved flash-aware buffer
cache algorithms. We believe that one important consequence of the emergence of
large, high-performance, and relatively inexpensive solid state storage systems. As a
result, the marginal utility of additional DRAM buffer cache blocks is much reduced.
One avenue for further work is to continue the program of improving buffer cache hit
rates. An additional approach, which we also advocate, is a form of selective caching
wherein popular blocks or objects are preferentially cached while less popular blocks
are not inserted into the cache in the first place. The Lazy LRU heuristic is one
example of this latter approach.

The current implementation of DF'S does not fully realize our design goals. For in-
stance, the DF'S implementation does not yet support snapshots. The primary reason
we have not implemented snapshots is that we expect future versions of the virtualized
flash storage layer to provide primitives for snapshots. Native support of snapshots in
the virtualized flash storage layer will greatly simplify the snapshot implementation
in DFS. Since the virtualized flash storage layer is already log-structured for per-
formance and hence takes a copy-on-write approach by default, one can implement
snapshots in the virtualized flash storage layer efficiently.

Second, we are currently implementing support for atomic multi-block updates
in the virtualized flash storage layer. The log-structured, copy-on-write nature of
the flash storage layer makes it possible to export such an interface efficiently. For
example, Prabhakaran et al. recently described an efficient commit protocol to imple-
ment atomic multi-block writes [70]. These methods will allow DFS to guarantee the
consistency of directory contents and I-node allocations without an auxiliary log. In
the interim, DFS uses a straightforward extension of the traditional UNIX file system

directory structure.

79



Chapter 5

Evaluation

In this chapter we evaluate the current implementation of DFS as described in Chap-
ter 4 running on top of FusionIO’s ioDrive hardware and device driver, which together
implement a preliminary version of the proposed virtualized flash storage layer of
Chapter 3. We evaluate the performance and assess the implementation complex-
ity of DFS using a combination of microbenchmarks and an application benchmark
representative of modern file system workloads.

The existing DFS implementation is a loadable Linux kernel module that imple-
ments the VFS API and relies on the existing Linux buffer cache implementation.
The current version of DFS does not include the modifications to the buffer cache
proposed in Section 4.4. Rather, we evaluate the proposed approach to caching for
flash storage separately. Our analysis relies on buffer cache traces taken from well-
known database workloads. We have instrumented both Oracle [53] and Postgres [78].
The opportunity to instrument the Oracle RDBMS and collect cache trace data is
itself interesting as source level access and trace data are not generally available to
the research community. We built a simple buffer cache simulator based on the Oracle

RDBMS architecture and use it for the trace driven simulations presented here.
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5.1 Evaluation of DFS

In the analysis of DFS and its performance that follows, we are first and foremost

interested in answering two questions:
e How do the layers of abstraction perform?
e How does DFS compare with existing file systems?

To answer the first question, we use a microbenchmark to evaluate the number of
I/O operations per second (IOPS) and bandwidth delivered by the virtualized flash
storage layer and by the DFS layer. To answer the second question, we compare DFS
with ext3 by using a microbenchmark and an application suite. Ideally, we would
compare with existing flash file systems as well, however file systems such as YAFFS
and JFFS2 are designed to use raw NAND flash and are not compatible with either
existing SSDs that export a block interface or the sort of next-generation flash storage
devices that we envisage that support the virtualized flash storage layer API.

All of our experiments were conducted on a desktop with Intel Quad Core pro-
cessor running at 2.4GHz with a 4MB L2 cache and 4GB of main memory. The host
operating system was a stock Fedora Core installation running the Linux 2.6.27.9 ker-
nel. Both DFS and the virtualized flash storage layer implemented by the FusionlO
device driver were compiled as loadable kernel modules using the default optimization
flags set by the Linux kernel build environment.

We used a FusionlO ioDrive with 160GB of SLC NAND flash connected via PCI-
Express x4 [23]. The advertised read latency of the FusionlO device is 50us. For a
single reader, this translates to a theoretical maximum throughput of 20,000 IOPS.
Multiple readers can take advantage of the hardware parallelism in the device to
achieve much higher aggregate throughput. For the sake of comparison, we also ran
the microbenchmarks on a 32GB Intel X25-E SSD connected to a SATA II host bus

adapter [36]. This device has an advertised typical read latency of about 75us.
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Our results show that the virtualized flash storage layer delivers performance close
to the limits of the hardware, both in terms of I/Os per second and aggregate band-
width. Our results also show that DFS is much simpler than ext3 and achieves better
performance in both the micro- and application benchmarks than ext3. Furthermore,

DFS is able to achieve these results more using fewer resources.

5.1.1 Virtualized Flash Storage Performance

We have two goals in evaluating the performance of the virtualized flash storage
layer. First, to examine the potential benefits of the proposed abstraction layer in
combination with hardware support that exposes parallelism. Second, to determine
the raw performance in terms of bandwidth and IOPs delivered in order to compare
DFS and ext3. For both purposes, we designed a simple microbenchmark which
opens the raw block device in direct I/O mode, bypassing the kernel buffer cache.
Each thread in the program attempts to execute block-aligned reads and writes as
quickly as possible.

To evaluate the benefits of the virtualized flash storage layer and its hardware, one
would need to compare a traditional block storage software layer with flash memory
hardware equivalent to the FusionlO ioDrive but with a traditional disk interface
FTL. Since such hardware does not exist, we have used a Linux block storage layer
with an Intel X25-E SSD, which is a well-regarded SSD in the marketplace. Although
this is not a fair comparison, the results give us some sense of the performance impact
of the abstractions designed for flash memory.

We measured the number of sustained random I/O transactions per second. While
both flash devices are enterprise class devices, the test platform is the typical white
box workstation we described earlier. The results are shown in Table 5.1. Perfor-
mance, while impressive compared to magnetic disks, is less than that advertised by

the manufacturers. We suspect that the large IOPS performance gaps, particularly
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for write IOPS, are partially limited by the disk drive interface and limited resources

in a drive controller to run sophisticated remapping algorithms.

Device Read IOPS | Write IOPS
Intel 33,400 3,120
FusionIO 98,800 75,100

Table 5.1: Device 4KB Peak Random IOPS

Device Threads | Read (MB/s) | Write (MB/s)
Intel 2 221 162
FusionlO 2 769 636

Table 5.2: Device Peak Bandwidth with 1MB Transfers

Table 5.2 shows the peak bandwidth for both cases. We measured sequential 1/0O
bandwidth by computing the aggregate throughput of multiple readers and writers.
Each client transferred 1MB blocks for the throughput test and used direct 1/O to
bypass the kernel buffer cache. The results in the table are the bandwidth results
using two writers. The virtualized flash storage layer with ioDrive achieves 769MB /s
for read and 686MB/s for write, whereas the traditional block storage layer with the
Intel SSD achieves 221MB/s for read and 162MB/s for write.

5.1.2 Complexity of DFS vs. ext3

Table 5.3 shows the number of lines of code for the major modules of DFS and ext3
file systems. Although both implement Unix file systems, DFS is much simpler. The
simplicity of DFS is mainly due to delegating block allocations and reclamations to
the virtualized flash storage layer. The ext3 file system, for example, has a total
of 17,500 lines of code and relies on an additional 7,000 lines of code to implement
logging (JBD) for a total of nearly 25,000 lines of code compared to roughly 3,300

lines of code in DFS. Of the total lines in ext3, about 8,000 lines (33%) are related to
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Module DES | Ext3
Headers 392 | 1583
Kernel Interface (Superblock, etc.) | 1625 | 2973
Logging 0| 7128
Block Allocator 0] 1909
I-nodes 250 | 6544
Files 286 283
Directories 561 670
ACLs, Extended Attrs. N/A | 2420
Resizing N/A | 1085
Miscellaneous 175 113
Total 3289 | 24708

Table 5.3: Lines of Code in DFS and Ext3 by Module

block allocations, deallocations and I-node layout. Of the remainder, another 3,500
lines (15%) implement support for on-line resizing and extended attributes, neither
of which are supported by DFS.

Although it may not be fair to compare a research prototype file system with
a file system that has evolved for several years, the percentages of block allocation
and logging in the file systems give us some indication of the relative complexity of

different components in a file system.

5.1.3 Microbenchmark Performance of DFS vs. ext3

We use lozone [65] to evaluate the performance of DFS and ext3 on the ioDrive when
using both direct and buffered access. We record the number of 4KB I/O transactions
per second achieved with each file system and also compute the CPU usage required
in each case as the ratio between user plus system time to elapsed wall time. For both
file systems, we ran Iozone in three different modes: in the default mode in which
I/O requests pass through the kernel buffer cache, in direct I/O mode without the

buffer cache, and in memory-mapped mode using the mmap system call.

84



File System | Threads | Read (MB/s) | Write (MB/s)

ext3 2 760 626
DFS 2 769 667

Table 5.4: Peak Bandwidth 1MB Transfers on ioDrive (Average of Five Runs)

In our experiments, both file systems run on top of the virtualized flash storage
layer. The ext3 file system in this case uses the backward compatible block storage

interface supported by the virtualized flash storage layer.

Direct Access

For both reads and writes, we consider sequential and uniform random access to
previously allocated blocks. Our goal is to understand the additional overhead due
to DFS compared to the virtualized flash storage layer. The results indicate that
DFS is indeed lightweight and imposes much less overhead than ext3. Compared to
the raw device, DFS delivers about 5% fewer IOPS for both read and write whereas
ext3 delivers 9% fewer read IOPS and more than 20% fewer write IOPS. In terms of
bandwidth, DFS delivers about 3% less write bandwidth whereas ext3 delivers 9%
less write bandwidth.

Table 5.4 shows the peak bandwidth for sequential 1IMB block transfers. This
microbenchmark is the file system analog of the raw device bandwidth performance
shown in Table 5.2. Although the performance difference between DFS and ext3
for large block transfers is relatively modest, DF'S does narrow the gap between file
system and raw device performance for both sequential reads and writes.

Figure 5.1 shows the average direct random I/O performance on DFS and ext3 as
a function of the number of concurrent clients on the FusionlO ioDrive. Both of the
file systems also exhibit a characteristic that may at first seem surprising: aggregate
performance often increases with an increasing number of clients, even if the client
requests are independent and distributed uniformly at random. This behavior is
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Figure 5.1: Aggregate IOPS for 4K Random Direct I/O as a Function of the Number of
Threads

due to the relatively long latency of individual I/O transactions and deep hardware
and software request queues in the flash storage subsystem. This behavior is quite
different from what most applications expect and may require changes to them in
order to realize the full potential of the storage system.

Unlike read throughput, write throughput peaks at about 16 concurrent writers
and then decreases slightly. Both the aggregate throughput and the number of con-
current writers at peak performance are lower than when accessing the raw storage
device. The additional overhead imposed by the file system on the write path reduces
both the total aggregate performance and the number of concurrent writers that can
be handled efficiently.

We have also measured CPU utilization per 1,000 IOPS delivered in the mi-
crobenchmarks. Table 5.5 shows the improvement of DFS over ext3. We report
the average of five runs of the [OZone based microbenchmark with a standard devia-
tion of one to three percent. For reads, DFS CPU utilization is comparable to ext3;
for writes, particularly with small numbers of threads, DFS is more efficient. Overall,
DFS consumes somewhat less CPU power, further confirming that DFS is a lighter

weight file system than ext3.
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Random . Random
Threadd Read Read Write Write
1 8.1 2.8 94 13.8
2 1.3 1.6 12.8 11.5
3 0.4 5.8 10.4 15.3
4 -1.3 -6.8 -15.5 -17.1
8 0.3 -1.0 -3.9 -1.2
16 1.0 1.7 2.0 6.7
32 4.1 8.5 4.8 4.4

Table 5.5: Improvement in CPU Utilization per 1,000 IOPS using 4K Direct I/O with DFS
relative to Ext3

One anomaly worthy of note is that DFS is actually more expensive than ext3
per I/O when running with four clients, particularly if the clients are writers. This
is due to the fact that there are four cores on the test machine and the device driver
itself has worker threads that require CPU and memory bandwidth. The higher
performance of DFS translates into more work for the device driver and particularly
for the garbage collector. Since there are more threads than cores, cache hit rates
suffer and scheduling costs increase; under higher offered load, the effect is more
pronounced, although it can be mitigated somewhat by binding the garbage collector

to a single processor core.

Buffered Access

To evaluate the performance of DFS in the presence of the kernel buffer cache, we
ran a similar set of experiments as in the case of direct 1/O. Each experiment touched
8GB worth of data using 4K block transfers. The buffer cache was invalidated after
each run by unmounting the file system and the total data referenced exceeded the
physical memory available by a factor of two. The first run of each experiment was
discarded and the average of the subsequent ten runs reported.

Tables 5.6 and 5.7 show the results via the Linux buffer cache and via memory-

mapped I/O data path which also uses the buffer cache. There are several observa-
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Seq. Read IOPS x 1K | Rand. Read IOPS x 1K
Thr| ext3 | DFS (Speedup) | ext3| DFS (Speedup)

1 | 125.5] 191.2 (1.52) | 17.5] 19.0 (1.09)
2 | 147.6| 194.1 (1.32) | 32.9] 34.0 (1.03)
3 [ 137.1] 192.7 (1.41) | 44.3] 46.6 (1.05)
4 [133.6]193.9 (1.45) | 55.2| 57.8 (1.05)
8 | 134.4] 1935 (1.44) | 78.7| 80.5 (1.02)
16 | 132.6] 193.9 (1.46) | 79.6| 81.1 (1.02)
32 | 132.3] 194.8 (1.47) | 95.4] 101.2 (1.06)

Seq. Write IOPS x 1K | Rand. Write IOPS x 1K
Thr| ext3 | DFS (Speedup) | ext3| DFS (Speedup)

1 | 67.8 | 154.9 (2.28) | 61.2] 685 (1.12)
2 | 71.6 | 165.6 (2.31) | 56.7] 64.6 (1.14)
3 [ 73.0 | 156.9 (2.15) | 59.6] 62.8 (1.05)
4 | 655 | 1615 (247) | 57.5] 63.3 (1.10)
8 | 649 | 1481 (2.28) | 57.0] 58.7 (1.03)
16 | 65.3 | 147.8 (2.26) | 52.6] 56.5 (1.07)
32 | 65.3 | 150.1 (2.30) | 55.2| 50.6 (0.92)

Table 5.6: Buffer Cache Performance with 4KB I/Os

tions. First, both DFS and ext3 have similar random read IOPS and random write
IOPS to their performance results using direct I/O. Although this is expected, DFS
is better than ext3 on average by about 5%. This further shows that DFS has less
overhead than ext3 in the presence of a buffer cache.

Second, we observe that the traditional buffer cache is not effective when there are
a lot of parallel accesses. In the sequential read case, the number of IOPS delivered
by DF'S basically doubles its direct I/O access performance, whereas the IOPS of ext3
is only modestly better than its random access performance when there are enough
parallel accesses. For example, when there are 32 threads, its IOPS is 132,000, which
is only 28% better than its random read IOPS of 95,400!

Third, DFS is substantially better than ext3 for both sequential read and sequen-

tial write cases. For sequential reads, it outperforms ext3 by more than a factor of
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Seq. Read IOPS x 1K | Rand. Read IOPS x 1K
Thr. | ext3 | DFS (Speedup) | ext3 | DFS (Speedup)

1 42.6 52.2 (1.23) 13.9 18.1 (1.3)
2 72.6 84.6 (1.17) 22.2 28.2 (1.27)
3| 047 | 1149 (1.21) | 274 | 321 (1.17)
4 [110.2| 117.1 (1.06) |29.7 | 350 (L.18)
Seq. Write IOPS x 1K | Rand. Write IOPS x 1K
Thr. | ext3 | DFS (Speedup) | ext3 | DFS (Speedup)

1 | 2838 402 (1.4) | 11.8 13.5 (1.14)
2 | 39.9 555 (1.4) | 16.7 18.1 (1.08)
3| 41.9 684 (1.6) | 19.1 20.0 (1.05)
1 | 44.3 708 (1.6) | 20.1 22.0 (1.09)

Table 5.7: Memory Mapped Performance of Ext3 & DFS

1.4. For sequential writes, it outperforms ext3 by more than a factor of 2.15. This is
largely due to the fact that DFS is simple and can easily combines 1/Os.

The story for memory-mapped 1/O performance is much the same as it is for
buffered I/0O. Random access performance is relatively poor compared to direct I/O
performance. The simplicity of DFS and the short code paths in the file system allow
it to outperform ext3 in this case. The comparatively large speedups for sequential
I/O, particularly sequential writes, are again due to the fact that DFS readily com-
bines multiple small I/Os into larger ones. In the next section we show that I/O
combining is an important effect; the quicksort benchmark is a good example of this
phenomenon with memory mapped I/O. We count both the number of I/O transac-
tions during the course of execution and the total number of bytes transferred. DFS
greatly reduces the number of write operations and more modestly the number of

read operations.

5.1.4 Application Benchmarks Performance of DFS vs. ext3

We have used five applications as an application benchmark suite to evaluate the

application-level performance on DFS and ext3.
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Applications | Description I/O Patterns

Quicksort A quicksort on a large dataset Mem-mapped 1/0O
N-Gram A program for querying n-gram data Direct, random read
KNNImpute | Processes bioinformatics microarray data Mem-mapped 1/0
VM-Update | Update of an OS on several virtual machines | Sequential read & write
TPC-H Standard benchmark for Decision Support Mostly sequential read

Table 5.8: Applications and their characteristics.

Application Benchmarks

Table 5.8 summarizes the characteristics of the applications and the reasons why they
are chosen for our performance evaluation.

In the following, we describe each application, its implementation and workloads
in detail:

Quicksort. This quicksort is implemented as a single-threaded program to sort
715 million 24 byte key-value pairs memory mapped from a single 16GB file. Although
quicksort exhibits good locality of reference, this benchmark program nonetheless
stresses the memory mapped 1/O subsystem. The memory-mapped interface has
the advantages of being simple, easy to understand, and a straightforward way to
transform a large flash storage device into an inexpensive replacement for DRAM as
it provides the illusion of word-addressable access.

N-Gram. This program indexes all of the 5-grams in the Google n-gram corpus
by building a single large hash table that contains 26GB worth of key-value pairs. The
Google n-gram corpus is a large set of n-grams and their appearance counts taken
from a crawl of the Web that has proved valuable for a variety of computational
linguistics tasks. There are just over 13.5 million words or l-grams and just over
1.1 billion 5 grams. Indexing the data set with an SQL database takes a week on a
computer with only 4GB of DRAM [11]. Our indexing program uses 4KB buckets
with the first 64 bytes reserved for metadata. The implementation does not support

overflows, rather an occupancy histogram is constructed to find the smallest £ such
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that 2% hash buckets will hold the dataset without overflows. With a variant of
the standard Fowler-Nolls-Vo hash, the entire data set fits in 16M buckets and the
histogram in 64MB of memory. Our evaluation program uses synthetically generated
query traces of 200K queries each; results are based upon the average of twenty runs.
Queries are drawn either uniformly at random or according to a Zipf distribution with
a = 1.0001. The results were qualitatively similar for other values of o until locking
overhead dominated I/O overhead.

KNNImpute. This program is a very popular bioinformatics code for estimating
missing values in data obtained from microarray experiments. The program uses the
KNNImpute [84] algorithm for DNA microarrays which takes as input a matrix with G
rows representing genes and E columns representing experiments. Then a symmetric
GxG distance matrix with the Euclidean distance between all gene pairs is calculated
based on all experiment values for both genes. Finally, the distance matrix is written
to disk as its output. The program is a multi-threaded implementation using memory-
mapped [/O. Our input data is a matrix with 41,768 genes and 200 experiments results
in a matrix of about 32MB, and a distance matrix of 6.6GB. There are 2079 genes
with missing values.

VM Update. This benchmark is a simple update of multiple virtual machines
hosted on a single server. We choose this application because virtual machines have
become popular from both a cost and management perspective. Since each virtual
machine typically runs the same operating system but has its own copy, operating
system updates can pose a significant performance problem. Each virtual machine
needs to apply critical and periodic system software updates at the same time. This
process is both CPU and I/0 intensive. To simulate such an environment, we installed
4 copies of Ubuntu 8.04 in four different VirtualBox instances. In each image, we

downloaded all of the available updates and then measured the amount of time it
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Wall Time
Application | Ext3 | DFS | Speedup

Quick Sort 1268 | 822 1.54
N-Gram (Zipf) | 4718 | 1912 2.47
KNNImpute 303 | 248 1.22
VM Update 685 | 640 1.07
TPC-H 5059 | 4154 1.22

Table 5.9: Application Benchmark Execution Time Improvement: Best of DFS vs Best of
Ext3

Read IOPS x 1000 Read Bytes x 1M
Application | Ext3 | DFS (Change) | Ext3 | DFS (Change)
Quick Sort 1989 1558 (0.78) 114614 | 103991 (0.91)

N-Gram (Zipf) | 156 | 157 (1.01) 641 646 (1.01)
KNNImpute 2387 1916 (0.80) 42806 36146 (0.84)
VM Update | 244 | 193 (0.79) | 9930 | 9760 (0.98)

TPC-H 6375 | 3760 (0.59) | 541060 | 484985 (0.90)

Write IOPS x 1000 Write Bytes x 1M
Application Ext3 | DFS (Change) | Ext3 | DFS (Change)
Quick Sort | 49576 | 1914 (0.04) | 203063 | 192557 (0.95)

N-Gram (Zipf) | N/A N/A N/A N/A
KNNImpute | 2686 179 (0.07) 11002 | 12696 (1.15)
VM Update | 3712 | 1144 (0.31) | 15205 | 19767 (1.30)

TPC-H 52310 3626 (0.07) 214265 | 212223 (0.99)

Table 5.10: Application Benchmark Improvement in IOPS Required and Bytes Transferred:
Best of DF'S vs Best of Ext3

took to install these updates. There were a total of 265 packages updated containing
343MB of compressed data and about 38,000 distinct files.

TPC-H. This standard benchmark, formally known as the Transaction Process-
ing Council’s Benchmark H (TPC-H) [82], is intended to be typical of decision support
workloads. The TPC-H benchmark models a large-scale enterprise database applica-
tion for analyzing business transactions for patterns and trends. The application uses

a very large relational database store in persistent storage to manage the data. This
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database consists of eight tables which model the various distributors and suppliers
in different geographical regions.

We used the Ingres database to run the benchmark, which consists of 22 business
oriented queries and two functions that respectively insert and delete rows in the
database. We used the default configuration for the database with two storage devices:
the database itself, temporary files, and backup transaction log were placed on the
flash device and the executables and log files were stored on the local disk. We report
the results of running TPC-H with a scale factor of 5, which corresponds to about
5GB of raw input data and 90GB for the data, indexes, and logs stored on flash once

loaded into the database.

Performance Results of DFS vs. ext3

This section first reports the performance results of DFS and ext3 for each application,
and then analyzes the results in detail.

The main performance result is that DFS improves applications substantially over
ext3. Table 5.9 shows the elapsed wall clock time of each application running with
ext3 and DF'S on the same execution environment mentioned at the beginning of the
section. The results show that DFS improves the performance all applications and
the speedups range from a factor of 1.07 to 2.47.

To explain the performance results, we will first use Table 5.10 to show the number
of read and write IOPS, and the number of bytes transferred for reads and writes for
each application. The main observation is that DFS issues a smaller number of
larger I/O transactions than ext3, though the behaviors of reads and writes are quite
different. This observation explains partially why DFS improves the performance
of all applications, since we know from the microbenchmark performance that DFS
achieves better IOPS than ext3 and significantly better throughput when the 1/0

transaction sizes are large.
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One reason for larger I/O transactions is that in the Linux kernel, file offsets are
mapped to block numbers via a per-file-system get_block function. The DFS imple-
mentation of get_block is aggressive about making large transfers when possible. A
more nuanced policy might improve performance further, particularly in the case of
applications such as KNNImpute and the VM Update workload which actually see
an increase in the total number of bytes transferred. In most cases, however, the
result of the current implementation is a modest reduction in the number of bytes
transferred.

But, the smaller number of larger I/O transactions does not completely explain
the performance results. In the following, we will describe our understanding of the
performance of each application individually.

Quicksort. The Quicksort benchmark program sees a speedup of 1.54 when using
DFS instead of ext3 on the ioDrive. Unlike the other benchmark applications, the
quicksort program sees a large increase in CPU utilization when using DFS instead
of ext3. CPU utilization includes both the CPU used by the FusionlO device driver
and by the application itself. When running on ext3, this benchmark program is
I/O bound; the higher throughput provided by DFS leads to higher CPU utilization,
which is actually a desirable outcome in this particular case. In addition, we collected
statistics from the virtualized flash storage layer to count the number of read and write
transactions issued in each of the three cases. When running on ext3, the number
of read transactions is similar to that found with DFS, whereas the number of write
transactions is roughly twenty-five times larger than that of DF'S, which contributed
to the speedup. The average transaction size with ext3 is about 4KB instead of 64KB
with DFS.

Google N-Gram Corpus. The N-gram query benchmark program running on

DFS achieves a speedup of 2.5 over that on ext3. Table 5.11 illustrates the speedup
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Wall Time in Sec. || Ctx Switch x 1K

Threads || Ext3 DFS Ext3 DFS
1 10.82 10.48 156.66 | 156.65

4 4.25 3.40 308.08 | 160.60

8 4.58 2.46 291.91 | 167.36

16 4.65 2.45 295.02 | 168.57
32 4.72 1.91 299.73 | 172.34

Table 5.11: Zipf-Distributed N-Gram Queries: Elapsed Time and Context Switches (a0 =
1.0001)

as a function of the number of concurrent threads; in all cases, the internal cache is
1,024 hash buckets and all I/O bypasses the kernel’s buffer cache.

The hash table implementation is able to achieve about 95% of the random 1/0O
performance delivered in the Iozone microbenchmarks given sufficient concurrency.
As expected, performance is higher when the queries are Zipf-distributed as the inter-
nal cache captures many of the most popular queries. For Zipf parameter o = 1.0001,
there are about 156,000 4K random reads to satisfy 200,000 queries. Moreover, query
performance for hash tables backed by DFS scales with the number of concurrent
threads much as it did in the Iozone random read benchmark. The performance
of hash tables backed by ext3 do not scale with the number of threads nearly so
well. This is due to increased per-file lock contention in ext3. We measured the
number of voluntary context switches when running on each file system as reported
by getrusage. A voluntary context switch indicates that the application was un-
able to acquire a resource in the kernel such as a lock. When running on ext3, the
number of voluntary context switches increased dramatically with the number of con-
current threads; it did not do so on DFS. Although it may be possible to overcome
the resource contention in ext3, the simplicity of DFS allows us to sidestep the issue
altogether. This effect was less pronounced in the microbenchmarks because Iozone

never assigns more than one thread to each file by default.
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Bioinformatics Missing Value Estimation. KNNImpute takes about 18% less
time to run when using DF'S as opposed to ext3 with a standard deviation of about 1%
of the mean run time. About 36% of the total execution time when running on ext3
is devoted to writing the distance matrix to stable storage. Most of the improvement
in run time when running on DF'S is during this phase of execution. CPU utilization
increases by almost 7% on average when using DFS instead of ext3. This is due to
increased system CPU usage during the distance matrix write phase by the FusionlO
device driver’s worker threads, particularly the garbage collector.

Virtual Machine Update. On average, it took 648 seconds to upgrade virtual
machines hosted on DFS and 701 seconds to upgrade those hosted on ext3 file systems,
for a net speed up of 7.6%. In both cases, the four virtual machines used nearly all of
the available CPU for the duration of the benchmark. We found that each VirtualBox
instance kept a single processor busy almost 25% percent of the time even when the
guest operating system was idle. As a result, the virtual machine update workload
quickly became CPU bound. If the virtual machine implementation itself were more
efficient or more virtual machines shared the same storage system we would expect
to see a larger benefit to using DFS.

TPC-H. We ran the TPC-H benchmark with a scale factor of five on both DFS
and ext3. The average speedup over five runs was 1.22. For the individual queries
DFS always performs better than ext3, with the speedup ranging from 1.04 (Q1:
pricing summary report) to 1.51 (RF2: old sales refresh function). However, the
largest contribution to the overall speedup is the 1.20 speedup achieved for Q5 (local
supplier volume), which consumes roughly 75% of the total execution time.

There is a large reduction (14.4x) in the number of write transactions when using
DFS as compared to ext3 and a smaller reduction (1.7x) in the number of read

transactions. As in the case of several of the other benchmark applications, the large
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reduction in the number of /O transactions is largely offset by larger transfers in each
transaction, resulting in a modest decrease in the total number of bytes transferred.

CPU utilization is lower when running on DF'S as opposed to ext3, but the Ingres
database thread runs with close to 100% CPU utilization in both cases. The reduction
in CPU usage is due instead to greater efficiency in the kernel storage software stack,

particularly the flash device driver’s worker threads.

5.2 Caching

Production quality buffer cache implementations are complex pieces of software that
are typically tightly coupled either to an operating system kernel or a large application
such as a database. Major modifications to a buffer cache can be a time consuming
undertaking. As a case in point, the Oracle database buffer cache implementation is
several hundred thousand lines of code that is tightly coupled to much of the rest of
the I/O subsystem even though it is by design logically distinct. Rather than make
significant changes to existing buffer cache implementation, we have chosen to take a
trace-driven approach.

Our trace driven analysis of the proposed cache algorithms described in Section 4.4
depends upon a set of relatively modest changes to the buffer cache that log each read,
dirty, flush, pin and unpin operation. A simplified cache simulator subsequently reads
the cache operation trace and simulates the actions of the cache algorithm for a
given set of parameters. The cache simulation is offline which further simplifies the
implementation of the simulator and allows detailed instrumentation if so desired.
For each workload, the captured cache trace allows us to simulate a range of cache
algorithms and sizes. Each run of the simulator produces an I/O trace. This I/O
trace drives an on-line replay engine that issues I/Os in a realistic test environment

that allows us to measure real-world performance of the storage system.
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5.2.1 Simulation Environment

Our simulation environment consists of three components: the instrumented buffer
cache, the cache simulator, and the replay engine. The instrumentation added to the
buffer cache emits a trace of cache operations arriving at the cache, not I/O operations
emitted by the cache. This is an important distinction as most available traces in
the storage literature are 1/O traces. Furthermore, it is a relatively simple matter
to capture 1/O traces but in general it requires source-level access and the ability to
recompile the application of interest to capture cache traces. Open source software
such as the Linux kernel and databases such as Postgres are comparatively easy to
modify so as to capture cache traces. Current open source databases, however, do
not support query-level parallelization and have not been tuned as aggressively as the
major proprietary database management systems such as Oracle.

Our cache simulator consumes previously captured cache traces and outputs an
I/O trace. The cache simulator is run offline. It is a single-threaded, event driven
program that simulates a multi-threaded cache implementation. Cache events read
by the simulator are ordered by a global event sequence number or wall time. The
simulator’s scheduler considers each simulated thread in round-robin order and selects
the event with the lowest sequence number that is currently runnable. The simulator
tracks per-block lock state to decide which events are runnable and does not permit
writers to bypass readers. The simulator generally speaking does not emit single
write I/O requests. Rather, several dirty cache blocks are bundled into a single
write episode that is scheduled as a batch. The simulator supports several cache
replacement algorithms each compiled as a separate linkable module. The replacement
algorithm is responsible for selecting victims when a cache block must be ejected from
the cache and for scheduling “write episodes”.

In our simulator, reads are assumed to be issued synchronously by individual
threads while writes are handled asynchronously by one or more background cleaner
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threads. This is the same approach taken by the Oracle RDBMS and is typical of
many high-performance storage intensive applications. The simulator emits enough
information for the replay engine to approximate the data flow dependencies for each
block in the system. Each read request emitted by the simulator is tagged with
the disk address of the requested block, a read sequence number, the write sequence
number of the preceding write to this block (if any), the reader’s thread ID and the
frame number of an in-core buffer. Each write episode is tagged with a write sequence
number, the last read sequence number for each thread that dirtied at least one buffer
in the episode and the disk address and buffer frame number for each write in the
episode.

The replay engine is responsible for taking the I/O trace output by the cache
simulator and transforming it into a sequence of real 1/O requests while satisfying
some basic ordering constraints. The replay engine is thus able to produce an 1/O
workload very similar to what the original software system would have produced
given the same input workload, cache algorithm, and cache parameters. The detailed
instrumentation of the cache simulator and the runtime behavior of the replay engine
provide the basis for our analysis of cache algorithms and behaviors.

For each thread in the I/O trace, the replay engine maintains a thread that is-
sues reads synchronously. Writes are issued asynchronously using one of a variety of
techniques, including a pool of writer threads and a small number of threads using
the POSIX AIO interface. No matter what the configuration of the replay engine, it

enforces the following two I/O ordering rules:

1. Reads to a block b must wait until all preceding writes to b have completed (no

stale data)

2. Writes of a dirty buffer block until all threads that have touched the buffer have

completed all preceding reads (no dirty data)
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The replay engine must be able to enforce these basic ordering constraints while still
being efficient enough to remain 1/O bound. The current implementation of the

replay engine is I/O bound on our current hardware platform.

5.2.2 Workloads

In this section, we provide a short description of each of the workloads used to evaluate
the Lazy LRU heuristic. In each case, we use an application benchmark to capture a
trace of cache operations. This trace serves as input to our simulation environment
which outputs I/O traces for subsequent replay.

Our first workload is the Transaction Processing Council’s Benchmark C (TPC-
C) [83], a standard benchmark for online transaction processing (OLTP). TPC-C
simulates a complete environment in which a set of users executes transactions for
order entry and fulfillment. These transactions include entering and delivering orders,
recording payments, checking the status of orders, and monitoring stock. As is typical
of OLTP workloads, the TPC-C benchmark consists of a mix of random reads and
writes with a block reference pattern that exhibits significant skew.

We collected our TPC-C trace using an Oracle database environment set up by
Oracle engineers for the express purpose of running the benchmark [53]. The tracing
environment consisted of a modified version of Oracle that emits a trace of cache
operations and a 1000 warehouse TPC-C installation. The resulting trace consists of
almost one hundred and fifty million cache operations.

Our second workload is the Transaction Processing Council’s Benchmark H (TPC-
H) [82], a standard benchmark for decision support workloads described previously.
The TPC-H benchmark consists of twenty-two business oriented queries. Except for
the initial loading of the database and the insert/delete functions, TPC-H consists

almost entirely of reads with many sequential or looping scans of the database.
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We were unable to capture TPC-H traces using the same Oracle environment
as used by TPC-C for logistical reasons. We therefore chose to capture our traces
using Postgres 8.3.7 [78]. Of the twenty-two queries, Postgres is unable to process
queries Q17, Q20, and Q22 in a reasonable time so we have excluded them from our
evaluation. Furthermore, some queries, such as query Q2, are CPU intensive, rather
than I/O intensive and so are of less interest in our current study.

We report the results of running TPC-H with a scale factor of 10 which corresponds
to about 10GB of raw data. In this configuration, the database system consumes
roughly 20GB of storage space for data, indexes, logs, and temporary files. Choosing
this scale factor allowed us to place the entire contents of the database on any of
the SSDs used for evaluation purposes. The resulting cache traces vary from about
seven hundred thousand cache operations for query sixteen to eight hundred million
operations for query twenty one with most queries requiring three and half to four

and a half million cache operations to complete.

5.2.3 Simulation and Replay Results

We have argued that the marginal utility of an additional DRAM cache block in a
flash memory storage system is relatively modest. The value of the buffer cache has
decreased with the advent of flash memory for two reasons: first, data set sizes have
grown much faster than economical DRAM memory subsystems and second, the time
to service a random read in flash memory is similar to the time to copy data from a
DRAM buffer whereas the time to read a random block from disk is more than two
orders of magnitude longer.

We have proposed a simple heuristic called Lazy LRU for managing the buffer
cache in the presence of flash memory. We evaluate this heuristic using trace driven
simulation and replay using the TPC-C and TPC-H workloads. Our primary eval-

uation criteria are cache hit rate and elapsed wall time for replay. We believe that
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caches will not continue to grow in proportion with primary storage. As we observed
in Section 4.4, large DRAM caches are expensive to build. The new generation of
flash storage devices are able to service cache misses within a small multiple of the
time to copy a block from the cache on a hit. If future caches are smaller as a frac-
tion of primary storage, cache hit rates will inevitably fall. This places Lazy LRU
at an interesting design point, particularly if it exhibits cache hit rates similar to
LRU in practice. Lazy LRU adds the additional benefit of scan resistance and the
ability to avoid unnecessary copying in a number of common cases such as isolated

read-modify-write cycles.

TPC-C

A common rule of thumb for storage cache designers is that roughly 80% of the
references in a storage system are to approximately 20% of the blocks. This skew
in the reference pattern is an important ingredient in any effective caching strategy.
Figure 5.2 shows the distribution of block popularities for the TPC-C trace. Blocks
are sorted by the number of references and the resulting rank versus the natural
logarithm of the number of references is plotted. In the case of the TPC-C trace,
80% of the references are to 22% of unique blocks referenced.

Given the presence of skew in the block reference distribution, it is natural to
examine the effect of increasing the size of the cache. One way to evaluate the effect
of the cache size to is plot the cache hit rate as a function of cache size. Another
is to consider the elapsed wall time for trace replay, also as a function of cache size.
In both cases, we have configured the simulator to use LRU to manage a cache with
8KB cache blocks, the same size as used in the default configuration of the Oracle
RDBMS. We then vary the cache size from 64MB to 16GB. The simulator allows us

to measure the cache hit rate and to generate an I/O trace for subsequent replay.
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Figure 5.2: TPC-C: Number of Block References vs Logical Block Popularity Rank

Figure 5.3 shows the cache hit rate as a function of cache size. With a cache of
8192 8KB blocks consuming 64MB of DRAM, the cache hit rate is about 63%. With
a cache that is over two orders of magnitude larger, the cache hit rate increases to
approximately 80%. Although this is a substantial improvement in hit rate, it comes
at a significant cost in DRAM: the total number of unique blocks touched during
the 1000 warehouse TPC-C trace is about 7.2M or almost 60GB. A 64MB cache is
about one-tenth of one percent of the total footprint of the trace whereas the 16GB
cache is over twenty-five percent of the active data in the workload! In traditional
storage systems where the cost of a main-memory cache miss is significant, it may
make sense to rely on a cache that is between 10% and 25% the size of the dataset in
order to achieve good performance. However, as dataset sizes continue to grow and
the amount of flash available on a server grows faster than the available DRAM, this
approach is unlikely to be economical.

An alternative way to look at the marginal utility of an additional DRAM cache

block is consider the change in run time as a function of cache size. In other words,
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Figure 5.3: Hit Rate vs Cache Size for TPC-C With 1000 Warehouses

the marginal utility of a DRAM cache block is proportional to the derivative of the
cache-size versus run-time curve. Figure 5.4 shows this tradeoff for the TPC-C trace
over the same range of cache sizes as in Figure 5.3. We use the cache simulator to
generate two 1/O traces from the TPC-C cache request trace: one with the cache
managed using ordinary LRU and one with the cache managed using Lazy LRU. For
each cache size and cache management algorithm, we report the average elapsed wall
time for five runs of the replay engine.

With a cache of 64K blocks, the I/O traces take almost 1200 seconds to rumn.
Increasing the cache to 896K cache blocks cuts the runtime in half to about 600
seconds. An additional 896K cache blocks, or a total of 1792K cache blocks, yields a
run a run time of approximately 475 seconds for a speedup of only 1.25. By the time
the cache contains 2M blocks, the cache holds fully one quarter of the active data set,
yet only provides a speed-up of about three over the original cache which held less

than one tenth of one percent of the data set.
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Figure 5.4: Execution Time vs Cache Size for TPC-C With 1000 Warehouses

Both the distribution of block popularities and the decreasing marginal return on
additional cache blocks suggests that many blocks populating the cache are referenced
only infrequently. Of particular interest are those blocks that are read precisely once.
There is little advantage to placing blocks that are read precisely once in the cache
at all. If, instead of caching these blocks, we transfer directly from flash to the user
buffer, we can avoid an unnecessary in-memory copy. As the cost of a DMA transfer
from flash approaches the cost of small block copies in main memory, this simple
approach may yield real benefits. It is this observation that is the motivation for the
Lazy LRU heuristic.

We classify blocks in three categories: (1) those blocks that are read once and
then not touched again; (2) those blocks that are read once, modified once, and then
written back; (3) all other blocks. Particularly if the inter-reference gap between read
and modify is small in case (2), we can bypass the cache both on the initial read and

on the subsequent write of the modified block. Figure 5.5 shows the fraction of reads
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Figure 5.5: TPC-C Single Rate vs Cache Size

that fall in categories (1) and (2) as well as the fraction of writes that fall in category
(2). Almost 80% of blocks read are read only once and between 70 and 75% of blocks
written are read once, modified once, and then written back. In other words, between
seventy and eighty percent of blocks are “cold” blocks while the remaining twenty to
thirty percent of blocks are “hot”. Moreover, this classification is stable even as the
cache size scales from 8K cache blocks to 2M cache blocks.

It is worth noting that an implementation may modify the definition of read-once
to mean read-once before being ejected from the cache. Although we adopt the more
stringent definition for the purposes of analysis, there is little difference between two
blocks that are each read once in the entire trace and one that is read twice but ejected
from the cache in the interim due to insufficient capacity. This alternate definition
of the read-once criterion can be used to simplify the practical implementation of the
Lazy LRU heuristic.

Figure 5.4 illustrates the result of the Lazy LRU heuristic for the TPC-C workload
over a range of cache sizes. Lazy LRU is consistently 4-4.5% faster than LRU. This
performance improvement, while modest, is achieved with no improvement in the
hit rate. In fact, LRU has a negligibly better cache hit rate for this workload. The
performance difference between the two algorithms is entirely due to the reduced

number of block copy operations in the lazy variant. Given the level of optimization
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and the effort expended to achieve good performance in modern storage systems, even

a 4% improvement is probably worthwhile given the simplicity of the heuristic.

TPC-H
Query Cache Size in Blocks Query Number of | Inter-
Number | 8192 262144 | 524288 | 1048576 Number | Refs. x 1K | Ref. Gap
1 1.00 1.00 1.00 1.00 1 1189 4.6
2 11.34 | 12.01 12.01 12.01 2 2789 1,900.0
3 1.00 1.00 1.00 1.00 3 1492 8.6
4 1.01 1.01 1.01 1.01 4 270 —
) 1.01 1.01 1.01 1.01 ) 270 —
6 1.00 1.00 1.00 1.00 6 1187 4.3
7 1.00 1.00 1.00 1.00 7 1494 6.1
8 1.00 1.00 1.00 1.00 8 1536 8.1
9 8.48 8.49 8.49 8.49 9 14579 11.5
10 1.01 1.01 1.01 1.01 10 270 6.3
11 1.01 2.01 2.01 2.01 11 363 | 90,000.0
12 1.00 1.00 1.00 1.00 12 1187 7.1
13 5.74 5.75 5.75 5.75 13 1775 28.2
14 1.00 1.00 1.00 1.00 14 1188 7.3
15 1.00 1.00 1.00 1.00 15 1187 6.7
16 1.01 1.01 1.01 1.01 16 224 10.5
18 1.00 1.00 1.00 1.00 18 2410 | 575,000.0
19 1.00 1.00 1.00 1.00 19 1229 8.3
21 282.09 | 283.42 | 283.42 | 283.42 21 412989 129.8

(a) Average Number of References Per Block as a Function (b) Number of Block References and Inter-

of Cache Size Reference Gap

Table 5.12: TPC-H Descriptive Statistics

The TPC-H benchmark models a decision support workload which is essentially
read only after the database has been initialized and populated. Decision support
workloads tend to be characterized by large sequential table scans, loops, and random
reads. For a sufficiently large data set, both sequential scans and random 1/O preclude
effective caching but can benefit from intelligent prefetching. The effectiveness of a

caching strategy in the case of looping I/O patterns depends upon the ability to
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detect the behavior, identify the data blocks referenced as part of the loop, and the

number of blocks in the loop body relative to the size of the cache.
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Figure 5.6: Run time for TPC-H Queries 11 and 18 using LRU and Lazy LRU to manage
the cache. Both queries benefit from the scan resistance of Lazy LRU.

Table 5.12(a) shows for each query the average number of references per block for
all blocks read during the trace. For most queries, the average number of references
to each logical block is very nearly one. In fact, with the exception of the five queries
Q2, Q9, Q11, Q13, and Q21, the average number of hits is essentially one at all cache
sizes from eight thousand cache blocks up to one million cache blocks. Of these five
queries, only query Q11 shows an appreciable difference in the average number of
references to data blocks as a function of cache size: once the cache is large enough,
the average increases from 1.01 to 2.01 references. The average of roughly one hit

per block in the remaining fourteen queries is indicative of either random access or

108




sequential scanning behavior common to relational table joins. In both cases, blocks
are typically read in and used only once during the processing of an individual query.
Lazy LRU is well suited to this type of I/O behavior: there is little benefit to keeping
a block in the cache if it used only once and there is no need to incur the overhead
of a copy from the cache to the user buffer in this case either.

The relatively small number of references per block for most TPC-H queries is
common to decision support workloads. Common primitives include table scans,
nested loops to implement inner joins, and random access as a part of hash joins.
With the exception of some looping constructs, these types of primitive generate
I/O workloads that are difficult or impossible for cache management algorithms to
capture and capitalize upon. These types of workloads are instead better suited to the
wide variety of prefetching algorithms, particularly application directed or informed
prefetching [68].

A second metric of interest in addition to the number of references per data block
is the average inter-reference gap. Table 5.12(b) shows the total number of block
references and the average inter-reference gap for each of the queries in our TPC-H
benchmark. Queries Q4 and Q5 determine product order priority and local supplier
volume, respectively. Typical query plans for these queries consist of a sequence of
inner joins, often implemented as hash joins, a hash-based aggregation, and a final
sort phase. So few blocks are referenced more than once using our database setup
that the average inter-reference gap for these queries is not informative. For most
other queries, the inter-reference gap is relatively small — less than two hundred block
references. When the inter-reference gap is small relative to the cache size, the LRU
replacement algorithm is well suited to capturing the locality present in the reference
pattern. Queries Q2, Q11, and Q18, on the other hand have average inter-reference

gaps across the entire query that are several orders of magnitude larger. Query Q2 is
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Figure 5.7: Run time for TPC-H Query 19 using LRU and Lazy LRU to manage the cache.
Query 19 is representative of many TPC-H queries that require scanning tables larger than
the available cache. Lazy LRU benefits from reduced number of copy operations between
the cache and user buffers.

essentially CPU bound in our database configuration. Queries Q11 and Q18, on the
other hand, exhibit interesting cache behavior.

Queries Q11 and Q18 identify important stock items and large customers, respec-
tively. Query Q11 has an average inter-reference gap of 90K references and query Q18
an average inter-reference gap of 575K references. Both are typically implemented
as a sequence of nested loops computing inner joins. In the latter case, the average
number of references per block is very nearly one, indicating significant outliers. In
the former case, the average number of hits per block is one for small caches, but once
the cache is sufficiently large, each block is referenced twice before being ejected. In

both cases, the large average inter-reference gap means that a relatively large cache
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is necessary to capture the underlying block reference loop. This is particularly true
for ordinary LRU as the cache must be large enough to hold the number of distinct
intervening blocks. As illustrated in Figure 5.6, the Lazy LRU heuristic is able to
capture the block reference loop more effectively than is ordinary LRU. Lazy LRU is
also subject to capacity constraints, of course, but only need keep very basic, compact
metadata for blocks that are infrequently referenced and therefore not placed in the
cache. As a result, the Lazy LRU heuristic automatically keeps more blocks that are
referenced multiple times in the loop body in the cache. The Lazy LRU heuristic is
thus able to improve the cache hit rate and consequently reduce both the number
of I/O transactions and elapsed wall time without application input. Although Fig-
ure 5.6 shows elapsed wall time, the results are qualitatively similar if one plots the
number of I/O transactions instead. In fact, even query Q2 shows similar behavior
when 1/0O transactions are plotted. Since query Q2 has a significant CPU intensive
component, the reduction in the number of I/O transactions at small cache sizes has
only a very modest impact on run time.

We have thus far identified several queries in the TPC-H traces where performance
and cache behavior differ significantly when the cache is managed with the Lazy LRU
heuristic as opposed to ordinary LRU. For these queries, the average number of refer-
ences per block is greater than one, sometimes significantly so, and the inter-reference
gap is also significantly larger than it is for most other queries. Lazy LRU is also a
reasonable choice for the remaining queries that do not exhibit these features. The
remaining queries have reference patterns in which logical blocks are typically refer-
enced once and then discarded, either due to index scans or random access patterns
in hash joins. Query Q19 is representative of the remaining queries and, as shown
in Figure 5.7, the Lazy LRU heuristic again gives a modest performance improve-
ment. Figure 5.7 shows the average elapsed wall time for five runs for each cache size.

The difference in run time between the Lazy LRU heuristic and ordinary LRU varies
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from as little as 2.3% to as much as 4.7%, but on average is about 3.8%. Although
the difference in performance is relatively small, the heuristic is applicable to other
cache management algorithms as well, is simple to implement, and is applicable to

workloads with both scanning and looping I/O behavior.

5.3 Summary

DFS is a simple, robust, high-performance file system that takes advantage of the im-
plementation and performance characteristics of modern solid state storage devices.
DFS delegates the majority of storage management and layout to the underlying
device, resulting in a significant reduction in complexity. The prototype implementa-
tion of DFS is about one-eighth the size of the implementation of ext3, a mature and
widely deployed Linux file system. Much of this difference is in the logging, block
allocation, and I-node manipulation routines which are essential to any file system.
Microbenchmark results further demonstrate that DFS is able to deliver performance
closer to that of the raw hardware than existing file systems such as ext3. For di-
rect access, DFS delivers as much as 20% performance improvement. Furthermore,
DFS continues to outperform ext3 by 7% to as much as 250% in application level
benchmarks while consuming fewer CPU resources.

File system performance is intimately tied to buffer cache performance. We have
argued that the marginal value of additional DRAM cache has fallen with the advent
of high performance solid state storage. For instance, we found through trace driven
simulation and replay that increasing the buffer cache from less than one tenth of one
percent of the data set size to one quarter the data set size only improved performance
by a factor of three. For common data mining workloads that scan large volumes of
data, the situation is often worse. As a result, we have proposed the Lazy LRU

heuristic which defers populating the cache until a block has been determined to be
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sufficiently popular and avoids unnecessary copies in the buffer cache. We found that
this approach yields roughly a 4% performance improvement at essentially no cost for
transaction processing workloads. For some data mining workloads, the improvement
is much larger as Lazy LRU is scan resistant, permitting frequently used data such as
that subject to looping reference patterns, to remain in the cache while infrequently
used data subject to scanning reference patterns is prevented from polluting the

cache.
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Chapter 6

Conclusion and Future Work

We have argued that the recent rush to adopt flash memory in enterprise grade stor-
age systems is driven chiefly by a combination of three factors: power consumption,
random I/O performance, and cost. Disk based storage systems require significant
over-provisioning in order to provide good random I/O performance. High perfor-
mance disks can deliver roughly two hundred random I/Os per second per spindle.
Continued advances in magnetic recording technology have dramatically improved
disk density but have not appreciably improved disk arm positioning delay. As a
result, high performance storage systems must provision disks based on random /O
performance first and size second. Individual magnetic disks consume roughly fif-
teen watts when active and almost ten when idle but not powered down. Depending
on the implementation, existing SSDs may consume twenty to eighty percent of the
power that a magnetic disk does when active. When idle, SSDs may use as little
as 60mW or two orders of magnitude less power than magnetic disks. The gap in
power usage between disks and SSDs widens by one to two orders of magnitude when
over-provisioning for performance in magnetic storage systems is taken into account.

A persistent concern about flash memory storage systems is reliability. Magnetic

disks are a venerable technology and the storage community has had long experience
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with them. Flash memory failure modes are substantially different from those of
traditional storage systems. Limited write endurance is a real problem and the recent
adoption of MLC NAND flash in enterprise products has exacerbated concerns. We
have argued that with proper software support, even MLC NAND flash is suitable
for building enterprise grade storage systems. Log-structured storage and garbage
collection are a fact of life if flash storage systems are to achieve good performance
and these same techniques are effective for managing the wear leveling problem as
well.

The advent of sophisticated flash translation layers to manage flash memory re-
sources for performance and wear leveling has tended to push what were once high-
level storage system design problems further down into the storage stack. The copy-
on-write nature of flash memory has revived interest in log-structured storage. Some
flash storage devices have chosen to implement the log-structured flash translation
layer in the storage device itself as firmware; others, such as FusionlO, have pushed
much of the intelligence into the device driver in the host kernel. In both cases, the
flash translation layer has co-evolved with the storage hardware architecture in order
to achieve the highest level of performance possible. We have observed that the prob-
lems the flash translation layer must solve are closely related to the problems that the
file system and other storage consumers have traditionally had to solve as well. These
problems include storage allocation, layout, and provisions for crash recovery. Rather
than duplicate the solution to these problems at two points in the storage stack, we
advocate delegating the solution to the flash translation layer. The flash translation
layer can continue to co-evolve with the hardware while providing an interface to con-
sumers that avoids duplication. We have shown that this approach greatly simplifies
the design and implementation of a file system such as DFS. Moreover, DFS is able
to deliver higher performance using the same hardware. Figure 6.1 illustrates the ad-

vantages of DFS and the new generation of flash memory based primary storage over
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Figure 6.1: Elapsed Time for TPC-C Running on FusionlO and Intel SSDs as a Function
of Cache Size

existing technologies. The combination of the new generation of SSDs and the elim-
ination of an unnecessary layer of indirection by DFS yields an order of magnitude
improvement over existing SSDs with legacy file systems which themselves offered an
order of magnitude performance improvement over magnetic disks.

We have further argued that as flash memory storage systems improve, the utility
of the traditional buffer cache decreases. With existing flash storage subsystems that
achieve between 100K and 300K random I/Os per second, the time to copy a block
from the buffer cache to a user buffer or processor cache is within a small factor of
the time to serve the miss from flash. In other words, with a system such as the
FusionlO ioDrive and DFS, the marginal utility of each additional DRAM buffer

is relatively modest. Furthermore, large main memories require sophisticated and
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expensive memory system designs so that doubling the size of main memory more
than doubles memory system cost. DRAM based memory systems also consume a
significant amount of power even when quiescent. As a result, we have argued for a
more aggressive approach to cache design that attempts to segregate blocks on the
basis of popularity and does not even attempt to cache anything but the most popular
blocks. A straightforward example of this approach is the Lazy LRU heuristic which
only populates the cache on the second reference to a block. Although it is possible
to construct workloads for which Lazy LRU is inefficient, it is a reasonable heuristic
for several common and important workloads.

In Section 4.5 we discussed some of the limitations of the current implementation
of DFS and some concrete future work required to turn the existing prototype into
a commercial product. Certainly a more complete implementation of the virtualized
flash storage layer and DFS atop it is one avenue for future engineering work. There
is also room for further improvement of the Lazy LRU heuristic specifically and its
application to other common cache algorithms. There is a wealth of research on cache
algorithms, but as flash storage system continue to grow, the gap between the main
memory buffer cache and the underlying storage system will continue to grow as well.
At the same time, the gap between the cost of a cache hit and a cache miss is much
smaller for these new storage systems. Existing research is not well suited to this
environment.

In our discussion of flash memory we have focused on local storage. Most appli-
cations in the data center are now distributed across multiple hosts either in a single
data center or possibly in the wide area. We still believe that focusing on the local
storage case is a sensible starting point. Applications distributed across a cluster still
must manage local storage effectively. File systems such as DFS also find applica-
tion inside network attached storage filer heads and in many database applications.

Nonetheless, an important avenue for future research is how to adapt flash storage

117



to a distributed environment. We believe that the virtualized flash storage layer pro-
vides a good foundation for further work in this area. We have believe that both
local and distributed applications will benefit from delegating storage management
and that specific interfaces such as key/value storage can form the basis for richer
data structures in both local and distributed applications.

Our description of the virtualized flash storage layer and our implementation and
evaluation of DFS have focused on the use of flash memory to replace magnetic disks
for primary storage. Indeed, DFS is intended to be a primary storage file system. For
many applications, flash memory based storage systems are now inexpensive enough
that it is feasible to replace disks entirely with flash memory. This does not mean
that magnetic disks are doomed to obsolescence. Rather, we anticipate that magnetic
disks will be relegated to the role of secondary storage. Disks still offer good sequential
performance and high density at low cost. Flash memory shines when random I/0O
performance is critical. The longer term research question is how best to marry the

two.
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