A n

In

t

r o d

u

ct

ion toC

li

ent-

Ser verPro

gr

a

mming

wit

h So ckets

R o

b S

h i ll n e r M a

r c h 1

4 , 199

7

1

I

n t

r o d

u

ct

ion

1

.1 D

i

s t ri b

ut e

d a

pp li

cati

o

ns A d

i s t ri b ut ed

a

pp li

cati o

n is a collection of running programs

w

hich cooperate to accomplish some task

. Distributed applications are designed to work over a network, such that the component programs need not

run on the same machine.One possible software architecture for a networked distributed application is thec l i e n t - se r

ver model.In

this model, a central program, known as the server, runs on some machine.The other programs are called

the clients; each client runs on machine possibly di�erent from the one which houses the server. Typically,

the client programs transfer information(such as input from human users) to the server program. The server

processes the inputs it receives from the client programs and sends information back to the clients for further

processing (and possible display on users’ terminals).

This document details the implementation of a minimal distributed application: a\chat" facility . The

application is composed of twoC programs,s e r ver andc

l ie n

t. The server listens at a particular network

address, accepting connections from users running the client program. The client program transfers text

between the user’s terminal and the server.When the server receives a line of text from a client, it sends

copies of the text to all other connected clients. 1.2

So ckets

The communication between the server and client programs occurs using sockets. Communication follows

these steps:1.The server creates a socket using the system call soc

ket. We’ll call this socket them

aster socket.2.

The server binds the master socket to a network address, using the system callbin d.

3. The server starts listening for client connections on the master socket, using the listen system call.4.

The client creates a socket of its own, using socket. This is the client socket.5.

The client attempts to connect its socket to the master socket, using the system call connect.6.

The server notices the connection attempt and accepts the connection using the system callacce pt.

This returns a new socket to the server, the server socket for that client.7.

The server and client may now communicate with each other, using the read andwrite system calls

on the server and client sockets.8.

When either the server or client decides to terminate the connection, it issues the close system call

on its socket. The other party notices the terminated connection and closes its socket as well.9.

When the server no longer wishes to accept new connections, it uses close to shut down the master

socket. 1

T h i s is n o t th e on l y w ay to use so c kets , but it is pe rhaps the easiest way ; this metho d pro vides reliable,

ordered trans fer of byte streams between two unrelated processes . Codin g with sockets is much easier to

understand if an e xample is handy, so the rest of this document is the full source code for the \anonymous

chat " application.

2 T h e se r ver

The server looks like a normal C program, with included �les followed by type declarations, global variables

and the m a i n function.

" s e r ver . c" 2 a �

h S e r ver i n c l u de �le s 2 b i

hServer t y pe decl arati ons 3 ci

hServer glo bal variables 3a , : : : i

hServer m a i n routine 2 di

3

The server includes the standard I / O header and some socket -related headers.

hServer include �les 2bi �

#inc l u de <s tdi o. h >

hSoc ket headers 2ci3

Mac r o r e fere nced in scra p 2a .

These are the headers needed to make Internet socket communication work. See the manual pages of the

socket-related system calls for more information about when each header must be included.

hSocket headers 2ci �

#include <s ys /ty pes.h>

#include <sys/time.h>

#include <sys/soc ket.h>

#include <netinet/in.h>3

Macro referenced in scraps 2b, 7a.

After initiali zing itself, the server ’s main routine loops forever, accepting and dealing with inputs it gets from

its sockets.

hServer main routine 2di �

main (int ar gc , char **argv )

{

h Initiali ze the server 2ei

for ( ;;) {

h Accept and handle inputs 4ci

}

}3

Macro referenced in scrap 2a.

2 . 1 I n i ti a li zin g t h e se r ver

In our simpli�ed server, initialization consists of only two tasks : setting up the master socket and initializing

the user list.

hInitialize the server 2ei �

hInitialize the master socket 3bi

hInitialize the user list 4bi3

Macro referenced in scrap 2d.

2 . 1.1 I n i ti a li zin g t h e ma ste r s o c ket

W e kee p t he m a ste r s o cket i n a g lo bal variable calle d m a s t e r S o c ket . Note that masterSocket , like ever y

socket, is o f type i nt, j ust as �le descriptors are of type int. In fact, many of the �le descriptor system

calls, such as rea d, write, se lect and close also work on sockets.

h S e r ver g l o b al var iable s 3 a i �

i n t m a st e r S o c ket ;

3

Ma c r o d e � ned b y scra ps 3a , 4a .

Macro re ferenced in scrap 2a.

To initiali ze the master socket, we create the socket and bind an address to it, then start listening at it. The

socket call creates and returns masterSocket ; the arguments to that call indicate a socket for the Internet

domain ( A F I N E T ), of the reliable stream type (S O C K ST REA M) using the default protocol ( 0). Ne xt we need

to specify the address to which the socket should be bound; to do this we �ll in some �elds of a sockaddr in

structure. The sin port �eld speci�es the port to which the socket will be bound; we use port 900 1, but

almost any positive integer will do, so long as the client program is able to supply the same integer when it

connects to the server. The bind call actually binds the socket to the port. The listen call sets the server

listening for attempted connections at the port. The argument of 5 speci�es that up to �ve clients may be

waiting for a connection at one time.

h I ni tiali ze t he master so c ket 3bi �

str uct socka ddr _in ser ver Address;

masterSocket = socket (A F_ I N E T , S O C K_ST REA M, 0 );

i f (masterSocket == - 1) {

perror( "server");

e xit(-1);

}

serverAddress .sin_fami l y = AF_INET;

serverAddress.sin_addr.s_addr = INA DDR_AN Y;

serverAddress.sin_port = htons( 9001);

if ( bind(masterSocket, (struct sockaddr *) &serverAddress,

si zeof(struct sockaddr_in))) {

perror("server");

exit(-1);

}

listen(masterSocket, 5);

3

Macro referenced in scrap 2e.

2.1.2 Initializing the user list

Now that the master socket is set up, we need to create the server ’s internal data structure for keeping track

of what users have connected. We keep a doubly -linked list containing one User data structure for each

connected user. Each User structure keeps track of the server socket for that user. In a larger application,

the User structures would hold other kinds of information about a user, such as a name, password, etc.

hServer t y pe declarations 3ci �

typedef struct user {

int socket;

struct user *next, *prev;

} User;

3

Macro referenced in scrap 2a.

We keep the list of currently-connecte d users in the global variable user List.

hS e r verg l o b al variable s

4 a i � U

s e r * user L is t

; 3

Ma

c r o d e � ned b y scra ps

3a

, 4a.

Macro referenced

in scrap2a.

A

t st a rt u p , o f cours e, there areno users, sou s e r L is t is

N

ULL . hI

ni tiali ze the user list 4bi �

userList=

NULL;3

Macro referenced in scrap 2e.2

.2 A cc e p t i n g an d hand ling input s

Once the server hasbeen initiali

ze d, itgoes into an in�nite loop inwhich it repeatly accepts and handles

inputs.

There are two types of input to the server: new connections to themaster socket, and data arriving

from already-connected users on individual server sockets.Since the server must handle inputs from so many

di�erent sockets, and since the rea d and acce pt callsb l o c k when no data is ready to be read, the server

must attempt to service only those sockets which need immediate attention.

To multiplex between many sockets, the server creates a variable ready of typefd set. An fd set is a

bit vector, with each bit representing a socket. To use an fd set, a program sets the bits which correspond

to the sockets it is interested in.When the fd set is passed to the select system call, all the bits will be

cleared except the bits corresponding to sockets which have data waiting to be read. Then the program can

read from or accept connections on the sockets whose bits are still set.

Thus, to accept inputs, we use select to �nd which sockets are ready, settingnu m

Ready to the number

of ready sockets. Then, if there is at least one ready socket, we attempt to accept new connections and read

input from existing users. hA

cce pt and handle inputs 4ci �

int num

Re a d y; fd

_set ready;

hSelect socketswhich are ready for reading5ai

if(numReady>

0

) {

hAccept a new connection if masterS o c ket is ready 5bi

hTake input from users who are ready6ai

}3

Macro referenced in scrap 2d.

To select the sockets that are ready, we �rst use the system-supplied macro1

F

D Z

ER O to zero out ready.

Then we use FD SE

T to set the bit for the master socket. Then, for each user in the user list, we use FD SET

to set the bit corresponding to the user’s socket. Along the way, we �nd maxS oc ket, the highest-numbered

socket we have.

When ready is ready, we call select, passing the number of entries in ready which select should

consider

(that is, maxSocket+

1

). The call to select returns the number of sockets that are ready, and it

clears the bits in ready corresponding to\unready

" sockets. Also, the select call blocks2 until some input

appears; this keeps the server o� the runqueue and avoids burning excessC

P U time. 1

T he F

D macros are documen ted in thes e le c t manual page.

2 select may also be set up to return immediately or to time out if no input appears on any socketwithin a given interval;

see the manual page for details.4

hS e le c t s ocketsw h icha re read y for readin g 5 a i � U

s e r * user ;

i

n t m a x S o c ket =

0;

F

D _ Z E R O ( &rea d y );

FD_SE

T(masterSocket

, &ready);

maxSocket = masterSocket;for

(user = userList; user; user = user-

>next) {

int socket = user->socket;

FD_SET(socket, &ready);

if (socket > maxSocket) maxSocket = socket;}

numReady = select(maxSocket+

1, &ready,NULL, NULL, NULL);

if (numReady< 0) {perror(

"ser ver");

exit(-1);

}3

Ma

c r ore fere nce d in scra p

4c .

2

.2. 1

N e w c o nnec t ion s

O

n c e t he f d s e t ca lle d re ad y has been setu p pr operly

, we can useit with theF

D I

SS E

T macro to check

whether the master socket has a connection pending

. I f so, we accept the new connection using acce pt

;

the second and third arguments to this call are a pointer to and the size of an Internet addressing structure(which we will ignore). If accept is successful, it returns a new socket, the server socket for a new user,

which we assign touserS

oc ket.

We then allocate a newUser structure, user, and we save userSocket into

it and put the new structure into our list of connected users.

hAcce

pt a new connection if masterSocket is ready 5bi �

if (FD_ISSET(masterSocket, &ready)) {

struct sockaddr_in addr;

int addrLen gt h = sizeof(addr);

int userSocket = accept(masterSocket, (struct sockaddr *)&addr, &addrLength);

User *user = (User *) malloc(sizeof(User));

user->socket = userSocket;

user->prev = NULL;

user->next = userList;

if (userList) userList->prev = user;

userList = user;

}3

Macro referenced in scrap 4c.

2.2.2 In p ut f ro m existin g usersNe

xt we attempt to read text from users who are already connected.To do this, we loop through each user

on our list. If the user’s bit is set in ready, we can read from that user without fear of blocking.5

hR e s p o n d to inp ut

8 a i � i

n t s e r ver Re a d y =

0

, stdinReady = 0;

hSe

le ct descriptors fro m w hich the client ma y read 8bi

if

(serverReady )

{

hRead from server 8ci

}

if (stdinReady) {

hRead from standard input9i

}3

Mac

r ore fere nce d in scra p

7b .

T

o s e le c t the desc r i ptors whichare ready tobe read, we constr uct anf d s e t just as we did in the server.

We set the bits we are interested in: so

c k for the socket, and0 for the standard input. Then we use select

to block until some data appears and to clear the\unready

" bits in the fd set. When select returns we set

theBooleans ser

ver Re ad y and stdi nReady to re ect the state of the two input streams.

hSelect descriptors from which the client may read 8bi �

fd_set ready;F

D_ Z

ER O(

&ready);

FD_SE T(s o c k, &ready);

FD_SET(0, &ready);

if (select(sock+

1, &ready,N

U LL, NULL, NULL)< 0) {perror(

"client");

}

if (FD_ISSET(sock, &ready)) serverReady = 1;

if (FD_ISSET(0, &ready)) stdinReady = 1;3

Macro referenced in scrap 8a.If the socket has data waiting, we read from the server through the socket, passing whatever text we read

to the standard output. If we readzero bytes, then the server has closed the connection, so wequit.

hRead from server 8ci �

char b uf [10

2

4 ];

int bytes = read(sock, buf, 1024);

if (bytes < 0) {

perror("client");

} else if (bytes> 0) {

buf[bytes] =’

\0’;

fprintf(stdout, "%s", buf);

} else {

fprintf(stderr, "Connection closed by server\n");

done = 1;

}3

Macro referenced in scrap 8a.

If the standard input is ready, we read from it and pass whatever we get to the server. If we read zero bytes,

then the user has typedCT

R

L - D, so we quit.8

hR e a d f r o m s ta ndard in p ut 9 i � c

h a r b u f [ 1 0 2 4 ] ; i

n t byt e s = read

(0 , buf, 1024);

if (bytes< 0){ perr

or(

"c lient");} else if (bytes == 0) {

done = 1;

} else if (bytes> 0) {

buf[bytes] =’

\0’;

if (write(sock, buf, bytes) < 0) {

perror("client");

}

}3

M

a c r ore fere nce d in scra p

8a .

9