A VER Y HIGH LEVEL DEBUGGING LANGUAGEMichael

Golan A DISSER T A TION

PRESENTED TO THE F ACUL TY

OF PRINCETON UNIVERSITY

IN CANDIDACY FOR THE DEGREE

OF DOCTOR OF PHILOSOPHY

RECOMMENDED FOR ACCEPT ANCE

BY THE DEP AR TMENT OF

COMPUTER SCIENCE

January 1994

c Copyright by Michael Golan 1994

All Rights Reserved

T o Ela, my love, whom I never had to duel with.

iii

AcknowledgmentsI am told that my advisor, Dave Hanson, once said that everything written in this section is \just lies, anyway ." I could never tell a lie, so I won’t say that Dave showed an in�nite amount of patience while working with me. But if it was not in�nite, Dave certainly showed a lot of patience, probably more than I deserved.

Dave’s comments never cease to amaze me. \There will be no bullets: : : bullets are a replacement for proper English" he once told me. At the time, I felt this was extreme. But ever since that day , whenever I take a careful look at a bullet list, I see that Dave was right! Since then, I have listened to Dave’s advice very carefully (he also said never to use \very" but I think he will allow it here.) Even when Dave’s advice made little or no sense, it has almost always paid o�. Thank you, Dave, for sharing with me your knowledge and expertise, and advising me throughout the process of acquiring my degree.

I would like to thank both of my readers, Andrew Appel and Richard Lipton.

Dave took most of my poor English out of the thesis �rst, leaving the readers’ red pen almost unused. Nevertheless, both Appel and Lipton have made several insightful comments that helped me to improve and strengthen the overall presentation.

\Granted, Life is too short." said Matthew Blaze while we discussed immortality .

Indeed, �ve years of my life seems to be concentrated into the following few pages of text. I kept thinking about this quote as I woke up every morning (or evening, or afternoon), to put the �nal touches on this thesis and move on with my life. I would like to thank Matt and many other friends I have acquired in Princeton for their encouragements, friendship, and help. I would also like to thank the department’s sta�, both technical and secretarial, for making my stay in this department more iv

pleasant than my best expectations.

Princeton University charges $60 for processing the thesis paperwork, but this amount is less than 0.05% of the overall cost of getting a Ph.D. My work was funded in part by Princeton University and by NSF Grant CCR-9200790, for which I’m grateful. Last but not least, I would like to thank Ela, my dear wife, for her love and support throughout our Princeton experience. I would also like to thank Y uval, my business partner and genius �nancial advisor, for his patience and hard work while I was 7,000 miles awa y . And �nally , it goes without saying that I owe a big, special \thanks" to both my parents, for rearing me well enough to pass Princeton’s acceptance tests! v

3.4 Generator Semantics: : : : : : : : : : : : : : : : : : : : : : : : : : : 31

3.5 Syntax and Semantics : : : : : : : : : : : : : : : : : : : : : : : : : : 33

3.6 Symbolic Output : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 34

3.7 Other Programming Languages : : : : : : : : : : : : : : : : : : : : : 354

Semantics 36

4.1 State-driven Description : : : : : : : : : : : : : : : : : : : : : : : : : 36

4.2 Coroutine Description : : : : : : : : : : : : : : : : : : : : : : : : : : 40

4.3 Speci�c Operators : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 41

4.4 Scopes and Expansion : : : : : : : : : : : : : : : : : : : : : : : : : : 45

4.5 V alues, Types, Constants and Names : : : : : : : : : : : : : : : : : : 48

4.6 Symbolic Evaluation : : : : : : : : : : : : : : : : : : : : : : : : : : : 48

5 Syntax 50

5.1 Details : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 51

5.2 Di�erences from C : : : : : : : : : : : : : : : : : : : : : : : : : : : : 60

5.3 Output Manipulation : : : : : : : : : : : : : : : : : : : : : : : : : : : 60

6 Implementation 62

6.1 Parsing : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 63

6.2 V alues and Types : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 64

6.3 Evaluation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 65

6.4 Performance : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 68

6.5 The Debugger Interface : : : : : : : : : : : : : : : : : : : : : : : : : : 69

6.6 Discussion : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 71

7 Extensions and F uture W ork 73

7.1 Improvements to Duel : : : : : : : : : : : : : : : : : : : : : : : : : : 74

7.2 Conditional Breakpoints : : : : : : : : : : : : : : : : : : : : : : : : : 76

7.3 W atchpoints and Global Breakpoints : : : : : : : : : : : : : : : : : : 78

7.4 Execution-Control Conditions : : : : : : : : : : : : : : : : : : : : : : 80

7.5 Other Extensions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 81 viii

8 Conclusions 838.1

User Experience: : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 84

8.2 Duel : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 87

8.3 Improving the Programming Environment : : : : : : : : : : : : : : : 89

A Duel Reference Manual 93

A.1 Precedence : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 93

A.2 Operators : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 93

References 100 ix

Chapter 1

Intro duction

Interactive source-level debuggers are now a standard part of nearly every programming environment. Most provide a rich suite of debugging facilities such as conditional breakpoints, watchpoints, stack traversals, etc., and many provide graphical user interfaces (GUIs) that use mouse actions and menus to invoke these facilities.

Despite these advances, the basics of debugging have changed little (Johnson 1978).

The basic debugging methodology is still to set breakpoints, run the program being debugged, called thetarget, until a breakpoint is reached, and explore the target state by displaying values of variables. GUIs make this exploration less tedious and more productive, but most are just a veneer over commands that print the values of expressions. Debuggers are now ubiquitous, but often unused (Gramlich 1983). Many programmers prefer the \add print statements" technique. That simple technique, which is discussed in length in Chapter 2, is often as e�cient in locating errors as existing debuggers. Hardware improvements, which have made the compile-run cycle time almost negligible, make this technique even more common.

Some bugs are easy to locate without debugging tools. Other bugs are exposed by the postmortem analyzer available in most debuggers. Many di�cult bugs, however, cannot be located e�ciently with existing tools, for example, a corrupt pointer might be identi�ed, but how and why it was corrupted cannot. Locating such bugs calls for conditional forward or reverse execution, which most debuggers provide only in a 1

CHAPTER 1. INTRODUCTION2 limited way or not at all.

Some of the most di�cult bugs present themselves as an inconsistent or unexpected complex data structure or a collection of values, for example, an improperly sorted linked list. Programmers need to compose state and data-probing queries to

�rst �nd out what is wrong, then compose a condition to be used in conditional execution to �nd where the error was made. Unfortunately , composing queries about anything but simple variables is either impossible or excruciatingly tedious. T rying to execute the target backward or forward to locate a change in a complex structure, for example, �nding when the linked list last became unsorted, is all but impossible.

Programmers interact with most source-level debuggers in the language of the target, for example, C debuggers accept and evaluate C expressions (Linton 1990).

This choice is invariably justi�ed on grounds that the programmer needs to know only one language and that even small deviations would make a debugger unnecessarily hard to use (Beander 1983, Johnson 1978).

But source-level expressions are inadequate for exploring erroneous program behavior in all but the simplest cases, for example, displaying only the positive elements of an array . Displaying the whole array , or a single element, is inappropriate. Using source-language statements interactively under the debugger to achieve such tasks is clumsy and tedious | users prefer direct source-code modi�cations, where the semantics are identical and a standard editor is used, i.e., the \print statement addition" technique. Using only source-language constructs in debuggers is a ma jor reason for their lack of use. Debuggers must provide better state-exploration mechanisms than possible by adding print statements to the source code; the e�orts of this thesis were concentrated towards this goal. The realization of these e�orts is Duel , a very high-level debugging language, speci�cally designed for state exploration. Duel is based on the view that programmers are best served by a specialized debugging language that is more expressive and exible than the target’s source language.

Duel is an expression-based language derived mostly from C, Icon, a very highlevel string-processing language, and, to a lesser extent, from APL and LISP . T o display the positive elements ofx[100] in Duel , the expression x[..100] >=? 0

CHAPTER 1. INTRODUCTION3 produces output likex[43]=92. A public-domain implementation of Duel on top of gdb (Stallman and Pesch 1991), a widely-available, traditional source-level debugger for C, is in active use. User experience with Duel is discussed in Section 8.1.

Using Duel expressions to specify conditional execution would improve the usefulness of debuggers. Such an extension, detailed in Chapter 7, has not been implemented. Many other changes to the debugging environment, as discussed in Section 2.6 and Chapter 7, require further work beyond the scope of this thesis.

Given the dismal state of debugger use, I wanted to not merely plot solutions and implement prototypes, but rather to provide a practical, ready-to-use debugger, usable in existing development environments. Such use also provides immediate feedback on the ideas underlying Duel . Duel attempts to solve the state exploration issue.

Alone, Duel cannot make signi�cant change in the use of debuggers. It does, however, provide a basis upon which to build new debugging facilities. Once mastered,

Duel often renders debugging using print statements tedious and ine�cient, enough to increase the regular use of debuggers.

This thesis is organized as follows: bugs, debugging, debuggers, and the importance of state-exploration facilities are discussed in Chapter 2. The design considerations leading to Duel are discussed in Chapter 3. The semantics, syntax, usage examples, and implementation are discussed in Chapters 4, 5, and 6. Extensions to

Duel are discussed in Chapter 7. Finally , user experience and the conclusions are covered in Chapter 8.1.1

An Overview of Duel

The overall \goal" of debugging is to search the target state for inconsistencies that manifest themselves as bugs. F or example, questions like \which elements of array x are greater than 1?," \how many nodes are in tree?," and \does list L contain two identical elements in its value �elds?" typify the kinds of questions that can arise during state explorations. Debugging can be viewed as performing queries on a database that contains the target’s state (Powell and Linton 1983), so the use of a specialized query-language for debugging seems intuitive.

CHAPTER 1. INTRODUCTION6

The operator--> generates the graph nodes pointed by the left operand using the right expression for expansion. F or a linked list L threaded by the next �eld,

L-->next returns each of the elements of the list. F or example, �nding if list L contains two identical value elements can be achieved with the queryL-->next->(value

==? next-->next->value)

L-->next generates each element, the value �eld of which is compared to the value

�eld of each of the succeeding elements generated by next-->next by expanding the linked list starting with the next element. Compare this compact expression with the C code given on page 4 for the same query . The longer C code hides a bug:

the initialization of the inner for loop is incorrect. Details of Duel are discussed in

Chapter 5; a reference manual is provided in Appendix A.

Only a few general-purpose programming languages use generators, partly due to e�ciency , but their use as debugging idioms is independent of other usages. Programming and debugging are di�erent tasks: programming is concerned with solving complex problems using carefully written, e�cient algorithms. Debugging is concerned with interactive state queries that are quite simple in comparison; e�ciency is a minor consideration. Similarly , regular expressions are used in specialized tools, but are not commonly used for general programming.

Duel is designed speci�cally for debugging C programs, but most of the ideas, even the syntax, are applicable to other imperative languages. C was chosen because it is widely used yet infamous for debugging di�culties. C is the \generic" language in gdb and it is supported by most existing debuggers.

Duel is relatively simple | the reference manual contains nine pages including a primer and examples. Its design and implementation appears straightforward, but proved rather di�cult. Several semantic approaches were attempted, and the �nal choice is a mix of several traditional semantics. The syntax, typically an easy issue, also proved di�cult. The attempt to preserve the C operators while adding many new operators quickly resulted in an inconsistent and hard-to-use syntax. Syntax changes led to semantic changes, and vice versa. These issues are discussed in Chapter 3.

Syntax design is probably time well spent. While not a principal issue, it is the most visible aspect of language design, and often the cause for success or failure.

CHAPTER 1. INTRODUCTION7

Finally , the implementation, too, was di�cult. Implementing a Duel interpreter as an add-on module to existing debuggers and interfacing it directly togdb, a highly complicated debugger, took much time and e�ort. User experience seems to indicate the e�ort was worthwhile.1.2

Why Debugging?

Debugging of simple, sequential programs is important because bugs are likely to continue to slow down software development for the foreseeable future. Y et writing a thesis about simple, sequential debugging is risky; the research community seems little interested in such work. Debugging imperative languages like C is a practical problem, but many programmers and researchers don’t use debuggers, and researchers in theoretical areas ignore the sub ject altogether, leaving a tiny audience for such work. Research about compilers and programming languages produces rafts of reports about design, theory , experience, and implementation; research about debugging produces only a few. Some believe no research is needed. Close to a million programmers have written C programs, most of which have been successfully debugged with existing tools. Others believe that debugging research should concentrate on debugging of distributed or parallel programs, where \the hard problems are."

A basic, but substantial, problem with debuggers is their use or lack thereof.

Ramsey (1993) suggests that part of the problem is inconsistency: debuggers are machine-dependent, each having its own command language and idiosyncrasies. But inconsistency has not stopped users of other tools, for example, C compilers, the so-called \standard library ," and the options set for mostUnix utilities.

The basic problem might lie somewhere else. If programmers are not using debuggers, it must be that debuggers do not improve their productivity . This observation is important. Chapter 2 details the capabilities of existing debuggers and attempts to explain it. Because programmers spend a large part of their time debugging (Myers 1980), substantial improvements in programmer productivity cannot be achieved without improvements in debugging. Many commercial products are late to market

CHAPTER 1. INTRODUCTION8 because tracking and �xing bugs takes too long. The increase in software complexity in the 90’s will exacerbate this problem.

The small number of debugger users pose a chicken-and-egg problem. F ew commercial vendors strive to improve debuggers because of lack of demand, and users don’t demand better debuggers since they don’t use them. Part of the problem seems to be that there isn’t anything clearly wrong with debuggers, and at the same time, everything with debuggers is wrong. Debuggers are written for use with existing operating systems, hardware, compilers, linkers, and most importantly , existing languages. A breakthrough in debugging requires modi�cations to all of these, a seemingly impossible task.

In this thesis, I have concentrated on practical solutions. The main result, Duel , runs on a variety of systems. The design and implementation of Duel tries to cater to a large audience; perhaps it will spark new interest in debugger use and research.1.3

Related W ork

T raditional symbolic source-level debuggers like V AX DEBUG (Beander 1983) anddbx

(Linton 1990), are separate tools that debug programs written in multiple source languages. They provide mostly low-level debugging idioms like breakpoints and single-stepping, and evaluate only source-level expressions. Although much easier to use than machine-level debuggers like adb (Matanzano and Bourne 1977), they provide no new debugging paradigm but merely automate table lookup. gdb 4.0 (Stallman and Pesch 1991), on top of which Duel was implemented, supports many target machines and operating systems, but uses the same technology .

In the past decade, integrated environments (Ross 1987), graphical displays, and mouse actions (Adams and Muchnick 1986, Cargill 1983, Cargill 1986, Bovey 1987,

Russell 1992) have been used to improve the user interface. While making state queries easier, for example, by clicking on a pointer to display the element it points to, no fundamental change in the programmer’s ability to assess the target state has been made. Most of these works recognize the need to, for example, display only certain elements of an array , but provide no solutions.

CHAPTER 1. INTRODUCTION9

Most recent research has concentrated on parallel and distributed debugging to which complete workshops have been devoted (Miller and LeBlanc 1989, Miller and

McDowell 1991); some ideas are also applicable to traditional debugging. Of special importance is reverse execution, and the realization that traveling along the execution path looking for speci�c states is important. F eldman and Brown (1989) summarized that realization by suggesting typical programmers want to know \when did this tree

�rst get an illegal cycle?". They provide reverse execution to answer the \when" and

\�rst" parts of the question, but no method to describe the \illegal cycle" condition.

Programmers looking for bugs think backwards in execution time and would prefer to use reverse-execution to trace back errors, as discussed by Agrawal, Demillo, and Spa�ord (1993) who also suggest the use of dynamic slices. Many approaches to implementing reverse-execution have been documented (Balzer 1969, Appel and T olmach 1990), although Chapter 2 suggests that e�cient conditional forward-execution might be easier to implement and often just as useful. Either approach is limited unless a Duel -like condition can specify \where to go."

Generalized path expressions, which validate execution paths by matching them to an enhanced regular-expression, have been suggested by Bruegge and Hibbard (1983),

Hseush and Kaiser (1989) extended path expressions to support data paths in parallel programs; Duel evolved from an attempt to apply regular-expressions to validate and display target data. Event-based debugging, which associates events with program behavior (Bates 1989, Olsson, Crawford, and Ho 1990, Olsson, Crawford, and

Ho 1991), uses special languages like EDL (Bates and Wileden 1983) to specify and detect faulty sequences of events.

The Event-based debugging paradigm stresses the execution path leading to a bug.

In contrast, Duel stresses the importance of an error in a single state. Others have designed new debugger languages based, in part, on similar premises (Johnson 1977a,

Olsson et al. 1991, Lopriore 1988), and some recent work has focussed on semantic issues (Crawford et al. 1992), but none use multi-value expressions or provide Duel - like functionality in succinct expressions.

Interactive, graphical exploration of the target state has been implemented in

Incense (Myers 1980). Myers discusses the need to provide programmers with \meta

CHAPTER 1. INTRODUCTION10 data," for example, which elements of an array have non-initial values, but gives no solutions. Nevertheless, Incense touches on the issue of user-speci�ed \interesting" parts of the target state and how they should be displayed, implementing an elaborate system to do so, but not through a specialized language.

Much research has been devoted to making the use of debuggers more palatable.

Dynamic linking and incremental compilation (F ritzson 1983) speed up recompilations and treat debugging code and source code equally . Ramsey (1993) implemented a retargetable debugger that uses the compiler to avoid unneeded reimplementations, and provided an identical debugger across multiple platforms. Optimized code can now be debugged, either by hiding the optimization e�ects (Coutant, Meloy , and

Ruscetta 1988) or fully exposing them (Brooks, Hansen, and Simmons 1992).

High-level debugging mechanisms such as conditional breakpoints and watchpoints, which could be more useful in conjunction with Duel , are implemented very ine�ciently by most debuggers (Linton 1990). F ast code breakpoints (Kessler 1990) and data breakpoints (W ahbe 1992) address these issues with hardware and software solutions. Orders of magnitude of performance improvements are typical. Other hardware-assisted debugging include hardware counters (Cargill and Locanthi 1987,

Mellor-Crummey and LeBlanc 1989), and running the debugger on a separate processor (Aral, Gertner, and Scha�er 1989). Johnson (1982) discusses architectural support for debugging.

Sophisticated use of generators, the semantic basis for Duel , involving the notion of backtracking and goal-directed evaluation is most apparent in Icon (Griswold and

Griswold 1990), a descendent of SNOBOL4 and SL5 (Hanson and Griswold 1978).

Budd (1982) has extended C to use generators. E�cient implementations of generators are possible (W alker and Griswold 1992), even with a conceptually clear and exible implementation (O’Bagy and Griswold 1987).

CHAPTER 2. BUGS AND DEBUGGING13 and especially the bug origin and location. Several practical issues make debugging more di�cult than this formulation suggests.

First, the programmer may not know the correct execution path and states, which is often the case when the error results from interactions between code written by di�erent programmers. Even when programmers understand how the individual parts work, the operation of the combined result might not be understood fully . Software engineering research attempts to address these issues with only a moderate success so far (Brooks 1987).

Second, the sheer number of program states involved makes debugging di�cult.

Most computer systems do not provide complete target states along the bug path.

Instead, programmers must rely on the deterministic nature of software and the ability to reexecute the target to produce the same bug result, investigating the bug path and states along repeated executions. Unfortunately , reexecution can be tedious, or the bug result might depend on nondeterministic interaction with external events

(interrupts, network access, etc.) that are beyond the programmer’s control. These issues are especially critical in the debugging of real-time, multi-threaded, parallel, or distributed code (Miller and LeBlanc 1989, Miller and McDowell 1991).

The third issue complicating debugging is the introduction of an often subtle e�ect on the target’s execution by the debugging process and the debugging environment.

F or example, adding a debugging print statements can cause a stray pointer to point to a valid location, resulting in no bug or a di�erent one. Because optimizations must normally be turned o� for debugging, subtle bugs that occur only with compiler optimizations are especially hard to �nd. This issue has been addressed by allowing optimized code to be debugged (Coutant, Meloy , and Ruscetta 1988).

Finally , debugging is complicated by the sheer amount of information in a single state that must be sifted through to determine its validity . Even having reduced the information to several hundreds items or bytes, determining if a state is valid might be as di�cult as reprogramming part of the code. F or example, determining if a state in an execution of quicksort is valid might be as di�cult as writing quicksort.

Once a speci�c error is suspected, further investigation of locations and states along the bug path is required. Navigating through the bug path and collecting

CHAPTER 2. BUGS AND DEBUGGING14 the required information is complex, especially under the conditions described. A programmer-speci�ed method to determine the validity of a state is needed in order to automate such navigation, for example, if the invalidity of a state is traced to a zero-column matrix, how is a search for the location that produced the matrix is speci�ed? Pinpointing the bug origin could be especially hard because the �rst transition from a valid to an error state is often subtle.

Luckily , the �rst three issues are not a serious hurdle for most programming tasks.

The increase in computing power has eliminated much of the drudgery of rerunning programs; programmers often design and implement their own programs, which they fully understand; programs execute as a single task and external conditions are fully controlled, and subtle side e�ects caused by debugging are often prevented by disabling compiler optimizations and using a debugger that runs in a separate addressspace. MostUnix utilities and user applications fall into this category . F urthermore, many bugs are easy to detect and �x. Postmortem analysis or a look at the bug result is often su�cient to detect it. F or experienced programmers, chasing bugs is a second nature. They often locate bugs by rereading the source and mentally considering the possible problems.

Still, target state exploration makes debugging a time consuming and tedious process. This thesis is concerned mostly with these issues, which are often considered

\simple debugging problems" and for which little research has been done. W e need to understand fully those \simple problems" and provide e�cient tools to cope with them before we can attack the more complicated issues. The lack of research is, perhaps, partly due to the prototype nature of typical programming done by researchers, in which most bugs can be ignored or �xed without a debugger.2.2

Solving \Simple Debugging Problems"

Besides mentally locating the bug origin by considering all the possible errors in the code, there are two ma jor approaches to the \simple debugging problem." With print statement addition (PSA), programmers guess various error locations and related data items and insert print statements to display them. After recompiling and running the

CHAPTER 2. BUGS AND DEBUGGING15 target, the output provides a partial bug-path trace and partial state information at the traced points. With the new information provided, the programmer iterates the

PSA process until the problem is located.

The other approach is to use a debugging tool. Often, bug locations like an illegal pointer access are identi�ed by the debugger immediately , providing a known error state with which to begin state exploration. Otherwise, the programmer guesses error locations, inserts breakpoints, and reruns the target trying to detect the bug by looking at the target’s state when the breakpoints are reached. This process is iterated until the bug is found. Some debuggers also allow a limited state-search using conditional breakpoints and watchpoints, but these are rarely used due to problems discussed below.

Many researchers seem to assume that the basic low-level facilities as provided by modern debuggers are su�cient (Adams and Muchnick 1986). This assumption has fueled many improvements to the user interface, but little change to basic debugging methods. There are exceptions; F eldman and Brown (1989) discuss the inadequacy of existing debuggers. Three basic mechanisms are required for e�cient debugging: bugpath revelation, state exploration, and bug-path travel based on state information.

Bug-path revelation helps the programmer identify critical points along the bug path. The bug location, one point along the bug path, is revealed by postmortem analysis for aborted programs; diagnostic output like that produced by C’s assertion mechanism, assert, also identi�es that point. Execution tracing is used to identify other points by modifying target execution to produce arti�cial side-e�ects that clearly identify source locations. The bug-location position along the bug path can be narrowed down as much as needed with this technique.

Given a known error state such as the bug location, a state exploration facility is used to learn why the state is erroneous. Because the amount of information is often staggering, the ability to search and summarize this information is needed. F or example, it makes little sense to display all the entries of a large hash table when 90% of the entries are empty .

After understanding the cause of an error at a certain location, the programmer usually wishes to travel back and forth along the bug path to the �rst or last similar

CHAPTER 2. BUGS AND DEBUGGING16 or dissimilar state such as the �rst state in which the hash table was more than 10% full, or the last location where the hash table did not contain the element423. Most likely , the programmer will then explore the new state and reiterate the process.2.3

Debuggers vs. Print Statements

Nearly all programmers have used debuggers to solve an otherwise intractable problem, yet many regard the debugger as a \last resort" and rely on PSA for most problems. That programmers prefer this low-level facility to a full-featured debuggers is a phenomenon comparable to choosing a line editor over a screen editor. It can be explained by considering how well debuggers and PSA provide for bug-path revelation, state exploration, and bug-path travel.

F or bug-path revelation, debuggers excel when the bug result is a core dump, because they contain a postmortem analyzer that displays the bug location. Adding side e�ects for tracing is accomplished by adding breakpoints when using debuggers;

with PSA, the output provides the side e�ects. Using a debugger is generally considered better because the programmer can interactively decide to explore states and modify the tracing, for example, by single-stepping suspect code.

In many cases, however, hundreds or thousands of points along the bug path are of possible interest, making the interactive nature of debuggers a handicap. F or example, a function that outputs text and is called many times is suspected of overwriting the bottom line on the screen in one of the calls. Setting a breakpoint at the entry to this function in order to detect the call that overwrites the last line will result in many futile breakpoints. The PSA \batch" approach is better because it provides complete information about all of the calls in a single output and avoids the hundreds of manual commands needed to continue target execution. It is also common for programmers to turn on and o� hundreds of added print statements using macros and to rerun the target in order to gain more information. No comparable feature is available in debuggers. The state exploration facilities of most debuggers, as discussed in Chapter 1, are

CHAPTER 2. BUGS AND DEBUGGING17 inferior to those of PSA. Most debuggers can evaluate only source-language expressions. Complete arrays and structures can also be displayed and interactively explored

(e.g., with mouse clicks), but these features are o�set by the inability to format, select, and display values as well as possible with PSA. F or example, the code to display non-zero elements ofx[100] int i;

for(i=0 ; i<100 ; i++)

if(x[i]!=0.0) printf("x[%d]=%10.4lf\n",i,x[i]);

cannot be duplicated in most debuggers. Debuggers that provide a full language interpreter o�er capabilities similar to PSA, but the full language is not well-suited to state exploration, much less for doing so interactively . In Duel , x[..100]!=?0 displays the same values as the fragment above.

The facility to move back and forth along the bug path to locate speci�ed states is not as often used, but it is invaluable for complex or subtle errors. Consider again the matrix example: the programmer �nds a state,s

2 , in which a matrix incorrectly contains a zero column. The next natural action is to travel back along the bug path to s 1 , the �rst state in which the matrix no longer contains that zero column. A previous state s 0 without the zero column is not of immediate interest. Alternatively , the desired action is to travel forward from the beginning of the bug path past s 0 to the last state s 1 with a non-zero column before s 2 . Advanced debuggers provide conditional breakpoints and watchpoints, but these are inadequate. Performance is orders of magnitude slower (Linton 1990), conditions like \the matrix has no zero column" cannot be expressed with a simple expression, and forward execution is allowed only to the �rst place where the condition is true.

Specifying travel to s 1 is impossible.

PSA often provides a somewhat better alternative. By displaying the state of the matrix column at various program locations, all of s 0 , s 1 , and s 2 can be exposed or approximated. The output will contain a great deal of useless information, but s 1

is usually easy to locate. PSA, however, can check and report conditions only at the locations where print statements where added. A global check comparable to a watchpoint is impossible.

CHAPTER 2. BUGS AND DEBUGGING20

Even full-screen and GUI debuggers are still a burden to learn and use. Debugger commands to display and search source code often di�er from those of the programmer’s editor. The common solution is an integrated development environment (IDE), but IDEs restrict programmers to speci�c tools and have been largely rejected by the programming community . Even Borland, which sells the most popular IDE for C, provides the best debugging facilities only in its stand-alone debugger. Alternatively , the debugger is run as a subprocess of the editor, like withemacs and gdb, using the editor as a front end to the debugger. Though potentially far-reaching, most implementations are quite limited, for example, breakpoints are not highlighted in the source.

Debuggers often present a large, but inconsistent and non-portable command set.

gdb is typical, with over 40 di�erent commands and a thick manual. And yet, many debuggers lack basic features, including single-stepping statements instead of lines, breaking at the last statement of a loop (catching continue), undo capabilities, etc.

A more coherent approach, using basic idioms as building blocks for higher-level commands has been explored by Crawfordet al. (1992).

Execution breakpoints, which execute a debugger command rather than stop, can provide results similar to print statements, but not all debuggers provide them and those that do take orders of magnitude longer to execute compared to print statements. Conditional PSA, made possible with standard language facilities, has conditional execution breakpoints as a counter part | also rarely provided by debuggers and often many orders of magnitude slower. The dismal performance of watchpoints and conditional breakpoints makes them nearly useless (Linton 1990).

Debuggers should be carefully designed to produce accurate results. It is hard enough for programmers to deal with their own bugs, let alone a debugger problem.

Unfortunately , buggy debuggers are ubiquitous. My limited testing discovered many bugs including treating -0.0 as non-zero, insisting that a de�ned symbol is unde�ned, displaying incorrect variable values, and missing breakpoints. Not all problems are the fault of the debugger but rather a result of language de�nition and compilerdebugger interaction. Nevertheless, most programmers quickly learn that debuggers’ output cannot be entirely trusted, which does not encourage their use.

CHAPTER 2. BUGS AND DEBUGGING21

Finally , debuggers introduce an extra step in the edit-compile-execute cycle. They are often slow to start, and require extra commands in order to provide the target with parameters. Eliminating this overhead is likely to make permanent program testing under the debugger more common.2.6

Suggested Solutions

The analysis above makes it clear that PSA-like capabilities should be added to debuggers. This addition requires that both the editor and the compiler be modi�ed to allow debugging statements to be added into the source but without requiring recompilation. The tools will cooperate to pass these along to the debugger. A similar approach was suggested by Linton (1990). T olmach (1992) also notes the usefulness of PSA-capabilities and suggests automating them instead of using a machine-level debugger. Bug-path travel can be achieved by forward reexecution (FR). A counter of the number of program instructions executed so far is required to achieve this goal, implemented either in hardware (Cargill and Locanthi 1987) or by the compiler (F raser and Hanson 1991). The debugger would restart the program as needed and track the instruction count to implement automatic search for thelast state satisfying a certain condition before the current state, providing the same facilities as traditional reverse-execution (RE). Implementing FR is much simpler than RE because complete machine-states need not be saved. RE, often implemented as reexecution from a checkpoint (F eldman and Brown 1989), is really an enhancement of FR. FR is expensive and cannot eliminate the need for RE (e.g., for realtime programming), but for \simple debugging problems" FR provides an excellent, easy to implement solution. FR is also the only likely bug-path travel that can be implemented in complex environments like X-windows, because checkpointing for RE will have to include vast state information that is not readily accessible.

T o make the performance of debugging statements comparable to that of PSA, to improve the performance of watchpoints, and especially to facilitate bug-path travel with reasonable performance, new debugging technology must be developed to

CHAPTER 2. BUGS AND DEBUGGING22 reduce the overhead of a target-debugger context switches. The current architecture, in which the debugger is a separate process, might be improved enough to provide adequate performance, but I suggest that hardware and operating systems be modi�ed to provide user processes with a debug/run modes, similar to existing kernel/user mode. The debugger would be executed in debug mode so that user code cannot corrupt its state. Because all executed instructions are produced by the compiler, it is su�cient to provide a debug/run switch instruction and to protect part of the address space in run mode. The Intel 386 (Intel 1986) already provides a way to implement such debuggers by using segment protection. Compilers could be modi�ed to call the debugging code at every statement with only a moderate performance penalty for the target-debugger context-switch (Ramsey 1993). Alternatively , the debugger could run on a separate processor and share memory with the target (Aral,

Gertner, and Scha�er 1989).

T olmach (1992) has shown that instrumenting the source code with calls to the debugger, which is executed in the same address space, is possible and quite e�cient.

His debugger takes advantage of ML’s type-safety to protect the debugging code without special hardware. The instrumentation is also used to provide bug-path travel with limited checkpointing, and generalized binary-search is used to provide e�cient bug-path travel with monotonic conditions. T olmach’s approach is fundamentally similar to Balzer’s (1969), who instrumented the target to produce a complete \history tape" that could then be used to provide debugging information and bug-path travel.

Without improving state-exploration, however, the above improvements, which require signi�cant work and cooperation of many tools, will likely have only a minor e�ect. Merely providing the same PSA capabilities is unlikely to increase the use of debuggers | people will continue to use the old, familiar PSA techniques. Duel or a comparable facility , used for state exploration, bug-path travel conditions, and easy instrumentation of code for tracing (due in part to automated symbolic output), is a necessary �rst step before other improvements are made.

CHAPTER 2. BUGS AND DEBUGGING23

2.7 Other Debugging T o ols

Interpreters provide an alternative debugging environment. Unlike most debuggers, the full language facilities are provided for state exploration. Unlike usual PSA, there is no need to recompile the program when print statements are added. These advantages, howev er, do not change the overall picture. The same debugging facilities are still needed, and interpreters fare about the same as modern debuggers in this regard.

Speci�cally , better state exploration tools and bug-path travel are as important as for typical debuggers. The term \interpreter" also implies extensive run-time checks, such as the detection of illegal array indexes. Such facilities, though useful, are not tied to interpreters; compiler vendors should provide them, even for C.

T arget execution is signi�cantly slower under interpreters. F urther, even when execution time is not critical, the \�nal release" of the code is expected to be compiled, due to the lack of readily-available, redistributable interpreters for C and similar languages. Because interpreters and compilers often use di�erent technology , subtle changes in target execution between these technologies occur. Therefore, use of interpreters as debuggers su�ers from the problem of subtle changes to target execution caused by debugging it, an issue discussed in a previous section.ctrace

(Ste�en 1984), a portable debugging tool, automates PSA. Given C source code, it inserts print statements after every source line, displaying the actual line and related variables. Although it provides a reasonable facility for execution tracing, it is quite limited | the resulting code is not generally useful under a debugger, output is limited to scalar variables, interactions with the C preprocessor can confuse ctrace, and various limitations on the use of C idioms like EOF are imposed. ctrace should be considered an interesting experiment that indicate that similar facilities should be supported directly by compilers and debuggers. Some do; for example, the lcc compiler (F raser and Hanson 1991) provides tracing of function calls.

Dynamic slices (Agrawal, Demillo, and Spa�ord 1993) use data- ow analysis to locate the possible program statements that have modi�ed a given variable, helping programmers to determine where to set breakpoints. Dynamic slices, however, are currently limited to scalar variables, and do not take into account stray pointers, a

CHAPTER 2. BUGS AND DEBUGGING24 common bug. E�cient bug-path travel eliminates most of the bene�ts of dynamic slices. F urthermore, with e�cient watchpoints, an exact slice could be calculated.

Language design in uences debugging. Strong type-checking, run-time checks, etc., can automatically detect and report bugs and bug locations. C’s design mostly ignores these and other issues related to good software engineering techniques such as modularity .

Many of the common coding errors can be detected by special tools that enforce a more restricted use of the language. The best known tool of this nature islint (Johnson 1977b). Modern lint programs such as pclint (Gimpel Software 1986) detect over

300 errors ranging from bad indentation to mixed typing and bad control- ow.

CHAPTER 3. DESIGN27 might appear pointing to another element.

Originally I thought of using regular expressions, similar to those used in the programming language A WK, to describe which data to display , for example, usingx(->y)* to match x, x->y, x->y->y, etc., and a[0..99] to match a[0], a[1],: : : , a[99]. But after toying with this idea for a short while, it became clear that such a description could be used to query data structures independently of a graphical display . This observation led to the realization that state exploration under existing debuggers is almost impossible and to the development of Duel .3.2

Considerations

Duel is designed to work in existing environments with existing tools. T ools that require changes to the programming environment are unlikely to succeed due to the complexity involved and rejection by users who, while willing to accept a new or improved tool, refuse changes to the environment or the way they work.

Duel must be better than just the use of C code for state explorations. Interpreters (Ross 1987) and some debuggers (Russell 1992) already provide C constructs as means for program state exploration, but C is poorly suited for such a task. C is a general-purpose programming language that stresses e�ciency . Duel stresses program state exploration; e�ciency is secondary .

A prime concern is the ability to pose non-trivial state queries concisely without resolving to the use of explicit control structures (such as for) and debugger variables.

Imperative control structures provide explicit execution control, but require precise planning and coding and can introduce bugs into the debugging code. Users end up concentrating on writing the query instead of the original purpose.

Because the results of queries are often unexpected (due to bugs), users should be con�dent that queries work as expected. Long or complex queries cannot provide that con�dence and cause users to recheck the queries to verify that the debugging code itself has no bugs. Imperative control structures, howev er, should not be ignored.

Users understand their use and can use them when other solutions are impossible or unnatural.

CHAPTER 3. DESIGN28

It is not enough to make the formulation of typical queries easy . It should also be possible to easily adapt one query into a similar one without a complete rewrite, for example, to convert a query that displays certain elements into one that counts their number. Debugging is partially a guessing game. The easier it is to check a guess, the faster users can orient themselves towards the bug origin.

The syntax and semantics of types, values, evaluation order, and operators are fundamental to the source language. The query language must provide for the evaluation of simple source-expressions with the smallest possible deviation from the source. F or example, ifx[100] is an array , C programmers expect x+1 to be the same as &x[1].

If the design uses x to represent the list of x’s elements and x+1 the list of each element plus one (x[..100]+1 in Duel ), users will be confused. Most debuggers don’t follow the precise semantics of C. F or example, adding an unsigned short to a long produces an unsigned result in gdb, contrary to the ANSI C standard.

Operations whose semantics are unde�ned, yet possible, should be allowed. The results, whenever possible, should be identical to those in the current implementation, for example, displaying the value of x[11] for the array x[10]. It should also be possible to manipulate bad, partial, or inconsistent data structures, for example, to display the �rst three elements of a linked list, when the pointer to the fourth element is invalid. Therefore, it is unreasonable to use semantics that require retrieving all of the list’s elements before selecting some of them.

Even though the speed of the current implementation was not a ma jor consideration, the maximum achievable performance for a particular semantics is. Duel extensions for watchpoints and conditional breakpoints as described in Chapter 7 require a fast implementation. Semantics that require, for example, complete retrieval of a large array just to select a few elements cannot achieve high performance.

Users often require extensive output from a query , for example, the display of complete or partial data structures. The query language should provide, automatically when possible, output suitable for debugging. F or example, a query to display the positive elements of array x[100] (x[..100] >? 0 in Duel ) should display both the elements and their indexes, for example, output like x[43] = 21. Similarly , the output of certain linked-list elements should indicate their location in the list. The

CHAPTER 3. DESIGN29 output should also be in a form suitable for use in another query , for example, Duel displayshead-->next[[5]]->val = 9 to indicate that the 5th val element of the linked list head-->next is 9. Duel also accepts similar expressions as input.

The basic operations that should be supported by a query language are composition, selection, grouping, and pro jection. Composition allows the result of a subquery to be used in another query , for example, to use the elements of one array as indexes into another. Selection allows speci�c elements to be selected, for example, those that are positive. Grouping replaces a set of values with a single value, for example, their count. Pro jection allows extraction of individual components from a single value, for example, a certain �eld of a structure. Duel attempts to make the integration of these operations seamless and provides only minimalistic operators to achieve each goal, relying on a combination of simple operators to accomplish more di�cult tasks.

Finally , a language whose sole purpose is to debug other programs must be easy to learn, use, and relearn. It must strike a balance between usefulness and compactness.

Idiomatic use is expected; care must be taken to minimize unexpected results from such use.3.3 Alternative Semantics

Programmers often wish that the debugger’s print command could handle array subranges, for example, syntax like x[30 to 40], x[30:40], or x[30..40] to display the elements x[30], x[31],: : : , x[40] of array x. This seemingly simple extension to the print command raises many semantic issues, for example, to what does

1+x[30 to 40] evaluate?

Such semantics must manage multi-value expressions and operators | expressions that return more than one result and operators that operate on such expressions and return multiple results. The original intention was to treat x[1..10] as a shorthand notation and expand it symbolically before evaluation begins, but this approach is too limited. Many semantic models to handle multi-value expressions already exist.

The most common approaches are generators, arrays, and lists, possibly combined with lazy evaluation. Duel uses generator semantics.

CHAPTER 3. DESIGN30

List semantics, such as in LISP , are quite common. An interesting list-semantics language that also allows for side e�ects and C-style expressions is Perl (W all and

Schwartz 1990). In Perl,1..5 is the list of integers 1 though 5. Arrays can be indexed by a list, for example, x[1..5] is the list of elements x[1] through x[5]. The bene�ts of these semantics are clear: they are easy to de�ne, implement, and understand. The disadvantage is in the way operators are de�ned.

If P and R are lists, k is a scalar, and (k) is a list of a single element k, the expressions P+R, P==R, P+k, P==k, P+(k), P==(k), and (P,k) need semantics assigned to them. With list semantics users expect P==R to compare the lists element-wise

(returning a scalar), P+R to add the lists element-wise (returning a list), P==k to compare each element to k, and P+k to add k to each element (returning a list).

Therefore, (k), the list of a single element and k, a scalar, are di�erent, in turn making operators that return scalars and operators that return lists di�erent. Perl su�ers from this confusing issue. The alternative | treating k as a one element list

(and eliminating scalars) as in APL | is discussed below.

There are other serious problems with list semantics; unless special optimizations are applied, expressions like 1..100000 generate a list of 100,000 elements even if not \used," and expressions like Duel ’s \0.." are impossible. Similarly , if all the elements of a linked-list are fetched into a \list" before further processing, bugs in the linked-list pointers would prevent processing altogether.

Lazy evaluation (Henderson and Morris 1976) has been used in functional languages to allow the incremental generation of in�nite sequences, and it could be used in a state-query language. Lazy evaluation combines well with partially-de�ned or buggy structures and the general list semantics, for example, p[0..9]->val would evaluate p[i]->val only when its value is needed. Lazy evaluation, however, does not �t well with the usual C semantics, because suspended evaluation can produce unexpected results di�erent than those expected by C programmers when side e�ects are \skipped." F urthermore, C’s imperative semantics clash with lazy evaluation, especially when pointers and aliasing are involved. In contrast, generators have a well-de�ned evaluation order that can co-exist with C idioms.

CHAPTER 3. DESIGN31

Array semantics are similar to list semantics, but common operations are accomplished di�erently , for example, the \+" operator is de�ned only for equal-size arrays.

APL (Iverson 1962) uses array semantics. T o add the scalark to each element of array A of size n, a temporary array of n elements, each k , is created and added to

A. T o get the positive elements in A, it is compared with an array of zeros and the result, an array of boolean values, is used to select the positive elements of A.

APL semantics are succinct and useful, but they require a di�erent mindset. C programmers are used to loops and element-wise comparisons, not to simultaneous manipulations of whole structures. APL is especially strong at mathematical computations and multi-dimensional arrays, but neither is required in the debugging of typical C programs. Finally , array semantics su�ers from the same problems as list semantics, for example, 1..100000 generating too many elements. As with lists, lazy evaluation can overcome most of these problems, but it also introduces unexpected results when combined with C.3.4

Generator Semantics

Duel is based on generator semantics (Griswold, Hanson, and Korb 1981). The problems with other semantic models may make this choice seem clear, but the original design used lists, not generators. Nevertheless, the practical di�erences between generators and lazily-evaluated lists or arrays is small. Generators provide a more consistent evaluation model with an evaluation order that is easier to understand.

The goal-searching mechanism of generators seemed unnatural to C programmers. Using x[..100] >? 0 to display the positive elements of x is intuitive, but

Icon (Griswold and Griswold 1990) semantics for if and the overall emphasis on

\goals" is not. As the design of Duel progressed, however, the semantics gradually incorporated full use of generators. Generators, however, are still a tradeo�: syntax like x[..100]+y[..100] for adding two arrays element-wise is impossible.

Generators provide a natural searching mechanism. Single-valued generators reduce to C-like semantics; side e�ects are easy to combine and apply; lvalue and rvalue

C semantics can be preserved, and the \source" of the generated values is easy to

CHAPTER 3. DESIGN34

Other operators provide succinct ways to manipulate linked-lists, trees, and general graphs. They eliminate the need for explicit recursion for most complex data structures, and provide indexing of elements.

The target name-space is polluted by Duel aliases and reserved names likeframe.

The alternative, separate name spaces, for example, by forcing all Duel names to begin with \$", is easy to implement but seems undesirable, because programmers often forget the \$", resulting in syntax errors or a mistaken reference to target names.

The pros and cons of such choices are discussed by Crawfordet al. (1992).

Because Duel uses expressions instead of statements and dynamic rather than static scoping, some syntax di�erences from C, as documented in Section 5.2, are unavoidable. Most noticeably , user-de�ned types must be preceded by the keyword

T so that the parser can distinguish between variable and type names. Casts of the form (t)x and (t*)x for a user-de�ned type t, howev er, have been added after initial user experience. Although these nuances result in cumbersome syntax rules, users rarely encounter problems.3.6

Symb olic Output

Most imperative languages provide little, if any , support for output of symbols in conjunction with the values they represent. Users often use special formatting to display the related symbols, for example, printf("i=%d x[i]=%d\n",i,x[i]) produces output like i=3 x[i]=5. One of the goals of Duel is to eliminate the use of print statements as a debugging tool, so it is important to provide such output automatically , i.e., if the 3rd element of array x is 5, the output of queries like x[..100] >? 4 should be \x[3]=5".

APL provides mechanisms to extract the indexes of the positive elements of x, but they require array-style operations; it is also overkill for most queries. Originally ,

Duel expanded expressions symbolically before they were evaluated, so each printed value had an associated symbolic expression. With generators, however, the \correct" symbolic output is unclear.

The solution in Duel is to evaluate a symbolic result in addition to the actual

CHAPTER 3. DESIGN35 result of each operator. This simple idea leads to high-quality output in most cases, but sometimes, for example, with temporary variables, the symbolic result shows a name rather than a value. The \{x}" operator solves this problem by setting its symbolic result to the actual result. Also, with some operators the symbolic result is a compromise, for example, \>?" produces only the left operand’s symbolic value.

In some queries, the right operand’s symbolic value is important. The alternative, keeping both symbolic values, provides poor output in most cases. Special operators to further manipulate symbolic values have also been considered, but seem rarely useful.

3.7 Other Programming Languages

The ideas of Duel should be applicable to most imperative programming languages, for example, Pascal, F ortran, Modula-3, etc., but ob ject-oriented programming languages and languages that support operator overloading provide new challenges. F or example, if the indexing operatorx[i] is overloaded, what should the semantics of x[1..10] be? Indexing x with an iterator class provides further complications.

Languages like LISP and APL seem well �t to debug code written in the same language, but some weaknesses are apparent. There is no access to the active procedure calls and their local variables, so it is impossible, for example, to determine if the recursive procedure factor(n) appears on the stack with a negative parameter, a task that can be easily expressed in Duel . Displaying output useful for debugging with these languages is also hard, for example, to print the elements of x[100] that are positive, together with the indexes, is non-trivial. A Duel -like extension to these languages is therefore worth while, although syntax and semantics are likely to be di�erent.

Chapter 4

SemanticsDuelis an expression-oriented language in which operators produce a sequence of values based on the generator semantics of Icon (Griswold and Griswold 1990). F or example,

5+(2,3) produces the values 7 and 8. Operators like \," produce multivalue results from single-value operands. Others, like \+", produce multi-value results only from multi-value operands. These semantics are di�cult to describe using traditional descriptive techniques because each operator’s description depends on its operands | there are no \atomic" operators.

This issue was evident with Icon and has been addressed by describing Icon’s operational semantics with an Icon-like pseudo language (Griswold 1982); a similar approach is used here. Duel ’s semantics are described operationally using a C-like pseudo-language that mirrors a possible implementation and manipulates an abstract syntax tree (AST). This pseudo-language omits punctuation, declarations, and error checking in the obvious ways. Duel users never write in this language; it is just a descriptive device. C’s semantics are relied upon in describing Duel operators.

Manipulating ASTs instead of a concrete syntax emphasizes the importance of the semantics and its independence from the syntax, which is described in Chapter 5.4.1

State-driven Description

Duel evaluates an expression by traversing its AST recursively . All AST nodes have 36

CHAPTER 4. SEMANTICS37 anop �eld, which identi�es the node’s operand, and a kids �eld, which is an array of pointers to the operand nodes. Nodes for speci�c operators have additional �elds, for example, a node for a constant includes a constant �eld that holds the constant itself. ASTs are speci�ed by a simple LISP-like notation, for example, the AST for the expression a*5 + *b is(plus

(multiply (name "a") (constant 5))

(indirect (name "b"))

) If all expressions returned only one value, evaluation would use a standard tree traversal, as in the eval function

Value eval(Node n) {

Value u, v

switch (n->op) {

case CONSTANT:

return n->constant

case NAME:

return fetch(n->name)

case NEGATE, INDIRECT, ...:

u = eval(n->kids[0])

return apply(n->op, u)

case PLUS, MINUS, MULTIPLY, ...:

u = eval(n->kids[0])

v = eval(n->kids[1])

return apply(n->op, u, v)

...

}

}eval switches on the operator, recursively evaluates the operands, if necessary , and calls apply to evaluate a speci�c operator. fetch retrieves the value of the variable named in the NAME node’s name �eld. Value denotes a type that encapsulates all possible values and tracks the current type. apply uses the C semantics to evaluate the result for each operator; it uses the type information to check, fetch, and convert values.

CHAPTER 4. SEMANTICS38

Duel expressions can produce more than one value, for example,(1..3)+(5,9) prints 6 10 7 11 8 12. (1..3) produces 1, 2, and 3, and (5,9) produces each of its \alternatives," 5 and 9. The \+" sums all possible combinations of these values by reevaluating the right-hand operand (5,9) for each value produced by the left-hand operand and producing the sum of the left and right values.

This feature complicates only eval, not the code for each operator, i.e., instead of changing all of the operators to take lists of values, eval manages the multiple values. Each call to eval produces one of the values. T o implement this version of eval, state information is added to each node, and a distinguished value, NOVALUE, signals the end of a sequence of values. The state �eld of a node is a non-negative integer that indicates the progress of the evaluation of that node. state begins at

0 and is changed to 1 before the �rst value is returned to indicate that subsequent calls to eval for this node will return additional values. goto statements are used in the code below to emphasize this ow of control. After NOVALUE is returned, the next call to eval reevaluates the node. The �eld value is a temporary value that must be saved between successive calls to eval. F or example, this version of eval handles constants and most of the binary operators as follows; the line numbers are for explanatory purposes and are not part of the code.Value eval(Node n) {

switch (n->op) {

case CONSTANT:

if (n->state == 0) {

n->state = 1

return n->constant

} else {

n->state = 0

return NOVALUE

}

...

1 case PLUS, MINUS, MULTIPLY, ...:

2 if (n->state == 1) goto b1

3 b0: n->state = 0

4 n->value = eval(n->kids[0])

5 if (n->value == NOVALUE)

6 return NOVALUE

7 n->state = 1

CHAPTER 4. SEMANTICS41 case

ALTERNATE:

while (u = eval(n->kids[0]))

yield u

while (v = eval(n->kids[1]))

yield v4.3

Sp eci�c Op erators

Most of the unary operators manipulate and produce a single value at a time. They are de�ned by case NEGATE, INDIRECT, ...:

while (u = eval(n->kids[0]))

yield apply(n->op, u)

The generator(to

e

0 e 1 ) produces the integers from e 0 to e 1 inclusive. The semantics of to are de�ned by case TO:

while (u = eval(n->kids[0]))

while (v = eval(n->kids[1]))

for (i = u; i <= v; i++)

yield i

As suggested by this code, to’s operands can be generators, for example,

(to (alternate 1 5) (alternate 5 10)) produces

1 2 3 4 5

1 2 3 4 5 6 7 8 9 10

5

5 6 7 8 9 10

Some operators return one orno value. Duel ’s comparisons produce their �rst operand if the condition is true and nothing otherwise, for example, (ifgt e 0 e 1 ) produces e 0 only if e 0 is greater than e 1 . The semantics are

CHAPTER 4. SEMANTICS42 case

IFGT, IFGE, IFLE, IFLT, IFEQ, IFNE:

while (u = eval(n->kids[0]))

while (v = eval(n->kids[1]))

if (w = apply(n->op, u, v))

yield w

These semantics admit generators as operands, so an expression like

(ifgt

(index (name "x") (to 0 99))

(constant 0)

)produces the positive elements of the arrayx[100].

The operators that correspond to the C operators && and || can be problematic because, with generator operands, their semantics are nonintuitive. The semantics of oror illustrate the problem.

case OROR:

while (u = eval(n->kids[0]))

if (u != 0)

yield 1

else

while (v = eval(n->kids[1]))

if(v != 0)

v = 1

yield ve

0 || e 1 produces 1 for each non-zero value of e 0 ; for each zero value of e 0 ,al l of the values of e 1 are produced with non-zero values replaced by 1. When e 0 and e 1

are single-value expressions, these semantics are equivalent to C’s. With multi-value operands, confusion can arise, for example, (7,0,0) || (5,0) produces 1,1,0,1,0.

Semantics to produce only a single 0 or 1 value for || are possible, but run counterintuitive to the semantic of other C operators like \&" and \|".

Several operators provide execution control ow. The operator (if e 0 e 1 e 2 ) evaluates e 0 ; for each non-zero value of e 0 , it produces all of the values of e 1 , and for each zero value of e 0 , it produces all of the values of e 2

CHAPTER 4. SEMANTICS43 case IF:

while (u = eval(n->kids[0]))

if (u != 0)

while (v = eval(n->kids[1]))

yield v

else

while (v = eval(n->kids[2]))

yield v

These semantics depart from Icon’s \if

e", in which e is a \bounded expression," evaluated for a single result, producing traditional control- ow, i.e., only one of then and else is executed, exactly once. The semantics above are more appropriate for if-expressions and short state-exploration commands.

A sequence of expressions, (sequence e0 e 1 ) evaluates e 0 but discards its values, and then produces the values of e 1 . case SEQUENCE:

while (u = eval(n->kids[0]))

;

while (v = eval(n->kids[1]))

yield v

The related operator (imply e 0 e 1 ) is similar, but produces e 1 ’s values for each value of e 0 , like Icon’s every case IMPLY:

while (u = eval(n->kids[0]))

while (v = eval(n->kids[1]))

yield v

When e 0 is a to operator, imply is a loop over e 1 , for example,

(imply

(to (constant 1) (constant 10))

(constant 27)

)produces 27 ten times.

Finally , (while e 0 e 1 ) produces e 1 only ifal l of the values of e 0 are non-zero:

CHAPTER 4. SEMANTICS44 case

WHILE:

for (;;) {

while (u = eval(n->kids[0]))

if (u == 0)

return NOVALUE

while (v = eval(n->kids[1]))

yield v

} These semantics are equivalent to C’s whene

0 is a single-value expression. Notice that once e 1 has produced all of its values,while starts over again. F or example,

(while (index (name "x") (to 0 99)) ...)

produces \..." as long as all of the elements of x are non-zero.

Some operators manipulate value sequences instead of values themselves. F or example, (select e 0 e 1 ) produces the elements of e 1 given by the integers in e 0 . The implementation is described by case SELECT:

while (v = eval(n->kids[0])) {

n->kids[1]->state = 0

for (i = 0; i < v; i++)

u = eval(n->kids[1])

yield u

} Notice that e 1 ’s state is reset so that it starts anew for each value of e 0 . The actual implementation of select avoids the reevaluation of e 1 when e 0 returns increasing values by continuing the previous evaluation of e 1 . The operator, (stopat e 0 e 1 ) produces the elements of e 1 but stops as soon as all the results of e 0 are non-zero.

case STOPAT:

while (u = eval(n->kids[1])) {

stop = 1

while (stop && v = eval(n->kids[0]))

if (v == 0)

stop = 0

if (stop)

return NOVALUE

yield u

}

CHAPTER 4. SEMANTICS45

The check ofe

0 ’s values is similar to that in thewhile operator, but while reevaluates its \body" e 1 in every iteration; stopat evaluates e 1 only once and produces one value at each iteration. As an example, stopat can be used to generate the characters of a string until the null character is found.

Several \reduction" operators reduce a sequence of values to one value, for example, (count e) returns the number of values produced by e, (andall e) logically-ands all the values produced by e and returns 1 or 0, and (equality e 0 e 1 ) returns 1 if the values produced by e 0 are equal pairwise to those produced by e 1 and 0 otherwise.case

EQUALITY:

while (u = eval(n->kids[0])) {

if (v = eval(n->kids[1])) {

if (u != v)

return 0

} else

return 0

}

if (eval(n->kids[1]))

return 0

return 1

The last two return 0 statements account for the case when the lists are of unequal lengths. Duel ’s evaluation mechanism also applies to calls to functions in the target program. If any of the arguments are generators, the function is called repeatedly for all combinations of values. Single-argument functions are treated like C unary operators, double-arguments functions like C binary operators, etc. F or example, printf("%d %d, ", (3,4), 5..7) prints

3 5, 3 6, 3 7, 4 5, 4 6, 4 7,4.4

Scop es and Expansion

As suggested above, (name "x") fetches the value of the variable x using fetch.

x can be a variable in the target program or a Duelalias. Aliases are created by

CHAPTER 4. SEMANTICS48

4.5 V alues, Typ es, Constants and Names

V alue semantics adhere to the ANSI C standard (Ansi 1990), including type promotion, conversion, arithmetic, and the de�nition of rvalues and lvalues. There is no required compile-time type checking in Duel . Compilation is limited to converting the input into an abstract syntax tree and to verifying that type names are valid, for example, in \(employee*) x", employee is checked to insure it is a valid type name, but no checks of x are made, which is stored in a name node. Types are checked at run time for each application of an operator. Those checks also obey the ANSI C standard, for example, comparison of pointers of di�erent types is disallowed unless one is a void pointer.

Constant strings are allocated in the target’s address space. As in ANSI C, their value has type char*. Duel also allows variables to be de�ned. They are allocated in the target’s address space and initialized to zero.

Duel adds one special value type,fvalue, that references an active function call on the stack frame by an integer value indicating the stack depth (zero being the top of the stack). Fvalues are created from integers with the frame operator. They can be compared to each other and to function pointers; the comparison result is 1 if the given frame is an activation of the given function and 0 otherwise. Fvalues may also be used with the with operator to \expose" the local variables of that frame in the scope of the second operand.

Several Duel operators are simple compositions or variations of other operators, for example, the for operator is a combination of the while and sequence operators and arrow (\->") is a simple combination of the C unary \*" operator and the with operator. A detailed reference-manual for Duel appears in Appendix A.

4.6 Symb olic Ev aluation

The eval function actually returns a pair: the computed value and a symbolic value. The symbolic value is a string that represents the \source" of the computed value. Operators combine the symbolic values of their operands using simple

CHAPTER 4. SEMANTICS49 string manipulations to produce their symbolic value. F or example, ifx[7] is 5, then

2*x[4+(0..6)] >? 0 outputs "2*x[4+3] = 10".

The symbolic value returned for a symbol is the symbol as a string. F or a constant, the original user input for that constant is returned. F or a binary operatora

� b, if A and B are the symbolic values of the operands, the symbolic result is the string

"A�B". Unary operators are similar. The to operator returns a symbolic value that represents the generated value, for example, 1..5 returns "4" as the symbolic value when 4 is returned, etc.

Most operators that return an unmodi�ed value return its symbolic value also unmodi�ed, for example, x >? 0 returns the value of x and its symbolic value X if x is positive. Several operators manipulate their operands in a special way . The dfs operator x-->y evaluates the values of y with the symbolic value "X->Y". Multiple occurrences of Y in the result are replaced with a shorthand notation, so that instead of "h->next->next->next", the symbolic result is "h-->next[[2]]", etc. The count operator, #/x, returns the symbolic value "#/(X...)" where X is the �rst symbolic value returned by x. The \_" as a reference to \self " returns the symbolic value it refers to, not "_". The with operators are careful not to produce a "X.X" result.

Finally , the (symval e) operator allows users to manipulate symbolic results.

It sets the symbolic value to the string that represents the computed result of e, for example, the symbolic result of (1+2) is "(1+2)", and the symbolic result of

(symval (1+2)) is "3". Duel ’s top-level evaluation mechanism prints the resulting pairs of computed and symbolic values unless they are identical in which case only the computed value is printed.

Chapter 5

SyntaxProviding a concrete syntax for the semantics presented in Chapter 4 is a challenging task. SinceDuel is used to explore the state of C programs, it is useful to provide a superset of C operators and their semantics, but C already provides a rich set of operators, leaving few \free" operators that are unambiguous and easy to type. The syntax presented below is the result of many changes and the consensus that comes only from actual experience. The �nal result includes all the C operators; casts control structures, likefor, if, etc. as expressions instead of statements; and uses \#", \@", and \?" to specify numerous Duel -speci�c operators. F or the C operators, only the semantics of \," have been modi�ed substantially .

Duel is implemented as an extended version of gdb. The following sections introduce Duel ’s syntax with examples that reproduce the use of Duel under gdb using the duel command; a reference manual appears in Appendix A. The duel command accepts expressions, compiles them into ASTs, evaluates them, and displays the results in the format X = x for symbolic value X and value x. Displays like 1 = 1, however, are suppressed. Symbols are looked up at evaluation time using dynamic scoping.

The scoping rules for local, static, and global variables depend on the debugger’s lookup algorithm. 50

CHAPTER 5. SYNT AX51

5.1 Details

In the absence of generators, Duel expressions are essentially equivalent to a debugger’s \print" command, for example,gdb> print 1 + (double)3/2.0

2.5

gdb> duel 1 + (double)3/2.0

1+3/2.0 = 2.5

As this example suggests, theduel command provides an extended version of gdb’s print command. Duel , of course, is not limited to single-valued expressions. All the results of the duel command’s expression argument are produced and displayed, for example, gdb> duel (1,2,5)*4+(10,200)

14 204 18 208 30 220

gdb> duel (3,11)+(5..7)

8 9 10 16 17 18

This example omits the symbolic output, which is described later. The comma operator is the concrete syntax for the alternate operator described in the previous chapter;e

1 ,e 2 produces all of e 1 ’s values followed by e 2 ’s values. The operator \e 1 ..e 2 " speci�es the to operator; it produces the integers from e 1 to e 2 inclusive, counting downwards if e 1 > e 2 . The \..e" operator is shorthand for 0..e-1, and \e.." is a shorthand for e..maxint where maxint is the largest integer value. It e�ectively generates an in�nite sequence.

Duel treats lvalues and rvalues as in C. F or example, suppose that hash is de�ned by the declaration struct symbol {

char *name;

int scope;

struct symbol *next;

} *hash[1024];

which is a typical representation for symbol tables in compilers. hash is an array of pointers to lists of symbol structures, the lists are threaded through the next �elds, and the symbols are in decreasing order of the scope �elds. The command

CHAPTER 5. SYNT AX52 gdb> duel hash[..1024]->scope = 0 ;

clears thescope �eld of the �rst symbol on each list. hash[..1024] produces lvalues;

the semantics of C’s assignment are unchanged. A terminating semicolon causes the expression to be evaluated for side e�ects only and to produce no output.

The operator >? speci�es the operator ifgt;e

1 >? e 2 returns e 1 if e 1 is greater than e 2 and nothing otherwise. This operator and the similar ones for the other comparisons can be used with other generators like \.." to search for speci�c values.

F or example, gdb> duel x[1..4,8,12..50] >? 5 <? 10

x[3] = 7

x[18] = 9

x[47] = 6 searches portions of x for values that are between 5 and 10. Duel ’s output includes symbolic expressions that suggest the derivation of the values printed. Thus, the output from the search shows not only the desired values, but also pinpoints the elements of x that hold those values. The command x[1..4,8,12..50] ==? (6..9) is another formulation of the same search.

Duel also supports the C operators, ==, etc., but their semantics are as in C, for example, gdb> duel x[1..3] == 7

x[1]==7 = 0

x[2]==7 = 0

x[3]==7 = 1 printsal l of the indices and values of x, not just the values that are 7.

All of the C comparison operators have a op? counterpart, for example, !=?.

Duel ’s constants and type promotions are also identical to C’s, so 0 is the null pointer, for example, gdb> duel (hash[..1024] !=? 0)->scope >? 5

hash[42]->scope = 7

hash[529]->scope = 8

CHAPTER 5. SYNT AX55 x := hash[..1024] !=? 0 => y := x->scope => y = 0 clears thescope �elds of the symbols in hash. x is an alias for each element of hash and y is an alias for each scope �eld. Unlike \=", aliases require no declarations and dynamically take upon the right-hand operand’s type. Lvalue aliases reduce the need for temporary pointers.

Expressions using => can be nested, and \__" can be used to reference a secondlevel value:

gdb> duel ..100 => if (&&/(2.._-1 => __%_)) _

3 5 7 11 13 17 19 23 29 31 37 41 43 47 53 59 61 67 71 73 79 83 89 97 produces the prime numbers up to 100. The operator &&/ speci�es andall. It is a reduction operator that apply a logical conjunction to all its operands. The ||/ operator is similar; it logically-ors its operands.

The operators \." and -> specify Duel ’s with operator; as in C, \." applies to structures and -> applies to pointers to structures. In bothe

1 .e 2 and e 1 ->e 2 , e 2 is evaluated within the scope of e 1 . F or example, alternation can specify several �elds of a structure:

gdb> duel hash[1,9]->(scope,name)

hash[1]->scope = 3

hash[1]->name = "x"

hash[9]->scope = 2

hash[9]->name = "abc"

The \." and -> operators are quite general, for example,

(hash[..1024] !=? 0)->if (scope > 5) name prints the name �eld of the elements in hash that have a scope greater than 5.

References to \_" refer to the left operand’s value, which helps eliminate temporaries and simplify expressions; for instance, the example above can be reduced to hash[..1024]->if (_ && scope > 5) name

Using \_" instead of an alias often produces more informative output, for example,

CHAPTER 5. SYNT AX56 gdb> duel y := x[..10] => if (y.u < 0 || y.u > 100) y

y = { u = -9, v = 0 }

y = { u = 120, v = 0 } gdb> duel x[..10].if (u < 0 || u > 100) _

x[3] = { u = -9, v = 0 }

x[8] = { u = 120, v = 0 }

The �rst command uses an alias for each element ofx and prints those elements that are less than 0 or greater than 100. The output displays the name of the alias, not the elements of x. The \_" stands for the value itself, an element of x in this example, so the output of the second command displays the speci�c elements of x that are generated. The same e�ect can be achieved with aliases but requires another temporary:

y := x[j := ..10] => if (y.u < 0 || y.u > 100) x[{j}]

The operator --> speci�es the dfs node described in Chapter 4.e

1 -->e 2 produces the values from the data structure given by e 1 using e 2 , which is evaluated under the scope of e 1 , to specify the traversal. F or example, if head points to a linked list of structures threaded through next �elds, head-->next produces the elements of the list, i.e., it produces head, head->next, head->next->next, etc., until a NULL pointer or an invalid pointer terminates the sequence. So, gdb> duel hash[0]-->next->scope

hash[0]->scope = 4

hash[0]->next->scope = 3

hash[0]->next[[2]]->scope = 2

hash[0]->next[[3]]->scope = 1 prints the scope �elds of the list emanating from hash[0]. The symbolic display algorithm automatically prints occurrences of ->a->a as -->a[[2]], etc. Specifying hash[..1024] would print the scope �elds for all of the symbols in the table.

The example introduced in Section 1.1

L-->next->(value ==? next-->next->value)

CHAPTER 5. SYNT AX57 checks if the listL contains identical elements in its value �elds. L-->next generates each element in L, the value �eld of which is compared to the value �elds of each of the succeeding elements generated by next-->next. The closely related

L-->next->(value >? next->value) checks if a list is sorted. Cycles are not detected by --> but the special cases of pointing to the head of the list and to \self " can be managed with L-->(next !=? L) and L-->(next !=? _) respectively .

Suppose a binary tree is composed of nodes in which each node includes an integer key and left and right �elds that point to the subtrees, and that root is the head of a binary tree speci�ed in preorder as (9 (3 (4) (5)) (12)). The keys in the entire tree are printed bygdb> duel root-->(left,right)->key

root->key = 9

root->left->key = 3

root->left->left->key = 4

root->left->right->key = 5

root->right->key = 12 and the path to the node holding 5 is printed by gdb> duel root-->(if (key < 5) left else if (key > 5) right)->key

root->key = 9

root->left->key = 3

root->left->right->key = 5

Another, more complex, example is gdb> duel hash[..1024]-->next-> if (next) scope <? next->scope

hash[287]-->next[[8]]->scope = 5 hash[..1024]-->next produces all of the nodes on all of the lists in hash. The if expression returns a scope �eld only if it is less than the scope �eld of the next element on the list. Thus, this command veri�es that the symbols in each list are sorted in decreasing order of scope, as expected. This output displays the error.

The select operator is speci�ed bye

1 [[e 2 ]] and produces the values from e 1 as speci�ed by the values in e 2 . F or example,

CHAPTER 5. SYNT AX58 gdb> duel ((1..9)*(1..9))[[52,74]]

6*8 = 48

9*3 = 27 gdb> duel hash[287]-->next[[7..10]]->scope

hash[287]-->next[[7]]->scope = 6

hash[287]-->next[[8]]->scope = 5

hash[287]-->next[[9]]->scope = 9

hash[287]-->next[[10]]->scope = 3

The last example displays the 7th through the 10thscope �elds of the 287th entry in the hash table. Also,e[[..n]] returns the �rst n values from e, and e[[0]] returns the �rst value. It is an error for a selected value not to exist.

The reduction operators help summarize the contents of data structures, for example, count is speci�ed by #/e and counts the number of values produced by e:

gdb> duel root->(left,right) => #/(_-->(left,right)->key)

#/(root->left ...) = 3

#/(root->right ...) = 1 gdb> duel hash[..1024] => #/_-->next >? 6

#/(hash[119] ...) = 8

The �rst expression counts the elements for each side of the binary tree. The second

�nds which of the entries in hash hold over 6 values. The symbolic result of \#/" shows the �rst counted element followed by \..." (this is the actual symbolic output).

The operator e#n produces the values of e and arranges for n to be an alias for the index of each value in e. Thus, if L is a linked list and its 4th and 9th nodes each contain 27 the duplication can be displayed by:

gdb> duel if(L-->next#i->value == L-->next#j->value && i < j)

L-->next[[i,j]]->value

L-->next[[4]]->value = 27

L-->next[[9]]->value = 27

In contrast, the expression on page 56

L-->next->(value ==? next-->next->value)

CHAPTER 5. SYNT AX59 displays only the 4th element, and another query likeL-->next->value ==? 27 would be required.

The operatore

1 @e 2 speci�es stopat. It produces the values of e 1 until e 2 is non-zero. e 2 is evaluated under e 1 ’s scope, either as e 1 .e 2 or e 1 ->e 2 , when e 1 is a structure or a structure pointer, and as e 1 =>e 2 otherwise. F or example, if s is a char pointer, s[0..999]@(_==’\0’) produces s[0], s[1], : : : up to but not including the terminating null character. When e 2 is a constant, it is compared to the values of e 1 , so the above can be rewritten as s[0..999]@0. Also, \e.." generates an essentially in�nite sequence of integers beginning at e, so argv[0..]@0 generates the strings in argv, an array of string pointers, and s[0..]@0 generates the characters of s. A more complex example isgdb> duel hash[..1024] => (_-->next@(scope < 5))->name which displays the name �elds in each linked-list of hash[i] up to an entry with a scope less than 5.

Access to the target’s run-time stack frames is produced by frame(n), which returns a reference to the nth stack frame; frame(0) refers to the procedure frame at the top of stack and frames_no contains the total number of frames. Both are reserved words. F rames can be compared to a function pointer to determine if a frame is an activation of that function. They can also be used with \." to evaluate the right-hand operand under that frame’s scope, for example, gdb> duel (frame(..frames_no) ==? factorial).n <? 2 searchs all the active invocations of factorial for a local variable or parameter n less than 2. And �nally , gdb> duel (frame(..frames_no) ==? f)[[0]].x returns the value of x for the most recent activation of f. The parenthesized expression returns all the active f frames, of which the �rst (most recent) is selected and used as the scope for x. Because of the usefulness of this case, the special syntax f.x accomplishes the same result.

Chapter 6

ImplementationC is a \bare" language: little information can be extracted from its types and values regarding their validity . Pointers can point \anywhere," including illegal locations, even in a valid target state. Untagged unions, casts that reinterpret any bit sequence, out-of-bounds yet valid array indexing, etc., complicate the implementation of a high-level debugger. While C’s complexities are inherent, programmers need to explore invalid target states even in \safe" languages like Pascal, which makes any high-level debugger di�cult to implement. F or example, it must be possible to display the valid elements of a linked list, even if it contains a cycle or a bad pointer.

Only in a few languages, such as ML, can the debugger rely on the language’s type safety (T olmach 1992).

Programmers want to have their cake and eat it too: they want the debugger to pinpoint target-state errors during explorations, for example, to indicate thatp[2] is an invalid pointer when evaluating p[..100]->code >? 0. At the same time, they want the debugger to stay out of their way so they can use suspicious but valid expressions, like p[-1]->code, for state explorations.Duel attempts to address these goals by adhering to the ANSI C standard in the implementation of C idioms, allowing all \unde�ned behavior" to simulate that of the compiler used to compile Duel , while also keeping track of the computation so that errors like bad pointers can be reported in due time. The validity of pointers is veri�ed only when needed. F or example, (int)p[2] would normally convert and return p[2] 62

CHAPTER 6. IMPLEMENT A TION63 as an integer even whenp[2] is a bad pointer. Therefore, Duel ’s indirection, \*x", does not produce an error for a bad pointer x until its rvalue is fetched. Symbolic values are constructed on-the- y , so in evaluating p[..100]->code+1, Duel reports that p[2] is invalid and displays \p[2]" as the o�ending pointer, along its value and the o�ending operator.

Duel is implemented as an add-on to existing debuggers and is currently interfaced only to gdb, although it was not derived from gdb. The modi�ed gdb contains one new command, duel, that parses and evaluates a Duel expression and prints the result. In choosing implementation options, for example, the lexical analyzer or the symbol-table data structure, simpler and easier to modify solutions were chosen over more e�cient ones. This choice led to short, exible code that sacri�ces performance.

Nevertheless, performance is acceptable. F urther improvements are needed only if

Duel is extended for use in conditional breakpoints and watchpoints as discussed in

Chapter 7.6.1Parsing

A simple, hand-written lexical analyzer and a yacc-based parser are used. A Duel expression is compiled into an abstract syntax tree (AST) with nodes corresponding to the primitive operators described in Chapter 4.

As discussed in Chapter 5, dynamic scoping combined with C constructs like

(ty pe)x casts results in an ambiguous grammar. Slight modi�cations to the syntax and the addition of the keyword T solves these problems | Duel ’s syntax is simple to parse. Operator precedence is handled with yacc’s precedence rules. The AST is made of dynamically allocated structures implemented in a straight forward way following the description in Chapter 4. The combined parser and lexer are only 750 lines of C.

Little semantic analysis is done at compile time. Type symbols, following T and in (cast) are looked up, and the type they represent | not the type name | is entered in the AST. Other symbols are entered in the AST as names without type

CHAPTER 6. IMPLEMENT A TION64 checkings because of dynamic scoping. Checks also catch several syntactically correct but semantically illegal constructs such as \x.1".

6.2 V alues and Typ es

During the evaluation of a Duel expression, values are kept in a value structure. A value is made up of a type, a value kind, a symbolic value, and an actual value. The value kind is either an lvalue, rvalue, or bvalue. An lvalue is represented as a reference to the target’s space where data of the value’s type resides. The actual value is the reference value, i.e., a pointer. A bvalue is similar to an lvalue, but refers to a bit

�eld. The actual value is a pointer to the target’s structure plus a bit o�set and a

�eld length.

An rvalue is a non-referenced value. Its actual value is a value of a primitive C type. Duel rvalue’s are limited to scalars, so space is allocated for them in a union whose largest element is of type double. Therefore, a value is represented by a �xedsize structure, simplifying memory allocation. Currently , Duel avoids structure rvalue by modifying structure assignment so that it returns an lvalue and by not supporting calls to C functions that return structures.

The evaluation of a symbol usually returns an lvalue that references the symbol’s address. F or bit-�eld symbols, a bvalue is returned. Symbols that reference registers are returned as rvalues with the register’s value, which eliminates the need for

\regvalue" tag to reference registers at the price of not being able to modify values stored in registers. Registers are a nuisance to manage and are machine dependent, for example, when a double value resides in a register pair. Modifying registers is possible with a standard gdb command, but under normal debugging sessions, most compilers avoid storing program variables in registers, making the issue moot.

The symbolic value associated with a value is stored as a �xed-size string of at most 120 characters. This implementation avoids the need to manage memory for symbolic values; longer symbolic values are of little value to the user. Symbolic values longer than 117 characters are truncated and followed by \...".

Types are stored as a ctype structure, which holds atomic type components and

CHAPTER 6. IMPLEMENT A TION65 points to otherctype nodes as needed. F or example, a pointer to an array of �ve integers is represented as a \pointer" node, pointing to an \array of " node that holds the size 5 and a pointer to the \base" node for integer type. This representation is similar to, but simpler than, typical compiler implementations.

Type nodes are most often allocated when a variable is looked up. The type of most results is either a \base" type or is derived from the type of one of the operands, for example, in x->y, the result type is taken from the description of �eld y in x’s type.

ctype nodes are never deallocated but might be reused; ctype pointers to the same type are not guaranteed to be equal. This approach simpli�es the implementation but slows down type checking.

C has a serious type equivalence problem during debugging. struct types a and b are equal if they have the same type name. But name equivalence cannot be established by the debugger when a and b originate in di�erent modules. The same type name can be used in di�erent modules for di�erent purposes, and untagged structures included via #include in several �les are often assigned unique names by the compiler | names which di�er between modules.

Duel usesstructural equivalence for all types, including structs. But implementing such comparison is complex and slow due to self-references | a structure can contain references to other structures that reference the �rst structure, causing a simple recursive type comparison to loop. The current implementation considers two structs equal if their size is equal. This choice seems su�cient since such checks occur only in structure assignments. It should also be checked in parameter passing, but gdb’s implementation provides no prototype information.6.3

Ev aluation

Evaluation is implemented by duel_eval, which is the actual function corresponding to the abstract function eval used to describe the semantics in Chapter 4.

duel_eval’s code for most of the operators is similar to the pseudo-code that describes their semantics, but many details need to be handled. F or example, the code for most C binary operators is

CHAPTER 6. IMPLEMENT A TION66 bool duel_eval(tnode *n,value *v) {

bool ok=FALSE ;

value u, tmp ;

if(!n) return FALSE ;

switch(n->node_kind) {

case OPK_BIN: /* a+b, compute and hold a, iterate on b, redo a */

while(n->eval.level==2 || duel_eval(n->kids[0],&n->eval.v1)) {

n->eval.level=2 ; /* left side active op in vals[0] */

while(duel_eval(n->kids[1],&u)) {

tmp= n->eval.v1 ; /* copy left val, it is destroyed */

ok=duel_apply_bin_op(n->op,&tmp,&u,v);

if(ok) goto done;

}

n->eval.level=1 ; /*left side val no longer valid, re-eval*/

}

break ;

case ... /* other operators */

}

done:

if(!ok) n->eval.level=0 ; /* no other val available */

return ok ;

}duel_eval returns true if it returns a value in its second parameter and false otherwise; there is no actual NOVALUE. T emporary values are stored in n->eval.v1 (inside the AST nodes). n->eval.level is the equivalent of n->state in the semantics description, but the value 0 is reserved to indicate a non-evaluated node for clean up. The control ow uses fewer gotos, but is equivalent to that in the semantics description, except that duel_apply_bin_op can return false, indicating no result, for example, for 0 >? 1. The code is hard to read and manage, because it implements the complex control of generators. Luckily , it is small and independent of the rest of the implementation, for example, from value and type management. duel_eval and associated functions are about 400 lines of C.

Implementing functions to correctly evaluate C operators, even in C, is non-trivial;

it takes over 1200 lines of C. F or example, ANSI C speci�es a machine-dependent resulttype of adding an unsigned int and a long, and does not guarantee that doing all integer arithmetic using long and converting the result to the correct type will

CHAPTER 6. IMPLEMENT A TION69 type checking and symbol lookup could be done at compile time using type-inference techniques. The symbolic value of an expression is computed at the same time that the expression is evaluated, for example, inx[1+2] the strings "1+2" and "x" are combined to produce "x[1+2]" at the same time that the lvalue &x+3 is computed. In most cases, the computation of the symbolic value is more expensive than computing the result. F urthermore, many of the symbolic computations are unnecessary , because they are never printed, for example, in x[..1000] !=? 0, the symbolic expression

"x[i]" is computed 1000 times even though it might be printed only once. This kind of overhead is noticeable in complex queries and would need to be eliminated if such queries were used in watchpoints and conditional breakpoints. As a speci�c example,

1..1000000;, which produces no output, takes 27 seconds. Removing the code for computing the symbolic value in \.." decreased execution time to 12 seconds. Symbol lookup time is also substantial. 0+(..10000) takes 9 seconds, i+(..10000) takes

25 seconds (i’s rvalue is fetched 10000 times), i+0+(..10000) also takes 9 seconds, and 0+(..10000)+i takes 47 seconds, since i is looked up and fetched 10000 times.

While these measurements are incomplete, they are representative of the savings that a better implementation might make. A speed factor of 10 can be achieved by avoiding redundant symbol lookups, value fetches, and symbolic evaluations. Even more improvements could be made with static type checking and compiling ASTs into an intermediate code or even machine code.6.5

The Debugger Interface

Duel ’s interface to a debugger is a two-way interface and is intentionally narrow to simplify connecting it to a debugger. Duel duplicates some debugger capabilities in order to reduce its dependence on speci�c debuggers. F or example, Duel contains its own type and value representations and its own implementation of the C operators, as explained above.

The only new gdb command, duelexpr, accepts a Duel expression and passes it as a string to Duel ’s single entry point. The only modi�cation to gdb was the change to

CHAPTER 6. IMPLEMENT A TION70 one line to allow# in commands (# starts a comment in gdb; Duel uses ##). A single module contains the interface code between Duel and gdb. This module is about 650 lines of C broken down as follows.

180 comments, directives, help

150 converting between gdb and Duel types

150 symbol table, registers and frames access

70 accessing target space and target function call

50 converting between gdb and Duel values

50 duel command, miscellaneous

Duel calls functions in the interface module to allocate memory , read and write the

target’s data space, and to determine the types and addresses of target symbols. It

does not call any gdb functions directly . Duel ’s debugger interface consists of the

following functions.F unction Explanation duel_malloc allocates debugger memory

duel_free deallocates debugger memory

duel_get_target_bytes copies n bytes from a target address

duel_put_target_bytes copies n bytes to a target address

duel_get_target_bitfield copies n bits from a target bit �eld

duel_put_target_bitfield copies n bits to a target bit �eld

duel_target_func_call calls a function in the target

duel_get_target_variable returns value and type information for a symbol

duel_get_frames_no returns the number of active stack frames

duel_get_function_for_frame returns a function pointer for a given frame

duel_get_target_typedef returns type information for a typedef symbol

duel_get_target_struct_tag returns type information for a struct tag

duel_get_target_union_tag returns type information for a union tag

duel_get_target_enum_tag returns type information for an enum tag

Except for type and value conversions, most of these functions simply call gdb equivalents. Memory allocation in the target does not require a debugger-dependent function | Duel locates and calls the target’s malloc. If malloc is not de�ned,

CHAPTER 6. IMPLEMENT A TION71 variables cannot be de�ned and strings cannot be used;gdb uses the same method.

A trivial implementation of this interface, taking 200 lines, allows Duel to run as a stand-alone program capable of complex arithmetic evaluation.

Duel has been ported experimentally to another C debugger (SAS Institute 1992) with relative ease. It was interfaced successfully with gdb 4.2 to gdb 4.10 under di�erentUnix systems including SUN, DEC, HP , IBM, and A T&T and under OS/2.

The stand-alone version also runs under MS-DOS. Changes in gdb versions required only a few modi�cations to the interface, all because gdb’s internal structures changed.

An expert familiar with a debugger should be able to adapt Duel to run under it in less than a month.6.6

Discussion

The biggest di�culty in implementing Duel was gdb. I insisted on implementing Duel within an existing debugger, and chose gdb because of its wide use. But gdb contains over 150,000 lines of code, most of which are poorly documented and have been modi�ed repeatedly to incorporate new functionality , architectures and operation modes

(e.g., remote debugging, C++, unusual registers layouts, etc.) Duel is implemented in 4,300 lines of C.

I spent months decrypting the interactions between gdb modules. Because I was implementing Duel as an independent tool, I have not used any of the internal gdb functionality such as value and type management. Instead, I crafted code to convert gdb information into internal Duel structures. It turned out that only a few hundred lines of code were needed, but writing them required a full understanding of gdb. It helped to be able to debug gdb itself by using another copy of gdb. This approach allowed me to debug Duel and the Duel -gdb interface by using both Duel and gdb.

The experience with Duel and gdb provides insight into building and designing tools at the complexity level of gdb. It is not su�cient to design modules at a functional level; modules should provide independent, general services, with the expectation that they will be used throughout the life cycle of the product in unplanned ways. Di�erent levels of functionality must be kept separate even if combining them

CHAPTER 6. IMPLEMENT A TION72 for the �rst release leads to shorter, simpler coding.gdb provides few clean interfaces;

the function that looks up a local symbol also returns a global symbol if the local isn’t found, and there is no function to go directly to the nth frame. These capabilities do exist, of course, but they are buried in functions that also provide higher level services, which made the implementation of Duel more di�cult.

Chapter 7

Extensions and F uture W orkDuelis already a complex, operator-rich language, so the addition of \features" that complicate it must be weighted carefully against their use, especially when adding new operators or enhancing existing semantics. Some operators, howev er, could be simpli�ed by semantic enhancements, for example, the++ operator is unde�ned for rvalues, so after i:=5, the expression i++ is illegal. Extending the semantics to permit rvalue aliases would allow idiomatic use like for(i:=0 ; i<10 ;i++).

Duel expressions can be used in conjunction with other debugger operations. The integration of Duel with conditional and global breakpoints raises many new semantic and implementation issues. A more general approach to conditional execution, based on Duel expressions, emerges from such extensions.

Duel ’s prime use is in the analysis of error states, often producing a complex expression whose result indicates an error, for example, a linked list with duplicate elements. Using that same expression to execute the program in reverse until the condition becomes false might help automate the search for the bug origin.

Chapter 2 details the problems with existing debuggers, especially the lack of conditional reverse execution or forward reexecution that simulates it. The discussion below concentrates on enhancements to existing facilities, for example, watchpoints, but it applies equally well to reverse execution and the new conditional-execution facilities suggested in Chapter 2. 73

CHAPTER 7. EXTENSIONS AND FUTURE WORK76

Finally , several operators have not been implemented, including pair-wise comparison of generators like==/, summation operators like +/, and C modi�ed assignments like +=. Other unimplemented features include modi�cation of bit �elds, initialization of declared variables, declaration of new types, a step-speci�ed range operator (e.g.,

1..100:+2), and structure and array constants. User experience indicates these extensions are useful, but not essential, although they might be more important if Duel were used in conditional and global breakpoints.7.2

Conditional Breakp oints

A conditional breakpoint is a breakpoint that occurs only under speci�ed conditions.

F or example, when line 48 is reached, execution stops only if the condition x==0 is true. Conditional breakpoints are the simplest form of \automatic debugging."

A typical scenario occurs when a function f(x) behaves incorrectly for a negative parameter x. Using a breakpoint with the condition x<0 at f’s entry stops execution when the �rst negative x is passed to f. An unconditional breakpoint would stop at each call to f, forcing the programmer to check x’s value manually and to continue execution, possibly hundreds of times, until a negative x is occurs.

In most debuggers, the expression used in conditional breakpoints is a source expression, limiting their use. F or example, it is impossible to stop when an array contains a negative element or a function f(x) is called from function g with a negative x. Conditional breakpoints are an advanced debugging technique; when used, nontrivial conditions are likely to be called for | conditions that cannot be expressed with a source expression but are easy to formulate with Duel . Examples of Duel - conditions likely to be used with conditional breakpoints includeframe(0)==f

&& frame(1)==g && f.x<0

&&/(frames_no>9, frame(..10)==h)

#/root-->next <? 3

||/(y[..100]<0)

The �rst condition stops if f is called from g and x in f is negative. The second condition stops if the function h is called recursively more than ten times. The third

CHAPTER 7. EXTENSIONS AND FUTURE WORK77 example stops if the linked list pointed byroot has less than three elements, and the last example checks for a negative element in array y.

Conditional breakpoint performance is critical. W aiting a few seconds for the evaluation of a Duel expression that was entered interactively is acceptable, but if the same expression is evaluated hundreds of times in a breakpoint before execution is halted, an unacceptable delay of over ten minutes could occur. Duel ’s performance must be improved, as discussed in the previous section.

Some Duel conditions are easier to express by returning a non-Boolean result. F or example, x[..100] ==? 0 intuitively stops when x contains a zero element, but it returns zero when the condition is met and nothing otherwise. T o return a Boolean result, it must be rewritten as ||/(x[..100]==0) or #/(x[..100] ==? 0)>0. User experience is needed to best decide how conditions should be speci�ed and if special syntax or semantics should be added, for example, to specify that a condition is met if more than one value is returned.

In some cases, it is useful to declare variables that are \local" to the breakpoint but whose values are retained across repeated evaluations of the condition. F or example, int count=5 ;; --count>0 could be used as a condition to stop execution after the breakpoint is reached �ve times. Another example isint oldx[100] ; oldx[i:=..100]=x[i] ;; ||/(oldx[j:=..100] != x[j]) which stops when it detects that array x was modi�ed. The \;;" operator separates the initialization from the condition. When the breakpoint is reached the �rst time, both the initialization and the condition are evaluated. Thereafter, only the condition is evaluated. Alternatively , the initialization is evaluated immediately .

Allowing variables in breakpoints creates many complexities that merit further investigation (Crawfordet al. 1992). Examples include visibility , interactive access to the values, and the storage of multi-value results, for example, the current values of a linked list.

CHAPTER 7. EXTENSIONS AND FUTURE WORK78

7.3 W atchp oints and Global Breakp oints

Conditional breakpoints are limited to a single program location. Programmers often require that a condition be checked in multiple locations or even everywhere.

F or example, a user may learn that a variable is modi�ed gratuitously , for example, overwritten by a bad pointer. A global conditional breakpoint that checks its condition everywhere, would locate that modi�cation. Global breakpoints conceptually single-step the program and check the condition at each step.

W atchpoints, or traces, add syntactic sugar. A watchpoint is a global breakpoint that stops when the value of an expression changes. F or example, ifx is 5, a watchpoint on x would be equivalent to a global breakpoint on x!=5.

Both watchpoints and global breakpoints are rarely used. Linton (1990) suggests these are powerful idioms and notes their poor performance, but also indicates that users have not asked for improvements. The reason for lack of use might be that they are of little use in their current form. As with conditional breakpoints, these advanced features are likely to require non-trivial conditions that cannot be speci�ed with a source expression, but could be expressed in Duel . Examples include a hash table being over 90% full, a matrix containing a zero column, assignment to an array element that was non-zero, and a tree containing a cycle.

The issues regarding conditional breakpoints apply here, too, but some are aggravated. Performance is crucial because the condition is typically checked tens of thousands of times and variables \local" to the conditions might be required for many common conditions.

Scoping issues present a serious problem. As the program executes, the scope where the condition is checked changes. Current debuggers essentially ignore the scoping issue. Borland uses dynamic scoping; a watchpoint for x can change from a global to a local variable. gdb deletes a watchpoint as soon as the variables it references go out of scope, which makes it impossible, for example, to set a watchpoint on a local variable that goes in and out of scope.

F urther research is required concerning scope, and especially the ability to refer to global or module-wide variables from the condition. V ariables could be speci�ed

CHAPTER 7. EXTENSIONS AND FUTURE WORK79 based on a location from which they are visible and an active stack frame if they are local variables to a recursive function, for example, variablex visible from line 56 in module eval.c using the 3rd activation of this function. Syntax to express such information might be tedious to type, so mouse interface issues should be considered.

Duel expressions already support partial checking of the current execution location, for example, frame(0) == strcpy is true if the program is in the function strcpy. Programmers can use such expressions to limit global breakpoints to only speci�c program locations, for example, a breakpoint that stops when a linked list is modi�ed outside the scope of functions that are known to modify it. Semantics should therefore be added to allow pinpointing the current execution location. I have been unable to design a good syntax that solves both this and the previous scoping problem satisfactory . Such syntax should allow references to speci�c location or locations, to a function entry or exit, and to a module or source �le.

Finally , watchpoints for a Duel expression are more complicated than watchpoints for a simple, single-valued expression. One option is to execute the condition when it is �rst entered and to save the resulting values. Alternatively , a changed() builtin operator could be provided, for example,changed(x[50..99])

|| ||/x[..50]==0 would stop as soon as the upper half of array x is changed or an element of the lower half becomes zero. The best semantics for changed are unclear. One possible implementation would collect the operands at the �rst stop and thereafter compare the operands to those previously collected.

There are several di�erent ways to implement fast watchpoints for simple variables (W ahbe 1992). It is possible to analyze Duel watchpoints and to derive a set of simple variables whose change is a precondition for the Duel condition to be true.

Using fast, simple watchpoints on these variables could eliminate many needless evaluations of the Duel condition therefore speeding up program execution.

CHAPTER 7. EXTENSIONS AND FUTURE WORK80

7.4 Execution-Control Conditions

If Duel was enhanced so that it could check the current execution location, it would be possible to write global breakpoints that are semantically equivalent to breakpoints on source locations, for example,if($$

== scope("eval.c",45)) stop

($$ ==? scope("eval.c",32)).if(x==5) stop

The �rst expression is an unconditional breakpoint at line 45 in moduleeval.c; the second is a conditional breakpoint at line 32 in eval.c, depending on x==5, x being the visible x at that line. The $$ operator refers to the \current location." Such global breakpoints, especially if written in an idiomatic fashion, could be optimized by the debugger into regular and more e�cient breakpoints. These semantics provide an alternative to the complex and often incoherent debugger commands that deal with di�erent kinds of breakpoints and watchpoints. The target always appears to be single-stepped, and a set of programmer-speci�ed conditions is checked, or evaluated, after each interesting source location. Eachexecution-control condition, or ECC, is written in an extended Duel -like language. ECCs could provide the sole control over execution and would be optimized by the debugger to provide e�cient program execution where possible. An empty ECC would execute the program to the end, an

ECC consisting solely of stop would single-step the target, etc.

Modern debuggers often provide single-key or mouse-click actions to insert breakpoints or single step the program. The same actions can be used to create ECCs, freeing the programmer from writing relatively long code for simple actions. Debugging commands like next and return could also be speci�ed in terms of ECCs.

ECCs are a signi�cant change from current debuggers and debugging methods.

They require a new debugger centered around them, an ECC optimizer and e�cient interpreter, and a new user interface. There are many syntactic and semantic issues that need to be solved, and an actual implementation and user experience with this new environment is required. Most of the ideas in the previous sections could be incorporated or modi�ed for use with ECCs.

Chapter 8

Conclusions

Since the introduction of symbolic source-level debugging in the late 70’s, the process by which programmers debug their code has seen little change. Many programmers continue steadfast in their use of print statements as a debugging tool, ignoring debuggers altogether. Those who use debuggers su�er from several problems common to most debuggers.

Debuggers often frustrate their users. Details of the target’s state, which the user knows \are there," like the value at a tail of a linked list, cannot be accessed; high-level facilities like watchpoints cannot be used because they are too ine�cient, and reverse execution, even a few steps back, is often impossible. Attempts to work around these problems often result in unwieldily debugging methodologies, which ultimately cause users to stop using debuggers.

This thesis has touched only the tip of the iceberg.Duel attempts to improve the state querying facility , but much more work is required. The importance of good debugging facilities will continue to grow as software systems become ever larger and more complicated. Users should be educated to pay as much attention to programming tools as they give to performance benchmarks. Researchers should realize that advancing software development and debugging is as important and \exciting" as improving, for example, disk-drive performance. 83

CHAPTER 8. CONCLUSIONS84

8.1 User Exp erience

Duel is public-domain software; a previous version as reported in (Golan and Hanson 1993) has been available for several months.1 That version of Duel produced a list of all commands entered in a �le and I have asked people to mail these �les back to me for analysis.

Despite being technically complex to install and use, the release was a moderate success. In about three months, over a hundred people installed and used Duel .

F eedback from these users helped me to understand the di�culties of using Duel , to modify several aspects of Duel , and to substantiate the importance of such a tool.

Nevertheless, it is important to realize that these comments, howev er encouraging, are not the product of a controlled experiment with results that can be assured statistically .

SAS Institute has incorporated Duel into an experimental version of their C debugger (SAS Institute 1992), and intends to support it in the next release. They have reported no special di�culties in interfacing with the Duel code. Overall, response was enthusiastic; some of the more vivid comments I received were:

\I like Duel . I was getting really sick of typing*ml->next->next->next->next ad naseum," and \Duel seems to have lots of varied functionality packed into terse operators, rather like Perl: : : I really hope that many of your ideas are picked up by debugger-writers. If so, you’ve done a great service to software developers."

Stephen Harrison seems to have summed up the opinions of most users:

\Just occasionally something turns up that’s good enough to make you wonder how you ever managed without it. Duel is in this category ." 1

Duel is available for anonymous ftp fromftp.cs.princeton.edu:/duel; users must have the

source code for gdb, also available for ftp at the same site.

CHAPTER 8. CONCLUSIONS85

Several signi�cant bugs were also discovered by users, indicating that Duel has been actively used. A serious problem with this kind of \experiment" is that people avoid sending negative comments. I had to encourage such comments in order to gain a more ob jective picture. Probably the biggest complaint was the syntax, for example,

\Minor nit; I think you’d agree that the syntax leaves a little to be desired|it took me an hour or two to commit the common idioms to memory ."

A common reason for not using Duel was the use of another debugger and the unwillingness to usegdb, even with Duel . The only graphical interface for gdb, called xxgdb, pales in comparison to some of the interfaces available for other debuggers.

Still, no other debugger whose source code is available is also as widely used. Within two weeks of its release, Duel has been installed and tested on a variety of systems including

Unix and OS/2 systems by SUN, DEC, IBM, HP , and A T&T. Designing

Duel to be portable paid o�. The few portability problems encountered were often environmental, such as the lack of an ANSI C compiler, although in several cases I modi�ed the code to improve its portability .

The importance of Duel ’s succinct expressions remained unclear, but as examples below show, at least some succinct capabilities are important. Several users made speci�c comment on its importance, while others found the syntax tedious to learn, and reported that they used the help facility often. The existence of over 50 examples of common use in the manual was widely appreciated, and writers of similar software would do well to devote time and space for more examples. At least some terse operators were used by everyone, for example, the \.." operator.

The idea of using a di�erent language to express queries about the target state seems to be supported by everyone who tried Duel . Most users accepted it subconsciously , simply �nding that Duel �lls the bill. Others noted it, as one user said:

\Programming languages are not designed to explicitly make queries about the state of a program. In addition, for the most part, these sort of queries are independent of the source language."

CHAPTER 8. CONCLUSIONS86

There were many requests for enhancements. Several people asked for Duel \procedures" and C++ support. Others wanted improved formatting of numerical results, for example, the current version always prints unsigned integers in hexadecimal. The idea of using Duel expressions everywhere ingdb | especially in conditional breakpoints | excited several users. One user who wanted to debug optimized code needed syntax like $pc to access registers. With my help, he modi�ed Duel to support it and his code was added to the latest release. Finally , two small companies who develop debugging tools showed interest in integrating Duel into their code.

Several people wanted to postprocess the output from Duel , for example, to display data points as a graph. T o that end, I added support for post processing of the output using aUnix �lter as discussed in Section 5.3. This facility , howev er, was optional and poorly documented, and I have received little feedback about its use. Instead, one user reported extending Duel /gdb to work with a REXX interpreter, and another modi�ed the emacs-gdb integration software to post process Duel ’s output.

Among the most common problems were the need to use the keyword T with type de�nitions. In response I have modi�ed the parser so that (T type) and (T type*) casts, the cases used most often, are accepted without requiring the T keyword. User complaints also led to initializing all declared variables to zero and to some improvements in parsing, for example, x[y[1]] is accepted even though ]] is the selection operator. These changes indicate that careful design does not eliminate the need for hands-on experience.

An analysis of the command �les veri�ed most of my expectations. Most expressions are simple and use only a few operators. One commonly used idioms is a,b,c simply to display the values of several scalars with their symbolic names. In contrast, gdb requires three print statements and the symbolic names are lost. Both the ..

and --> operators are used heavily , often only to print a range of values. The most clearly misunderstood feature was the use of \_" with \=>", for example, several users used expressions of the form \e => _", which are identical in all respects to just e.

As expected, users entered increasingly complex expressions by interactively building on previously entered expressions. It is unclear, however, how much of this use should be attributed to typical exploratory use versus the learning curve of Duel .

CHAPTER 8. CONCLUSIONS87

Users did make complex queries. The following examples were all entered by users who debugged real programs. The systems being debugged included a Lisp interpreter and an SQL manager. Each line is a di�erent example.sb->messages-->next[[29]]->n_fields

*(struct sqlvar_struct *)frame(2).$i0

this->right_tree->tree->nodes.things[..15]

#/hMetaTree->root-->(oldestChild,youngerSibling)

mastart[..10][..10] => if(_.tisOri != _.tisMod) _

(infx_sqldas->i_sqlda.sqlvar[..41]).(if (sqlind[0] != -1) _)

((T CONS*)list)-->((T CONS*)cdr)->(if (car->type==8) frob(car));

((INFX_TABLE_HDR *)curr_inf_ptr)->infx_sqldas->k_sqlda.sqlvar[..2]

*(short *)(((INFX_SQLDAS*)0x1aabcc)->k_sqlda.sqlvar[2,3,6].sqldata)

pstaSimHead-->pstaSimNext->(tisMod,pstaTrainNextStationPrev->tisMod)

8.2 Duel

The problem that Duel addresses did not \exist" beforehand. It was through attempts at creating more advanced debugging tools that I have realized that the current state querying facilities in many debuggers are inadequate. If Duel has accomplished nothing else, it has at least articulated the need for improved state querying facilities.

Common wisdom suggests that data created by C code is best manipulated by C code. Therefore, simple C-expressions are used in debuggers for target exploration.

Such use masks the problems; existing limitations are often blamed on the lack of a complete C interpreter in the debugger. Y et some necessary operations cannot be expressed in C, for example, searching the target’s active stack for certain function activations. The limitations inherent in debugging a language with itself apply to any language; it is certainly not a problem of C or C debuggers per se.

The design of Duel proved much harder than I imagined. What started as a shorthand notation with emphasis on output formatting ended as a full-featured language closely resembling C. In retrospect, it should have been clear that Duel ’s design would be di�cult. Because the problem did not \exist," Duel had to \prove" the problem’s existence. Speci�cally , Duel had to be \clearly better" than slapping a C interpreter into the debugger, although showing that Duel is an improvement is a sub jective

CHAPTER 8. CONCLUSIONS90 of the programming language, and its \spirit," as it is captured in common implementations, e�ect the way debuggers operate and the kind of bugs that debuggers help to locate. The discussion below re ects on these issues based on the experience with Duel .

Integrated development environments (IDEs) are often touted as a solution to interaction problems between programming tools. But even though some IDEs are now commonly used, many programmers prefer stand-alone tools, especially in large pro jects. No single IDE answers the needs of all pro jects; mixing and matching smaller tools | the \Unix approach" | is likely to continue to dominate large pro jects.

Mixing and matching requires standard interfacing. Unix provides just such an interface with pipes and standard i/o redirection. A similar, commonly available, interface among programming tools does not exist.gdb has no programming interface which complicated the implementation of Duel . This problem is not new or unique to

Duel | many tools have been developed in conjunction with or on top of debuggers using ad hoc methods, for example, dbxtool (Adams and Muchnick 1986).

Interaction with editors is also problematic. F ew editors provide an interface that allows debuggers to display source in the editor with the current location highlighted.

emacs (Stallman 1981) is one of the few general-purpose editors that provides an interface to the debugger, but rather than allowing the debugger to control the editor, the implementation is reversed: the editor attempts to control the debugger using the standard debugger commands, which are intended for a human interface. This approach is limited, for example, emacs cannot display multiple breakpoints in a special color.

F urther research is needed in the design and speci�cation of editors, compilers, and debuggers that can interface to and control each other. F or example, it should be possible for an external tool to specify which lines to highlight in the editor and to indicate errors or breakpoints. Compilers should allow interactive error recovery , so an error could be directly re ected in the editor, �xed, and compilation continued. Debuggers should provide breakpoints and execution-location management and display through the editor.

CHAPTER 8. CONCLUSIONS91

Many committees have standardized languages, disk controllers, etc. Standardizing the debugger command-language and the interaction between common programming tools could reap similar bene�ts, for example, most debugging information is kept in a proprietary , often ad hoc format, making the design of third-party debuggers hard or impossible. DW ARF (Unix International 1993) is an on-going attempt to standardized at least that aspect of the compiler-debugger interaction.

T ools to browse source code and to display it at various levels of detail can prevent programming errors and help in detecting and �xing errors when they occur.

T raditionally , browsers are stand-alone, special-purpose tools, but they too can and should be integrated with the editor. Such integration would allow programmers to display the declaration of a variable with a mouse click within the editor, for example.

The bene�ts of each such \look up" during editing are relatively small, so leaving the editor to run a special browser each time is impractical. The combined bene�ts of many \look ups" is signi�cant, but can only be realized from within the editor.

The design of the programming language plays an important part in the editor’s ability to display source-code in intelligent ways. It is unfortunate that C, and especially C++, are complicated and hard to analyze, making the design of a combined editor-browser much harder. Recent extensions to C++ exacerbate these problems.

While language committees spend much time arguing minor details that might a�ect portability , little time is spent considering the standard’s implications on other programming tools. F or example, ANSI C ignores the problem of deciding when two types declared in di�erent modules are equivalent, which forces Duel to use an ad hoc technique to compare types. Whether a closing brace \}" that ends a loop is a

\statement" on which the user can place a breakpoint and whether continue would reach that statement are unspeci�ed, so di�erent debuggers handle these situations di�erently . Pseudo code to interact with the debugger is also not de�ned, for example, a pragma like #break to force a breakpoint at that location.

The C language is also poorly suited for debugging. It speci�es no run-time checks, has a weak type-system, and its pointer semantics often cause memory overwrites. It therefore seems that C and C++, unless heavily modi�ed, cannot address the above issues, although a safe subset of C++ has been designed by Ellis and Detlefs (1993).

CHAPTER 8. CONCLUSIONS92

Modula-3 does address most of these issues, but it is incompatible with C style, syntax and semantics | perhaps the main reason why it has been largely ignored.

New languages that address the above issues while trying to stay compatible to C’s

\spirit" are worth serious consideration.

App endix A

Duel Reference ManualA.1

Precedence T able 1 summarizes all ofDuel ’s operators in decreasing order of precedence. All of the C operators are implemented in Duel with the same precedence. Most of the Duel operators use the same precedence level as in C, e.g., the>? operator has the same precedence as >. Several Duel operators, most notably # and @, use the highest precedence level, even though a lower precedence level would have been more appropriate. This choice forces users to use parenthesis more often, but avoids the confusion possible with the addition of more precedence levels.

A.2 Op erators

Each of the operators in Duel is described in details in the following sections, including special side e�ects, evaluation order and caveats.Binary

C op erators

The binary operatorsx+y x-y x*y x/y x%y x^y x|y x&y x<<y x>>y

x>y x<y x>=y x<=y x==y x!=y x=y x[y]93

APPENDIX A. DUEL REFERENCE MANUAL94

Associativity Operators

left{x} (x) x[y] x->y x.y x(y) x-->y x[[y]] x#y x@y

right #/x -x *x &x !x ~x ++x --x x++ x-- (cast) x

frame(x) sizeof x

left x/y x*y x%y

left x-y x+y

left x<<y x>>y

none x..y ..x x..

left x<y x>y x<=y x>=y x<?y x>?y x<=?y x>=?y x>?y

left x==y x!=y x==?y x!=?y

left x&y

left x^y

left x|y

left x&&y &&/x

left x||y ||/x

right x? y:z

right x:=y x=y x+=y,: : :

left x,y

right x=>y

right if(x) y else z while(x)y for(u;v;w) x

left x;y T able 1: Duel operators in decreasing precedence follow their C semantics. F or each value of x, they are evaluated for every value of y, e.g., (5,2)>(4,1) evaluates as 5>4, 5>1, 2>4, 2>1 returning 1, 1, 0, 1. The y values are reevaluated for each new value of x, e.g., i=4; (4,5)>i++ evaluates as 4>4 and

5>5. Beware of multiple y values in assignment, e.g., x[..3]=(4,6,9) does not set x[0]=4, x[1]=6 and x[2]=9. It assigns 4, 6 and 9 to each element, having the same e�ect as x[..3]=9. Use x[i:=..3]=(4,6,9)[[i]] to achieve the desired e�ect.Unary

C op erators

The unary C operators-x

~x &x *x !x ++x --x x++ x-- sizeof(x) (type)x follow their C semantics. They are applied to each value of x. The increment and decrement operators require an lvalue, so i:=0 ; i++ produces an error because i

APPENDIX A. DUEL REFERENCE MANUAL97

The value returned byx is also stored implicitly in \_" which can be used in y, e.g.,

1..5 => z[_][_] will output z[1][1], z[2][2] etc. The symbolic value for \_" is that of the left side value, hence {_} is not needed.

Semicolon has the lowest precedence, so it must be used inside () or {} for compound expressions. Beware that if(a) x; else {y;} z is illegal; a semicolon is not allowed before \}" or else and must be inserted before z.

x->y x.y

These operators work as in C for a symbol y. If y is an expression, it is evaluated under the scope of x, e.g., z.(a+b) is the same as z.a+z.b, if a and b are �eld of x

(if not, they are looked up as local or global variables.) x may return multiple values of di�erent types, e.g., (u,v).a returns u.a and v.a, even if u and v are di�erent structures. Also, the value of x is available as \_" in y, e.g., x[..100].(if(a) _) produces x[i] for each x[i].a!=0. Nested x.y are allowed, e.g., u.(v.(a+b)) would lookup a and b �rst under v, then under u.Aliases:

x:=y

Aliases store a reference to y in the symbol x. Any reference to x is then replaced by y. If y is a constant or an rvalue, its value is replaced for x. If y is an lvalue (e.g. a variable), a reference to same lvalue is returned, e.g., x:=emp[5] ; x=9 assigns 9 to emp[5]. Aliases retain their values across invocation of the dl command. An alias to a local variable will reference a stray address after the variable goes out of scope. The special command dl clear deletes all the aliases, and dl alias shows all current aliases. Symbols are looked up as aliases �rst, so an alias x will hide a local x.

x-->y

The expansion operator x-->y expands a data structure x following the y links.

It returns x, x->y, x->y->y,: : : until a null is found. If x is null, no values are produced. If y returns multiple values, they are stacked and each is further expanded in a depth-�rst notion. F or example, if r is the root of a tree with children

APPENDIX A. DUEL REFERENCE MANUAL98 u->childs[..u->nchilds], then u-->(childs[..nchilds]) expands the whole tree.

y is an arbitrary expression, evaluated exactly like x->y (including \_".) x@y The expression x@y produces the values of x until x.y is non-zero. This allows expressions like \for(i=0 ; x[i].code!= -1 && i<100 ; i++) x[i]" to be written as x[..100]@(code==-1). The evaluation of x stops as soon as y evaluates to true.

x->y or x=>y are used to evaluate y when x is not a struct or a union. If y is a constant, (_==y) is used, e.g., s[0..]@0 produces the characters in string s up to but not including the terminating null.

#/x &&/x ||/x

These operators return a single \summary" value for all the values returned by x.

#/x returns the number of values returned by x, e.g., #/(x[..100]>?0) counts the number of positive x[i]. &&/x returns 1 if all the values produced by x are non-zero, and ||/x returns 1 if any of x’s values is non-zero. As in C, the evaluation stops as soon as possible. F or example, ||/(x[..100]==0) and &&/(x[..100]==0) check if one or all of x[i] are zero, respectively .

x#y x[[y]]

The operator x#y produces the values of x and arranges for y to be an alias for the index of each value in x. It is commonly used with x-->y to produce the element’s index, e.g., head-->next->val#i=i assigns each val �eld its element number in the list. The selection operator x[[y]] produces the yth result of x. If y returns multiple values, each selects a value of x, e.g., (5,7,11,13)[3,0,2] returns 13, 5, and 11

(13 is the 3rd element, 5 is the 0th element). Be careful with side e�ects in x | its evaluation is restarted for decreasing y values.

APPENDIX A. DUEL REFERENCE MANUAL99 frame(n) frames no func.x frame(n) returns a reference to the nth frame on the stack. 0 is the inner most function and frame(frames_no-1) is main(). F rame values can be compared to function pointers, e.g., frame(3)==myfunc is true if the fourth frame is a call to myfunc, and in scope resolution, e.g., frame(3).x returns the local variable x of the fourth frame. frames_no is the number of active frames on the stack, e.g.,

\(frames(..frames_no) ==? myfunc).x" displays x for all active invocations of myfunc. \(frames(..frames_no)==?f)[[0]].x" which access x for the top most invocation of f can be written simply as f.x.

References

Adams, Evan and Steven S. Muchnick. 1986 (July).

DbxTool: A window-based symbolic debugger for Sun workstations.Software|Practice

& Experience, 16(7):653{669.

Agrawal, H., R. A. Demillo, and E. H. Spa�ord. 1993 (June).

Debugging with dynamic slicing and backtracking.

Software|Practice & Experience, 23(6):589{616.

Aho, Alfred V., Brian W. Kernighan, and Peter J. W einberger. 1988.

The A WK Programming Language.

Reading, MA: Addison W esley .

American National Standard Institute, Inc. 1990.

American National Standards for Information Systems, Programming Language C

ANSI X3.159{1989.

New Y ork.

Appel, Andrew W. and Andrew P . T olmach. 1990 (June).

Debugging Standard ML without reverse engineering.

In ACM Conference on LISP and F unctional Programming, pages 1{12, Nice, F rance.

Aral, Ziya, Ilya Gertner, and Greg Scha�er. 1989 (May).

E�cient debugging primitives for multiprocessors.

Proce edings of the Third International Conference on Architectural Support for Pro-

gramming Languages and Operating Systems, SIGPLAN Notices, 24(5):87{95.

Balzer, Robert M. 1969.

EXDAMS|EXtendable Debugging and Monitoring System.

In AFIPS Proce edings Spring Joint Computer Conference, pages 567{580, Arlington,

V A. AFIPS Press.

Bates, Peter and Jack C. Wileden. 1983 (August).

An approach to high-level debugging of distributed systems.

Proce edings of the SIGSOFT/SIGPLAN Software Engineering Symposium on High-

Level Debugging, SIGPLAN Notices, 18(8):107{111. 100

REFERENCES

101 Bates, Peter. 1989 (January).

Debugging heterogeneous distributed systems using event-based models of behavior.Proce edings of the ACM SIGPLAN/SIGOPS Workshop on Paral lel and Distributed

Debugging, SIGPLAN Notices, 24(1):11{22.

Beander, Bert. 1983 (August).VAX

DEBUG: An interactive, symbolic, multilingual debugger.

Proce edings of the SIGSOFT/SIGPLAN Software Engineering Symposium on High-

Level Debugging, SIGPLAN Notices, 18(8):173{179.

Bovey , J. D. 1987 (September).

A debugger for a graphical workstation.

Software|Practice & Experience, 17(9):647|662.

Brooks, Gary , Gilbert J. Hansen, and Steve Simmons. 1992 (July).

A new approach to debugging optimized code.

ACM SIGPLAN ’92 Conference on Programming Language Design and Implementa-

tion, SIGPLAN Notices, 27(7):1{11.

Brooks, F rederick P . 1987 (April).

No silver bullet: Essence and accidents of software engineering.

Computer, 20(4):10{18.

Bruegge, Bernd and Peter Hibbard. 1983 (August).

Generalized path expressions: A high level debugging mechanism.

Proce edings of the SIGSOFT/SIGPLAN Software Engineering Symposium on High-

Level Debugging, SIGPLAN Notices, 18(8):34{44.

Budd, Timothy A. 1982 (March).

An implementation of generators in C.

Journal of Computer Languages, 7(2):69{82.

Cargill, T. A. and B. N. Locanthi. 1987 (Oct).

Cheap hardware support for software debugging and pro�ling.

Proce edings of the Second International Conference on Architectural Support for Pro-

gramming Languages and Operating Systems, SIGPLAN Notices, 22(10):82{83.

Cargill, Thomas A. 1983 (December).

The Blit debugger.

Journal of Systems and Software, 3(4):277{284. . 1986 (January).

The feel of Pi.

In Proc eedings of the Winter USENIX T echnical Conference, pages 62{71, Denver,

CO.

REFERENCES

104 Intel Corporation. 1986 (April).80386 data sheet.

Santa Clara, CA.

Iverson, Kenneth E. 1962.

A Programming Language.

New Y ork, NY: John Wiley & Sons.

Johnson, Mark Scott. 1977a (October).

The design of a high-level, language independent symbolic debugging system.

In Proc eedings of the ACM Annual Conference, pages 315{322, Seattle, W A.

Johnson, Stephen C. 1977b (December).

Lint, a C program checker.

T echnical Report 65, Computing Science Research Center, A T&T Bell Laboratories,

Murray Hill, NJ.

Johnson, Mark Scott. 1978 (August).

The Design and Implementation of a Run-Time Analysis and Interactive Debugging

Environment.

PhD thesis, The University of British Columbia. . 1982 (April).

Some requirements for architectural support of software debugging.

SIGPLAN Notices, 17(4):140{148.

Kessler, Peter B. 1990 (June).

F ast breakpoints: Design and implementation.

Proce edings of the SIGPLAN’90 Conference on Programming Language Design and

Implementation, SIGPLAN Notices, 25(6):78{84.

Knuth, Donald E. 1973.

The Art of Computer Programming: V olume 1, F undamental Algorithms. second edi-

tion.

Reading, MA: Addison W esley .

Linton, Mark A. 1990 (June).

The evolution of Dbx.

In Proceedings of the Summer USENIX T echnical Conference, pages 211{220, Ana-

heim, CA.

Lopriore, Lanfranco. 1988 (May).

A user interface speci�cation for a program debugging and measuring environment.

Software|Practice & Experience, 19(5):437{460.

REFERENCES

105 Matanzano, J. F. and S. R. Bourne. 1977 (January).A tutorial introduction to ADB, UNIX Programmer’s Manual, 7th Ed, V ol. 2A.

Bell Laboratories.

Mellor-Crummey , J. M. and T. J. LeBlanc. 1989 (May).

A software instruction counter.

Proce edings of the Third International Conference on Architectural Support for Pro-

gramming Languages and Operating Systems, SIGPLAN Notices, 24(5):78{85.

Meyer, Bertrand. 1992.

Ei�el: The Language.

London: Prentice Hall International.

Miller, Barton and Thomas LeBlanc, editors. 1989 (January).

Proce edings of the SIGPLAN/SIGOPS Workshop on Paral lel and Distributed Debug-

ging, SIGPLAN Notices, volume 24.

Miller, Barton and Charles McDowell, editors. 1991 (December).

Proce edings of the ACM/ONR Workshop on Paral lel and Distributed Debugging, SIG-

PLAN Notices, volume 26.

Myers, Brad Allan. 1980 (June).

Displaying data structures for interactive debugging.

Master’s thesis, Massachusetts Institute of T echnology , Cambridge, MA.

O’Bagy , Janalee and Ralph E. Griswold. 1987 (July).

A recursive interpreter for the Icon programming language.

Proce edings of the SIGPLAN’87 Symposium on Interpreters and Interpretive T ech-

niques, SIGPLAN Notices, 22(7):138{149.

Olsson, Ronald A., Richard H. Crawford, W. Wilson Ho, and Christopher E. W ee.

1991 (May).

Sequential debugging at a high level of abstraction.

IEEE Software, 8(3):27{35.

Olsson, Ronald A., Richard H. Crawford, and W. Wilson Ho. 1990 (June).

Dalek: A GNU, improved programmable debugger.

In Proceedings of the Summer USENIX T echnical Conference, pages 221{231, Ana-

heim, CA. . 1991 (F ebruary).

A data ow approach to event-based debugging.

Software|Practice & Experience, 21(2):209{229.

REFERENCES

106 Pow ell, Michael L. and Mark A. Linton. 1983 (August).

A database model of debugging.Proce edings of the SIGSOFT/SIGPLAN Software Engineering Symposium on High-

Level Debugging, SIGPLAN Notices, 18(8):67{71.

Ramsey , Norman. 1993 (January).

A Retargetable Debugger.

PhD thesis, Department of Computer Science, Princeton University , Princeton, NJ.

Ross, Graham. 1987 (January).

Integral C | a practical environment for C programming.

SIGPLAN Notices, 22(1):42{48.

Russell, Mark. 1992.ups.

ups is a graphical, source-level debugger for C. It is available for anonymous ftp

from host unix.hensa.ac.uk (129.12.21.7), in /misc/unix/ups/ups-2.45.tar.Z.

The author’s email address is mtr@ukc.ac.uk.

SAS Institute Inc. 1992 (June).

SAS/C Development System User’s Guide, V olume 2: Debugger, Utilities, Assembler,

V ersion 6.0.

Cary , NC.

Stallman, Richard M. and Roland H. Pesch. 1991.

Using GDB: A guide to the GNU source-level debugger, GDB version 4.0.

T echnical report, F ree Software F oundation, Cambridge, MA.

Stallman, Richard M. 1981 (June).

EMACS: The extensible, customizable self-documenting display editor.

In Proce edings ACM Symposium on T ext Manipulation, pages 147{156, Portland, OR.

Ste�en, Joseph L. 1984 (April).

Experience with a portable debugging tool.

Software|Practice & Experience, 14(4):323{334.

T olmach, Andrew P . 1992 (October).

Debugging Standard ML.

PhD thesis, Department of Computer Science, Princeton University , Princeton, NJ.Unix

International. 1993 (July).

DW ARF Debugging Information F ormat.

Parsippany , NJ.

REFERENCES

107 W ahbe, Robert. 1992 (September).

E�cient data breakpoints.Proce edings of the Fifth International Conference on Architectural Support for Pro-

gramming Languages and Operating Systems, SIGPLAN Notices, 27(9):200{212.

W alker, Kenneth and Ralph E. Griswold. 1992 (August).

An optimizing compiler for the Icon programming language.

Software|Practice & Experience, 22(8):637{657.

W all, Larry and Randal L. Schwartz. 1990.

Programming Perl.

Sebastopol, CA: O’Reilly and Associates.