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Objectives

. We will cover:
- Some important web pgmming security risks
- Some mitigation techniques

. Thanks to Joseph Eichenhofer (COS 333
TA during the Spring 2020 semester) for
major contributions to this lecture




Agenda

. Broken authentication: Central
Authentication Service (CAS)

. Broken authentication: Google
authentication




CAS

. Central Authentication Service (CAS):
- Wikipedia:
- “The Central Authentication Service (CAS) is a
single sign-on protocol for the web.”
- “Its purpose is to permit a user to access multiple

applications while providing their credentials (such
as userid and password) only once.”

- “It also allows web applications to authenticate
users without gaining access to a user’s security
credentials, such as a password.”




CAS: Example

See PennyCas app

CAS - Central Authentication Service - Chromium

CAS -Central Authentication ¢ X+

C (¥ @ fedprinceton.edu o % @ incognic
ading st

PRINCETON
UNIVERSITY
Central Authentication Service

NetiD:

rdondero

Change my_Password or Get Help

By proceeding to aocess and usa University computing and.
network resourts hrough [is sign-on, you agree o @ide by
appicatie laws and Universiy pofces in your use o these.
resources. The Universiy' iht (0 access. preserve, and review

nformation stored on or ransmited hrough these
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CAS: Example

. See PennyCas app

CAS - Central Authentication Service - Chromium + x

CAS - Central Authentication S X

< C { & fed.princet @ rncognito

A My Drive - Google. [ Readingist

PRINCETON
UNIVERSITY
Central Authentication Service

rdondero

Change my_Password or Get Help

By prosseding to accsss and uss Unive
network resources through this sign-on, you agree 1 abde by
‘applicabie faws and Universiy policies in your use o these.
resources. The University's igh 0 access, preserve, and roview
nformation stored on or ransmitted through these resources is
descried in the Access (o Accounts Polcy.
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CAS: Example

. See PennyCas app (cont.)

@ Penny.com

< C { A Notsecure tps://localhost e @Incogmto

A My Drive - Google.. Reading list

Good afternoon rdondero and welcome to Penny.com
Click here to begin.
Click here to logout

Today is Wed Apr 6 23:06:13 2022.
Created by Bob Dondero

Penny.com - Chromium + X

Note username
in header

Note logout link
in footer




CAS: Example

. See PennyCas app (cont.)

¥ Penny.com - Chromium

@ Penny.com +

< C 1 A Not https://localhost: % @ mncognito
Reading list

A My Drive - Google...

Good afternoon rdondero and welcome to Penny.com

Author Search
Please enter an author name: [Go]

Previous author search: (None)

Click here to logout

Today is Wed Apr 6 23:07:35 2022.
Created by Bob Dondero




CAS: Example

. See PennyCas app (cont.)

Penny.com - Chromium + x

@ Penny.com

= ot secure | ¥ localhost @ incognio

Reading list

Good afternoon rdondero and welcome to Penny.com

Author Search Results

Books by ker:

Kernighan: The Practice of Programming (40.74)
Kernighan: The C Programming Language (24.99)

Click here to do another author search.

Click here to logout

Today is Wed Apr 6 23:08:13 2022.
Created by Bob Dondero




CAS: Example

See PennyCas app (cont.

CAS - Central Authentication Service - Chromium

- Central Authentication S« X+

< C (Y @& fedprinceton.edu @ o
B Reading

PRINCETON

UNIVERSITY
Central Authentication

Service

NetID:

Change my Password or Get Help
8y procescing 0 acoess and use Uniersty computing and

nformaton sored on o ranamited through these rescurces s
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CAS: Flow

. See document: CAS Flow




CAS: Code

. See PennyCas app (cont.)

runserver.py
penny.sql, penny.sqlite

book.py, database.py

header.html, footer.html, index.html,
searchform.html, searchresults.html

keys.py
auth.py

penny.py
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CAS: Assessment

. Pros
- Application need not manage usernames or
passwords
- Application cannot access passwords!
- Application is constrained to one user
community
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CAS: Assessment

. Cons
- Complex
- Adds overhead, but mostly only during first
visit per browser session
- Application is constrained to one user
community!
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Agenda

. Broken authentication: Central
Authentication Service (CAS)

. Broken authentication: Google
authentication
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Google Auth

. Google authentication

- Delegate your app’s authentication to Google
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Google Auth

. The general idea...

“You’re about to write a third-party application, and it will let a
user use a Google Login button to log in. To do that, Google
needs to know about your application. Luckily, you can register
your application as a client to Google.

Once a user comes to your application and presses the Google
Login button, you can send them to Google. From there,
Google needs to make sure that the user consents to pass

along their email and other information to your application.

Should the user consent, Google sends back some
information to your application. You then store that
information and can reference it later, effectively logging
the user in.”

— https://realpython.com/flask-google-login/
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Google Auth: Example

. Example: PennyGoogleAuth app...
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Google Auth: Example

. Preliminary step

- R

egister app with Google

Browse to:
— https://console.developers.qoogle.com/apis/credentials

. Choose Credentials, Create Credentials, OAuth

client id, Web Application

- Add URI:

- https://localhost:5000
- Could add another (for Heroku)

. Add Authorized Redirect URI:

— https://localhost:5000/login/callback
- Could add another (for Heroku)

- Google provides client id and client secret key

— Take note of them!
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https://console.developers.google.com/apis/credentials
https://pennygoogleauth.herokuapp.com
https://pennygoogleauth.herokuapp.com/login/callback

Google Auth: Example

. Preliminary step

- Install required Python modules
- python -m pip install requests
- python -m pip install ocauthlib
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Google Auth: Example

. See PennyGoogleAuth app

- To run:
- Issue command: python runserver.py
- Portis hardcoded to 5000
- Runs Flask test server with HTTPS support
- In browser, enter URL.:
— https://localhost:5000

21



https://localhost:5000

Google Auth: Example

See PennyGoogleAuth app (cont.

® ® @ signin- Google Accounts X  +

< C 00 @ accounts.. o= & % @ incognito

G Sign in with Google

Signin

to continue to PennyGoogle

Email or phone
[ rdondero@cs.princeton.edu I

Forgot email?

To continue, Google will share your name, email address, language
preference, and profile picture with PennyGoogle.

English (United States) ~ Help  Privacy  Terms
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Google Auth: Example

See PennyGoogleAuth app (cont.

®©® @ sionin-GoogleAccounts X+

< C O & accounts.. o & % (@ Incognito

G Signin with Google

Hi Robert

& rdondero@cs princeton.edu

[0 show password

To continue, Google will share your name, email address, language
preference, and profile picture with PennyGoogle.

English (United States) ~ Help  Privacy  Terms
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Google Auth: Example

. See PennyGoogleAuth app (cont.)

®® @ renny.com x +

& C 0 A NotSecure | https:.. Y @Incognim

Good afternoon Robert and welcome to Penny.com

Click here to begin.

Click here to logout

Today is Sun Nov 14 19:33:11 2021.
Created by Bob Dondero
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. See document: Google Authentication

Flow

Google Auth: Flow
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Google Auth: Code

. See PennyGoogleAuth app (cont.)

runserver.py

penny.sql, penny.sqlite

book.py, database.py

header.html, footer.html, index.html,
searchform.html, searchresults.html

keys.py
auth.py

penny.py
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Google Auth

. See also:
- Client-side Google authentication

- https://developers.google.com/identity/gsi/web/guid

es/overview
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Google Auth: Assessment

. Pros
- Users need not remember yet another
password
- Application need not manage usernames or

passwords

- Application need not implement related
functionality (forgotten password, password reset)

- Application cannot access passwords
- Application can access information that user
provided to Google
- Email address, photo, ...
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Google Auth: Assessment

. Cons
- Complex

- Adds overhead, but mostly only during first
visit per browser session

- Application is constrained to users who have

Google accounts
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More Information

. For more information...

. CAS

- https://apereo.github.io/cas/4.2.x/protocol/CA
S-Protocol.html

. Google authentication
- https://realpython.com/flask-google-login/
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Summary

. We have covered:

- Broken authentication: Central Authentication
Service (CAS)
- Broken authentication: Google authentication
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Summary

. We have covered:
- XML external entities (XXE)
- Insufficient logging & monitoring
- Security misconfiguration
- Using components with known vulnerabilities
- Broken access control
- Injection
- Insecure deserialization
- Sensitive data exposure
- Cross-site scripting (XSS)
- Broken authentication

32




