






Fundamental Example

[see slide]

Named after the Pennypack Creek













Fundamental Example

[see slide]

Code notes: penny.sql
Used to create the penny.sqlite database

sqlite3 penny.sqlite
.read penny.sql

Code notes: index.html
The default page
Displays a page link to searchform.py

Code notes: book.py
An ordinary class; unrelated to CGI programming

Code notes: database.py
Handles interaction with the database
Note use of prepared statement

Code notes: common.py



Defines functions that return HTML fragments

Code notes: searchform.py
Dynamically generates the searchform page
Searchform page contains a form
Form sends a HTTP request for searchresults.py

Code notes: searchresults.py
Accepts data from FieldStorage
Accesses the database
Dynamically generates the searchresults page
Writes the searchresults page to stdout
searchresults page contains convenient page link back to searchform page



































Stateful Web Programming

Cookie attributes:
Name
Content
Host & path

The host that sent the cookie
The path/directory where the cookie is active

Default is the directory of page that created the cookie
Host & path define the web app that sent the cookie & so should receive the 
cookie

Expiration date
Default is this browser session

Etc.









Stateful Web Programming

[see slide]

Code notes: searchresults.py
Asks browser to store prev_author cookie

Code notes: searchform.py
Uses prev_author cookie sent by browser



Stateful Web Programming

There’s nothing magic about cookies
You can look at them

[see slide]

































Redirection

[see slide]

In PennyCgiRedirect, there are ways of implementing the desired functionality without 
using redirection

In other applications (e.g., those that do authentication), redirection is unavoidable





Summary

In summary of this lecture…

[see slide]



Summary

In summary of the sequence of lectures on CGI Web Programming…

[see slide]







Cookie Dangers

Problem:
User may disable browser cookies

Solution:
Ask the user to enable them!  Or...
Add more logic

Fall back to URL rewriting or hidden form fields if necessary





Cookie Dangers

Sequence

AdConsultant contracts with Company1 and Company2 and …
If you pay me some money, then I’ll provide you with a (partial) browsing 
history of people who visit your website

UserX browses to Company1.com
Browser sends request to Company1.com
HTTP server sends to browser results page which includes a hidden (one-pixel) 
image element, requesting fetch of blank image from AdConsultant.com
Browser sends request to AdConsultant.com
AdConsultant.com now knows that UserX visited Company1.com

Creates cookie “UserX visited Company1.com”
Sends (one-pixel) image element to browser, along with cookie



Cookie Dangers

Sequence (cont.)

UserX browses to Company2.com
Browser sends request to Company2.com
HTTP server sends to browser results page which includes a hidden (one-pixel) 
image element, requesting fetch of blank image from AdConsultant.com
Browser sends request to AdConsultant.com

Request includes cookie: ”UserX visited Company1.com”
AdConsultant.com now knows that UserX visited Company1.com previously, and 
Company2.com now

Creates cookie “UserX visited Company1.com; UserX visited 
Company2.com”
Sends (one-pixel) image element to browser, along with cookie

Eventually
AdConsultant provides profile of UserX to Company1 & Company2
UserX visited Company1.com and Company2.com, and …



Invasion of privacy???



Cookie Dangers

[see slide]

But beware that refusing third-party cookies disables CAS authentication
I’ve never been able to keep that setting


