Viruses, Worms,
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Encryption (topic next week)
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Encryption strongly protects data en route

Today’ s story: Attacker can compromise your computer
without breaking encryption.
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Break into your computer and “sniff”
keystrokes as you type
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Breaking into a Computer
What does it mean?

How Is it done?

Can we prevent it?



What' s at Stake?

Kinds of damage caused by insecurity
Nuisance: spam, ...
Data erased, corrupted, or held hostage

Valuable information stolen
(credit card numbers, trade secrets, etc.)

Services made unavailable
(email and web site outages, lost business)

Other fears: cybercrime, terrorism, etc.
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Main themes of today’ s lecture

Self-reproducing programs: viruses, worms, zombies

Other threats to computer security

Internet = Today’ s Wild West

There Is no silver bullet against cyber crime,
but follow good security practices
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Breaking into a Computer

What?
Run unauthorized software

How?
Trick the user into running bad software
(“social engineering”)
Exploit software bugs to run bad software
without the user’ s help
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Example of “social engineering”:
Trojan Horse

@ Beast 2.07 J LT = S
Host |§|
192.168.0.198 (Fagms) =
Password SB“"d _u£ =3
(Goseas)| (Sever) (Gnge) M
Port —_
| Stop Listening [SIN] ] IManagers |——( Files |
| Windows | (_FRegsty )
——— | |__Screen J
| Lamer Stuff | (CWebCam )
[ FunStuff || [ _Apps ]
| Carat | | Processes |
— | [L.Services J
L Mic || |Coippead)
| Beast Stuff I | Passwords |
Disconnected [1 server available]

CoolScreenSaver.exe



Viruses and Worms

Automated ways of breaking in;
Use self-replicating programs

(Recall self-replicating programs:

Print the following line twice, the second time
in quotes. “Print the following line twice, the
second time in quotes. )
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Computer Viruses

Self-replicating programs that spread by
iInfecting other programs or data files

Cool Notepad Solitaire Paint
Screen
Saver

Payload

Must fool users into opening the infected file
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Emall Viruses

m Infected program, screen saver, or Word
document launches virus when opened

m Use social engineering to entice you to open
the virus attachment

m Self-spreading: after you open it, automatically
emails copies to everyone
In your address book

m Other forms of social engineering: downloadable
software/games, P2P software, etc.
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The Melissa Virus (1999)

m Social engineering: Emalil
says attachment contains
porn site passwords

m Self-spreading: Random 50
people from address book

m Traffic forced shutdown of
many email servers

m $80 million damage Savid L Smith
m 20 months and $5000 fine Aberdeen, N




Computer Worms

Self-replicating programs like viruses, except
exploit security holes in OS (e.g., bugs in
networking software) to spread on their own
without human intervention

Payload

———

Payload

———




“Can we just develop software
to detect a virus/worm?”

[Adleman’ 88] This task is undecidable.
(so no software can work with 100% guarantee)

Current methods: (i) Look for snippets of known virus

programs on harddrive (ii) maintain log of activities such
as network requests, read/writes to hard-drive and look
for “suspicious” trends (iii) look for changes to OS code.

No real guarantee
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A losing battle?

Constant battle between attackers and defenders
Example:

Anti-virus software finds “signature” of known virus

Attacker response: Polymorphic virus —
to thwart detection, change code when reproduced

Anti-virus software adapts to find some kinds of
polymorphism

But an infinite number of ways to permute viruses
available to attackers
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Example of how worms spread:
Buffer Overflow bug

From: COS 116 Staff
Subject: Welcome Students!

Space reserved for email subject Return
- — address
B - N
GE) Wie|l|c|loim|e| |S|t|u|d|e[n|t|s|! 1121610!0
=

L memory address: 100000

Buffer overflow bug: Programmer forgot to insert check for
whether email subject is too big to fit in memory “buffer”

From: Bad Guy
Subject: <evilcode . .. .............. >100000

<le|v|i]l code.............>F
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The Morris Worm (1988)

m First Internet worm
m Created by student at Cornell

m Exploited holes in emalill
servers, other programs

m Infected ~10% of the net

m Spawned multiple copies,
crippling infected servers

m Sentenced to 3 years
probation, $10,000 fine, 400 Robert Tappan Morris
hours community service
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The Slammer Worm (2003)

m Fastest spreading worm to date

m Only 376 bytes—Exploited buffer overflow in Microsoft
database server products

m Spread by sending infection packets to random servers
as fast as possible, hundreds per second

m Infected 90% of vulnerable systems within 10 minutes!
200,000 servers

m No destructive payload, but packet volume shut down
large portions of the Internet for hours

m 911 systems, airlines, ATMs — $1 billion damage!

m Patch already available months previously,
but not widely installed
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Why Is it so hard to stop Worms?

contact: SANS Inst., hitp/fisc.sans.org, jullich(@sans.arg

Port 1434 traffic 5:15 am -9 am January 25th 2003

7085 —packets
8000
—targets
w— SOLICES
£000

4438

4000 LA

(packets|sources|targets)/minutes

2000
21
L e o o o L e o o o e o o e e L e o o B o o B B e B R N S L e e e e e o o
] ] ] = ] = = = = = = o o o o
o o o o o) o) o ~ ~ ~ e o o o o
— ] = = — i) e = —= ) = [ — ] =
1 = it = 1 = i = i = it = 1 = it
{c) BANS Inst. / Internat Storm Center. Unaltered distribution pemmitted

Spread of the Slammer worm



Why do people write
worms and viruses?

Sometimes because they are
curious / misfits / anarchists / bored...



Main reason: Botnhets

m Virus/worm payload:
Install bot program on target computer

m Bot makes target a zombie,
remotely controlled by attacker

m Many zombies harnessed into armies
called botnets — often 100,000s of PCs



Zombies

Attacker’s
| | Program

Bot program runs silently in the background,
awaiting instructions from the attacker



Why go to the trouble of
creating a botnet?



Reason 1: DDOS Attacks

“Distributed Denial of Service”

Objective: Overwhelm target site with traffic.
Example: Wikileaks incidents 2010



Reason 2: Sending Spam

“Forward this message:
Subject: Viagral!

Messages are hard to filter because there
are thousands of senders



Other reasons

*Click fraud.
Commit other cybercrime that is hard to trace



Storm Botnet

o Created via email scam in 2007
* spread to a million computers

o Owners unknown (believed to be Russian)
o Used for DoS and Email spams, available for “rent”

o Fiendishly clever design
« distributed control, similar to Kazaa, Gnutella
» rapidly morphing code; morphs every hour or so
* Seems to detect attempts to track/contain it
and “punishes” its pursuers



¥ g

m How can researchers study and track

a botnet consisting of 100,000 zombies?
How could the creators of the botnet
evade these techniques? Discuss Iin
groups of 3 and jot down some ideas.



And if you weren’ t scared
enough already...
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Princeton prof hacks e-vote machine

Students uploaded viruses able to spread to other machi

Associated Press = 3 A D
Ap

updated 9:42 p.m, ET, Wed., Sept, 13, Z00&
Create your own po

TRENTON, N.J. - A Princeton University The most and least
computer science professor added new fuel Sites' personal gues
Wednesday to claims that electronic voting

machines used across much of the country are

vulnerable to hacking that could alter vote
totals or disable machines. Blast of cold alr can

In a paper posted on the university's Web site,

Edward Felten and two graduate students Most popular

described how they had tested a Diebold

Most viewed |
AccuVote-TS machine they obtained, found
ways to quickly upload malicious programs and American cancels m
even developed a computer virus able to Toyota recalling 53¢

spread such programs between machines. Obama urges Bush



Spyware/Adware

- 7} Yes I hear you, yes, your voice....It reaches the world inside me... - Micro: _ &) x|
. I I I ‘ n u t I l Ot File  Edit ‘iew Favorites Tools  Help | .:!l
- iy = . y . & m
- - / r -
O Back: O \ﬂ @ ¥h ‘ ./“) Search \V\{‘ Favorites e Media @ ‘ [‘\ (==

S e If_ re p I I C atl n g Address I@ http://daylight-outbreak.blagspat .com j Go | Links *®

8 Blogger

Security Warning

Do pou want to install and run Y00 hawve an OUT OF
. DATE browser which can cause you to get infected with
winuges, spam and spyware. To prevent this press YES

hiow'' gighed on an unknown datetime and distributed by:

activity for i

Publisher authenticity verified by erSign Class 3 Code
Signing 2007 CA

-
l I l ar ket I n Caution: Entemet Media Inc. asserts that this content is
y zafe. Y'ou should only install/view this content if you trust
Entemet Media Inc. to make that assertion.

Acting tough, Una I Always trust content from Enternet Media Inc. e most
important thing is
ads, etc
|
! About Me Sunday, February 20, 2005
. “ | Name:Muhammad Ismail . i}
m Usually written |cocwiensingere, ot feeling well, again.
", |Hougang, Singapore YWell, as the heading goes, | am not feeling so well, | have not [

. n |@ enlin age 1/ {daylight-outbreak. blogspot.comy. .. ’_ﬁl_la nkernel
DY DUSINESSES.  Laisl o v, [ewmrmmmrr e
Legal gray area




Spoofing Attacks

Q Amaz0On.com’s key

You

Amaz0On.com

Attacker impersonates the merchant (“spoofing”)

Your data is encrypted...
...all the way to the bad guy!
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International warfare by other
means

Israeh Test on Wnrm Ca]led Crucial in Iran Nuclear Delay

WILLIAKM J. BROAD, JOHW MARKOFF and DAVID E. SANGER
S el .|.='_.=';.' "_'. A1

This article is by William J. Broad, John Markoff and David E. Sanger.

Stuxnet: Computer worm allegedly created by
US and Israeli intelligence to target Iranian nuclear
processing faciltiies.



Attackers are Adaptive

Defenders must continually adapt to keep up
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Can we stop computer crime?

Probably not!

m Wild West nature of the Internet

m Software will always have bugs

m Rapid exponential spread of attacks

But we can take steps to reduce risks...



Protecting Your Computer

Six easy things you can do...

Keep your software up-to-date

Use safe programs to surf the ‘net

Run anti-virus and anti-spyware regularly
Add an external firewall

Back up your data

Learn to be “street smart” online
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Keep Software Up-to-Date

Software Update

New software is available for your computer.

@ If you're not ready to install now, you can use the Software Update preference to check for
updates later.

| install Name Version Size [y

o ™ iSync Update 2.1 3.7 MB r
! AirPort 4.2 12.3 MB

© ™ QuickTime 7.0.2 33.2 MB
v Update 2005-008
™ javal.3.1and 1.4.2 Release2 2.0 45.3 MB

Q ™  iTunes Phone Driver 1.0 380 KB |
™ iTunes 5.0.1 12.6 MB y
™  iPod Updater 2005-09-23 32.8 MB v

-~

Security Update 2005-008 delivers a number of security enhancements and is recommended for all Macintosh
users.

[« T |

This update includes the following components:

©) Restart will be required. ( auit ) €install 10 items )
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Use Safe Software to Go Online

Firefox Thunderbird
(web browser) (email)



Anti-virus / Anti-spyware Scans

,nnt A , symantec.

25

User
Betiness
Pack

Symantec 100

iVirus

Protect your desktops and servers against
y and spyware

Symantec Antivirus
(Free from OIT)

3 Spybot - Search & Destroy =] B3
File Mode Language Help

ch & = Use this button to start scanning your system for spyware and
Seaich £ Doy all other threats detected by Spybot - Search & Destray.

,—v’ Use this button if you notice some problems that have

Recovery occurred during a recent removal of problems, and you want
e‘ Search for Updates
= |

to undo some changes.

This is very important: it is recommended to update the
detections at least once a week!

Immunize

If you remove advertisement robots with this program, you may not be allowed to continue using
their host programs. Read their license agreements for further information.

s

Update

&

Donations

Spybot Search & Destroy
(Free download)
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Add an External Firewall

Provides layered security
(think: castle walls, moat)

(Recent operating systems have built-in firewall features)
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Back Up Your Data

= 8™ Tivoll Storage Manager

M IBM Tivoli Storage Manager

IBM i svoli Storage Manager,

Welcomae 10 1BM Tivoli Storage Manager! Ciick one of the following buttons to perform a task

BACKUP ARCHIVE
Backup ond Restore copies of data that are Archive and Retneve copies of data that are
frequently updated preserved for s specific period of ima

f Backup Archive

| Copies s 1o sener stotage 1o — Crestes an archive copy in

|| preventloss of data - long-term storage
o : ’
—1 e

Restore
Restores saved Hes from server
™ | torege

Tivoli Storage Manager
(Free from OIT)
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Learn Online “Street Smarts”

m Be aware of your surroundings
Is the web site being spoofed?

m Don’ t accept candy from strangers
How do you know an attachment or download isn’ t a
virus, Trojan, or spyware?

m Don’ t believe everything you read

Email may contain viruses or phishing attack —
remember, bad guys can forge email from your friends



