Universal Medical Record
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Medical Record

 What 1s a medical record
— Sources of information
— Uses
— How 1s 1t maintained

— What are its component parts
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Medical Record

« What 1s used for
— By whom
— How accessed

— When accessed
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Purposes of a MR

Record information from the patient

Record caregivers findings and (planned)
treatments

Communicate information to other
(subsequent careivers)

Coordinate the activities of caregivers
Serve as a formal (legal/financial) record
Provide data for studies and research




FiGUre 1.1, Inputs 10 the medical record The wraditional paper medical record is created
by a vanety of organizational processes that capture varying types of information (notes
regarding direct encounters between health professionals and patients, laboratory or rads-
ologic results, reports of telephone calls or prescriptions, and data obtained directly from
paticnts) The record thus becomes a merged collection of such data generally organized
in chronological order




FIGURE 1.2. Outputs from the medical record. Once information is collected in the tradi-
tional paper medical record, it may be provided to a wide variety of potential users of the
chart. These users include health professionals and the patients themselves but also a wide
variety of “secondary users” (represented here by the individuals in business suits) who
have valid reasons for accessing the record but who are not involved with direct patient
care. Numerous providers are typically involved in a patient’s care, so the chart also serves
as a means for communicating among them. The mechanisms for displaying, analyzing,
and sharing information from such records results from a set of processes that often vary
substantially across several patient-care settings and institutions.




Clinical users

Want computer support to be “zipless”

Computers should help with noxious tasks
but shouldn’t infringe on other activities

Want intuitive interfaces requiring no
training like telephone or ATM

Need critical mass of functionality to use a
workstation @
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Definitions

 Patient record
— Repository of information about a single patient
— Generated by health care professionals

— Information from direct interaction with a
patient
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Definitions

« Computer-based patient record
— Electronic patient record
— Resides 1n a system designed to support users
— Access to complete, accurate and legible data

— Alerts, reminders, decision support
— Links to medical knowledge @
SR

A [ o


http://www.uprforum.com/Chapter2.htm
http://www.uprforum.com/Chapter2.htm

Definitions

* Primary patient record
— Maintained by health care professionals

* Secondary patient record
— Derived from primary record
— Used to aid non-clinical workers for supporting
evaluating, advancing patient care
e Support = money
» Evaluation = quality control, audits @
 Advancement = research () 4
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Data

Most people have many medical records

Some medical centers have up to 4 million

records

Record must be stored by law for 25 years

Storage formats

— Paper

— Microfiche

— Disks, computer cards, tapes
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Data

* Average weight of a record 1.5 1bs

* 35-50% of clinician’s time 1s spent
documenting in the record
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Data

* The cost of information handling 1s 25% of
total hospital operating cost

* Professionals spend up to 35% of their time
in information handling
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Strength of the paper record

Familiarity to users
Portability
No downtime (?)

Flexibility 1n recording data

Paper records can be browsed through for

patterns that aren’t explicitly available
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Weakness of the paper record

Content
Format
Access, availability and retrieval

Linkages and integration
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Content

* Data
— Missing
* Never acquired, not recorded, lost
— Illegible

* Handwriting appalling, worse when hurried, not
standardized, ? Intended to obscure

— Inaccurate, incomplete

 Anesthesia record
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Format

» Data fragmented and not designed for
dealing with multiple problems over time

» Usually organized chronologically NOT
problematically

— POMR: Lawrence Weed
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POMR

shoulder Pain
Aszthima
aprained Anlde
Appendicitis
Contraception
1993 1993 1993 1994 1995 1994 1997




Access, Availability and
Retrieval

 Records unavailable 10-30% of the time
e Record movement

« Simultaneous use impossible
— ICU example
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Linkages and integration

* Discontinuity
— Outpatient to mnpatient

— Interfaces to clinical data, other records,
administrative info non-existent
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Figure 4.8: An Example of the
Existing Charts for an HMO Patient

Alliance
Organization

P
Chart

FACILITIES
2and 3

FACILITY 1

P [ Commurnity
Based Chatts)

Chart

e
i Other hN

QP
!
! Organization Y

Chart

Chart i




Terminology

* CPR — computerized patient record
 EPR — electronic patient record
 UMR — universal medical record
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FIGURE 9.1. A block diagram of multiple source-data systems that contribute patient data
that ultimately reside in a CPR. The database interface, commonly called an inrerface en-
gine. may perform a number of functions. It may simply be a router of information 10 the
central database. Alternatively, it may provide more intelligent filtering. translating. and
alerting functions. as it does at Columbia Presbyterian Medical Center. (Source: Courtesy

of Columbia Presbyterian Medical Center, New York.)




Disease coding formats

* Specification of disease

» Specification of procedures
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Hespiratory disease w major Chast operaling room Droceaurs
nc major complication or comordidity
Aesoiratory disease w/ major chast operating room procedure.,
minor compilication or comorbidity
Respiratory disease w/ other respiratory sysiem operating procedure.

no complication or comorbidity 77
Respiratory infection w/ minor complication, age greater than 17 79
| Respiratory infection w/ no minor complication, age greater than 17 80
i Simple Pneumonia w/ minor complication, age greater than 17 89
| Simple Pneumonia w/ no minor complication, age greater than 17 90
‘ Respiratory disease w/ ventilator support 475
Respiratory disease w/ major chest operating room procedure and
major complication or comorbidity 538
| Respiratory disease, other respiratory system operating procedure
| and major complication 539 |
Respiratory infection w/ major complication or comorbidity 540 |
Respiratory infection w/ secondary diagnosis of bronchopulmonary
dysplasia 631
Respiratory infection w/ secondary diagnosis of cystic fibrosis 740
Respiratory infection w/ minor complication, age not greater than 17 770
Respiratory infection w/ no minor complication, age not greater than 17 771
Simple Pneumonia w/ minor complication, age not greater than 17 772
Simple Pneumonia w/ no minor complication, age not greater than 17 773
Respiratory infection w/ primary diagnosis of tuberculosis 798

FIGURE 6.6. Diagnosis-related group codes assigned to cases of bacterial pneumonia de-
pending on co-occurring conditions or procedures (mycobacterial disease is not shown
here except as a co-occurring condition). “Simple Pneumonia™ codes are used when the
primary bacterial pneumonia corresponds to ICD-9 code 481, 482.2. 482.3, or 482.9 (re-
fer to Figs. 6.4 and 6.5) and when there are only minor or no complications. The remaining
1CD-9 bacterial pneumonias (482.0, 482.1, 482.2, 482.4, 482.8, 484, and various other
codes such as 003.22: refer 1o Fig. 6.4) are coded as “Respiratory Disease™ or “Respira-
tory Infection.” Cases in which pneumonia is a secondary diagnosis may also be assigned
other codes (such as 798), depending on the primary condition.




Respiratory Disorder
Infection of the Lower Respiratory Tract and Mediastinum
Acute Lower Respiratory Tract Infection
Pneumonia
Bacterial Pneumonia
Actinomycotic Pneumonia
Haemophilus Influenzae Pneumonia
Legionella pneumonia
Pneumococcal Pneumonia
Pneumonic Plague
Primary Pneumonic Plague
Secondary Pneumonic Plague
Pneumonic plague, unspecified
Salmonella Pneumonia
Typhoid Pneumonia
Staphylococcal Pneumonia
Meningococcal Pneumonia
Pneumonia due to Klebsiella pneumoniae
Pseudomonal pneumonia
Escherichia coli pneumona
Proteus pneumonia
Tularemia pneumonia
Pertussis pneumonia
Anthrax pneumonia
Nocardial pneumonia
Toxoplasma pneumonia
Streptococcal pneumonia
Group B streptococcal pneumonia
Secondary bacterial pneumonia *
Other bacterial pneumonia *
Pneumonia due to other specified bacteria *
Pneumonia due to bacteria NOS *
Bacterial pneumonia NOS *
Pneumonia due to other aerobic gram-negative bacteria *
Pneumonia in bacterial disease classified elsewhere *

FIGURE 6.8. Bacterial pneumonias in the Read Clinical Codes. A user can code additional
infections by using Bacterial Pneumonia with one of the prescribed modifiers (Bacteria).
Some of these terms also appear in other hierarchy locations; for example, Meningococ-
cal Pneumonia also appears under Meningococcal Infection (which is under Bacterial Dis-
ease). The asterisk (*) denotes optional terms that are included for use in classification
by epidemiologists or coders but would not be included in a clinical record. (NOS = not
otherwise specified.)




DE-10000
DE-10100
DE-11205
DE-13212
DE-13430
DE-13431
DE-13432
DE-13510
DE-13934
DE-14120
DE-14213
DE-14817
DE-15104
DE-15613
DE-15710
DE-15716
DE-15810
DE-19110

DE-19111

DE-19134
DE-19151
DE-19162
DE-19204
DE-21611
DE-21704
DE-3632A
DE-3632B
DE-36333
D2-50100
D2-50104
D2-50110
D2-50120
D2-50130
D2-50130
D2-50140
D2-50142
D2-50150
D2-50152
D2-50154
D2-50160
D2-50300

D2-61020
D8-72532

Bacterial infectious disease. NOS
Bacterial pneumonia, NOS
Pneumonia in anthrax
Pneumonia in pertussis
Pneumonic plague, NOS
Primary pneumonic plague
Secondary pneumonic plague
Pneumococcal pneumonia
Salmonella pneumonia
Staphylococcal pneumonia
Pneumonia due to Streptococcus
Tuberculous pneumonia
Pneumonia in typhoid fever
Haemophilus influenzae pneumonia
Legionella pneumonia, NOS
Pittsburg pneumonia
Mycoplasma pneumonia
Bacterial infection due to

Klebsiella pneumoniae
Pneumonia due to

Klebsiella pneumoniae
Achromobacter pneumonia
Pneumonia due to Pseudomonas
Pneumonia due to Proteus mirabilis
Pneumonia due to E. coli
Ornithosis with pneumonia
Pneumonia in Q fever
AIDS with bacterial pneumonia
AIDS with pneumococcal pneumonia
AIDS with pneumonia, NOS
Bronchopneumonia, NOS
Peribronchial pneumonia
Hemorrhagic bronchopneumonia
Terminal bronchopneumonia
Pleurobronchopneumonia
Pleuropneumonia
Pneumonia, NOS
Catarrhal pneumonia
Unresolved pneumonia
Unresoclved lobar pneumonia
Organized pneumonia
Granulomatous pneumonia, NOS
Aspiration pneumonia, NOS

Gangrenous pneumonia
Infective pneumonia acquired
prenatally, NOS

(L-10000)
(T-28000)(M-40000)(L-10000)
(T-28000)(M-40000)
(T-28000)(M-40000)
(T-28000)(L-1E401)(DE-01750) |
(T-28000)(L-1E401)(DE-01750) |
(T-28000)(L-1E401)(DE-01750) |
(T-28000)(M-40000)(L-25116)
(T-28000)(L-17100)
(T-28000)(L-24800)
(T-28000)(M-40000)(L-25100)
(T-28000)(M-40000)(L-21801)
(T-28000)(M-40000)
(T-28000)(L-1F701) :
(L-20401)
(L-20402)
(T-28000)(L-22018)
(L-16001)

(T-28000)(M-40000)(L-16001)

(T-28000)(M-40000)(L-23400)
(T-28000)(M-40000){L-16802)
(T-28000)(M-40000)(L-15602)
(T-28000)(M-40000)(L-2A902)
(T-28000)(M-40000)
(T-28000)(L-34800)(L-10000)
(T-28000)(L-34800)(L-25100)
(T-28000)(M-40000)(L-34800)
(T-26000)(M-40000)
(T-26090)(M-40000)
(T-26000)(M-40790)
(T-26000)(M-40000)
(T-26000)(M-40000)
(T-26000)(M-40000)
(T-28000)(M-40000)
(T-28000)(M-40000)
(T-28000)(M-40000)
(T-28770)(M-40000)

(T-28000)(M-44000)

(T-28000)(M-40000)(G-C001)
(F-29200)

(T-28000)(M-40700)

FIGURE 6.7. SNOMED International codes for pneumonia. The first set of terms are those
from the Disease axis, which are included under the Bacterial Infectious Disease hierarchy
(excluding several veterinary diseases). NOS-not otherwise specified. The codes shown on
the right are the SNOMED codes that, when taken together, are the equivalent of the preco-
ordinated bacterial pneumonia terms. For example, “Pneumococcal pneumonia” (DE-13510)
is the precoordination of the terms “Lung, NOS™ (T-28000). “Inflammation, NOS™ (M-40000).
and “Streptococcus pneumoniae” (L-25116). The second set of terms shows some of the other
pneumonia terms in SNOMED that could be coupled with specific Living Organism terms
to allow postcoordinated coding of concepts not coded explicitly in SNOMED.
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003 Other Salmonella Infections
003.0 Salmonella Gastroenteritis
003.1 Salmonella Septicemia
003.2 Localized Salmonella Infections
003.20 Localized Salmonelia Infection, Unspecified
003.21 Salmonella Meningitis
003.22 Salmonella Pneumonia
003.23 Salmonella Arthritis
003.24 Salmonella Osteomyelitis
003.29 Other Localized Salmonella Infection
003.8 Other specified salmonella infections
003.9 Salmonella infection, unspecified

FIGURE 6.5. Example of fifth-digit codes in the Clinical Modifications of ICD-9 (ICD-9-
CM). The four-digit codes are identical to those in ICD-9; the five-digit codes were in-
troduced in ICD-9-CM. Note that Salmonella Pneumonia has been added as a child in the
003 section; it is not included under 482 (Other Bacterial Pneumonia) or 484 (Pneumo-
nia in Infectious Disease Classified Elsewhere).




Medical Record

e Data formats
— Traditional
— Digital

— Storage implications
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SAMFPLE, PATIENT TEU AM 2 Dr: MEGREMIS,JIM G

0S5-APR-96 317-£30-7400 Wishard Memorial Hospital
1001 TENTE ST 1001 W Tenth Street
INDIANAPCLIS 46202 Indianapolis IN 46202
1 CLIMIC VISIT, 2 CLINIC COMSULT, ) COMSULTATION, 4 ASA EVALUATION, 5 LAB OFLY, € RX EEFILL, 7 MO CHARGE. § MC CLINIC VISIT
--=- Disgnoses List ---- Botss:
Age:
1 umbilical hernia Inforsant :
2 thrush Feedings:
Elimination
3 seborrhes nos /CRADLE CAP Sleep:
[ T
4 cough
1 L
5 chroat pain Normal: Significant Findings:
Head
6 well child Skin
— Eyes/vVision
7 otitis media — Ears/Bearing
— Nose/Thzcat
8 SICKLE TRAIT — Teeth/Gums
Nodes
9 Chest/Lungs
. Hearc
10 — Pulses
=== Observations List --- T Ext Gemitalia
Hip Abduct
1 HEIGHT PEDS INnCE Back
s RET T ties
2 WEIGHT PEDS tas | —_ Meurc
1 TEMP DES Ti
— Feeds self, cravls .
4 TEMP RECTAL DEG ¥ __ Listezs and imitates sound
— 5ics without suppert SAFETY:
5 TEMP AXILLARY DEG ¥ ___  Gets co sitting position — Polson control nusber
e Fewds self crackers — SyTup of Ipecac —
& RR SHIN Pulls up — Car restraints
— Vision cbserved . Safe toys
7 PULSE SHIE — Prevent burns/water heater 125
SOCIAL ASSESSMENT DONE: v = Frevent choking
8 HEAD CIRCUMF o™ L L
NIC: Certified/Letter A 1
§ HEAD CIRC RILE L] Recert Due: — Temper tantrums/limits
Risk Codes: __/__/ -Stranger Anxiely.separation anxiety
10 WT ¥ILE ' — Sleep
- Reading to child
11 HEIGHT VILE ¥ Encourage cup — Fraise/atfection
Vit/min supp if indicated .Teeth care
12 SYS BP SITTING Ll
13 DIAS BP SITTING W 5
14 TIME COUNSELING MIN
15 TOTAL TIME c PAT, MIN
16*IVHE GRADE
seremssssssssssssesssrsnsenennnnnmscsne O R D E R § cocmenencancs cmsscecssssessmmrsemnnss

.0 ider OPT immunization or record previous dates Lf avallable.

* Consider OFV {msunization or record previcus dates if available.

LN - EEMOPHILUS B VACCINE or record previocus dates if available.
Braff, _ sigma '
30-JAN-97 ks monthbs / ! PEDIATRICS
Encountar Dats Frovidar ID Teturn Raturn Frovidar Waxt Appt Date Sarvice Arsa

SAMPLE,PATIENT #0999999-6 = 30-JAN-97 09:15AM

; Printed I8-Jen-37 = Page:}
ENCOUNTER FORM OFB-8




Nbdumownhfor&nhnzdm. The cough Is not
B improving. The cough Is brought on by smoking snd night
tima.

ID: age, race, gender, risk fector, protocol status

Subjective:

-
Madioations: ss directed, tolersting o)l meds <1 day ;L dawum“:
; clay ays
Constitutional: doing well, @ whillsy, sweals, night swans,-talgu, rm 2 daysiweak
weight loss, snorexia, hesdaches 35ow 3 daysiweek
1-4 weeks »3 daysiweek
Altered Consciousness: confusion, anxiety, depression, memoryloss 1-6 months
» 6 months
Yisual; blurred vision -left eye, blurred vision -right eye T .

Type | Ralieved By | BeoughtOnby |

ENT: sorethroat
Cardiovascular: chest psin, cyanosis, palpitations

Pulmonary: dyspnea on exartion, @yspreddGough) sputum, hemoptysis

Sastrointestinal: diarhes, hematochezia, dysphagia, ebdominal psin, vomiting, Laterality Location Radiation
cheange in abdominal girth

GU: dysuria, flank pﬁ,m@z@ﬁ contraception use
Neuro-Muscular: psin, hunbness, weskness

Musculoskeletal; swelling, erythema, wammth

Skin: rash, moles & pignented lesions, other skin lesion, swollen lynph nodes

A~ > ASARASARA2AR]

FIGURE 2.12. The user interface for PEN-Ivory, a prototype system for the entry of progress noles. The left side of the screen represents the en-
counter form on which the names of medical findings are listed. The right side represents the

altributes paletie, used to augment findings with spe-
cific modifiers (in this case, modifiers refer to “cough,” the current entry,

which is circled in bold on the encounter form, Users circle, line ou,
and scratch out words to interact with the system. A text translation of the selected finding and its attributes is displayed at the top right. The page
tabs located between the encounter form and the attributes palette are used to move among the pages of the encounter form. (Example screen cour-
tesy of Alex Poon. See also Poon A.D., Fagan L.M., Shortliffe E.H. [1996]. The PEN-Ivory project: Exploring user-" *- === 4--fmm fou tlon ia

lection of items from large controlled vocabularies of medicine. Journal of the American Medical Informatics Associc
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NORTHWESTERN {12 -CLIDEM}

|Seager.Marty 5 [Final rasult
|SeegerMaty S |Final resuh

Resulted: 10/17/9% MNormal Final result
Collected: 10/10/85% Prierity: Routine
Lab: DANE COUNTY CYTOLOGY
MD: Gigi Btrick., M.D.
Fesult Impression:
Adeguate sample. Ne abnormal cells.
Normal Pap smear.

Provider Etatus: Open
CC Provider list: TANG, BAUL
SEEGER, MARTY S

Status of other order(s) for thie encounter:
URINALYBIE [B1005) Order #: 12985
Mo Result, Ordered
MAMMOGRAM, BOTH BREASTS [76091) Order #: 12987
Wo Result, Ordered
CONSULT, SURGERY [500Z) Order #: 12988
No Reasult, Ordered
CBC [B5001) Order #: 12989

FIGURE 9.12 Prompt notification of laboratory test results. When a messaging system is
integrated with the CPR system, test results can be directed to the provider’s in-basket as
soon as they are available. By clicking on the Review button at the lower right corner,
the clinician can retrieve the patient’s CPR instantly and with it any relevant information
that she reviewed before acting on the most recent result or message. Telephone messages
and other patient-related information can be handled in the same manner. (Source: Cour-
tesy of Epic Systems, Madison, W1.)




pedited (<1 week]
Meuttiple fiares of asthma requring unscheduled vists
Routine (<4 weeks)
The duretion, intenstty, and/or frequency of the patient's symptoms are increasing

Remarks
- Sinug CT, focused series (s imed series of appropriste regional cuts to include coronal imeges of the ostes-meatal
compiex)

BB SPROMETRY , PRE & POST BRONCHODILATOR
CBC W/ DIFFERENTIAL

FIGURE 9.9. A CPR linked to knowledge resources so that context-specific information can
be displayed at the time of clinical decision-making. For a clinician deciding whether to re-
fer a pregnant patient with asthma to a specialist, a referral guide can provide information
that may support decision-making. The guide also may support improved workflow by en-
suring that relevant tests and procedures are completed before referral and that unnecessary
tests and procedures are avoided. (Source: Courtesy of MedicaLogic, Hillsboro, OR.)




FIGURE 9.3. Web resources. (a) Web-browser display of ECG results, measurements, and
diagnostic impressions. When the user clicks on the icon, the computer displays the full
ECG tracing. (Source: Courtesy of Regenstrief Institute, Indianapolis, IN). (b) A general
data-gathering Web page. The form and content are driven by a set term (in this case uri-
nalysis). Digital voice input is allowed on any text field (using dictation controls displayed
on the right). The system compresses speech to 270 bytes per second using VOXWARE's
algorithm. (Source: Courtesy of Regenstrief Institute, Indianapolis, IN.)




Outpatient documents

Document

Description

History and Physical

The patient's initial medical examination and evaluation
data. This document includes the fallowing: chief complaint
(CC), history of present illness (HPI), past medical history
(PMA), family history (FH), social histary (SH) and marital
history, review of systems (ROS),

physical exam (PE), assessment, diagnosis (Dx),
impressian, rule aut (R/O0), plan, prognosis (Px).

Frogress notes

Documentation for a follow-up wisit. The physician's objective
findings concerning improvement ar aggravation of the
candition, any change in treatment or medication, and the
patient's own report about the condition.

Physician's orders

A recard of a physician's medical orders.

X-rays, other diagnostic images,
EkiGs, etc.

Diagnostic findings

Diagnostic and laboratory data--for example, hematology,
pathology, radiology, and X-ray test results and
transcriptions.

Correspondence / E-maill

Letters and E-mall conveying clinical infarmation on the
patient.

Fhone messages

Fhone messages conveying clinical information on the
patient.

Consent forms

A patient's or patient’s guardian's consent for treatment,
special procedures ar to release informatian.

Consultation reports

An opinion about the patient's condition by a practitioner
other than the primary care physician.




Document

Description

Face sheet

Inforrnation identifying the patient, including name, admission
date, address and birth date, emergency contact and closest
relative, allergies, admitting diagnosis and attending
physician.

hedical history and physical
examination

The patient's initial medical examination and assessment
data completed by the physician.

Initial nursing assessment form

Initial agsessment.

Physician's arders

A record of a physician's medical orders.

Problern or nursing diagnosis list

List of nursing diagnoses.

Mursing plan of care

Plans for patient care,

Graphic sheet

A type of flow sheet showing graphic recording of the
patient's temperature, pulse rate, blood pressure, and
possibly daily weight.

Other flow sheets

Abbreviated progress notes, recording dates, times, changes
in the patient's condition.

Medication administration record
(WA

A recarding of each medication the patient receives,
including name, dosage, route, site, and date and time of
adrministration.

Physician's progress notes

Physician's obserations, notes on the patient's progress,
and treatment data.

Murses' progress notes

Patient care information, interventions, and patient's
reSpOnses.

Consultation sheets

Reports of evaluations made by physicians and others called
in for apinions and treatment recommendations.

Health care team records

Motes fram other departments, including physical therapy
and respiratory therapy.

#-rays, other diagnostic images,
EkiGs, etc.

Diagnostic findings

Diagnostic and laboratory data--for example, hematology,
pathology, radiology, and ¥-ray test results and
transcriptions.

Consent forms

A patient's ar patient's guardian's consent for treatment,
special procedures aor to release infarmation.

Incident report

Inforrmation about a reportable event.

Advance directives

A legal, written document that specifies patient preferences
regarding future health care or specifies another person to
make medical decisions in the event that the patient is
unable to do so.

Discharge plan and summary

A brief review of the patient's hospital stay and plans for care
after discharge.




Figure 4.6 — Possible Emergency Departmment Clinical Documents

Document

Description

Triage documentation

This document, which may be a part of another document
such as the Mursing flow sheet, recards infarmation which
determines how to triage the patient. Infarmation may
include mode aof arrival, acuity, chief complaint, medications,
allergies, nursing actions at triage.

Medical history and physical
examination

The patient's initial medical examination and evaluation
data. This document includes the following: chief complaint
(CCY, history of present illness (HRD, past medical history
(PMH), family history (FH), social history

(3H) and marital history, review of systems (RO3S), physical
exam (PE), assessment, diagnosis (Dx), impression, rule
out (RO, plan, prognosis (Px).

Progress notes

The physician's objective findings about improvement or
stabilization of the condition.

Mursing flow sheet

Abbreviated progress notes, recording times, treatments,
medications and diagnostic tests given, changes in the
patient's condition, including vital signs.

Physician's orders

A record of @ physician's medical orders,

#-rays, ather diagnostic images,
EliGs, et

Diagnostic findings

Diagnostic and laboratory data--for example, hematology,
pathology, radiolagy, and X-ray test results and
transcriptions.

Emergency Room discharge
instruction sheet

Lists discharge instructions for diet, treatments,
medications, activities and follow-up visits.

Follow-up after discharge

Documentation of calls to patients following discharge from
the ED.




A natural and seemingly straightforward way of organizing documents making up the
patient chatt 15 to categorize source documents and other patient clinical wformation
as to whether they apply to an

® npatient stay, mcluding hospice, SNE, subacute care facility, etc.
®*  outpatient wisit

®*  emergency departtnent (ED) wisit

* ourgety

®  phone call consult that talces the place of an cutpatient wsit

®  e-mail consult [1]

& observation wisit

®  home health care st




The tollowing are assumed attributes of a unversal patient record:

1.

To allow commnication between difering healthcare mstititions, the universal patient
record must have a commenality of information.

Howewer, to support the different needs of healthcare orgamzations, the unversal
patient medical record must alzo allow for a diversity of formats for medical record
documentation.

The universal patient record tmust use agreed-upon healthcare mdustry data standards.

The universal patient record may be stored anywhere and retnievable from anywhere
atid thus recquires a cotnrmon secure network shared by healthcare organizations.

The universal patient record must be able to employ securty measures to control the
visibility and avalabiity of information. Authonzed parties can request pertmssion to
copy source decuments, and the owner or creator of a source document can grant
pertission to ah authonized party to copy the document, pethap s with certain
categories of perrmssions granted by policy.

The universal patient record mmust be able to accomtmodate mformation m any
language that care 13 given i,




Figure 5. 7—Twenty-five Documentation Problems, Firors and Suggestions

Nuniher Description Eliminated hy
Automation of the
Patient Chart?

1 Nlegible notation Yes

2 Failure to identify the patient being treated Yes

3 Failure to identify the date (and time) of treatrment fes

4 Use of multiple or inconsistent documentation formats by providers in Yes
a facility

] Failure to use an indelible instrument ta recard treatment entry fes

B Fen runs out of ink midway through a treatment entry Yes

7 Frovider editing chart rermoving the originally entered data Yes

8 Mot signing treatment entries Yes

9 Mot properly carrecting errars in treatment entries fes

10 Unauthorized abbreviations Yes

11 Irmproper spelling, grammar, and use of extranecus verbiage not Yes
affecting patient care

12 Physician orders: ambiguous arders, treating patients without written Largely
orders

13 Lntimely documentation of patient care Mo

14 Identifying the filing of an incident repaort in the patient record--it Mo
should not be mentioned




15 Delineating patient care rendered and clinical information supplied by Mo
anather caregiver

16 Blaming or disparaging another pravider in the patient treatment Ma
recard

17 Expressing personal feelings about a patient in the treatment recaord Mo

18 Especially the "', ‘A" and 'P* parts of the S0AP note must be written Potentially
in ohjective, unambiguous and where possible quantifiable terms.
Providers should avaid ambiguous conclusions such as "appears
within narmal limits".

19 Mot dacumenting with specificity Fotentially

20 Recording hearsay as fact Mo

21 =pecial caution is not exercised when countersigning another Mo
pravider's evaluation or treatment

22 Failure to document a patient's informed consent to treatment Yes

23 Failure to thoroughly document discharge, home care, and follow-up | To some extent
instructions issued to patients andfor family members ar significant
others

24 Failure to carefully document a patient's noncaompliance with Ma
treatment orders

25 Failure to carefully document a patient's or family member ar Mo

significant other's possible contributary negligence




Figure 6.2: CPR Repository and
Source Document Repository
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Figure 6.4: Functioning of the Repositories
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Figure 6.5: Later Repositories and Registry
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Figure 13.6: CPR Repository
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Figure 8.3-1: Traditional Outpatient Paradigm
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FiGURE 13.19. Block diagram showing the six major areas in which healthcare profes-
sionals interact with computer-based ICU charting to make patient care more effective
and efficient. See text for explanations of functions. (Source: Reprinted with permission
from Gardner R.M., Sittig D.F, Budd, M.C. [1989]. Computers in the intensive care unit:
match or mismatch? In Shoemaker W.C., et al. (Eds.). Textbook of Critical Care (2nd ed.
(p. 249). Philadelphia: W.B. Saunders.




Figure 7.16--New Conceptual View
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Figure 12.22: An N-Tier System
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Figure 12.21: Proposed Internet Interconnections

with an Automated Patient Medical Record
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Figure 13.2: Possible System Architecture
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Figure 12.2--Character-Based Menu Screen
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Figure 12.3--Character-Based Patient Information Screen

PLTINEQD Patiznt Information

Type Information. Then Enter. Page 1 of 2

Hoxe: +
Patient Id ..... o B34TME0211
Patient Name.... : Cindy & Erady
First......... Cindy
Hiddle........ )
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Fuffix........ _
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FeH. ..o, E : Famale
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Etake, ... L. Ch Bip 97856 - 0120
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REelationshdip. .
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Ewve Phone. . ...

Enter F1=Help F3=Euit F7=FEkwd F&=Fwd FilZ=Cancel
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Figure 12.7--Patient Lists I
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|Figure 12.8--Patient Lists I
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Figure 7.12: Examples of
Problem/Condition/Concern List Relationships
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Figure 12.14--Clinical Summary List I

 Chinical Summarios - [Of =] ;
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Figure 12.11--Patient Demographics
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Figure 12.54--H & P from Triage Document'
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Figure 7.8--History and Physical Using Templates and Pick Lists
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Figure 12.17--Patient Chart/Vital Signs
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Figure 12.55--Medication Administration Record (MAR)
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|Figure 12.5--Message Box I
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Figure 12.16--Patient Chart/Visit Synopsis
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Figure 12.31--Encounter Synopses I
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Figure 12.30--Trend Document I
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Figure 12.27--Treatment Plan and Notes I

i i i Mok 1111 e e |
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Figure 12.25--List of Cases I
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|Figure 12.26—Detined Qutcome Case I
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Figure 12.29--Care Path I
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Figure 12.34--Document Located Remotely Selected'
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Figqure 13.26—Secmity Concepts

Security Concept Description Examples of Technigues to Use in the Automated Patient
Implement Medical Record System
Person Far a person using a system, is | Passwords, simart cards, Llzer sign-on and sign-offto

Authentication

hewho he says heis?

hiometric identification devices in
comparison to stored information
an each User; sign-onfsign-off,
automatic loooff, dinital cerificates
(server cerificates) and digital
signatures, firewalls

system.

Application
Authentication

For an application making a
request for a service controlled
by anather application, possibly
in another computer and
arganization, is the application
the one identified and in the
gystern and arganization
identified??

kerheros, dinital cedificates
(server cerificates) and digital
signatures, application to
application controls (SSLTLS),
haostto host contrals (IPSec),
IPfnetwark address, firewalls

Communication between system
and clinical systems, and
especially hetween the system
and the CPR and source
document repositaries.

Terminal or Other
Hardware Device
Authentication.

The terminal or other hardware
device together with its location
are identified.

Recording hardware identification
ofterminal, associated tvpe of
terminal, and allowahle locations,
DLC (Data Link Control) or MAC
iMedia Access Contraly address,
logical unit, firewalls.,

Terminals and other devices in
public areas vs. secured areas.




Authorization f

The information and semvices

Access lists, LDAP

Access to information, secure

ACcess within an application system a terminals in secure departments
persaon, another application (psychiatry, genetics), ordering
systerm or device is allowed to capabilities (especially far
ACCRES. narcotics), access to remotely

located records,

Yigibility The functionality in an Fole-hased access, person- Functionality provided for meet

application system provided to
a person.

hased access

caregiver's role or individual
needs.

Administrative
Frocedures

Contingency plans for system
emergencies; husiness
policies an access contral,
ermployes termination
procedures, physical protection
of data, and consent for use
and disclosure of information.

Cwverall site and arganizational
security policy hased upon
assess ofrisks, including
documentation, data backup plan,
disaster recovery plan, emergency
mode operation, record of access,
imventory, employee termination
procedures {ocks changed,
userid removal, cards returned),
newy personnel clearance
procedures and agreement
signing, security incident
procedures, user education,
wigual identification of patients,
need to know procedures,
procedures for loss of a computer
ar DA, protection against social
engineeting, identification of why a
systerm went dovt.

Cperational policies supparting
security.




FPhysical Security of physical computer Equipment in secure locations, Protection of computers and other
Safeguards systems and aother egquipment access badges, cabhinets with keys, | equipment.
physical attachment of terminals,
identification of terminals and
allowable locations, assessment of
risks.

Inteqrity of Data The receiver has assurance that | One way hash with message Communication between systems
data sent is not altered and is digest, digital signature, replay andfar people, including with the
frorm the said user or system. checking, encryption § decryption, CPR and source document

witus checking, intrusion detection repositaries.
systerms, authorization and access
control.
Encryption | Conversion of plaintext to Encryption algorithmes, P, Same as PEI
decryption cipherext ! conversion of S5LTLE, IPSec
cipherext to plaintext; may be
combined with compression
Puhlic Key A set of capahilities to allow Digital cedificate, assymmetric and | Communication hetiween

Infrastructure (PED

gecUre caommunication across a
line by one party with a private
key and the other with a public
ey,

symmetric encryption, cedificate
authority, registration authaority,
public key, private key, digital
signature, cross cedification, time
stamping, cedificate revocation,
trust mode,, secure storage of
private keys.

caregivers caring for a patient.
Communication with CPR and
source document repositories.
Communication with insurers,
including the federal government.

Confidentiality

The organization is assured that
the data can anly be seen by
someone who has autharization
to see it

Authorization and access control to
a document and to elements within
a documentwhen necessary,
encryption, PRI, firewalls, intrusion
detection systems

Privacy of medical record
information of a patient.




Chain of Trust

Faor EDI, inwhich trading partners
have specific agreements with
each other, this chain of trust can
he controlled by contractual
agreements. Far communication
with outside healthcare
organizations and medical
providers, this chain of trust may
have to be governed by laws and
healthcare industry standards.

Contracts, service request
authentication, cross cedification,
lawys and industry standards

Communication with insurance and
financial systems via EDI;
communication with CPR and
source document repository;
reguest and granting of permission
to copy or disclose patient recards.

Identity Werification | The organization has assurance | Registration autharity; assignment | Recording passwords and unigue
of the legitimate identify of each | of provider and patient identifiers by | identifiers af humans especially
person, application, local device, | HCFA, biometric devices; hardware | from biometric devices for later
and organization imaolved. card identification of a device and a | authentication; this information

location could be stored on smart cards
secured by the user. Intelligent
procurement of hardware, HCFA
identification of healthcare
arganizations and of providers and
patients.
Electronic [dentification of caregiver who LIndetermined, hut most likely Singning source documents;
signature created document which is candidate is biometric information. | identifying caregivers doing

efuivalent of carediver's
signature

See references [28,9] for
requirements for an electronic
signature.

ardering.

mlonrepudiation
Evidence

The sender cannot deny sending
the information or an electronic
signer of a document cannot
deny signing the document.

Electronic sionature, digital
signature, biometric system, smart
card, intrusion detection devices,
firewvalls

Sianing source documents;

identifying caregivers doing

ardering. Communication of
medical infarmation.

\
o
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Auvailability of
Semice

The system is available for use
when needed.

Load balancing, firewalls, fail-over
recovery, clustering, parallel disk
arrays, multi-processors, an-line
hackups and logging, intrusion
detection systems, virus checkers,
senice level agreements, firewalls,
Ups funinterruptible power supplyd

Availability of automated medical
record system and all clinical
systems. Protection against bugs
and other unintentional errors.
Frotection against attacks on
systems.

Disaster Recovery

Informmation is available after a
fire, rarthquake, a majar criminal
act, or other major disaster.

Off-site duplication of information for
hackup. Backup computer systems.

Off-site duplication of medical
recard information for hackup
purposes. Backup computer
systems for access to the medical
record.

Auditing !
Recoverability

Security-critical operations are
recorded and information is
recoverable.

Backups of information; log files;
recovery system software; a
procedure for BMEergency access to
encrypted information

All systems.

Remote Access

Secure access from outside the
healthcare arganization;
protection against theft

Remote access authentication
andfor authaorization systemns that
may include encryption and
cetificates, and logging (RADILUS,
TACACS+), Virtual Private Metworks
PR, local system sign-ons,
encryption of data on local
datahases

Remaote terminals. Any access to
the automated patient medical
record systemn from outside the
arganization.

Request i Grant
Permission for
Medical Recards

The creator (HMO ar physician)
andfar owner {he patient) of a
source document can grant
permission to an autharized party
to copy or disclose the
document, and authorized

paries can request permission
to copy source documents,
perhaps with certain categories
of permissions dranted by policy

To be determined

Requests for medical records and
their sending.




Future

Personnel/administrative costs will continue to
rise, while automation costs will decrease

Standardization of terminology and care
Maturing networking technology
Integration with decision support

Development of patient specific educational
materials

Graphical interfaces, wireless networking and
integrated workstations will enhance clinician gV
acceptance

(W RUFIRE



Integrated Workstation

Scholarly Information + Pathways/Protocols

« Libragy + Outcomes ™~._
* Drug Info + Quality Assurance

. | ..m w D -_-2;..

| ; = Administration |
Office Automation -- « ATD |

* Email « Materials Managament
+ Spreadsheets * Personnel
« Word Processing E Cost
Cllnlcal Applications o8
Results reporting

+ Order entry
+ Transcribed Hepc-rts g
“Telemedicine - o

* Decision Support
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