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Computer Science 461
Final Exam
May 20, 2007
1:00-3:00pm

This test has eight (8) questions.  Put your name on every page, and write out and sign the Honor Code pledge before turning in the test.  
Please look through all of the questions at the beginning to help in pacing yourself for the exam.  The exam has 100 points and lasts for 120 minutes, so the number of minutes spent per question should be just slightly more than its point value.  
``I pledge my honor that I have not violated the Honor Code during this examination.'' 
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QUESTION 1: Scalability of Peer-to-Peer Systems (15 POINTS)
The first three parts of this question explore the scalability of peer-to-peer systems, compared to client-server systems.  For this question, we assume that the interior of the network has ample bandwidth, and that propagation delay is infinitesimal.  The server has a 100 kbyte file that it wants to distribute to a group of 31 receivers. All hosts have bidirectional 40 kilobit/second links to the Internet – that is, they can upload and download 40 kilobits/second – and the core of the Internet is not congested.
(1a) What is the minimum time for the server to transmit the data to all of the receivers in a client-server configuration (i.e., where the receivers do not upload any content)? (3 points)
(1b) Now, suppose that the receivers can upload data, too, but only after receiving an entire copy of the 100 kbyte file.  What is the minimum time for the server and the cooperating peers to transmit the data to all receivers in this configuration? (3 points)
(1c) Now, suppose that a receiver can start uploading data to others after receiving the first 20 kbyte chunk of data.  How long does it take to deliver the data to all receivers? (3 points)
The remainder of this question focuses on BitTorrent.
(1d) Suppose there are many peers transferring chunks of the same large file – some broadband users with very high bandwidth and some dial-up users with very low bandwidth.  Why would the broadband peers exchange chunks mostly with each other, and similar the dial-up peers exchange mostly with each other? (2 points)
(1e) Why is BitTorrent vulnerable to incomplete downloads?  What steps are taken to prevent it? (2 points)

(1f) BitTorrent is primarily useful for popular files.  Suggest ways to extend BitTorrent to work better for less popular files. (2 points)

QUESTION 2: Routing Protocols (20 POINTS)
The first two questions concern a shortest-path, link-state routing protocol running on the following network, where the numbers correspond to link weights:


[image: image1]
(2a) Suppose the link between nodes k and m fails.  Before the failure, what is the shortest path from node i to node j?  What is the new path after the failure, when routing-protocol convergence completes? (2 points)
(2b) A transient forwarding-loop might occur during routing-protocol convergence.  Involving what nodes?  List two examples of what would happen to the data packets sent from i to j during this period. (3 points)
The remaining parts of the question focus on interdomain routing using BGP.

(2c) BGP supports flexible routing policies.  Internet Service Providers (ISPs) often have a “prefer customer” policy where they prefer to route through a customer, even if a shorter route exists through a peer or provider.  Why?  How is this policy realized in BGP?  (3 points)
(2d) A customer AS (like Princeton) is not supposed to announces routes learned from one upstream provider (like USLEC) to another (like AT&T).  Suppose Princeton accidentally advertised all USLEC-learned routes to AT&T, and AT&T applied a “prefer customer” path-selection policy.  What would be the consequences, for Princeton, AT&T, and the larger Internet? (3 points)
(2e) Suppose two directly-connected routers A and B have a BGP session between them, running over a TCP connection.  BGP is used to propagate routing information, yet BGP relies on establishing a TCP connection before exchanging any update messages. TCP, in turn, relies on the routing system to deliver TCP segments.  How is this apparently circularity resolved?  How do the two TCP end-points know how to reach each other? (3 points)
(2f) Suppose two directly-connected routers A and B have a BGP session between them, running over a TCP connection with port 179 on both ends.  A third party C, several hops away, could conceivably launch a denial-of-service attack on router B by sending unwanted packets to router B on port 179.  To defend B from such attacks, the network operators might install a packet filter that discards all packets destined to B on port 179, except for packets sent from IP address A.  However, C could easily send “spoofed” packets (with a source IP address that corresponds to A) to B, and get through the packet filter to place unwanted load on router B.  The “BGP TTL Security Hack” defends against such attacks by having A sends packet to B with a TTL field of 255, and B discard any BGP packets from IP address A that has a TTL smaller than 254.  How does this prevent C from successfully launching the attack? (4 points)
(3g) What other ways could node C disrupt the TCP connection between A and B?  How could A and B defend against it? (2 points)

QUESTION 3: Multimedia Streaming and Quality of Service (10 points)
(3a) Suppose a server transmits one frame of a video every second, and the client starts playing the video at one frame per second as soon as the first frame arrives.  Suppose the first ten frames arrive at times 0, 1.2, 1.99, 4.17, 4.01, 5.03, 8.05, 7.50, 8.90, 8.99, all in seconds.  Which frames reach the client too late for playout?  How much extra playout delay is needed to ensure that all frames have arrived by the time the client needs to play them? (2 points)
(3b) List three reasons why TCP is ill-suited to transmitting interactive audio and video?  Why is it often used anyway? (3 points)
(3c) What are the similarities between a TCP connection and a virtual circuit?  What are the differences?  (3 points)
(3d) In quality-of-service routing, the routers periodically update each other about the available (unreserved) bandwidth on each link.  Given that the source knows the available resources in advance, how could signalling (to set up the path and reserve resources) ever fail? (2 points)
QUESTION 4: Ethernet and Wireless (10 points)
(4a) Ethernet bridging relies heavily on flooding.  For example, broadcast traffic is flooded.  List two protocols that generate broadcast traffic, and explain why broadcasting is done.  (2 points)
(4b) When (and why) might a unicast packet require flooding?  (2 points)

(4c) Ethernet switches compute a spanning tree using the spanning-tree protocol.  Explain briefly how the spanning tree protocol works.  (2 points)
(4d) Do the switches learn the network topology (connecting the switches), like routers do in a link-state protocol?   Does each pair of switches communicate over a shortest path, like routers do in link-state protocols?  (2 points)
(4e) Why are acknowledgments used in 802.11 but not in wired Ethernet? (2 points)
QUESTION 5: Overlay Networks (15 points)

(5a) Overlay routing can sometimes react more quickly to network events (such as equipment failures) than the underlying routing system.  How is this possible?  At what cost? (3 points)
(5b) In a Resilient Overlay Network (RON), an overlay node may direct traffic through a single intermediate node to circumvent a performance or reachability problem on the direct path to the destination node.  That is, RON decided to limit paths to two overlay hops.  Why does RON impose this restriction?  What is one advantage and one disadvantage of this design decision? (4 points)
(5c) Routing overlays like Resilient Overlay Networks (RONs) can, by definition, be deployed without requiring the support of the underlying network.  Yet, support from the underlying network could undoubtedly help RON run better.  List two ideas for changes to the “underlay” to support RON. (4 points)
(5d) Napster’s central directory and Gnutella’s query flooding represent two extremes in how to support queries for content in peer-to-peer file-sharing systems.  List two advantages and two disadvantages of the Napster approach over the Gnutella approach.  (4 points)
QUESTION 6: Application-Layer Protocols (10 POINTS)
(6a) The Simple Mail Transfer Protocol (SMTP) is very “chatty”.  That is, sending an e-mail message requires numerous short, back-and-forth messages between the user agent and the e-mail server.  Explain why this is a problem for sending e-mail from a wireless mobile device.  What could be done to solve this problem without changing all of the e-mail servers? (3 points)
(6b) Why is it useful to have official standards (i.e., RFCs) for application-layer protocols?  What are the advantages of forgoing the standardization process?  How is it possible to forego the standardization process and still have a wide deployment of a new application? (2 points)
(6c) YouTube converts uploaded videos to Flash and makes them available for downloading via HTTP.  How has (i) using Flash format, (ii) using HTTP, and (iii) using TCP helped make YouTube so successful? (3 points)
(6d) Web proxy caches and content distribution networks (CDNs) both reduce the time for a client to download Web pages by moving content closer to the users.  Give two reasons why CDNs have been more widely deployed (and successful) than Web proxy caching. (2 points)
QUESTION 7: Layering (10 points)
(7a) Why does TCP perform badly on wireless links?  What can be done to improve performance without requiring all wired hosts to upgrade to a new protocol?  (2 points)
(7b) Within 30 minutes of the 9/11 attacks, the www.cnn.com Web site experienced a ten-fold increase in page views.  CNN changed the main page of the web site to text, taking great care to reduce the size to around 1000 characters.   Why this size? (2 points)
(7c) IP routers operate at the network layer, yet sometimes they do inspect the transport-layer header (such as the TCP/UDP port numbers).  Give two reasons why this might be done. (2 points)
(7d) What protocol “layer” (application, transport, or network) does BGP operate at?  What about DNS?  (2 points)
(7e) Suppose an enterprise network (like Princeton) takes on a second upstream provider for better reliability.  List two reasons why this might not improve reliability as much as expected.  (2 points)
QUESTION 8: Source Routing (10 POINTS)
In source routing, the end host or edge router computes the path through the network, and the packet carries the list of hops along the path.  The routers, in turn, forward the packet as instructed.  This question explores the advantages and disadvantages of source routing.
(3a) List three advantages of source routing, relative to today’s intradomain and interdomain routing protocols. (3 points)

(3b) List three disadvantages of source routing, relative to today’s routing system. (3 points)

(3c) Source routing is implemented in today’s IP routers, but network operators almost always disable the feature.  List three reasons why network operators disable source routing. (4 points)

3





k





i





2





5





n





4





r











q





p





m





1





5





1





1





2





3





j








PAGE  
2

