
������� � ��	

���
����������������������������
�! " �# $�%'&)(*
+��$���# ��$"�
, �)-"�� �."/ # $"%1032*�)/ ���

Spring 2002 CS 461 2

46587 	39;:8� ��:=<�> 7'7 >@?�� ��AB<�> 7DC >���	3����E1<�F3�=G�	
�8EH	@?I��>6G���� � ?IJLK=9;>8�8��	39LE
M ����# 
+�)-�# $"%1NPO�Q���# ����R8$���
+�S������T"�����U���)��������RWV

46X >8����	39;E1F39;	'G�	3� ��:IF!EHY�	3?I��>=E�� C8C >89Z��F
:89;>8[\� ��:=F39Z9LF!AB>8]WEH	39L^�� <�	3E
M N+# �����_O�/ / ��R@T"����(*# ����R8T�`"T1$���
+��R���aH����/ O�2*��RWbcbcb

Spring 2002 CS 461 3

Data Plane
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Control Plane
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. . . Network Services . . .

Virtual
Router

. . . Hardware Configurations . . .

Packet Flows

Forwarding Paths

Switching Paths
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DRAM
(buffers)

SRAM
(queues,

state)

Input
FIFO Slots

Output
FIFO Slots

Input
Contexts

Output
Contexts

64B
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INPUT context loop
wai t _f or _dat a

copy in_fifo→→→→regs
Basi c_I P_pr ocessi ng

copy regs→→→→DRAM
i f  ( l ast _f r agment )

enqueue→→→→SRAM

OUTPUT context loop
i f  ( need_dat a)

sel ect _queue

dequeue←←←←SRAM

copy DRAM→→→→out_fifo
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INPUT context loop
wai t _f or _dat a

copy in_fifo→→→→regs
Basi c_I P_pr ocessi ng

copy regs→→→→DRAM
i f  ( l ast _f r agment )

enqueue→→→→SRAM

OUTPUT context loop
i f  ( need_dat a)

sel ect _queue

dequeue←←←←SRAM

copy DRAM→→→→out_fifo
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INPUT context loop
wai t _f or _dat a

copy in_fifo→→→→regs
Basi c_I P_pr ocessi ng

nop

nop

…

nop

copy regs→→→→DRAM
i f  ( l ast _f r agment )

enqueue→→→→SRAM

OUTPUT context loop
i f  ( need_dat a)

sel ect _queue

dequeue←←←←SRAM

copy DRAM→→→→out_fifo
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Processing Memory Ops Register Ops 

Basic IP 6 32 

TCP Splicer 6 45 

TCP SYN Monitor 1 5 

ACK Monitor 3 15 

Port Filter 5 26 

Wavelet Dropper 2 28 
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Smart  Dropper

Layered Video Analysis
(control plane)

(data plane)

Shared State
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