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Transport Layer: Context & Motivation

Application Applications
Transport BREEIEINERS(GEENE Messages

(S 4 @ Best-effort global packet delivery

1PV @ DBest-effort local packet delivery

* Most applications want to exchange messages between
different remote processes

* Further, many applications want a reliable stream of bytes
between different remote processes



Transport Protocols

* Provide logical communication between remote
application processes
— Sender application divides a message into segments

— Receiver application reassembles segments into
message

* Transport layer services
— (De)multiplexing packets
— Detecting corrupted data

— Optional: reliable byte stream delivery, flow control,
congestion avoidance...



Transmission Control Protocol (TCP)

* Reliable byte stream service

— all data reach receiver: in
order they were sent, with no
data corrupted

* Reliable, in-order delivery
— Corruption: checksums

— Detect loss/reordering:
sequence numbers

— Reliable delivery:
acknowledgments and
retransmissions

* Connection oriented

— Explicit set-up and tear-
down of TCP connection

* Flow control

— Prevent overflow of the
receiver’s buffer space

* Congestion control

— Adapt to network
congestion for the
greater good



Outline
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Problem:

Reliable (1.e., Exactly Once)

Delivery, over an
Unreliable Network




Challenges of Reliable Data Transfer

* Over anetwork that may cause bit errors

— Receiver detects errors and requests retransmission

* Over alossy network with bit errors
— Some packets missing, others corrupted
— Receiver cannot easily detect loss

* Over anetwork that may reorder packets

— How can the receiver distinguish loss from out of
order delivery?



Automatic Repeat Request (ARQ):
Ensuring At-Least-Once Delivery

Sender attaches a unique number (nonce) to
each data packet sent; keeps copy of sent packet

Receiver returns acknowledgement (ACK) for
each data packet received, containing nonce

Sender sets a timer on each transmission

— timer expires before ACK returns = retransmit
the packet

— ACK returns before timer expires => cancel
timer, discard saved packet copy



Fundamental Problem: Estimating RTT

* Round-Trip Time (RTT): the end-to-end delay for
data to reach receiver and ACK to reach sender,
comprised of:

— propagation delay on links
— serialization delay at each hop
— queuing delay at routers

* Design alternative: use fixed timer (e.g., 250 ms)
— What if the route changes?
— What if congestion at one or more routers?



Estimating RTT: Exponentially Weighted
Moving Average (EWMA)

* Measurements of RTT readily available
— note time t when packet sent
— corresponding ACK returns at time t’
— RTT measurement =m =t'-t

* Use just asingle sample?
Too brittle (queuing, routing dynamics)

* Instead: adapt over time, using EWMA:
— measurements: m_, m, m,, ...
— fractional weight for new measurement, a
— RTT,=((2-0) xRTT, ; + axm,)
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Retransmission and Duplicate Delivery

* When sender’s retransmit timer expires, two
indistinguishable cases (why?):

— data packet dropped en route to receiver, or
— ACK dropped en route to sender

In both cases, sender retransmits

In latter case, duplicate data packet reaches receiver!

— How to prevent receiver from passing duplicates to
application?
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Eliminating Duplicates:
Exactly Once Delivery

Each packet sent with unique identifier (nonce)
Design altemnative: receiver stores a set of nonces that it has
previously seen (“tombstones”)

— if received packet seen before, drop, but resend ACK to sender

How many tombstones must receiver store?

Better plan: sequence numbers

— Sender marks each packet with monotonically increasing
integer sequence number (non-random nonce)

— sender includes greatest ACKed sequence number in its packets

— receiver remembers only greatest received sequence number,
drops received packets with smaller ones
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End-to-End Integrity

Achieved by using transport checksum
Protects against things link-layer reliability cannot:
— router memory corruption, software bugs, &c.
Covers data in packet, transport protocol header
Also should cover network layer source & destination!

— misdelivered packet should not be inserted into data
stream at receiver, nor should be acknowledged

— receiver drops packets w/failed transport checksum

— TCP “pseudo header” covers IP source and
destination
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Flow Control:
TCP Sliding Window



Window-Based Flow Control: Motivation

sendcler

send first segment  —

receive ACK,
send second segment

receive ACK,

send third segment >

(repeat N times)

Done.

receiver

— GCccept segment 1

— ClCcceptsegment 2

— CCccept segment N

time

Previous scheme (Stop and Wait): sender sends one packet,

awaits ACK, repeats...

Result: one packet sent per RTT
— e.g., 70 ms RTT, 1500-byte packets: Max throughput: 171 Kbps
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Fixed Window-Based Flow Control

sender May | o receiver
Ng? firme
i receive request,
yes, & segments ~— open a 4-segment
receive permission, / window
send segment 1| —= . se
ﬂ"r{—}nj #]

send segment 2 —e=
send segment 3 — #2 —= buffer segment 1
send segment 4 — . —  buffer segment 2

raceive ACK1 --— —»  buffer segment 3

receive ACK 2 —— —  buffer segment 4 Y

receive ACK 3 -

recaive ACK 4, —-a—
wait

finished processing
segments 1-4, reocpen
the window

!

receive parmission, )
send segment 5 "5

send segment &  —

buffer segment 5
buffer segment 6

'y

Pipeline transmissions to “keep pipe full”; overlap ACKs with data
Sender sends window of packets sequentially, without awaiting ACKs
Sender retains packets until ACKed, tracks which have been ACKed

Sender sets retransmit timer for each window; when expires, resends all
unACKed packets in window



Choosing Window Size:
Bandwidth-Delay Product

Network bottleneck: point of slowest rate
along path between sender and receiver

To keep pipe full:

— window size = RTT X V. —
bottleneck rate r» SR it
/— L )
Window too small: L N Vs ‘J
can't fill pipe N\
Window too large: - A

unnecessary network
load/queuing/loss
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TCP Support for Reliable Delivery

- Detect bit errors: checksum
— Used to detect corrupted data at the receiver
— ...leading the receiver to drop the packet

- Detect missing data: sequence number
— Used to detect a gap in the stream of bytes
— ... and for putting the data back in order

- Recover from lost data: retransmission
— Sender retransmits lost or corrupted data
— Two main ways to detect lost packets
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TCP Packet Header

Bit: 0 4 10 16 k]

Destination Port

Source Port

Sequence Number

Acknowledgment Number

200 octets

vlalr[r]s[F
Data Reserved |R|c|s|s|y]|1 Window
offset clela|T|N|N
Checksum Urgent Pointer
Options + Padding

TCP packet: IP header + TCP header + data

TCP header: 20 bytes long
Checksum covers header + “pseudo header”

— |IP header source and destination addresses, protocol
— Length of TCP segment (TCP header + data)
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TCP Header Detalls

Connections inherently bidirectional; all TCP headers
carry both data and ACK sequence numbers

32-bit sequence numbers are in units of bytes

Source and destination ports
— multiplexing of TCP by applications
— UNIX: local ports below 1024 reserved (only root may use)

Window: advertisement of number of bytes advertiser
willing to accept
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TCP: Data Transmission ()

Each byte numbered sequentially, mod 232
Sender buffers data in case retransmission required
Receiver buffers data for in-order reassembly

Sequence number (segno) field in TCP header
indicates first user payload byte in packet
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TCP: Data Transmission (Il)

* Receiver sends cumulative ACKs

— ACK number in TCP header names highest contiguous
byte number received thus far, +1

— one ACK perreceived packet, OR

— Delayed ACK also possible: receiver batches ACKs, sends
one for every pair of data packets (200 ms max delay)

* Window at sender tracks bytes not yet ACK'd

— Left edge advances as packets acknowledged
— Right edge advances as updates arrive from receiver

* Thisis called a sliding window
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TCP’s Sliding Window:
High-Level View

Sending application Receiving application
\
TCP buffer in OS Last byte Last byte TCP buffer in OS
written read

. Sent, not Pending Delivered | Ready for app %\53::-
Sent’ ACK'd ACK’d send to app to read ,@\G’
Last byte Next byte
ACKed expected
Last byte
Last byte received

sent



TCP’s Sliding Window:
Window Size

* Sender’s transmit window size: avail. buffer space at sender

* Receiverindicates receive window size explicitly to senderin
window field in TCP header

— corresponds to available buffer space at receiver
— Receiver must be able to store this amount of data

e Sender uses window = min of send & receive window sizes

Sender: Window Size Receiver:
A T_ L
OK to send
Last byte ACKed Next byte expected

Last byte sent Last byte received
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Outline
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Slow Start and Self-clocking
AIMD Congestion control
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Initial Sequence Number (ISN)

* Sequence number for the very first byte
— E.g., Why not a de facto ISN of 0?

* Practical issue: reuse of port numbers
— Port numbers must (eventually) get used again
— ... and an old packet may still be in flight
— ... and associated with the new connection

* So, TCP must change the ISN over time
— Set from a 32-bit clock that ticks every 4 microsec
— ... which wraps around once every 4.55 hours!
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TCP Connection Establishment: Motivation

e Goals:
— Start TCP connection between two hosts

— Avoid mixing data from old connection in new one

— Avoid confusing previous connection attempts with
current one

— Prevent (most) third parties from impersonating
(spoofing) one endpoint

* SYN packets (SYN flag in TCP header set) used to
establish connections

e Use retransmission timer to recover from lost SYNs

* What protocol meets above goals?
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TCP Connection Establishment:
Non-Solution (I)

Use two-way handshake
AsendsSYNto B

— A retransmits SYN if not
received

— B accepts by returning
SYNtoA

A and B canignore duplicate
SYNs after connection
established

But, what about delayed
data packets from old
connection?

A

—sw

J
data, se ho = 1
data, S

d

ata Segno = 1024

time

" closed
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TCP Connection Establishment:
Non-Solution (ll)

* Two-way handshake, as
before, but enclose random

Initial sequence numbers
on SYNs

* But, what about delayed
SYNs from old connection?

— A wrongly believes

connection successfully
established

— B will drop all of A’s
data!

A

time

closed

data
ighored!
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TCP Connection Establishment:
3-Way Handshake

* SetSYN flag on connection

request A B
ISQqno§i
* Each side chooses a random _s time
. ngy s eQ“OT 1
/nét/al sequence number SN Sy = 1
ISN
( ) Seqno .
Ack .. "*1
\J*.l /’
* Each side explicitly ACKs

the sequence number of
the SYN it's responding to
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Robustness of 3-Way Handshake:
Delayed SYN

* A's SYN(/) delayed: arrives
after A closes connection
— Bresponds: SYN(j)/ACK(i+1)

* Adoesn't recognize i+3;
responds with reset, RST
flag set in TCP header

* Arejects the connection, no
dropped data later on

time

 closed
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Robustness of 3-Way Handshake:
Delayed SYN/ACK

* Aattempts connectionto B

— Suppose B’s SYN(k)/ACK(p)
delayed, arrives at A during
new connection attempt

closed

* Arejects SYN(k); sends RST

 Connection fromAtoB
succeeds unimpeded

time
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Today

Fundamentals, Data transmission
Connection establishment

Pacing Transmissions

Slow Start and Self-clocking

Congestion control

Learning to Share: Chiu-Jain phase plots
Modeling Throughput

33



TCP: Retransmit Timeouts

* Sender sets timer for each sent packet
— when ACK returns, timer canceled
— if timer expires before ACK returns, packet resent

* Expected time for ACK toreturn: RTT

* TCP estimates round-trip time using EWMA
— measurements m; from timed packet/ACK pairs
— RTT,=((2-0) xRTT;_, + e x m;)
— Original TCP retransmit timeout

¢ RTOlzB X RTTl
* original TCP: B =2

34



Mean and Variance:

Jacobson’s RTT Estimator
Above link load of 30% at router, B X RTT,
will retransmit too early!

Response to increasing load: waste
pandwidth on duplicate packets

Result: congestion collapse!

[Jacobson 88]: estimate v, mean deviation
(EWMA of |m,— RTT,|), stand-in for variance

V=V, X (1-y)+y X |m-RTT|
Modern TCPs use RTO; = RTT, + 4v;
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Connection Startup Behavior

e TCP control of window size: Slow Start

* Original TCP, before [Jacobson 88]:

— At connection start, send full window of packets
— retransmit each packet just after its timer expires

— Result: window-sized bursts of packets sent into network
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Pre-Jacobson TCP (Obsolete!)

Time-sequence plot o
taken at sender }

50
[
.\

Bursts of packets:
vertical lines

40

Spurious retransmits:
repeats at same y-value
(enough buffer on path)

Packet Sequence Number (KB)

20

10
l

Dashed line: available

i
o i | | |
0 2 4 6

20 Kbps capacity

Send Time (sec)

Send Time (sec)

37



Reaching Equilibrium: Slow Start

At connection start: sender sets congestion window size, cwnd,
to pktSize, not whole window

Sender sends up to minimum of receiver’s advertised window
size W and cwnd

Upon return of each ACK until receiver’s advertised window size
reached, increase cwnd by pktSize bytes

"Slow"” means exponential window increase!

— Takes log,(W/pktSize) RTTs to reach receiver’s advertised
window size W
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Post-Jacobson TCP: Slow Start and
Mean+Variance RTT Estimator

160

140
I
!

Facket Sequence Number (KEB)
80 100 120
| | |

40

|"I-
-'.- . L]
= | .
] -

o jfele— | | | |

Send Time (zec)

Time-sequence plot at sender;
dashed line = available capacity

“Slower” start
No spurious retransmits



Self-Clocking: Conservation of Packets

— P

="

Sender Receiver

T Neeee=T
/ - Ay \

A, — A,

* Goal: self-clocking transmission
— each ACK returns, one data packet sent

— spacing of returning ACKs: matches spacing of
packets in time at slowest link on path P,
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Today

Pacing Transmissions

Slow Start and Self-clocking
Congestion control

Learning to Share: Chiu-Jain phase plots
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Goals in Congestion Control

Achieve high link utilization; don't waste capacity!

Divide bottleneck link capacity fairly among users

Be stable: converge to steady allocation among users

Avoid congestion collapse

42



Congestion Collapse

Throughput
(bps)

Knee

Congestion
collapse!

Offered load

(bps)

o Cliff behavior observed in

[Jacobson 88]
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Congestion Requires Slowing Senders

* Recall: big buffers can’t prevent congestion collapse
— Senders must slow down to alleviate congestion. How?
— Absence of ACKs implicitly indicates congestion

* TCP sender’s window size determines sending rate

* How can sender learn the right cwnd?
— Search for it, by adapting window size
— Feedback from network: ACKs
return (window OK) or do not
return (window too big)
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Avoiding Congestion:
Multiplicative Decrease

* Upon timeout for sent packet, sender presumes
packet lost to congestion, and:

— sets ssthresh=cwnd /2
— sets cwnd = pktSize
— uses slow start to grow cwnd up to ssthresh

* Endresult: cwnd =cwnd/ 2, via slow start

* Sender sends one window per RTT
— Halving cwnd halves transmit rate
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Avoiding Congestion:

Additive Increase

* No feedback to indicate TCP using less than its
fair share of bottleneck

* Solution: speculatively increase window size as
ACKs return
— Additive increase: for each returning ACK,
cwnd = cwnd + (pktSize X pktSize)/cwnd
* Increases cwnd by ~pktSize bytes per RTT

Combined algorithm: Additive
Increase, Multiplicative
Decrease (AIMD)
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Refinement: Fast Retransmit (I)

* Sender must wait well over RTT for timer to
expire before loss detected

— TCP’'s minimum retransmit timeout: 1 sec

* Anotherlossindication: duplicate ACKs
— Suppose sender sends 1, 2, 3, 4, 5, but 2 lost
— Recelverreceives i, 3, 4, 5
— Receiver sends cumulative ACKs 2, 2, 2, 2
— Loss causes duplicate ACKSs!
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Fast Retransmit (Il)

* Upon arrival of 3 A
duplicate ACKs, sender:

— sets cwnd = cwnd/2

— retransmits "missing”
packet

— no slow start

* Not only loss causes dup
ACKs, reordering, too

time
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AIMD in Action

duplicate
acknowledgement
received
' multiplicative
= decrease
additive
increase
! timer
: expires,
Window + stop sending
size !
=
slow start,
again
= !
LY ]
\ delay - -|. !
| . L=
1
slow start ‘w

Time =——

e Sender searches for correct
window size
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Why AIMD?

Other control rules possible
— E.g., MIMD, AIAD, ...
Recall goals:

— Links fully utilized (efficient)
— Users share resources fairly

TCP adapts all flows’ window sizes
independently

Must choose a control that will
always converge to an efficient and
fair allocation of windows
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Today

Pacing Transmissions

Slow Start and Self-clocking

Congestion control

Learning to Share: Chiu-Jain phase plots
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Chiu-Jain Phase Plots

Considertwo users
sharing a bottleneck link

— Plot bandwidths allocated
to each

Efficiency Line: sum of
two users’ rates =
bottleneck capacity

I

Fairness Line: two users
rates equal

Equi-Fairness Line: ratio
of two users’ rates fixed

User 2 offered load

Equi-Fairness Line (Ml)

(Al/AD) Fairness Line

Overload
X Optimum

Efficiency Line

Underload

User 1 offered load
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Chiu Jain: AIMD

Fairness Line

Efficiency Line

* AIMD converges to optimum
efficiency and fairness
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Chiu Jain: AIAD

Fairness Line

Efficiency Line

* AIAD doesn’t converge to optimum point!
* Similar oscillations for MIMD
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Summary: TCP and Congestion Control

Connection establishment
— Robustness against delayed packets crucial

Round-trip time estimation
— EWMASs estimate both RTT mean and deviation

Congestion detection at sender
— Timeout: half window, slow start from one packet
— Fast retx: three dup ACKs, half window, no slow start

Search for optimal sending window size
— Additive increase, multiplicative decrease (AIMD)
— AIMD converges to high utilization, fair sharing
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