Server-Side Web
Programming: Python
(Part 2)

Copyright © 2026 by
Robert M. Dondero, Ph.D.
Princeton University



Objectives

. We will cover:
- HTTP query strings
- The HTTP POST method
- GET vs. POST
- Afundamental example



Agenda

. HTTP query strings
. HTTP POST method
. GET vs. POST

. Fundamental example



HTTP Query Strings

. So far:

- Client/browser sends request to HTTP WSGI
server
- URL specifies protocol, host, port, route

- HTTP WSGI server passes route to Python app

. Problem: Often we want:

- Client/browser sends request to HTTP WSGI
server
- URL specifies protocol, host, port, route, arguments
- HTTP WSGI server passes route and
arguments to Python app



HTTP Query Strings

. Solution:
- Query strings
- key=value pairs appended to URL



HTTP Query Strings

. Question: How does browser pass
arguments to HT TP server?

. Answer 1: User enters URL at top of
browser with a query string appended



HTTP Query Strings

. Answer 1 elaboration

protocol://host:port/someroute?keyl=valuel&key2=value2




HTTP Query Strings

. Question: How does browser pass
arguments to HT TP server?

. Answer 2: User clicks on page link whose
href attribute has a query string
appended



HTTP Query Strings

. Answer 2 elaboration

<a href="protocol://host:port/someroute?
keyl=valuel&key2=valuel2">

</a>




HTTP Query Strings

. Question: How does browser pass
arguments to HT TP server?

Answer 3: User submits form that has
input elements of type text
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HTTP Query Strings

. Answer 3 elaboration

<form action="protocol://host:port/someroute" method="get">
<input type="text" name="keyl">

<input type='"text" name="key2">
<input type="submit'">
</form>

User enters value1 and
value2 in input elements

Sends HTTP request as if generated by clicking on page link with href
protocol://host:port/someroute?keyl=valuel&keyZ2=valuel
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HTTP Query Strings

. Answer 3 elaboration (cont.)

<form action="protocol://host:port/someroute" method="get">
<input type='"text" name="keyl" value="initvaluel">
<input type="text" name="key2" value="initvaluel">
<input type="submit" value="somelabel'>

</form>
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Aside: URL Encoding

. Problem:

- Sometimes we want query string to contain
spaces or special characters

- URLs cannot contain spaces or special
characters (", ', =, &, etc.)

. Solution:
- URL encoding
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Aside: URL Encoding

. URL encoding

- A way of encoding a string such that it may
appear within a URL

- Each space is encoded as +

- Each special character is encoded as:
- %$nn Wwhere nn are hex digits as per UTF-8, or
- Innsnn, Or
- Innsnnsnn, or

. SNN3nnsnnsnn
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Aside: URL Encoding

. Python support for URL encoding

- urllib.parse.quote plus()
. string — URL encoded string

- urllib.parse.unquote plus ()
- URL encoded string — string
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Aside: URL Encoding

$ python

Python 3.14.6 (main, Jun 11 2026,
12:32:48) [GCC 13.3.0] on linux

Type "help", "copyright", "credits" or
"license" for more information.

>>> import urllib.parse

>>> urllib.parse.quote plus('one')
'one'

>>> urllib.parse.quote plus('t wo')
"t+wo'

>>> urllib.parse.quote plus('th"r ee')
'th%22r+ee’

>>> quit ()

$
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HTTP Query Strings

. See EchoWsqiGet app

$ python runserver.py 55555
Listening on port 55555
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HTTP Query Strings

. See EchoWsgiGet app (cont.)

localhost:55555 - Chromium
v @ localhost:55555 X +
< C @ localhost:55555 b g ) ®

index page
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HTTP Query Strings

. See EchoWsgiGet app (cont.)

localhost:55555 - Chromium

v @ localhost:55555 X +

&« C (@ localhost:55555 g "}

Enter a line to be echoed:

|COS 333 |
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HTTP Query Strings

. See EchoWsgiGet app (cont.)

l[cng 333 ‘
\
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HTTP Query Strings

. See EchoWsgiGet app (cont.)

localhost:55555/echoresult?line=C0OS+333 - Chromium

v @ localhost:55555/echoresult? X 4

& c ® localhost:55555/echoresult?line=COS+333 ¥y 3 @ :

This is the line that you entered:

COS 333

echoresult page
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HTTP Query Strings

Browser is displaying index

page. User enters “COS 333"  Keys and values
and clicks form “submit” __.are URL encoded
button

Browser

GET /echoresult?line=COS+333 HTTP/1.1

Socket Host: localhost
<Blank line>
HTTP WSGI
Server
In environ:
_ PATH_INFO: /echoresult

environ QUERY_STRING: line=COS+333
start [response




HTTP Query Strings

start_response:

Status: 200 OK Uses
echo.py Content-Type: text/html; charset=utf-8 environ[PATH_INFO']
Return value: and B
<IDOCTYPE html> environ[QUERY_STR
<html>... ING’]
start_response <body>
Return value <p>This is the line that you entered:</p>
<p>COS 333</p>
</body>
HTTP WSGI </html>
Server HTTP/1.1 200 OK There are
R A A - some additional
Content-Type: text/html;charset=utf-8 headers
Socket
<IDOCTYPE html>
| <html>...
<body>

<p>This is the line that you entered:</p>
<p>COS 333</p>

</body>

</html> 23

Browser




HTTP Query Strings

. See EchoWsqiGet app
- runserver.py
- echo.py
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Agenda

. HTTP query strings

. HTTP POST method
. GET vs. POST

. Fundamental example
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HTTP POST Method

. So far: Browser communicates with HTTP
server using the GET method

. Question: How does user command
browser to communicate with HT TP server
using the POST method?

. Answer: User submits form
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HTTP POST Method

. Answer elaboration

<form action="protocol://host:port/someroute" method="post">
<input type="text" name="keyl" value="initvaluel">
<input type="text" name="key2" value="initvaluel">
<input type="submit" wvalue="somelabel">

</form>
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HTTP POST Method

. See EchoWsqiPost app

$ python runserver.py 55555
Listening on port 55555
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HTTP POST Method

. See EchoWsgqiPost app (cont.)

i localhost:55555 - Chromium
v q localhost:55555 X ar
< C @ localhost:55555 k¢ ) @

Enter a line to be echoed:




HTTP POST Method

. See EchoWsgqiPost app (cont.)

localhost:55555 - Chromium

v @ localhost:55555 X +

&€ C @® localhost:55555 v 5}

Enter 3 line tg be echoed:
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HTTP POST Method

. See EchoWsgqiPost app (cont.)

localhost:55555 - Chromium

v @ localhost:55555 X +

&€ C @® localhost:55555 v 5}
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HTTP POST Method

. See EchoWsgqiPost app (cont.)

localhost:55555/echoresult - Chromium

v @ localhost:55555/echoresult X +

« C ® localhost:55555/echoresult M

This is the line that you entered:

COS 333

Note small
difference here
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HTTP POST Method

User enters “COS 333" and

clicks form “submit” button Keys and values
_are URL encoded

Browser

POST /echoresult HTTP/1 1

Host: localhost B ‘
Socket Content-type: appllcatlon/x-www form-urlencoded

Content Iength 12

Ilne COS+333

HTTP WSGI

Server

In environ:
PATH_INFO: /echoresult

environ
wsgi.input: line=COS+333

start [response




HTTP POST Method

echo.py

start_response
Return value

HTTP WSGI
Server

Socket

Y

Browser

In start_response:

Status: 200 OK

Content-Type: text/html; charset=utf-8
Return:

<IDOCTYPE html>

<html>...

<body>

<p>This is the line that you entered:</p>

<pre>CQOS 333</pre>

</body>

</html>

HTTP/1.1 200 OK

-

Content-Type: text/html;charset=utf-8

<IDOCTYPE html>

<html>...

<body>

<p>This is the line that you entered:</p>
<pre>CQOS 333</pre>

</body>

</html>

Uses
environ['PATH_INFO’]
and
environ['wsgi.input’]

There are
-- some additional
headers
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HTTP POST Method

. See EchoWsqiPost app
- runserver.py
- echo.py
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Agenda

. HTTP query strings
. HTTP POST method

. GET vs. POST
. Fundamental example
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GET vs. POST

. When to use GET?
. When to use POST?
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GET vs. POST

. Technical considerations

- Some HTTP servers reject long headers

- Use POST when:
- The query string is long, that is...

— There are very many key=value pairs
— Some keys or values are long
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GET vs. POST

. Security considerations

- Some HTTP servers store request URLs in
log files
- Use POST when:

- Some key=value pairs in the query string must
be kept secure
- E.g., passwords
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GET vs. POST

. Convention (informally):

- Use GET if the app’s processing will not
nange persistent data

C
- Use POST if the app’s processing will
change persistent data
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GET vs. POST

. Browser has sent GET request =>

- Browser assumes request will not change
persistent data

- Browser does not warn about page reload
. Browser has sent POST request =>

- Browser assumes request will change
persistent data

- Browser warns about page reload
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GET vs. POST

. Recall EchoWsgiGet app

localhost:55555 - Chromium

v @ localhost:55555 X +

¢ C @ localhost:55555 ¥ ) >

Enter a line to be echoed:
|COS 333 |

| Submit |
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GET vs. POST

. Recall EchoWsgiGet app (cont.)

localhost:55555/echoresult?line=C0OS5+333 - Chromium

v @ localhost:55555/echoresult” X 4

< [C] ® localhost:55555/echoresult?line=COS+333 ¥¥ ) ®

This is the line that you entered:

COS 333

Reload this page
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GET vs. POST

. Recall EchoWsgiGet app (cont.)

localhost:55555/echoresult?line=C0OS5+333 - Chromium

v @ localhost:55555/echoresult” X 4

3 C ® localhost:55555/echoresult?line=COS+333 ¥y ) ®

This is the line that you entered:

COS 333
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GET vs. POST

. Recall EchoWsgqiPost app (revisited)

localhost:55555 - Chromium
v @ localhost:55555 x [EE
&€ C @® localhost:55555 v "}
Enter a line to be echoed:
CcOS 333 I
| Submit ]
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GET vs. POST

. Recall EchoWsgiPost app (cont.)

localhost:55555/echoresult - Chromium

v @ localhost:55555/echoresult X +

< @ ® localhost:55555/echoresult v 5} PO

This is the line that you entered:

COS 333

Reload this page
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GET vs. POST

. Recall EchoWsgiPost app (cont.)

localhost:55555/echoresult - Chromium

v @ localhost:55555/echoresult X +

&« C @ localhost:55555/echoresult

Confirm Form Resubmission

The page that you're looking for used information that you

entered. Returning to that page might cause any action you took
to be repeated. Do you want to continue?
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Question (09webpython2a)

. COS 333 Assignment 3 will be a web version of
Assignment 2. The browser will send “overviews” and
“details” requests to a HT TP WSGI server. Which
HTTP method should the browser use for “overviews”
requests? Which HTTP method should the browser
use for “details” requests?

(a) GET, GET
(b) GET, POST
(c) POST, GET
(d) POST, POST

- Browse to https://cos333attend.cs.princeton.edu to answer

[2 points] 48


https://cos333attend.cs.princeton.edu

Aside: HT TP Methods

. HTML uses:
- GET, POST

. HTTP defines:
- GET, POST

- PUT, PATCH, DELETE, CONNECT, HEAD,
OPTIONS, TRACE

- Sometimes used with AJAX requests (described
later)
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Aside: HT TP Methods

Method Conventional Idempotent?

Purpose
GET Retrieve resource | Yes

POST Create resource |No

PUT Replace resource | Yes
PATCH |Update resource |No
DELETE | Delete resource | Yes

Others: CONNECT, HEAD, OPTIONS, TRACE

See Chapter 14 of Flask Web Development
by Miguel Grinberg



Agenda

. HTTP query strings
. HTTP POST method

. GET vs. POST
. Fundamental example
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Fundamental Example

. Penny app
- Website for a very small bookstore
- We’'ll see many versions
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Fundamental Example
Penny app

Browser

Author name prefix

HTTP Server

Author name prefix

Application database

ISBNs, author names, book titles

HTTP Server
ISBNs, author names, book titles

Browser
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Fundamental Example

. See PennyWsgi app

S python runserver.py 55555
Serving HTTP on 0.0.0.0 port 55555
(http://0.0.0.0:55555/)
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Fundamental Example

. See PennyWsgqi app (cont.)

Penny.com - Chromium

v @ Penny.com X =+

Cr C @ localhost:55555 A e ) ®

Good afternoon and welcome to Penny.com

Click tb begin. |

Today is Sun Jul 26 20:08:19 2026
Created by Bob Dondero

The
Index

page
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Fundamental Example

. See PennyWsgqi app (cont.)

Penny.com - Chromium

v @ Penny.com

X o

&« C ® localhost:55555/searchform ¥y

3 @

Please enter an author name

Author Search

Good afternoon and welcome to Penny.com

l

ker

=3

Created by Bob Dondero

Today is Sun Jul 26 20:11:05 2026

The
searchform

page
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Fundamental Example

. See PennyWsgqi app (cont.)

Penny.com - Chromium

v @ Penny.com X +

< C @ localhost:55555/searchresults?author=ker ¢ ) ®

Good afternoon and welcome to Penny.com

Author Search Results

Books by ker:

123: Kernighan: The Practice of Programming
234: Kernighan: The C Programming Language

Click here to do anotheni author search.

Today is Sun Jul 26 20:13:38 2026
Created by Bob Dondero

The
searchresults

page
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Fundamental Example

. See PennyWsgqi app (cont.)

Penny.com - Chromium

v @ Penny.com X +

¢ C @ localhost:55555/searchform ¥y ) ® :
Good afternoon and welcome to Penny.com
Author Search
Please enter an author name: | | Go |

Today is Sun Jul 26 20:14:57 2026
Created by Bob Dondero

The
searchform

page
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Fundamental Example

. See PennyWsgqi app (cont.)
- runserver.py
- penny.sql
- penny.sqlite
- database.py
- penny.py
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Summary

. We have covered:

HTTP query strings
The HTTP POST method
GET vs. POST

A fundamental example
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