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1 Randomized Algorithms

Most of the algorithms we have seen so far are deterministic: they always do the same thing on the
same input. A randomized algorithm is an ordinary algorithm with one extra instruction: it may
flip a fair coin. This is enough to do a lot, for example, choosing a uniformly random element of
{1,...,m}. We will use such operations freely, assuming each takes constant time.

We care about randomized algorithms for several reasons:

e Randomized algorithms are often simpler than deterministic ones.
e Randomized algorithms can be faster than deterministic ones, sometimes dramatically so.

e Some applications require randomness, for example cryptography and privacy.

1.1 What is random, and what is not

For the purposes of this lecture, we will treat the input as worst-case. That means the input to a
randomized algorithm is not random. Randomness enters only through the algorithm’s own coins.
So the typical algorithm looks like this:

e The input is some fixed value x.
e The algorithm flips some fair coins.
e It performs some computation, which may depend on the input and the coin flips.

e It outputs an answer, which may be right or wrong.

This is a very different thing from average-case analysis, which assumes the input itself is random
and shows that the algorithm does well on typical inputs. That regime is also interesting, but
unfortunately we won’t have time to cover it in this course. For a fixed input, then, the output of
the algorithm and its running time are both random variables.

In practice, computers do not flip coins; they use pseudorandom number generators, determin-
istic procedures whose output looks random. We will ignore this and assume truly independent fair
coins. Whether that assumption can be removed in general — whether every efficient randomized
algorithm has an efficient deterministic counterpart — is one of the major open questions of the
field. (We will briefly come back to this question later in the course).
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1.2 What makes a randomized algorithm good?

Since randomized algorithms use randomness, their behavior is random. In particular:

e The output is a random variable, which means it may be wrong sometimes. In order for a
randomized algorithm to be useful, we will often require something like the following:

for every input x: Pr [the algorithm is correct on :L'] > 1-4.
coms

e The running time is a random variable, which means it may be slow sometimes. In order for
a randomized algorithm to be useful, we will often require something like the following:

for every input x: Pr [the algorithm runs in time 7" on x] > 1-4.
coms

These aren’t the only ways to measure correctness or running time. For example, you might
recall that the randomized quicksort algorithm has a worst-case running time of O(n?), but an
expected running time of O(nlogn). In other words, let T, be the random variable that is the
running time of randomized quicksort on a fixed input z. Then, for every input =, we have E[T,]| =
O(nlogn). It turns out you can convert this guarantee into one that looks like the previous one
using one of the concentration inequalities we saw in the last lecture. Exercise. Assume that the
expected running time of randomized quicksort is at most 3nlogn. Show that with probability at
least 90%, the running time is at most 30n log n.

1.3 Why accept any error at all?

An algorithm that is sometimes wrong can sound unacceptable. But the error probability is some-
thing we choose. With independent repetition it falls exponentially, so an error probability of 27100
typically costs only about a hundred repetitions of a cheap procedure. That is far smaller than
the chance that the computer itself misbehaves during the computation: deterministic algorithms
are not error-free in practice either. And because the probability is over the algorithm’s own coins
rather than the input, a bad outcome is bad luck rather than a bad input — running again with
fresh coins gives an independent chance, on the very same input.

2 Checking a Computation

Suppose someone hands you three n x n matrices A, B and C, and claims that C = AB. Perhaps
C came from a source you don’t trust, and so you want to verify this claim. The obvious approach
is to compute AB and compare it with C entry by entry. The standard algorithm takes ©(n?)
operations. Cleverer algorithms exist for matrix multiplication, but the asymptotically fastest
237 gperations, and they are far too complicated to be used in
practice. Note that reading the input already takes n? operations, so (n?) is a lower bound. But
then, can we check the claim in O(n?) time?

known ones still take more than n

2.1 A natural attempt

Let’s first consider a natural idea and analyze it. Observe that entry (i,j) of AB is ), AyBy;,
which takes O(n) operations to compute. So we could pick s entries uniformly at random, compute
those entries of AB, and compare them with C.
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This is very similar to the polling idea from the last lecture: if C' is correct, we always accept,
and if C' is wrong, we catch it if we happen to sample an entry where C differs from AB. Suppose
C differs from AB in exactly one entry. Each sampled entry hits that one entry with probability
1/n2, so by the union bound all s samples miss it with probability at least 1 — s/n?. To catch
the error with probability 1/2, we need s > n?/2 samples, costing ©(n?) operations in total — no
better than multiplying.

The problem is what we chose to sample. Polling estimates a fraction to within an additive
error; here, even one wrong entry must be detected. Uniformly sampling entries gives that error
very little chance to affect the result. Before repeating a random experiment, we should ask how
likely it is to reveal the particular failure we need to detect. We need a different experiment, one
in which even a single wrong entry has a substantial chance of being noticed.

2.2 Freivalds’ algorithm

Given what we just saw, a successful algorithm can’t test individual entries. So, here is a simple
observation that combines multiple entries into one test. Suppose v € R" is a vector. Then, clearly,
if AB = C, we have ABv = Cv. The interesting thing about this is that we can compute ABwv
in O(n?) time, by first computing Bv and then multiplying the result by A. This leads us to the
following test:

Definition 2.1 (Freivalds’ test). Choose r € {0,1}" uniformly at random, by flipping an indepen-
dent fair coin for each coordinate. Compute x = A(Br) and y = Cr. Accept if z = y, and reject
otherwise.

The perhaps surprising fact is that this test is correct with constant probability:

Theorem 2.1. If AB = C, Freivalds’ test always accepts. If AB # C, it accepts with probability
at most 1/2.

Proof. It AB = C then A(Br) = (AB)r = Cr for every r, so the test accepts.

Suppose AB # C, and let D = AB — C, which is not the zero matrix. The test accepts exactly
when Dr = 0, so we need to show that at most half of the 2" vectors r € {0,1}" satisfy Dr = 0.
Since D # 0, some entry D;; is nonzero. It is enough to show that at most half of all vectors r
satisfy (Dr); = 0, because every r with Dr = 0 is among them.

Pair up the vectors in {0,1}"™ by matching each r with the vector ' obtained by flipping its
Jj-th coordinate, where j is the column of the nonzero entry D;;. This splits {0,1}" into 27~ pairs,
and the two vectors in a pair agree everywhere except in coordinate j. Therefore

(DT)l — (Dr/),- = ZDil(Tl - 7";) = Dij(rj — ’I”;) = :l:Dij 75 0.
l

So (Dr); and (Dr'); cannot both be zero: at most one vector in each pair satisfies (Dr); = 0. That
is at most 2"~ vectors, which is half of them. Since r is uniform, Pr[Dr = 0] < Pr[(Dr); = 0] <
1/2. n

The pairing argument lets us analyze many random choices by focusing on just one of them. Fix
all coordinates of r except r;. Because the coordinates are independent, r; is still a fair coin, and at
most one of its two values can make (Dr); = 0. This works for every fixing of the other coordinates,
so it also bounds the probability when all of them are random. When a random experiment looks
complicated, it can help to reveal most of its choices and ask what uncertainty remains.
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The test can still miss an error with probability as large as 1/2. We can reduce this by repeating
it independently. The rule for combining the results comes from its one-sided error: if C = AB it
always accepts, so even one rejection certifies that C' is wrong. This gives the following guarantee:

Corollary 2.1. Run Freivalds’ test k times with independent random vectors, and accept only if
every run accepts. This takes O(kn?) time. If AB = C it always accepts; if AB # C it accepts
with probability at most 27%.

Proof. If AB = C, every run accepts. If AB # C, each run accepts with probability at most 1/2
by Theorem and the runs are independent, so all k accept with probability at most (1/ 2)’“. [

We can now tune the number of repetitions to make the error probability as small as we like.
Suppose we want the error probability to be at most §. Then we can take k = [logy(1/0)]. For
example, suppose we want the error probability to be at most 10~ (one in a billion). Then we can
take k = 30, and the total cost is O(kn?) = O(30n?) = O(n?), which is still much cheaper than
computing AB, for large enough n.

The improvement comes from fresh random choices. Reusing the same vector would repeat
exactly the same computation, including any missed error. Independent repetition gives a fixed
wrong matrix a new chance to be detected each time. Once one trial has a constant probability of
detecting it, each additional trial reduces the remaining failure probability by a constant factor.

3 Finding Contaminated Samples

Let’s look at a very different problem. Suppose a lab has n samples, and at most k of them are
contaminated. Testing a sample is expensive, but the lab can combine small portions of several
samples and test the mixture. Such a pooled test should be positive if at least one sample in the
pool is contaminated, and negative if they are all clean. Can we identify every contaminated sample
using far fewer than n tests?

To make the problem concrete, the set of contaminated samples is a fixed and arbitrary subset
of at most k samples, we do not assume contamination is random. We also assume that each test
independently reports the wrong answer with probability 1/10, independently of how we choose
the pools. A truly negative pool can be reported positive, and a truly positive pool can be reported
negative. This is a simplified testing model: the error probability does not depend on the size or
composition of the pool.

This example adds a source of randomness to the model from the beginning of the lecture:
besides the algorithm’s coins, there is noise in the observations. Our guarantee must hold for every
fixed set of at most k£ contaminated samples, with probability taken over both the random pools
and the test errors.

3.1 The natural attempts

The obvious approach is to test each sample separately. This already needs n tests, and with noise,
a single test per sample is not enough to give a reliable answer for all of them. Repeating individual
tests and taking majorities can reduce the error, but it only increases the number of tests. We want
each test to do useful work for several samples at once.

Pooling gives us that possibility. If tests were reliable, a negative result would clear every sample
in the pool. A positive result is less informative: it says that someone in the pool is contaminated,
but not who. Testing all n samples together illustrates the problem. As soon as one is contaminated,
we get a positive result and learn almost nothing about the others.
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Noise creates another obstacle. We cannot declare a sample clean just because it appeared in
one negative test: the result might be wrong. Instead, we will look for samples that appear in
many negative tests. A contaminated sample can do so only through test errors. A clean sample
has another way: it can land in a pool that contains no contaminated samples.

3.2 Choosing the pools

Let’s choose each pool by including each sample independently with probability p € (0,1). We will
choose different pools independently as well. Leave p free until the analysis tells us what it should
be.

Fix one clean sample ¢. If there are s < k contaminated samples, the probability that a pool
includes ¢ and excludes all contaminated samples is

p(1—p)* > p(1 —p)k.

If p is too small, the pool rarely includes 7. If p is too large, it usually includes a contaminated
sample as well. We want to include samples often enough to learn about them, while keeping the
expected number of contaminated samples in a pool around one. Since there are at most k of them,

a natural choice is 1

k+1
Then the expected number of contaminated samples in a pool is sp < k/(k + 1) < 1. The extra 1
also keeps p < 1 when k£ = 1: always including every sample would put us back where we started.
We will show below that this choice gives a constant probability of excluding all contaminated
samples, so a clean sample has a useful chance of appearing in a truly negative pool.

Fix a positive integer T', the number of tests we will perform. Prepare T pools, including each
sample in each pool with probability p = 1/(k+ 1), independently for every sample and every pool,
and run one test on each pool. All the pools can be prepared before seeing any results. We will
use their reported outcomes to classify the samples, and choose T' from the error bound.

p

3.3 One sample, one test

We now need to turn the test results into an answer. Fix a sample 4, and for each test t € {1,...,T}
define the indicator random variable

Xit =

)

{1 if pool t includes ¢ and its reported result is negative,

0 otherwise.

Let Z; = Zthl X be the number of negative tests containing 7. For this fixed sample, the variables
Xi1,...,X;r are independent: each uses the membership choices and the test error for a different
pool. Write ¢; = Pr[X;; = 1], which is the same for every test, and p; = E[Z;] = T'q;. We can now
show the following:

Lemma 3.1. Withp=1/(k+ 1),
Pr[X;; =11 is contaminated] = 0
14

Pr[X;; =11 is clean] > 0
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Proof. If i is contaminated, any pool containing it is truly positive. For X;; = 1, the pool must
include 7 and the test must report the wrong answer. These events are independent, so ¢; = p/10.

Now suppose i is clean, and let s < k be the number of contaminated samples. Conditional on
including i, the probability of excluding all contaminated samples is a = (1 —p)*®. This conditioning
does not change any other sample’s inclusion probability. With probability a the pool is truly
negative and is reported negative with probability 9/10; otherwise it is truly positive and is reported
negative with probability 1/10. Therefore

;= ga—i—i(l—a) = i—i-%a
%=P\ 70" 10 P 1075

For our choice of p, using 1 + z < e” gives

N1 1
>A-pF=(1+-)] >=>-=.
a>(1-p) < + k) z->7
Substituting a > 1/4 yields ¢; > p(1/10 + 1/5) = 3p/10. [ ]

The count Z; was chosen to distinguish the two possible statuses of sample i. Counting all
negative tests would not do that: we need to count negative tests that actually include i. This
is a useful way to choose a random variable for an algorithm: identify evidence whose probability
changes between the cases we want to distinguish, then count it across independent trials.

There is a gap between the two expectations: Tp/10 for a contaminated sample, and at least
3Tp/10 for a clean one. Put the threshold halfway between these two values, at Tp/5: declare
sample 7 clean if Z; > Tp/5, and contaminated otherwise. A contaminated sample would need
unusually many test errors to cross this threshold. A clean sample would need unusually few
negative results to fall below it. As we increase T', we expect both kinds of mistake to become
less likely. The concentration inequalities from the last lecture let us turn this intuition into a
guarantee.

3.4 From an expectation gap to a reliable decision

Let’s first bound the chance of misclassifying one fixed sample. Recall the two Chernoff bounds
from Lecture 6. For a sum X of independent Bernoulli random variables with mean p > 0,

Pr(X > (1+n)p] <e THC (5> 0),

and ,
Pr[X < (1 —n)u] < e T H/?2 (0<n<1).

We use 7 for the deviation parameter to keep § for the desired failure probability of the whole
algorithm.

Lemma 3.2. For every sample ¢, the rule that declares it clean exactly when Z; > T)p/5 is wrong
with probability at most e~77/60.

Proof. Suppose first that ¢ is contaminated. By Lemma wi = T'p/10, so the classification is
wrong only if Z; > Tp/5 = 2u;. Apply the upper-tail bound with n = 1:

Pr[i is declared clean] < Pr[Z; > 2u;] < e Hi/3 = ¢=TP/30,
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Now suppose i is clean. We have p; > 37'p/10, so the threshold satisfies Tp/5 < (2/3)u;. A
wrong classification therefore requires a downward deviation of at least a third of the mean. The
lower-tail bound with n = 1/3 gives

Pr[i is declared contaminated] = Pr[Z; < Tp/5] < Pr[Z; < (2/3)ui] < e /18 < = TP/60,

—Tp/60

The first case has an even smaller bound, so e works in both cases. |

The choice of inequality matters here. The difference between the threshold and either mean
is at least T'p/10. Applying Hoeffding directly with this additive deviation would give 2e~ TP/ 50,
requiring on the order of 1/p? tests for constant error. Chernoff sees that the deviation is a constant
fraction of the mean and gives an exponent proportional to T'p, requiring only on the order of 1/p
tests. Since p = 1/(k+1), this saves a factor on the order of k£ in the bound on the number of tests.

3.5 Getting every classification right

As with Freivalds’ test, we can now choose the amount of repetition from the error bound. There
is one extra step: our answer contains n classifications, and we need all of them to be correct. It
is enough to make each one’s error probability at most d/n.

Theorem 3.1. Fix 0 < § < 1. For every set of at most k contaminated samples, the random pools
and classification rule identify that set exactly with probability at least 1 — 4, using

T= {60(1{ +1)In %} - O<klog %)

pooled tests. The probability is over the pool choices and the independent test errors.

Proof. Let F; be the event that sample 4 is misclassified. By the law of total probability, splitting
on the status of 7,

Pr[F;] = Pr[F; | i is contaminated] Pr[i is contaminated] + Pr[F; | i is clean| Pr[i is clean].

The status of ¢ is fixed, not random, so exactly one term on the right is present; but Lemma |3.2
bounds both conditional probabilities by e ~7?/60 5o the bound holds regardless of which case is the
truth. With p=1/(k + 1),

PI‘[FZ'] < 6—Tp/60 < e—ln(n/é) _ é
n
By the union bound,
n n 5
P le is misclassified] = P F;| < PrlFi] <n-—=24. |
r[some sample is misclassified] rLLJl } < Zz; r[Fj] <n -

Notice where independence was needed. For one sample, its indicators across independent tests
let us apply Chernoff. Classifications of different samples can be dependent, because the same
test contributes to several counts. This causes no problem: the union bound does not require
independence.

The distinction between one correct classification and an entirely correct answer also deter-
mined how many tests we needed. A constant error probability per sample would leave too many
opportunities for a mistake. Working backward from a total failure probability of § gave us a target
of §/n per sample, and the exponential tail bound turned that target into the log(n/éd) factor in
the number of tests.
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We measure the cost of this algorithm by the number of tests it performs. When klog(n/J)
is much smaller than n, the number of tests is sublinear in the number of samples. The constant
60 comes from convenient bounds; we have not tried to optimize it. The dependence on k is the
important part: the algorithm benefits from contamination being sparse, without knowing which
samples are contaminated.
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