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COS 217: Introduction to Programming Systems
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The Assignment 6 ‘B’ Attack

¥ PRINCETON UNIVERSITY

e

A Program

#include <stdio.h>
{int main(void)

char name[12], c;

int i = 0, magic = 42;

printf("What is your name?\n");

while ((c = getchar()) != '\n')
name[i++] = c;

printf("Thank you, %s.\n", name);

"and everything is %d\n", magic);
return 0;

printf("The answer to life, the universe, "

$ ./a.out

What is your name?
John Smith

Thank you, John Smith.

The answer to life, the universe, and everything is 42

Vs

A Reason Why People With Long Names Can’t Have NicéWh

~

#include <stdio.h>

-

Explanation: Stack Frame Layout

Final i makes nagic 6911092 (1 high-order byte still 0)

i " : When there are too many characters, (o]
int main(void) -
{ program carelessly writes beyond
diEry GRS, @ space “belonging” to name.
int i = 0, magic = 42; P ging X .
printf("What is your name?\n"); * Overwrites other variables sp
Whikgmé([ci:]gftgvar()) b= %) « This is a buffer overrun, or stack smash Return addr
name[i] = '\OT- ' * The program has a security bug! name
printf("Thank you, %s.\n", name); :
printf("The answer to life, the universe, " #include <stdio.h> c
"and everything is %d\n", magic); i ) -
return 0; { magic
char nam;[ﬂl, ::7 42; i
222 (1) p " odsp —>
$ ./a.out e !
What is your name? . ) ’ .
Christopher Moretti e by Al e .
Thank you, Christopher Mor nd everyth printfiing :ci'r';:hiﬁg 1, "'n‘.;;er?e'
3 tti. . 4 return 0;
N The answer to life, the universe, and everything is 6911092 L
( ) ( 1
Example Trace It Gets Worse...
Tude <stdio.h> N
SRR 0 Buffer overrun can overwrite return 0
har paneli2], c; address of a previous stack frame!
0,
nr)n hat s our name?
AT AL W
nane[i++]
; P — P —>
DL San® ou, Ao\, nane); Return addr Return addr
PNt (TS Sneryining 1ioatnt, ‘mapiers” one nane
return @; .
c #include <stdio.h> C
int main(void)
Christophers (not \@ terminated) in name [8]-name [11] magic magic
Mor in 3 padding bytes before ¢ ousp i c"arxnimg,m;éxg = 42; old sP 1
—_— printf("What is your name?\n"): —_—
Each letter from getchar overwrites c (it is also Bhite (€ < getchar0) 1= ') Return addr
nane[1++] = c;
overwritten once by nane[i++] = ¢, when iis 15 and c is naneli] = '\0
e’) until c becomes ‘\n* and the loop ends. printf(“Thank you, %s.\n*, name);
pnnm"me answer to life, the universe, "
First t overwrites 42 with 0x74 (*t") - little endian! everything is &d\n", magic);
5 Second t makes magic 20812 (2 high-order bytes still 0) rewm o)
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It Gets Worse...

Buffer overrun can overwrite return 0
address of a previous stack frame!
 Value can be an invalid address,
leading to a segfault,...

—_—
P Return addr
name
#include <stdio.h> ¢
int main(void)
magic
char name [12], N
e i 0ldSP —> o
tf (“What N
’"" e ((c = géicKZﬁ{»TaTe it 0x0042

nsmehu] 3
name[i] = '\o*
Printt(“Thank you, %s.\n", nane);
printf(;The answer to life, the universe, "

e

It Gets Much Worse...

Buffer overrun can overwrite return 0
address of a previous stack frame!
* Value can be an invalid address,
leading to a segfault, or it can cleverly

\0
hank you, %s.\n", name);
Printf(;The answer to ife, the universe, "

—_
cause unintended control flow! SP Return addr
name
Finclude <stdio.n> Ltext c
int main(vo:
L here magic
char name(12], ¢
int i , magic = sp 1
rin hat is yol r nsme?\n )
et ezcﬁa'ﬁm = —

verything s %d\n", magic); everything is %d\n", magic);
1 return a, q return u,
¥ ¥
o N
( (

It Gets Much, Much Worse...

Buffer overrun can overwrite return 0
address of a previous stack frame!
 Value can be an invalid address,
leading to a segfault, or it can cleverly

name[i] = "\o'
prmm"rnank You, %5\, nane);
printf(;The answer to life, the universe, "

verything is %d\n", magic); .bss

Sp —
cause unintended control flow, or even Return addr
cause arbitrary malicious code to execute! e

#include <stdio.h> .text c

int main(voic

here magic
char nane(12], X
i 12; 1
'What 7"
Eﬁi’\'e et getc#%{»?aﬂ"ﬁ Wl —
name[w]

Defenses Against This Attack

=

Best: program in languages that make
array-out-of-bounds |mp053|ble (Java C#,
ML, python, ....) e strery()

e carninating nl oyce

sues
Never use gets(). Because it is inpossible to tell without knosing the data in advance hau many char
Decause 3ets() WALl continue o store charactars past the
break conputer security. Use fgets() instead

None of these If you must program in C: use discipline and

would have software analysis tools to check bounds of
prevented the array subscripts

“Heartbleed”

attack

Otherwise, stopgap security patches:
« Operating system randomizes initial stack pointer

tion captes e string puintes o by sce, snctusing
The strings nay ot ove

Torge eotah € receive he copy, boare’ o1 haffer macransl’ (5
)

scters gevs() il reas, ane
Snd of the butfer, it i extrenely dangerous to use.

o st
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Assignment 6: Attack the “Grader” Program

=

enum {BUFSIZE = 48};

char grade = 'D';

char name [BUFSIZE];

int main(void) {
mprotect(..);
getname();
if (strcmp(name, "Andrew Appel") == 0)

grade = 'B';

printf("%c is your grade.\n",
printf("Thank you, %s.\n",
return 0;

grade);
name) ;

$ ./grader
What is your name?

Bob

D is your grade.

Thank you, Bob.

$ ./grader

What is your name?
Andrew Appel

B is your grade.

Thank you, Andrew Appel.

9 (AL "' or here... 10 « “No-execute” memory permission
« “Canaries” at end of stack frames
- .
( (

Assignment 6 : Attack the “Grader” Program

=

/% Read a string into name %/
void readString() {

char buf [BUFSIZE];

int i = @;

int c;

/% Prompt for name and read it */
void getName() {
printf("What is your name?\n");
readString();

/% Read string into buf[] */
for (;3) {
c = fgetc(stdin);

|7 buflil = c;

fres

}
buf[il = "\o';

/* Copy bufl] to name[] */
r (L= 0 1< BUFSIZE; ir+)
= buflil;

Unchecked
write to

namel)l

buffer!

11
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Assignment 6: Attack the “Grader” Program

int main(void) {
getname();
if (strcmp(name, "Andrew Appel") == 0)
grade = 'B';
printf("%c is your grade.\n", grade);
printf("Thank you, %s.\n", name);

-

Memory Map of STACK Section

=

getName's —
stackframe

SP —»
readString’s e
stackframe gﬂ; Keep writing past end of buf
.l;uf‘/
777

/Get to getName's stackframe

&

return 0; . getName’'s saved x30!
} 777 (somewhere on stack)
main’s —
$ ./grader stackfrane - Overwrite it!
What is your name? i
BOb\ @ (#@&$%H#E (+" 1@+ ! | (&#$%(@*
B is your grade.
13 Thank you, Bob. 14
_ _
( ) ( )
Assignment 6: Attack the “Grader” Program v Memory Map of TEXT Section v
int main(void) { readString —
getname(); e
if (strcmp(name, "Andrew Appel") == 0) rS instrs.
grade = 'B'; TS epilog
printf("%c is your grade.\n", grade); rS return
printf("Thank you, %s.\n", name); getName oN prolog
return 0; (3 HEs checkappel:
i3 if (strcmp(name, "Andrew Appel") != @)
rS epilog oto afterb
$ ./grader . rS return grage = ‘B’ ¢« HERE!
main —>
what is your name? afterb:
BOD\ 0 (#@&§##8 (+" 1@k ! | (&#5%(@k print ..
B is your grade.
15| Thank you, Bob. 16
- -
( ) ( A
Construct Your Exploit String (createdataB.c) v Summary v
1. Your name. 1. Open the file dataB and write *  This lecture:
* After all, the grader program’s last your name into that file (e.g. Buffer overrun attacks in general )
Ji ) } . Assignment 6 “B Attack” principles of operation
ine of output must be: with fprintf)
“Thank you, [your name].” « Next precept:
2. Anull byte 2. See “Writing Binary Data” Assignment 6 B Atiack” recap
. Otherwise ti;e grader program’s last precept handout. *\0" is just a oy ep e B
° : . Writing binary data
line of output will be corrupted. single byte of binary data. .
+ Final 2 lectures:
3. Filler to overrun until x30. Assignment 6 *A Attack’ overview
. . Machine language details needed for “A Attack™
E;eS?:STa;LII)t/ :aosrtirn:ggiy;?z ::188 4. The address is a Finally finishing the 4-stage build process: the Linker!
' : little-endian
) « Final precept:
17 4. The address of grade = ‘B’. two s complement 18 MiniAssembler and "A Attack” details
g unsigned long. N



