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EXPERIMENTAL SETUP 

▸ 2 hidden services on Tor
▸ Changes to client application code

▹ Client -> 1 hop -> Rendezvous point
▹ Easily create/destroy circuits to hidden server
▹ Middleman node
▹ Make middleman node trust-worthy to others
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COUNTERMEASURES

▸ Dummy traffic
▸ Extend path between hidden server and rendezvous point
▸ Entry guard nodes (best)



WEAKNESSES

▸ Little address on edge cases
▹ Dummy traffic vs timing signatures
▹ Distance attack vs latency
▹ Number of hidden services for experiments

▸ Solution is not perfect


