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DENTABLE LTATSONS: TNSTGHTS

1. Wireless everywhere
2. Wireless frames are often corrupted
3. Can hide messages in corrupted frames
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DENTABLE LTATSONS: CHALLENGES

e Anonymity and confidentiality are easy
e Deniability is hard; have to make resulting stream

deniable

o Frequency of corrupt frames
o Bit positions within the frames that are corrupted



DENTABLE LTATSONS: THREAT MODEL

e Goal: detect presence of hidden communication on shared
wireless medium
e Capabilities
o Listen to wireless frames within radio range
Finite computational resources (prototype uses one laptop)

O
o May know user’s identity, but not MAC address
o May also monitor from multiple points
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INTECTING CORRUPT FRAMES

Injecting frames

Establishing a shared session
Encoding and transmitting
Receiving and decoding



INTECTING CORRUPT FRAMES

Sender Receiver
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Figure 2: Injection of additional corrupted frames via a virutal network interface {implemented as a Linux TUN device ).



INTECTING CORRUPT FRAMES
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Figure 3: Process of injecting corrupted frames at the sender; the receiver
performs the reverse of this process.



Sender Receiver

(Alice) . (Bob)
M = {session key}
Y IpKy

offset = f(PKp. TCP ACK, TCP Seq)

M at offset, sent as duplicate
corrupted frame.

Handshake/
Session Key
Exchange

ACK at offset indicated by
original message M.

M = {message_chunk} :
session_key

offset = f(session_key,
TCP ACK, TCP Seq)

M at offset, sent as duplicate
corrupted frame.

Figure 4: Steps invalved in exchanging messages using corrupted frames.



PROTOCOL: ENCODING AND TRANSMITTING DATA

When message 1is ready, duplicate a frame
Encrypt message with session key

Compute offset in frame

Compute HMAC on ciphertext
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Is the frame
corrupted?
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Compute offset =
f{session_key, TCP ACK, TCP Seq)
to find HMAC

h 4

Discard Frame )

Is the HMAC
correct?

Pass hidden message
chunk to TUN device

Figure 5: Checking the integrity of received hidden messages.




THE PROTOTYPE




MATN THINGS

e TUN interface
e Disable FCS checksum (calculate ourselves)
e Disable retransmission



tVALUATION




DATA AN ATTACKER CAN COLLECT

e Frame sequence
e Bit patterns within each frame
e Shady activity



DEFINTTION OF DENTABILITY

P (tell difference) = 1/2 + ¢
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DEFINTTION OF DENTABILITY

Correlation (r) Epsilon (72 -r) P(gotcha) (72 + e)
1 -V% 0
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DEFINITION OF DENTABILITY

e For packet error rate
o Actually, just make this constant. Derp?

@ For bit error distribution

o Calculate correlation on where bit errors within a frame occur over a
sequence of frames
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{a) The bir-error distriburion from the perspective of the Denald sender, given a 23 KB message and a 70-byte TUN MTUL
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(b} Nareral bit error distribution.
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{c) The bir ervor distribution after the Denalli perturbation from (a) is added.
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Figure 8: € vs. TUN MTU (i.e., injected frame size). We varied MTU sizes
to achieve different throughput. Large TUN MTU values result in larger €
values and are less deniable.



BER PER Throughput (bps)

10~ 0.7 427 .4
1072 0.1 103.6
107  0.05 42.98

Table 1: Bit error rates, approximate corresponding packet error rates
assuming 1500-byte packets, and the resulting Denali throughput given a
70-byte TUN MTU. We test a range of bit error rates that are observed in

practice [14].



FUTURE WORK




THE FUTURE

e Coping with limited bandwidth

Analyzing adaptive bitrate algorithms (aka another
observations we need to counteract)

Timing attacks

Transport layer (TCP on top of Denali)

Mobile devices

Multi-hop networks



UNSOLICTTED

OPINTONS




STRENGTHS

e Doesn’t require special equipment (sort of)
e Takes advantage of environment
e Decoupled



POSSTBLE WEAKNESSES

Have to be physically close

Attacker can’t be too close

Relies on 802.11

What about other patterns / attacks?



UNSOLICITED OPTNTON: A LOT OF THINGS HAVE T0 6O RIGHT

e Dude, just log on to StarBucksCheepInternet
e What was your public key again?

e Can you hear me now?

e Stop looking at me!
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