B r

e a k

i

n g

D

E

S

U

sing aM

o

le

c

ular Co

m

pu

ter

D a

n B

on

e

h Ch

r

i s to pher Dun

worthRi

chard

J

. Lipton

�

d a b o @ c

s . p r i nc e

ton.ed u ctd@cs.princeton.edu rj

l@cs.princeton.edu Depart ment of

Computer

Science

Princeton

Uni

versity

Princeton ,

N J

0

8 5 44 A b

s t r a ct R e ce n

t l y A

dle m

an

[

1 ] ha s sho

wn that a small tra

velin

g salesmanpro

blem can be solved by

molec ular operations.

In this paper we show how the same principles can be applied to breaking

theData

Encryption

Standard

(DES

).

Our method is based on an encoding technique presented

inLipton [8].

We describe in detail a library of operations which are useful when working with a

molecular computer. We estimate that given one arbitrary (plain-te

xt

, cipher-text) pair, one can

recover the DES key in about4 months of work.Furthermore, if one is given cipher-text, but the

plain text is only known to be one of several candidates then it is still possible to recover the key

in about 4 months of work. Finally, under chosen cipher-text attack it is possible to recover the

DES key in one day using some preprocess ing.1

I

n t

r o d

u

ct

ion

D u

e t

o a

d van

ce s

in

mo

lecula

r

biolo

g

y it is nowadayspossible to create a soup of roughly

1

0 1

8 DN

A

strands that�ts in a small glass of water. Adleman[1

] has shown that each DNA strand can be

used to perform computations.Thus, a small test tube containing DNA strands seems to have more

computing power than the most powerful parallel computers. The drawback of this approach is that

basic operations using DNA take a long time(e.g.

3 hours). Thus, we are capable of performing 10 18

basic operations at once, though each operation requires several hours to complete. Throughout the

paper we will refer to operations done on DNA strand as bio-steps. This will be explained in more

detail inSection

2.

Recently ,Lipton [8] has come up with an encoding scheme that enabled him to solve the satis�a-

bility problem of formulas with a small number of variables. A generalization of this scheme [3] can

be used to solve the satis�abilit y problem for circuits.Using these methods, the number of bio-steps

required to �nd a satisfying assignment is proportional to the size of the circuit. Lipton’s approach

raises the hope of using molecular computing to solve hard problems that come up in practice.How-

ever, to make this procedure practical one needs to encode the problem at hand so as to minimize the

number of bio-steps required to solve it.In this paper we give an example of a hard problem that can be solved using a molecular computer.W e present a\molecular program" for breaking the DataEncryption standard [6] or DES for short.

W e precisely describe the steps needed to implement this scheme and show e�cient ways of reducing

the number of total bio-steps required. �

Su pp o

r t e d i

n part

b

y NS

F

CC

R

{ 9 3 0 4 7 1 8 . 1

D E S i s a wi d e l y used e n c ry p ti on procedure . It encrypts 6 4 bit messa ges and uses a 56 bit key .

By breaking DES we mean t hat gi ven one (plain -te xt , cipher-text ) pair we can �nd a key mapping

the plain-text to the cipher-text. In fact, we can do even better. Suppose we were able to intercept

some cipher-text, but we do not know what the plain-text is. What we do know is that the plain-text

is one of several possible candidates. Then we can recover the set of keys mapping the candidate

plain-texts to the intercepted cipher-text for the same amount of work as when the plain-text was

known. Finally , using chosen cipher text attack 1 it is possible to recover the key in one day of work

using some preprocessing. This means that after the preprocessing work is done it is possible to break

many DES systems for very little work.

Several researchers [ 11, 2, 1 0 ] have come up with various methods for implementing non-deterministic

T uring Machines using molecular computers. Clearly a non-deterministic T uring Machine can break

any crypto-system, including DES, by guessing the correct key . Though these results are very impor-

tant theoretically , they are not useful in practice. F or instance, breaking DES using a T uring Machine

would re quire millions of biological operations. Running such experiments will take hundreds of years.

It should be pointed out that attacks using di �erential cryptanalysis methods have proven to be

very useful for breaking DES [ 7, 9]. The central achievement of these attacks is that DES can be

broken on a conventional computer in 2 4 3 steps. This means that DES can be broken within several

days on a conventional computer. Note however, that the di�erential cryptanalysis methods require

2 43 pairs of (plain-text, cipher-text), while our molecular computer requires only one such pair. In

fact, as was mentioned above, a molecular computer can break DES with even less information.

Another conventional attack on DES was suggested by Wiener [12]. Wiener predicted that using

dedicated hardware which costs $1 million it is possible to run through all 2 5 6 DES keys in 7 hours.

An advantage of the molecular attack is that the plain-text need not be known exactly . F urthermore,

if DES was made to use 64 bit keys, the conventional attack would slow down by a factor of 256, while

the molecular attack would be une�ected.

Throughout this paper we will assume an error free model. This means that all the molecular

biology experiments work perfectly without any errors. Even though this assumption does not hold

in practice, it will do for now since the ob jective of this paper is to present general procedures for

performing e �cient computations using DNA. The �rst steps towards making molecular computers

resistant to errors was taken in [5].

In Section 2 we introduce the basic functions of a molecular computer. W e then go on to brie y

sketch the DES circuit in Section 3. Sections 4 and 5 describe the main steps of the procedure.

2 O v e rv ie w o f mo le c ul ar com pu ti n g

In order to understand the computation described here, it is necessary to gain a fundamental under-

standing of DNA ’s structure and function. The reader who is familiar with this information may wish

to skip to Section 2.1, which covers our notation.

DNA (deoxyribonucleic acid) is found in every living creature as the storage medium for genetic

information. It is comprised of subunits called nucleotides that are strung together into polymer chains

(the chemical structure of a single nucleotide is shown in Figure 1). DNA polymer chains are more

commonly called DNA s t r a n ds, and short strands are called o l i gon u cl eotides, or simply oligos.

There are four kinds of nucleotides in DNA, distinguished by the chemical group, or base, attached

1 C h o s e n c i phe r te xt attac k means that we can o btain a (p lain -text , cipher-text ) pair where we get to choose the

cipher-text .

2

P O Base

Adenine

Guanine

Cytosine

Thymine OH

1’ 2’ 3’ 4’

- O O

O O 5’

F i g u r e 1 : C he mi c a l s tructure o f a nucleoti de

to it . The four bases are adenine , guanine, c ytosine, and thymine, abbre viated as A, G, C, and T ( we

will henceforth use these letters to refer to nucleotides containing these bases ). Single nucleotides

are lin ked together end -to-end to form D N A strands in a process called polymeri zation. This linking

occurs via a reaction between the 5 ’ phosphate of one nucleotide and the 3’ hydro xyl of another (see

Figure 2). Note that every DNA strand will have two distinct ends |one with a free 5’ P O 4 group

and the other with a free 3’ O H group, referred to as the 5’ and 3’ ends, respectively . Thus, we can

think of the se quence of nucleotides in any strand as having a natural orientation. This orientation

is important to remember because it restricts the kinds of operations that one can perform on the

strands.

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

P-box S-box P-box

P-box

56 32 32 48

Ml

32 32

32

Output

32

48 48

56 48 48 32 32 48

56 48 48 32 32 48

56 48 48 32 32 48

56 48 48 32 32 48

32 32

32

32

32 32

32

56 bit key

32

Ml Mh

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup

Table

Lookup 6 Table

Lookup

Table

Lookup

48

32 4 4 4 4 4 4 4 4

6 6 6 6 6 6 6

F

i g u r e 4

: S

- b o x circui t

A use

fu l propert y ofD

ES is th at thedecryptio n procedure isvery similar to the encryption procedure

.W e denote the decryption procedure by DES �

1.

That is, ifE

= DES(

M ;

k ) then

M = DES�1(E; k). The only di

�erence bet ween the DES circuit and the DES�1 circuit is in the

P -boxes. Thus, as far as our biology experiment is concerned the two circuits may be regarded as the same circuit. 4

R e p re se n t ing bin ar y stringsBefore we explain how to evaluate the DES circuit we

�rst describe a convenient method for encoding binary strings as D

NA strands. The encoding is based on the one described in

[ 8 ].

Let x = x1

: : : x

n be an n-bit binary string. The idea is to assign a unique

3

0-mer to each bit position and bit value.

1. Let

Bi(0) be the 30-mer used to encode the fact that the i-th bit of x is 0. Similarly , let Bi(1) be the 30-mer used to encode the fact that the i-th bit is 1.

2. F or i = 0; : : : ; n let

Si be a 30-mer which will be used as a separator between consecutive bits.

The DNA strand representing the binary string x

2 f0; 1 gn will be:

l S

0 B1(x1) S1 B

2(x2) S2 ; : : : ; Sn�1 Bn(xn) Sn

There are several points to be made regarding this encoding. First of all, it is crucial that the strings Bi(x) and Si should all be distinct. F urthermore, it is desirable that any pair of these strings should not contain long common substrings. F or example, there shouldn

’t be a string of length 1

5 which is a substring of both S0 and S1. This can be achieved by choosing these words randomly .

Suppose a solution

T contains DNA strands representing a set of n-bit binary strings. By de�nition, all these strands will start with S0 and end with Sn. This is convenient for doing

P C

R, since S0; Sn can be used as primers.

A potential problem may arise if one strand contains two portions which are W atson-Cric k complements of one another. Such a single stranded DNA molecule is likely to anneal to itself, making it useless for our purposes. A simple way of avoiding this problem is to choose the strings Bi(x) and Si to only contain the bases

A and

C. Since A and C are not W atson-Crick complements, a strand encoding an n bit number will never contain two complementary portions.

8

F i n a ll y , i t i s w o rt h notin g that th e strings S i are not essential to the en co ding . It is possi ble to represent an

n -bit n u mber as l B 1 ( x1 ) B 2(x2)

: : : B n(xn), howe ver it is more convenient to encode the strings using the separators.

N o t at io n : F or notational convenience, given an n-bit string x, we denote by Ri(x) the string encoding x at position

i, i.e.

Ri(x) = Bi(x1) Si Bi +1(x2) Si+1 : : : Si+n �2 Bi+n�1(xn) Si+n�1

4 . 1 O p e r a t i o n s on binar y strin gs

W e now e xplain the basic primitive operations that can be per formed on binary strings using their encoding as

D N A strands. Throughout this section we let T be a test tube containing a collection of

DNA strands which represent some binary strings.

As was discussed in section

2, it is possible to extract all the strands in T that contain a certain se

quence of basis. This will be the fundamental operation used for evaluating circuits.

Suppose we wish to extract all strands in T representing binary strings whose i ’th bit is 1. W e

know that all such strands contain the string Bi(1) Si and they are the only strands containing this string.

Hence, by extracting all strands in T containing the sequence Bi(1) Si we extract exactly those strings whose i’th bit is 1. W e denote this operation by

Extract( T ; xi = 1)

It is possible to perform a more general extract operation. Suppose we wish to extract all strands in T who have a 1 in their i’th position and a

0 in their i + 1’st position. W e denote such an operation by Extract( T ; xixi+1 = 10)

Clearly this can be done by extracting all strands containing the string

Ri(10) = Bi(1) Si Bi+1(0) Si+1

Hence, we were able to perform an \and " operation on consecutive bits for the cost of one extract operation. Note that the fact that the bits are ad

jacent is crucial for this to work.

An even more general extract operation is the following

:

Extract( T ; xixi+1xi+2 = 101 or xixi+1xi+2 = 001)

This can be done using two types of beads at once. One bead will attract all strands containing the string Ri(101) and the other will attract all strands containing Ri(001). Hence, for the cost of one extract operation we were able to perform a combination of an \and" and an \or". F or technical reasons it is only possible to perform this simultaneous \or" operation when the strings being extracted have the same length. F or instance, in the above example, both strings 101 and 001 have the same length

3.

I m po rtant Not e: An important observation is that these operations on DNA strands work no matter where the the bits are on the strand. F or instance, the string 01 can be represented in two equivalent ways: l S

0 B1(0) S1 B2(1) S2 or l S0 B2(1) S2 B1(0) S1

All we did was to put the string representing the second bit in the

�rst position. Clearly , the

Extract(T ;

b2 = 1) operation works exactly as before. The point is that the fact b2 = 1 is encoded by

9 t h e p re se n ce o f the str in g B 2 ( 1 ) S2 on the str an d . It ma kes no di �erence where this string is on the strand.

Fina ll y we note that the string 01 can be represented in a third way as :

l S2 B2(1) S 0 B 1(0) S1

This representation will be useful in Section 6.6.

5 P l a n o f D E S a tta c k

Now that we know how to represent binary strings and how to perform primiti ve operations on them , we are ready to e

xplain our attack on D ES.

In the next section we will show that given a message

M it is possible to create a solution that contains for each

k 2 f0 ; 1 g

5 6 a DN

A strand of the form:

l S0 R1( k ) R5 7( DES(M; k) )

Each strand in this solution encodes a key k and the encryption of the �xed message M using the key k.

W e denote this solution by DES(M ). As was stated in Section 3, the decryption circuit DES �1

may be regarded as the same circuit as DES. Thus, we can just as easily create a solution DES�1( E) which is de�ned analogously to DES(M ), i.e. contains all strands of the form

l S0 R1( k ) R57( DES�1(E; k) )

Let (M; E) be a (plain -text, cipher-text) pair. W e wish to �nd a key k s.t. M = DES�1(E; k), i.e.

the decryption of the cipher-text E is the plain-text M . This can be done as follows:

1. Create the solution DES�1(E) described above.

2. Extract from DES�1(E) all strands that contain the pattern R57( M ).

3. The extracted strands encode pairs of strings (k; M ) where M = DES�1(E; k). The key k can easily be recovered by se

quencing any of the extracted DNA strands.

Step 2 and 3 of this process can be done very quickly , i.e. within a few days. The laborious part is step 1.

The same procedure can be used even if the plain-text is only known to be one of a number of candidates. Simply repeat step 2 for each one of the candidates. The running time of the process is hardly e�ected by this since most of the work is done in step 1. Thus, suppose we are able to intercept one cipher-text and we have an idea of what the encoded message is. Then the above procedure will enable us to recover the key and eavesdrop on the rest of the conversation.

Once we generate the solution DES�1(E0) for some �xed 6 4 bit word E0, we can very quickly break any DES system if we can use chosen-cipher-text attack. Simply generate a pair (M0; E0) and run through steps 2 and 3 above. Clearly the same is true if we can use chosen-plain-text attack. Thus, potentially , a chemical company can spend the time to generate the solution DES�1(E0) and then sell it to anyone who wants to quickly break a DES system.

10

B1(1)

S1 S2

B56(1)

S55 S56 S0

B56(0)

B2(0)

B1(0)

B2(1)

F i g u r e 5 : I ni ti a li zati on gra p h

6 E v a l ua t i n g t h e DE S ci rcuit

In thi s se ction we descri be how to generate the solution D E S ( M ) . As we saw in the pre vious section , this solution is the

ke y ingredient in the molecular attack on DES.

W e give a quick outline o f how to construct this solution and then describe the details. The process is carried out in three steps.

1. Construct an initial solution encoding all 5 6 -bit strings. Thus, the solution contains all strands of the form

l S 0 R 1( k)

for all k 2 f 0 ; 1 g

5 6.

2. Evaluate the gates of the DES circuit by tagging on their values. F or instance, suppose the �rst gate in the DES circuit tells us to

Xor bit 3 and bit 7 of the key . W e do this by appending the value of k

3 � k 7 to each of the strands in the initial solution. The resulting solution will contain strands of the form: l S0 R1(k)

B57(k3 � k7) S57 for all k 2 f0; 1g56 where k3 and k7 are the third and seventh bits of k.

3. W e evaluate the gates in the circuit one by one. When we are done, all strands in the solution look like: l S0 R1(k) R57(

I ) R r( DES(M; k) )

where I is a string of bits corresponding to the intermediate values generated by the circuit.

6 . 1 C o n s t r u ct in g t h e initi a l sou p

W e begin the detailed discussion by e xplaining how to construct the initial solution of 256 D NA strands corresponding to each of the possible DES keys. W e use a procedure similar to the one described in

[ 8 ].

The basic idea is to use the graph

G shown in �gure 5. Each path from S0 to S56 corresponds to one DES key . T o create a soup of DNA strands which correspond to all paths in G we use the encoding of [1]. W e follow the following steps:

1. Recall that each vertex in the graph represents a string of length 30. Denote the string assigned to vertex

V by V lVr where Vl is the 15 left letters and Vr are the 15 right letters.

11

2 . F o r e a c h ver te x v create a te st t u be co nta inin g the stran ds " V lV r. F or each directed edge ( u ; v ) create a test tube containing the strands

# Ur Vl. T o hand le the end points , create t wo test tubes containing " (

S 0)l and # (S 5 6)r.

3. Mix all the test tubes and allow the strands to anneal and ligate. Then extract fro m the resulting mixture all the strands that contain the words S0.

Call the set of extracted strands A. F rom the solution A extract all strands that contain the word S56.

It is not di �cult to see that at the end of step 2 we get a mixture that corresponds to various paths in the graph.

At the end of step 3 the resulting strands will correspond to all paths from S0 to

S56.

6 . 2 T a gg i ng

Before we explain how the various components of the D E S circuit are evaluated we must �rst explain how to append a given string to all strands in a test tube. This

\append to end " primitive can be implemented in various wa

ys. Here we describe one possible method.

Suppose

T 0 is a test tube containing D

NA strands which encode various n bit binary strings. Since all the strings have the same length n, all the DNA strands will end with word S

n.

W e explain the tagging procedure through an example. Suppose we wish to append the string 0 1 to all strings in T 0. F ormally , this means that we append the DNA strand

Rn + 1( 01 )

= Bn+1(0) Sn+1 Bn+ 2(1) Sn+2

to all strands in T 0. W e refer to this operation as tagging the strands with 01. T o do this, we create a test tube T01 containing many copies of the single stranded DNA

:

# Sn Rn+1( 01 )

W e then pour the contents of T01 into T 0. Since all the strands in T 0 end with Sn the new strands will anneal to them. The resulting strands will loo

k like:

b1 b2 : : : bn �1 bn SnSn Bn+1(0) Sn+1 Bn+2(1) Sn+2

W e can now apply a polymerase en

zyme to complete this DNA molecule to a double stranded molecule, as explained in Section 2.2.2.

6. 3 E va l ua ting a l oo ku p ta bl e

It remains to show how to evaluate the various components of the DES circuits. There are only two types of gates in the DES circuit: an

Xor gate and a lookup table (used in the S -boxes). W e begin by explaining how to evaluate a lookup table.

A lookup table is a function

f : f0; 1 g6 ! f0; 1g

4 which maps

6 bit strings to 4 bit strings. The function is given as a table of values. F or example,

0 1 2 3 4

5 6 7 8 9 10 11 12 13 14 15 0

14 4 12 1 2 15 11 8 3 10 6 12 5 9 0 7 1

0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8 2

4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0 3

15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

12

C o l u m n s co rr es pon d to t he r i ght 4 bits and ro ws to the le ft 2 bits . F or e xample , 2 would be mapped to

12. This loo k up table is one of the eight tables used in the D E S S -boxes.

In the DES circuit it is possible to arrange things so that the 6 bits to be looked up are alwa ys consecuti

ve bits. This can be arranged by appending the bits in the \right " order.

Say we wish to perform a table look up on the value of the 6 bits in position

i to i + 5. Thus, the strands look like

l W l B i ( xi ) Si Bi + 1(xi+1)

: : : Bi+ 5(xi+5) Si+5 W r

where Wl and Wr are the bits on the left and right of the critical 6-bit positions i ; : : : ; i + 5. F or a given strand, let x

= xi : : : xi+5 be the bit string encoded on the strand at position i. W e wish to append to every strand the 4 bit string

f (x) where f is the function computed by the look up table.

This is done in two steps

:

1. Separate the solution into 16 containers T 0; : : : T15 according to the value to be appended. F ormally this entails the following extract operation:

T j Extract( T ; f (x) = j)

2. F or each j = 0; : : : 15, append the 4 bit binary string representing j to all strands in container

Tj. F ormally , we tag all strands in container j by the string

R n(j) where n is the current length of all strands.

This procedure is best explained through an example. Using the above table we see that container

T0 should contain all strands that have one of the 6-bit patterns 15; 16;

31 and 45 in position i; : : : ; i+5.

W e can extract all these D

N A strands using the following extract:

T0 Extract( T ; x = 15 or x = 16 or x = 31 or x = 45)

W e then tag all strands in T0 with the string 0000. Note that all 4 bits can be tagged on at once.

Step 1 of this procedure re

quires 64 di �erent types of beads corresponding to all 6 bit combinations.

These beads can be prepared using the same method used to construct the initial soup of all 56 bit strings, i.e. by constructing all paths in a graph similar to Figure 5 which is made up of 6 diamonds.

As we will see in Section 6.6 the same set of 64 di�erent beads can be used for all rounds of the DES circuit.

Hence, they need only be prepared once at the beginning of the computation. The same method can be used to generate the 16 bit patterns that are appended to the strands in step 2 of the procedure. T o summari

ze, we have just seen that a look up table operation can be done using 16 extract operations which may be done in parallel followed by 16 parallel tag operations. Hence, if we allow 16 extracts to be done at once, then table look up can be done in time which is approximately equivalent to one extract operation and one tag operation.

6 . 4 E v a l ua t i n g X o r gat e s

Finally , we explain how to evaluate an Xor gate. Suppose we wish to evaluate the Xor of the i ’th and j’th bits of the strings in the current solution T . As usual, this is done by appending the value xi

� xj to the strands representing x. The �rst step towards performing this operation is to separate the solution T into two solutions T0; T1 where T0 contains those strands in T satisfying xi � xj = 0 and T1 contain those satisfying xi � xj = 1. W e then tag each of T0; T1 with the appropriate value.

13

W e c a n w r i te x i � x j a s

xi � xj = (xi + xj )( �xi + �xj ) ;

xi � xj = (� xi + xj)(xi + �xj )

T his lea ds the f ollowin g proced ure for generating T 0 ; T 1 :

1 . Set T 11 = e xtract(T ; xi = 1 or xj = 1) and T 01 = extract(T ; xi = 0 or xj = 1).

2. Set T1 = extract(T 11; xi = 0 or xj = 0) and T0 = extract(T 01; xi = 1 or xj = 0).

This procedure re quires 4 extract operations. Howe ver , if we allow two extract operations to be done in parallel, then the procedure can be carried out in onl

y two steps.

As we saw in Section 4.1, \and " gates are inherently sequential, while an \or" of many variables can be done in one step. This suggests that when writing out a circuit, one should try to minimi

ze the number of \and" gates in the circuit. This is the reason why we wrote the formulas for

Xor as a

C N F expression. Had we used DNF expressions there would have been 4 and gates (for the Xor and its complement) as opposed to two in the CNF expression. Consequently , evaluating the Xor using

CNF expressions would have required

6 extract steps.

Thus, one Xor gate can be evaluated in time equivalent to two extract steps and one tagging step.

If we allow more extract steps to be carried out in parallel, then we can evaluate more than one Xor gate at a time. W e discuss this improvement next.

6 . 5 E v a l ua t i n g t h r ee X or s at on ce

W e show that if one can perform 32 extract operations at once, then it is possible to evaluate three

Xor gates in two steps. It is possible to arrange things so that the bits to be Xored are xi; xi

+1; xi+ 2 and xj; xj+1; xj+2, i.e. the value to be appended to the strands is xi � xj ; xi+1 � xj+1; xi+2 � xj+2. The point is that we are Xoring two groups of three consecutive bits. The fact that the bits to be Xored can be made to be consecutive is a useful property of the D

ES circuit. It can be shown by examining the precise action of the

P -boxes.

As usual, we plan to separate the solution T into

8 solutions according to the value to be tagged.

W e show how to do this separation in 2 steps. The

�rst step consists of 8 extracts and the second consists of 32 extracts.

F or

z1z2z 3 2 f0; 1 g3 de�ne

Z(z1z2z3) = z1 z2 (z1 � z2 � z3) 2 f0; 1g3

i.e. Z(z1z2z3) is a 3 bit string whose third bit is z1 � z2 � z3. T o separate T into T000; : : : ; T111 according to the value to be tagged perform the following steps:

1. F or each z1z2z3 2 f0; 1g3 do

T z 1z 2z 3

Extract

� T ; xixi+1xi+2 = Z(z1z2z3) or xjxj+1xj+2 = Z(z1z20) �

2. F or each z1z2 2 f0; 1g2 and a = a1a2a3 2 f0; 1g3 do

T a ;z1z2 Extract� Tz1z2 b ; xixi+1xi+2 = a � Z(z1z2 b) or xjxj+1xj+2 = a � Z(z1z20) �

where b = a1 � a2 � a3.

14

3 . F o r a ll a 2 f 0 ; 1 g 3 do

T a Ta ; 00

[ Ta;0

1 [ Ta;10 [ Ta;11

F or ea c h i n a = a1a 2a3 2 f0; 1g3 we can now ta g all strands in Ta b y the bits a1a2a3. The reason this e

xtract proced ure wor ks follows fro m the fact that for any a1a2a3 2 f0; 1g3 we ha ve :

x1x2x3 � y1y2y2 = a1a2a3 ( )

9 z1z2 2 f0; 1g2 s.t.

�x1x2x3 =

Z (z1z2 b ) or y1y2y3 = Z(z1z20)

� and

�x1x2x3 = a � Z(z1z2b) or y1y2y3 = a � Z(z1z20)�

where b = a1 � a2 � a3.

It is worth noting that there is a simple extraction procedure for evaluating three Xors in two steps if we are allowed to perform

6 4 extractions per step. Simply separate the solution T into 8 solutions according to the value of x

ixi +1xi+2 and then separate each of the resulting 8 solutions into

8 solutions according to the value of x

j xj+1xj+2.

Using this procedure we perform 8 extractions on the

�rst step and 64 extractions on the second step. This should be contrasted with the performance of the procedure given above which only re

quires 3 2 extractions on the second step.

6 .6 S h o r t e n in g the str an ds

The process of continually appending values to the strands would make the strands very long by the time we complete the

D ES circuit. It is possible to shorten the strands by throwing away segments which are no longer needed. F or instance

, this can be done at the end of every round. The only values that have to be kept on the strands is the

56 bit key and the 64 bits that propagated out of the previous round. F or a strand that looks like

l K J P where K is the 56 bit key , J is the junk portion and P are the 64 bits from the previous round that have to be propagated to the next round, we would like to remove that junk portion J .

Removing the middle of a strand is a complicated operation. F ortunately there is a simple �x. As was discussed in Section 4.1, it makes no di

�erence where the string P is on the strands. Hence, when tagging the strands with the bits of P we can place P next to the key K. At the end of the round the strands will look like: l P K J .

W e can now use a restriction en zyme to cut the J portion of the strand. At the beginning of the next round all strands look like l P K.

This procedure shows that cutting the junk portion of the D

NA strands is a simple operation, if the data is arranged with foresight. It involves the use of a restriction enzyme and the �ltering of the junk strands out of the solution.

Since the

B and S strings used by the junk portion are no longer present in the solution they may be reused. F or instance, if the 5

7 ’th bit was cut away from all strands then the strings B 5 7(1); B57(0) and S57 can be reused in the next round. Speci�cally , the same set of 64 beads used in the table lookup step can be used in all rounds.

6. 7 S u mmar y thus far

Before going any further we brie y calculate the number of steps required to evaluate the DES circuit using the methods sketched thus far. First, observe that the �rst 48

+ 32 + 32 = 112 Xors may be ignored. These Xors are computing an Xor with the message bits. Since the message bits are �xed,

15 t h e se X o rs are e ither a no -o p (i .e. no operation per for me d ) or a ne gation. A negation on l y re q uires that

we ma ke a mental note remem bering that the string representing 1 is now representing 0 and vi ce versa.

Suppose we allow 3 2 parallel e xtractions per step. W e saw that it is possible to evaluate 3 Xors in two parallel extract steps and one table lookup per step.

Hence , the total number of parallel extractions required is 2

[1 5 � ( 4 8 =3) + 14 � (32=3) ] + 128 = 91 6

W e can only roughly estimate the amount of lab time required to run this algorithm. Assuming 10 extract operations per day , this experiment would require roughly 4 months of lab work.

Clearly many factors have been excluded form this estimate and it should only be regarded as a rough approximation.

7 S p ee d i n g c o mp u t ation s using Join

W e now describe a general method which enables us to perform more steps in parallel. The ma jor bottleneck of the algorithm described in Section 6 is the evaluation of Xors. When the algorithm had to evaluate 32 Xors, it had to evaluate them one by one (or in groups of three). A natural thing to try is to make two copies

T 1 ; T 2 of the solution T . Then evaluate the left 16 Xors in T1 and the right

16 Xors in T2 and then combine the solutions T1 and T2.

Unfortunately there is no simple way of combining the solutions T1 and T2 after the Xors have been evaluated.

The problem can be stated as follows. Suppose a strand representing the string

x is present in the solution T . W e wish to compute two functions

f (x) and g(x) and eventually get strands representing the string x

kf (x)kg(x). By making two copies T1; T2 of T we can form two solutions : one containing strings of type xkf (x) and the other containing strings xkg(x). The problem is combining these two solutions to form the required answer: xkf (x)kg(x). W e refer to this operation as a

j o i n.

F or technical reasons we formally de �ne the join operations in the following way: Let T1 be a solution containing strands of the form

l x y �1 and T2 a solution containing strands of the form l �2

z x, where �1; �2 are �xed 30-mers. That is, all strands in T1 have an �1 on their 5 ’ end and all strands in T2 have an �2 on their 3’ end. The join of T1 and T2 is de�ned as

join(T1; T2) = fl �1 z x y�2 j zx 2 T1 and xy 2 T2 g

None of the biology primitives we have discussed so far enable us to carry out a join of two solutions.

W e �rst show how to implement the join operation and then discuss how to apply it when evaluating a group of Xors.

Let T1; T2 be two solutions as above. The join of T1 and T2 may be carried out as follows:

1. Pour T1 and T2 into one container and allow the solutions to mix.

2. Raise the temperature in the container so as to melt the hydrogen bonds and form single stranded

DNA.

3. Let the container cool down so that complementary strands will reanneal. W e get four types of strands:

(a) l x y �1

(b) l �2 z x

16

( c ) " � 2 z l x # y � 1 (

d) # �2 z l x " y �1

4 . U s e a p o l y me rase e n zyme to complete t he st ic ky ends in the strands. Note that d ue to the orientation o

f the strands the polymerase enzyme will only work on strands of the third type.

5. E xtract all strands from the resultin g solution that contain both �1 and �2. This step re quires two sequential extracts.

At the present it is not clear whether this procedure works in practice. It is not clear that after we cool the container in step

3 e very single stranded DNA will �nd its mate. The hope is that if initially , the solutions

T1 ; T2 contained enough copies of each strand then after cooling, enough strands of type

3 will be formed.

In the spirit of this paper, we will assume for now that the this procedure correctly implements the

join operation. W e now return to our example of computing two functions f (x); g(x) in parallel.

W e evaluate the function f (x) in the solution T1 and g(x) in the solution T2.

F or our join operation to work, the strands in T1 must look like l x

kf (x) and the strands in T2 must look like l g(x)kx.

Hence, the value of g(x) must be tagged on the left of x as opposed to tagging on the right of x as we have been doing all along. T o be more precise, let x

= x1 : : : x n be an n bit binary string. Let f (x) = y1 : : : y

r and g(x) = z1 : : : zr be r bit strings then the strands in T1 look like

l S 0 B1(x1) S1 B2(x2) S2 : : : Bn(xn) Sn Bn +1(y1) Sn+1 : : : Bn+r (yr) Sn+r

and the strands in T2 look like

l Sn+2r Bn+2r(zr ) Sn+2r �1 : : : Sn+r+1 Bn+r+1(z1) S0 B1(x1) S1 B2(x2) S2 : : : Bn(xn) Sn

Note that we treat the bits of g(x) as though they were in position n + r in the string. The two ends

Sn+r and Sn+2r can be used as the strings �1 and �2. When we perform the join operation on the two solutions T1 and T2 the resulting strands look like

:

l Sn+2r Bn+2r(zr) Sn+2r�1 : : : Sn+r+1 Bn+r+1(z1) S0

B1(x1) S1 B2(x2) S2 : : : Bn(xn) Sn Bn+1(y1) Sn+1 : : : Bn+r (yr ) Sn+r

The procedure outlined above is a general method for evaluating two functions in parallel on a molecular computer. F or the DE

S circuit there is a natural way of breaking up the work. Recall that one round of the DES circuit consists of the following steps:

1. 4 8 Xors.

2. 8 table lookups on disjoint groups of 6 bits.

3. 32 Xors.

At the beginning of each round we may break up the work into 8 groups. Each group will evaluate the

Xor of 6 bits, perform a table lookup on the resulting 6 bits and �nally perform an Xor on the 4 bits resulting from the lookup. W e end up with 8 solutions each representing 4 bits of the value coming out of the current round. T o combine the 8 solutions we pair them up and do a join to reduce to 4 solutions. W e iterate this twice more until we end up with one solution containing the 32 bits coming out of the current round. The entire process is shown in �gure 6.

This method of breaking up the work is appealing since it has a number of advantages.

1 7

Join

Join

Join

Join

Table

lookup

Table

lookup

Join

Table

lookup

Table

lookup

Join

Table

lookup

Table

lookup

Join

Table

lookup

Table

lookup

32

8

6 6 4

4 8 6

6 6 4

6

6

6

6

6 6

6

6

6

4

4

4

4

4

4

4

4

4

4

8

8

8

16

16

4

4

4

8

F i g u r e 6 : O ne r oun d o f D E S circui t

1 8

1 . A ss u m i n g as w e did be f o re t hat it is possib le to perform 1 6 e xtra ctions per step , we can e valuate

8 Xor gates at once. This is done b y wor king on the 8 solutions in parallel. Recall that each

Xor re

quires two sequential steps. Thus, we need a total of 2 92 steps to evaluate the 1168 Xors in the

D E S circuit.

2. Recall that the table look up operation involved the extraction of strands according to the value of a 6 bit pattern. This step required that we prepare 6

4 di �erent types of beads. Since now each table lookup is done in a separate solution, we can use the same set of 64 beads for all 8 table lookups in one round. This is a signi

�cant reduction in the overhead work for the experiment.

Note that since each table lookup requires 16 parallel extractions, we can still only perform one table lookup per step. The 128 table lookups in the DES circuit still require 128 steps.

W e now need to estimate how many steps it would take to combine the 8 solutions at every round into one solution. There are

3 joins to be made : combine the 8 groups into 4, combine the 4 groups into 2 and combine the 2 groups into 1

(combining the 8 group into 4 requires 4 join operations which can be done in parallel

). W e saw that each join step requires 2 extractions, i.e. the joins require 6 extraction steps.

Unfortunately there is an additional complication. W e explain the problem through an example.

Suppose we have 4 solutions

T

1

; T

2; T 3; T 4 containing strings of type y x; x z; wx; x t respectively . After we do a join on T1; T2 and on T3; T4 we get two solutions T12; T34 containing strings of type yxz and wxt respectively . W e would like to do a join on T12; T34 to get zyxtw, but we can

’t since the ends of the strings are di�erent( xyz will not join with wxt). This shows that in T12 we must copy z to the left to get string of type zyx. Similarly in T34 we must copy w to the right to get strings of the form xtw. Doing a join on the resulting solutions will generate the desired zyxtw.

This example shows that after we join the 8 groups of solutions to 4 groups we must move some information from one side of the strands to the other.

Let T be a solution of strands. Moving 4 bits from on side the strands in T to the other can be done as follows:

1. Separate T into 16 solutions T

0;

: : : ; T1

5 according to the 4 bits to be moved. Assuming we are allowed to perform 16 extractions in parallel, this can be done in one step.

2. F or all i = 0; : : : ; 1 5 tag T

i with the bit string i on the appropriate side.

3. Set T T1

S : : : S T15 and use a restriction en

zyme to cut the out the 4 bits that have just been copied.

W e have just seen that copying 4 bits requires one extract step and one tag step. Similarly , copying 8 bits would require 2 extract steps and two tag steps.

After we join the 8 solutions into 4 we must perform 4 move operations to prepare the solutions for the next join. Each move involves copying 4 bits and hence takes one step of 16 parallel extractions.

Similarly , after we join the 4 solution into 2 we must make another 2 move operations. Each move this time involves copying 8 bits and hence takes 2 extraction steps. This brings us to a total of 4

� 1 + 2 � 2 = 8 steps for rearranging information on the strands.

T o summarize, combining the 8 solutions into 1 requires 6 steps for the join operations and 8 steps for the move operations. Thus we need 14 steps per round where each step consists of 16 parallel extractions. Since there are 16 rounds we get a total of 224 steps.

Evaluating Xors takes 292 steps, table lookup take 128 steps and recombination takes 224 steps.

Thus, in 664 steps we can evaluate the DES circuit. This �gure should be contrasted with the 916 steps required without using the join operation.

19

8 S u mm a r y

T h e o b je c t i ve o f thi s p ape r was to provi de a co ncrete e xa mp le of how a molec ular computer mi ght be programmed

. W e emphasi zed the fact that boolean gates are evaluated b y tagging on their value.

F urthermore we saw how to evaluate Xor gates and loo kup tables.

The tagging method is inherently se

quential since values have to be tagged on one by one. T o overcome this problem we introduced the join operation. The importance of this operation is that it enables us to evaluate functions in parallel and then combine the results.

Consequently we saw how this improves our ability to evaluate the

D E S circuit. It should be pointed out that the join operation has never been experimented with in practice. It is currently unknown whether it actually works.

W e now brie

y summarize our results regarding breaking DES. W e showed that assuming one can perform

3 2 extractions per step , it is possible to break DES in 9 1 6 steps. F urthermore, we saw that by using the join operation it is possible to reduce this

�gure to 66 4 steps of 16 parallel extractions.

W e can only guess that approximately 1

0 extraction steps per day is a reasonable �gure. Under such an assumption we see that one can break DES in 4 months without using joins and in 3 months using joins.

R e fere n ce s

[1 ] L. Adleman, \ Molecular Computation of Solutions to Combinatorial Problems ", Science 266

:1021 -1024 ( Nov. 11 ) 1994.

[2] D. Beaver, \A Universal Molecular Computer", Penn State University T ech Report CSE-9 5-

001.

[3] D. Boneh, C. Dunworth, R. Lipton, J. Sgall, \ On Computational Power of DNA", to appear.

[4] D. Boneh, C. Dunworth, R. Lipton, \Notation for Molecular Biology", unpublished manuscript.

[5] D. Boneh, R. Lipton, \Making DNA Computers Error Resistant", to appear.

[6] National Bureau of Standards, \Data Encryption Standard", U.S. department of commerce,

FIPS, pub. 46, January 19

77.

[7] E. Biham, A. Shamir, \Di �erential Cryptanalysis of the F ull 16-round DES", Proceedings of

Crypto 1992.

[ 8] R. Lipton, \Using DNA to solve NP-Complete Problems", Science, to appear.

[9] M. Matsui, \The �rst experimental cryptanalysis of the Data Encryption Standard", Proceedings Crypto 1994, pp. 1

{11.

[10] J. Reif, \Parallel Molecular Computation", T o appear, SP AA 95.

[11] W. Smith, \DNA Computers in Vitro and Vivo", unpublished manuscript.

[12] M. Wiener, \E �cient DES Key Search", Crypto 93 rump session.

20