I n P

r o c ee d

in g s of

t he 2nd Internationa

l

S y m posium onHigh

-Performance

Computer

Architectur e,

February,1

99 6

. P

r

o t

e cte

d

,

U

ser

-

le velD

M

A

for the

S

H

R

IMP

Net

work Interface

M a

tt h

ia s

A

.

B l

u m ri

ch,

C e

zar y

Du

b

nic ki,

E

d

wardW.

F elten, andKai

Li

Departmento f ComputerScience,

Princeton

Uni

versity , Princeton,N

J

0

8 5 44 A b

s t r a ct T r a d i ti o na l

D M

A re

q uire s the operating syste

m

to perform many tasks to initiate a transfer, with

overhead on the order of hundreds or thousands ofC

P U instru ctions

. This paper describes a mechanism,

called User-level Direct Memory Access(UDMA

), for

initiating DMA transfers of input/output data, with

full protection, at a cost of only two user-level mem-

ory references. The UDMA mechanism uses existing

virtual memory translation hardware to perform per-

mission checking and address translation without ker-

nel involvement. The implementation of the UDMA

mechanism is simple, requiring a small extension to

the traditional DMA controller and minimal operating

system kernel support. The mechanism can be used

with a wide variety ofI/

O devices including network

interfaces, data storage devices such as disks and tape

drives, and memory-mapped devices such as graphics

frame-bu

�ers. As an illustration, we describe how we

used UDMA in building network interface hardware

for theS

H RIMP multicomputer.1

I

n t r o d u ct ion Direct Memory Access (DMA) is a common

method for routing data directly between memory and

an input/output device without requiring interven-

tion by the CPU to control each datum transferred.Normally, a DMA transaction can be initiated only

through the operating system kernel, which provides

protection, memory bu�er management, and related

address translation. The overhead of this kernel-

initiated DMA transaction is hundreds, possibly thou-

sands of CPU instructions[

2 ].

The high overhead of traditional DMA devices

requires coarse grained transfers of large data blocks in

order to achieve the available raw DMA channel band-

widths. This is particularly true for high-bandwidth

devices such as network interfaces and HIPPI [1] de-

vices.

For example, the overhead of sending a piece

of data over a 100 MByte/sec HIPPI channel on the

Paragon multicomputer is more than3

50 microsec- onds [13].With a data block size of 1Kbyte, the

transfer rate achieved is only 2.7 MByte/sec, which is

less than 2% of the raw hardware bandwidth. Achiev-

ing a transfer rate of80 MBytes/sec requires the data

block size to be larger than6

4 KBytes. The overhead

is the dominating factor which limits the utilization of

DMA devices for�ne grained data transfers.

This paper describes a protected, user-level DMA

mechanism (UDMA) developed at Princeton Univer-

sity as part of the SHRIMP project [4]. The UDMA

mechanism uses virtual memory mapping to allow

user processes to start DMA operations via a pair

of ordinary load and store instructions. UDMA uses

the existing virtual memory mechanisms{ address

translation and permission checking { to provide the

same degree of protection as the traditional DMA

operations. A UDMA transfer� can be started with two user-level memory refer-

ences,

� does not require a system call,

� does not require DMA memory pages to be\pinned,

" and � can move data between an I/O device and any

location in memory.

A UDMA device can be used concurrently by an arbi-

trary number of untrusting processes without compro-

mising protection. Finally, UDMA puts no constraints

on the scheduling of the processe s that use it.

In contrast, a traditional DMA transfer costs hun-

dreds, possibly thousands of instructions, including a

system call and the cost of pinning and unpinning

the a�ected pages (or copying pages into special pre-

pinned I/O bu�ers). In this paper we show that

the UDMA mechanism is simple and requires little

operating system kernel support.

The UDMA technique is used in the design of the

network interface hardware for the SHRIMP multi-

computer. The use of UMDA in SHRIMP allows very

fast, exible communication, which is managed at user

level.

Transfer

Machine DMA State

I/O Bus

CPU DATA

Memory

start

Device

SOURCE DESTINATION CONTROL COUNT

F i g u r e 1 : T r a d i ti o na l D M A hard war e con � g ured for a

memor y to de vice tran sfer . Transfer in both directions

is possible.

A l t h ough we h a ve utili ze d the U D MA te ch ni que

in the de sign o f a networ k interface , we reiterate that

it is a pplica ble to a wide variet y of high -speed I / O

devices including graphics fra me-bu �ers, audio and

video devices, and disks .

2 T r a d i ti o na l D M A

Direct Memory Access was �rst implemented on

the I BM SA G E computer in 1 9 55 [ 8 ] and has always

been a common approach in I/O interface controller

designs for data transfer between main memory and

I/O devices.

Figure 1 shows a typical DMA controller which is

con�gured to perform DMA from memory to a device

over an I/O bus. The device typically consists of a sin-

gle port to or from which the data is transferred. The

DMA mechanism typically consists of a state machine

and several registers including source and destination

address registers, a counter, and a control register.

To transfer data from memory to the I/O device,

the C PU puts the physical memory address into the

source register, the device address into the destination

register, sets the counter to the number of bytes to be

transferred, and triggers the control register to start

transferring the �rst datum. After the �rst datum is

transferred, the state machine increments the source

register, decrements the counter, and starts transfer-

ring the second datum. These transfers continue until

the counter reaches zero. Note that the entire data transfer process requires no CPU intervention.

Although this mechanism is simple from a hard-

ware point of view, it imposes several high-cost re-

quirements on the operating system kernel. First, it

requires the use of a system call to initiate the DMA

operation, primarily to verify the user ’s permission

to access the device, and to ensure mutual e xclusion

among users sharing the device. User processe s must

pay the overhead of a system call to initiate a DMA

operation.

A second requirement is virtual-to-physical mem-

ory address translation. Because the DMA controller

uses physical memory addresses, the virtual memory

addresses of the user programs must be translated to

physical addresses before being loaded into the address

registers. Virtual-to-physical address translation is

performed by the operating system kernel.

Finally , the physical memory pages used for DMA

data transfers must be pinned to prevent the virtual

memory system from paging them out while DMA

data transfers are in progress. Since the cost of pinning

memory pages is high, most of today’s systems reserve

a certain number of pinned physical memory pages for

each DMA device as I/O bu�ers. This method may

require copying data between memory in user address

space and the reserved, pinned DMA memory bu�ers.

Altogether, a typical DMA transfer requires the

following steps:

1. A user process makes a system call, asking the

kernel to do an I/O operation. The user process

names a region in its virtual memory to serve as

the source or destination of the transfer.

2. The kernel translates the virtual addresses to

physical addresses, veri�es the user process’s per-

mission to perform the requested transfer, pins

the physical pages into memory, builds a DMA

descriptor specifying the pages to transfer, and

then starts the DMA device.

3. The DMA device performs the requested data

transfer, and then noti�es the kernel by changing

a status register or causing an interrupt.

4. The kernel detects that the transfer has �nished,

unpins the physical pages, and reschedules the

user level process.

Starting a DMA transaction usually takes hundreds

or thousands of CPU instructions. Therefore, DMA is

bene�cial only for infrequent operations which transfer

a large amount of data, restricting its usefulness.

2

3 T h e U D M A A pp r o a ch

I n o r d er to red u ce t he co st o f D M A , we must

remo ve the kerne l t asks from the cr itical data transfer

path . The challen ge is to �nd ine xpensive methods

for permission checking, address translation, and pre -

vention of DMA page remapping. Our solution is

a mechanism that allows programs to use two ordi-

nar y user-level memory instructions to initiate a DMA

transaction, yet provides the same degree of protection

as the traditional method. We call such a DMA

mechanism U s e r - Le ve l D M A (or UDMA ).

A user program initiates a UDMA transfer by

issuing two ordinary user-level memory reference s :

S T O R E n b y t e s TO dest Add r

LOA D st at us FRO M sr cAddr

The STORE instruction speci�es the destination base

address of the DMA transaction, destAddr, and the

number of bytes to transfer, nbytes. The LOAD in-

struction speci�es the source base address of the DMA

transfer, srcAddr, and initiates the transfer if the

DMA engine is not busy. The LOAD returns a status

code, status, to indicate whether the initiation was

success ful or not.

It is imperative that the order of the two memory

reference s be maintained, with the STORE proceeding

the LOAD. Although many current processors optimi ze

memory bus usage by reordering reference s, all pro-

vide some mechanism that software can use to ensure

program order execution for memory-mapped I /O.

Central to the UDMA mechanism is the use of

virtual memory mapping. The UDMA mechanism

uses the Memory Management Unit (MMU) of the

C PU to do permission checking and virtual-to-physical

address translation. In order to utilize these features,

a combination of hardware and operating system ex-

tensions is re quired.

The hardware support can be viewed as simple

extensions to the traditional DMA hardware shown

in Figure 1. The extensions include a state machine

to interpret the two instruction (STORE, LOAD) initia-

tion sequence, and simple physical address translation

hardware.

The operating system extensions include some

changes in the virtual memory software to create and

manage proxy mappings, and a single tiny change

in the context-switch code. The close cooperation

between hardware and system software allows us to

completely eliminate the kernel ’s role in initiating

UDMA transfers.

The following three sections explain the virtual

memory mapping, hardware support and operating

system support in detail.

Space

vmem_addr

Memory Space Memory Space

Space

Proxy

Memory

Space

Proxy

Memory

Address

PROXY(pmem_addr)

Space

Physical

Virtual Address

                                                          pmem_addr

PROXY(vmem_addr)

Figure 2: Me m or y a n d memory pro xy spa ce mapp in gs .

4 Me mor y Mapp i n g for UDMA

UDMA takes advantage of the existing virtual

memory translation hardware in the CPU to perform

protection checking and address translation. The key

element of the virtual memory mapping for the UDMA

mechanism is a concept called proxy space.

P r o x y S p a c e

A proxy space is a region of address space reserved

for user-level communication with a UDMA device.

There are proxy spaces in both the virtual and phys-

ical address spaces, and they are related as shown in

Figure 2. This �gure shows the system memory space

and its associated memory proxy space in both the

physical and virtual address spaces. A proxy space is

uncachable and it is not backed by any real physical

memory, so it cannot store data.

The key concept is that t here is a one-to-one

association bet ween memory proxy addresses and real

memory addresses. This association can be repre-

sented by an address translation function, PRO X Y:

pr o xy address = PROXY (rea l address )

PROXY applied to a virtual memory address,

v mem addr, returns the associated virtual memory

proxy address, vmem prox. Likewise, PROXY applied

to a physical memory address, pmem addr, returns the

associated physical memory proxy address, pmem prox.

Virtual memory proxy pages are mapped to physi-

cal memory proxy pages just as standard virtual mem-

ory pages are mapped to standard physical memory

pages. Mapping a virtual proxy page to a physical

3 pr o x y pa g e i s eq ui vale n t to granting the owner of the

virtual page restricte

d permission to access theU

D M

A

mechanism .

For example, an address in the memory

proxy space canbe reference d by a user-level process

to specify a source or destination for DMA transfers

in the memory space.In addition to the memory proxy space described

so far, there is the similar concept ofd e v i cep r o x y sp

ace, which is used to refer to regions inside the

I/

O device. Unlike memory proxy space, which is

associated with real memory, there is no\real

" device

space associated with device proxy space. Instead,

there is a�xed, one-to-one correspondenc e between

addresses in device proxy space and possible DMA

sources and destinations within the device.To name

an address in the device as a source or destination

for DMA, the user process uses the unique address

in device proxy space corresponding to the desired

address in the device.

The precise interpretation of \addresses in device

proxy space" is device speci�c. For example, if the

device is a graphics frame-bu�er, a device address

might specify a pixel. If the device is a network

interface, a device address might name a destination

network address. If the device is a disk, a device

address might name a block. Furthermore, unlike tra-

ditional DMA, the UDMA mechanism can increment

the device address along with the memory address as

the transfer progresses.P r o x y M a pp i n g for

U

DM

A

Like ordinary memory, proxy space exists in both

virtual and physical manifestations. User processe s

deal with virtual addresses, and the hardware deals

with physical addresses. The operating system kernel

sets up the associated virtual memory page table en-

tries to create the protection and mapping from virtual

proxy addresses to physical proxy addresses. The

ordinary virtual memory translation hardware(the

MMU ) performs the actual translation and protection

checking. Translated physical proxy space addresses

are recognized by the UDMA hardware.

Figure

3 shows a typical memory con�guration for

a system which supports one device accepting UDMA

transfers. The physical address space contains three

regions

: real memory space, memory proxy space, and

device proxy space. Access es to each region can be

recognized by pattern-matching some number of high-

order address bits, depending on the size and location

of the regions.Each of the three regions in the physical space

has a corresponding region in the virtual space which

Address Space

                                                     pmem_addr
 vmem_addr
vmem_proxy
vdev_proxy

     LOAD status FROM vmem_proxy

     STORE nbytes TO vdev_proxy

Space

Proxy

Memory

Proxy

Device

Address Space

Physical

Proxy

-1

Memory

Memory Space

Space

Proxy

Virtual

Space

Device

Memory Space

PROXY()

                                                        pmem_proxy

Space

pdev_proxy

PROXY ()

Figure 3:Addresstrans lation for amemory

-to-device

transfer

.can be mapped to it. Mapping a virtual memory

proxy page enables the owner of the page to perform

UDMA transfers to or from the associated memory

page only. Therefore, protection of physical memory

proxy pages (and their associated physical memory

pages) is provided by the existing virtual memory

system. A process must obtain a proxy memory page

mapping for every real memory page it uses as a source

or destination for UDMA transfers.

Likewise, mapping a virtual device proxy page

enables the owner of the page to perform some sort

of device-speci�c UDMA transfer to or from the de-

vice. Again, the virtual memory system can be used

to protect portions of the device, depending on the

meaning of the device proxy addresses.

Figure 3 shows a transfer from the physi-

cal memory base addressp m em a dd r to the phys-

ical device base address pdev pro x y. The pro-

cess performing the transfer must have mappings

for vmem addr, vmem proxy, and vdev proxy. Af-

ter computing vmem proxy= P

R O X Y (vmem addr), the

process issues the two instructions to initiate the trans-

fer. The UDMA hardware computes pmem addr =

PROXY �

1 (pmem proxy) and initiates a DMA transfer of4

nb y t e s f r o m t h e b a se address p mem a dd r to the dev i ce .

Note that the trans

lation from pdev pro xy to a device

address is device-s

peci�c.

Beca

use virtual memory protection is provided on

a per-page basis, a basicU

D M

A transfer cannot cross

a page boundary in either the source or destination

spaces.

We extend the basic scheme inSection

7 to

include multi-page transfers.The device proxy mapping from virtual memory

address space to physical address space is straightfor-ward.

An operating system call is responsible for cre-

ating the mapping. The system call decides whether

to grant permission to a user process’s request and

whether the permission is read-only. The system call

will set appropriate mapping in the virtual memory

translation page table entries and return appropriate

status to the user process.

The memory proxy mapping is similarly created,

but the virtual memory system must maintain the

mapping based on the virtual-to-physical memory

mapping of its corresponding real physical memory.

The virtual memory system guarantees that a virtual-

to-physical memory proxy space mapping is valid only

if the virtual-to-physical mapping of its corresponding

real memory is valid. This invariant is maintained dur-

ing virtual memory page swapping, and is described in

detail in Section6.

5

U

D

M

A

H a r d ware

The purpose of the UDMA hardware is to provide

the minimum necessary support for the UDMA mech-

anism while reusing existing DMA technology. The

UDMA hardware extends standard DMA hardware

to provide translation from physical proxy addresses

to real addresses, to interpret the transfer initiation

instruction sequence, and to guarantee atomicity for

context switches in operating systems.Figure

4 shows

how the additional hardware is situated between the

standard DMA engine and theC PU, and should be

compared to Figure1. Notice that the UDMA hard-

ware utilizes both the CPU address and data in order

to communicate very e�ciently.

Address translation from physical proxy addresses

to real addresses consists of applying the functionP

R O X Y � 1 to the CPU address and loading that value

into either the source or destinations address register

of the standard DMA engine. For simplicity of address

translation, the real memory space and the proxy

memory space can be laid out at the same o�set in each

half of the physical address space. Then the PROXY

and PROXY �1 functions amount to nothing more than

Transfer

State DMA Machine

CPU ADDRESS CPU DATA

Memory Device

UDMA Address Translation

and State Machine

SOURCE DESTINATION CONTROL COUNT

start

I/O Bus

Figure 4:

U

D M A h a r d war e c o n � g ured for amemor y to dev

ice tran sfer.

ipping the high order address bit. A somewhat more general scheme is to lay out the memory proxy space at some �xed o�set from the real memory space, and add or subtract that o�set for translation.

U

D

MA

S t at e Mac h i ne TheS

TOR E,

LO

A

D transfer initiation instruction sequence is interpreted by a simple state machine within the UDMA hardware as shown in Figure

5.

( In the diagram, if no transition is depicted for a given event in a given state, then that event does not cause a state transition.

) The state machine manages the interaction between proxy-space accesses and the standard DMA engine. The machine has three states:

Id le, Dest

-

Loaded, and

Transferring. It recognizes three transition events: Store, Load, and

Inva l. Store events represent STOREs of positive values to proxy space.

Load events represent LOADs from proxy space. Inval events represent STOREs of negative values (passing a negative, and hence invalid, value of nbytes to proxy space). To understand the state transitions, consider �rst the most common cases. When idle, the state machine is in the Idle state. It stays there until a STORE to proxy space is performed, causing a Store event. When this occurs, the referenced proxy address is translated to a

5

Transfer Done

Store

Idle

      Load

Inval

DestLoaded

Transferring

Memory

Space

Virtual

Address

Virtual

Space

Space

Virtual

Physical

DESTINATION

Memory

Address

Device

Proxy

Physical

Proxy

Device

Memory

Physical

Memory

UDMA

Space

Network

Page

Table

Interface

Space

Virtual

Proxy

Space

Physical

Physical

Proxy

Space

Address

Destination

Space

0K 1K 2K 3K 4K 5K 6K 7K 8K

message size (bytes)

0

20406080100

% peak achieved bandwidth

1 0 C o n c l u s ions

U D M A a ll o w s us e r pro cesses to i nitiate DMA trans

fers to or fro m an I / O de vice at a cost of onl y two user

-level memory references , wit hout any loss of security

. A sin gle instruction su �ces to chec k for completion of a transfer.

This e xtremely low overhead allows the use of DMA for common,

�ne-grain operations. The UDMA mechanism does not re

quire much additional hardware,

because it takes advantage of both hardware and software in the existing virtual memory system.

Special proxy regions of memory serve to communicate user commands to the UDMA hardware, with ordinary page mapping mechanisms providing the necessary protection.

We have built a network interface board for the S

H RIM P multicomputer that uses UDMA to send messages directly from user memory to remote nodes.

Ac kno wl e d ge men ts

This pro ject is sponsored in part by ARPA under grant

N 000 1 4- 91- J-40 39 and N00014-9 5-1-1144, by NS

F under grant MIP-94 20 653, and by Intel Scalable

Systems Division.

Edward Felten is supported by an

NSF National

Young Investigator Award.

Re fe rences

[ 1 ] A m e r i c a n Na ti ona l Stan dard for information s ys - tems

. H i g h - P e r f or m a n ce Para llel In terface - Mechanical

, Electrical, an d Signalling Protocol S peci �cation

(HIPPI-PH ) , 1 991. Draft n um ber X 3.1 83-199 x. [

2] T homas E. Anderson, Henry M. Le vy, Brian N. Bershad, and Ed

ward D. La zows ka. The interaction of architecture and o

peratin g system design. In Proceed- ing

s of 4th International Conference on Architect ural

Support for Programming

Languages and Operating S

ystems, pages 1 08 {120, 1991.

[3] Brian N. Bershad, David D.

Redell, and John R. Ellis.

Fast mutual exclusion for uniprocessors. In Proceedings of

5th International Conference on Architectural

Support for Programming Languages and Operating

Systems, pages 223{233, 1992. [

4] M. Blumrich, C. Dubnicki, E. W. Felten, K. Li, and

M. R. Mesarina. Two virtual memory mapped network interface designs. In Proceedings of Hot Interconnects II Symposium, pages 134{142, August 1994. [

5] M. Blumrich, K. Li, R. Alpert, C. Dubnicki, E. W.

Felten, and J. Sandberg. A virtual memory mapped network interface for the SHRIM

P multicomputer.

In Proceedings of 2 1st International Symposium on

Computer Architecture, pages 142{153, April 1994. [

6] F ORE Systems. TCA-1 00 T U R BOchannel ATM

Computer Interface, User

’s Manual, 1992. [

7] John Heinlein, Kourosh Gharachorloo, Scott Dresser, and Anoop Gupta. Integration of message passing and shared memory in the stanford FLASH multiprocessor. In Proceedings of

6th International Conference on Architectural Support for Programming Languages and Operating Systems, pages 38{50, October 1994.

[8] John L. Hennessy and David A. Patterson. Computer Architecture

: A Quantitati ve Approach. Morgan

Kaufmann, 1990.

[9] Mark Homewood and Moray McLaren. Meiko CS-2 interconnect elan { elite design. In Proceedings of Hot

Interconnects ’

9 3 Symposium, August 1993.

[10] Jiun-Ming Hsu and Prithvira

j Banerjee. A message passing coprocessor for distributed memory multicomputers. In Proceedings of Supercomputing ’90, pages

720{729, November 1990.

[11] Intel Corporation. Paragon

XP /S Product Overvie w,

1991.

[12] Intel Corporation. E

xpress Platforms Technical Product Summary: System Overview, April 1993.

[13]

Vineet Kumar. A host interface architecture for

HIPPI. In Proceedings of Scala

ble High Performance

Computing Conference ’94, pages 142{149, May 1994.

[14] Je

�rey Kuskin, David Ofelt, Mark Heinrich, John

Heinlein, Richard Simoni, Kourosh Gharachorloo,

John Chapin, David Nakahira, Joel Baxter, Mark

Horowitz, Anoop Gupta, Mendel Rosenblum, and

John Hennessy. The stanford FLASH multiprocessor.

In Proceedings of 21st International Symposium on

Computer Architecture, pages 302{313, April 1994.

[15] C.E. Leiserson,

Z.S. Abuhamdeh, D.C. Douglas, C.R.

Feynman, M.N. Ganmukhi, J.V. Hill, D. Hillis, B.C.

Kuszmaul, M.A. St. Pierre, D.S. Wells, M.C. Wong, S.

Yang, and R. Zak. The network architecture of the connection machine CM-5. In Proceedings of 4th ACM

Symposium on Parallel Algorithms and Architectures, pages 272{285, June 1992.

[16] R.S. Nikhil, G.M. Papadopoulos, and Arvind.

*T :

A multithreaded massively parallel architecture. In

Proceedings of 19th International Symposium on Computer Architecture, pages 156{167, May 1992.

[17] Thinking Machines Corporation. CM-5 Technical

Summary, 1991.

12