T w

o

V

i

r t u a

l

M

e

mor y Mapp ed

Network

I

nterfa

ce

De si

gns

M a

tt h

ia s

A

.

B l

u m ri

ch,

C e

zar y

Du

b

nic ki,

E

d

wardW.

F elten,Kai

Li, Malena

R. Mesarina

Departmento

f ComputerScience,

Princeton

Uni

versity , Princeton N

J

0

8 5 44 A b

s t r a ct I n e

x i s tin g

m u lti c

om pute

rs

, soft

w are overhea

d dominates the message-

passing latency cost.

Our research on theS

H RI M

P project at Princeton

indicates that appropriate network interface support can signi�cantly

reduce this software overhead.We have designed two network interfaces

for the SHRIMP multicomputer.Both support virtual memory mapped

communication allowing user processes to communicate without doing

expensivebu

�er management, and without using system calls to cross the

protection boundary separating user processes from the operating system

kernel.

This paper describes and compares the two network interfaces,

and discusses performance tradeo�s between them.1

I

n t r o d u ct ion

T h e S

H R

I M P

(S

c

a la ble Hi

gh -

per

f or ma

nce Really Inexpensi

ve Mul

ti-

Processor

) project at Princeton studies how to provide high-performance

communication mechanisms in order to integrate commodity desktop computers

such as PCs and workstations into inexpensive, high-performance multicomput-

ers.

Our primary performance metrics are the end-to-end latency and bandwidth

available to user processe s. Our goal is to provide a low-latency, high-bandwidth

communication mechanism whose performance is competitive with or better

than those used in specially designed multicomputers.

The network interfaces of existing multicomputers, and workstation networks,

require a signi�cant amount of software overhead to implement message-passing1

p r o to co l s . I n f act , m essa ge -pass ing primiti ves on man y m ulticomputers, suc h

as the c s e n d /c rec v of Intel ’s N X / 2, 1 often e xecute more than a thousan d

instructions to send and receive a message ; by comparison, the hard ware

overhead of data transfer is negligible. For example, sending and receiving a

message on the Intel Delta multicomputer re quires 6 7 �sec, of which less than 1

�sec is due to time on the wire. 2 Other recent multicomputers such as the Intel

Paragon, 3 Mei ko C S-2, 4 and TMC CM- 5 5 have lower message-passing latencies

than Delta, but not much lower.

The main reason for such high software overheads is that these multicomput-

ers use network interfaces that require a signi �cant number of instructions at

the operating system and user levels to provide protection, bu �er management,

and message-passing protocols. In these designs, communication is treated as

a service of the operating system. This is expensive because it requires several

crossings between user level and kernel level for each message, and also because

it prevents applications from using the communication hardware in customi zed

ways. The challenge in designing network interfaces is to provide appropriate

hardware support to achieve minimal software message passing overhead, to

accommodate multiprogramming under a variety of scheduling policies without

sacri�cing protection, and to overlap communication with computation.

As the �rst step of our research, we have developed an idea called v ir t u a l

mem or y -ma pped communication which requires network interface support for

implementing virtual memory mapping between user level processes over

the network. This approach allows programs to perform message passing

directly between user processe s without crossing the protection boundary to the

operating system kernel. As a result, the software message-passing overhead is

reduced signi�cantly.

We have designed two network interfaces for the S H RIMP multicomputer

which is being constructe d at Princeton using Pentium PCs and an Intel

Paragon routing network. In our �rst design, we explored how to do minimal

modi�cations to the traditional DMA-based network interface design, while

implementing virtual memory mapping in software. Our design requires

a system call to initiate outgoing data transfer, but its virtual memory

mapped communication can reduce the send latency overhead by up to 7 8 %.

Received messages are transferred directly to memory, reducing the receive

software overhead to only a few instructions in the common case. Our second

d e s i g n i m p lemen ts vi rt u al mem or y mapping completely in hard ware . 6 This

approach provides fully protected , user -level message passing, and it allows user

programs to initiate an outgoing bloc k data transfer with a single memory store

instruction.

2 V i r t u a l M e m or y Ma pp e d Commu ni cation

The main idea of virtual memory-mapped communication is to allow

applications to create a mapping between two virtual memory address spaces

over the network. That is, it allows the user to map a piece of the sender ’s virtual

memory to an e qually si zed piece of the receiver’s virtual memory across the

network, as shown in Figure 1. The mapping operation requires a system call in

order to provide protection between users and processes in a multiprogrammed

environment. But once the mapping has been established, the sending and

receiving processe s can use the mapped memory as send and receive bu �ers,

and can communicate without any kernel involvement.

Virtual memory mapped communication has several advantages over the

traditional, kernel dispatch-based message passing. One of the main advantages

is that virtual memory mapped communication allows applications to perform

low overhead communication since data can move between user processe s

without conte xt switching and message dispatching.

Another main advantage of virtual memory mapped communication is that

it moves the memory bu�er management to user level. Applications or libraries

can manage their communication bu�ers directly without having to pay the

expensive overhead of unnecessary context switches and protection boundary

crossings in the common cases. Recent studies and analyses indicate that

moving communication bu�er management out of the kernel to the user level

can greatly reduce the software overhead of message passing. By using a

compiled, application-tailored runtime library, the latency of multicomputer

message passing can be improved by about 3 0 %. 7

In addition, virtual memory mapped communication takes advantage of the

protection provided by virtual memory systems. Since mappings are established

at the virtual memory level, virtual address translation hardware guarantees

that an application can only use mappings created by itself. This eliminates the

per-message software protection checking found in traditional message passing

im p l eme n t ati on s

. T

he re are severalways to implement virtual memory mapping. To achieve a

simple

, low-cost design, we have investigated various combinations of hardware

and software.Our results are theS

H R I M P-I network interface, which is

designed to provide minimal hardware support, and the SHRIMP-II network

interface, which is intended to provide as much hardware support as needed to

minimi ze communication latency.3

S

H R

I

M P

-I

N e t w o r k Interf a ce The design goal for the SHRIMP-I network interface was to start with

a traditional, DM

A-based network interface and add the minimal hardware

support needed for implementing virtual memory mapped communication. The

resulting network interface supports the traditional DMA-based model, and can

optionally be used to implement virtual memory-mapped communication with

some software assistance.Figure

2 shows a block diagram of the SHRIMP-I network interface datapath.

The card uses DMA transactions to interface between theEISA bus of a Pentium

PC and aNetwork Interface Chip(NIC

) connected to an Intel Paragon routing

network.8 DMA transactions are limited to the size of a memory page and

cannot cross page boundaries, since pages are the unit of protection. Control

is provided through a set of memory-mapped registers which device driver

programs use to compose packets, initiate packet transfers, examine the status

of the interface, and set up receiving memory addresses. Interrupts to the host

processor can optionally be generated by incoming packets. The arbiter controls

sharing of the bidirectional datapath to the NIC, giving incoming data priority

over outgoing data.

The hardware supportsp h y s i c a l m em o ry mappin g for incoming data. That is,

each packet carries a receive

des tination physical memory address in its packet

header, and the hardware automatically initiates a DMA transfer to this address

upon packet arrival, without host CPU intervention.

A header of two6

4-bit words is appended to the beginning of every packet.

The�rst 64-bit word contains routing information for the Paragon network, and

is stripped by the network hardware. The second 64-bit word is the SHRIMP-I

packet header containing four �elds: version, destination address, packet size, 4

an d ac t i on .

T h e v e r s i o n �e ld identi�es theversion of the network interface

whichgenerated thepacket. Thedes tin ation address speci�es a physical base

address on the destinationmachine to receive the packet’s data. Thepac ket size

�eld speci�es the number of3

2 -bit data words in the body of the packet. The

action �eld tells the receiving network interface how to handle the packet.A send operation is initiated by writing a packet header to the send registers.

This starts the send state machine which builds a network packet andD

MAs the

data from memory to theN

I C chip.When the packet arrives at the destination,

its header will be stored in the receive registers.By default, the data of the

packet will be delivered to the physical memory indicated by the destination

address �eld in the packet header.Optionally, the action �eld of the packet can

instruct the receiving logic to deliver the data to a physical address provided by

the receiver(in a memory-mapped register). In addition, the action �eld can

be used to cause an interrupt to the receiving host processor immediately after

packet delivery. If there is an interrupt, the incoming datapath is frozen until

the host processor explicitly restarts it by writing to a special control register.

To provide software with exibility and to support debugging, the receiving

logic can be programmed to override the actions indicated in the action �eld

of the packet.Speci�cally, the receive control register can be programmed to

ignore the action �eld and use the physical address from the special receive

register as the destination address for the next incoming packet. It can also be

programmed to interrupt the CP

U after every packet (or to never interrupt).Finally, the receive logic can be instructed to freeze the incoming datapath after

each packet arrival, which is useful for debugging.

The SH

RIMP-I network interface supports both traditional message passing

and virtual memory-mapped communication. In traditional message passing,

the destination address is provided by the receiver and an interrupt is raised

upon message arrival (as indicated by action bits in the message header). This

option will allow the operating system kernel to manage memory bu�ers and

dispatch messages.

Before using virtual memory-mapped communication, a mapping operation

is needed to map a user-level send bu�er to a user-level receive bu�er. The

mapping operation pins both bu�ers in physical memory. Once a mapping is

established, it can be used to send messages without interrupting the receiving

processor. That is, a receive operation can be performed entirely at user-level,5

op e r a t io n s of the network interface without involvin g the kernel, we provide amechanism called V

i r t u a l M e m or y Mapped

Comma nd s

. The network interface

decodescommand memory located in the node’s physical address space,but not

corresponding to actualR

A M. References to command memory simply transmit

information to or from the network interface at user level.

The current network interface supports one command memory space the same

size as the actual physical memory, and associates a unique command page with

each page of physical memory.Since both address spaces are linear and of equal

size, the association is simply determined by adding or subtracting a� xed o�set.

The operating system kernel gives a user-level process access to a command

page by mapping that command page into the process’s virtual memory space.For example, if physical pagep currently holds the contents of some virtual

page of processX , then the kernel can give X access to the command pages

that control p. This allows X to\talk to" the network interface about p directly

from user-level.If the kernel later decides to reallocate p to another process, it

can revoke X ’s right to access the command pages corresponding to p.

The command memory mechanism uses physical address space(but not

physical memory) to achieve low-overhead control of the network interface. It

consumes a fraction of the physical address space whose size is a small constant

times the size of the local physical memory, and it consumes the same amount

of virtual address space.We are currently using the command space to implement the send command

for deliberate updates.5

S y s t e m So ft w a re Su pp ortOne advantage of virtual memory mapped communication is the diversity

of communication models it can support. In this section, we describe a simple

communication model designed for supporting multicomputer programs. Other

models, suitable for other application classes, will not be discussed here. For all

models, the virtual memory-mapped communication for this network interface

requires system calls to create mappings, and also primitives to send messages

using mapped memory.

Our multicomputer interface uses two system calls for mapping creation:

m

a p s e n d and map re c v. Their arguments and costs are similar toN

X /

2’s csend8

an d c r ec v ca ll s : �

m a p i d = map se nd

( node id, process id,bind id, mode, sendbu f,

size

) w

h e re node idis the the networ k address of the receivin g node,

process id indicates the receivingprocess, bind id is abinding identi�er

(whose function is similar to the message type in theN

X

/ 2 send and

receive primitives), mode indicates whether the mapping is for automatic

update or deliberate update (meaningless for theS H R I M P

-I network

interface which does not support automatic update), sendbuf is the

starting address of the send bu�er, and size is the number of words

in the send bu�er.

This call is used on the senders side to establish a

mapping. It returns a mapid which is used to identify this mapping for

send operations.For SHRIMP-I, mapid isjust an index into a kernel-level

mapping table speci�c for a calling process. For SHRIMP-II, mapid is the

virtual address in the command space corresponding to sendbuf.

� map recv( bind id, recvbuf, size, ihand ler ) where bind id is the binding identi�er to match the mapping request by

the map send call, recvbuf is the starting address of the receive bu�er, and

size is the number of words in the receive bu�er. Non-NU

LL ihandler

speci�es a user-level interrupt handler which will be called for every

message received to this mapping. The purpose of this call is to provide the

mapping identi�ed by bind id with a receiving physical memory address

so that the senders side can create a physical memory mapping for the

virtual memory mapping.

The mapping calls will pin the memory pages of both the send and receive bu�ers

into physical memory to create a stable physical memory mapping, enabling

data transfers on both sending and receiving sides withoutCPU involvement

on Shrimp-II, and with minimal sender-side overhead on Shrimp-I.Every mapping is unidirectional and asymmetric, from the source (sending

bu�er) to the destination (receiving bu�er).A mapping can be established only

if the size of the receive bu�er is the same as the size of the send bu�er. The

mapid can be viewed as a\handle

" to select a mapping for a send operation. It

is needed for SHRIMP-I because we allow multiple and overlapped mappings for

the same memory. For SHRIMP-II it is needed to keep the virtual base address9

in t h e c o mm an d s pace .

For securit

y

, we mustverify that the sending process has permission to

transmit data to the receiving process.In our multicomputer programming

model, only ob jects owned by processes belonging to the samep r o c e ss t as k group

can be mapped to each other.The membership of a process in a given task group

is fully controlled by the operating system, so all processes within a task group

trust each other. For example, processes cooperating on the execution of a given

multicomputer program will usually belong to the same task group.

For bothS

H RI M

P

-I and SHRIMP-II, the following send operation is

supported:

s e n d ( m a p id , send o ffse t, size

) For SHRIMP-I, this operation is implemented as a system call which builds

a packet for each memory page. It simply looks up the mapid in the mapping

table,

�nds the destination physical address, builds a packet header, and initiates

the outgoing data transfer. This call returns immediately after the data is sent

out to the network. For SHRIMP-II, the send operation is a deliberate-update

macro. If the data to be sent resides within one page, this macro executes a

user-level store of size to the address mapid+ send offset in the command

space. This write is decoded by the network interface as a command to initiate

the requested transfer from the corresponding physical memory page. For a

message spanning multiple pages, there is one store issued for each such page.

Since a destination ob ject is allocated in user space, data can be delivered

directly to the user memory without a receive interrupt for both SHRIMP-I and

SHRIMP-II. The user process can observe the message delivery, for example,

by polling a ag located at the end of the message bu�er. In this way it can

implement user-level bu�er management and avoid the overhead of kernel bu�er

management, message dispatching, interrupts and receive system calls.6

C o s t a n d

P e r for man ce

Both the SHRIMP-I and SHRIMP-II network interfaces support traditional,DM

A-based message passing, and provide the option to use virtual memory

mapped communication. This option can eliminate a large amount of software

overhead in traditional message passing, such as bu�er management and

message dispatching.1

0

Co m p a r e d to the traditio na l network interfa ce desi gns , the only addition in

theS

H R I M P

-I network interface is to include the destination physical address

of a packet in its header and to have receiving logic to deliver data accordingly.

This simple addition makes the network interface very e

xi ble.

Although a

system call is required to send a message, no involvement is required by the

receiving node’s CPU to receive and dispatch messages.

The SHRIMP-II network interface supports protected, user-level virtual

memory mapped communication. The automatic update mode allows a single

store instruction to initiate a send with only the local write-bu�er latency. The

deliberate update mode requires a few user-level instructions to send up to a

page of data.

Table1 shows the overhead components of message passing on three kinds of

network interfaces: traditional, SHRIMP-I, and SHRIMP-II.6 The SHRIMP-II

network interface implements virtual memory mapping translation in hardware

so that the send operation can be performed at user level. The SHRIMP-

I network interface requires a system call to send a message, but it provides

virtual memory-mapped communication with very little additional hardware

over the traditional network interface design.We have implemented the send operation for both the SHRIMP-I and

SHRIMP-II network interfaces using Pentium-based PCs. We compared the cost

of our send with that of thec s e n d /c recv primitives ofN

X / 2. For passing a small

message

(less than 100 bytes), the software overhead of a send for the SHRIMP-

I network interface is 117 instructions plus the system call overhead, and

optionally, an interrupt. For SHRIMP-II, the overhead of a send implemented

as a macro is only 15 user level instructions, with no system call necessary. In

contrast, the software overhead of a csend and a crecv in NX/2 is4

8 3 instructions

plus two system calls (csend and crecv) and an interrupt.

For passing a large message, the primitives for the SHRIMP-I network

interface require only 26 additional instructions for each additional page

transferred. For SHRIMP-II, this overhead is only 8 user-level instructions. The

csend and crecv primitives of NX/2 require additional network transactions to

allocate receive bu�er space on the receiving side, and they must prepare data

descriptors needed by the network interface to initiate a send.

The cost of mapping on both SHRIMP-I and SHRIMP-II is similar to that

of passing a small message using csend and crecv in NX/2. For applications 11

th at hav e stat i c co mm u nication patte rns

, the amortize d overhead of creating a

mapping canbe negligible.

6 We should point out that the semantics of thec s e n d /c recv primitives ofN

X / 2 are richer than the virtual memory

-mapped communication supported

byS

H R I M P family of interfaces.Our comparison shows that rich semantics

often comes with substantial overhead. Since both SHRIMP network interfaces

support traditional message passing and virtual memory-mapped communica-

tion, they allow user programs to optimize for common cases.7

R e l a te d

W o r k The traditional network interface design is based onDM

A data transfer.

Recent examples include the NC

U B E, 9 and iPSC/8

6 0. 1

0 In this scheme an

application sends messages by making operating system calls to initiate DMA

data transfers. The network interface initiates an incoming DMA data transfer

when a message arrives and interrupts the local processor when the transfer has�nished so that it can dispatch the arrived message. The main disadvantage

of traditional network interfaces is that message passing costs are usually

thousands of CPU cycles.

One solution to the problem of software overhead is to add a separate

processor on every nodejust for message passing.

11, 12 Recent examples of this

approach are the Intel Paragon3 and Meiko CS-2.4 The basic idea is for the\compute

" processor to communicate with the \message" processor through

either mailboxes in shared memory or closely-coupled datapaths. The compute

and message processors can then work in parallel, to overlap communication and

computation. In addition, the message processor can poll the network device,

eliminating interrupt overhead. This approach, however, does not eliminate

the overhead of the software protocol on the message processor, which is still

hundreds of CPU instructions. In addition, the node is complex and expensive

to build.

Several pro jects have taken the approach of lowering communication latency

by bringing the network all the way into the processor and mapping the network

interface

FIFOs to special processor registers.

13{1

5 Writing and reading these

registers queues and dequeues data from the FIFOs respectively. While this

is e�cient for �ne-grain, low-latency communication, it requires the use of a12

9. J.

P a l m e r , \ T he N

C U B E fam il y of high

- performa n ce parallel compu ter systems,

"

inP

r o c eed i n g s of

3rdConference onH y percu be Concurrent Computers and

App

lications, pp.8

4 5 {85 1, Jan. 1988. 10.

Intel Corporation, iPSC

/

8 6 0 TechnicalReferenceManual, 1991.

11.R. Nikhil,

G. Papadopoulos, andAr vind, \*T

: A multithreaded massively parallel

architecture," in Proceedings of1

9th International Symposium on Computer

Architecture, pp. 156{16

7,

May 1992.

12. J.-M.Hsu and P. Banerjee, \A message passing coprocessor for distributed

memory multicomputers," in Proceedings of Supercomputing’90, pp. 720{729,

November 1990. 13.

S. Borkar, R. Cohn, G. Cox, T. Gross, H.Kung, M.Lam, M. Levine, B. Moore,W.

Moore, C. Peterson, J. Susman, J. Sutton, J. Urbanski, and J. Webb,

\Supporting systolic and memory communication in iWarp," in Proceedings of

the 17th Annual Symposium on Computer Architecture, June 1990.

14.D. S. Henry and C.F. Joerg, \A tightly-coupled processor-network interface,"

in Proceedings of5th International Conference on Architectural Support for

Programming

Languages andOperating Systems, pp. 111{122,Oct. 1992.

15. W. J. Dally, \The J-Machine system," in Arti�cial Intel ligence at MIT:

E xpandingFrontiers (P. Winston and S. Shellard, eds.), pp. 550{580, MIT Press, 1990.1

5

Physical space memory spaces

memory spaces memory

space memory

Physical

Virtual Virtual

NODE A NODE B

INTERCONNECT

F

i g u r e 1

: V i r t u a l m em or y mappi n g 16

Control

Registers

Receive

Registers

Send Registers

Chip

Interface

Network

INTERCONNECT

Arbiter

Outgoing DMA Logic

Incoming Logic DMA

EISA Bus

F

i g u r e 2

: S H R I M P

-I n e t w o r k inter f a ce data pat h

1

7