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ABSTRACT

The Internetconsistsof thousandof independentdomainswith
different,and sometimesompeting businessnterests.However,
the currentinterdomainrouting protocol (BGP) limits eachrouter
to usinga singleroutefor eachdestinationpre x, which may not
satisfythediverserequirement®f endusers.Recentproposalgor
sourcerouting offer analternatve whereendhostsor edgerouters
selectthe end-to-endpaths.However, sourcerouting leavestransit
domainswith very little controlandintroducedif cult scalability
andsecuritychallengesln thispaperwe presenamulti-pathinter-
domainrouting protocolcalledMIRO thatoffers substantiale xi-
bility, while giving transitdomainscontrol over the o w of traf c
throughtheirinfrastructureandavoiding stateexplosionin dissem-
inating reachabilityinformation. In MIRO, routerslearn default
routesthroughtheexisting BGP protocol,andarbitrarypairsof do-
mainscannegotiatethe useof additionalpaths(boundto tunnels
in the dataplane)tailoredto their specialneeds.MIRO retainsthe
simplicity of BGPfor mosttraf c, andremainsbackwardscompat-
ible with BGPto allow for incrementableplogyability. Experiments
with Internettopologyandrouting dataillustratethatMIRO offers
tremendouse xibility for pathselectiorwith reasonableverhead.

1. INTRODUCTION

Thelnternetconsistof thousandsf independenthadministered
domains(or AutonomousSystems}hatrely on the Border Gate-
way Protocol(BGP)to learnhow to reachremotedestinationsAl-
thoughBGP allows ASesto applyawide rangeof routingpolicies,
the protocolrequireseachrouterto selecta single“best” routefor
eachdestinatiorpre x from theroutesadwertisedby its neighbors.
Thisleavesmary ASeswith little controloverthe pathstheirtraf c
takes. For example,anAS might wantto avoid pathstraversingan
AS known to have badperformancer Iter datapacletsbasedon
their contents.This is the situationin Figure 1, wherethick lines
representhepathschoserto reachAS F. AS A doesnotwantAS E
to carryits traf ¢, butit hasno choicebecaus@ andD have both
selectedpathsthroughE. Simply askingB to switch to the route
BCF is not anattractie solution,sincethis would not allow AS B
andits otherneighborgo continueusingBEF.
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Figure 1: Single-pathrouting to ASF

Recentresearchhas consideredseveral alternatves to single-
path routing, including sourcerouting and overlay networks. In
sourcerouting, an enduseror AS picks the entire paththe pack-
etstraverse[1-5]. In overlay networks, pacletscantravel through
intermediatehoststo avoid performanceor reliability problemson
the direct path[6]. However, thesetechniqueglo not give transit
ASes,suchasinternetServiceProviders(ISPs),muchcontrolover
thetrafc traversingtheir networks. This controlis importantfor
ASesto engineetheir networksto run ef ciently, andto maximize
revenue. The lack of controlfor ISPsis a signi cant impediment
to the eventualadoptionof sourcerouting. In addition,bothsource
routing and overlay networks may not scaleto a network the size
of the Internet. Instead,we explore an alternatve solutionwhere
theinterdomairroutingprotocolsupportsnulti-pathrouting,while
providing e xible controlfor transitASesandavoiding stateexplo-
sionin disseminatingoutinginformation.

Our solutionis motivatedby several obsenationsabouttoday's
interdomain-routingystem:

Having eachrouter selectand ad\ertise a single route for
eachpre x is not e xible enoughto satisfythe diverseper
formanceand security requirements. In Figure 1, today's
routing systemdoesnot enableAS A to circumwent AS E
in sendingrafc to ASF.

The existing routeschoserby BGP aresufcient for alarge
portion of thetrafc. In Figurel, AS B andits othercus-
tomersmaybe perfectlyhappy with thepathBEF.

Endusersneedcontrolover the propertiesof the end-to-end
path,ratherthancompletecontrol over which pathis taken.
In Figurel, AS A only wantsto avoid AS E and doesnot
careabouttherestof the path.

Theexisting BGP protocolalreadyprovidesmary candidate
routes althoughthe alternateroutesarenot disseminatedin
Figurel, AS B haslearnedtherouteBCF but simply hasnot
announced to AS A.



An AS selectsroutesbasedon businessrelationshipswith
neighboringdomains,but might be willing to directtrafc

to other paths,for a price. In Figure1, AS B may prefer
BEFfor nancial reasonsbut maybewilling to sendAS A's
trafc overBCE

Todays Internetprovideslimited methodsfor oneAS to in-

uence anotherAS's choice.For example,if AS Fisamulti-
homedstubAS which wantsto controlhov muchincoming
traf ¢ traversdink CFandEF respecitiely, it canonly adwer
tisesmallerpre xesor prependts AS number{7]. However
thosemethodsmay be easilynulli ed by other ASes'local
policy, makingtheir effectivenesdimited.

Inspiredby theseobsenrations,we proposea multi-pathinterdo-
mainrouting protocol,calledMIRO, with thefollowing features:

AS-level path selection: An AS representsan institution,
suchasa university or compaly, andbusinesgelationships
areeasilyde ned atthe AS level. Thisis simplerandmore
scalablethan giving eachend user ne-grain control over
pathselection.

Negotiation for alternate routes: An AS learnsoneroute
from eachneighborand negotiatesto learn alternateroutes
asneededThisleadsto ascalablesolutionthatis backwards
compatiblewith BGP, andit also allows policy interaction
betweenrarbitrarypairsof ASes.

Policy-driven export of alternate routes: The responding
AS in the neggotiationhascontrolover which alternatepaths,
if ary, it announces eachstepof thenegotiation. Thisgives
transitASescontroloverthetraf c enteringtheir networks.

Tunnelsto directtraf ¢ on alternate paths: After a suc-
cessfulnegotiation, the two ASesestablishthe stateneeded
to forward datatraf ¢ onthealternateroute. The remaining
traf c traverseghedefaultroutein theforwardingtables.

With theadditional e xibility, ASescouldchoosepathsthatsat-
isfy their specialneedsfor example:

Avoidinga speci ¢ ASfor securityor performanceaeasons:
An AS can avoid sendingsensitve datathrougha hostile
countryor avoid anAS thatoftendropspaclets.

AcdhievinghigherperformanceTheAS cansendrafc through

more expensve inter-AS links that are normally not avail-
able,to achieve lower lateng or higherbandwidth.

Loadbalancingfor incomingtrafc: A multi-homedAS try-
ing to balancdoad over multiple incominglinks canrequest
thatsomeupstreamASesusespecialAS pathsto directtraf-
¢ overadifferentincominglink?.

In designingMIRO, we separatgolicy and mechanismwher
ever possible to supporta wide rangeof policiesfor interdomain
routing. Still, we presenexamplepoliciesandusefulpolicy guide-
linesto illustratethe bene ts of adoptingour protocol. In the next
section,we presenbackgroundnaterialon existing routing archi-
tectures. Then, Section3 gives an overview of our main design

! Analysis of RouteViews data[8] shawvs that 60% of the 20,000
ASesaremulti-homedandmorethan2000areannouncingsmaller
subnetdnto BGPto exert controlover incomingtrafc. However,
announcingmallsubnetsncreasesouting-tablesizewithout pro-
viding precisecontrol.
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decisions. We describeMIRO in greaterdetail in Section4 and
demonstrat¢he effectivenessandef ciency of MIRO in Section5
usingmeasuremerdatafrom RouteMews [8]. In Section6 we dis-
cusshow ASescancon gure e xible routing policies. Section7
discussesadditionaltechnicalissuessuchasrouting-protocokon-
vergenceandrouteaggregations. Section8 presentselatedwork,
andthe paperconcludesn Section9.

2. ROUTING ARCHITECTURES

In this section,we presentan overview of the currentBGP pro-
tocol, sourcerouting, and overlay networks. To simplify the dis-
cussion,we representeachAS asa singlerouter asillustratedin
Figure 2 where ve ASesare selectingroutesto a destinationin
AS F. In BGP, eachAS selectsa single bestroute (indicatedby
an asterisk)and ad\ertisesit to all neighbors. In sourcerouting,
eachendhosthascompleteknowledgeof the entiretopologyand
canchoosewhatever pathsit wishes.In overlay networks, several
overlay nodesconnectto the physicalnetwork to form a virtual
topology; eachnodecandirecttrafc throughotheroverlay nodes
enrouteto thedestination.

2.1 Today's Interdomain Routing

BGP[9], thedefactointerdomainrouting protocolfor the Inter-
net, hasseveralfeatureghatlimit e xibility in pathselection:

Destination-basedBGP distributesreachabilityinformation



aboutaddresslocks,and eachrouterforwardsa paclet by
performingalongest-pre xmatchonthedestinatioraddress.
As such, paclets from different sourcesgoing throughthe
samerouterwould follow the samedownstreanpath.

Single-pathrouting A routerlearnsat mostone BGP route
from eachneighborand must selectand adwertise a single
“best” route. This limits the numberof pathsadwertisedand
posessevererestrictionson e xibility .

Path-vectorprotocot In contrastto link-stateprotocolsthat
ood topology information, BGP is a path-wector protocol
whererouterslearn only the AS pathsadvertisedby their
neighbors. This improves scalability at the expenseof vis-
ibility into the possiblepaths.

Local-policybased BGP giveseachAS signi cant e xibil-
ity in decidingwhich routesto selectandexport. However,
the available routesdependon the compositionof the local
policiesin the downstreamASes, limiting the control each
AS hasover pathselection.

The local policies for selectingand exporting BGP routesde-
pendonthebusinesselationshipbetweemeighboringASes.The
mostcommonrelationshipsare custometprovider, peer and sib-
ling [10-12]. In a custometpravider relationship,the customer
normally paysthe providerfor transitservice;assuch theprovider
announcegherouteslearnedrom ary custometto all neighboring
ASes,but thecustomemnormallyonly adwertisesherouteslearned
from its provider to its own customers. In a peerpeerrelation-
ship,two ASes nd it mutually bene cial to carrytrafc between
eachothers customerspften free of chage. Peeringagreements
often indicatethat the routeslearnedfrom a peercanonly be ad-
vertisedto customers.Sibling ASestypically belongto the same
institution, suchasa large ISP, andprovide transitserviceto each
other Uponlearningroutesfor apre x from multiple neighborsan
AS typically prefersto usecustomeitlearnedroutes thensiblings,
thenpeers,and nally providers,to maximizerevenue. At times,
though,providersdeviate from thesepolicy corventionsuponcus-
tomerrequeste.g.,to provide backupconnectiity for customers).
We believe that businessincentives could also motivate an AS to
male alternateroutesavailableto neighborswho have specialper
formanceor securityrequirements.

Anotherproblemin BGPis thatanAS haslimited in uence over
thelocal policiesin otherASes. EachAS preferssomepathsover
othershasednits own local goals.In somecasesanAS allowsits
customerso in uence thesepreferencedy “tagging” theBGP an-
nouncementsHowever, thesetechniquesreusuallyappliedonly
betweeradjacenASesthatunconditionallytrustoneanother(e.g.,
astubAS andits upstreaniSP).In addition,theunderlyingmech-
anismis quite primitive—a simple taggingof routeswithout ary
kind of “back andforth” negotiationbetweerthetwo ASes.

2.2 Source Routing

In the pastfew years,several researcherlave proposedsource
routingasaway to provide greater e xibility in pathselection1—
5]. In sourcerouting, the endhostsor edgeroutersselectthe end-
to-endpathsto thedestinationsThe datapacletscarryalist of the
hopsin the path,or o w identi ers thatindicatehow intermediate
routersshoulddirect the trafc.  Although sourcerouting maxi-
mizes e xibility, severaldif cult challengesemain:

Limited contmol for intermediateASes: Under sourcerout-
ing, intermediateASeshave very little controlover how traf-
¢ entersandleavestheir networks. This malkesit dif cult

for intermediateASesto engineertheir networks andselect
routesbasedon their own businesgyoals,which is a barrier
to thedeploymentof source-routingschemes.

Scalability: Sourceroutingdepend®nknowledgeof thenet-
work topology atsomeevel of detail,for sourceto compute
thepaths.Thevolumeof topologydata,andthe overheador
computingpaths,would be high, unlessthe dataare aggre-
gated;including load or performancemetrics,if necessary
would furtherincrease¢heoverheadln addition,thesources
mustreceve new topologyinformationquickly whenlink or
routerfailuresmale the old pathsinvalid.

Ef ciency andstability: In sourcerouting,endhostsor edge
routersadaptpath selectionbasedon applicationrequire-
mentsandfeedbaclkaboutthe stateof thenetwork. Although
sourceoutingcangeneratgoodsolutionsn somecase$13],
alargenumberof sel sh sourceselectingpathsatthe same
time may leadto suboptimaloutcomespr eveninstability.

Evenif thesechallengegprove to be surmountablén practice,we
believe thatit is valuableto considerotherapproacheshat make
differenttrade-ofs between e xibility for the sourcesgontrol for
theintermediateASes,andscalabilityof the overall system.

2.3 Overlay Networks

In overlaynetworks, severalendhostsform avirtual topologyon
top of the existing Internet[6]. Whenthe direct paththroughthe
underlying network has performanceor reliability problems,the
sendingnodecandirecttraf ¢ throughanintermediatenode. The
trafc thentravels on the pathfrom the sourceto the intermediate
node,followed by the pathfrom the intermediatenodeto the des-
tination. Although overlay networks are usefulfor circumwenting
problemsalongthedirectpath,they arenota panacedor support-
ing e xible pathselectionat scale for severalreasons:

Data-planeoverhead:Sendingtrafc throughanintermedi-
ate hostincreasedateng, and consumesandwidthon the
edgelink in andoutof thathost.In addition,thedatapaclets
mustbeencapsulatetb directtraf ¢ throughthehost,which
consumesgxtra bandwidthin the underlyingnetwork.

Limitedcontmol: Theoverlaynetwork hasno controloverthe
pathsbetweenthe nodes,and haslimited visibility into the
propertiesof thesepaths. Thesepathsdependon the under
lying network topology aswell asthe policiesof the various
ASesin thenetwork.

Probing overhead: To compensatdor poor visibility into

the underlyingnetwork, overlay networks normally rely on

aggressie probingto infer propertiesof the pathsbetween
nodes.Probinghasinherentinaccuraciesnddoesnot scale
well to largedeplgyments.

In contrastto sourcerouting, overlay networks do not requiresup-
port from the routersor consentfrom the ASesin the underlying
network. Althoughoverlaysundoubtedlyhave animportantrole to
play in enablingnew servicesandadaptingto applicationrequire-
ments,we believe the underlyingnetwork shouldhave native sup-
portfor more e xible pathselectiorto supportiverseperformance
andsecurityrequirementf ciently, andat scale.

3. MIRO PROTOCOL DESIGN

To provide greater e xibility in pathselection,we proposeex-
tendingBGP into a multi-pathrouting protocol,while keepingthe



goalsof scalability controlfor intermediateASes,andbackwards
compatibilityin mind. In this section,we presenthe key features
of MIRO: AS-level path-wectorrouting for scalability pull-based
routeretrieval for backwardscompatibilityandscalability bilateral

negotiation betweenASesto containcompleity, selectve export

of extra routesfor scalabilityandto give control to intermediate
ASes,andtunnelingin the dataplaneto direct paclets alongthe

chosenroutes. For simplicity, we treateachAS asa single node
anddeferthetechnicaldetailsof MIRO until Sectiord.

3.1 AS-Level Path-Vector Protocol

MIRO representpathsatthe AS level—asin today’s BGP, each
AS addsits AS numberto the AS-pathattribute beforepropagating
arouteannouncemenb aneighboringdomain.AlthoughAS-level
path selectionseemsnaturalfor an interdomainrouting protocol,
otheroptionsexist. For example,somesource-routingproposals
suggesthatall routersin thelnternetbeexposedo allow link-level
path selection. However, we armgue that link-level path selection
exposesoo muchof theinternalsof intermediateASesandlimits
their controlover the ow of trafc. In addition,supportinglink-
level pathselectiorwould requirethe protocolto propagate large
amountof state,andto updatethis statewhen internal topology
changeoccur

We arguethatrouting at the AS level is theright choice. First,
eachAS is ownedandmanagedy a single authority makingthe
AS anaturalentity of trustandpolicy speci cation. Secondyout-
ing atthe AS level is morescalablehanatthelink level, andeach
AS canhideits internalstructureandadijustthe o w of traf ¢ with-
out affecting the AS path. Third, becausebusinesscontractsare
oftensignedby authoritiesratherthanindividual usersiit is easier
to verify thatthe performancendreliability of arouteconformsto
anAS-level contract.Althoughsomerecentpapersonsidergroup-
ing relatedASesandrouting pacletsat the AS-grouplevel [1, 14],
we adwcatekeepingthe AS asthe basegranularityof pathselec-
tion for simplicity. In MIRO, groupsof relatedASescancooperate
by revealingextra pathsto otherASesinsidethe samegroup.

3.2 Pull-basedRoute Retrieval

Many ASesandend usersare satis ed with the default routes
provided by BGRP. Having eachAS propagatealternateroutesto
every neighborwould severely limit the scalabilityof interdomain
routing,andwould alsoforce all ASesto deplo/ the new protocol.
Insteadof pushingextra routesto all neighbors MIRO hasASes
actively solicit alternateroutesonly whenneededFor example,in
Figure3, AS A is the only AS thatis unsatis edwith its default
route (ABEF). As aresult,AS A asksAS B to ad\ertisealterna-
tive routes possiblyincluding a routing policy (e.g.,“avoid routes
traversingAS E”) in therequest.All other ASessimply usetheir
default routesandincur no additionaloverhead.

ASesthat have not deployed our multi-path extensionsto BGP
cancontinueto usetoday’s versionof the protocol. For example,
ASesC and F do not needto run the enhancedrotocolfor AS
A to be ableto query AS B for extra routing options. EachAS
candecideon its own whetherto deplg/ the enhancegbrotocolso
that a value-addedservicecould be offered to others,suchasits
customers.n the evaluationsection,we shav thatevena modest
deplgymentof MIRO by afew tier-1 andtier-2 ISPswould be suf-
cient to exposemuchof the underlyingpathdiversity in today's
AS-level topology makingit possiblefor early adopterso enjoy
signi cant gains.This canencourag®therISPsto deploy the pro-
tocol in orderto competeeffectively with theseearly adoptersn
providing value-addedervicego their customers.

3.3 Bilateral Negotiation BetweenASes
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Figure 3: Multi-path Routing Example

MIRO is basednbilateralnegotiationbetweemSes whereone
AS asksanotherto adertisealternateroutes.Bilateral negotiation
simpli es the protocol,andit re ects thefactthatAS businesge-
lationshipsareoftenbilateralanyway. In Figure3, negotiatingwith
AS B would besufcient for AS A to learnapathto F thatcircum-
ventsE. In bilateralnegotiations,we refer to the AS initiating the
negotiationastherequestingASandthe otherAS asthe respond-
ing AS TheAS closerto the paclet sourceis the upsteamASand
the onecloserto paclet destinationis the downsteamAS In the
examplein Figure3, AS A is therequestingAS andthe upstream
AS, andAS B is therespondingAS andthedownstreamAS.

AlthoughwefocusonbilateralnegotiationsanAS caneasilyap-
proximatemulti-party negotiationby makingrequestso two ASes.
In Figure3, AS A may askseveral ASes(e.g. B andD) to adwer-
tise additionalpaths,with the goal of discorering pathsthat avoid
traversingAS E. Also, in respondingo arequestan AS may pro-
vide additionalpathsobtainedrom anothemnegotiationasnew can-
didates. For example,AS B might queryAS C to adwertisealter
natepathsaspartof satisfyingtherequesfrom AS A, if C werenot
alreadyannouncinga paththatavoids AS E. Still, we do not envi-
sionthatmulti-hopnegotiationwould needto take placevery often,
sincemostpathsthroughthe Internetareshort,typically traversing
four AS hopsor less.

In the simplestcase anAS negotiateswith animmediateneigh-
bor, asin the examplewhere AS A negotiateswith B or D. Al-
lowing negotiationwith otherASesprovidesmuchgreatere xibil-
ity, especiallywhenthe adjacentASeshave not deplg/ed the new
multi-pathrouting protocol. For example,supposeASesB andD
have not (yet) deploredthenew protocol. AS A couldconcevably
negotiatewith C to learnthepathCF, usingthepathABC throughB
to directpacletsto C, which would thendirectthe pacletsonward



towardF. In directingtraf c throughanintermediateAS, MIRO is
similar to overlay networks, thoughwe envision the routersin the
intermediateAS would supportthis functionality directly, rather
thanrequiringdatapacletsto traverseanintermediatehost.

An AS canadopt e xible policiesfor decidingwho to negotiate
with. For example,anaggressie AS trying to achiere high perfor
mancemight decideto queryall immediateneighborsand 2-step
away neighborsanotherAS trying to avoid aninsecureAS might
consulta public Internettopology graphand exclude someASes
thatwill never havevalid paths(e.g.,thosethataresingle-homedo
theinsecureAS). MIRO classi esthis asa policy issueandleaves
thedecisionto individual ASesandtheir con gured policies.

Although Figure 3 shaws an examplewherethe requestingAS

is the upstreamAS, downstreamASesmay alsoinitiate requests.

For example,supposehelink EFin Figure3(a)is overloadedwith

trafc sentby ASesA, B, D, andE to AS F. To reducetheloadon

link EF, AS F could requestone of more of theseASesto divert
traf ¢ to apaththattraverseghelink CF. For example AS F could
negotiatewith AS B to considerswitchingto analternatepaththat
traversesCF. AS B could respondby agreeingto selectthe path
BCFinsteadof BEF, andad\ertisingthe pathBCFto its neighbors.

3.4 Selectve Export of Extra Routes

Uponreceving arequesttherespondingAS could concevably
propagateall known alternateroutesto the requestingAS. How-
ever, announcingll of theroutesmightincur signi cant overhead.
In addition,therespondingAS might notview all routesasequally
appealing. As such, we ervision that the respondingAS could
apply routing policies that control which alternateroutesare an-
nouncedandpotentiallytagtheserouteswith preferencer pricing
informationto in uencetheroutingdecisionsn therequestingAS.
For example,supposeAS C hasa customet(notshavn) thatwants
to avoid thelink CF. Ratherthanoffering both CEF and CBEF as
alternateroutes,AS C might announceonly CEF (e.g.,if sending
traf c via AS B incursasigni cant nancial cost),or tagthe CBEF
routewith pricinginformation.

We ervisionthatthepoliciesfor exportingalternateouteswvould
dependon the businessrelationshipsbetweenneighboringASes.
For example,supposean AS hasselecteda route learnedfrom a
customerAS but hasalsolearnedanotherroute for the samedes-
tination from anothercustomer The AS may be willing to adwer
tise all custometlearnedroutesbut not routeslearnedfrom peers
or providers. Alternatively, the AS maybewilling to adwertiseall
routeswith the same(highest)local-preferencealue,or adwertise
other (lesspreferred)routesonly to neighborsthat subscribeto a
premiumservice.Thesekinds of policiesarereadily expressedis-
ing the samekinds of “route map” constructscommonlyusedin
BGPimportandexportpoliciestoday[15].

3.5 Tunnelsfor Forwarding Data Packets

Under multi-path routing, the routerscannotforward paclets
basednthe destinationlP addresslone.Instead routersmustbe
ableto forwardthe pacletsalongthe pathschoserby theupstream
ASes. In MIRO, the two negotiating ASesestablisha tunnel for
carryingthe datapaclets. The downstreamAS providesa unique
tunnelidenti er to theupstreanAS, independentf which AS ini-
tiatedthe negotiation. In Figure3(b), whenAS A andAS B agree
onthealternateouteBCF, AS B assignsaatunnelid of 7 andsends
theid to AS A. In thedataplane,AS A directsthe pacletsinto the
tunnelandAS B removesthe pacletsfrom thetunnelandforwards
themacrossthe link BC. Then,AS C forwardsthe pacletsbased
on the destinationlP addresslongthe default pathto AS F. We
considerseveralwaysto encapsulatéhe datapacletsasthey enter

destination
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Figure4: Intra-AS routing architecture

thetunnel,asdiscussedn moredetailin Section4.2.

TheupstreanAS neednotdirectall pacletsinto tunnels.Rather
the AS may apply local policiesto directsometraf ¢ alongalter
natepathsand sendthe remainingpaclets along the default path
(i.e., using corventional destination-basefbrwarding). In Fig-
ure 3, supposeBCF haslower lateny thanBEF. Then,AS A may
wantto directits real-timetraf ¢ via BCFwhile sendingoest-efort
trafc along BEF, especiallyif AS B chagesfor using alternate
routes. The upstreamAS could implementthesetraf c-splitting
policiesby installingclassi ersthatmatchpacletsbasecon header
elds (e.g.,IP addressegyort numbersandtype-of-servicebits).
An AS may also split the trafc to balanceload acrossmultiple
paths. The AS could direct a fraction of the traf ¢ alongeachof
the pathsby applying a hashfunction that mapseachtrafc ow
(e.g.,pacletswith thesameaddresseandportnumbers}o a path,
asin prior work on multi-pathforwardingwithin anAS [16].

4. MIR O IMPLEMENT ATION

Despitethe conceptualppealof viewing eachAS asa single
node, ASesoften have multiple routersthat participatein the in-
terdomainrouting protocol. In this section,we describehow to
implementMIRO acrossa collection of routersin an AS. Then,
we presenseveral practicalmethod<or encapsulatingacletsand
identifying the end-pointsof tunnelsin the dataplane. Finally the
control-planedesignis presented.

4.1 Intra-AS Architecture

A large AS typically has multiple edgeroutersthat exchange
BGP routing informationwith neighboringdomains asillustrated
in Figure 4. Data paclets from the customerenterAS X at the
ingressrouterR1 andtraverseseveral internalroutersbeforeleav-
ing the network at an egressrouter suchasR2 or R3. Although
BGPis a single-pathprotocol,theseroutersdo not necessarilyse-
lectthe sameinterdomainrouteto the destinatione.g.,R2 andR3
might route via Provider 1 and 2, respectiely). Typically, large
ASesuseinternalBGP (iBGP) to distribute routinginformationto
otherrouters;for example,R1in Figure4 mightlearnBGP routes
from bothR2 andR3. Evenif both R2 andR3 selecta BGP path
throughProvider 2, MIRO would allow the customerto learnthe
alternateoutethroughProvider 1, uponrequestAS X canprovide
theseextraroutesevenif thetwo providersdo notrun MIRO.

An implementationof MIRO mustinstall the appropriatedata-
planestatesin both AS X andthe customemetwork. If the cus-
tomerrequestsindselectanalternateoute,AS X needgo provide



atunnelidenti er thatthe customercanusein encapsulatinglata
paclets and directing them throughthe appropriateegresspoint.
In addition,AS X needgo ensurethatthe paclets,uponreaching
router R2, are decapsulate@nd forwardedvia the egresslink to
Provider 1, evenif R2 normallyforwardspacletsvia Provider 2 to
reachthis destination.Thatis, R2 needsto decapsulat¢he paclet
andstill forward the paclet basedon the tunnelidenti er?. The
customer in turn, mustinstall the necessarstateto ensurethat
paclets enteringthe network are divertedto the appropriatetun-
nel. This mayrequirethe customerAS to install data-planestateat
multiple ingressrouterswherethe datapacletsmayarrive.

Providing alternateroutesto the customerrequirescoordination
amongstheroutersin AS X. By default, R2 would not announce
the alternateroute (learnedfrom Provider 1) to R1 via iBGP. We
ervision two mainwaysto implementthe control protocol. First,
the customemay requestlternateroutesfrom R1 which, in turn,
requestalternataoutesfrom its iIBGP neighbordR2 andR3. If the
client selectsthe route, R1 would propagatehe tunnelidenti er
andinstructR2 to install the necessarylata-planestatefor decap-
sulatingandforwardingthepacletsasthey leave thetunnelontheir
way to Provider 1. Seconda separateservice suchasthe Routing
Control Platform(RCP)[18], could managethe interdomainrout-
ing informationon behalfof therouters.In this approachthe RCP
would exchangénterdomairroutinginformationwith neighboring
domainsandcomputeBGPpathson behalfof therouters. TheRCP
in AS X would handletherequestérom the customers RCPfor al-
ternateroutesto reachthe destination.The RCP could alsoinstall
the data-planestate,suchastunnelingtablesor paclet classi ers,
in theroutersto directtrafc alongthe choserpaths.

4.2 Data PlanePacket Encapsulation

Although a variety of tunnelingtechniquesxist, we focusour
discussioronIP-in-IP encapsulationin thisapproachtheresponse
from the downstreamAS includesan IP addressorrespondindo
theegresspointof thetunnel. To divertapacletinto thetunnel,the
upstreamAS encapsulatethe IP pacletdestinedo this IP address.
MIRO mustensurethatthe upstreamAS knows how to reachthis
IP addressevenif the downstreamAS is several AS hopsaway.
In addition,we needto determinewhich IP addressMIRO should
use,andensurehattheegressouteris equippedo decapsulatéhe
pacletsanddirectthemto the next AS in the path. We have iden-
tied two mainoptionsfor which IP addresghe dovnstreamAS
shouldprovide, with differentadvantagegnddisadwantages:

IP Addressof the EgressLinks or EgressRoutes: Whenthe IP
addresof egresslinks are used,the downstreamAS rst labels
eachegresslink with a differentresened IP addressthenadvwer
tisestheseaddresse® theupstreamAS. For example,in Figure4,
thelinks R2! provider1l,R2! provider2,andR3! provider2 are
givenIP addresse42.34.56.10112.34.56.102and 12.34.56.103,
respectiely, then12.34.56.102and12.34.56.10&readertisedto
the upstreamf provider 2 is the selectedhext-hop AS. Sincethe
IP addressuniquelyidenti es the egresslink, the paclet doesnot
needto carry ary separatédenti er for the tunnel. Alternatively,
thedownstreamAS canad\ertisethelP addressesf egressouters.
Becauseherearefewer egressoutersthanegresdinks, thiswould
consumeewer IP addressedyut requiresthe datapacletsto carry
aseparatéunnelidenti er sotheegressrouterknows which egress
link to use.Forexample AS X in Figure4 couldadwertisel12.34.56.2
and 12.34.56.3if provider 2 is the next hop AS, and adwertise
12.34.56.3f provider 1 is selectednstead .R2 would checktunnel

2Thisfunctionality known as“penultimatehoppopping isimple-
mentedin Multi-Protocol Label Switching(MPLS) [17], atunnel-
ing technologydeploredin mary backbonenetworks.

id to seeif link to provider 1 or thatto provider 2 shouldbe picked.

OneReservedP Addressfor All Tunnels: The downstreamAS
resenes one speciallP addresdor all routing tunnels. At each
ingressrouter the paclet destinedo this speciallP addresss re-
placedwith the correctegressrouterIP. For example AS X in Fig-
ure4 choosed2.34.56.10@&sthespeciallP andthatlP is thedesti-
nationfor ary pacletbelongingto atunnelin X. Also, eachingress
routergrabsa mappingtableof (tunnelid, setof egressrouterIP),
for example,(tunnel7,f12.34.56.212.34.56.8) will beinstalled
on R1if tunnel 7 usesthe AS X! provider 2! destinationroute.
ThenR1 learnsfrom the intradomainrouting protocolthat R2 is
the closestonein the set,thereforeR1 sets12.34.56.2asthe cho-
senlP. WhenR1 seesa paclet destinedo 12.34.56.100it checks
the tunnelid in the paclet, nds thattheid is 7, thenretrieves
12.34.56.4rom its lookuptable.Finally R1replacesl2.34.56.100
with 12.34.56.2andforwardsthe pacletto R2.

By using one IP addressfor all tunnels,the downstreamAS
doesnot revealary internaltopologyinformationto the upstream.
Thereforethe ingressroutersin the dovnstreamAS could freely
adjustwhich egressrouteror link they use. However, this method
requirespaclet rewriting andthereforedata-planamodi cations at
all ingressrouters. In contrast,by exposingIP addressesorre-
spondingto egressroutersor egresslinks, the internal topology
is partially exposedto the upstreamso changesn internaltopol-
ogy mightleadto tunneldestructioror ineffective paclet delivery.
Moreover, it posessecuritychallengesasanyonecould sendpack-
etsto theseaddressesAdvancedpaclet lters or network capabil-
ities [19] couldbe usedto preventthis problem.

4.3 Control Plane Tunnel Management

The control planemanageghe creationand destructionof tun-
nels, basedon negotiationsbetweenpairs of ASes. Figure 3 in
Section3 presentsan examplewhereAS A launchesa requesto
AS B, specifyingthedestinatiorpre x and(optionally)thedesired
propertiesof the alternateroutes. Upon receving therequestAS
B ad\ertisesthe subsebf candidataoutesthatareconsistentith
its own local policy. Then,AS A selectsa candidateouteandper
formsahandshag&with AS B to triggercreationof thetunnel. AS
B replieswith atunnelidenti er (representetly thenumber7” in
the gure), or thelP addres®f thetunnelend-pointandthe ASes
updatetunneltablesaccordingly

A tunnelremainsactive until one AS tearsit down, eitherac-
tively or passiely. AS A will teardown the tunnelif the pathAB
changeqe.g.,to traversean intermediateAS) or fails, and AS B
will teardown thetunnelif the pathBCF to the destinatiorpre x
fails. The ASescanobsenre thesechangesn the BGPupdatemes-
sagesor sessiorfailures. However, whenA canno longerreach
B at all, the “active tunnelteardown” messagétself may not be
ableto reachAS B ary longer To avoid leaving idle tunnelsin the
downstreamASes,AS A andB shouldadopta soft-stateprotocol,
wherethey exchange'keep-alve” messagesm the MIRO control
plane,anddestry tunnelswhenthe heartbeatimer expires. These
“keep-alve” messagesould be directedto a specializedcentral
sener (suchasthe RCP)in eachAS; that sener will monitorthe
healthfor all routingtunnelsandactively teardown unusednes.

5. PERFORMANCE EVALUATION

In this section,we evaluatethe effectivenessof MIRO basedon
anAS-level topology annotatedvith thebusinesselationshipse-
tweenneighboringASes. After describingour evaluationmethod-
ology, we shav thatMIRO couldexposemuchof the pathdiversity
in the AS-level topology However, demonstratingvhetherMIRO
providesenough e xibility requiresevaluatingthe protocolwith a
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particularpolicy objective in mind. We focus mostof our evalu-
ation on the scenariowvherethe sourceAS wishesto avoid a par
ticular intermediateAS for securityor performanceeasons.We
usetheseexperimentgo demonstrat¢hatMIRO is e xible andef-
cient, andoffers substantiabene ts to early adopters.We also
brie y considerasecondapplicationwhereamulti-homedstubAS
needgo negotiatewith upstreamASesto balancdoad acrossmul-
tiple incominglinks.

5.1 Evaluation Methodology

Ideally, we would evaluateMIRO by deplg/ing thenew protocol
in the Internetand measuringhe results. Sincethis is not possi-
ble, we simulateMIRO operatingn anernvironmentascloseto the
currentinternetaspossible.Evaluatingon streamof BGP update
messagess not sufcient, both becausef the limited numberof
datafeedsavailableandthe needto know whatrouting policiesto
model. Instead,we evaluateMIRO on the AS-level topology as-
sumingthateachAS selectsandexportsrouteshasedon the busi-
nessrelationshipawith its neighborg20]. Thelocal preferencesf
the routesaredecidedsolely basedon AS relationshipsandeach
AS is treatedasonenode.

We draw on the resultsof previous work on inferring AS rela-
tionships[11,12], appliedto the BGP tablesprovided by Route-
Views [8]. Invariably Route\lews doesnot provide a complete
view of the AS-level topology and even the bestinferencealgo-
rithms are imperfect, but we believe this is the mostappropriate
way to evaluatethe effectivenessof MIRO underrealisticcon g-
urations. Our main resultsdependprimarily on the typical AS-
path lengthsand the small numberof high-degree nodes,which
areviewed asfundamentapropertiesof the AS-level topology As
such,we believe our mainconclusionstill hold, despitetheimper
fectionsin themeasuremerdata.

We evaluateMIRO underthreeinstancef the AS-level topol-
ogy, from 2000,2003,and2005,to studytheeffectsof theincreas-
ing sizeandconnectiity of the Interneton multi-pathrouting. To
infer therelationshipdetweenASes,we applythealgorithmspre-
sentedby Gao[11] andAgarwal [12], but only presentresultsfor
thealgorithmin [11] dueto spacdimitation; a previous studysug-
gestedthat the Gao algorithm producesmore accurateinference
results[21]. Our experimentswith the Agarwal inferencesshav
similar trends. The key characteristicof the AS topology and
businesselationshipsare summarizedn Table 1. Figure5 plots
the distribution of nodedegreesfor the threeyearsfor the Gaoal-
gorithm. The graphis consistenwith previous studiesthat shav
a wide variancein nodedegrees,wherea small numberof nodes
have a large numberof neighbors;thesenodescorrespondo the
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tier-1 ASesthatform the coreof the Internet.

After inferring AS relationshipswe apply corventionalpolicies
for selectingandexportingroutesto constructroutingtableswhere
eachAS originatesasinglepre x. Thisrepresentthebasescenario
of single-pattroutingbasedn the existing BGP protocol. To eval-
uateMIRO, we considerthreevariationson how arespondingAS
decidesvhich alternateroutesto announceaiponrequest:

Strict Policy (/s): TherespondingAS only announceslter

nate routeswith the samelocal preferenceas the original

default route. For example,if an AS originally adwertises
a peerlearnedrouteto its neighbors the AS would not an-
nounceary alternaterouteslearnedfrom a provider. We as-
sumethatthe AS follows conventionalexport policies. For

example,an AS would not announcea route learnedfrom

onepeerto anotheipeer

RespecExport Policy (/e): The respondingAS announces
all alternateroutesthatareconsistentvith the export policy.
For example,an AS would announceall alternateroutesto
its customersandall customedearnedoutestoits peersand
providers.

MostFlexible Policy (/a): TherespondingAS announcesill
alternateroutesto ary neighborindependenof thebusiness
relationships.

The last scenariothougharguably unreasonablén practice,pro-
videsa basisfor evaluatinghow well MIRO is ableto exposethe
underlyingpathdiversityin theInternet.

5.2 Exposingthe Underlying Path Diversity

In our rst experiment,we measurehe pathdiversity underthe
threescenariosand comparewith corventionalBGP and source
routing. We rst computethe numberof candidataoutesbetween
each(sourcedestination)AS pair, andthensortthetotalsandplot
the distribution in Figure6. The graphshaws resultsfor two sce-
narios: (i) eachsourceAS neyotiateswith ary of its immediate
neighbors(i.e., the “1-hop” set) and (ii) eachsourceAS negoti-
ateswith any ASesonthedefault BGP pathto destinatior(i.e., the
“path” set).

Of the 300 million (source destination)AS pairswe analyzed,
only 5% have no alternatepathsin the worst case(i.e., the (5%,
1) point on the “1-hop strict policy” curvwe). The numberof paths
grows exponentiallyin the “path” curves, andit increasegpretty
quickly and staysrelatively at in the “1-hop” curves. For both
setsof data,morethanhalf of the AS pairscan nd at leasttens



Name Date # of Nodes| #of Edges| P/Clinks | Peerindinks | Siblinglinks
Gao2000 || 10/1/2000 8829 17793 16531 1031 231
Gao2003 | 10/8/2003| 16130 34231 30649 3062 520
Gao2005 || 10/8/2005| 20930 44998 40558 3753 687
Table 1: Attrib utesof the data sets
Name || Single || Multi/s | Multi/e | Multi/a || Source Policy Succes®Rate | AS#/tuple | Path#/tuple
2000 || 27.8% || 65.4% | 72.9% | 75.3% | 89.5% strict/s 65.4% 2.55 15.9
2003 || 31.2% || 67.0% | 74.6% | 76.6% | 90.4% export/e 72.9% 2.18 27.3
2005 || 29.5% || 67.8% | 73.7% | 76.0% | 91.1% e xible/a 75.3% 2.00 715
a) Year2000data
Policy Succes®Rate | AS#/tuple | Path#/tuple
Table 2: Comparing the routing policies strict/s 67.0% 283 28.7
export/e 74.6% 2.38 44.3
e xible/a 76.6% 2.22 106.8
of alternatepaths,anda quarterof the AS pairshave at leastone b) Year2003data
hundredalternatepaths.Moreover, the“respectexport policy” and Policy SuccesRate | AS#ftuple | Path#/tuple
the “most e xible policy” curvesaresimilar for both setsof data, strict/s 67.8% 2.80 36.6
meaningthatwe canreapmostof thebene ts of multipathrouting export/e 73.7% 253 58.9
without violating the export policy. The“strict policy” line is a bit exible/a 76.0% 2.38 139.0
morerestrictive but still performsquitewell. ¢) Year2005data

5.3 Avoiding an AS in Default Path

Countingthe numberof pathsis not sufcient to evaluatethe
effectivenessof MIRO, sincemary of the pathsmay sharesome
nodesor edgesn common.Next, we evaluatethe ability of MIRO
to satisfya speci ¢ policy objective: avoiding anintermediateAS
known to have securityor performanceroblems We calculatethe
successatefor every (sourceAS, destinatioAS, andAS-to-avoid)
triple. We deliberatelyexclude caseswvherethe AS-to-avoid is an
immediateneighborof the sourceAS. In thesecasesavoiding the
AS would requirethe sourceto selecta pathfrom anotheimmedi-
ate AS aryway. In addition,anAS is not likely to distrustone of
its own immediateneighbors.

5.3.1 Successateof differentpolicies

Table2 presentshecumulative percentagef thesuccessatefor
eachpolicy. As expectedthe tableshawvs that single-pathmulti-
path,andsourceoutingpoliciesprovideincreasinglegreesof e x-
ibility. In the single-pathcase the sourceAS canonly satisfyits
policy objective by selectinga routeannouncedy anotherimme-
diate neighbor In the multi-path case,we allow the sourceAS
to usethe routesannouncedy BGP or establisha routing tunnel
with anotherAS. Although sourcerouting canselectary path,the
sourceAS cannotalways nd a paththatavoidsthe offendingAS.
If the AS-to-avoid lies on every pathto thedestinationthenno pol-
icy cansuccessfullcircumwentthe AS. Werunadepth- rstsearch
algorithmon the graphto identify thosenodes.

Multi-path routing performsvery well for this application. Us-
ing themoststrictmulti-pathpolicy, thesuccessateincreaserom
around30%in the single-pattrouting caseto around65%. Relax-
ing the policy booststhat numberfurther to around72%. If we
allow thetunnelsto traversepathsthatviolate conventionalexport
policies, we canincreasethe succesgate to around75%. This
is not all thatfar from the source-routingoolicy's successate of
90%. Sourcerouting achiezesmostof this gainby selectingpaths
thatcon ict with thebusines®objectivesfor intermediateASes.For
example,sourceroutingwould allow two ISPsto communicatéy
directingtrafc throughastubAS, whichis notdesirable.

5.3.2 Avoiding StateExplosions
The next experimentquanti es the amountof statethat MIRO

Table 3: Comparing the intermediate states

musthandleto neyotiatea routing tunnel. We conductthis anal-
ysis by countingthe numberof ASesthe sourcemustcontact,as
well asthe numberof candidatepathsreceved beforea success-
ful alternatve is identi ed. For this test, we eliminatethe cases
wheretodays single-pathrouting would be successfulas MIRO
would not needto establisitunnelson alternatepaths.Table3 lists
the successateof multi-pathrouting,the averagenumberof ASes
queriesper(sourcetamget,avoid) tuple,andthe averagenumberof
pathsobtainedn eachcase.

For the2005data,whenwe usethe e xible policy insteadof the
strict policy, the averagenumberof ASescontacteddecreaseso
2.38from 2.80,which seemgo suggesthatthesourceAS initiates
fewer negotiations. However, by switchingto e xible policy from
the strict one, the averagenumberof pathsincreasegrom 36.6to
139, so we actually needto checkmore pathsalthoughthereare
fewer negotiations. Similar trendscanbe seenin otheryears,be-
causeghemore e xible policy tendsto allow morecandidateoutes
in therespondingAS. Comparingacrosshe years,the numberof
pathspertupleincreasesvith time becausef theincreasingcon-
nectiity of the AS topology

5.3.3 IncrementaDeployment

In the next experiment,we shav that MIRO is effective even
if only a few ASesadoptthe enhancegrotocol. In our tests,we
found that a handful of highly connectedTier-1 ASescontritute
to mostof the path alternatves, if export policies are respected.
Referringbackto Figure5, only 0.2% of the ASeshasmorethan
200neighborsandlessthan1% hasmorethan40. However, these
ASesplay animportantrole in MIRO. In Figure 7, the x-axis is
the percentagef nodesthathave adoptedVIRO, plottedon alog-
arithmic scale. We assumehat the sourceAS canonly establish
tunnelswith oneof thesenodesjn orderof decreasingiodedegree
to capturethe likely scenariowherethe nodeswith higherdegree
adoptMIRO rst. The y-axis plots the ratio of successn nding
a paththatavoidsthe offending AS, usingasbasethe numbergor
ubiquitousdeploymentandthe most e xible policy.
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The cunvesin Figure7 con rm that the mostconnectechodes
contribute mostof the bene t. If only the 0.2% most-connected
nodes(i.e., nodeswith morethan200neighborsadoptMIRO, we
couldalreadyhave around40%to 50% of thetotal gain. If the 1%
most-connectedodes(i.e., with degreegreaterthan40) adopted
MIRO, we cangetaround50%to 75% of the bene t; thesenodes
includemary of thetier-1 andtier-2 ISPs.For the sale of compar
ison, we also evaluatedthe effects of low-degree nodesadopting
the protocol rst. In this analysis,we seesuccessateslessthan
10% until 95% of the nodesadoptMIRO. Thereforejt is notvery
effective to deploy thenew protocolattheedgerst. Fortunatelyit
is muchmorelik ely thata smallnumberof large ASeswould adopt
MIRO thana large numberof small ASes.Also, whena large ISP
adoptsMIRO, all of its customersmmediatelygainmore e xibil-
ity, providing a nicemotivationfor adoptingthe protocol.

5.4 Controlling Incoming Traf ¢

Next, we presenta brief evaluationof a secondapplicationof
multi-pathrouting. In this example we focuson multi-homedstub
ASesthatwantto exert controloverinboundtraf c to balancdoad
over multiple incominglinks. Evaluatinga traf c-engineeringap-
plicationis dif cult withouta globalview of the offeredtrafc, so
our resultsshouldbe viewed asa back-of-the-evelopeanalysisto
demonstrat¢herole thatMIRO canplay in this application.In the
absenceof trafc measurementsye make a numberof simplify-
ing assumptionsFirst, we assumehat eachsourceAS generates
equalamountsof trafc. This allows usto estimatethetotaltraf ¢
on eachincoming link simply by countingthe numberof source
ASesusingthis link. Secondwe assumeall the ASesthattransit
throughan intermediateAS for transitwould always usethis AS
to sendtrafc to the destination. This allows usto calculatethe
amountof traf ¢ thatasingleAS couldmove, if asledto switchto
adifferentroute.

We call a nodea “power node” if it lies on the AS pathto the
destinationAS for mary sourceASes. We evaluatethe bene ts of
the destinationAS requestingthe power nodeto switch to an al-
ternatepaththattraversesa differentincominglink. If thatpower
nodead\ertisesthe new default pathto all its neighborshopefully
mary neighborswill alsoswitchto the new path. We evaluatethis
applicationby shaving how mary stubASescan nd atleastone
“power node”thatcanpotentiallymove designate@mountof traf-
¢ usingthis method.In Figure8 boththe e xible policy andthe
strict policy are examinedon the 2005 data. In total, we tested
10,383multi-homedstubASes.The gure shavsthataround90%
of thosestubshave at leastone power nodethat can move more
than 10% of the incomingtrafc. Also, aroundhalf of themhas
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Figure 8: Multi-homed stub ASeswith power nodes

onepower nodethatcanmove atleast40%and25% of trafc un-
derthe e xible andstrict policy respectiely.

We did somefurtheranalysison the powver nodesandfoundthat
more than 90% are nodeswith more than 200 neighbors—most
likely tier-1 ISPs.Immediateneighborsf the destinatiorAS con-
stituteonly 9% of thepower nodesaround68%of the powernodes
aretwo hopsaway from thedestinatiomlAS. Thereforewe nd that
MIRO's ability to sendrequestdo non-immediataeighboroffers
a signi cant gain, andbeingableto negotiatewith tier-1 ISPs,in
particular is especiallyuseful.

5.5 Summary

Our experimentsshav that MIRO is very effective in helping
ASesachieve their policy objectives. In the avoid-an-ASapplica-
tion, MIRO helpsincreasethe successate from 30% to 76% by
establishingonly onetunnelfor a (source,destination)pair. Al-
thoughsourcerouting canpushthe successateto 90%, it requires
hugechangedo the routing framewvork and mustexploit unusual
pathsthattraversestubASes.In theincoming-trafc-control appli-
cation,we nd that90% of thestubASescanmove around10%of
traf ¢ andhalf of themcanmove atleasta quarterof thetrafc by
negotiatingwith asingleintermediateAS.

We also shaved that most of the alternateroutesare provided
by the most-connectedodes.This conclusionmay lead peopleto
concludethatMIRO bene tsthe big ISPsmost. Yet, MIRO is de-
signedto exposethe existing candidatepathsin the Internet,soit
is not surprisingthat the participationof the well-connected\Ses
would provide the mostbene t. Yet, theseresultsare quite dra-
matic, suggestinghateven early adoptersvould achiere a signif-
icantgain, especiallyif ASescannegotiatewith ASesthatarenot
immediateneighbors.

6. ROUTING POLICIES

Thepolicy speci cationlanguagés intentionallyexcludedin our
designbecaus¢heunderlyingmechanismshouldgive usersmaxi-
mum e xibility in pickingandexpressingheir own policies.How-
ever, to give the readersa concretepicture, we will presentsome
samplepoliciesanddescribehow they canbe con gured. We start
by describinghow policy con gurationis donein currentinternet
andproceedvith comparisorto themulti-pathcase.

6.1 Policy Con guration in Curr ent Inter net

The currentBGP speci cation[9] only describesow two BGP
neighborsxchangenformationandthe decisionprocesswithout
de ning routingpolicy speci cations.In responsevariousvendors
have comeup with their own policy speci cation languagesand



tools. BGP policiescanbedividedinto import policiesandexport
policies. Import policiesde ne which routesto Iter andhow at-
tributessuchas local preferenceshouldbe setfor the remaining
announcementsExport policies lter the pathsadwertisedto each
neighborandadjusttherouteattributes. The BGP decisionprocess
selectgheroutewith highestiocal preferencelf severalroutesare
equalon local preferencea setof stepsare appliedto breakties,
suchascomparingAS-pathlengthandotherrouteattributes.

Ciscodesignedheroute-mapcommandhatcanbeusedto con-
gure policy routing. The operatorcan specify the actionsto be
taken whenmatchingconditionis satis ed. For example,the fol-
lowing route-mapcommandspeci esthatary routereceived from
12.34.56.1thatmatcheghe lter parametersetin AS accesdist
200(“nevergothroughAS 312") will beacceptedndhaveitslocal
preferencesetto 250.

Ciscoroute-mapexample

router bgp 100

!

neighbor  12.34.56.1 route-map  FIX-LOCALPREF in
neighbor  12.34.56.1 remote-as 1

!

route-map  FIX-LOCALPREF permit 10

match as-path 200

set local-preference 250

!

ip as-path access-list 200 deny _312_

6.2 Multi-path Routing Policies

In additionto de ning how to Iter and manipulateroute an-
nouncementsye mustalsode ne how negotiationsshouldbecon-
ducted. We divide the policiesinto two parts: negotiation rules
that dealwith establishingand managingnegotiations,androute-
selectionrulesthat Iter andrankthe availablealternatves. In the
requestingAS, therulesshouldspecifywhento triggernegotiation
andwhomto negotiatewith. In therespondincAS, therulesshould
describevhenandfrom whomnew negotiationswill beallowed.

Requestingwhento trigger negotiation Negotiationsshould
only betriggeredif noneof the currentroutessatisfydesired
property Thereforethe conditionstriggering negotiations
canbechecledwheneer routeschange.

Requestingwhomto negotiate with The requestingAS has
to guesswhich AS may have appropriatecandidateroutes;
goodguessesangreatlyshorterthenegotiationprocessFor

asecuritypolicy like “avoiding AS 3127 somepossiblecan-
didatesarethe ASesonthedefault pathbetweertherequest-
ing AS andAS 312thatunderstandhe new protocol.

Respondingwhetherto allow negotiationsThe responding
AS could specifya limit for the total numberof tunnels,a
rate limit for establishingnew tunnels,or a re wall where
only negotiationrequestgrom trustedpeersareaccepted.

TherespondindAS couldspecify Iter rulesto selectiely export
its candidataoutes. TherequestingAS shouldalsosetevaluation
rulesto determinewhich candidateto pick. Thoserulesmayevalu-
ateseveralfactorsin the decisionprocesslik e the price costor the
quality of differentroutes.

Route ltering The ltering rulescandrav on existing route
attributes,e.g.,only adwertiseroutesthat have a local pref-
erenceof morethan100. In practice,an ISP often assigns

all customeroutesthe samepreferencevalue,all peerroutes
with lower values,andall provider routeswith evensmaller
values. Thereforewe caneasily specifythe selectve export
rulesdescribedn Section3.4 basedn local preference.

Routeprefelenceand cost The routesmore preferredto the
requestingAS may be thoselessdesiredto the responding
AS. For example,the requestingAS wantsto selecta low
latengy routein the respondingAS which goesthroughan
expensve provider link. In this case,we could introducea
price systemso that the respondingAS is compensatedc-
cordingly Any notion of price would work aslong asboth
partiesagreeon it. With a price tag attachedo eachroute,
innovative businesanodelscould be enabled.For example,
therespondingAS couldsell all customerroutesfor a lower
price andall peerroutesfor a higherprice. The requesting
AS thenpicksrouteshasednbothlocal preferencendcost.

Optionally, the requestingASes could specify simple require-
mentsto avoid sendinguselessandidataoutes.For example,the
requestingAS couldexplicitly requestonly give mepathswithout
AS 312". TherespondingAS addsthe requiremento candidate

Itering beforerespondingnith nal answers.

7. DISCUSSIONS

7.1 Route Convergence

SinceMIRO changeshow ASesselectinterdomainroutes,we
needto considerthe possibleeffectson BGP convergence. Previ-
ouswork hasshawvn that certaincombinationsof routing policies
cancauseBGPto oscillate[22]. Follow-up work shavedthatcon-
vergenceis guaranteedf ASesselectand export routesbasedon
thecorventionalbusinesselationshipg20]. However, sinceMIRO
provides ways for ASesto violate theseguidelines,corvergence
problemscould potentiallyarise.

MIRO is guaranteedo cornverge in a restricted,yet important,
scenario.If the upstreamAS doesnot adwertisethe tunneledpath
to ary other AS, MIRO cornvergeswheneer the underlyingBGP
corverges.For example the mary stubASesin the Internetdo not
export routeslearnedfrom one upstreanprovider to anotherand,
assuch,would never export a tunneledpath “back into BGP” In
reality, a requestingAS often needsjust onetunnelto satisfy its
path-selectiorgoals. The diameterof the AS graphis small, and
MIRO enablesan AS to negotiatewith non-neighborindASes. As
such,we ervision thatan end-to-endpbathwould typically include
atmostonetunnel.In summarywethink this conserative require-
mentwould not betoo restrictive for thefollowing reasons:

MostASesarestubASes.In the2005topologygeneratedy
the Gaoalgorithm,17,347out of 20,930ASesarestubs.

The obsered averageAS path lengthis only 4, therefore
tunnelconcatenationarelikely to be very rare—sorarewe
couldprecludethem.

We allow negotiationsbetweennon-adjacenASes, so in-
steadof establishinga chain of tunnels,the sourceAS can
directly contactthe otherendof thechain.

As ongoingwork, we are creatinga formal model of multi-path
routing to establishtheseconvergenceproperties. We have found
severalwaysto relaxthe “just onetunnel”’ requirementhatwe are
exploringin moredetail.



7.2 Routing Loops

BGP takesgreatcareto ensurethat pathsdo not containloops.
As eachrouterforwardspacletssolely basedn destinationP ad-
dress,loopsin BGP pathscanleadto lost paclets. However, in
overlaynetworks, pacletscanphysicallytraversean AS morethan
once.For example,if anoverlaynodeis locatedin anAS X single-
homedto its ISPY, all pacletsforwardedby thisnodewill traverse
the network of Y twice. But this will not leadto lost paclets, as

pacletsin differenttunnelsbeardifferentdestinationP addresses.

Similarly, traversingan AS more than onceis not a problemin
MIRO, aslong as all the tunnel endpointsand the default path
betweentunnel endpointsform a loop-free path—apropertythat
couldbeeasilychecled duringthe negotiationprocess.

However, traversingan AS more than oncemay be inef cient,
soASesin MIRO canalsoenforceastricterkind of loop detection.
Both negotiatingpartiesknow the paththe pacletswill take when
they leave the tunnel; morewer, the upstreamAS knows the path
traversedby the tunnelitself. Thereforethe upstreamAS should
concatenatdoth partsandreject negotiationsif ary AS appears
morethanoncein theresultingend-to-encpath.

7.3 Route Aggregationand Security

Like mary studiesof interdomairnrouting, we implicitly assume
thatthe AS pathin theBGPannouncemenigenti es theactualse-
quenceof ASesthedatapacletswouldtraverse.However, route |-
teringandrouteaggrgationmayviolatethis assumptionA down-
streamAS mayhave aBGProutefor amore-speci cpre x, which
would de ect datapacletsto a differentpath. Similar pathincon-
sistenciecanariseif anadwersaryhascontrol over the dataplane
andde ects pacletsto a differentpath. Packet de ection is agen-
eralproblemthatcancomplicateBGProuting. Ultimately, asecure
androhustinterdomairroutinginfrastructuremayrequirecompro-
mising on supportfor routeaggreation(e.g.,by routingall trafc
at the AS level, ratherthanat the pre x level). Effective support
for multi-path routing makesthat possible,since ASescould still
achieve theirloadbalancing performanceandsecuritygoalswith-
outneedingo announceeparateoutesfor eachdestinatiorpre x.
We planto exploretheseassuedn moredetailin our ongoingwork.

8. RELATED WORK

Previouswork hasconsideredtherapproacheto e xible Inter
netrouting. Source-routingoroposalq1-5] canprovide multiple
routesfor every source-destinatiopair, andseveral of them|[1, 5]
explicitly suggestrouting at the AS level ratherthanat the router
level, aswe do in MIRO. However, sourcerouting doesnot give
intermediateASesmuch control over path selection. Somework
considergecever policies[4], but primarily to Iter trafc coming
from suspiciousroutes. MIRO bearssomesimilaritiesto overlay
networks [6], in termsof establishingunnelsthatencapsulateand
decapsulat@aclets. However, MIRO selectspathson the under
lay with thecooperatiorof theroutersin intermediateASes,rather
thandirectingpacletsover virtual links to intermediatenosts.

Severalpapergroposenew waysto disseminateeachabilityin-
formation. Nimrod [23] usesclustersto hide the internal topol-
ogy of a network, revealing additionaldetailsonly uponrequest.
However, the membersof a Nimrod clustermust be contiguous,
while MIRO's negotiationscan happerbetweenarbitrary pairs of
ASes. Also, the Nimrod work doesnot presenthe technicalde-
tails of how clustersandthe request-respongarotocol shouldbe
realized. In contrast, MIRO canbe deplg/ed incrementallyasan
extensionto today's BGP protocol. The recentHLP [14] proposal
usesa hybrid of link-stateandpath-\ectorrouting. Multiple ASes

with provider/customerrelationshipsform a group and use link-
stateroutingto computepaths;the groupsusea path-\ectorproto-
col to exchangerouting informationwith eachother In contrast,
MIRO usesBGProuteannouncementsy defaultandsupportse-
gotiationbetweerarbitrarypairsof ASes.

Otherrouting architecturesonsiderthe role of costandincen-
tivesin makinginterdomainroutingdecisions.Nexit [24] enables
pairsof neighboringASesto cooperatén selectingegresspoints
for exchangingtrafc, to avoid the inherentinefciency of hot-
potatorouting and corventionaltraf ¢ engineeringoracticeq25].
In contrastto MIRO, the negotiationin Nexit focusesspeci cally
on selectingbetweenthe existing BGP-learnedoutesat multiple
egresspointsratherthan discovering new interdomainroutes. In
that sense the two proposalsare complementaryand could con-
ceivably be part of a larger framewvork for using negotiation to
improve interdomainrouting. Anotherrecentstudy[26] proposes
a routing systemthat adwertisesmultiple AS paths,with pricing
information attachedo eachannouncementHowever, the paper
doesnot presenta concretedesignand evaluation of a protocol,
makingit dif cult to compareio MIRO directly.

Multi-pathroutinghasbeenrexploredin thecontext of intradomain
routing. Equal Cost Multi-Path (ECMP) allows routersto split
trafc over multiple shortestpathsin intradomainrouting proto-
cols suchas OSPFand IS-IS. Some proposalshave considered
ways to relax the requirementhat all of the pathsbetweentwo
nodeshave the same(lowest) cost[27]. In addition, recentwork
on TeXCP[16] hasexploredhow to split trafc over multiple in-
tradomainpathsfor more effective trafc engineering.In TeXCP
ingressnodesdynamicallyadaptthe splitting of trafc over multi-
ple paths,which arecomputedn adwance. TeXCPandMIRO are
complementaryin thatMIRO focusesonidentifying andselecting
paths whereasTeXCPfocuseson how to adjustthe proportionsof
traf ¢ thattraversethe paths.

Techniquedor selectingmultiple pathswithin an AS do not ex-
tend directly to interdomainrouting. Within an AS, routerscan
sharetopologyinformationandhave a commonobjective. In con-
trast,in interdomainrouting, ASeshave limited informationabout
the network topologyandmay have different(or evencon icting)
path-selectiorgoals. Somerecentwork hasproposedextensions
to BGPto propagateQoSmetrics[28]. However, this approachs
problematicin practicebecauséts requiresextensie deployment
andcooperatiormmongASes,andmay introducescalabilitychal-
lengesf the QoSinformationchangegrequently

Recenwork atthe [ETF propose®xtensiondo BGPto enablea
BGP spealer to announcenultiple routesfor the samepre x [29],
without describinghow theseroutesare selectedexported,or in-
stalledin the dataplane.An implementatiorof MIRO could adopt
the protocol extensionsasa way to identify the adertisedroutes.
Another related IETF actwity is the Path ComputationElement
(PCE)working group[30] thatis de ning an architecturethat al-
lows specialcomputationatomponentso selectpathson behalfof
therouters.PCEis meantto supportconstraint-basedathcompu-
tation both within and acrossASes,with an emphasin satisfy-
ing traf c-engineeringgoalsby establishingPLS label-switched
paths. In contrast, MIRO was designedas an incrementallyde-
ployable extensionto BGP to supportmultipathrouting. Still, the
two schemesharesimilar requirementgor ASesto cooperaten
selectingpathswhile hiding topologydetailsfrom eachother

9. CONCLUSION

In thispaperwe have presente@d multi-pathinterdomairrouting
protocol, called MIRO. MIRO defaultsto the single-pathrouting
provided by conventionalBGP but allows ASesto negotiatealter



natepathsasneededThis provides e xibility whereneededvhile

remainingbackwards compatiblewith BGP. Comparedo source
routing, MIRO gives transit ASes more control over the ow of

traf ¢ in theirnetworks. An evaluationonrealisticAS-level topolo-
giesshavs thatMIRO exposeamuchof theunderlyingpathdiver

sity in the Internet,even whenonly the major ISPshave deployed

the enhancegbrotocol. We also nd thatsigni cant pathdiversity
is availableevenif ASesadhereto corventionalpracticesfor ex-

portingrouteshasedon their businesselationships.

A naturalnext stepisto esh outtheimplementatiorandbuild a
prototypesystem o quantify the overheadsor encapsulatingnd
decapsulatingaclets,aswell asmaintainingthetunneltables.We
canalsoevaluatethe overheador distributing thetunneltables,as
a function of network topology Anotherinterestingdirectionfor
studyis the securityimplicationsof MIRO. Without ary security
measuresadwersariescould spoofthe tunnelidenti ers to direct
theirtrafc ontobetterpathsor launchadenial-of-servicattackon
the downstreamAS. A trustsystemshouldbe in placeso spoofed
tunnelidenti ers couldbe detectedasearlyaspossible.

Ef cient supportfor multi-pathroutingenables variety of tech-
niquesfor ASesto balanceload and optimize performancebe-
yond the load-balancingschemegoday's multi-homedASescan
emplg. However, the e xibility to splittrafc over multiple paths
introducegthe possibility of oscillation,whereeachAS adjustsits
division of trafc in responséo congestiorintroducedby another
AS. Divising a decentralizedoad-balancingschemehat prevents
oscillationis an interestingavenuefor future work. In addition,
by allowing ASesto negotiatefor alternateaoutes MIRO opensup
mary interestingquestionsabouthow to incorporatepricing, load,
andperformancenformationinto the path-selectioprocess.
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