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ABSTRACT
The Internetconsistsof thousandsof independentdomainswith
different,andsometimescompeting,businessinterests.However,
thecurrentinterdomainrouting protocol(BGP) limits eachrouter
to usinga singleroutefor eachdestinationpre�x, which maynot
satisfythediverserequirementsof endusers.Recentproposalsfor
sourceroutingoffer analternative whereendhostsor edgerouters
selecttheend-to-endpaths.However, sourceroutingleavestransit
domainswith very little controlandintroducesdif�cult scalability
andsecuritychallenges.In thispaper, wepresentamulti-pathinter-
domainroutingprotocolcalledMIRO thatofferssubstantial�e xi-
bility, while giving transitdomainscontrolover the �o w of traf�c
throughtheir infrastructureandavoidingstateexplosionin dissem-
inating reachabilityinformation. In MIRO, routerslearn default
routesthroughtheexistingBGPprotocol,andarbitrarypairsof do-
mainscannegotiatethe useof additionalpaths(boundto tunnels
in thedataplane)tailoredto their specialneeds.MIRO retainsthe
simplicity of BGPfor mosttraf�c, andremainsbackwardscompat-
ible with BGPto allow for incrementaldeployability. Experiments
with InternettopologyandroutingdataillustratethatMIRO offers
tremendous�e xibility for pathselectionwith reasonableoverhead.

1. INTRODUCTION
TheInternetconsistsof thousandsof independentlyadministered

domains(or AutonomousSystems)that rely on the BorderGate-
wayProtocol(BGP)to learnhow to reachremotedestinations.Al-
thoughBGPallowsASesto applyawiderangeof routingpolicies,
theprotocolrequireseachrouterto selecta single“best” routefor
eachdestinationpre�x from theroutesadvertisedby its neighbors.
This leavesmany ASeswith little controlover thepathstheir traf�c
takes.For example,anAS might wantto avoid pathstraversingan
AS known to have badperformanceor �lter datapacketsbasedon
their contents.This is the situationin Figure1, wherethick lines
representthepathschosento reachAS F. AS A doesnotwantAS E
to carry its traf�c, but it hasno choicebecauseB andD have both
selectedpathsthroughE. Simply askingB to switch to the route
BCF is not anattractive solution,sincethis would not allow AS B
andits otherneighborsto continueusingBEF.
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Figure1: Single-pathrouting to AS F

Recentresearchhas consideredseveral alternatives to single-
path routing, including sourcerouting and overlay networks. In
sourcerouting, an enduseror AS picks the entirepath the pack-
etstraverse[1–5]. In overlaynetworks,packetscantravel through
intermediatehoststo avoid performanceor reliability problemson
the direct path[6]. However, thesetechniquesdo not give transit
ASes,suchasInternetServiceProviders(ISPs),muchcontrolover
the traf�c traversingtheir networks. This control is importantfor
ASesto engineertheirnetworksto runef�ciently , andto maximize
revenue. The lack of control for ISPsis a signi�cant impediment
to theeventualadoptionof sourcerouting. In addition,bothsource
routing andoverlay networks may not scaleto a network thesize
of the Internet. Instead,we explore an alternative solutionwhere
theinterdomainroutingprotocolsupportsmulti-pathrouting,while
providing �e xiblecontrolfor transitASesandavoidingstateexplo-
sionin disseminatingroutinginformation.

Our solutionis motivatedby severalobservationsabouttoday's
interdomain-routingsystem:

� Having eachrouter selectand advertisea single route for
eachpre�x is not �e xible enoughto satisfythediverseper-
formanceand security requirements. In Figure 1, today's
routing systemdoesnot enableAS A to circumvent AS E
in sendingtraf�c to AS F.

� Theexisting routeschosenby BGParesuf�cient for a large
portion of the traf�c. In Figure1, AS B andits othercus-
tomersmaybeperfectlyhappy with thepathBEF.

� Endusersneedcontrolover thepropertiesof theend-to-end
path,ratherthancompletecontrolover which pathis taken.
In Figure1, AS A only wantsto avoid AS E anddoesnot
careabouttherestof thepath.

� TheexistingBGPprotocolalreadyprovidesmany candidate
routes,althoughthealternateroutesarenotdisseminated.In
Figure1, AS B haslearnedtherouteBCFbut simplyhasnot
announcedit to AS A.



� An AS selectsroutesbasedon businessrelationshipswith
neighboringdomains,but might be willing to direct traf�c
to other paths,for a price. In Figure 1, AS B may prefer
BEFfor �nancial reasons,but maybewilling to sendAS A's
traf�c over BCF.

� Today's Internetprovideslimited methodsfor oneAS to in-
�uenceanotherAS'schoice.For example,if AS F is amulti-
homedstubAS which wantsto controlhow muchincoming
traf�c traverselink CFandEFrespectively, it canonly adver-
tisesmallerpre�xesor prependits AS number[7]. However
thosemethodsmay be easilynulli�ed by otherASes' local
policy, makingtheir effectivenesslimited.

Inspiredby theseobservations,we proposea multi-pathinterdo-
mainroutingprotocol,calledMIRO, with thefollowing features:

� AS-level path selection: An AS representsan institution,
suchasa university or company, andbusinessrelationships
areeasilyde�ned at theAS level. This is simplerandmore
scalablethan giving eachend user �ne-grain control over
pathselection.

� Negotiation for alternate routes: An AS learnsoneroute
from eachneighborandnegotiatesto learnalternateroutes
asneeded.This leadsto ascalablesolutionthatis backwards
compatiblewith BGP, and it alsoallows policy interaction
betweenarbitrarypairsof ASes.

� Policy-dri ven export of alternate routes: The responding
AS in thenegotiationhascontrolover which alternatepaths,
if any, it announcesin eachstepof thenegotiation.Thisgives
transitASescontrolover thetraf�c enteringtheir networks.

� Tunnels to dir ect traf�c on alternate paths: After a suc-
cessfulnegotiation,the two ASesestablishthestateneeded
to forwarddatatraf�c on thealternateroute. Theremaining
traf�c traversesthedefault routein theforwardingtables.

With theadditional�e xibility , ASescouldchoosepathsthatsat-
isfy their specialneeds,for example:

� Avoidinga speci�c ASfor securityor performancereasons:
An AS can avoid sendingsensitive data througha hostile
countryor avoid anAS thatoftendropspackets.

� Achievinghigherperformance:TheAScansendtraf�c through
more expensive inter-AS links that are normally not avail-
able,to achieve lower latency or higherbandwidth.

� Loadbalancingfor incomingtraf�c: A multi-homedAS try-
ing to balanceloadover multiple incominglinks canrequest
thatsomeupstreamASesusespecialAS pathsto directtraf-
�c over a differentincominglink1.

In designingMIRO, we separatepolicy andmechanismwher-
ever possible,to supporta wide rangeof policiesfor interdomain
routing.Still, wepresentexamplepoliciesandusefulpolicy guide-
linesto illustratethebene�tsof adoptingour protocol. In thenext
section,we presentbackgroundmaterialon existing routingarchi-
tectures. Then, Section3 gives an overview of our main design
1Analysisof RouteViews data[8] shows that 60% of the 20,000
ASesaremulti-homedandmorethan2000areannouncingsmaller
subnetsinto BGPto exert controlover incomingtraf�c. However,
announcingsmallsubnetsincreasesrouting-tablesizewithoutpro-
viding precisecontrol.
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Figure2: Inter -AS routing proposals
* representschosenroute.

decisions. We describeMIRO in greaterdetail in Section4 and
demonstratetheeffectivenessandef�ciency of MIRO in Section5
usingmeasurementdatafrom RouteViews[8]. In Section6 wedis-
cusshow ASescancon�gure �e xible routing policies. Section7
discussesadditionaltechnicalissues,suchasrouting-protocolcon-
vergenceandrouteaggregations.Section8 presentsrelatedwork,
andthepaperconcludesin Section9.

2. ROUTING ARCHITECTURES
In this section,we presentanoverview of thecurrentBGPpro-

tocol, sourcerouting, andoverlay networks. To simplify the dis-
cussion,we representeachAS asa singlerouter, asillustratedin
Figure2 where� ve ASesareselectingroutesto a destinationin
AS F. In BGP, eachAS selectsa single bestroute (indicatedby
an asterisk)andadvertisesit to all neighbors. In sourcerouting,
eachendhosthascompleteknowledgeof theentiretopologyand
canchoosewhatever pathsit wishes.In overlaynetworks,several
overlay nodesconnectto the physicalnetwork to form a virtual
topology;eachnodecandirect traf�c throughotheroverlaynodes
enrouteto thedestination.

2.1 Today's Interdomain Routing
BGP[9], thedefactointerdomainroutingprotocolfor theInter-

net,hasseveralfeaturesthatlimit �e xibility in pathselection:

� Destination-based: BGPdistributesreachabilityinformation



aboutaddressblocks,andeachrouterforwardsa packet by
performingalongest-pre�xmatchonthedestinationaddress.
As such,packets from different sourcesgoing throughthe
samerouterwould follow thesamedownstreampath.

� Single-pathrouting: A routerlearnsat mostoneBGProute
from eachneighborandmust selectandadvertisea single
“best” route.This limits thenumberof pathsadvertisedand
posessevererestrictionson �e xibility .

� Path-vectorprotocol: In contrastto link-stateprotocolsthat
�ood topology information, BGP is a path-vector protocol
whererouterslearn only the AS pathsadvertisedby their
neighbors.This improvesscalabilityat the expenseof vis-
ibility into thepossiblepaths.

� Local-policybased: BGPgiveseachAS signi�cant �e xibil-
ity in decidingwhich routesto selectandexport. However,
the availableroutesdependon the compositionof the local
policies in the downstreamASes,limiting the control each
AS hasover pathselection.

The local policies for selectingand exporting BGP routesde-
pendonthebusinessrelationshipsbetweenneighboringASes.The
mostcommonrelationshipsarecustomer-provider, peer, andsib-
ling [10–12]. In a customer-provider relationship,the customer
normallypaystheprovider for transitservice;assuch,theprovider
announcestherouteslearnedfrom any customerto all neighboring
ASes,but thecustomernormallyonly advertisestherouteslearned
from its provider to its own customers. In a peer-peerrelation-
ship, two ASes�nd it mutually bene�cial to carry traf�c between
eachother's customers,often free of charge. Peeringagreements
often indicatethat the routeslearnedfrom a peercanonly be ad-
vertisedto customers.Sibling ASestypically belongto the same
institution,suchasa largeISP, andprovide transitserviceto each
other. Uponlearningroutesfor apre�x from multipleneighbors,an
AS typically prefersto usecustomer-learnedroutes,thensiblings,
thenpeers,and�nally providers,to maximizerevenue. At times,
though,providersdeviatefrom thesepolicy conventionsuponcus-
tomerrequest(e.g.,to provide backupconnectivity for customers).
We believe that businessincentivescould alsomotivatean AS to
make alternateroutesavailableto neighborswho have specialper-
formanceor securityrequirements.

Anotherproblemin BGPis thatanAS haslimited in�uenceover
thelocal policiesin otherASes.EachAS preferssomepathsover
othersbasedonits own localgoals.In somecases,anAS allowsits
customersto in�uence thesepreferencesby “tagging” theBGPan-
nouncements.However, thesetechniquesareusuallyappliedonly
betweenadjacentASesthatunconditionallytrustoneanother(e.g.,
a stubAS andits upstreamISP).In addition,theunderlyingmech-
anismis quite primitive—asimple taggingof routeswithout any
kind of “backandforth” negotiationbetweenthetwo ASes.

2.2 SourceRouting
In thepastfew years,several researchershave proposedsource

routingasa way to provide greater�e xibility in pathselection[1–
5]. In sourcerouting,theendhostsor edgeroutersselecttheend-
to-endpathsto thedestinations.Thedatapacketscarrya list of the
hopsin thepath,or �o w identi�ers that indicatehow intermediate
routersshoulddirect the traf�c. Although sourcerouting maxi-
mizes�e xibility , severaldif�cult challengesremain:

� Limited control for intermediateASes: Undersourcerout-
ing, intermediateASeshavevery little controloverhow traf-
�c entersandleavestheir networks. This makesit dif�cult

for intermediateASesto engineertheir networks andselect
routesbasedon their own businessgoals,which is a barrier
to thedeploymentof source-routingschemes.

� Scalability:Sourceroutingdependsonknowledgeof thenet-
work topology, atsomelevel of detail,for sourcestocompute
thepaths.Thevolumeof topologydata,andtheoverheadfor
computingpaths,would be high, unlessthe dataareaggre-
gated;including load or performancemetrics,if necessary,
would furtherincreasetheoverhead.In addition,thesources
mustreceivenew topologyinformationquickly whenlink or
routerfailuresmake theold pathsinvalid.

� Ef�ciency andstability: In sourcerouting,endhostsor edge
routersadaptpath selectionbasedon applicationrequire-
mentsandfeedbackaboutthestateof thenetwork. Although
sourceroutingcangenerategoodsolutionsin somecases[13],
a largenumberof sel�sh sourcesselectingpathsat thesame
timemayleadto suboptimaloutcomes,or eveninstability.

Even if thesechallengesprove to besurmountablein practice,we
believe that it is valuableto considerotherapproachesthat make
differenttrade-offs between�e xibility for the sources,control for
theintermediateASes,andscalabilityof theoverall system.

2.3 Overlay Networks
In overlaynetworks,severalendhostsform avirtual topologyon

top of the existing Internet[6]. Whenthe direct paththroughthe
underlyingnetwork hasperformanceor reliability problems,the
sendingnodecandirect traf�c throughan intermediatenode.The
traf�c thentravelson thepathfrom thesourceto the intermediate
node,followedby thepathfrom the intermediatenodeto thedes-
tination. Although overlay networks areusefulfor circumventing
problemsalongthedirectpath,they arenot a panaceafor support-
ing �e xible pathselectionatscale,for severalreasons:

� Data-planeoverhead:Sendingtraf�c throughanintermedi-
atehost increaseslatency, andconsumesbandwidthon the
edgelink in andoutof thathost.In addition,thedatapackets
mustbeencapsulatedto directtraf�c throughthehost,which
consumesextrabandwidthin theunderlyingnetwork.

� Limitedcontrol: Theoverlaynetwork hasnocontroloverthe
pathsbetweenthe nodes,andhaslimited visibility into the
propertiesof thesepaths.Thesepathsdependon theunder-
lying network topology, aswell asthepoliciesof thevarious
ASesin thenetwork.

� Probing overhead: To compensatefor poor visibility into
the underlyingnetwork, overlay networks normally rely on
aggressive probingto infer propertiesof the pathsbetween
nodes.Probinghasinherentinaccuraciesanddoesnot scale
well to largedeployments.

In contrastto sourcerouting,overlaynetworksdo not requiresup-
port from the routersor consentfrom the ASesin the underlying
network. Althoughoverlaysundoubtedlyhaveanimportantrole to
play in enablingnew servicesandadaptingto applicationrequire-
ments,we believe theunderlyingnetwork shouldhave native sup-
port for more�e xible pathselectionto supportdiverseperformance
andsecurityrequirementsef�ciently , andat scale.

3. MIR O PROTOCOL DESIGN
To provide greater�e xibility in pathselection,we proposeex-

tendingBGPinto a multi-pathroutingprotocol,while keepingthe



goalsof scalability, control for intermediateASes,andbackwards
compatibility in mind. In this section,we presentthekey features
of MIRO: AS-level path-vector routing for scalability, pull-based
routeretrieval for backwardscompatibilityandscalability, bilateral
negotiationbetweenASesto containcomplexity, selective export
of extra routesfor scalabilityand to give control to intermediate
ASes,andtunnelingin the dataplaneto direct packetsalong the
chosenroutes. For simplicity, we treateachAS asa singlenode
anddeferthetechnicaldetailsof MIRO until Section4.

3.1 AS­Level Path­Vector Protocol
MIRO representspathsat theAS level—asin today'sBGP, each

AS addsits AS numberto theAS-pathattributebeforepropagating
arouteannouncementto aneighboringdomain.AlthoughAS-level
pathselectionseemsnaturalfor an interdomainrouting protocol,
otheroptionsexist. For example,somesource-routingproposals
suggestthatall routersin theInternetbeexposedto allow link-level
path selection. However, we argue that link-level path selection
exposestoo muchof theinternalsof intermediateASesandlimits
their controlover the �o w of traf�c. In addition,supportinglink-
level pathselectionwould requiretheprotocolto propagatea large
amountof state,and to updatethis statewhen internal topology
changesoccur.

We arguethat routing at theAS level is the right choice. First,
eachAS is ownedandmanagedby a singleauthority, makingthe
AS a naturalentity of trustandpolicy speci�cation. Second,rout-
ing at theAS level is morescalablethanat thelink level, andeach
AS canhideits internalstructureandadjustthe�o w of traf�c with-
out affecting the AS path. Third, becausebusinesscontractsare
oftensignedby authoritiesratherthanindividual users,it is easier
to verify thattheperformanceandreliability of a routeconformsto
anAS-level contract.Althoughsomerecentpapersconsidergroup-
ing relatedASesandroutingpacketsat theAS-grouplevel [1,14],
we advocatekeepingtheAS asthebasegranularityof pathselec-
tion for simplicity. In MIRO, groupsof relatedASescancooperate
by revealingextrapathsto otherASesinsidethesamegroup.

3.2 Pull­basedRouteRetrieval
Many ASesandendusersaresatis�ed with the default routes

provided by BGP. Having eachAS propagatealternateroutesto
every neighborwould severely limit thescalabilityof interdomain
routing,andwould alsoforceall ASesto deploy thenew protocol.
Insteadof pushingextra routesto all neighbors,MIRO hasASes
actively solicit alternateroutesonly whenneeded.For example,in
Figure3, AS A is the only AS that is unsatis�edwith its default
route(ABEF). As a result,AS A asksAS B to advertisealterna-
tive routes,possiblyincludinga routingpolicy (e.g.,“avoid routes
traversingAS E”) in the request.All otherASessimply usetheir
default routesandincurnoadditionaloverhead.

ASesthat have not deployed our multi-pathextensionsto BGP
cancontinueto usetoday's versionof theprotocol. For example,
ASesC and F do not needto run the enhancedprotocol for AS
A to be able to query AS B for extra routing options. EachAS
candecideon its own whetherto deploy theenhancedprotocolso
that a value-addedservicecould be offered to others,suchas its
customers.In theevaluationsection,we show thatevena modest
deploymentof MIRO by a few tier-1 andtier-2 ISPswould besuf-
�cient to exposemuchof the underlyingpathdiversity in today's
AS-level topology, makingit possiblefor early adoptersto enjoy
signi�cant gains.ThiscanencourageotherISPsto deploy thepro-
tocol in order to competeeffectively with theseearly adoptersin
providing value-addedservicesto their customers.

3.3 Bilateral NegotiationBetweenASes
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Figure3: Multi-path Routing Example

MIRO is basedonbilateralnegotiationbetweenASes,whereone
AS asksanotherto advertisealternateroutes.Bilateralnegotiation
simpli�es theprotocol,andit re�ects the fact thatAS businessre-
lationshipsareoftenbilateralanyway. In Figure3,negotiatingwith
AS B wouldbesuf�cient for AS A to learnapathto F thatcircum-
ventsE. In bilateralnegotiations,we refer to theAS initiating the
negotiationastherequestingASandtheotherAS asthe respond-
ing AS. TheAS closerto thepacket sourceis theupstreamASand
the onecloserto packet destinationis the downstreamAS. In the
examplein Figure3, AS A is therequestingAS andtheupstream
AS, andAS B is therespondingAS andthedownstreamAS.

Althoughwefocusonbilateralnegotiations,anAScaneasilyap-
proximatemulti-partynegotiationby makingrequeststo two ASes.
In Figure3, AS A mayaskseveralASes(e.g. B andD) to adver-
tiseadditionalpaths,with thegoalof discoveringpathsthatavoid
traversingAS E. Also, in respondingto a request,anAS maypro-
videadditionalpathsobtainedfrom anothernegotiationasnew can-
didates.For example,AS B might queryAS C to advertisealter-
natepathsaspartof satisfyingtherequestfrom AS A, if C werenot
alreadyannouncinga paththatavoidsAS E. Still, we do not envi-
sionthatmulti-hopnegotiationwouldneedto takeplaceveryoften,
sincemostpathsthroughtheInternetareshort,typically traversing
four AS hopsor less.

In thesimplestcase,anAS negotiateswith animmediateneigh-
bor, as in the examplewhereAS A negotiateswith B or D. Al-
lowing negotiationwith otherASesprovidesmuchgreater�e xibil-
ity, especiallywhentheadjacentASeshave not deployed thenew
multi-pathroutingprotocol. For example,supposeASesB andD
have not (yet) deployedthenew protocol.AS A couldconceivably
negotiatewith C to learnthepathCF, usingthepathABC throughB
to directpacketsto C, which would thendirectthepacketsonward



towardF. In directingtraf�c throughanintermediateAS, MIRO is
similar to overlaynetworks, thoughwe envision theroutersin the
intermediateAS would supportthis functionality directly, rather
thanrequiringdatapacketsto traverseanintermediatehost.

An AS canadopt�e xible policiesfor decidingwho to negotiate
with. For example,anaggressive AS trying to achieve highperfor-
mancemight decideto queryall immediateneighborsand2-step
away neighbors,anotherAS trying to avoid an insecureAS might
consulta public InternettopologygraphandexcludesomeASes
thatwill neverhavevalid paths(e.g.,thosethataresingle-homedto
theinsecureAS). MIRO classi�esthis asa policy issueandleaves
thedecisionto individual ASesandtheir con�guredpolicies.

Although Figure3 shows an examplewherethe requestingAS
is the upstreamAS, downstreamASesmay alsoinitiate requests.
For example,supposethelink EF in Figure3(a)is overloadedwith
traf�c sentby ASesA, B, D, andE to AS F. To reducetheloadon
link EF, AS F could requestoneof moreof theseASesto divert
traf�c to apaththattraversesthelink CF. For example,AS F could
negotiatewith AS B to considerswitchingto analternatepaththat
traversesCF. AS B could respondby agreeingto selectthe path
BCFinsteadof BEF, andadvertisingthepathBCFto its neighbors.

3.4 Selective Export of Extra Routes
Uponreceiving a request,therespondingAS couldconceivably

propagateall known alternateroutesto the requestingAS. How-
ever, announcingall of theroutesmight incursigni�cant overhead.
In addition,therespondingAS mightnotview all routesasequally
appealing. As such, we envision that the respondingAS could
apply routing policies that control which alternateroutesarean-
nounced,andpotentiallytagtheserouteswith preferenceor pricing
informationto in�uence theroutingdecisionsin therequestingAS.
For example,supposeAS C hasacustomer(notshown) thatwants
to avoid the link CF. Ratherthanoffering bothCEFandCBEFas
alternateroutes,AS C might announceonly CEF (e.g.,if sending
traf�c via AS B incursasigni�cant �nancial cost),or tagtheCBEF
routewith pricing information.

Weenvisionthatthepoliciesfor exportingalternaterouteswould
dependon the businessrelationshipsbetweenneighboringASes.
For example,supposean AS hasselecteda route learnedfrom a
customerAS but hasalsolearnedanotherroutefor the samedes-
tination from anothercustomer. TheAS may bewilling to adver-
tise all customer-learnedroutesbut not routeslearnedfrom peers
or providers. Alternatively, theAS maybewilling to advertiseall
routeswith thesame(highest)local-preferencevalue,or advertise
other (lesspreferred)routesonly to neighborsthat subscribeto a
premiumservice.Thesekindsof policiesarereadilyexpressedus-
ing the samekinds of “route map” constructscommonlyusedin
BGPimportandexportpoliciestoday[15].

3.5 Tunnelsfor Forwarding Data Packets
Under multi-path routing, the routerscannotforward packets

basedon thedestinationIP addressalone.Instead,routersmustbe
ableto forwardthepacketsalongthepathschosenby theupstream
ASes. In MIRO, the two negotiatingASesestablisha tunnel for
carryingthedatapackets. ThedownstreamAS providesa unique
tunnelidenti�er to theupstreamAS, independentof which AS ini-
tiatedthenegotiation. In Figure3(b), whenAS A andAS B agree
on thealternaterouteBCF, AS B assignsatunnelid of 7 andsends
theid to AS A. In thedataplane,AS A directsthepacketsinto the
tunnelandAS B removesthepacketsfrom thetunnelandforwards
themacrossthe link BC. Then,AS C forwardsthe packetsbased
on the destinationIP addressalong the default path to AS F. We
considerseveralwaysto encapsulatethedatapacketsasthey enter

customer

destination

R3(12.34.56.3)

R1(12.34.56.1)

R2(12.34.56.2)

Egress routers
(12.34.56.0/24)

AS X

Ingress routers

12.34.56.102
12.34.56.101 12.34.56.103

Provider 1 Provider 2

distribute routes
Use IBGP to

Figure4: Intra-AS routing architecture

thetunnel,asdiscussedin moredetail in Section4.2.
TheupstreamAS neednotdirectall packetsinto tunnels.Rather,

theAS mayapply local policiesto directsometraf�c alongalter-
natepathsandsendthe remainingpacketsalong the default path
(i.e., using conventional destination-basedforwarding). In Fig-
ure3, supposeBCF haslower latency thanBEF. Then,AS A may
wantto directits real-timetraf�c via BCFwhile sendingbest-effort
traf�c along BEF, especiallyif AS B chargesfor usingalternate
routes. The upstreamAS could implementthesetraf�c-splitting
policiesby installingclassi�ersthatmatchpacketsbasedonheader
�elds (e.g., IP addresses,port numbers,andtype-of-servicebits).
An AS may also split the traf�c to balanceload acrossmultiple
paths. The AS could direct a fraction of the traf�c alongeachof
the pathsby applyinga hashfunction that mapseachtraf�c �o w
(e.g.,packetswith thesameaddressesandportnumbers)to apath,
asin prior work on multi-pathforwardingwithin anAS [16].

4. MIR O IMPLEMENT ATION
Despitethe conceptualappealof viewing eachAS as a single

node,ASesoften have multiple routersthat participatein the in-
terdomainrouting protocol. In this section,we describehow to
implementMIRO acrossa collection of routersin an AS. Then,
wepresentseveralpracticalmethodsfor encapsulatingpacketsand
identifying theend-pointsof tunnelsin thedataplane.Finally the
control-planedesignis presented.

4.1 Intra­AS Ar chitecture
A large AS typically hasmultiple edgeroutersthat exchange

BGProuting informationwith neighboringdomains,asillustrated
in Figure 4. Data packets from the customerenterAS X at the
ingressrouterR1 andtraverseseveral internalroutersbeforeleav-
ing the network at an egressrouter, suchasR2 or R3. Although
BGPis a single-pathprotocol,theseroutersdo not necessarilyse-
lect thesameinterdomainrouteto thedestination(e.g.,R2 andR3
might route via Provider 1 and 2, respectively). Typically, large
ASesuseinternalBGP(iBGP) to distributeroutinginformationto
otherrouters;for example,R1 in Figure4 might learnBGProutes
from bothR2 andR3. Even if bothR2 andR3 selecta BGPpath
throughProvider 2, MIRO would allow the customerto learnthe
alternateroutethroughProvider1, uponrequest.AS X canprovide
theseextra routesevenif thetwo providersdo not runMIRO.

An implementationof MIRO mustinstall the appropriatedata-
planestatesin both AS X andthe customernetwork. If the cus-
tomerrequestsandselectsanalternateroute,ASX needstoprovide



a tunnelidenti�er that thecustomercanusein encapsulatingdata
packets and directing them throughthe appropriateegresspoint.
In addition,AS X needsto ensurethat thepackets,uponreaching
router R2, are decapsulatedand forwardedvia the egresslink to
Provider1, evenif R2 normallyforwardspacketsvia Provider2 to
reachthis destination.That is, R2 needsto decapsulatethepacket
andstill forward the packet basedon the tunnel identi�er2. The
customer, in turn, must install the necessarystateto ensurethat
packets enteringthe network are divertedto the appropriatetun-
nel. ThismayrequirethecustomerAS to install data-planestateat
multiple ingressrouterswherethedatapacketsmayarrive.

Providing alternateroutesto thecustomerrequirescoordination
amongstthe routersin AS X. By default, R2 would not announce
the alternateroute(learnedfrom Provider 1) to R1 via iBGP. We
envision two main waysto implementthe control protocol. First,
thecustomermayrequestalternateroutesfrom R1 which, in turn,
requestsalternateroutesfrom its iBGPneighborsR2andR3. If the
client selectsthe route, R1 would propagatethe tunnel identi�er
andinstructR2 to install thenecessarydata-planestatefor decap-
sulatingandforwardingthepacketsasthey leavethetunnelontheir
way to Provider 1. Second,a separateservice,suchastheRouting
ControlPlatform(RCP)[18], couldmanagethe interdomainrout-
ing informationonbehalfof therouters.In this approach,theRCP
wouldexchangeinterdomainroutinginformationwith neighboring
domainsandcomputeBGPpathsonbehalfof therouters.TheRCP
in AS X wouldhandletherequestsfrom thecustomer'sRCPfor al-
ternateroutesto reachthedestination.TheRCPcouldalsoinstall
the data-planestate,suchastunnelingtablesor packet classi�ers,
in theroutersto directtraf�c alongthechosenpaths.

4.2 Data PlanePacket Encapsulation
Although a variety of tunnelingtechniquesexist, we focusour

discussiononIP-in-IPencapsulation.In thisapproach,theresponse
from thedownstreamAS includesan IP addresscorrespondingto
theegresspointof thetunnel.To divertapacket into thetunnel,the
upstreamAS encapsulatestheIP packetdestinedto this IP address.
MIRO mustensurethat theupstreamAS knows how to reachthis
IP address,even if the downstreamAS is several AS hopsaway.
In addition,we needto determinewhich IP addressMIRO should
use,andensurethattheegressrouteris equippedto decapsulatethe
packetsanddirect themto thenext AS in thepath. We have iden-
ti�ed two main optionsfor which IP addressthe downstreamAS
shouldprovide,with differentadvantagesanddisadvantages:

IP Addressof theEgressLinksor EgressRouters: WhentheIP
addressof egresslinks are used,the downstreamAS �rst labels
eachegresslink with a different reserved IP address,thenadver-
tisestheseaddressesto theupstreamAS. For example,in Figure4,
thelinks R2! provider1, R2! provider2, andR3! provider2 are
given IP addresses12.34.56.101,12.34.56.102,and12.34.56.103,
respectively, then12.34.56.102and12.34.56.103areadvertisedto
the upstreamif provider 2 is the selectednext-hop AS. Sincethe
IP addressuniquelyidenti�es theegresslink, the packet doesnot
needto carry any separateidenti�er for the tunnel. Alternatively,
thedownstreamAS canadvertisetheIP addressesof egressrouters.
Becausetherearefeweregressroutersthanegresslinks, thiswould
consumefewer IP addresses,but requiresthedatapacketsto carry
aseparatetunnelidenti�er sotheegressrouterknows whichegress
link touse.Forexample,ASX in Figure4 couldadvertise12.34.56.2
and 12.34.56.3if provider 2 is the next hop AS, and advertise
12.34.56.3if provider 1 is selectedinstead.R2wouldchecktunnel

2Thisfunctionality, known as“penultimatehoppopping,” is imple-
mentedin Multi-ProtocolLabelSwitching(MPLS) [17], a tunnel-
ing technologydeployedin many backbonenetworks.

id to seeif link to provider1 or thatto provider2 shouldbepicked.
OneReservedIP Addressfor All Tunnels:ThedownstreamAS

reserves one specialIP addressfor all routing tunnels. At each
ingressrouter, the packet destinedto this specialIP addressis re-
placedwith thecorrectegressrouterIP. For example,AS X in Fig-
ure4 chooses12.34.56.100asthespecialIP andthatIP is thedesti-
nationfor any packetbelongingto atunnelin X. Also, eachingress
routergrabsa mappingtableof (tunnel id, setof egressrouterIP),
for example,(tunnel7, f 12.34.56.2,12.34.56.3g) will beinstalled
on R1 if tunnel7 usesthe AS X! provider 2! destinationroute.
ThenR1 learnsfrom the intradomainrouting protocol that R2 is
theclosestonein theset,thereforeR1 sets12.34.56.2asthecho-
senIP. WhenR1 seesa packet destinedto 12.34.56.100,it checks
the tunnel id in the packet, �nds that the id is 7, then retrieves
12.34.56.2from its lookuptable.Finally R1replaces12.34.56.100
with 12.34.56.2andforwardsthepacket to R2.

By using one IP addressfor all tunnels, the downstreamAS
doesnot revealany internaltopologyinformationto theupstream.
Thereforethe ingressroutersin the downstreamAS could freely
adjustwhich egressrouteror link they use.However, this method
requirespacket rewriting andthereforedata-planemodi�cationsat
all ingressrouters. In contrast,by exposingIP addressescorre-
spondingto egressroutersor egresslinks, the internal topology
is partially exposedto theupstream,so changesin internaltopol-
ogy might leadto tunneldestructionor ineffective packet delivery.
Moreover, it posessecuritychallengesasanyonecouldsendpack-
etsto theseaddresses.Advancedpacket �lters or network capabil-
ities [19] couldbeusedto preventthisproblem.

4.3 Control PlaneTunnel Management
The control planemanagesthe creationanddestructionof tun-

nels, basedon negotiationsbetweenpairs of ASes. Figure 3 in
Section3 presentsan examplewhereAS A launchesa requestto
AS B, specifyingthedestinationpre�x and(optionally)thedesired
propertiesof thealternateroutes.Upon receiving the request,AS
B advertisesthesubsetof candidateroutesthatareconsistentwith
its own localpolicy. Then,AS A selectsa candidaterouteandper-
formsa handshake with AS B to triggercreationof thetunnel.AS
B replieswith a tunnelidenti�er (representedby thenumber“7” in
the�gure), or theIP addressof thetunnelend-point,andtheASes
updatetunneltablesaccordingly.

A tunnel remainsactive until oneAS tearsit down, eitherac-
tively or passively. AS A will teardown the tunnelif thepathAB
changes(e.g., to traversean intermediateAS) or fails, andAS B
will teardown the tunnelif thepathBCF to thedestinationpre�x
fails. TheASescanobserve thesechangesin theBGPupdatemes-
sagesor sessionfailures. However, whenA canno longer reach
B at all, the “active tunnel tear-down” messageitself may not be
ableto reachAS B any longer. To avoid leaving idle tunnelsin the
downstreamASes,AS A andB shouldadopta soft-stateprotocol,
wherethey exchange“keep-alive” messagesin the MIRO control
plane,anddestroy tunnelswhentheheartbeattimer expires.These
“keep-alive” messagescould be directedto a specializedcentral
server (suchastheRCP)in eachAS; that server will monitor the
healthfor all routingtunnelsandactively teardown unusedones.

5. PERFORMANCE EVALUATION
In this section,we evaluatetheeffectivenessof MIRO basedon

anAS-level topology, annotatedwith thebusinessrelationshipsbe-
tweenneighboringASes.After describingour evaluationmethod-
ology, weshow thatMIRO couldexposemuchof thepathdiversity
in theAS-level topology. However, demonstratingwhetherMIRO
providesenough�e xibility requiresevaluatingtheprotocolwith a
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particularpolicy objective in mind. We focusmostof our evalu-
ation on the scenariowherethe sourceAS wishesto avoid a par-
ticular intermediateAS for securityor performancereasons.We
usetheseexperimentsto demonstratethatMIRO is �e xible andef-
�cient, andoffers substantialbene�ts to early adopters.We also
brie�y considerasecondapplicationwhereamulti-homedstubAS
needsto negotiatewith upstreamASesto balanceloadacrossmul-
tiple incominglinks.

5.1 Evaluation Methodology
Ideally, wewouldevaluateMIRO by deploying thenew protocol

in the Internetandmeasuringthe results. Sincethis is not possi-
ble,wesimulateMIRO operatingin anenvironmentascloseto the
currentInternetaspossible.Evaluatingon streamsof BGPupdate
messagesis not suf�cient, both becauseof the limited numberof
datafeedsavailableandtheneedto know what routingpoliciesto
model. Instead,we evaluateMIRO on the AS-level topology, as-
sumingthateachAS selectsandexportsroutesbasedon thebusi-
nessrelationshipswith its neighbors[20]. Thelocalpreferencesof
the routesaredecidedsolelybasedon AS relationships,andeach
AS is treatedasonenode.

We draw on the resultsof previous work on inferring AS rela-
tionships[11,12], appliedto the BGP tablesprovided by Route-
Views [8]. Invariably, RouteViews doesnot provide a complete
view of the AS-level topology, andeven the bestinferencealgo-
rithms are imperfect,but we believe this is the most appropriate
way to evaluatethe effectivenessof MIRO underrealisticcon�g-
urations. Our main resultsdependprimarily on the typical AS-
path lengthsand the small numberof high-degreenodes,which
areviewedasfundamentalpropertiesof theAS-level topology. As
such,webelieveourmainconclusionsstill hold,despitetheimper-
fectionsin themeasurementdata.

We evaluateMIRO underthreeinstancesof theAS-level topol-
ogy, from 2000,2003,and2005,to studytheeffectsof theincreas-
ing sizeandconnectivity of theInterneton multi-pathrouting. To
infer therelationshipsbetweenASes,weapplythealgorithmspre-
sentedby Gao[11] andAgarwal [12], but only presentresultsfor
thealgorithmin [11] dueto spacelimitation; apreviousstudysug-
gestedthat the Gao algorithm producesmore accurateinference
results[21]. Our experimentswith the Agarwal inferencesshow
similar trends. The key characteristicsof the AS topology and
businessrelationshipsaresummarizedin Table1. Figure5 plots
thedistribution of nodedegreesfor thethreeyearsfor theGaoal-
gorithm. The graphis consistentwith previous studiesthat show
a wide variancein nodedegrees,wherea small numberof nodes
have a large numberof neighbors;thesenodescorrespondto the
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tier-1 ASesthatform thecoreof theInternet.
After inferringAS relationships,we applyconventionalpolicies

for selectingandexportingroutesto constructroutingtables,where
eachASoriginatesasinglepre�x. Thisrepresentsthebasescenario
of single-pathroutingbasedontheexistingBGPprotocol.To eval-
uateMIRO, we considerthreevariationson how a respondingAS
decideswhichalternateroutesto announceuponrequest:

� Strict Policy (/s): The respondingAS only announcesalter-
nate routeswith the samelocal preferenceas the original
default route. For example, if an AS originally advertises
a peer-learnedrouteto its neighbors,the AS would not an-
nounceany alternaterouteslearnedfrom a provider. We as-
sumethat theAS follows conventionalexport policies. For
example,an AS would not announcea route learnedfrom
onepeerto anotherpeer.

� RespectExport Policy (/e): The respondingAS announces
all alternateroutesthatareconsistentwith theexport policy.
For example,an AS would announceall alternateroutesto
its customers,andall customer-learnedroutesto its peersand
providers.

� MostFlexible Policy (/a): TherespondingAS announcesall
alternateroutesto any neighbor, independentof thebusiness
relationships.

The last scenario,thougharguablyunreasonablein practice,pro-
videsa basisfor evaluatinghow well MIRO is ableto exposethe
underlyingpathdiversityin theInternet.

5.2 Exposingthe Underlying Path Diversity
In our �rst experiment,we measurethepathdiversityunderthe

threescenarios,andcomparewith conventionalBGP andsource
routing. We �rst computethenumberof candidateroutesbetween
each(source,destination)AS pair, andthensortthetotalsandplot
thedistribution in Figure6. Thegraphshows resultsfor two sce-
narios: (i) eachsourceAS negotiateswith any of its immediate
neighbors(i.e., the “1-hop” set) and (ii) eachsourceAS negoti-
ateswith any ASeson thedefault BGPpathto destination(i.e., the
“path” set).

Of the 300 million (source,destination)AS pairswe analyzed,
only 5% have no alternatepathsin the worst case(i.e., the (5%,
1) point on the “1-hop strict policy” curve). Thenumberof paths
grows exponentiallyin the “path” curves, and it increasespretty
quickly andstaysrelatively �at in the “1-hop” curves. For both
setsof data,morethanhalf of the AS pairscan�nd at leasttens



Name Date # of Nodes # of Edges P/Clinks Peeringlinks Sibling links
Gao2000 10/1/2000 8829 17793 16531 1031 231
Gao2003 10/8/2003 16130 34231 30649 3062 520
Gao2005 10/8/2005 20930 44998 40558 3753 687

Table 1: Attrib utesof the data sets

Name Single Multi/s Multi/e Multi/a Source
2000 27.8% 65.4% 72.9% 75.3% 89.5%
2003 31.2% 67.0% 74.6% 76.6% 90.4%
2005 29.5% 67.8% 73.7% 76.0% 91.1%

Table 2: Comparing the routing policies

of alternatepaths,anda quarterof the AS pairshave at leastone
hundredalternatepaths.Moreover, the“respectexport policy” and
the “most �e xible policy” curvesaresimilar for both setsof data,
meaningthatwe canreapmostof thebene�tsof multipathrouting
without violating theexport policy. The“strict policy” line is a bit
morerestrictivebut still performsquitewell.

5.3 Avoiding an AS in Default Path
Countingthe numberof pathsis not suf�cient to evaluatethe

effectivenessof MIRO, sincemany of the pathsmay sharesome
nodesor edgesin common.Next, we evaluatetheability of MIRO
to satisfya speci�c policy objective: avoiding an intermediateAS
known to havesecurityor performanceproblems.Wecalculatethe
successratefor every(sourceAS,destinationAS,andAS-to-avoid)
triple. We deliberatelyexcludecaseswheretheAS-to-avoid is an
immediateneighborof thesourceAS. In thesecases,avoiding the
AS would requirethesourceto selectapathfrom anotherimmedi-
ateAS anyway. In addition,anAS is not likely to distrustoneof
its own immediateneighbors.

5.3.1 Successrateof differentpolicies
Table2 presentsthecumulativepercentageof thesuccessratefor

eachpolicy. As expected,the tableshows that single-path,multi-
path,andsourceroutingpoliciesprovideincreasingdegreesof �e x-
ibility . In the single-pathcase,the sourceAS canonly satisfyits
policy objective by selectinga routeannouncedby anotherimme-
diate neighbor. In the multi-path case,we allow the sourceAS
to usethe routesannouncedby BGP or establisha routing tunnel
with anotherAS. Althoughsourceroutingcanselectany path,the
sourceAS cannotalways�nd a paththatavoidstheoffendingAS.
If theAS-to-avoid liesoneverypathto thedestination,thennopol-
icy cansuccessfullycircumventtheAS. Werunadepth-�rst search
algorithmon thegraphto identify thosenodes.

Multi-path routing performsvery well for this application.Us-
ing themoststrictmulti-pathpolicy, thesuccessrateincreasesfrom
around30%in thesingle-pathroutingcaseto around65%. Relax-
ing the policy booststhat numberfurther to around72%. If we
allow thetunnelsto traversepathsthatviolateconventionalexport
policies, we can increasethe successrate to around75%. This
is not all that far from the source-routingpolicy's successrateof
90%. Sourceroutingachievesmostof this gainby selectingpaths
thatcon�ict with thebusinessobjectivesfor intermediateASes.For
example,sourceroutingwould allow two ISPsto communicateby
directingtraf�c througha stubAS, which is notdesirable.

5.3.2 AvoidingStateExplosions
The next experimentquanti�es the amountof statethat MIRO

Policy SuccessRate AS#/tuple Path#/tuple
strict/s 65.4% 2.55 15.9

export/e 72.9% 2.18 27.3
�e xible/a 75.3% 2.00 71.5

a)Year2000data
Policy SuccessRate AS#/tuple Path#/tuple
strict/s 67.0% 2.83 28.7

export/e 74.6% 2.38 44.3
�e xible/a 76.6% 2.22 106.8

b) Year2003data
Policy SuccessRate AS#/tuple Path#/tuple
strict/s 67.8% 2.80 36.6

export/e 73.7% 2.53 58.9
�e xible/a 76.0% 2.38 139.0

c) Year2005data

Table 3: Comparing the intermediate states

musthandleto negotiatea routing tunnel. We conductthis anal-
ysis by countingthe numberof ASesthe sourcemustcontact,as
well as the numberof candidatepathsreceived beforea success-
ful alternative is identi�ed. For this test, we eliminatethe cases
wheretoday's single-pathrouting would be successful,asMIRO
wouldnotneedto establishtunnelsonalternatepaths.Table3 lists
thesuccessrateof multi-pathrouting,theaveragenumberof ASes
queriesper(source,target,avoid) tuple,andtheaveragenumberof
pathsobtainedin eachcase.

For the2005data,whenweusethe�e xible policy insteadof the
strict policy, the averagenumberof ASescontacteddecreasesto
2.38from 2.80,whichseemsto suggestthatthesourceAS initiates
fewer negotiations.However, by switchingto �e xible policy from
thestrict one,theaveragenumberof pathsincreasesfrom 36.6to
139, so we actuallyneedto checkmorepathsalthoughthereare
fewer negotiations.Similar trendscanbe seenin otheryears,be-
causethemore�e xible policy tendsto allow morecandidateroutes
in therespondingAS. Comparingacrosstheyears,thenumberof
pathsper tuple increaseswith time becauseof the increasingcon-
nectivity of theAS topology.

5.3.3 IncrementalDeployment
In the next experiment,we show that MIRO is effective even

if only a few ASesadoptthe enhancedprotocol. In our tests,we
found that a handful of highly connectedTier-1 ASescontribute
to most of the path alternatives, if export policies are respected.
Referringbackto Figure5, only 0.2%of theASeshasmorethan
200neighbors,andlessthan1%hasmorethan40. However, these
ASesplay an importantrole in MIRO. In Figure7, the x-axis is
thepercentageof nodesthathave adoptedMIRO, plottedona log-
arithmic scale. We assumethat the sourceAS canonly establish
tunnelswith oneof thesenodes,in orderof decreasingnodedegree
to capturethe likely scenariowherethe nodeswith higherdegree
adoptMIRO �rst. The y-axis plots the ratio of successin �nding
a paththatavoidstheoffendingAS, usingasbasethenumbersfor
ubiquitousdeploymentandthemost�e xible policy.
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The curves in Figure7 con�rm that the mostconnectednodes
contribute most of the bene�t. If only the 0.2% most-connected
nodes(i.e.,nodeswith morethan200neighbors)adoptMIRO, we
couldalreadyhave around40%to 50%of thetotal gain. If the1%
most-connectednodes(i.e., with degreegreaterthan40) adopted
MIRO, we cangetaround50%to 75%of thebene�t; thesenodes
includemany of thetier-1 andtier-2 ISPs.For thesake of compar-
ison, we alsoevaluatedthe effectsof low-degreenodesadopting
the protocol �rst. In this analysis,we seesuccessrateslessthan
10%until 95%of thenodesadoptMIRO. Therefore,it is not very
effective to deploy thenew protocolat theedge�rst. Fortunately, it
is muchmorelikely thatasmallnumberof largeASeswouldadopt
MIRO thana largenumberof smallASes.Also, whena largeISP
adoptsMIRO, all of its customersimmediatelygainmore�e xibil-
ity, providing a nicemotivationfor adoptingtheprotocol.

5.4 Controlling Incoming Traf�c
Next, we presenta brief evaluationof a secondapplicationof

multi-pathrouting. In thisexample,we focuson multi-homedstub
ASesthatwantto exert controlover inboundtraf�c to balanceload
over multiple incominglinks. Evaluatinga traf�c-engineeringap-
plicationis dif�cult without a globalview of theofferedtraf�c, so
our resultsshouldbeviewedasa back-of-the-envelopeanalysisto
demonstratetherole thatMIRO canplay in this application.In the
absenceof traf�c measurements,we make a numberof simplify-
ing assumptions.First, we assumethateachsourceAS generates
equalamountsof traf�c. This allows usto estimatethetotal traf�c
on eachincoming link simply by countingthe numberof source
ASesusingthis link. Second,we assumeall theASesthat transit
throughan intermediateAS for transitwould alwaysusethis AS
to sendtraf�c to the destination. This allows us to calculatethe
amountof traf�c thatasingleAS couldmove, if askedto switchto
a differentroute.

We call a nodea “power node” if it lies on the AS pathto the
destinationAS for many sourceASes.We evaluatethebene�ts of
the destinationAS requestingthe power nodeto switch to an al-
ternatepaththat traversesa differentincominglink. If thatpower
nodeadvertisesthenew default pathto all its neighbors,hopefully
many neighborswill alsoswitchto thenew path.We evaluatethis
applicationby showing how many stubASescan�nd at leastone
“power node”thatcanpotentiallymove designatedamountof traf-
�c usingthis method.In Figure8 both the �e xible policy andthe
strict policy are examinedon the 2005 data. In total, we tested
10,383multi-homedstubASes.The�gure shows thataround90%
of thosestubshave at leastonepower nodethat canmove more
than10% of the incomingtraf�c. Also, aroundhalf of themhas
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onepower nodethatcanmove at least40%and25%of traf�c un-
derthe�e xible andstrict policy respectively.

Wedid somefurtheranalysison thepower nodesandfoundthat
more than 90% are nodeswith more than 200 neighbors—most
likely tier-1 ISPs.Immediateneighborsof thedestinationAS con-
stituteonly 9%of thepowernodes;around68%of thepowernodes
aretwo hopsawayfrom thedestinationAS. Therefore,we�nd that
MIRO'sability to sendrequeststo non-immediateneighborsoffers
a signi�cant gain,andbeingableto negotiatewith tier-1 ISPs,in
particular, is especiallyuseful.

5.5 Summary
Our experimentsshow that MIRO is very effective in helping

ASesachieve their policy objectives. In theavoid-an-ASapplica-
tion, MIRO helpsincreasethe successrate from 30% to 76% by
establishingonly one tunnel for a (source,destination)pair. Al-
thoughsourceroutingcanpushthesuccessrateto 90%,it requires
hugechangesto the routing framework andmustexploit unusual
pathsthattraversestubASes.In theincoming-traf�c-control appli-
cation,we �nd that90%of thestubASescanmove around10%of
traf�c andhalf of themcanmove at leasta quarterof thetraf�c by
negotiatingwith a singleintermediateAS.

We alsoshowed that mostof the alternateroutesareprovided
by themost-connectednodes.This conclusionmay leadpeopleto
concludethatMIRO bene�ts thebig ISPsmost. Yet, MIRO is de-
signedto exposetheexisting candidatepathsin the Internet,so it
is not surprisingthat theparticipationof thewell-connectedASes
would provide the most bene�t. Yet, theseresultsarequite dra-
matic,suggestingthatevenearlyadopterswould achieve a signif-
icantgain,especiallyif ASescannegotiatewith ASesthatarenot
immediateneighbors.

6. ROUTING POLICIES
Thepolicy speci�cationlanguageis intentionallyexcludedin our

designbecausetheunderlyingmechanismsshouldgiveusersmaxi-
mum�e xibility in pickingandexpressingtheirown policies.How-
ever, to give the readersa concretepicture,we will presentsome
samplepoliciesanddescribehow they canbecon�gured. We start
by describinghow policy con�guration is donein currentInternet
andproceedwith comparisonto themulti-pathcase.

6.1 Policy Con�guration in Curr ent Inter net
ThecurrentBGPspeci�cation[9] only describeshow two BGP

neighborsexchangeinformationandthedecisionprocess,without
de�ning routingpolicy speci�cations.In response,variousvendors
have comeup with their own policy speci�cation languagesand



tools. BGPpoliciescanbedividedinto import policiesandexport
policies. Import policiesde�ne which routesto �lter andhow at-
tributessuchas local preferenceshouldbe set for the remaining
announcements.Exportpolicies�lter thepathsadvertisedto each
neighborandadjusttherouteattributes.TheBGPdecisionprocess
selectstheroutewith highestlocalpreference.If severalroutesare
equalon local preference,a setof stepsareappliedto breakties,
suchascomparingAS-pathlengthandotherrouteattributes.

Ciscodesignedtheroute-mapcommandthatcanbeusedto con-
�gure policy routing. The operatorcanspecify the actionsto be
taken whenmatchingconditionis satis�ed. For example,the fol-
lowing route-mapcommandspeci�esthatany routereceivedfrom
12.34.56.1that matchesthe �lter parametersset in AS accesslist
200(“nevergothroughAS 312”)will beacceptedandhaveits local
preferencesetto 250.

Ciscoroute-mapexample

router bgp 100
!

neighbor 12.34.56.1 route-map FIX-LOCALPREF in
neighbor 12.34.56.1 remote-as 1

!
route-map FIX-LOCALPREF permit 10

match as-path 200
set local-preference 250

!
ip as-path access-list 200 deny _312_

6.2 Multi­path Routing Policies
In addition to de�ning how to �lter and manipulateroute an-

nouncements,wemustalsode�ne how negotiationsshouldbecon-
ducted. We divide the policies into two parts: negotiation rules
that dealwith establishingandmanagingnegotiations,androute-
selectionrulesthat �lter andranktheavailablealternatives. In the
requestingAS, therulesshouldspecifywhento triggernegotiation
andwhomto negotiatewith. In therespondingAS, therulesshould
describewhenandfrom whomnew negotiationswill beallowed.

� Requesting:whento trigger negotiationNegotiationsshould
only betriggeredif noneof thecurrentroutessatisfydesired
property. Thereforethe conditionstriggering negotiations
canbecheckedwhenever routeschange.

� Requesting:whomto negotiatewith TherequestingAS has
to guesswhich AS may have appropriatecandidateroutes;
goodguessescangreatlyshortenthenegotiationprocess.For
asecuritypolicy like “avoidingAS 312,” somepossiblecan-
didatesaretheASesonthedefaultpathbetweentherequest-
ing AS andAS 312thatunderstandthenew protocol.

� Responding:whetherto allow negotiationsThe responding
AS could specifya limit for the total numberof tunnels,a
rate limit for establishingnew tunnels,or a �re wall where
only negotiationrequestsfrom trustedpeersareaccepted.

TherespondingAS couldspecify�lter rulesto selectively export
its candidateroutes.TherequestingAS shouldalsosetevaluation
rulesto determinewhichcandidateto pick. Thoserulesmayevalu-
ateseveral factorsin thedecisionprocess,like thepricecostor the
quality of differentroutes.

� Route�ltering The�ltering rulescandraw on existing route
attributes,e.g.,only advertiseroutesthat have a local pref-
erenceof morethan100. In practice,an ISP often assigns

all customerroutesthesamepreferencevalue,all peerroutes
with lower values,andall provider routeswith evensmaller
values.Thereforewe caneasilyspecifytheselective export
rulesdescribedin Section3.4basedon localpreference.

� RoutepreferenceandcostThe routesmorepreferredto the
requestingAS may be thoselessdesiredto the responding
AS. For example,the requestingAS wantsto selecta low
latency route in the respondingAS which goesthroughan
expensive provider link. In this case,we could introducea
price systemso that the respondingAS is compensatedac-
cordingly. Any notion of pricewould work aslong asboth
partiesagreeon it. With a price tag attachedto eachroute,
innovative businessmodelscouldbeenabled.For example,
therespondingAS couldsell all customerroutesfor a lower
price andall peerroutesfor a higherprice. The requesting
AS thenpicksroutesbasedonbothlocalpreferenceandcost.

Optionally, the requestingASescould specify simple require-
mentsto avoid sendinguselesscandidateroutes.For example,the
requestingAS couldexplicitly request“only givemepathswithout
AS 312”. The respondingAS addsthe requirementto candidate
�ltering beforerespondingwith �nal answers.

7. DISCUSSIONS

7.1 Route Convergence
SinceMIRO changeshow ASesselectinterdomainroutes,we

needto considerthepossibleeffectson BGPconvergence.Previ-
ouswork hasshown that certaincombinationsof routing policies
cancauseBGPto oscillate[22]. Follow-up work showedthatcon-
vergenceis guaranteedif ASesselectandexport routesbasedon
theconventionalbusinessrelationships[20]. However, sinceMIRO
provides ways for ASesto violate theseguidelines,convergence
problemscouldpotentiallyarise.

MIRO is guaranteedto converge in a restricted,yet important,
scenario.If theupstreamAS doesnot advertisethe tunneledpath
to any otherAS, MIRO convergeswhenever the underlyingBGP
converges.For example,themany stubASesin theInternetdonot
export routeslearnedfrom oneupstreamprovider to anotherand,
assuch,would never export a tunneledpath“back into BGP.” In
reality, a requestingAS often needsjust one tunnel to satisfy its
path-selectiongoals. The diameterof the AS graphis small, and
MIRO enablesanAS to negotiatewith non-neighboringASes.As
such,we envision thatanend-to-endpathwould typically include
atmostonetunnel.In summary, wethink thisconservative require-
mentwould notbetoo restrictive for thefollowing reasons:

� MostASesarestubASes.In the2005topologygeneratedby
theGaoalgorithm,17,347outof 20,930ASesarestubs.

� The observed averageAS path length is only 4, therefore
tunnelconcatenationsarelikely to bevery rare—sorarewe
couldprecludethem.

� We allow negotiationsbetweennon-adjacentASes, so in-
steadof establishinga chainof tunnels,the sourceAS can
directly contacttheotherendof thechain.

As ongoingwork, we are creatinga formal model of multi-path
routing to establishtheseconvergenceproperties.We have found
severalwaysto relaxthe“just onetunnel” requirementthatwe are
exploring in moredetail.



7.2 Routing Loops
BGPtakesgreatcareto ensurethatpathsdo not containloops.

As eachrouterforwardspacketssolelybasedon destinationIP ad-
dress,loops in BGP pathscan lead to lost packets. However, in
overlaynetworks,packetscanphysicallytraverseanAS morethan
once.For example,if anoverlaynodeis locatedin anAS X single-
homedto its ISPY, all packetsforwardedby thisnodewill traverse
the network of Y twice. But this will not leadto lost packets, as
packetsin differenttunnelsbeardifferentdestinationIP addresses.
Similarly, traversingan AS more than onceis not a problemin
MIRO, as long as all the tunnel endpointsand the default path
betweentunnelendpointsform a loop-freepath—apropertythat
couldbeeasilycheckedduringthenegotiationprocess.

However, traversingan AS morethanoncemay be inef�cient,
soASesin MIRO canalsoenforceastricterkind of loopdetection.
Both negotiatingpartiesknow thepaththepacketswill take when
they leave the tunnel;moreover, the upstreamAS knows the path
traversedby the tunnelitself. Therefore,the upstreamAS should
concatenateboth partsand reject negotiationsif any AS appears
morethanoncein theresultingend-to-endpath.

7.3 Route Aggregationand Security
Like many studiesof interdomainrouting,we implicitly assume

thattheAS pathin theBGPannouncementsidenti�es theactualse-
quenceof ASesthedatapacketswouldtraverse.However, route�l-
teringandrouteaggregationmayviolatethisassumption.A down-
streamAS mayhaveaBGProutefor amore-speci�cpre�x, which
would de�ect datapacketsto a differentpath. Similar pathincon-
sistenciescanariseif anadversaryhascontrolover thedataplane
andde�ectspacketsto a differentpath.Packet de�ection is a gen-
eralproblemthatcancomplicateBGProuting.Ultimately, asecure
androbustinterdomainroutinginfrastructuremayrequirecompro-
misingon supportfor routeaggregation(e.g.,by routingall traf�c
at the AS level, ratherthanat the pre�x level). Effective support
for multi-pathrouting makes that possible,sinceASescould still
achieve their loadbalancing,performance,andsecuritygoalswith-
outneedingto announceseparateroutesfor eachdestinationpre�x.
Weplanto exploretheseissuesin moredetailin ourongoingwork.

8. RELATED WORK
Previouswork hasconsideredotherapproachesto �e xible Inter-

net routing. Source-routingproposals[1–5] canprovide multiple
routesfor every source-destinationpair, andseveral of them[1,5]
explicitly suggestrouting at the AS level ratherthanat the router
level, aswe do in MIRO. However, sourcerouting doesnot give
intermediateASesmuchcontrol over pathselection. Somework
considersreceiverpolicies[4], but primarily to �lter traf�c coming
from suspiciousroutes. MIRO bearssomesimilaritiesto overlay
networks [6], in termsof establishingtunnelsthatencapsulateand
decapsulatepackets. However, MIRO selectspathson the under-
lay with thecooperationof theroutersin intermediateASes,rather
thandirectingpacketsover virtual links to intermediatehosts.

Severalpapersproposenew waysto disseminatereachabilityin-
formation. Nimrod [23] usesclustersto hide the internal topol-
ogy of a network, revealingadditionaldetailsonly uponrequest.
However, the membersof a Nimrod clustermust be contiguous,
while MIRO's negotiationscanhappenbetweenarbitrarypairsof
ASes. Also, the Nimrod work doesnot presentthe technicalde-
tails of how clustersandthe request-responseprotocolshouldbe
realized. In contrast,MIRO canbe deployed incrementallyasan
extensionto today's BGPprotocol. TherecentHLP [14] proposal
usesa hybrid of link-stateandpath-vectorrouting. Multiple ASes

with provider/customerrelationshipsform a group and uselink-
stateroutingto computepaths;thegroupsusea path-vectorproto-
col to exchangerouting informationwith eachother. In contrast,
MIRO usesBGProuteannouncementsby default andsupportsne-
gotiationbetweenarbitrarypairsof ASes.

Otherrouting architecturesconsiderthe role of costandincen-
tivesin makinginterdomainroutingdecisions.Nexit [24] enables
pairsof neighboringASesto cooperatein selectingegresspoints
for exchangingtraf�c, to avoid the inherentinef�ciency of hot-
potatorouting andconventionaltraf�c engineeringpractices[25].
In contrastto MIRO, thenegotiationin Nexit focusesspeci�cally
on selectingbetweenthe existing BGP-learnedroutesat multiple
egresspointsratherthandiscovering new interdomainroutes. In
that sense,the two proposalsarecomplementaryandcould con-
ceivably be part of a larger framework for using negotiation to
improve interdomainrouting. Anotherrecentstudy[26] proposes
a routing systemthat advertisesmultiple AS paths,with pricing
informationattachedto eachannouncement.However, the paper
doesnot presenta concretedesignand evaluationof a protocol,
makingit dif�cult to compareto MIRO directly.

Multi-pathroutinghasbeenexploredin thecontext of intradomain
routing. Equal Cost Multi-Path (ECMP) allows routersto split
traf�c over multiple shortestpathsin intradomainrouting proto-
cols such as OSPFand IS-IS. Someproposalshave considered
ways to relax the requirementthat all of the pathsbetweentwo
nodeshave the same(lowest)cost [27]. In addition,recentwork
on TeXCP[16] hasexploredhow to split traf�c over multiple in-
tradomainpathsfor moreeffective traf�c engineering.In TeXCP,
ingressnodesdynamicallyadaptthesplitting of traf�c over multi-
ple paths,which arecomputedin advance.TeXCPandMIRO are
complementary, in thatMIRO focuseson identifying andselecting
paths,whereasTeXCPfocuseson how to adjusttheproportionsof
traf�c thattraversethepaths.

Techniquesfor selectingmultiple pathswithin anAS do not ex-
tend directly to interdomainrouting. Within an AS, routerscan
sharetopologyinformationandhave a commonobjective. In con-
trast,in interdomainrouting,ASeshave limited informationabout
thenetwork topologyandmayhave different(or evencon�icting)
path-selectiongoals. Somerecentwork hasproposedextensions
to BGPto propagateQoSmetrics[28]. However, this approachis
problematicin practicebecauseits requiresextensive deployment
andcooperationamongASes,andmay introducescalabilitychal-
lengesif theQoSinformationchangesfrequently.

Recentwork at theIETF proposesextensionsto BGPto enablea
BGPspeaker to announcemultiple routesfor thesamepre�x [29],
without describinghow theseroutesareselected,exported,or in-
stalledin thedataplane.An implementationof MIRO couldadopt
theprotocolextensionsasa way to identify theadvertisedroutes.
Another relatedIETF activity is the Path ComputationElement
(PCE)working group[30] that is de�ning an architecturethat al-
lowsspecialcomputationalcomponentsto selectpathsonbehalfof
therouters.PCEis meantto supportconstraint-basedpathcompu-
tation both within andacrossASes,with an emphasison satisfy-
ing traf�c-engineeringgoalsby establishingMPLS label-switched
paths. In contrast,MIRO was designedas an incrementallyde-
ployableextensionto BGPto supportmultipathrouting. Still, the
two schemessharesimilar requirementsfor ASesto cooperatein
selectingpathswhile hiding topologydetailsfrom eachother.

9. CONCLUSION
In thispaper, wehavepresentedamulti-pathinterdomainrouting

protocol, calledMIRO. MIRO defaults to the single-pathrouting
providedby conventionalBGPbut allows ASesto negotiatealter-



natepathsasneeded.This provides�e xibility whereneededwhile
remainingbackwardscompatiblewith BGP. Comparedto source
routing, MIRO gives transit ASesmore control over the �o w of
traf�c in theirnetworks.An evaluationonrealisticAS-level topolo-
giesshows thatMIRO exposesmuchof theunderlyingpathdiver-
sity in the Internet,evenwhenonly themajor ISPshave deployed
theenhancedprotocol. We also�nd thatsigni�cant pathdiversity
is availableeven if ASesadhereto conventionalpracticesfor ex-
portingroutesbasedon their businessrelationships.

A naturalnext stepis to �esh out theimplementationandbuild a
prototypesystem,to quantify theoverheadsfor encapsulatingand
decapsulatingpackets,aswell asmaintainingthetunneltables.We
canalsoevaluatetheoverheadfor distributing thetunneltables,as
a function of network topology. Anotherinterestingdirectionfor
study is the securityimplicationsof MIRO. Without any security
measures,adversariescould spoof the tunnel identi�ers to direct
their traf�c ontobetterpathsor launchadenial-of-serviceattackon
thedownstreamAS. A trustsystemshouldbe in placesospoofed
tunnelidenti�ers couldbedetectedasearlyaspossible.

Ef�cient supportfor multi-pathroutingenablesavarietyof tech-
niquesfor ASes to balanceload and optimize performance,be-
yond the load-balancingschemestoday's multi-homedASescan
employ. However, the�e xibility to split traf�c over multiple paths
introducesthepossibilityof oscillation,whereeachAS adjustsits
division of traf�c in responseto congestionintroducedby another
AS. Divising a decentralizedload-balancingschemethatprevents
oscillation is an interestingavenuefor future work. In addition,
by allowing ASesto negotiatefor alternateroutes,MIRO opensup
many interestingquestionsabouthow to incorporatepricing, load,
andperformanceinformationinto thepath-selectionprocess.
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