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Abstract

To determinghe securityimpactsoftwarevulnerabilities
have on a particularnetwork, onemustconsiderinterac-
tions amongmultiple network elements.For a vulnera-
bility analysistool to be usefulin practice,two features
arecrucial. First,themodelusedin the analysismustbe
ableto automaticallyintegrateformal vulnerability spec-
i cations from the bug-reportingcommunity Second,
theanalysismustbe ableto scaleto networkswith thou-
sandf machines.

We shav how to achieve thesetwo goalsby present-
ing MulVAL, an end-to-endframewnork and reasoning
systemthat conductamultihost, multistagevulnerability
analysison a network. MulVAL adoptsDatalogasthe
modelinglanguagdor the elementsn the analysis(bug
speci cation,con guration description reasoningules,
operating-systermpermissionand privilege model, etc.).
We easily leverageexisting vulnerability-databasend
scanningoolsby expressingheir outputin Datalogand
feedingit to our MulVAL reasoningengine.Oncethein-
formationis collected,the analysiscanbe performedin
seconddgor networkswith thousand®f machines.

We implementedour framework on the Red Hat Linux

platform. Our framework canreasonabout84% of the
RedHat bugsreportedin OVAL, aformal vulnerability
de nition languageWe testedourtool onarealnetwork

with hundredsf users. The tool detecteda policy vio-

lation causedy softwarevulnerabilitiesandthe system
administratordook remediatiormeasures.

1 Intr oduction

Dealing with software vulnerabilitieson network hosts
posesa greatchallengeto network administration.With
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andnoof cial endorsemerghouldbeinferred.

thenumberof vulnerabilitiesdiscoveredeachyeargrow-
ing rapidly, it is impossiblefor systemadministrators
to keepthe softwarerunningon their network machines
freeof securitybugs.Oneof asysadminsdaily choress
to readbug reportsfrom varioussourcegsuchasCERT,
BugTrag etc.) and understandvhich reportedbugs are
actuallysecurityvulnerabilitiesin the context of his own
network. In the wake of new vulnerabilities,assessment
of their securityimpacton the network is importantin
choosingthe right countermeasuregpatchand reboot,
recon gure a rewall, dismounta le-server partition,
andsoon.

A vulnerabilityanalysigool canbeusefulto suchasysad-
min, but only if it canautomaticallyintegrateformalvul-
nerability speci cationsfrom the bug-reportingcommu-
nity, andonly if the analysiscanscaleto networks with
thousand®f machines.Thesetwo issueshave not been
addresseby the previouswork in thisarea.

We presentMulVAL (Multihost, multistageVulnerabil-
ity Analysis),a framavork for modelingthe interaction
of software bugs with systemand network con gura-

tions. MulVAL usesDatalogasits modelinglanguage.
The informationin the vulnerability databaseprovided

by the bug-reportingcommunity thecon gurationinfor-

mationof eachmachineandthe network, andotherrel-

evantinformationareall encodedas Datalogfacts. The

reasoningengineconsistof acollectionof Datalogrules
that captureshe operatingsystembehaior andthe in-

teractionof variouscomponenti thenetwork. Thusin-

tegratinginformationfrom thebug-reportingcommunity
andoff-the-shelfscanningoolsin thereasoningnodelis

straightforward. Thereasoningenginein MulVAL scales
well with the size of the network. Onceall theinforma-
tion is collected,the analysiscan be performedin sec-
ondsfor networkswith thousandsf machines.

Theinputsto MulVAL's analysisare,Advisories. What
vulnerabilitieshave beenreportedand do they exist on
my machines?Host con guration : Whatsoftwareand
servicesarerunningon my hosts,andhow arethey con-
gured? Network con guration : How aremy network
routersand re walls con gured? Principals: Who are



theusersof my network? Interaction : Whatis themodel
of how all thesecomponentsnteract?Policy: Whatac-
cesseslo | wantto permit?

In the next section,we give examplesof the Datalog
clausedor eachof theseelementsaandthetoolsthatcan
beleveragedo gathertheinformation.

2 Representation

MulVAL comprisesa scanner—run asynchronoushon
eachhostandwhich adaptsxisting toolssuchasOVAL

to agreatextent—andananalyzerrunononehostwhen-
ever new informationarrivesfrom the scanners.

Advisories. Recently the OpenVulnerability Assess-
mentLanguaye [26] (OVAL) hasbeendevelopedthat

formalizeshow to recognizethe presencef vulnerabili-

tieson computersystems An OVAL scannetakessuch

formalizedvulnerability de nitions andtestsa machine
for vulnerablesoftware. We cornverttheresultof thetest

into Datalogclausedik e thefollowing:

VulExists(webServer, 'CAN-2002-0392', httpd).

Namely the scanneidenti ed avulnerabilitywith CVE
11D cAN-2002-0392 onmachinewvebserver . Thevulner
ability involvedthe sener programhttpd . However, the
effect of thevulnerability— how it canbe exploitedand
whatis the consequence- is not formalizedin OVAL.
ICAT [18], avulnerabilitydatabaseevelopedby the Na-
tional Institute of Standardsand Technology provides
theinformationaboutavulnerability'seffect. We corvert
the relevant informationin ICAT into Datalogclauses
suchas

vulProperty('CAN-2002-0392', remoteExploit,
privilegeEscalation).

The vulnerability enablesa remoteattacler to execute
arbitrarycodewith all the programs privileges.

Hostcon guration.  An OVAL scannecanbedirected
to extractcon guration parametersn a host. For exam-
ple, it canoutputthe information of a serviceprogram
(port number privilege, etc). We corvert the outputto
Datalogclausedike

networkService(webServer, httpd,
TCP, 80, apache).

Thatis, programhttpd runson machinewebServer as
user apache , andlistenson port8o usingTcp protocol.

Network con guration. MulVAL modelsnetwork (router
and re walls)con gurationsasabstrachostaccess-control
lists(HACL). Thisinformationcanbeprovidedby a re-
wall managementool suchas the SmartFirewall [4].
Hereis anexampleHACL entrythatallows Tcp trafc

to ow frominternet  to portso onwebServer :

hacl(internet, webServer, TCP, 80).

Principals. Principalbindingmapsa principal symbol
to its useraccountn network hosts. The administrator
shouldde ne theprincipalbindinglike:

hasAccount(user,
hasAccount(sysAdmin,

projectPC, userAccount).
webServer,  root).

Interaction. In a multistageattack, the semanticsof
the vulnerability andthe operatingsystemdeterminean
adwersarys optionsin eachstage. We encodetheseas
Hornclausedi.e.,Prolog),wherethe rst lineis thecon-
clusionandthe remaininglines are the enablingcondi-
tions. For example,

execCode(Attacker, Host, Priv) :-
vulExists(Host, VullD,  Program),
vulProperty(VullD, remoteExploit,
privEscalation),
networkService(Host, Program,
Protocol, Port,  Priv),
netAccess(Attacker, Host, Protocol,

malicious(Attacker).

Port),

Thatis, if Program runningonHost containsaremotely
exploitable vulnerability whoseimpact is privilege es-
calation, the buggy programis running under privilege
Priv and listening on Protocol and Port , andthe at-
tacker canaccesghe servicethroughthe network, then
the attacler can executearbitrary codeon the machine
underpriv . Thisrule canbeappliedto any vulnerability
thatmatcheghepattern.



___________________

Figurel: The MulVAL frameawork

Policy. In MulVAL, apolicy describesvhich principal
can have what accesdo data. Anything not explicitly
allowedis prohibited.Following is a samplepolicy.

allow(Everyone,
allow(systemAdmin,

read, webPages).
write, webPages).

Becauseveryone is capitalized,it is a Prologvariable,
soit canmatchary user

Analysisframework. SinceDatalogis asubsebf Pro-
log, theencodednformationcanbedirectlyloadednto a
Prologernvironmentandexecuted.We usethe XSB [22]
ervironmentbecausé supportgabledexecutionof Pro-
log programs. Tabling is a form of dynamicprogram-
ming thatavoids recomputatiorof previously calculated
facts. Also, tabling providescompletedeclaratve-style
logic programingbecauséhe orderof rulesdoesnot af-
fecttheresultof theexecution.Theframeawork is shovn
in Figurel. An OVAL scannerunson eachmachine
andoutputsvulnerability reportandrelevant con gura-
tion parameters.The tuplesfrom the scannersthe net-
work con guration (representeds HACL), the deduc-
tion rules,andthe administratorde ned securitypolicy
areloadedinto an XSB ervironment. A Prolog query
(seesection5.2) canthenbe madeto searchfor policy
violations. Our programcanalsogenerate detailedat-
tacktree.

Therestof thepaperdescribesn detailthevariouscom-
ponentsof MulVAL. Section3 brie y introduceghefor-
malvulnerabilityde nitions from bug-reportingcommu-
nities and how they are integratedinto MulVAL. Sec-
tion 4 discusseshereasoningandinput Datalogclauses
usedin MulVAL andthe analysisalgorithm. Section5
shavs two examplesthat illustratethe analysisprocess.

Section6 discussesiow to conducthypotheticalvulner
ability analysisin MulVAL. Performancelatais shovn
in section7. Somedesignand implementationissues
are discussedn section8. We compareour approach
with somerelatedwork in section9 andconcludein sec-
tion 10.

3 Vulnerability speci cation

A speci cation of a securitybug consistsof two parts:
how to recognizethe existenceof the bug on a system,
andwhatis the effect of thebug onasystem.Therecog-
nition speci cationis only usedin the scanningof a ma-
chine,whereaghe effect speci cationis usedin therea-
soningprocess.Recently the bug-reportingcommunity
hasstartedto provide thesekinds of informationin for-

mal, machine-readablérmats. In the next two sub-
sectionswe brie y describeOVAL, a formal speci ca-
tion languagédor recognizingvulnerabilities,and ICAT,

adatabaséhatprovidesa vulnerability's effect.

3.1 The OVAL languageand scanner

The Open Vulnerability Assessment Language
(OVAL) [26] is an XML-basedlanguagefor specifying
machinecon guration tests. Whena new softwarevul-
nerabilityis discovered,an OVAL de nition canspecify
how to checkamachin€or its existence . Thenthe OVAL
de nition can be fed to an OVAL-compatible scanner
which will conductthe speci edtestsandreportthe re-
sult. Currently OVAL vulnerabilityde nitions areavail-
ablefor the Windows, Red Hat Linux and Solarisplat-
forms. OVAL-compliantscannerareavailablefor Win-
dowsandRedHat Linux platforms.OVAL vulnerability



de nitions have beencreatedsince2002andnew de ni-

tionsarebeingsubmittedandreviewed on a daily basis.
As of JanuanB1, 2005,thenumberof OVAL de nitions
for eachplatformis:

Platform Submitted Accepted
Microsoft Windows 543 489
RedHat Linux 203 202
SunSolaris 73 57
Total 819 748

For example,we ranthe OVAL scanneiononemachine
usingthe latestOVAL de nition le andfound the fol-
lowing vulnerabilities:

VULNERABILITIES FOUND:

OVAL Id CVE Id

OVAL2819 CAN-2004-0427
OVAL2915 CAN-2004-0554
OVAL2961 CAN-2004-0495
OVAL3657 CVE-2002-1363

We corvertthe outputof an OVAL scanneinto Datalog
clausedik e thefollowing:

VulExists(webServer, 'CVE-2002-0392', httpd).

Besidegproducingalist of discoveredvulnerabilities the
OVAL scannecanalsooutputadetailedmachinecon g-
urationinformationin the SystemCharacteristicSchema.
Someof this informationis useful for reasoningabout
multistageattacks. For example,the protocol and port
numberaserviceprogramis listeningon,in combination
with the re wall rulesand network topology expressed
asHACL, helpsdeterminewhetheran attacler cansend
a maliciouspaclet to a vulnerableprogram. Currently
the following predicatesabout machinecon gurations
areusedin thereasoningengine.

networkService(Host, Program,

Protocol, Port,  Priv).
clientProgram(Host, Program,  Priv).
setuidProgram(Host, Program, Owner).
filePath(H, Owner, Path).
nfsExport(Server, Path, Access, Client).
nfsMountTable(Client, ClientPath,

Server,  ServerPath).
networkService ~ describeshe port numberand proto-

col underwhich a serviceprogramis listeningand the
user privilege the programhason the machine. If the

samesener is listeningundermultiple portsand proto-
cols,thisis describedy multiple networkService  state-
ments.clientProgram  describeshe privilegeof a client
programonceit getsexecuted. setuidProgram  Speci-
es ana setuidexecutableon the systemandits owner.

flePath  speci esthe ownerof a particularpathin the
le system. nfsExport ~describeswhich portion of the
le systemon an NFS sener is exportedto a client.
nfsMountTable  describesan NFS mountingtable entry
on the client machine. The scannerusedin MulVAL

is implementedby augmentinga standardoff-the-shelf
OVAL scannersuchthatit notonly reportstheexistence
of vulnerabilities put alsooutputsmachinecon guration
informationin theform of thesepredicates.

3.2 Vulnerability effect

Onecan nd detailedinformationaboutthe vulnerabil-
ities from OVAL's web site?. For example, the OVAL
descriptionfor thebug ovAL2961 is:

Multiple unknavn vulnerabilitiesin Linux kernel2.4
and 2.6 allow local usersto gain privileges or access
kernelmemory ...

This informal short descriptionhighlights the effect of
thevulnerability— how thevulnerabilitycanbeexploited
andthe consequenci cancauself a machine-readable
databasewvere to provide information on the effect of
a bug suchasbug 2961is only locally exploitable one
couldformally prove propertiedik e if all local usesare
trusted, then the networkis safefrom remoteattader.
Unfortunately OVAL doesnot presentthe information
aboutthe effect of a vulnerabilityin a machinereadable
format. Fortunatelythel CAT databas§l 8] classi esthe
effect of a vulnerability in two dimensions:exploitable
rangeandconsequences.

exploitablerange:local, remote

consequencecon dentiality loss integrity loss
denialof service andprivilege escalation

A local exploit requiresthat the attacler alreadyhave
somelocal accesson the host. A remoteexploit does
not have this requirement. Two mostcommonexploit
consequenceare privilege escalationanddenial of ser
vice Currentlyall OVAL de nitions have corresponding
ICAT entries(the two canbe cross-referencedy CVE
Id). It would beniceif OVAL andICAT bememedinto
asingledatabasé¢hat providesbothinformation.



We corvertedthe above classi cationin the ICAT data-
baseinto Datalogclausesuchas

vulProperty('CVE-2004-00495',

localExploit, privEscalation).

4 The MulVAL ReasoningSystem

Thereasoningulesin MulVAL aredeclaredasDatalog

its argumentseachof whichis eitheraconstanbr avari-
able. In theformalismof Datalog,a variableis aniden-
ti er thatstartswith anuppercaseletter A constants

literals, a sentencen MulVAL is representedsa Horn
clause:

is alsotrue. The left-handsideis calledthe headand
theright-handsideis calledthe body. A clausewith an
emptybodyis calleda fact A clausewith a nonempty
bodyis calledarule.

4.1 Reasoningrules

MulVAL reasoningules specify semanticof different
kinds of exploits, compromisepropagationand multi-
hopnetwork accessThe MulVAL rulesarecarefullyde-
signedso thatinformationaboutspeci c vulnerabilities
arefactoredout into the datageneratedrom OVAL and
ICAT. The interactionrules characterizegeneralattack
methodologiegsuchas T rojan Horseclient program”),
not speci ¢ vulnerabilities. Thusthe rulesdo not need
to be changedrequently evenif new vulnerabilitiesare
reportedrequently

4.1.1 Exploit rules

We introduceseveral predicateghat are usedin the ex-
ploit rules.execCode(P,H,UserPriv) indicateghatprin-
cipalp canexecutearbitrarycodewith privilegeUuserPriv
on machineH. netAccess(P,  H, Protocol,  Port) in-
dicatesprincipal P cansendpacletsto port onmachine
H throughprotocol

The effect classi cationof a vulnerabilityindicateshow
it canbeexploitedandwhatis theconsequencéle have
alreadyseena rule for remoteexploit of a servicepro-
gramin section2. Following is the exploit rule for re-
moteexploit of aclient program.

Host, Priv) -
VulExists(Host, VullD,  Program),
vulProperty(VullD, remoteExploit,
privEscalation),
clientProgram(Host, Program,
malicious(Attacker).

execCode(Attacker,

Priv),

Thebodyof therule speci esthat1) the Program is vul-
nerableto aremoteexploit; 2) the Program is client soft-
warewith privilegepriv 3; 3) theAttacker  iS someprin-
cipal that originatesfrom a part of the network where
malicioususersmay exist. The consequencef the ex-
ploit is thatthe attacler canexecutearbitrary codewith
privilegePpriv .

The rule for the exploit of a local privilege escalation
vulnerabilityis asfollows:

execCode(Attacker, Host, Owner) :-
vulExists(Host, VullD,  Prog),
vulProperty(VullD, localExploit,
privEscalation),
setuidProgram(Host, Prog,
execCode(Attacker, Host,

malicious(Attacker).

Owner),
SomePriv),

For this exploit, the preconditionexecCode requiresthat
an attacler rst have someaccesgo the machineHost .
The consequencef the exploit is that the attacler can
gainprivilegeof theownerof a setuidprogram.

In our model, the Linux kernelis both a network ser
vice running asroot , anda setuid programowned by
root . Thatis, theconsequencef exploiting a privilege-
escalatiorbug in kernel(eitherlocal or remote)will re-
sultin arootcompromise.

Currentlywe do not have exploit rulesfor vulnerabilities
whoseexploit consequences con dentiality lossor in-

tegrity loss. TheICAT database&oesnot provide precise
informationasto what con dential informationmay be
leakedto anattaclerandwhatinformationonthesystem
may be modi ed by an attacler. ICAT statisticsshavs

that 84% of vulnerabilitiesare labeledwith privilege-
escalatioror only labeledwith denial-of-servicethetwo

kindsof exploits modeledn MulVAL. It seemsn reality
privilege-escalatiobugsarethe mostcommontargetfor

exploit in amultistageattack.



4.1.2 Compromisepropagation

Oneof theimportantfeaturesof MulVAL is the ability
to reasonaboutmultistageattacks. After an exploit is
successfullyapplied,thereasoningenginemustdiscover
how theattacler canfurthercompromisea system.

For example thefollowing rule saysif anattaclerp can
accessmachineH with owner's privilege, then he can
have arbitraryaccesdo les ownedby Owner.

accessFile(P, H, Access, Path)
execCode(P, H, Owner),
filePath(H, Owner, Path).

Ontheotherhand,if anattacler canmodify les under
owner's directory he cangain privilege of owner. That
is becausea Trojan horsecan be injectedby modi ed

executionbinaries which owner mightthenexecute:

execCode(Attacker, H, Owner) :-
accessFile(Attacker, H, write, Path),
filePath(H, Owner, Path),

malicious(Attacker).

Network le systems Somemultistageattacksalsoex-

ploit normal software behaiors. For example,through
talking to systemadministratorsve found thatthe NFS

le-sharing systemis widely usedin mary organizations
andhascontributedto mary intrusions.Onescenarias

thatan attacler getsroot accesn a machinethatcan

talktoanNFSsener. Dependingnthe le sener'scon-

guration, the attacler maybeableto accessary le on

thesener.

accessFile(P, Server, Access, Path)
malicious(P),
execCode(P, Client, root),
nfsExportinfo(Server, Path, Access, Client),
hacl(Client, Server, rpc, 100003)),
hacl(Client, Server, rpc, 100003) isanentryin host

accesgontmol list (sectiord.2),which speci esmachine
Client cantalkto Server throughNFS,anRPC(remote
procedurecall) protocolwith number100003 .

4.1.3 Multihop network access

netAccess(P, H2, Protocol, Port)
execCode(P, H1, Priv),
hacl(H1, H2, Protocol, Port).

If a principal P hasaccessto machineH1 undersome
privilegeandthe network allows H1 to acces$i2 through
Protocol andport , thenthe principalcanacces$ostH2

throughthe protocolandport. This allows for reasoning
aboutmultihostattackswhereanattacler rst gainsac-
cesson onemachineinside a network andlaunchesan

attackfrom there. Predicatehacl standsfor anentryin

thehostaccesgontrollist (HACL).

4.2 Host AccessControl List

A hostacceszontrollist speci esall accessebetween
hoststhat are allowed by the network. It consistsof a
collectionof entriesof thefollowing form:

hacl(Source, Destination, Protocol, DestPort).

Paclet o w is controlledby re walls, routers,switches,
andotheraspectof network topology HACL is anab-
stractionof the effectsof the con guration of theseel-

ements. In dynamicenvironmentsinvolving the use of

DynamicHostCon gurationProtocol(especiallyin wire-
lessnetworks), re wall rules canbe very complex and
canbe affectedby the statusof the network, the ability

of userdo authenticatéo a centralauthenticatiorsener,

etc. In suchervironmentsijt is infeasibleto askthe sys-
tem administratorto manuallyprovide all HACL rules.
We ervision that an automatictool such asthe Smart
Firewall [4] canprovidethe HACL list automaticallyfor

ouranalysis.

4.3 Policy speci cation

The securitypolicy speci eswhich principal canaccess
what data. Eachprincipal anddatais givena symbolic
name which is mappedo a concreteentity by the bind-
ing information discussedn section4.4. Eachpolicy
statemenis of theform

allow(Principal, Access, Data) .
Theargumentscanbeeitherconstant®r variablegvari-
ablesstartwith a capitalletter and can matchary con-
stant).Following is anexamplepolicy:

allow(Everyone, read, webPages).
allow(user, Access, projectPlan).
allow(sysAdmin, Access, Data).



The policy saysarnybody canreadwebPages, user can
havearbitraryacces$o projectPlan . And sysAdmin can
have arbitraryaccesdo arbitrarydata. Anything not ex-
plicitly allowedis prohibited.

The policy languagepresentedn this sectionis quite
simple and easyto make right. However, the MulVAL
reasoningsystemcan handlemore complex policiesas
well (seesectiord4.6).

4.4 Binding information

Principalbindingmapsa principalsymbolto its userac-
countson network hosts.For example:

hasAccount(user,
hasAccount(sysAdmin,

projectPC, userAccount).
webServer,  root).

Databindingmapsa datasymbolto a pathonamachine.
For example:

dataBind(projectPlan,workstation,'/home’).
dataBind(webPages, webServer, 'www').

Thebindinginformationis providedmanually

4.5 Algorithm

Theanalysisalgorithmis dividedinto two phasesattadk
simulationandpolicy cheding. In the attacksimulation
phaseall possibledataaccessethatcanresultfrom mul-
tistage multihostattacksarederived. Thisis achiezedby
thefollowing Datalogprogram.

access(P, Access, Data) :-
dataBind(Data, H, Path),
accessFile(P, H, Access, Path).

Thatis, if Data is storedon machineH underpathpath ,
andprincipalp canaccessles underthe path,thenp can
acces®ata . Theattacksimulationhappen#n thederiva-
tion of accessFile , which involvesthe Dataloginterac-
tion rulesanddatatupleinputsfrom variouscomponents
of MulVAL. For a Datalogprogram,thereare at most
polynomialnumberof factsthat canbe derived. Since
XSB's tabling mechanisnguaranteegachfactis com-
putedonly once,the attacksimulationphaseis polyno-
mial.

In the policy checkingphasethe dataaccessuplesout-
put from the attacksimulationphaseare comparedwith
the given securitypolicy. If anaccesss not allowed by
the policy, a violation is detected.Thefollowing Prolog
programperformspolicy checking.

policyViolation(P, Access, Data) :-
access(P, Access, Data),
not allow(P, Access, Data).

Thisis notapureDatalogprogrambecausé usesnega-
tion. But the useof negationin this programhasa well-
foundedsemanticq10]. The compleity of a Datalog
programwith well-foundednegationis polynomialin the
sizeof input [6]. In practicethe policy checkingalgo-
rithm runsvery ef ciently in XSB (seesection?).

4.6 Morecomplexpolicies

The two-phaseseparatiorin the MulVAL algorithmal-
lowsusto usericherpolicy languageshanDatalogwith-
outaffectingthecompleity of theattacksimulationphase.
The MulVAL reasoningsystemsupportsgeneralProlog
asthepolicy language Shouldoneneedevenricherpol-
icy speci cation, the attacksimulationcanstill be per
formed ef ciently and the resulting dataaccessuples
canbe sentto a policy resoher, which can handlethe
richerpolicy speci cationef ciently.

Nopolicy? Becausg¢heattacksimulationis notguided
by or dependenbn the securitypolicy, it is possibleto
use MulVAL without a securitypolicy; the systemad-
ministratormay nd usefulthe raw report of who can
accessvhat. However, the policy is usefulin Itering

undesirableaccessefom harmlessaccesses.

5 Examples

5.1 A smallreal-world example

We ran our tool on a small network usedby sesen hun-
dred users. We analyzeda subsetof the network that
containsonly machinesnanagedy the systemadminis-
trators? Our tool found a violation of policy becausef
avulnerability. The systemadministratorsubsequently
patchedhebug.
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Figure2: Example

Network topology. Thetopologyof thenetworkis very
similar to the onein Figure 2. Thereare three zones
(internet ,dmzandinternal ) separatethy two re walls
(fwl andfw2 ). Theadministratorgnanagehewebserver |,
theworkStation ~ andthefileserver . Theusershaveac-
cesdo thepublicsenerworkstation ~ whichthey usefor
their computingneeds. The hostaccessontrol list for
this network is:

hacl(internet, webServer, tcp, 80).
hacl(webServer, fileServer, rpc, 100003).
hacl(webServer, fileServer, rpc, 100005).
hacl(fileServer, AnyHost,

AnyProtocol, AnyPort).
hacl(workStation, AnyHost,

AnyProtocol, AnyPort).
hacl(H, H, AnyProtocol, AnyPort).

Machine con guration  The following Datalogtuples
describethe con guration information of the threema-
chines.

networkService(webServer , httpd,

tcp , 80 , apache).
nfsMount(webServer, Twww',

fileServer, ‘lexportimww').

networkService(fileServer, nfsd,

rpc, 100003, root).
networkService(fileServer, mountd,

rpc, 100005, root).
nfsExport(fileServer, 'lfexport/share’,

read, workStation).
nfsExport(fileServer, ‘fexport/iwww',

read, webServer).

nfsMount(workStation,
fileServer,

'lusr/local/share’,
'lexport/share").

ThefileServer  senes les for the webServer andthe
workStation  throughthe NFS protocol. Thereareactu-
ally mary machinegepresentedby workStation . They
aremanagedby theadministratorandrunthesamesoft-
warecon guration. To avoid thehassleof installingeach
applicationon eachof the machinesseparatelythe ad-
ministratorsmaintaina collectionof applicationbinaries
under/exportishare  oOnfileServer  sothatarny change
like recompilationof an applicationprogramneedsto
be doneonly once. Thesebinariesare exportedthrough

NFSto theworkStation . Thedirectory/exportiwww IS
exportedto webServer .

Data binding.

dataBind(projectplan, workStation, ‘lhome").
dataBind(webPages, webServer,  'lwww').

Principals. The principal sysAdmin manageghe ma-

chineswith usemameroot . Sinceall theusersaretreated
equally we modeloneof themasprincipal user . user
usesheworksStation ~ with usernameuserAccount . For
this organizationthe primaryworry is aremoteattacler
launchingan attackfrom outsidethe network. The at-
tackersaremodeledby asingleprincipalattacker ~who
usesthe machineinternet  andhascompletecontrol of
it. The Datalogtuplesfor principalbindingsare:

hasAccount(user, workStation, userAccount).
hasAccount(sysAdmin, workStation, root).
hasAccount(sysAdmin, webServer,  root).
hasAccount(sysAdmin, fileServer, root).
hasAccount(attacker, internet, root).

malicious(attacker).

Security policy Theadministratorsieedto ensurethat
thecon dentiality andtheintegrity of users'les will not
be compromisedy anattacler. Thusthepolicy is

allow(Anyone, read, webPages).
allow(user, AnyAccess, projectPlan).
allow(sysAdmin, AnyAccess, Data).



Results We ran the MulVAL scanneron eachof the
machines. The interestingpart of the output was that
workStation  hadthefollowing vulnerabilities:

VulExists(workStation, 'CAN-2004-0427", kernel).
VulExists(workStation, 'CAN-2004-0554', kernel).
VulExists(workStation, ‘CAN-2004-0495', kernel).
VulExists(workStation, 'CVE-2002-1363', libpng).

The MulVAL reasoningnginethenanalyzedhis output
in combinationwith the other inputs describedabove.
The tool did indeed nd a policy violation becauseof
thebug cvE-2002-1363 — aremotelyexploitablebugin
thelibpng library. A reasoningule for remoteexploit
derivesthat the workStation ~ machinecan be compro-
mised. Thusthe projectPlan  datastoredon it canbe
accessedby the attacler, violating the policy. Our sys-
tem administratorsubsequentlypatchedthe vulnerable
libpng library.

Onemightbecuriousthattherewasonly onevulnerabil-
ity thatcontributedto thepolicy violationthoughthehost
workStation  actuallyhadfour vulnerabilities. Theother
three bugs on the workstation  are locally exploitable
vulnerabilitiesin the kernel. Sinceonly trustedusersac-
cessthesehosts,after patchingtheliopng  bug our tool

indicatesthe policy is no longer violated. Thesema-
chineshave uptimesin the orderof monthsandupgrad-
ing thekernelwouldrequireareboot.Patchingthesevul-

nerabilitieswould resultin a loss of availability, which
is bestavoided. The administratorscan meetthe secu-
rity goalswithout patchingthe kernelandrebootingthe
workStation . We expectourtool to beusefulin mission-
critical systemdik ecommerciamail senersservingmil-

lions of usersandsenersrunninglong computations.

5.2 An examplemultistage attack

We now illustratehow our framewnork worksin the case
of multistageattacks.Let us considera simulatedattack
on the network discussedn the previous example. Sup-
posethefollowing two vulnerabilitiesarereportedby the
scanner:

VulExists(webServer, 'CVE-2002-0392',

httpd).

vulExists(fileServer,
mountd).

'CAN-2003-0252',

Both vulnerabilitiesareremotelyexploitableandcanre-
sultin privilege escalation.The correspondinddatalog

clausesrom ICAT databasare:

vulProperty(‘CVE-2002-0392',

remoteExploit, privEscalation).
vulProperty(‘'CAN-2003-0252',
remoteExploit, privEscalation).

The machineand network con guration, principal and
databinding, andthe securitypolicy arethe sameasin
thepreviousexample.

Results The MulVAL reasoningengineanalyzedthe
}n Iut Datalogtuples. The Prologsessiortranscriptis as
ollows:

| ?- policyViolation(Adversary,

Access, Resource).

Adversary = attacker

Access = read

Resource = projectPlan;

Adversary = attacker

Access = write

Resource = webPages;

Adversary = attacker

Access = write

Resource = projectPlan;

We shaw the traceof the rst violation in AppendixA.
Here we explain how the attackcanleadto the policy
violation.

An attaclercan rst compromisevebServer by remotely
exploiting vulnerability cCvVE-2002-0392  to getcontrolof
webServer . Since webServer is allowed to access
fleServer , hecanthencompromiséileServer by ex-
ploiting vulnerability CAN-2003-0252 andbecomeroot
on the sener. Next he can modify arbitrary les on
fileServer Since the executable binaries on
workStation ~ aremountedonfileServer , theirintegrity
will becompromisedby theattacler. Eventuallyaninno-
centuserwill executethe compromisectlient program;
this will give the attacler accesgo workStation . Thus
the les storedonit would alsobecompromised.

Oneway to x this violation is moving webPages to
webServer andblockinginboundaccessrom dmz zone
tointernal  zone.After incorporatinghesecountermea-
sureswe ran MulVAL reasoningengineon the new in-
putsandveri ed thatthesecuritypolicy is satis ed.



6 Hypothetical analysis

Oneimportantusageof vulnerability reasoningoolsis

to conduct'whatif” analysis.For example theadminis-
tratorwould like to ask“Will mynetworkstill be secue

if two CERTadvisoriesarrive tomorrow?”. After all, an

importantpurposeof using re walls is to guardagainst
potentialthreats. Eventhereis no known vulnerability
in thenetwork today onemightbediscoseredtomorrow.

Analysisthatcanrevealweaknesses thenetwork under
hypotheticalcircumstancess usefulin improving secu-
rity. Performingthis kind of hypotheticabnalysiss easy
in our framewvork. We introducea predicatebugHyp to

represenhypotheticalsoftware vulnerabilities. For ex-

ample following is a hypotheticabugin thewebservice
programhttpd  on hostwebServer .

bugHyp(webServer, httpd,

remoteExploit, privEscalation).

Thefakebugsarethenintroducednto thereasoningpro-
cess.

VulExists(Host, VullD, Prog) :-
bugHyp(Host, = Prog, Range, Consequence).

vulProperty(VullD, Range, Consequence) :-
bugHyp(Host, = Prog, Range, Consequence).

Thefollowing Prologprogramwill determinewvhethera
policy violationwill happerwith two arbitraryhypothet-
ical bugs.

checktwo(P, Acc, Data, Progl, Prog2) :-
program(Prog1),

program(Prog2),

Progl @<Prog2,

cleanState,

assert(bugHyp(H1, Progl, Rangel, Conseql)),
assert(bugHyp(H2, Prog2, Range2, Conseq2)),
policyViolation(P, Acc, Data).

The two assert  statementsntroducedynamicclauses
abouthypotheticalbugsin two programs(Prolog back-
trackingwill cycle throughall possiblecombinationof
two programs.).The policy checkis conductedvith the
existenceof thedynamicclauseslf nopolicy violationis
found, theexecutionwill backtrackandanotherntwo hy-
potheticalbugs(in differenttwo programswill betried.
@dsthetermcomparisoroperatoiin Prolog.It ensures
combinationof two programss tried only once.If there
exist two programswhosehypotheticalbugswill break

the securitypolicy of the network, the violation will be
reportedby checktwo . Otherwisethe network canwith-
standtwo hypotheticabugs.

7 Performanceand Scalability

We measuredhe performanceof our scanneion a Red
Hat Linux 9 host(kernelversion2.4.20-8).The CPUis
a 730 MHz Pentiumlll processowith 128MB RAM.
Theanalysisenginerunson aWindows PCwith 2.8GHz
Pentium4 processowith 512MB RAM. We constructed
exampleswith con gurationssimilar to the network in
section5, but with differenthumbersof webseners, le
senersandworkstations.

To analyzea network in the MulVAL reasoningengine,
oneneedgo runthe MulVAL scanneon eachhostand
transferthe resultsto the hostrunningthe analysisen-
gine. The scannerganexecutein parallelon multiple
machinesTheanalysisenginethenoperateon the data
collectedfrom all hosts. Sincethe functioning of the
scannelis the sameon varioushosts,we measuredhe
scannerunningtime on onehost.We measuredherun-
ning time for the analysisenginefor real and synthetic
benchmarksTherunningtimes(in secondsareas:

MulVAL scanner 236s
x5.1| 0.08

MulVAL 1 host 0.08
reasoning| 200hosts | 0.22
engine | 400hosts | 0.75
1000hosts| 3.85
2000hosts| 15.8

MulVAL scanneris the time to run the scanneron one
(typically con gured) Linux host;in principle,the scan-
nercanrunon all hostsin parallel. Thebenchmarkk5.1
is thereal-world 3-hostnetwork describedn section5.1.
EachbenchmarKkabeled“n hosts”consistsof n similar
Linux hosts,(approximatelyonethird web seners,one-
third le seners,andone-thirdworkstations)with host
accessules(i.e., rewalls) similarto x5.1. Our reason-
ing enginecanhandlenetworkswith thousand®f hosts
in lessthana minute.

A typical network might have a dozenkinds of hosts:
mary webseners,mary le seners,mary computeser
vers,mary usermachinesDependingpn network topol-
ogy andinstalledsoftware(e.g.,areall thewebsenersin
the sameplacewith respecto re walls, andarethey all



Figure 3: Hypotheticalanalysis.For a network of 1000hosts
running20kindsof installedsoftware,analyzingsecurityassuminghe
existenceof ary 1 unreportedrulnerabilitytakes 12 seconds.

runningthe samesoftware?)it maybe possiblethateach
groupof hostscanbe treatedasonehostfor vulnerabil-
ity analysissothatn = 12 ratherthann = 12;000. It
would be usefulto formally characterizeéhe conditions
underwhich suchgroupingis sound.

To testthe speedof our hypotheticalanalysis,we con-
structedsynthesizeahetworkswith differentnumbersof

hostsanddifferentnumbersof programs.Eachprogram
runson multiple machines.Sincethe hypotheticalanal-
ysis goesthroughall combinationof programsto inject
bugs, the running time is dependenbn both the num-
ber of programsand the numberof hypotheticalbugs.
Figure 3 shaws the performancewith regardto differ-

entnumberof hosts,numberof programsandnumberof

injectedbugs. Therunningtime increasesvith the num-
berof hypotheticabugs,becaus¢heanalysissnginewill

needto gothrough E combination®f programsyhere
n is the numberof differentkinds of programsandk is
thenumberof injectedbugs. k = 0 is the casewhereno
hypotheticabug is injected. The performancalegraded
signi cantly with theincreaseof k. But it still only takes
273 seconddor k = 2 on a network with 1000 hosts
and 20 differentkinds of programs. Sincehypothetical
analysiscanbeperformedof ine beforethe existenceof
abugis known, it is notimportantto have fastreal-time

responsdime. Thedegradedperformances acceptable.

Figure3 shaws our systemcanperformthis analysisn a
reasonabléime framefor a big network.

Theinputsizeto the MulVAL reasoningengineis:

Data Sourcé hosts200 =2000
DataBind sysadmin 26  3004lines
Policy sysadmin 3 3
PrincipalBind  sysadmin 10 10
HACL SmartFirewall 342 3342
ScanneOutput OVAL/ICAT 1222 12022

Coverage Our systemcanreasonaboutprivilege es-
calationvulnerabilitiesanddenialof servicevulnerabil-
ities. We cannotcurrently reasonaboutcon dentiality
loss or integrity loss vulnerabilities. Overall, we could
reasonabout84% of the Red Hat Linux bugsreported
in OVAL. The detailedstatisticsare (as of January31,
2005):

OVAL de nitions for RedHat 202
Thosewith PrivEscor only DoS 169
Coverage 84%

Size of our code base To implementour framework
on RedHat platform,we adaptedhe OVAL scanneand
wrotetheinteractionrules. The sizeof our codebaseis:

Module Original New
OVAL scanner 13484 668lines
Interactionrules 393

The modularityand simplicity of our designallowed us

to effectively leverageheexistingtoolsanddatabasely

writing abouta thousandines of code.We notethatthe

small size and declaratve style of our interactionrules
makesthemeasyto understané@nddehug. Theinterac-
tion rulesmodelUnix-style securitysemanticsWe fore-

seethatto reasoraboutWindows platformsin addition,
theeffort involvedis comparableTherulesareindepen-
dentof thevulnerabilityde nitions.

7.1 Scanninga distrib uted network

We measuredhe performanceof runningthe MulVAL
scanneim parallelonmultiple hosts.We usedPlanetLab,
a worldwide testbedof over 500 Linux hostsconnected
via the Internet[20]. We selected}7 hostsin suchaway
asto getgeographicativersity (U.S., CanadaSwitzer
land, Germaly, Spain,lsrael,India, HongKong, Korea,

1Theindicated‘Source” shavs what personor tool would provide
theinformationin arealinstallation;for this benchmarkmeasurement,
we constructedhe datasynthetically



Japan). We were ableto log into 39 of thesehosts;of
thesewe successfullynstalledthescanneon 33 hosts®
We ran a scriptthat, in parallelon 33 hosts,openedan
SSHsessiorandran the MulVAL scanner We assume
thatmary hostswerecarryinga normalworkload,aswe
madeno attemptto resene themfor this use. The rst
hostrespondedvith datain 1.18 minutes;the rst 25
hostsrespondedvithin 10 minutes;the rst 29 hostsre-
spondedwithin 15 minutes;at this point we terminated
theexperiment.

For alocal areanetwork, we expectfastanduniformre-
sponsetime. But for distributed networks, we recom-
mendthat scanningbe doneasynchronouslyEachma-
chine, either when its con guration is known to have
changedr periodically shouldscanandreportcon gu-

rationinformation. Then,whene/er nenly scannedlata
arrives or whenerer new vulnerability datais obtained
from OVAL or ICAT, the reasoningenginecan be run

within seconds.

8 Discussion

8.1 Implementing a scanner

Currentlythe MulVAL scanneiis implementedoy aug-
mentingthe standardoff-the-shelfOVAL scanner The
OVAL scannetis overloadedwith both the task of col-

lecting machinecon guration information and the task
of comparinghe con gurationwith formal advisoriedo

determindf vulnerabilitiesexist on a system.Thedraw-

backof thisapproachs thatwhenanew advisorycomes,
the scanningwill have to be repeatedn eachhost. It

would be more desirableif the collectionof con gura-

tion informationcanbeseparatefrom therecognitionof

vulnerabilities,suchthatwhena new bug reportcomes,
the analysiscanbe performedon the pre-collecteccon-
guration data.

There are also mary other issuesrelatedto scanning,
suchas how to deal with errorsin con guration les.
A full discussiorof con guration scannings out of the
scopeof this paper

8.2 Modeling normal software behavior

Let us considerthe sudo programin GNU/Linux oper
ating system. It is a mechanisnto enablea permitted
userto executea commandasthe superuseor another

user asspeci edin thesudoers con guration le. Upon
execution,the sudo programrunswith superuseprivi-

legesandthecommandsuppliedasargumentis executed
assuperuseor anotheuserdependingnthecon gura-
tion.

Supposehatthereis a miscon gurationin the sudoers
le thatletsary userexecutearny commandasuserjoe .
In orderto do sothescannemustunderstandhecon g-
uration le sudoers andthe interactionrules modeling
thebehaior of programsudo mustbeadded.In general,
we expectthatwe needto modelthenormalsoftwarebe-
havior of asmallnumberof programs Althoughit' seasy
enoughto modelnew programausingDatalogclausesa
substantiabdvantageof our approachhasbeenthatthe
setof modelingclausesgrows much more slowly than
thenumberof advisories.

9 RelatedWork

Thereis a long line of work on network vulnerability
analysig27, 25, 23, 24, 1, 17]. Theseworksdid notad-
dresshow to automaticallyintegratevulnerability speci-
cations from the bug-reportingcommunityinto therea-
soningmodel, crucial for applyingthe analysisin prac-
tice. A majordifferencebetweerMulVAL andthesepre-
viousworksis thatMulVAL adoptsDatalogasthe mod-
elinglanguagewhichmakesintegratingexistingbugdata-
basestraightforvard. Datalogalsomakesit easyto fac-
tor out variousinformationneededn the reasoningpro-
cess,which enablingus to leverageoff-the-shelftools
andyield a deployableend-to-endsystem.

Ritchey andAmmanproposedisingmodelcheckingfor
network vulnerability analysis[23]. Sheyner, et. al ex-
tensiely studiedattack-graplyeneratiorbasedbnmodel-
checking techniques[24]. MulVAL adoptsa logic-
programmingpproaclandusedatalogin themodeling
andanalysiof network systemsThedifferencebetween
Datalogandmodel-checkings thatderivationin Datalog
is aproces®f accumulatingruefacts.Sincethenumber
of factsis polynomialin thesizeof the network, the pro-
cesswill terminateefciently. Model checking,on the
otherhand,checksemporalpropertiesof every possible
state-changsequenceThenumberof all possiblestates
is exponentiain thesizeof thenetwork, thusin theworst
casemodelcheckingcould be exponential.However, in
network vulnerability analysisit is normally not neces-
saryto track every possiblestatechangesequence For
network attacksonecanassumehe monotonicityprop-
erty— gainingprivilegesdoesnothurtanattacler's abil-
ity to launchmoreattacks. Thuswhena factis derived



statingthat an attacler cangain a certainprivilege, the
factcanremaintrue for the restof the analysisprocess.
Also, if atacertainstageanattaclerhasmultiple choices
for his next step,the orderin which he carriesout the
next attackstepsis irrelevant for vulnerability analysis
underthe monotonicityassumptionWhile it is possible
that a modelchecler canbe tunedto utilize the mono-
tonicity propertyandpruneattackpathsthatdo not need
to beexamined modelcheckings intendedo checkrich
temporalpropertieof astate-transitiosystem Network
securityanalysisequiresonly asmallfractionof model-
checkingsreasoningpower. And it hasnotbeendemon-
stratecthatthe approactscaleswvell for large networks.

Ammanet. al proposed graph-basedearchalgorithms
to conductnetwork vulnerability analysis[1]. This ap-
proachalsoassumethemonotonicitypropertyof attacks
and haspolynomial time comple&ity. The centralidea
is to usean exploit dependencygraph to representhe
pre-andpostconditiongor exploits. Thenagraphsearch
algorithm can “string” individual exploits and nd at-
tack pathsinvolves multiple vulnerabilities. This algo-
rithm is adoptedin TopologicalVulnerability Analysis
(TVA) [13], aframeawnork thatcombinesanexploit know-
ledgebasewith a remotenetwork vulnerability scanner
to analyzeexploit sequenceleadingto attackgoals.How-
ever, it seemsuilding theexploit modelinvolvesmanual
constructionJimiting thetool's usein practice.ln Mul-
VAL, the exploit modelis automaticallyextractedfrom
theoff-the-shelfvulnerabilitydatabasandnohumanin-
terventionis needed Comparedvith a graphdatastruc-
ture, Datalogprovidesa declaratve speci cationfor the
reasoningogic, makingit easierto review andaugment
thereasoningnginewhennecessary

Datalog has also beenusedin other security systems.
The Binder[7] securitylanguages anextensionof Dat-
alog usedto expresssecuritystatementsn a distributed
system. In D1LP, the monotonicversionof Delegation
Logic[15], Datalogis extendedvith delegationconstructs

torepresenpolicies,credentialsandrequestsén distributed

authorization.We feel Datalogis an adequatéanguage
for mary securitypurposesliueto its declaratve seman-
ticsandef cient reasoning.

Modelingvulnerabilitiesandtheirinteractionsanbedated

backto theKuangandCOP Ssecurityanalyzergor Unix [2,
8]. Recentworksin thisareaincludetheoneby Ramaks
ishnanand Sekar[21], andthe oneby Fithenet al [9].
Theseworksconsidewulnerabilitiesonasinglehostand
usea much ner grainedmodelof the operatingsystem
thanours. The goalis to analyzeintricate interactions
of componenton a single host that would renderthe
systemvulnerableto certainattacks. The resultof this

analysiscouldsene asattackmethodologieso beadded
asinteractionrulesin MulVAL. Speci cally, it is possi-
ble that one canwrite an interactionrule that expresses
theattackpreandpostconditionsvithoutmentioningthe
detailsof how thelow-level systemcomponenténteract.
Theserulescanthenbeusedto reasoraboutthevulnera-
bility atthenetwork level. Thusthe work on single-host
vulnerabilityanalysiss complementaryo ours.

MulVAL leveragesexisting work to gatherinformation
neededfor its analysis. OVAL [26] providesan excel-
lent baselinemethodfor gatheringperhost con gura-
tion information.Also, researctin the pasttenyearshas
yielded numeroustools that can managenetwork con-
gurations automatically[11, 12, 3, 4]. Althoughthese
worksdonotdirectly involve vulnerabilityanalysisthey
provide agoodabstractiorfor the network model,which
is usedin MulVAL andsimpli es its reasoningrocess.

Intrusion detectionsystemshave beenwidely deployed
in networks and extensively studiedin the literature[5,
16, 14]. Unlike IDS, MulVAL aimsat detectingpoten-
tial attackpathsbefore an attackhappens.The goal of
thework is notto replacelDS, but ratherto complement
it. Having an a priori analysison the con guration of

a network is importantfrom the defense-through-depth
point of view. Undoubtedlythe more problemsdiscov-
eredbeforean attackhappensthe betterthe securityof
thenetwork.

10 Conclusion

We have demonstratethow to modela network system
in Datalogsothat network vulnerability analysiscanbe
performedautomaticallyandef ciently . Datalogenables
usto effectively incorporatebug databasemto our anal-
ysisandleverageexistingvulnerabilityandcon guration
scanningtools. With all the informationrepresentedh
Datalog,a simplePrologprogramcanperform“what-if”
analysisfor hypotheticalsoftware bugs ef ciently. We
have implementedan end-to-endsystemandtestedit on
realandsynthesizedhetworks. MulVAL runsef ciently
for networkswith thousand®f hosts,andit hasdiscor-
eredinterestingsecurityproblemsn arealnetwork.

Notes

CommonVulnerabilitiesand Exposure{CVE) is a list of
standardizedchamesfor vulnerabilitiesand other information
securityexposureshttp://c\ve.mitre.og



2http://oval.mitre.og/oval/

3DifferentPriv constructorslistinguishbetweersetuidand
non-setuigpermissionsForlackof spacen thispaperwe have
not describedhe detailsof our privilege model, which com-
binesconcreteusersaccountsand specialsymbolsthat repre-
sentgroupsof accounts.

“In this benchmarkwve did not modelhundredf userma-
chines.We recommendhattheseshouldbe modeledaswe did
“internet; asonemachine.In this caseunlike “internet,” the
hostwould have non-malicioususers,but would be assumed
to have mary vulnerabilities. In our future work we plan to
experimentwith suchmodels;at presentwe recommendour
framework for networks of managednot unmanagedosts.

® Normally oneneedsroot privilegesto install the scanner;
PlanetLalgivesits usersfake “root” privilegesin a chrooten-
vironment;for productionuseof MulVAL, root privilegesare
advisable.
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A A SampleAttack Trace

In this section,we presenta tracefor the examplepol-
icy violation discussedn section5.2. We wrote a meta-
interpreterto generatehe attacktreeandvisualizeit in
plain text or html format. In the future we hopeto use
XSB's onlinejusti er [19] to dumpan attackgraphand
visualizeit.

Thetracefor oneof thepolicy violation is shavn below.
Eachinternalnodeis attributedwith therule usedto de-
rivethenode.

|--  policyViolation(attacker,read,projectPlan)
|--  dataBind(projectPlan,workStation,/home)
|- accessFile(attacker,workStation,read,/home’ )
Rule: execCode implies file  access
|--  execCode(attacker,workStation,root)
Rule: Trojan horse installation
|--  malicious(attacker)

|--  accessFile(attacker,workStation,write,'/shar edBinar y')
Rule: NFS semantics
|- nfsMounted(workStation,'/sharedBinary",fi leServe r,'lexp

|--  accessFile(attacker fileServer,write,'/ex port")
Rule: execCode implies file access
|--  execCode(attacker,fileServer,root)
Rule: remote exploit of a server program
- malicious(attacker)
- vulExists(fileServer,CAN-2003-0252,mountd,
- networkServicelnfo(fileServer,mountd,rpc,1
-~ netAccess(attacker,fileServer,rpc,100005)
Rule:  multi-hop access
|-- execCode(attacker,webServer,apache)
Rule: remote exploit of a server program
--  malicious(attacker)
-~ vulExists(webServer,CAN-2002-0392,httpd,rem
-~ networkServicelnfo(webServer,httpd,tcp,80,a
--  netAccess(attacker,webServer,tcp,80)
Rule: direct network access
|-- located(attacker,internet)
|- hacl(internet,webServer,tcp,80)
|-- hacl(webServer fileServer,rpc,100005)
|- localFileProtection(fileServer,root,write,/ex
|-- localFileProtection(workStation,root,read J/home )
|--  not allow(attacker,read,projectPlan)

Figure4: A sampleattacktree
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