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Abstract

In this paper we present a method for verifying Yhc bytecaaeintermediate form
of Haskell suitable for mobile code applications. We exaartime issues involved
with verifying Yhc bytecode programs, and we present a padafoncept bytecode
compiler and verifier.

Verification is a static analysis which ensures that a bytequrogram is type-safe.
The ability to check type-safety is important for mobile eagltuations where un-
trusted code may be executed. Type-safety subsumes tielcniemory-safety
property and excludes important classes of exploitablesbagch as buffer over-
flows. Haskell’'s rich type system also allows programmersuitd effective, static

security policies and enforce them using the type checkerifivation allows us to

be confident the constraints of our security policy are exgdr

1 INTRODUCTION

The Haskell programming language is uniquely suited to best language for
mobile code execution. Haskell is botype-safeand purely-functional Type-
safety is a desirable property because it eliminates eokigses of exploitable
bugs, such as buffer overflows. Furthermore, because Haskeirely functional,
side-effects are only possible via a special mechanisrec#iie IO monad. Pure
programs (those not “in” the 10 monad) are utterly benignmeRiomputations can
only do three things: return a value; throw an exceptionaditd terminate. They
cannot perform potentially malicious actions, such asialiefiles or communicat-
ing over a network.

These two properties complement each other especially Wed IO monad is
constructed in such a way that every program fragment wréctopms side-effects
has a type which mentions the 10 type constructor. This m#aatst is possible
to statically determine if a program fragment will causeesaffects simply by
examining its type. A mobile code execution system can tlelysan Haskell's
type system to distinguish code which is safe to run from agldieh might not be.

Although preventing untrusted code from directly perfargside effects sounds
quite limiting, Haskell's general framework for monadicdeoallows us to create
asafelO-like monad which we can use instead. Code in this resttichonad can
then be executed in a trusted kernel which makes 10 monasl @albehalf of the
untrusted client if the requested actions are allowed byargg policy.

IMany Haskell implementations allow exceptions to this mifeunsafe primitive “functions.”
We must additionally restrict access to such unsafe prgstto achieve unconditional safety.
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Note that using a custom-designed IO proxy monad implensedé&fault-deny
style of security policy; anything not specifically allowkgthe proxy monad sim-
ply cannot be done. Contrast this approach with that of Jawahich “sensitive”
operations in the base library must be instrumented witmjssions checks. If an
omission or misjudgment is made in the placement of thesariechecks, then
a security compromise can occur. In our approach, howeweissions instead
result in an inability to perform desired operations. Weralthis is a superior fail-
ure mode because it represents an easily-visible errothwhidkely to be quickly
corrected. In contrast, the failure mode of a default-alpmlicy results in a latent
security vulnerability, which may go uncorrected for a digant length of time.

Our proposed custom proxy-monad approach can also be atgpn@nusing
“lightweight static capabilities”J]. Using the technique of lightweight static ca-
pabilities, programmers can implement flexible, statiéqie$ to ensure in-bounds
array access, ensure file handles are only used while the fileein, and a variety
of other security and correctness invariants. The tecleniglies on a library au-
thor to write a trusted kernel which implements the useibigsAPI. This API will
present only safe operations to the user, even though it rmagnplemented us-
ing unsafe primitives. Parametric polymorphism is usedeioegate unique names
(capabilities) which ensure that APl operations are ongdua allowed ways.

Sadly, transmitting raw source code is unacceptable forilmaipplications.
Compilation of source code is an expensive operation wtscheist performed
only once. Additionally, the authors of mobile applicatiomde may be unwilling
to disclose their raw source code. Instead of using sourde,cuobile execution
systems are usually based bytecode an intermediate program representation
which is designed to be easy to interpret while retainindgpiggcture portability.

In late 2005, the Yhc Haskell project was started. It coesidta bytecode
compiler and an independent runtime system which intesgrgtecode programs.
It currently implements the vast majority of the Haskell 88duage standard. Plat-
form and architecture portability is one of the major godlthe Yhc project. The
runtime is written in portable C, has few library dependeaciand a fairly small
code text footprint. These factors make the Yhc runtimexetitre to reuse as part
of a web browser plug-in or applet container application.

Unfortunately, once Yhc compiles a program to bytecode, arero longer
typecheck the program; all type information has been erdsedg compilation.
This means that the runtime has no way to distinguish prognahich are safe to
run from those which are potentially unsafe. It is easy tadhemnstruct bytecode
programs that violate assumptions made by the runtime rayated cause it to
crash. It would also be very easy to write programs that perfmalicious side-
effects, such as installing trojans or setting up spam selay we wish to use
the Yhc runtime as a platform for mobile code execution, wetfind a way to
ensure that untrusted code is safe before it is executedasththexecuting host is
not compromised.

Our proposed solution is to extend the type-safety guaganteovided by the
source language onto bytecode programs. In order to dowfeisnust design a
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system which rejects programs that are not type-safe areptcall well-typed
Haskell programs. The process of type-checking bytecoolgrams is called “ver-
ification.”

Our major contributions are a type system (based on systeguifgble for
type-checking Yhc bytecode programs, a method for encotipg information
into a type certificate, a prototype compiler which produgeg-certified Yhc pro-
grams, and an implementation of a certificate verifier. Ouification algorithm
is lightweight and should be suitable for adaptation tot@uliresource machines.

Neither type-checking variants of system F nor type-chregkiack-based byte-
code instruction sets are novel; however, their combinaigonovel. The major
technical innovation required to handle advanced typeesydeatures (such as
parametric polymorphism and recursive types) is the “tygwerite rule.” The tech-
nique of type rewrite rules is quite general; new rules caadied to expand the
type system provided only that they satisfy a simple propeatied “validity.” We
can therefore easily extend our type system by adding nesvrgiprite rules.

2 TYPE-CERTIFIED COMPILATION

Our goal is to create a system for compiling Haskell sourcého bytecode and
checking the resulting bytecode for type-correctness.s Timctionality is best
split into two parts: a certifying compiler and a certificateecker. Writing a full
Haskell compiler is a large undertaking, so we have simgliber problem by
first focusing on an intermediate language which is easipatse and typecheck
than raw Haskell source. This intermediate language isthaséhe higher-order
polymorphic lambda calculus, also known as Sysken, 15]. The intermediate
language is capable of representing a significant subséteofiaskell language.
We believe that those elements which were excluded (priyrizuieé module system
and the 10 monad) can be added with moderate effort.

The initial version of our compiler takes this intermedil@ieguage as its “source”
code and produces executable Yhc bytecode. The Yhc virtaghine is based
on the G-Machine, a well-known technique for implementiagyl functional lan-
guages [1, 14]. Yhc programs consist of a series of supeb@tor definitions,
where each super-combinator is defined using a sequenceéecbiolg instructions.

In this paper, we present a simplified version of full intedia¢e language
(hereafter, the IL). We have omitted the primitive typegeiyevel products, non-
recursive let, and therr or andseq primitives. These features are important
for the translation of Haskell source but do not add signifiilyato the discussion
of type verification; we elide them in the interests of brgvifThe syntax and
semantics of the simplified IL are given in tables 1, 2, andudébthroughout this
section. The full version of the IL is treated in an accompagytechnical report

[3].

2For reasons of space, we cannot include a description ofitheytecode instruction set here.
Documentation of the Yhc bytecode set is available from the Website at:
http://ww. haskel | . org/ haskel | wi ki / Yhc.
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Terms which differ only in their bound variables are congédeidentical. Alln-ary syntactic constructs (sums,
products, let and case), are allowed at any 0.

(Ax:t.m) | o [x—[m (E-BETA) T (Mo, ,Mh_1) > M (E-PROJPROD)
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X jx =i
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(E-CASEDEFAULT)

TABLE 1. Simplified syntax of the IL with selected evaluationrules

Our compiler uses a standard compilation pipeline. Firg,dompiler front-
end parses and typechecks the IL “source.” The IL AST is mdaipd in the
middle-end before lowering translates the AST into a lire@squence of instruc-
tions. Finally, the back-end performs some additionalyses before emitting the
executable bytecode file.

The front-end was designed to be easy to implement. The Icretam syntax
is LL(1) and is as close as possible to a direct visual reptatien of the abstract
syntax. We use the recursive-decent techniques of the Plévszry to implement
the parser [6]. The IL is also designed to be easy to typechetierefore requires
fully elaborated Church-style type annotations on all alalé binders. Using a
Church-style typing discipline allows the typechecker tarkvin a fully top-down
manner, which significantly simplifies development.

We are uninterested in program optimization at this pomthg only transfor-
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In the kinding and typing relation§, refers to an environment which binds type variables to tkieds and term
variables to their types. In all kind and type judgments,aheironment is assumed to be well formed, and we
omit uninteresting variable freshness side condition® fAdtation>* refers to the reflexive, transitive closure of
the evaluation relation.

TABLE 2. Kinding, Type Evaluation, and Unrolling Rules for t he IL

mation performed on the AST before lowering is the lambitag transformation.
Lambda-lifting transforms ordinary function definitionsto super-combinators.
We used the multi-phase lambda-lifting technique due tddPeyones and Lester,
although their techniques had to be adapted to our typedloal§l2].

After lambda-lifting, each super-combinator is loweredatdasictyped G-
Machine instruction set, called the stage 1 G-Machine. énstage 1 G-Machine,
each data item on the stack conceptually has two parts: ttzeidelf and the
type currently assigned to that data. During lowering, eash-computational
IL construct is translated into a stage 1 instruction thatlieily applies a type
rewrite rule (see the next section for discussion of theseiterules). The stage 1
bytecode instructions are given in table 4.

After lowering is complete, we transform stage 1 bytecode the stage 2
bytecode set. Stage 2 bytecodes are more similar to Yhc'dlamibt explicitly
manipulate types. During this transformation we collegetber the type manipu-
lation instructions and segregate them from the computatimstructions. These
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TABLE 3. Typing Rules for the IL

segregated type rewrite rules become one of the major coemporof the type
certificate.

After stage 2 bytecode is generated, we perform some addifimst-processing
and analysis that is required before emitting actual Yhedydes. This processing
includes things like calculating maximum stack sizes anmtbgating string tables.

As a sanity check, the last step of the back-end calls thdicaté verifier to
ensure that the emitted bytecode correctly verifies. Weddbat verifying code
was a helpful way to uncover bugs in the compiler. For exampkediscovered
an off-by-one error in the code generator because the assutbde would not
validate. We were able to quickly trace back the source oftige by using the
error message from the verifier.

Finally, after the type certificate has been verified, thei@cyhc bytecode
program is serialized to disk. Currently, there is no fileeldormat for serializing
the type certificate. It would, however, be an easy task taterene. We hope to
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explore the possibility of integrating the type certificaito the bytecode program
file format itself.

3 CERTIFICATE CHECKING

The Yhc execution model consists of an overall G-Machinacstire, with a stack
machine instruction set for implementing super-combirsat®do verify a bytecode
program, we require the following information from the tygestificate:

e the definitions of all type synonyms used in the program,
¢ the type and arity of each super-combinator in the prograuh, a

¢ for each bytecode instruction in the program, a (possiblptgiist of type
rewrite rules to apply.

The heart of the certificate checking algorithm is based @tratt interpreta-
tion. We are primarily interested in calculating the “shapkthe local execution
stack at each program point. The most important aspect dfttek shape is the
number of items on the stack at a given point and the type ef eiath stack slot
contains. For each super-combinator definition, we staitt am empty stack at
position 0. We then calculate the effect each instructiadmaall its next possible
program points and record the shape of the stack at thestspdiinve can fill in
all program points with a valid stack shape, the preconustifor each instruction
are met, and all control-flow paths through the bytecodesirend by returning
a data item of the correct type, then we can conclude thatuperssombinator is
well-typed.

A nice feature of our algorithm is that it only requires onspaver the byte-
code to perform verification. One could even go a step furtlygore-calculating
the stack shapes and placing this information in the typéficate as well. If
this were done, the verification task should be able to beopedd in linear time
(where the input size is the combined size of the bytecodgrano and of the cer-
tificate) and in constant space. Such a verification algoritvould be suitable for
limited-resource machines such as smart cards.

3.1 Certificate checking in detail

During verification, our task is to ensure that a collectidrrexursive function
definitions have the types specified in the certificate. Tohitowe examine each
super-combinator definition in turn. We proceed by fassuminghat all refer-
ences to combinators in the bytecode sequence have thedisesin the cer-
tificate. We therverify that, under the assumptions we have made, the bytecode
sequence accepts the correct number of arguments of trecttypes and that all
paths through the control flow graph end by returning a refuhie expected type.
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PUSH n Read theith value from the stack and push it onto the top.

PUSHARG n Read thenth argument to this combinator and push it onto the
top of the stack.
APPLY Take a partial application off the top of the stack and apipy i

the next element on the stack. Finally, push the new apfdicat
node onto the stack.

MCON nm i n Create a data constructor node with the nammetag number,
and arityn using the tomg elements on the stack. Push the new
constructor node onto the stack.

UNPACK Take the top element of the stack, which must point to a data
constructor node, and push the elements of the construator o
the stack.

SLIDE n Take the top element off of the stack, pop the nertements,
and then replace the top element.

POP n Pop the tom elements off of the stack.

ALLOC n Createn “place-holder” nodes and push references to them on
the stack.

UPDATE n Overwrite the node pointed to by the+ 1th position on the
stack with the top element of the stack.

RETURN Exit the local procedure and overwrite the current heap node
with the value on top of the stack.

EVAL Evaluate the top reference on the stack. If it is not already a

value, a new stack frame will be pushed.

LOOKUPSW TCH | Is Isis a list of (tag-value,label) pairs. Examine the top elemen
of the stack, which must be a data constructor. If the tagevalu
matches any value froihs, jump forward to the specified label.
If no value matches, jump forward to ladel

LABEL | Mark a branch destination.
PUSH_FUNC nm Push a reference to the named super-combinator onto the stac
REVRI TE_TYPE © Rewrite the type of the top element on the stack using thengive

type rewrite rule.

TABLE 4. The Stage 1 Bytecode Set

If all bytecode sequences in the module have their expegpexbt verification suc-
ceeds and we conclude that super-combinator definitions thevtypes stated in
the certificate.

The core of the verification algorithm involves using albdtiaterpretation to
fully elaborate the type of each item on the local executiacls At the beginning
of the execution of a super-combinator, the local stackisgs empty. Each legal
instruction in the bytecode sequence may have some effdtiedncal stack. For
example, instructions likBUSH ARG andMK_CON add new items to the top of the
stack, while instructions such &9OP and SLI DE remove items from the stack.
Some instructions also have preconditions that must bebietere they can exe-
cute. For example, theNPACK instruction requires an evaluated data constructor
to be on the top of the stack.

To perform verification, we first allocate an array to hold tésults of the ab-
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stract interpretation with one location for each progranmipihe spaces between
bytecode instructions). The information tracked is anralestrepresentation of
the stack, consisting of a stack of types and their statuss;dtle amount of heap
space reserved, and the status of the arguments. A stackajohave one of the
following four status codes: Normal, Evaluated, Uninitiat, or Zapped. An ar-
gument may be either Normal or Zapped. The meanings of thesBessodes are
explained below. The first location in the array is initializwith an empty stack,
0 reserved heap space, and with all arguments in the Noratal st

The array is then filled out by stepping down each bytecodeLictson in or-
der. If an instruction is at position then the information at locatianin the array
corresponds to the abstract state of the G-Machine befaténigtruction executes.
Given the previous state and the instruction, we calculaliges of all possible next
positions and fill in those locations in the array with an appiately modified ab-
stract state. For most instructions, the only affectedtionawill simply be the next
location,i + 1. Control flow instructions, however, may affect severahlions in
the array, and thRETURN instruction affects no other locations because it signals
the end of the control flow for the local procedure.

Many instructions have preconditions that must be true éorect execution.
As a simple example, the instructi®©P 2 requires that the stack contain at least
two items. If the precondition for an instruction is violdteverification will fail.

3.2 Incorporating Type Rewrite Rules

When elaborating the stack shapes for a bytecode sequeneesethe types from
the intermediate language, which has polymorphic typestasursive types, and
indexed sums. In the IL, these type constructs are intimatehnected to corre-
sponding term constructs which are specifically designedaperate with the type
system. These constructs include the type lambda and typeapon of System
F, therol | andunrol | forms, and the type annotations on data constructors.
During compilation, these “non-computational” term cousts are removed from
the instruction stream, following the standard type-easemantics. If we simply
erased these constructs, however, then our verificatiGnaasld almost certainly
be impossiblé.

Therefore, rather than erasing these constructs outighinstead convert the
occurrence of these type manipulating constructs into te¢peite rules. These
rules form the third major component of the type certificaséetl above. The
rewrite rules are carefully chosen so that a rule is alwafes teaapply if the type
matches the required form for the rule. For example, oneitewule replaces a
polymorphic type with a specialization of that type. Othales allow the replace-
ment of a recursive type with its one-step unrolling, aneéwiersa. By using these
rewrite rules, we can perform a style of type-checking tbguires no unification,

Swithout additional information, the verification task seeto require second-order unification,
which is well-known to be undecidable [5].
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In the rules BLYAP and EXPANDSUM, I refers to the type environment of the super-combinatoriwitthich
the rule appears.

TABLE 5. Type rewrite rules

much like the type system for vanilla Systent Fhe rewrite rules used during
verification are listed in table 5.

The rewrite rules used during verification define a subset@fype subsump-
tion relation. In this context, we say that a typesubsumes a typB iff for every
IL term x and environmenk wherel” -, X :: B, there exists an IL terrg such that
I H, y:: Aandx andy have identical images under type-erasure. We call a type
rewrite rule “valid” if whenever it maps a typginto a typeA, thenA subsumes.
Validity is a sufficient condition for a rewrite rule to be eff applied. We claim
that all the rewrite rules used in the verification algoritara valid.

In the certificate, each bytecode instruction is paired &itpossibly empty)
list of rewrite rules. After the stack effects of an instioothave been calculated
(but before the new state is written into the array), the tewules for that in-
struction are applied, in the order they are listed, to tipeittem on the stack. The
rewrite rules always transform a type into a subsuming an@phic type and are
therefore safe to apply at any time. As with instruction &ffe rewrite rules can
fail if applied to invalid types. If this occurs, verificatiowill fail.

3.3 The Role of Status Codes

Some instructions require additional preconditions that reot captured by the
type system. This extra information is tracked by the stafiesach stack slot. The
“Normal” status indicates that we have no particular knalgke about the given
data item; it is the default status. The “Evaluated” stahgiciates that we know
the data item has been reduced to weak head normal form (WHME)“Unini-

tialized” state is assigned to items on the stack that werated using th&LLOC

instruction and will be discussed below. The “Zapped” statased to indicate

4Although we call our certificates “type certificates,” it wdyprobably be more accurate to call
them “typing certificates,” because the certificate sugpfie information necessary to reconstruct a
particular type derivation.
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stack items that the compiler has determined will not be aggih. Zapping will
also be discussed below. As mentioned above, combinatamengts may have
either the “Normal” or “Zapped” states.

Data with any status except “Zapped” may be the target oE&L instruc-
tion, which is used to instruct the G-Machine to evaluatetéingeted data. After
EVAL, the status is set to evaluated. Instructions which agtexiamine the con-
tents of a heap node (such BEOKUP_SW TCH) require their arguments to be
evaluated.

In order to improve the space-behavior of programs, the hedode set in-
cludes instructions that can “zap” stack or argument stwisdicate that they will
not be used in the future. When a stack or argument slot isezhjips replaced
with a dummy pointer; later accessing that location will gite an error. The
compiler inserts zaps in certain situations where it caticstiéy determine that
data will not be accessed again in the current local proeediihe hope is that
data references will be removed from the root set and thagdéneage collector
will therefore be able to reclaim memory sooner. Withoutgiag, some programs
would have significantly worse space behavior than expected

When done correctly, zap instructions are only added ingslachere they will
not affect program execution. During verification, we chézlkensure that this is
true. When a location on the stack or an argument is zappedidtus is set to
reflect this. If that location is accessed by later instarddi the verifier will flag
this as an error.

The “Uninitialized” status exists to curb the use of a patdlyt dangerous
instruction,UPDATE. The UPDATE instruction tells the G-Machine toverwritea
heap location with the data item on the top of the stack. Trs#riction is used
in concert withALLOC to implementl et . If its use was unchecked, however,
UPDATE could be used to break referential integrity by overwritargitrary heap
nodes.

In order to prevent the unsafe useWPDATE, we restrict it so that only data
items with the status “Uninitialized” can be overwrittenhélonly way to create
uninitialized data is to use th&_LOC instruction. Once a location has been over-
written, its status is set to that of the data with which it wasrwritten. Thus, heap
locations created b#lL L OChave a one-shot ability to be overwritten PDATE.>

Finally, note that the status codes record statically-kmanformation about
the stack or argument pointer itself, andt information about data in the heap.
If a stack slot has status “Evaluated,” then it ip@nter which is known to point
to evaluated data. There is no contradiction, for examplené has two pointers

5We could additionally require that all uninitialized da& dverwritten so that it does not
“leak.” It should be sufficient to require that no combinateturn with uninitialized data on the
stack and prevent uninitialized data from being evaluateidoon being removed from the stack.
However, we have not done this in our implementation. The iimtime treats uninitialized data in
a way very similar to data created using #rer or primitive. Preventing uninitialized data from
escaping, therefore, does not gain anything in terms ofysafed we decided to forego the extra
effort required to implement this restriction.
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to the same heap data with different status codes. Alsog tiseno heap data
associated with a “Zapped” pointer. A “Zapped” pointer isalike a null pointer
in C; it does not point to valid data.

3.4 Managing Reserved Heap Space

There are a large number of Yhc instructions that require tedlacation. It is
important for the runtime to be able to manage its heap efiiijie The default
runtime for Yhc manages its heap using a single pointer. Tietgr begins at
the base of the heap and indicates the next available fraidac When space is
allocated, the pointer is incremented. The heap runs oupadeswhen the next
allocation would drive the heap pointer into the space oeclipy the program
stack. When this happens, the garbage collector is run t@pacnthe heap. The
heap pointer is then reset to the address just beyond thef émel compacted heap
and execution continues. If the garbage collector canrotdiira enough memory,
the program immediately aborts.

While checking for sufficient heap space is a cheap operatida still not
free. If each instruction that performed allocation wemguieed to check for free
space, it would incur a significant performance penaltytelad, Yhc requires the
compiler to inserNEED_HEAP instructions in the bytecode stream NEED_HEAP
instruction reserves some amount of heap space for instngcthat follow it. If
the required amount is not available, the garbage collastann to compact the
heap. This allows allocating instructions to perform urueel heap allocatiorfs.
The amount of space to reserve can be calculated using aesstgpic analysis of
the bytecode.

If insufficient space is reserved, it is possible for allawas to overwrite other
areas of memory. This would involve overwriting parts of@x#on stack because
of the way Yhc’'s memory is laid out. While the behavior woutdlpably be diffi-
cult to predict, it might still be possible to construct amplait. It would certainly
be possible to crash the runtime or to cause erratic behavior

To prevent these problems, we track the amount of reserva $gace while
doing verification.NEED_HEAP instructions increase the amount of reserved heap
space and all instructions that perform allocation deeréadf the amount of re-
served heap minus the current height of the stack ever flits0, then validation
fails.

3.5 Control Flow with Type Rewrite Effects

Most instructions have very straightforward abstractaffeAll straight-line (non
control-flow) instructions only affect the immediatelylfmving program point and
most have simple effects. THRUJSH instruction, for example, copies the type and
status of an item further down in the stack onto the top andZikié. STACK and

6The APPLY instruction is a special case that always causes a free shack.
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ZAP_ARG instructions set the status of a stack or argument locatiocZdpped.”
Some instructions, however, have more subtle effects oalibiact state.

By far the most complicated instruction, in terms of its &bt effects, is
LOOKUP_SW TCH. This instruction works by examining the top item on the stac
(which must be a data constructor) and branching based ovathe of the con-
structor’s tag. This instruction is used in the translatidrthe case statement.
LOOKUP_SW TCHtakes two arguments: a jump target for the default branchaand
list of tag-jump pairs. If the tag of the examined data iterriaghas one of the tags
in the list, then the G-Machine jumps by the appropriate amhdfino tag matches,
the default branch is taken. In order for these instructioresxecute correctly, the
item being examined must have a sum type and it must have #iledigd status.

The unusual thing about tHeOOKUP_SW TCH instruction is that it rewrites
the type of the examined data item to reflect the knowledgeegiaby examining
the data constructor’s tag. For example, if the runtime emama data item with
the type{|0: A,1: B[} and discovers that the constructor tag is O, then it can
rewrite the type td| 0 : A|} instead. Thus, whenever a tag is matched and a branch
followed during verification, the sum type ligstrictedso that it only contains the
variant corresponding to the observed tag. If the defaalbdin is taken we leave
the type unchanged.

This type rewrite is necessary to correctly handle the lmgecsequence that
arises from the translation of pattern matching. The firstruction that occurs
after branching off of (a non-default arm of)L&DOKUP_SW TCH instruction is
the UNPACK instruction. UNPACK takes the encapsulated pointers out of a data
constructor and pushes them onto the stack. The only way wepdict the
effect UNPACK will have is to know the number and types these pointers. We ha
this information just in case the type being unpacked is a sy with exactly
one variant, and types of this form are therefore requiredJFMiPACK.

4 BACKGROUND AND RELATED WORK

In previous work, Leroy lays a formal foundation for secupplats and demon-
strates how a static type system can be used to enforcetygmuiicy in an applet
container [7]. The basic ideas laid out in that paper prowideh of the motivation
for this work.

Bytecode verification has been present in the Java runtistersysince its in-
ception in the mid 1990’'s. The Java bytecode verificatiomm@tgm is specified
using prose inThe Java Virtual Machine SpecificatidB]. Although early im-
plementations of the Java verifier had some problems [2ifiseion has largely
been successful at its task, and Java’s security recordtes gpod. To the best of
our knowledge, the basic idea of verification as a type-dnegcktatic analysis on
bytecode originated with Java.

"We could rewrite the type to remove variants that we knownatén the sum; however, there
does not currently seem to be any advantage to doing so, ahdweeopted for the simpler method.
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The present work shares some similarities with previoukwartyped assem-
bly language (TAL) [10, 9]. Both start with a source languégesed on System
F and target a lower-level instruction set with type annotet Also, the closure
conversion and hoisting phases of Morrisett's System-FAb compiler perform
a translation that is quite similar to the lambda lifter usedur compiler. Work on
TAL differs significantly from this work, however, becausddcuses on the call-
by-value evaluation model of the ML family of languages, detause it deals
with a lower-level instruction set more akin to actual RIS@aine instruction
sets. Nonetheless, as some Haskell compilers do compitgit@machine code, it
may be interesting to investigate the possibility of mapyhre certified G-Machine
bytecode which is the target of this work down to some formypkt assembly
language. This would allow a completely typed compilatigpepne all the way
down to machine code.

Using extended System F as an intermediate language forilagrigaskell is
not a new idea. The GHC Haskell compiler has long used amirggiate language
based orF, [11, 13]. Indeed, the approach used in GHC was part of theraigm
for our own. Rather recently, the GHC core language was dgrtmvith support
for “type-equality coercions,” which form the type-theticebasis for generalized
algebraic data types (GADTSs) and for associated types Hl#tjough the addition
of type-equality coercions comes at the cost of significamhlications to the
type system, there does not seem to be any fundamental neagdhe IL and our
certificate checking algorithms could not be similarly exted.

Starting in September 2005, the Yhc project began working ldaskell imple-
mentation which consists of a bytecode compiler and ingtgpr The Yhc project
got a head start by reusing the NHC compiler. The back-endeoRHC compiler
was modified to emit the newly-designed Yhc bytecode forauad, a stand-alone
bytecode interpreter was written to execute the compilednams.

NHC is also a bytecode compiler [16], and its bytecode imsibn set was
a starting point for the development of the Yhc instructiet. sHowever, NHC
does not have a stand-alone bytecode file format. Instead; BiiHits C code
which contains the bytecode stream as static data. Thigaedecode is compiled
together with the runtime using a C compiler to create thd &racutable.

The principal developers of the Yhc project have not adéetske issues of
bytecode verification. This is because the focus of the Ylojept has not been
on mobile code, the primary use-case where verificationthesaccompelling. In-
stead, the focus has largely been on portability, fast clatipn, debugging tools,
and fixing design problems with the original NHC compiler. diktbnally, the
Yhc compiler uses an untyped core language for the majofit{s @wompilation
pipeline, which would make adding the ability to produceetygertificates a sig-
nificant software engineering challenge. With the additiéra secure bytecode
verifier, the Yhc project could easily form the basis of a tinsthy applet and
distributed code execution platform.

The Yhc compiler and interpreter are both nearing readif@sseal-world
use; they implement the vast majority of the Haskell 98 stathéhs well as some

XXVI-14



of the usual extensions. The Yhc bytecode interpreter igradsalone program that
does not rely on the compiler proper. Thus, the Yhc bytecotégpreter makes an
excellent compilation target for this project.

5 FUTURE WORK AND CONCLUSIONS

We have investigated bytecode verification for the Haslkellage, specifically,
the bytecode instruction set used by the Yhc Haskell compileject. We de-
fined an intermediate language capable of encoding a signifisubset of the
Haskell language. We wrote a compiler which translatesmerimediate language
“source” code into Yhc bytecode and an accompanying typ#icate. This com-
piler is very basic and makes no real attempt at program @tion. However, it
is careful to preserve type information all the way througd ¢ompilation pipeline
so that it is available when generating the type certificMaltiple test programs
were written in the intermediate language (mostly trafsctifrom small Haskell
programs), and were tested for correct behavior.

Finally, a bytecode verifier was written which ensures thaytecode program
is well-typed. It takes as input the executable bytecodeitsratcompanying cer-
tificate and outputs either a success condition code or an dine goal is twofold:
first, that any program which passes validation will be vibelkaved when exe-
cuted; and second, that any well-typed IL program can besctiyrcompiled into
a bytecode program which passes validation. We subjeceddtfifier to basic
testing by compiling the above test programs and ensuriagthiiey passed the
verifier. Additionally, several untypeable and incorrediiped bytecode programs
were manually created to test that the verifier correctlgatsjthese programs.

This work represents a proof-of-concept for generating{ggertified Haskell
programs based on the Yhc bytecode instruction set. Issategehaddressed in-
clude the Haskell module system (with the accompanying ragpaompilation
issues) and the side-effectual IO monad. Also, the formapgrties of this sys-
tem have yet to be proven. Despite the work still to be doneh&lieve this work
represents an important practical step along the road tth-scfale type-certifying
Haskell compiler and execution system.
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