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Abstract

A clusterserveris acollectionof general-purposeomputenodesconnectedy a network,
usedto implementsomeservice,suchas le, mail or web service. Clustersenershave
several advantagesover traditional monolithic seners, including low initial cost, com-
modity hardware, incrementalscalability and potentially higher availability. However,
clustersenerssuffer from anumberof problemsnotfoundin monolithicseners,including
network partition, distributedcachecoherenceanddistributedfault recovery.

This dissertatiordescribedPulsar a software systemwhich supportsthe construction
of fault tolerantclusterseners from networks of PCs. Pulsarprovides mary services:
con guration,messaginggroupmembershipdistributeddisk storagemirroring, coherent
distributedcaching,andacluster le system.Pulsarimplementgheseservicesasa series
of layers; the more sophisticatedservicesare built using the simpler services,and the
applicationactsasthe topmostlayerin the system. Pulsarcantolerateandrecover from
mary different kinds of failures, including node crashes power failures, and network
partitions. Pulsarachiesesits fault tolerancecharacteristicdy dividing time into periods
of stablecon guration called epotis. At the beginning of eachepoch,Pulsarperforms
layerby-layerrecovery; whenPulsarhasrecovered,it noti es the applicationof the new
epoch. The applicationperformsits own recovery, perhapsecon guring itself arounda
failedcomponentandresume®peration.

Theprimarycontribution of Pulsaris its demonstratiothatlayeredservicesandepoch-
basedfault tolerancemechanismgprovide a clean, simple way to build a full-featured,
general-purposefault-tolerantcluster sener.  Other contributions arise from problems
solvedduringthedesignof Pulsarithesencludesmall-logdiskreplication,asharedogical
disk abstractionan analysisof a popularcachecoherencerotocol,dependencefor le

systemmetadatavrite-behind,andanonline le systemgarbagecollector
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Chapter 1

Intr oduction

This dissertatiompresentghe designandimplementatiorof Pulsar a fault tolerantcluster
sener software architecture and examinesthe implementedsystems fault toleranceand

performance.

1.1 Cluster serers

A clusterserveris acollectionof general-purposeomputenodesconnectedy a network,
usedto implementsomeservice,suchas le, mail or webservice.The primaryadvantage
of a clustersener is incrementakcalability— moreresourcesnay be addedto the cluster
asneededo achiese greaterscale.A clustersener alsoprovides e xibility; basedon the
needsof the application,the operatorof a clustercanadd memoryor disk to individual
nodes,or add additionalnodes,with or without disks, external network interfaces,extra
memory etc. Properlydesignedclusterseners can scaleto truly massve proportions;
thereexist clusterswhich sene hundredsof millions of requestger day and operateon
datasetsneasuringn thetensof terabyteg62].

Clustersenershave the potentialfor exceptionalavailability andfault tolerancechar

acteristics. Intuitively, a highly parallelsystemwith mary redundantomponentshould
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bebetterableto toleratefailuresthanasingle,large monolithicsystem.Unfortunately this
potentialis not easyto realizein practice.The distributednatureof a clustersener makes
recovery from failuresdif cult because¢he mary component®f the systemmustcometo
agreemenaboutwhich resourcesre functioningandwhich are unavailable. Additional
componentsnay fail while the systemis recovering from a previous failure. The system
mustdealwith machinecrashesloosecablesdisk failures,network partitionsandpower
outageswhile preservingdataintegrity andexhibiting gracefulperformancealegradation.
Anothersigni cant challengein designinga clustersener is avoidanceof scalability
bottlenecksand single points of failure. Any centralizedcomponentin the designpo-
tentially limits scalability because¢he componentannotbe parallelizedwith the restof
the system. A centralizedelementmay also represent single point of failure, thatis,
a componentwhosefailure causeshe entire clustersener to halt or go of ine. Thus,
decentralizatioms a key componenbf arny successfularge-scaleclustersener.
Pulsarrepresentan exampleof clustersener middlevare;it providesa suite of ser
vices which helpsapplicationsexploit the potential of clusterswhile assistingwith the

challenges.

1.2 Projectgoals

The thrustof the Pulsarresearchprojectis to designa clustersener infrastructurethat

exhibits thefollowing characteristics:

Application-integrated fault tolerance Whenamonolithicsenermachinecrashesit takes
theapplicationwith it; thusthereis no needto inform theapplicationof the problem.
However, a clustersener typically hasenoughredundang to survive multiple con-
currentfailures. The clusterapplicationneedgo know aboutthesefailuressothatit

candynamicallyrecon gureitself to thenew hardwareervironment.
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Full decentralization A centralizedcomponentimits scalabilityandcanrepresent sin-

gle pointof failure. The clustersystemmustbe asdecentralizeéspossible.

Goodreliability The systemmustbe ableto survive componenfailures(e.g. disk head

crash)with minimal lossof data.

High availability Whenpatrtial failuresoccur(e.g. badpower supplyon a singlenode),
the systemmustremainavailable with minimal interruption. Whenglobal failures
occur (e.g. machine-roonpower outage),the systemmustrecover as quickly as

possible.

Redundant, cache-coheent cluster le system Highly parallelclustersenerapplications
requireaccesso aclusterwide sharedle tree,with coherenin-memorydistributed

caching.Datamustbestoredredundantlyto avoid datalossandimprove availability.

Low complexity Pulsars anambitioussystemwhich providesmary serviceslt isimpor-
tantthatit usea simple designwhich compartmentalizesompleity behindsmall,

usefulinterfaces.

Pulsars designfocuseson thesegoals. Although previous systemsapproachthe ideal
representedy thesegoals[5, 84, 92], only Pulsarexhibits all of thesecharacteristics

simultaneously

1.3 Pulsar sewices

ThePulsarsystemis ausetlevel library which links with theapplicatiort. Oneinstanceof
theapplication(andits Pulsarlibrary) runson eachnodein thecluster Pulsarprovidesthe

following servicedor theapplication:

Lpulsaris designedo work with long-runningsener programsthatarecustom-hiilt for Pulsar Pulsaris
notintendedo work with transientyun-then-&it programsnor doesit supportlegag interfacessuchasthe
Win32 le systeminterface.



CHAPTER1. INTRODUCTION 4

Con guration Pulsarprovides a descriptionof the clusteron which the applicationis
running,includingthe numberof nodesgachdisk's sizeandlocation,assignmenof
disksto mirroredpairs,etc. Pulsamoti es theapplicationwhentheoperatorchanges

thecon guration, sothatthe applicationcanrecon gureitself.

Fault noti cation Pulsarnoti es the applicationwheneer a componentof the system
fails, sothattheapplicationcanrecon gureitself to continuerunningon theremain-
ing resources Similarly, Pulsarnoti es the applicationwhena failed componenis

repairedor replaced.

Messaging Pulsarprovides a messagingservicewhich allows the applicationinstances
runningondifferenthnodeso communicaten a point-to-pointfashion.Messageare
not guaranteedo bereceved, asa fault may preventa messagdrom arriving at its
destinationhowever, the applicationis noti ed if oneor moremessagesmay have

beenlost. Messagebetweerary pair of nodesaredeliveredin ordet

Distrib uted mirr ored disks Pulsarallows any nodeto accessary disk in the system.
Pulsamirrorsthedisksfor availability andreliability. Thegranularityof dataaccess

is thedisk block.

Cachecoherence Pulsarprovidesa fully-coherentcacheof disk dataat disk-blockgran-
ularity. Application instancesrunning on different nodescan usethis serviceto
synchronizeheiraccesso thedistributedmirroreddiskswhile bene ting from large

localin-memorycaches.

Cluster le system Pulsarprovidesa cluster le systemthatis, atreeof directoriesand
les which is visible to all of the instancesof the application. The le systemis
cachecoherentsoupdatesreimmediatelyvisible onall nodes Filesarestriped[81]

acrosghedisksof the cluster andmaybe mirrored.
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Pulsarimplementgheseserviceswhile providing “f ault tolerancé, thatis, goodbehaior
in animperfectervironment.Pulsarusesthe following generalizegrocedurdo dealwith

faults:

Whenafault(e.g.nodecrash diskfailure,network partition)is detectedPulsarhalts

all in-progressoperations.

Pulsarautomaticallyrecon guresitself aroundthe failed componentand puts the

systeminto a self-consistenstate.

WhenPulsarsrecoveryis completejt noti es theapplicationof thefaultandallows
the applicationto performits own recovery procedurespasedon the guarantees

Pulsamalkesaboutthe possiblestatesof the systemfollowing a failure.

Whenthe applications recovery is complete it may retry ary operationshaltedby

thefaultandbegin issuingnew operations.

This designallows the applicationto participatein faulttolerance.nsteadof hiding faults
from the application, Pulsarexposesfaults in a controlledway, giving the application
e xibility to adaptto its changingernvironment. For example,considera large-scalee-
mail servicein which somenodesprocessncomingmail, while otherssene requestgo
readmail. Suchan applicationneedsto rebalancehe taskassignmentss machinedalil
andrecover over time. By exposingdetailsof the changinghardwareenvironment,Pulsar
givestheapplicationthe opportunityto recon gureitself asneeded.
Pulsarcoordinategault tolerancebehaior usingepots. An epochis a periodof time
during which the con guration of the systemis constant.During an epochno nodesfail
or recover, andno new resourcesreaddedto the system.Whena failureis detectedthe
systemterminateghe currentepoch,runsrecovery proceduresestablishes newv epoch,

andrestartoperation.
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Pulsarensureghat only one epochcan be active at a time, even in the presenceof
network partitions. No progresscan be madeif no epochis active. Chapter4 givesan

overview of Pulsars epochestablishmerdlgorithms.

1.4 Contributions

Pulsarsolvesalarge numberof problemsn meetingits designgoals.AlthoughPulsaruses
mary techniquesakenfrom previousworkin le systemsdistributedsystemsandparallel
processingmary of thesetechnique$ave not beenpreviously usedin the context of fault
tolerantclusterseners. In addition, Pulsaremploys a numberof novel methods.Pulsars

majorcontritutionsare:

Simpli ed, application-integrated fault tolerance Usingepochsandalayeredstructure,
Pulsarbringsclusterapplicationgnto the procesof fault tolerancen a straightfor
wardway. Dividing time into periodsof stablecon guration, punctuatedy periods
of con guration change Pulsarallows applicationsto make assumptionsboutthe

systemwhich greatlysimplify faultrecovery.

Small-log disk replication Whenmirroreddisksresideon differentnodesn adistributed
system,a crashmay resultin the disks getting out of sync. Upon recovery, the
systemmustensurethat the disks are exact copiesof eachother a processknown
asreconciliation To avoid a whole-diskcopy at recovery time, previous imple-
mentationsof distributedmirroring [59] have useda synchronouslypdatedon-disk
bitmapto recordwhich disk blocksmay have beenmodi ed on onedisk but notthe
other Small-logreplicationis anew techniquehatallows Pulsarto performef cient
reconciliationwhile keepingthe synchronously-writteon-diskdatastructuresmall
enoughto t in adisk-residenbattery-backdtrack buffer. Chapters discusseshis

technique.
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Shared logical disk abstraction Pulsars coherencdayer presentghe novel abstraction
of a shared logical disk [87], which integratesinternodesynchronizatiorwith dis-
tributeddisk caching.In additionto providing cache-cohererdccesgo distributed
mirrored storage the sharedogical disk's synchronize-operate-releasequencef
operationss particularlywell suitedto building le systemswhichhavetraditionally

usedaread-operate-writeycle whendealingwith disk blocks.

Analysis of a token-basedcachecoherenceprotocol Many previoussystemgl1,27, 49,
54,84] have usedtoken-basedachecoherenc@rotocolssimilarto theoneemployed
by Pulsar Chapter6 givesa new analysisof the protocolundera realisticnetwork

model,usingawalk of the protocol's statespace.

DependencesPrevious le systemimplementationshave used synchronousmetadata
writes[66], comple< rollback mechanism$35], or write-aheadogging[10, 77, 90,
93, 94 to limit the damagehata le systems on-diskdatastructuressustainin a
crash.Pulsarusesasimplenew techniquecalleddependencg87] to specifyapartial
ordering on metadataupdates. Dependencesallow metadatawrite-behind, while
limiting crash-inducedle systemdamageto a spaceleak. Using this technique,
thePulsarle systemcanrecoverfrom afaultimmediatelywithoutwaitingto runa
scarengingtool suchasfsck . Measurementshaow thatusingdependences protect
on-diskdatastructureamposesonly a 3% performancepenaltywhencomparedo
anasynchronougynsafe le systemwhile traditionalsynchronousnetadatawrites

imposea 105%penalty Chapter7 describeshe dependencegchniqudn detail.

Online le systemgarbagecollection Pulsarsuseof dependencaseanghatsomespace
may leak from the le systemafter eachepoch. To recover theselost blocks, the
le systemmustdo someform of garbagecollection,involving an exhaustve crawl

of the on-disk datastructures. Traditionally, le systemshave performedthis sort
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of recovery operationat boot time [67]; however, a cluster le systemsupporting
a running applicationcannotafford to freezethe systemwhile performinga full

garbagecollection. Pulsarsolvesthis problemusinganonline le systemgarbage
collector which crawls theon-diskdatastructuresn parallelwith normal le system

activity. Chapter8 described?ulsars garbagecollector

1.5 Roadmap

Chapter2 of this dissertatiordiscusseprevious work relatedto Pulsar Chapter3 gives
anoverview of the Pulsarsystemjncludingdetailsof its layeredstructure.Theremaining
chapterdiscussthe major problemssolved by Pulsar Chapter4 concernghe designof
Pulsars consensualgorithmandthe proces®f establishinggpochsanddetectingcommu-
nicationfailures. Chapters givesdetailsaboutPulsars disk mirroring techniquesinclud-
ing logging, recorery and degraded-mode@peration. Chapter6 discusse$ulsars cache
coherencemechanismsand includestreatmentsof the coherencealgorithms,recovery
proceduresandananalysisof the coherencgrotocol. Chapter7 talksaboutdependences,
includingthe exactsemantic®f dependencesheir usesandtheirimplementationChap-
ter 8 givesinformationaboutthe le system,ncludingthe specialdesignelementsvhich
arerequiredfor working with sharedlistributedstoragemedia.Chapte givestheresults

of performanceneasurements:inally, Chapterl 0 offersconclusions.
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Relatedwork

Pulsarusesa numberof publishedtechniquedo achiese its goalsof scalabilityandfault
tolerance Thisrelatedwork fallsinto anumberof cateyories,includingcluster le systems,
distributed (or network) le systemsparallel le systemsyvirtualized disks and cluster

sener applications.

2.1 Cluster File Systems

A cluster le systemis adistributed le systemwhichis designedor incrementakcalabil-
ity and high availability, with no centralizedcomponents.Wherea network le system
usesa single, centralized,nonscalablesener, a well-designedcluster le systemuses
multiple sener machineswith built-in redundang, automaticfailover, e xible scalability
(via additionalnodesand/orupgradego existing nodes) no centralizedottlenecksandno
singlepointsof failure.

Many cluster le systemsblur the distinction betweenclients and seners, or have
nodesthatactasclientsandsenerssimultaneously This is a goodstratey for achieszing

incrementabkcalability;if clientsarealsoseners,thenthe numberof seners(andthusthe
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capacityof the system)always grows asthe numberof clients (andthusthe load on the

system)grows.

Frangipani [92] is acluster le systemdesignedor a groupof Unix workstationsun-

ning engineeringworkloads. Frangipanistoresits on-disk data structures(directories,
inodes, etc.) on a Petal[59] virtual disk! Becausemultiple instancesof Frangipani
musthave concurrentaccesdo the samedata,a synchronizatiormechanisnis required.
Frangipanusesanexternaldistributedlock servicefor thisjob, similarto thelock manager
usedin the VAXclustersproject[57].

Frangipanirecordsall metadataupdatesn a “write-aheadredolog,” which improves
the performanceof Frangipanis recovery proceduresWhena Frangipanisener crashes,
anothersener replaysthe crashedsener's log in orderto bring the systeminto a stateof
full consisteng.

The Petal/Frangipamsystemand Pulsarsharemary designelementgsuchaslayered
structure,virtual disks, mirroring), but there are key differences. The Petal/Frangipani
systemperformscachingin the le systemwith synchronizatiorsuppliedby a distributed
lock manager;Pulsardoescachingbelow the le system(in the coherencdayer) and
integratescachingandsynchronizationln Petal/Frangipanihe le systemhasno control
over datalayouton physicaldisks;in Pulsarthe hardwarecon gurationis availableto all
layers,andthe le systemhasdirectcontrolover datalayoutandplacementAdditionally,
the Petal/Frangipansystemis designedto be a cluster le systemonly; it runsin the
kernel, doesnot provide messagingand doesnot notify the applicationsusingit about
failures. Pulsarrunsin userspaceandis speci cally designedor usewith long-running,
self-con guringclustersenerapplicationsto thisendPulsamprovidesmessagingndfault-

noti cation services.

1For moreinformationaboutPetal,seeSection2.4.
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XFS [4] s the original exampleof a fully decentralizectluster le system. xFSis an
ambitiousundertakingwhich attemptsto combineRAID [74], a log-structuredle sys-
tem[78], cooperatre caching[24, 30, 83], andfull distributionin orderto createa robust
le systemthat can survive the loss of large amountsof its infrastructure. “Anything,
arywhere”is the motto of this system;any componenbf the systemcanrun on ary node.
Thesystemhasno singlepointof failure,andthe systemis designedo recon gureitself if
oneor morenodedail. XxFSisimplementedsasetof daemonstuserlevel, but ultimately,
the compleity of xFSlimits its successImportantpiecesof the system suchasrecovery
andlog cleaning,remainunimplementedandthe systemhasnot beendevelopedinto a
stable working state.

Like xFS, Pulsarprovides a fully decentralizeccluster le system,but where xFS
exploressynepgiesbetweeradvancedconceptsuchasRAID andlog-structuringPulsars
designemphasizesimplealgorithmswhich areeasyto reasoraboutfrom afaulttolerance

perspectie.

The Sistina Global File System[75, 76] is acluster le systemfor Linux. GFSresem-
bles Pulsarand Frangipani/Petain thatit separateshe le systemfrom the distributed
virtual disk storage GFSstoragaesidesonaFibreChannebr iSCSIstorageareanetwork.
GFSis integratedinto thekernel—it is abootablelesystem. GFSusesnechanismsalled
Dlocks andDMEP, built into SCSI,insteadof a distributedlock manager WherePulsar
usesdependences:GFS usesjournaling to speedrecovery. GFS doesnot provide data
redundang, nor doesit supportnonexclusive (read-only)locking. GFSusesbacloff/retry
to avoid deadlock.

GFSis notaresearclsystemjts designemphasizepracticalengineerindgor aspeci ¢
hardware ervironmentwith little in the way of theoreticalveri cation. As a research
project, Pulsarexploresa more generalspace ,and emphasizeslgorithmswhich can be

veri ed to work well in all cornercases.
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DataMesh[19,96] seekdo usea central,trustedcore of machineqactuallycut-dowvn,
single-purposenodes: disk+processor+RAMr NIC+processor+RAMBs a scalable le
sener for a larger, less-trustedyroupof le systemclients. The corecommunicatesvith
the external clients using a standardprotocol, suchas NFS [82], while core machines
communicatenternally using high-performanceroprietaryprotocolstunedto the core
ervironment.DataMeshputsheary emphasi®n hardwaredesign.For example,DataMesh
assumesufcient internalinterconnectredundang to ignore the possibility of network
partition. Onthe otherhand,Pulsamlacedittle trustin hardware;muchof Pulsars design

addressefaulttolerance.

2.2 Distributed le systems

A distributed(or network) le systemdiffersfrom a cluster le systemin thatthe former
containscentralizecelementssuchasasinglesenerthroughwhichall requestsnustpass.
A centralizedelementdoesnot scale,and it may representa single point of failure: a
componentwhich bringsdown thewhole systemif it fails.

Many network le systemslo notimplementstrict cachecoherencer sequentiaton-
sisteny: changesmadeby one client may or may not be propagatedo other clients
immediately andmultiple clientsmay make con icting updatedo a le. Sincethe usual
goalof thesesystemss le servicefor desktopworkstationsmostof theseraceconditions
canbedetuggedwith alittle humanintelligenceandmanualintervention? Not all of these
systemshave looseconsisteng semanticsput mostassumehat the usersare willing to
do someoccasionainvestigatingn returnfor snapyy performancendeasy-to-understand

commoncasebehior.

2This scenaricstandsin contrastio parallel le systemswhich provide explicit consisteng guarantees.
Scienti c FORTRAN coderunningon a 4096-nodesupercomputetannotpauseto gure outwhy a newly-
createdle is notyetvisible onothernodes.
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Echo[11, 48,64] is anetwork le systemdesignedo supportprogrammersworksta-
tions. It useswrite-behind le cachingat a granularity of individual blocks, while the
unit of coherencas thewhole le. Echotries hardto presentingle-systenequivalence
wherechangesnadeto les areimmediatelyisiblethroughouthesystemand,oncedone,
changesarenot undone(by a crash for example)without notifying the userapplicationin
someway.

While Echois not a cluster le system— Echo makes a clear distinction between
clientsandseners,andcontainscentralizedcomponents- it is similar to Pulsarin mary
respects. Echo's token-orienteddirectory-basedcachecoherencestratgy is similar to
Pulsars. Echousedeased42] to revoke cachecoherenceéokensfrom failedclients;Pulsar
usesa differently-structuredbut functionally-similarstratgyy basedon epochexpirations.
Echo provides primitives which allow applicationsto determinethe orderin which le
updatesreachstablestorage giving the applicationcontrol over the possiblestatesa le
canbein afteracrash.Pulsars le systemusesasimilar mechanism¢alleddependences,
but doesnot exposeit to theapplication.

Echousesa primary/backusener setupwith areplicatedtokendirectory If a sener
crashesthe backupusesdits replicaof thetokendirectory By contrastPulsamreconstructs
thetokendirectoryfrom client state. Echocannotusethis stratgly becausdechoseners
donottrusttheclients.

Using a techniquecallednew-valuelogging [48], Echowrites eachdisk block update
rst to alog, thento the*homelocation” of the block. Thelog allows Echoto offer atomic
multiblock updatesandit reduceseekdor write-dominatedraf c.

Like Pulsar Echo replicatesdisks, and must deal with the problem of keepingthe
replicasidenticalin the faceof systemcrashes.Echousesits log to speedreconciliation
of replicateddisks. Sincethe logs arewritten in the sameorderon all replicas,Echocan

ensurdghatthelogsof thereplicateddisksagreeby truncatingary portionof thelog which
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doesnot appearon all replicas. By playing forward throughthe logs, Echo brings all
replicasinto agreement.

Echo's stratgly works well when all replicasare always available. However, it is
possiblethat a replicamay be unavailable while otherreplicasperformupdates.In this
case,the only way to bring the out-of-datereplicainto agreements to performa full-
disk copy. Pulsaravoidsthis situationby usinga bitmapto remembemwhich blockswere

modi ed while areplicawasunavailable;for detailsseeChapters.

Sprite [69, 71] is aresearcloperatingsystemwhich includesanintegratednetwork le
system.The cacheis fully coherentandin-memory andthe unit of cachinggranularityis
the 4-kilobyte disk block. Cachedblocksareaddressedby ( leid, block-number}uples;
this virtual addressingallows the client to write new les without contactingthe sener
beforehando allocatespaceandto createanddeletetemporary les without contacting
theseneratall.

Sprite's cachecoherencealgorithmoperateon a per le basis. Whena client opens
a le, it checkswith the senerto determinewhetherits cachedcopiesof the le' s blocks
(if ary) arevalid. If anotherclienthaswrittenthe le sinceit waslastopenedthe sener
invalidategheblocksin theclient's cache Dirty blocksarewritten backto thesener after
30secondsThesenermaintainssequentiatonsisteng underconcurrentvrite sharingby

disablingcachingandperformingall operationsatthe sener.

Sawmill [88] and Zebra [47] arenetwork le systemsasednlog-structuring78] and
RAID [74]. Savmill is acentralized-semr systemwhich storesdataon a high-bandwidth
diskarray;specializechardwareallows datato o w directly betweerthedisk arrayandthe
network without goingthroughthe sener's memorysystem.n Zebra,clientsstripedatain
parallelacrossmary seners,but they mustusea centralizedle managefor all metadata

access.
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Network-attached secuie disks[2, 39,40] is amethodfor reducingloadon le seners
by attachingstoragedirectly to the network. Freedfrom its responsibilityfor cachingand
forwarding le data,the le sener needonly performauthenticatiorand somedirectory
services.To reada le, aclient contactghe senerandis givena setof capabilities,good
for useon oneor moreNASD devices. Theclientthencontactshe appropriatedevicesto
readthe le data.Theclientcacheslatalocally asnecessary

The main goal of the this systemis to remove the le sener from the critical pathof
most le accessesliminatingit asa scalabilitybottleneck. However, the systemretains
thecentralizedle senerasasinglepointof failure. Anotherproblemis thatclientsmust
bemodi ed to communicatelirectly with disks;unmodi ed clientsusinglegagy protocols

cannotusethe system.

Slice[3] isanarchitecturdor scalablenetwork storageseners.Slicecombinesa paclet-
rewriting requestrouterwith a NASD-styledistributed le system.Slice's requestrouter
(the pproxy) sendsncomingrequestdo the appropriatesenersin the Slice cluster Name
lookups,directory operationsand readsand writes of small les aresentto le seners.
Bulk 1/0 requestdypassthe seners, headingdirectly to the network-attachedstorage
devices;the pproxy hasknowledgeof the striping policy, andcansendrequestdor byte
rangesdirectly to the storagenodesresponsiblgfor them. Becausethe pproxy accepts
requestan a standardprotocol (say NFS [82]), the clients neednot be modi ed asin
previousNASD le systems.

Like locality-aware requestdistribution [72] and content-basedouting [98], Slice's
Mproxy canrouterequestdo appropriatenodesvia anaf nity policy. Any of theseaf nity

systemsvould complemen®ulsarby increasindocality.

Spiralog [53,95] isanetwork le systenmfor OpenVMS.It exportsastandardle system

interfaceto applicationprograms.The Spiralogclerk residesn thekernelof the client ma-
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chine,sendingappropriataequestdo a separateSpiralogsener machinewhich provides
disk storage. The abstractiorpresentedy the Spiralogsener is a large, transactionally
manipulatablarrayof bytes;theclerksimplementa le systematopthis abstractionThe
Spiralogsener is capableof masterslave failover via twin-tailed disks,but a Spiralog le

systemcannotspanmultiple Spiralogseners.

AFS[49] isanetwork le systemin which clientscachewhole les onlocal disk. AFS
generatesetworktraf c onlyon le openandcloseoperationsreadsandwritesarealways
localto theclient. AFS usesa mechanisntalledcallbads (calledtokensin Echo[11] and
licensedn Pulsar)to implementa weakform of cachecoherencea callbackrepresents
promiseby the sener to notify a clientbeforethesener modi es the le. Thismeanghat
changesnadeon oneclient arenot visible elsavherein the systemuntil they are ushed
backto thesenerwhenthe le is closedandeventhenthechangesrenotvisibleto clients
which alreadyhadthe le open.Thedesigner®f AFS claimthatthesesemanticaregood

enoughin practice.

DEcorum [54] is a successoto AFS which implementsfull, sequentially-consistent
cachecoherence.Coherencas maintainedat the granularityof byte rangeswithin les.
DEcorumusesa token-basedcachecoherenceprotocol, where clients must possesan
appropriateoken (reador write) beforeoperatingon le data. The sener hastheright to
revoke tokensin orderto satisfyrequestgor con icting tokens. DEcorumde nes several
othertypesof tokens:statugokens,lock tokensandopentokens,eachof which hasvarious
subtypeqincludingread,write, execute ,sharedread,exclusive write). All of thesetoken

typesaresubsumedby Pulsars modelof readandwrite licensedor individual disk blocks.

Episode[20] is thephysical le systemusedon the storagenodesin DEcorum. It uses

logging to attainfastrestartwithout fsck . Metadatachangesccurwithin atomictrans-
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actions. Metadatais not statically allocated but sinceonly metadatas logged,changing
a block from metadatato regular dataor vice versainvolves changinganotheron-disk
datastructure the bitmapcontainer Unlike Echo,which usesnew-valuelogging, Episode
usesold-value/nev-valuelogging. The designerglaim thatthis methodof loggingallows

Episodeto decoupldransactiorcommitsfrom log ushes.

JetFile [43,44] isamulticast-basedistributed le systemglientsinterestedn aparticu-
lar le monitoranIP multicastchannebverwhich messagearesentdescribingoperations
onthat le. JetFileis designedor wide areanetworks,wherepacletlossandhigh lateng
arecommon.JetFileimplementsachecoherencéhroughbest-efort callbadks sincesome
of the callbacksmay be lost, it is possiblefor two clientsto make con icting updatedo
the same le. JetFiledetectsthis occurrenceghroughtimeoutsanda versionnumbering
schemepno con ict resolutionhasbeenimplementedso the mostrecentupdateclobbers
previousupdatesTheversionnumberingsystemworksthrougha centralizedsener called
theversioningsener, andalthoughJetFiles designerslaim thatthis centralsener is not
a scalabilitybottleneckarge scaleexperimentshave not beenconducted.The versioning

sener alsorepresenta singlepoint of failurefor the systemasawhole.

Cedar [45, 85] is aworkstation le systemdevelopedat Xerox PARC. Cedarprovides
supportfor distribution, albeit with unusualsemantics: all sharedCedar les are im-
mutable.

Cedarwaslaterreimplementedo useloggingandgroupcommitfor metadatawrites,
becomingthe rst journaling le system.ThereimplementedCedarogschangedo meta-
datain a physicalredolog. Whenrecovering from a crash the systemreplaysthe endof
thelog to ensurghatevery updaterecordedn thelog is safelywritten to its homelocation

in the le tree.
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In addition, Cedarprovides protectionfrom bad sectorsand other dataerrors: every
metadatanodi cation is writtento thelog twice, in non-consecutie sectorssothattheon-
disk le systemis guaranteedo survive ary corruptionof oneor two consecutie sectors.
Cedarsloggingentailsanadditionaloverheadf velogsectorswrittenfor eachlog entry;
so,includingthe eventualwrite of the dataitself into its homelocationin the le tree,each
write of N metadatasectoramplies an actualwrite costof 3N 5 sectors.Nonetheless,
Cedars logging schemesigni cantly outperformshe synchronousvrites usedby the 4.3
BSD le systemto protectits metadata. One reasonfor this is that Cedarkeepsdirty
metadatawrites in the cachefor up to half a secondbeforeforcing the log to disk; this

groupcommitstratey aggrgyatesemporally-adjacenwrites,saving I/0O operations.

Calypso[27] is adistributed le systemfrom IBM built ontop of JFS[10]. It provides
strongcachecoherencevia a token-basegrotocol. Using multi-tailed disks, a standby
Calypsosener cantake over theresponsibilitieof a failed sener. The new sener recon-
structsits statefrom dataheld at the clients; this techniqueis similar to the one usedin
SpriteandPulsar In this way, Calypsocanto resumeservicewithout disruptingclients—
les remainopenat the clientsthroughouthe failover procedure However, Calypsodoes

notemploy any sortof redundany, sodisk failureshaltthe system.

Coda[56] is adistributed le systemwhich supportsoperationof disconnectedlients
throughuserdirectedcachehoarding,optimistic disconnectedwvailability, andautomatic
reintegrationwith con ict detection. Like AFS, Codacacheswvhole les on local disk,
usingacallback-basedachecoherencenechanismBasedonauserspeci edlist of prior-
ities, Codahoardsimportant les in its local cachen anticipationof sudderdisconnection.
Readingorwriting a le brie y raiseghe le' spriority; thus,atarny timethecachecontains

amix of cold, higherpriority les andwarm,lower-priority les.
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Whena Codaclientis partitionedfrom theseners,it optimisticallycontinueperation
usingthe les storedin its cache.In this stateCodalogs all modi cationsto les, using
several optimizationsto aggrgateandcancellog entrieswhenpossible.Uponreconnec-
tion, the client replaysthe modi cation logs onto the sener, usinga versionnumbering
schemeto detectcon icting updatesto the same le by other partitionedwriters. The
systemhandlesdirectorycon icts automatically;aslong asthe updatesnvolve different
directory entries, Codaintegratesthe changeswithout assistance.However, con icting

updatedo regular les causeheintegrationto halt, pendinghumanintervention.

2.3 Parallel le systems

Parallel le systemsareaimedathigh-performancearallelscienti c computingtheirgoal
is to sourceandsink datafor parallelapplicationsat the highestpossiblerate. For mostof
thesesystemsfault tolerancereliability andavailability areof secondarymportance.Of
thesesystems GPFSbearsthe closestresemblancelustersystemssuchas Pulsay XFS
andFrangipanibut, like Pulsar all parallel le systemanustaddresgproblemsrelatedto

distributeddataaccess.

General Parallel File System[84] is aparallel le systemfrom IBM whichis designed
to run on large supercomputerand Linux clusters. GPFSresembleg-rangipani/Petain
mary ways: it providesa tree of les which is availableto arny nodein the cluster and
it provides cachecoherencevia a token-basedlistributed lock manager Both systems
distribute the sener responsibilitieghroughoutthe cluster with no single point of failure
andgoodscalabilityandfault tolerancecharacteristicsLik e Frangipani, GPFSinstances
running on mary nodesstore datain a sharedset of disks via a simple block-device

interface. Both systemausewrite-aheadoggingto ensurele systemconsisteng; in the
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eventof a nodecrash,a surviving nodereplaysthe failed nodes log beforereleasingary
cachecoherencaokensthefailednodewasholding.

Onenotabledifferencebetweerthe two systemss that GPFSimplementseplication
atthe le systemlevel by allocatingandwriting two disk blockson differentdisks, while
Frangipani(like Pulsar)transparentlyakesadvantageof the replicationfacility built in to
its underlyingdistributeddisk layer. Frangipanis unableto controldetailsof interdiskand
on-disklayout, becausdetalvirtualizesthe disks,while GPFS(like Pulsar)knows about
andtakesadwantageof all of the detailsof the physicaldisksavailableto it.

GPFSis a productionsystemoptimizedfor usein real parallelsupercomputerdt has
goodsupportfor same- le concurrentwriting; its token-baseaoherencerotocolallows
multiple nodesto write a le at byte rangé€ granularitywithout causinglock contention.
GPFSreducesload on the token managersoy having clients perform their own token
revocations,contactingthe manageroncea revocationis successful. GPFSusesa large
block size(256kilobytes),but dealswith internalfragmentatiorby allowing upto 32 small

les to coexist in a singleblock.

Vesta[21, 22] isaparallel le systentor scienti c computingon multicomputerslt pro-
videsapplicationglirectaccesso theparallelstorageby de ning les asatwo-dimensional
array of x ed-lengthbasic striping units or BSUs. EachBSU resideson a single I/O
nodeas a contiguousunit and representshe minimal unit of datastorageand transfer
The setof a le' s BSUs which residetogetheron one I/O nodeis calleda cell. The
sizeof the BSUs,the numberof cellsin the le, andtheway in which BSUsare striped
acrosscells areall chosenwhenthe le is created.Whenopeninga le, the application
speci esalogical partitioning, thatis, theorderin whichthe le' sBSUsareto beaccessed,

suchas row-major, column-majoy or someother ordering, possiblywith striding. The

3Byte rangeshave a minimumsizeof onedisk block andmustbealigned.



CHAPTERZ2. RELATED WORK 21

logical partitioningallows the parallelapplicationto accesgshe BSUsin ary orderwhile
guaranteeinghatdifferentcomputenodesalwaysaccesdlisjoint partsof the le.

Vestas implementations designedo be simpleandwithout centralizedbottlenecks.
Applicationsgainaccesgo Vestaby linking with its clientlibrary. Directorylookupsuse
hashing:a le' s pathnames hashedo oneof the nodeswhich maintainsthe parameters
of the le (BSU size,numberof cells, etc.). Actual datareadsandwrites go directly to
the appropriatd/O nodeswhoseidentitiesarea simplefunctionof the le' s parameters.
Datais cachedin memoryonly on the I/O nodes,not at the computenodes,rendering
unnecessargry cachecoherencanechanism. The low lateny interconnectusedby
Vestas underlyinghardwaremake distributedcachinglessbene cial anyway.

Vestadoesnot provide muchin the way of fault tolerance;thereis no replicationor
failover. However, it doesprovide a checkpointingfacility, so that applicationscan be

restartedafterafailure withouttoo muchdataloss.

Parallel Virtual File System[17] is aparallel le systemfor Linux clusters.PVFSis
implementedat userlevel andusesthe underlyingLinux le systemasits backingstore.
A single managemprogramhandlesmetadatawhile /0 daemonprogramsprovide data
acces®nthestoragenodeghemseles.As be ts aparallel le systemPVFSallows user
controlled le striping, with supportfor stridedaccessand high-performanceoncurrent

write sharing.PVFSdoesnot have supportfor cachecoherenceredundang, or failover.

Portable Parallel File System[51, 52] is aparallel le systemimplementecasa user
level library. It usesthelocal Unix le systemon thel/O nodesasits backingstore. It
allows applicationsto specify datalayout, prefetchingand caching. Metadataresidesat
a centralmetadatasener, throughwhich all le openandclosecalls o w. The metadata

senerstoreseachle' sstripingandclusteringinformationin volatile memoryuntil system
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shutdavn, whenit is written to disk. The systemhasno supportfor redundany, fault
tolerancepr failover.

PPFScachedlataat sggmentgranularity;a segmentis essentiallyequialentto Vestas
BSU, althoughthelengthsof PPFSs segmentamayvary. PPFShasthreelevelsof caching:
theservercadces locatedateachl/O node theclientcaches locatedatthecomputenodes,
andglobalcadches whichform anintermediarybetweerthetwo, allocatecasneededtidle
nodes.Thisthree-lerel cachearrangemenfwith disk asafourth level backingstore)works
like a traditionalmemoryhierarchyfor readsanddisjoint writes: larger, slover memories
arelocatedfartherfrom the processar But concurrentoverlappingwrites from different
processorslo not map well onto this arrangementasthereis no mechanisnfor cache

coherence.

Galley [70] is aresearchle systemfor parallelscienti c computing.Galley is in mary
ways quite similar to Vesta. Galley's client is a userlevel library which links with the
application;the senersrun in userspaceon the I/O nodes.Galley usestwo-dimensional
les in which the striping policy is exposedto the application. Galley doesnot support

client-sidecachingandmakesno allowancefor faulttolerance.

Bridge [28] is a multiprocessorle systemfor the BBN Butter y parallel processar
Bridge doesnot usea client-sener model for parallel les; instead,Bridge allows ap-
plicationsto inject codeinto the le systemfor executionat the nodescontainingthe data.
Bridge doesnot performary sort of nonlocalcaching,and it hasno fault toleranceor

failover capabilities.

Scotch[41] is aparallelstoragesystem.Scotchallows parallelprogramso operateon
le datausing methodsthat resembleoperationson weakly consistentistributed shared

memorysystems.Scotchrequiresprogramso usespecialdatasynchronizatiorprimitives
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to acquireandreleasebyte rangesof les. Programswhich do not usetheseprimitives
properlywill not seethe mostup-to-dateversionsof the le; therewardfor this incorve-
nienceis greaterperformancdor all of the usualreasonsiotedby the weakly-consistent

DSM community[9, 18, 38, 55].

River [6] is anl/O systemfor data- ow parallelprogrammingwhich attemptsto com-
pensatefor load imbalancesdueto heterogeneouperformancecharacteristicof differ-
entsystemcomponent$. River compensatefor theseimbalancesusingtwo techniques:
distributed queueand graduateddeclustering The distributed queueholds datarecords
which areto operatedn, andfeedsthemto theconsumersisingeithera credit-basegush
mechanisnor a pull mechanisnwhereconsumerganaskfor speci c records.Graduated
declusterings ageneralizatiorof chaineddeclustering50] which dynamicallyadjustshe
bandwidthfractionthatreplicateddataproducerge.g.replicateddisks)allocateto different
consumerge.g. computenodes)in orderto provide equalserviceto all consumerseven
if the data sourcesproducedataat different rates. Graduateddeclusteringeffectively

addressemadimbalancedueto heterogeneousroducerperformance.

Active disks [1] is a methodof providing 1/O to certainparallel applications,suchas
imageconvolution,in whichthe processinganbe closelycolocatedvith the on-diskdata.
An active disk includesa programmablgrocessoandRAM; an active disksapplication
downloadsa program(a diskle)) ontothedisk andusest to processtream®f data o wing
into andout of thedisk. While the active disksapproachis nota le systemijt effectively

solvesthel/O problemfor certainparallelapplications.

4For example,the outertracksof a disk yield higherbandwidththanthe inner tracks. Other causef
heterogeneouperformanceanclude swapping, network congestionJock contention,periodic OS actity,
etc.
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2.4 Virtualized disks

Petal [59] providesthe abstractionof a setof virtual disks, backed by a collection of
physicaldiskslocatedon nodesof a cluster Petalis theunderlyingsharedstoragemedium
for theFrangipan{92] cluster le system.

Petals virtual disk abstractionsupportsthe Unix block device interface. Block op-
erationson this device translateinto operationson whatever physicaldisks happento be
backingthe virtual blocks being operatedon. A Petalvirtual disk hasa 64-bit sparse
addresspacewhich anapplication(suchasFrangipanixanuseasit likes.Petaldoesnot
allow Frangipanito control the allocationof physicaldisk space;instead,Petalallocates
physicaldisk spaceasneededo backthe virtual regionsbeingused. Petalalsosupports
a snapshoftacility by which Frangipanicanmake a copy of a virtual disk at ary pointin
time. Petalusescopy-on-writetechniquego keepsnapshotateng low.

Petalincorporatesseveral techniquedor handlingcomponentfailures. Like Pulsar
Petalusesdisk mirroring to achieve availability andreliability. Petalusesa consensus
algorithmcalled Paxos[58] to determinewhich nodeshave crashedandwhich nodesare
still operating. Pulsarusesa less sophisticatedput much simpler voting techniqueto

accomplishthis task.

The logical disk [26] is alogical block layer which hidesdetailsof block layoutfrom
higher le systemlayers.While thelogical disk exportsan ordinary-lookingblock device
interface,it writes datato the physicaldisk in alog-structured78] fashion.By writing to

alogicaldisk,anordinary le systembecomeslog-structuredle system.

Virtual Shared Disk [7] allows multiple workstationso accesgemotedisksasif they
were connectedocally; multiple (possibly distributed) physical disks may be grouped
togethetto form asinglevirtual disk. VSD supportgead-blockandwrite-blockoperations;

thereis no cachingor locking. Thus,VSD applicationswvhich desirecachingmustprovide
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it themseles,anddistributedVSD applicationgmustsynchronizevia someexternalmech-
anism.VSD providesasnapshotacility similarto Petals. Thedesignergxpectdistributed

databaset bethe mostcommonapplicationof VSD.

AutoRAID [97] is a parallelstoragearray which automaticallypromotesand demotes
databetweenwo levels: RAID-5, whichis slow to write but relatively space-etient, and

RAID-1 (mirroring), which is fastbut lessspace-etient.

TickerTAIP [16] isaparallelstoragearraywhichusesatechniquesimilarto Pulsarsde-
pendencesViewedfrom ahighenoughevel, TickerTAIP resemble®ulsarwith untrusted
clients(the hostcomputersommunicatingwvith a storagearray (the disks) via interface
nodeqoriginatornodes).Thisis partly explainedby TickerTAIP's originsin the DataMesh

project,which hasa similar high-level design.

2.5 Server applications

This sectiondiscusses few existing sener applications. Sinceeachof thesesystemss
vertically designedor aparticularpurposethey typically lack characteristicavhichwould

make themsuitablefor generalapplications.

Google[15] is anInternetsearchenginewhich runson a clusterof thousand®of inex-
pensve Linux PCs;Googlesenesover 200 million queriesperday. In orderto provide
uninterruptedservice at this scale, Google partitionsits data over mary machines(or
shads) andreplicateghe shardgairly aggressiely.

This stratgly works well becauseservinga searchindex is primarily a read-onlypro-
cess.Googleupdatedts index approximatelyonceper month, by copying a new dataset

to anew setof machinesandthenpointingthe front-endwebserersat the new index set.
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This extremelyhearyweightupdateprocessneanghatthe aggressie-replicationstratey

is not suitablefor generaread-writeapplications.

Inktomi [32,33] is theunderlyingsystemusedby severalInternetsearchservices.Ink-

tomi usesrelaxed guaranteeso achieve good fault tolerancecharacteristicat low cost.
Inktomi partitionsits dataacrossall of the nodesin the system,with no redundang. If

a nodecrashesjts databecomesunavailable. However, Inktomi claimsthat this lossis
tolerable— the usermay get fewer searchresultsthan he/shewould have hadthe entire
datasetbeenavailable, but mostuserswill not noticethe difference.Thetype of service
that Inktomi providesis called“BASE” — basicallyavailable,eventuallyconsistent.Like
aggresasie replication,BASE semanticareadequatdor certainapplicationsput they are

not suitedfor thegenerakase.

Porcupine [80] is a clusterbasedmail sener. Porcupineusesa relaxed consisteng
modelto provide highly availableemailserviceimplementedn a cluster Pulsaris ideally

suitedfor building applicationssuchasPorcupine.

Hummingbird [34, 89] is auserlevel le systemfor building individual applications;
the designersprimary exampleis a cachingweb proxy. Like Pulsar the Hummingbird
le systemis a library which links with the application. The Hummingbird le system
is optimizedfor the web proxy application. For example,metadatas storedin memory
becausdunlike mostapplications)a cachingproxy canafford to loseall of its datain a
crash. In addition, Hummingbirdaccessedes in groupsbasedon application-speci c
accesgatternssuchasan HTML pageandits images. Onelimitation of Hummingbird
is thatit is auniprocessorle systemsosystemdouilt from it cannotscaleincrementally

Pulsarcouldeasilybeusedto build ascalablalistributedversionof thecachingwebproxy.



Chapter 3

Systemoverview

A Pulsarapplicationis structuredas a group of cooperatingorocessescalled nodesor
instances Each Pulsarnode usesa layeredstructure. Lower layers provide simpler
services suchasconsensuand messagingwhile upperlayersbuild on the lower layers
to provide distributeddisk storage cachecoherentirtual disks,anda cluster le system.
Thetopmostlayeris the application,which usesall of the servicegrovided by the Pulsar
systemto implementits own behaior. Section3.3 begins a more detaileddiscussionof
Pulsars layeredarchitecture.

Pulsarcurrently runs on Windows NT/2000. Previous versionsof Pulsarhave run
on Linux; the codeis mostly portablebetweentheseplatforms. Pulsaris aggressiely
multithreadedand supportsmultithreadedapplications. Pulsarusesportablethreadsyn-
chronizatiorprimitives(mutexesandconditionvariables¥rom the C Interfacesandimple-

mentationgackagd46].

LEachinstancenormallyrunsonaseparatenachine put nothingpreventsmultiple instancesrom running
onthesamemachine.This might be usefulfor deluggingpurposesor for machineswith multiple CPUs.

27
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Figure3.1: Layerby-layerrecoreryin Pulsar Notethateachlayerhasits own ideaof what
epoch|f any, it isin.

3.1 Epochmodel

Pulsars fault tolerancemechanismsre basedon the conceptof epotis. An epochis a
periodof time during which the systemcon guration doesnot change.All Pulsaropera-
tions (messagesJisk operations,le operationsetc.) aretaggedwith anepod identi er 2
whichindicateghe epochin whichtheoperatiorwasbegun. Any eventwhich changeshe
con guration (nodefailure,disk failure,network partition,operatotinitiated con guration
changeetc.) causeshecurrentepochto end. Any Pulsaroperationn progressattheepoch
boundaryis aborted andreturnsan“end of epoch”errorcodeto its caller.

When an epochends,all nodesimmediatelymove into recovery mode. The nodes
cometo consensuaboutwhich nodesarealive, anda new epochis establishedLayer by
layer, from the bottomup, the systemperformsappropriateecovery operationsuntil all
of Pulsars layershave recorered. Thenthe application(which constituteghetop layer) is
informedof the new epoch,andit performswhateser recovery actionsit deemanecessary
When the applicationhasrecovered, the systemis readyto continueoperation. If the
applicationstill caresaboutoperationsvhichwereabortedattheendof the previousepoch,

it mayreissueghem.Figure3.1depictsPulsarslayeredrecovery scheme.

2An epochidenti er is aninteger which uniquelyidenti es an epoch;identi ers for successie epochs
increasamonotonically
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3.2 Epochmodelbene ts

Pulsars epochmodel of fault toleranceprovides several bene ts for designandimple-
mentationof the system. Epochsprovide a stableperiod of time in which the system$
con gurationis guaranteedhot to change.This propertyallows eachlayerto ignoremost
typesof failures— eachlayerneedso concerntself with only a smallsetof layerspeci ¢
failures, plus the genericend-of-epocHailure. Any layer that detectsa failure may end
the currentepoch; the resulting end-of-epochcondition cascade<leanly to all of the
layers,including the application. Oncethe epochhasended the systembegins recovery
proceduresn preparatiorfor the next epoch.

Theepochmodelallows layersthe freedomto discardwork attheendof anepochithis
freedomsimpli es a numberof issues.Discardingwork meansthat the systemdoesnot
have to rememberandretry operationsacrossepochboundariesThis is especiallyhelpful
for operationghatrequirethe useof resourcegdisk, nodes)which may not be presenin
subsequenepochs.The policy of droppingall work at epochboundariesalsomeanghat
the systemneednot worry aboutreceving outdatedmessagefrom previous epochs;ary
messageecevedis guaranteedb befresh,from aworking nodein the currentepoch.

Theepochmodelalsoexhibits synegy with thelayeringmodel. Whenrecovering,each
layercanassumehatall of thelayersbelow arefully recoveredandreadyfor normalpro-
cessing.Therolling bottom-uprecovery atthe beginningof eachepochsimpli es recovery
by takingtheprocessn stageswaiting until morefundamentatecoveryis completebefore

tacklinghigherlevel recovery.
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Figure3.2: Layersin atwo-nodePulsarsystem.

3.3 Pulsarlayersoverview

Pulsarprovidesits servicesn the form of a userlevel library. The applicationwriter links
the applicationagainsthe Pulsarlibrary, andrunsoneinstanceof the applicationon each
nodeof thesystem.

Figure 3.2 shows a block diagramof a Pulsarapplicationrunningon two nodes.The
Pulsaribrary is splitinto ve layers,eachof which providesspeci ¢ servicedo thelayers

aboveit, andusesheservicesf thelayersbelon. Thesearethelayers,bottomto top:

The con guration layer takescon guration commandge.g. add node,adddisk) from
thehumanoperatorof the system.lt thenrelaysthis informationto the upperlayers.

Describedn Section3.5.

The messagédayer is responsibldor generatingconsensuandestablishinggpochs.This

layeralsodeliversnode-to-nodenessagedescribedn Section3.6.

The storagelayer performsall disk accessedt alsohandlesall detailsof disk mirroring.

Describedn Section3.7.
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The coherencelayer providesacoherentachefor disk blocks.Describedn Section3.8.
The le systemlayer providestheclusterle systemabstractionDescribedn Section3.9.

The application layer usesPulsars servicego implementtheapplications services.

3.4 Structureof alayer

Frombootupto shutdavn atypical layerL, continuallyrepeatghefollowing sequencef

steps:

1. Await new epochfrom thelayerbelow (layerLy 1)
2. Recwer

3. Inform layerLy 1 of new epoch

4. Waituntil Ly 1 has nished recovering

5. Inform Ly 1 thatLy has nished recovering

6. Servicerequestantil epochends

Note how recovery begins at the bottomof Pulsars layer structureand o ws upward,
thenreacheshetop of thestackand o wsdownward. This“bottom-uprecon gurationand
recovery” schemeeaseshe implementatiorof complex recovery proceduresThe bottom-
up methodalsoallows uni cation of thebootup,recorery andrecon gurationfunctions:in
Pulsarthesethreeoperationsareindistinguishablendsharethe samecode.

The codefor eachlayer mustbe ableto copewith an end-of-epoctconditionat any

point. For example messagerotocolsmustbeableto dealwith possibledroppedmessages

3Not all of the layersfollow thesestepsexactly. For example,the layer at the top of the system(the
applicationlayer)doesnotinform upperlayersof nen epochs Additionally, thebottomlayer(con guration)
doesnot useepochsseesection3.5for details.
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at the end of eachepoch. Even the recovery code must handlethesecases becausea
machinecrash(or reboot)mayhalt progreseforerecoveryis fully complete.ln practice,
suchdroppedmessageare morea blessingthana cursebecausehe algorithmsneednot
concernthemseleswith receving messagefom previousepochs.

Sincemostlayersmustperformthe samebasicsequencef stepsthe layersresemble
eachotherin mary ways. EachlayerLy providesanawait _epoch _start function,which
is calledby the layerimmediatelyabove it, layerLy 1. This function blocksthe calling
threaduntil anew epochis available,andreturnsan“epochinfo structure”which contains
information aboutthe new epoch,including the epochidenti er, the operators desired
con guration, a list of nodesavailable in the epoch,a list of virtual disks availablein
the epoch,etc. The await _epoch _start function implementsstep 3 of the above list,
informing upperlayersof the new epoch. Similarly, eachlayer provides an entry point
calledawait _epoch _end. When calledduring an epoch,this function blocksthe calling
threaduntil theepochends.

Any layer Ly in the system,upon noticing a failure or other anomaly may endthe
currentepochby calling theend _epoch entry pointof layerLy ;. Thesecalls cascadaill
the way to the bottom of the layer stack,andtrigger a new recovery phase. Figure 3.3
providesa summaryof therecovery actwvities of asinglelayer.

Theremainingsectionsof this chapterdetailthe actionsandresponsibilitieof eachof

theseayers.In addition,Section3.10discussea sampleapplicationlayer.

3.5 Con guration layer

Thelowestlayerin the Pulsarstackis the con gurationlayer. This layeris responsibldor

informing the runningPulsarapplicationaboutcon guration changesnadeby the human
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Figure3.3: Sequencef recorery actionsfor layerLy. Eachverticalline representa layer.
Diagonalarrows represeninterlayer‘messages’implementedasfunctioncalls.
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operatof* The con guration layer differs slightly from the otherlayersin thatit doesnot
dealwith epochs.Insteadit usescon gurations,which it exportsto the messagdayer for
usein establishingepochs.

The con guration layer readsthe operators desiredcon guration from the operator
interfacetool. Currently this tool is a text le mountedvia NFS on eachmachinein
the Pulsarsystem,but a more robust implementationis not dif cult to construct. One
possibility is a graphicaltool that the operatorcan useto add or remove nodes,disks,
etc.,which connectsvia soclet to eachnodein the systemto relay the new con guration

information.

3.5.1 Con guration information

Wheneer the operatorchangeghe desiredcon guration, the con guration layer passes
this informationto the layerimmediatelyabove it (the messagdayer). The con guration

informationconsistsf thefollowing:

configid  Thisintegral valuemonotonicallyincreasegachtime the operatorchangeshe
con guration. Upperlayersusetheconfigid  to determinewvhetherthey areholding

up-to-datecon gurationinformation.

Block size This valueis typically betweerdkB and 1MB. It speci esthe disk block size,
datatransfersize,and cachecoherencegranularity Onceset,this value cannotbe

changed.

128-bit cookie Thisvalueis usedto determinewhetherstoragedeviceshave beeninitial-
ized. Any device which doesnot have the cookiestoredonits rst blockis assumed

to beuninitialized. Any device which containghis valueonits rst blockis assumed

“Note thatthe operators desiredcon guration may be differentfrom the actualstateof the system.For
instancepneor morenodesmaybecrashedr otherwiseunavailable. The con gurationlayerconcernstself
only with the operators desiredcon guration, leaving failure detectiorto higherlayers.
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to containvalid data.f the operatorchangeghis value,the systemwill assumehat

all of the storagedevicesareuninitialized.

Nodelist Eachnodein this list correspondso a runningapplicationprocesdinked with
the Pulsarlibrary. The con guration informationfor eachnodeincludesits unique

nodeid , its DNS name(or IP addresspnd TCP port>

Physical disk list Eachphysicaldisk in the systemis describedy its uniquepdevid , its

size,thenodeid of its hostnode,andthe pathnameof the device on the host.

Virtual disk list The operatorspeci es which pairs of physicaldisks are to be usedas
mirroredvirtual disks. Eachvirtual disk is describedoy a uniquevdevid andthe

pdevid sof its constituenphysicaldisks.

3.5.2 Recon guration

The con guration information changesover time, as the operatoradds, rearrangespr
removesresourcesEachchanges markedby anew configid . Not all of theinformation
is mutable;for example the systemis notequippedo dealwith achangen theblock size.
The otherinformationmay changeput a few restrictionsmustbe obsered. For instance,
theoperatorcannotremove anodefrom thecon gurationunlessheor shehas rst removed
all of thatnode’s physicaldisks. Lik ewise,the operatorcannotremove a physicaldisk until
thatphysicaldisk doesnot appeain ary virtual disk's constituent-disk-list.

Changingthe con gurationalwaystriggersa new epochin the messagéayer;the new
con gurationinformation o ws up thelayerstackalongwith the nev epoch.Whenalayer

entersanepochwith new con gurationinformation,it performswhatever recon guration

5A desirableextensionto the pernodeinformationwould be application-speci dnformation,suchasthe
presencer absenceof an externalnetwork interfaceor commercialdatabasénterface,etc. In the current
system application-speci dnformationmustbe maintainedoy the application.
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actionsare necessaryo dealwith the new con guration. For example,if a new disk is
addedo the systemthe storagdayerwill initialize it.

Occasionallyarecon gurationmayfail. For example theoperatomayhave requested
theremoval of a disk which would reducethe availabledisk spacebelov zero. The layer
which noticesthis probleminformsthe operatoranddoesnot propagatehe faulty con g-
urationary higherin the layer stack. Instead,the epochis endedandthe con guration
layerlogs an error messagdor the humanoperator The systemwill try to recover again
when the operatorprovides an updatedcon guration. A good operatorinterfaceto the
con gurationlayerwill preventthistype of errorfrom occurringby preventingmostfaulty

con gurationsfrom beingsentto themessagéayer.

3.6 Messagdayer

Themessagéayerhastwo mainjobs: establishinggpochghroughmajority consensusand

deliveringmessages.

3.6.1 Majority consensus

The messagéayer usesheartbeatnessageanda voting algorithmto establishconsensus
amongthe nodesof the cluster Thesetechniquesallow all of the nodesto cometo
agreemenbn which nodesare alive andwhich aredead. Whenconsensuss reacheda
new epochbegins,andrecovery operationsanproceed Chapted describesheconsensus

algorithmsin detail.

3.6.2 Messagdalelivery

The messagédayer also providesa point-to-pointmessagelelivery service. The message

serviceprovidesanorderedstreamof messagebetweemairsof nodes Eachmessagenay
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beof arbitrarylength.Messageleliveryis reliablewithin anepoch.Messagearedelivered
only in thesameepochin whichthey weresent—if anepochendsbeforeall messagewere
receved,somemessagesaybelost. Thehigherlayersof Pulsarall usethemessagéayer
to communicate.Eachlayer's messagerotocolis responsibl€or dealingwith casesof
messagéossat theendof anepoch.

The messagdayer is also able to deliver block messges which take advantageof
zero-copy soclketsimplementation$25]. More informationon block messagess givenin

Chapterd.

3.7 Storagelayer

The storagelayer is responsibldor all accesdo disks. The storagelayer providesdisk-
block-readand disk-block-write operationgor this purpose. The storagelayer also sup-

portsdisk mirroring.

3.7.1 Disk storage

The storagelayer provides the capability to reador write any block on ary disk in the
system.Whenservicinga disk accessequestthe storagdayeris responsibldor locating
thedisk and,if necessaryforwardingthe requesto the remotenodewhich hoststhe disk
beingaccessedlhehostnodereadsor writesthedisk and(if necessaryjeturnstheresults

to the storagdayerontherequestingrode which returnstheresultsto the original caller.

3.7.2 Mirr oring and logging

Thestoragdayersupportdiskmirroring. Theoperatomayspecifythattwo disksareto be
mirrorsof eachother Thestoragdayersupportghisability by de ning virtual disks which

arebacledby a pairof physicaldisks. Thesizeof avirtual diskis the minimumof thesizes
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of the pair of physicaldiskswhich backit. It is alsopossibleto de ne nonmirroredvirtual
disksbacledby only a singlephysicaldisk. The storagdayerinterfaceprovidesaccesso
virtual disksonly; the useof physicaldisksis restrictedto the virtual disk implementation
within the storagdayeritself.

Readingmirrored disks is straightforvard: the storagelayer selectsone of the two
mirrors andreadsthe disk usingthe remotephysicaldisk accessnechanisndescribedn
Section3.7.1.Writing is moredif cult. It is notsufcient simply to sendwrite commands
to both disks,becausenuntimely crashmay causethe disksto getout of syncwith each
other To handlethis case Pulsars storagdayer usesalogging schemewhich is detailed
in Chapterbs.

If a storagelayer operationis interruptedby an end-of-epochevent, the storagdayer
doesnotretry the operation- it insteadreturnsanend-of-epocltodeto the original caller.

It is the caller's responsibilityto retry the operationf it sodesires.

3.8 Coherencelayer

Thecoherencéayerprovidesacoherentistributeddisk block cache.The le systenuses
the coherencédayerto hold disk blocksin memory andto preventraceconditionsdueto

simultaneousccesdo thedisksby le systemlayersrunningon differentnodes.

3.8.1 Locks

The interface provided by the coherencdayer provides cache-coherenaccessto disk
blocks. Thetwo mainentry pointsarereadlock andwritelock . Eachof thesefunctions
locatesandacquiresan up-to-datecopy of a givendisk block andreturnsa pointerto the
block in the local cache. Dependingon the call, the block may be read-only or read-

write. Whentheclientis nished with the block, it callsunlock to releasehe block and
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invalidatethe pointeracquiredin thelock operation.At ary time, mary threadqpossibly
on multiple nodes)may hold readlocks for a particularblock — or a single threadmay
have a write lock. If con icting locks areoutstandingnew lock requestsnustwait. This
combinationof locking and waiting semanticsntroducesthe possibility of deadlock,so
theuserof the coherencdayer (thatis, the le system)mustbe carefulto avoid deadlock.
Many deadlock-goidancealgorithmsare known; the particularmechanismsisedby the

le systemaredescribedn Chapter8.

3.8.2 Licenses

The coherencdayer implementslocks using the conceptof licenses(sometimescalled
tokens[11, 49]). A licenserepresenttheability to safelyacquirealock onablock without
sendingarny messagesThus,anodewhich holdsa readlicensefor a disk block maylock
thatblock for readingasalocal operationevenif the block's homedisk(s)arelocatedon
othernodes. Likewise, a nodeholding a write licensemay lock the block eitherfor read
or read-writeasalocal operation.This stratey exploitslocality; blocksthatarefrequently
accessedy particularnodescan be re-accesseavithout incurring any network lateng
penalties.

It is importantto note that licensesare kept internal to the coherencdayer; clients
of the coherencdayer (e.g. the le system)do not seeor uselicensesdirectly. Clients
issuereadlock andwritelock  callsto the coherencdayer Thevariousinstance®f the
coherencéayerpasdicensesamongthemselesto indicatethetype of lock(s)thatmaybe

acquiredonagivenblock.

3.8.3 Coherenceprotocol

Thecoherencéayerensuresachecoherenceisingalicense-basebr token-basedgache

coherenceprotocol. Eachdisk block hasa nodedesignatedsits coheencemanaer —
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typically oneof thenodeswhich hoststhe block's backingphysicaldisks. Beforegranting
a lock requestfor a block, a node must get an appropriatelicensefrom the coherence
manager The coherencananagers able to revoke licensesin orderto satisfy license
requestghat con ict with outstandingicenses. Chapter6 givesthe detailsof Pulsars

cachecoherencerotocol,aswell asananalysisof its correctness.

3.8.4 Syncprotocol

Pulsars coherencdayerhasa separatesyncprotocolfor locatingand ushing dirty blocks
to disk. The syncprotocolallows copiesof disk blocksto be returnedto the coherence
manageteven if multiple locks areheld on the block. A separatgrotocolmustbe used
becauseertainsyncoperationsannotwait for userthreadgo relinquishlocks on blocks
— syncmustbeimmediate. Therefore syncis handledby a separategrotocoloutsidethe

boundarie®f thecachecoherencenechanismThesyncprotocolis describedn Chaptel6.

3.8.5 Dependences

The coherencdayer allows userthreadsto specify a partial orderingon modi cations
to blocks. Suchan orderingconstraintbetweentwo blocksis called a dependence A
dependenc&om block A to block B meanghatall local modi cations madeto A before
thedependencks establisheanustreachstablestoragebeforeany local modi cationsto B
madeafterthedependences establishedln otherwords,adependencom A to B means
thatA mustbe“at leastasstable”asB. Dependenceareusefulto the le systembecause
they allow the le systemto leave metadatalocksdirty in the cache without the danger
of corruptingthe le systemshouldthe systemcrashbeforethe blockshave been ushed
to disk. Dependencesutperformtraditional techniqguessuchas synchronousnetadata

writes, becausalependenceensureconsisteng without overconstraininghe timing and
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orderingof diskwrites. Chapter7 givesmoredetailsaboutthe usesandimplementatiorof

dependences.

3.9 File systemlayer

The le systemlayerpresents cachecoherentreeof les to theapplication.

3.9.1 Interface

Pulsars le systemprovidesthe familiar open, close , read , write , Iseek , etc., entry
points. However, Pulsars interface containskey differencesfrom the Unix systemcall
interface. First, Pulsaris a library, andthereforeonly applicationdinkedwith the library
and participatingin a running con guration of Pulsarprocessesnay accessles in the
system. This is in contrastto the kernel-level le systemswhich may be accessedby
ary applicationprogram. Secondgeach le systemoperationmustbe provided anepoch
identi er. If aninvalid identi er is given,or if thecurrentepochendsduringthe operation,
theapplicationmayhaveto abandorits le descriptorandredosomework. Theparticulars

of the le systemsbehaior atepochboundariesregivenin Chapter8.

3.9.2 On-disk data structures

The le systemis similar in designto a traditionalsingle-nodele system[8]. The le

systemhasdirectories,inodes,indirect blocks and otherfamiliar components.However,
since multiple instancesof the le systemlayer must coexist, the le systems$ design
mustbe modi ed for concurrenoperationon sharedstoragemedia. The le systemuses
the coherencdayer's block-level locking primitivesto ensurethat updateso blocksare
propagateccorrectly and that two nodescannotmake con icting changeso the same

block. The le systemmustalsoworry aboutperformancecharacteristicof the shared
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media. To this end,the le systemincludesdesignelementsntendedto avoid concurrent
write sharingof blocksandfalsesharingof inodes.Chaptei8 containdetailedinformation

aboutthe le system.

3.10 Application layer

The applicationlayeris the highestlayerin a Pulsarcon guration. The applicationlayer
links againsthePulsatfibrary andcallsintoit viathe le systemgcoherencéayeror storage
layer, dependingontheapplications needs.Theapplicationmustbespeciallydesignedor
Pulsar becausehe Pulsarsystemdoesnot conformto ary legag interfacestandard.
Pulsaris designedo supportclustersener applicationswhich both storeand modify
on-diskdata.Typicalapplicationsn this classincludewebportals,searchenginescaching
proxies,mail seners, le seners,etc. Pulsaris well suitedfor implementingary of the

applicationdistedin Section2.5.
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Consensusand Messaging

Both node-to-nodenessagéelivery andgroupconsensuarehandledoy Pulsars message

layer. Thesefacilitiesareusedby higherlayersfor communicatiorandcoordination.

4.1 Socket communication

Pulsamodesusestreamsocletsto communicateStreamsocletshave a numberof advan-
tages. Streamsoclets are available on just aboutevery computingplatform. They work
over both local and wide areanetworks, even betweenprocesse®n the samemachine.
Streamsoclets provide a reliable byte stream,meaningthat messagesannotbe lost or
reorderedandthatmessageseednotberecevedusingthesamemessagéoundariesised
in sending.Streamsocletsalsoexhibit gracefulbehaior undercertaintypesof failures;if
aprocesr machinecrashesor the network is cut, othernodeswill eventuallybenoti ed
by anerrorconditionon the soclketsconnectingo thefailedcomponents.
Streamsoclets also have a few disadwantages. One is performance. Traditionally,
socletsareimplementedn the kernelandusethe TCP/IP protocolstack. Layeredkernel
implementationsusuallyimply excessve datacopying, mode-and contect-switches,and

otheroverhead;thus TCP/IPis inefcient on highly-reliablelocal-areaand system-area

43
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networks,suchasMyrinet [14]. Theseperformancegroblemshave beensolvedin research
implementation®f socletson several experimentalclusters.Pulsaris designedo run on
theseclustersspeci cally the SHRIMP multicomputer{12, 13, 25, 29, 31].

Another disadwantageis that soclets' timeout mechanismsannotdetecta “hung”
process(in nite loop), and so an additional heartbeat-stylgrotocol must be addedto

supplementhe built-in timeoutmechanism.

4.1.1 Socketconnections

The messagdayer gets soclket con guration information from the humanoperatoy via
the con guration layer. This information consistsof the names(or IP addressesdf the
machinesn the systemandthe TCP portsat which eachPulsarprocesswill listen. Each
Pulsarnodeneedsa soclet connectionto every other Pulsarnode. Becausesoclet con-
nectionsare asymmetric.eachnode cannotsimply connectto eachothernode. Instead,
eachnodeactively attemptgo conneconly with nodesof smallernodeid , while passvely
waitingfor connectiorattemptdrom nodeswith largernodeid s. Theconnectiorprocesss
ongoing;if aconnections broken,the“active” sideimmediatelyandcontinuouslyattempts

to reestablistit.

4.1.2 Packetformat

In additionto its payload,eachPulsarmessagéncludesa 20-byteheadef Figure4.1
shaws the headerformat. Eachmessagéhasone of four types: VOTE EPOCHUSERor
BLOCK TheVOTEandEPOCHnessagéypesareusedfor epochestablishmentSectiord.2),
while the USERand BLOCKmessagaypesare usedto transmitdataon behalfof higher
layers(Sectiord.3).

LIf used,TCP addsadditionalbytesto eachmessage.
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Type Length

Layer ID

Epoch ID Hi

Epoch ID Lo

Serial

Payload

Figure4.1: Packet format.

The length eld indicatesthe numberof additionalbytesin the messagédneyond the
header The payloadis limited to 64 kilobytes;if alargerpayloadis required thenblocks
of datamay be appendedo the messagaisingthe block soclets mechanisndescribed
below.

ThelayerID is anintegerindicatingthe layerto which the messagés destinedPulsar
resereslayeridenti ers 0 through4 for its internallayers. Therestof thelayeridenti ers
may be usedby the applicationas it wishes; eachlayer hasits own private queueof
messagesEmbeddingthe layeridenti er into the paclet headerallows messagindo be
handledby themessagéayerdirectly, withouttheneedfor layerby-layerpaclet-wrapping.

Eachmessagéiasa 64-bit epochID. For USERand BLOCKmessagesthe epochID
indicatesthe epochin which the messagevassent;seeSectiond.2 for the meaningof the

epochID for VOTEandEPOCHmessages.
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blksock _add(socket,  bufsize)
blksock _send(socket, buffer)
void *blksock _recv(socket)

Figure4.2: Block socletsinterface.

The serial number eld is useful for delugging but is not usedby ary of Pulsars

protocols.

4.1.3 Block messages

For large chunksof data(suchasdisk blocks),the copying inherentin thesocletsinterface
is expensve. Pulsarusesa differentmechanisntalledblodk sodketsfor sendingarge data
blocks. This mechanisnusesa specializechon-copying socketsimplementatiordesigned
to run on the Virtual-Memory-MappedCommunicationlibrary, or VMMC [25]. Block
socletson VMMC cansend x ed-sizeblocksof datawithout copying. Whenrunningon
anordinarynetwork of workstationsPulsaruseshesamenterfacethrougha compatibility
library.

Theblocksocletsinterfaceis shovnin Figure4.2. Theblksock _add functionspeci es
abuffer sizeto be usedfor block datatransferson a speci ¢ soclet. Pulsaralwaysuseshe
disk block sizeasthe buffer size. Theblksock _send functionsendsa block of dataon a
soclet. Theblksock _recv functionrecevesablock of datafrom thesoclet, andreturnsa
buffer containingthedata.Whenrunningon VMMC, theblock of dataarrivesin thebuffer
directly from the network, with no copying.

Notethattherecever cannotspecifya destinatiormemoryaddresgor incomingdata—
the block socletssystemperformsall allocationof databuffersfor incomingdatablocks.
Thisis becausehe VMMC systemprearrangesestinatiorbuffers beforethe datais sent,
in orderto avoid copying. A calltoblksock _recv merelyreturnsthenext lled destination

buffer, or waitsfor oneto be lled.
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4.2 Consensus

Group consensu$23] is a statein which a group of entitiesagreeon a setof facts. A
Pulsarsystemachiezesconsensusrhena subsebf thenodescometo agreemenaboutthe
livenes®f eachnodein the system.

Groupconsensug importantto Pulsarbecausé is the basisof theepochmechanism.
For ameaningfulepochto be establishedall of the nodesin the system(or alarge enough
subsetmustagreeonwhichnodesarealive andwhicharenot. Themessagéayerachieves
consensusising a voting algorithm and majority rule? The voting algorithm electsa
leadertheleadertheninformsothernodesof the new epochandits associatetist of group
members.Pulsarrequiresa majority quorum[91, page271] in orderto prevent multiple

epochdrom beingestablished@oncurrentlydueto network partition.

4.2.1 VOTEmessages

Onceanodehasestablishe@ numberof socket connectiongo othernodesijt castsavote
for onenodeto becomeheleader Eachnodecaststs votefor thelowest-indecednodethat
it is connectedo. The nodesendsa VOTEmessagéo its chosencandidatethis message
containsthe list of nodesto which the voteris connectedplusthe epochidenti er of the
mostrecentexpired epochthe voteris avareof.3 A nodemay vote for itself. Eachvote
expiresafteracertainamountof time (typically from .5to 5 seconds)eachnoderefreshes
its voteby resendingt beforetheold voteexpires.If anoderecevesamajority of thevotes
(basedon the numberof nodesin the operators desiredcon guration), the nodebecomes

theleader

2The “majority” hereis a majority of the nodesin the operators currentdesiredcon guration, not a
majority of the currently-functioninghodes.
3If the voterhasnever expiredanepoch,it sendsaninvalid epochidenti er.
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4.2.2 Cligue detection

The leadermust decidewhich nodesare to be includedin the new epoch. The main
criterionis that the group mustform a clique, thatis, eachnodein the groupmusthave
a direct connectionto eachother nodein the group. Since eachvote containsthe set
of nodesto which the voter is connectedthe leadercan constructa connecwity graph.
The connectity graphcontainsonenodefor eachvoter, andanedgefor eachconnection
reportedin the votes. From the connecwity graph,the leadercan calculatethe largest
possibleclique. This calculationis calledthe“max clique” problem,andit is NP-complete.
To avoid the potentiallylong runningtime of the max-cliquealgorithm,the leaderinstead
runsanapproximatiorof maxclique.

This “pretty goodclique” algorithmusesconjecturesaboutthe expectedpropertiesof
the connectvity graphto quickly calculatea large,if not maximum-sizeclique. The key
obsenationis thatmostnodesthatmanageo getvotesto theleaderarelik ely to have full
connectity to therestof theliving nodesthatis, mostof thevotersarelikely to bein the
clique. The nodeswith the lowestdegree(numberof connectionsareunlikely to bein a
large clique. The nodeswith the highestdegreearelikely to bein alargeclique. To nd a
largeclique,theleaderrst checkgo seeif thegraphis aclique.f it is not, it removesthe
nodewith thesmallesdegreeandcheckshegraphagainfor theclique property repeating
until the remainingnodesform a clique. In mostrealistic casesthis algorithm nds the
maxcliqueandtakesO(n3) time. For purpose®f establishingonsensust is notimportant
thatthe cligue be a majority of the nodesit is sufcient thattheleadermreceve votesfrom

amajority.

4.2.3 EPOCHnessages

Oncetheleaderhascalculatedhe groupmembershigthe clique),it mustnotify the mem-

bersof theirinclusionin thegroup. It doessowith an EPOCHnessag&sentto eachclique
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membeywhich containsanintegerepochidenti er (whichis the maximumof the expired
epochidenti ers givenin theVOTEmessageglusone)andalist of thenodesn theepoch.
The EPOCHmessagelik e the VOTE messageexpires after a certainamountof time has
elapsed(normally between.5 to 5 seconds). The leadermust refreshEPOCHmessages

beforethey expire to avoid triggeringa new epoch.

4.2.4 Changingand expiring votes

Whennodesfail or recover (asdetectedoy soclet error conditions),votersmay wish to
changethe node-listsin their votes,or changewhich nodethey vote for, andthe leader
maywantto adjustthegroupmembershigo re ect newly recevedvotes.If anodewishes
to changethe node-listin its vote (perhapsbecausea nodehasfailed or recovered), but
still vote for the sameleader it simply sendsthe new vote to the leader The leader
updatests connectvity graphwith the new information. If the clique is not changedoy
thenew information,theleaderallowsthe currentepochto continue.Otherwisetheleader
establishea new epoch(seebelaw).

If a nodewishesto vote for a new leader(because bettercandidatehaspresented
itself), it mustwait for its old vote to expire at the old leaderbefore sendinga vote to
the new candidate This delayis necessaryo preventtwo nodesfrom believing they have
receved a vote from the samevoter. If the nenv candidatds electedby a majority of the
nodes,it startsa new epoch. On the otherhand,if the old leaderwins the election, it
startsa new epochwhich doesnot include the nodewhich changedts vote — the clique
algorithmensureghat epochsinclude only nodeswhich votedfor thatepochs leader It
is alsopossiblefor thereto be no winner, in which casethe voting processepeatauntil a

leadercanbefound.
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If the leaderwantsto establisha nev epochbecausef changedo the groupmember
ship (clique), it mustwait for the old EPOCHnessageto expire. This ensureghatno two
nodescansimultaneouslyelieve thattwo differentepochsarealive

If avote expiresatthe leader(dueto a voter crash,network congestiongtc.),andthe
voteris amemberof the currentepoch thenthe leaderre-runsthe clique algorithmbased
ontheremainingunexpiredvotes.If thisresultsin anew clique,thentheleaderallowsthe
currentepochto expire and sendsa round of EPOCHnmessagesontainingthe newv group
membershiplf the missingvote arrivesduring this waiting period(beforethe nev EPOCH
messageare sent),thenthe late voter may be includedin the “new” group. In this case,
eventhoughthe groupmembershigasnot changedtherewill beanew epoch.

Likewise, if an EPOCHmessagexpires (dueto leadercrash,network delaysor other
causes)the node which should have receved the messagemmediatelyinvalidatesthe
epoch(locally, not systemwide).Subsequentotessentby the nodewill containa max-
expired-epocmumberequalto the leaders notion of the currentepoch.Whenthe leader
recevessucha vote, it establishes newv epochby allowing the old EPOCHmessage$o
expire, then sendinga new round of EPOCHmessagesontaininga new (higher) epoch
identi er.

A nodemayendanepoch(by incrementinghe max-epired-epoclumberin its vote)
for otherreasondesides late EPOCHnessagelor example whenthe con gurationlayer
reportsthata new con guration is available, the currentepochends. Additionally, other
layers(including the application)may end the currentepochby calling the kill _epoch
functionin the messagdayer;thisis usefulwhenlayerspeci c failuresaredetectede.g.,

diskfailure).

“4For this to work, messagemustbe deliveredwithin aboundedime.



CHAPTER4. CONSENSUSAND MESSAGING 51

void *get _msg_buf(bytes)
send(nodeid,  msg_buf, epochid, layerid)
recv(nodeid, buffer, ~ bytes, epochid, layerid)

Figure4.3: Messagingnterface.
4.3 Messagedelivery

Oncean epochhasbeenestablishedthe messagédayer may begin to transportmessages
on behalfof otherlayersin the system.As showvn in Figure4.1, every Pulsarmessagés
taggedwith theepochidenti er. A messagenayberecevedonly in theepochin whichiit
wassent.Whenanepochends,all undelveredmessagetaggedwith thatepochidenti er

arediscardedlf it desiresthe sendemayretransmithe messagén the next epoch.

4.3.1 Messaginginterface

Figure4.3shavstheinterfaceusedoy Pulsarsuppedayersto sendmessageget _msg_buf
returnsa messagduffer large enoughto hold a payloadof the given size. The message
buffer hasspaceallocatedfor the 20-bytepaclet headerbut the pointerit returnspointsto
themessaga'payloadareawhichtheusercan Il with appropriatelata.Givendestination
nodeandlayeridenti ers, a messagéuffer anda valid epochidenti er, send lls in the
paclet headers elds® andsendsthe messageThe layeridenti er indicatesthe software
layerat which the messagés to bereceved (storagdayer, coherencdayer, etc.). Calling
recv blocksuntil the propernumberof bytesareavailablefrom the givennodeandlayer.
Thedatais thencopiedinto the givenbuffer.

Both send andrecv indicatean“invalid epoch”error conditionif the given epochis
notthecurrentepoch.In thecaseof recv , this canbeafterthecall hasblockedfor awhile;

thisindicateshatthe epochendedwhile therecv call waswaiting for data.

SThepaclet'stypeis USER
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sendblk(nodeid, msg_buf, block, epochid, layerid)
void *recvblk(nodeid, epochid, layerid)

Figure4.4: Block messagingnterface.

4.3.2 Block messagingnterface

The messagéayeralsoallows upperlayersto sendblocksof data,therebyexploiting the
underlyingblocksoclketsmechanismTheinterfaceexportedby themessagéayeris shavn
in Figure4.4.

Whensendinga block of data,the usermustalsosendan ordinary messageisinga
buffer allocatedby get _msg_buf . This allows somecontrol informationto precedethe
block. The requiremento senda messageavith the datablock is not a burden; on the
contrary all Pulsarlayerssendadditionalcontrolinformationwith datablocksanyway. In
additionto the destinationnode,the messagduffer, andthe datablock, the sendemust
specify epochand layer identi ers. Theseare usedthe sameway they arefor ordinary
messagesOnedifferenceis thatthe paclet usesthe BLOCKmessageype, to indicatethat
adatablock follows the messageAs is the casein thelower level block socletsinterface,

receving adatablockreturnsapointerto ablock allocatedby thesystemo avoid copying.

4.4 Summary

This chaptetaspresentedhe consensuandmessagingnechanismsf Pulsars message
layer. Pulsarachievesgroupconsensusisinga voting algorithmwith a majority quorum;
whenconsensus reacheda new epochbegins. Nodesrefreshtheir votesperiodicallyto
indicatetheir continuedliveness.During an epoch,the messagéayer provides point-to-
pointmessagingervicego the otherlayersin the Pulsarsystem.Thesemessagemay be

smallcontrolpaclets,or large block transfers.



Chapter 5

Disk accessand mirr oring

The storagdayer is responsibldor all accesgo disks. Using the storageayer, any node
may reador write ary disk in the system.Accessis at disk block granularity? Like the
otherlayersin the Pulsarsystemthestoragdayerusesepochdo provide goodbehaior in
the presenc®f componentailures.

If directedto dosoby theoperatoythestoragdayerperformsdisk mirroring. Mirroring
is the storingof dataon two disksinsteadof one. Mirroring providesbothreliability and
availability. Mirrored disksarereliable becausehe permanentossof onedisk (through
headcrash nhaturaldisasterhumanerror, etc.) doesnot causedataloss: anothemup-to-date
copy of the dataexists. Mirrored disks are available becausehe temporaryloss of one
disk (throughmachinecrash,power failure, etc.) doesnot halt the system:progresscan
continueon theremainingdisk.

A more comple alternatve to mirroring is RAID [74], a redundant-storagecheme
which storegheparity of a stripeof severaldisk blocksontoa singleredundantlisk block.
RAID is morespace-etient thanmirroring. Both mirroring andRAID remainavailable

afterthelossof asingledisk.

1The sizeof a disk block is setby the operatoy andmay be ary power of two larger that 256 bytes. A
typical disk block sizeis 4 kilobytes. Performanceendsto increasewith block size,but le systemsusing
largeblock sizessuffer from internalfragmentationparticularlyfor small les.

53
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void *read _block(vdevid, blockid,  epochid)
write _block(vdevid, blockid,  buffer,  epochid)

Figure5.1: Virtual disk interface.

Althoughnothingin Pulsars designpreventstheimplementatioror useof RAID, Pul-
sarusesmirroring insteadof RAID for reason®f simplicity andperformance Mirroring
is simplerthanRAID, andits behaior underfault conditionsis easierto understand.n
addition, RAID exhibits poor write performancebecausenf parity recalculation,which
involvesreadingthe target block and parity block beforewriting out the modi ed target
block andthe new parity. In addition,aftera disk hasbeenlost, readsof the missingdisk

shawv poorperformancéecause full stripeaccesandparity calculationarerequired.

5.1 Virtual disks

Thestoragdayerprovidesavirtual diskabstractiorio thelayersabove. A virtual diskis a
sequencef individually accessiblalisk blocks. Eachvirtual disk is bacled by oneor two
physicaldisks,dependingon whetherthevirtual disk is mirrored.

Thestoragdayerpartitionseachphysicaldisk into two parts:the metadatgartandthe
datapart. Themetadatgartcontainsa superblockdescribinghe physicaldisk, plusspace
for the on-disklogs (seeSection5.4.2). The datapart containsthe storeddata. Blocksin
thevirtual disk mapdirectly into the datapartof the backingphysicaldisks. Thereforethe
sizeof anvirtual disk is somavhat smallerthanthe minimum of the sizesof its backing
physicaldisks.

Figure5.1 shaws the storagedayer's virtual disk accessnterface. In this interface,a
virtual disk is speci ed by a 32-bit virtual disk identi er, or vdevid . The block being

accesse(ds speci ed by a 32-bit block number or blockid . Blockson a virtual disk are
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denselynumberedstartingat zero. Bothread _block andwrite _block block the calling
threaduntil the operationcompletes.

Theepochid parametespeci esthe currently-actve epoch;if epochid is invalid, or
if the currentepochendswhile the operationis in progressthe operationaborts,yielding
an“invalid epoch”errorcode.lt is the caller's responsibilityto call the functionagainif it
wantsto retry the operationin asubsequergpoch.

For write operationsthe datais guaranteedo be on stablestorageaf thewrite _block
call completesuccessfullylf anend-of-epoclerroroccurstheoperatiormayor maynot
have completed.If thevirtual disk is mirrored,the implementatiorguaranteeghat either

bothdiskshave beenupdatedr neitherhas(seeSection5.5).

5.2 Readingdisks

The implementatiorof read _block is straightforward for both mirrored and unmirrored
virtual disks: the datais readfrom one of the virtual disk's backingphysicaldisks. To
do this, the systemusesthe currentepochs con guration informationto determinethe
physicaldiskidenti ers (pdevid s)of thebackingphysicaldisks.If oneof thedisksis local
to the caller, or if thereis only onephysicaldisk (i.e. the virtual disk is unmirrored),the
systemchoosest; otherwiseit selectsoneof the backingphysicaldisksarbitrarily. Using
the messagéayer's communicatiorfacilities, the caller sendsa read requestmessagéeo
the nodehostingthe choserphysicaldisk 2 The recipientnodethenreadsthe block from
its local disk andsendsbackthe datain areadreply messageThenread _block returns
thedatato its caller.

Thereadrequesinessageontaingheblock's physicaladdresgpdevid |, blockid ) and

the currentepochid . Thereadreply containsthe sameinformationplusthe block's data.

2If thecalleranddisk arecolocatedno actualmessagearesent but the principlesof theimplementation
areunchanged.
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If theepochendsatary pointduringthis processthe operations abortedandread _block

returnsthe end-of-epocterrorto its caller If the endof the epochis detectedat the node
hostingthe disk (the recipientof the readrequest),no readreply messagas sent; the
operationis simply discardedThe epoch-establishmenmechanismef the messagdayer
ensurethatthe caller's node(the senderof thereadrequestwill eventuallyalsodetectthe
endof the epochandreturnthe end-of-epocterrorto the calling thread. This propertyof
the epochmodelsimpli es the messag@rotocol by eliminatingthe needfor ary type of

cleanupmechanism.

5.3 Writing unmirr ored disks

Theimplementatiorof write _block is straightforvard for unmirroredvirtual disks,and
resembleghe implementatiorof read _block . To write an unmirroreddisk, the caller's
node sendsa physicalwrite requestto the nodewhich hoststhe backingphysicaldisk.
Therequestcontainsthe block addresgpdevid , blockid ), the currentepochid , andthe
block'sdata.Therecipientof therequestvritestheblockto disk; whenthedatais safelyon
disk,therecipientsendsawrite replymessagéackto thesenderAs in thereadcasejf the
epochendsbeforethe operationis complete the operationis discardedandwrite _block
returnsanend-of-epoclerror In this casethe block may or may not have beenwritten to
disk; it is up to thecallerto retry thewrite operationin the next epochif it sodesires.
The operationdescribedabore is calleda physicalwrite. Physicalwritesareusedasa

subroutinefor writing mirroreddisks(seebelow).

5.4 Writing mirr oreddisks

Writing to a mirroreddisk is dif cult, becausen untimely crashcould resultin the two

disks becomingdifferentfrom eachother At the beginning of eachepoch,the storage
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layermustensurehatthe two disksof a mirroredpair areidentical;this processs known
asreconciliation Oneway to do reconciliationis to copy the entire contentsof onedisk
to the otherat the beginning of every epoch. This solutionis unacceptabléecausef the
lengthof time suchanoperationwould take, especiallyin anenvironmentwith potentially
hundredf disks.

Instead Pulsamusedoggingto recordtheblock numbersof disk blockswhichareunder
modi cation. If thereis a crashthenduringthe subsequenteconciliation,only theblocks
mentionedn the log needto be copied. This techniquedramaticallyreduceghe number
of blockswhich mustbe reconciled,but at the costof requiringa synchronousog write

beforeeachupdate.

5.4.1 Generalmirr oredwrite procedure

Whenwrite _block is calledfor ablock onamirroredvirtual disk, the caller's nodesends
avirtual write requesimessagéo a nodethathostsoneof the backingphysicaldisks. The
recipientof the virtual write requesthenlogs the blockid  onits local disk. Whenthe
log entry is complete the recipientnode usesthe physicalwrite procedurgSection5.3)
to write the block to its local disk andthe remotereplica(if it is availablein this epoch).
Writing thelocal andremotedatablocksoccursin parallel. Whenthe physicalwrite(s)are
complete therecipientnodesendsa virtual write reply messagéackto the caller's node.
Thenthewrite _block call returnsto thecaller.

As in the previous cases|f the epochendsbeforethe operationhascompleted the
operationis discardedandwrite _block returnsthe end-of-epocterror. If this happens,
it is possiblethatthe two replicascould be out of sync; however, therecovery procedures

will reconcilethereplicasatthe beginningof a subsequergpoch.
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5.4.2 Logging

To speedreconciliation,Pulsarusesa write-aheadog to recordthe identitiesof blocks
undegoingupdate Pulsamusegwo differentmethoddor logging,dependingpn how mary
replicasareavailablein theepoch.If bothreplicasareavailable,thenPulsameedonly keep
log entrieson disk while the blocksin questionarebeingwritten. Onceawrite completes,
thelog entrycanberemoved. If thereis a crash the expectednumberof blocksthatmust
be copiedis limited to the numberof write operationghatwerein progressat thetime of
thecrash.

However, if only onereplicais available,Pulsamustrecordeachblock thatis updated,
andit mustretainthis informationuntil the otherreplicabecomesavailableagain. When
the otherreplicarecovers,the numberof blockswhich mustbe copiedis equalto thetotal
numberof distinctblockswhich werewritten duringthe“solo” period.

Thesetwo differentsetsof requirementgor logging demandwo differentimplemen-
tationsof the log: one implementationfor the “normal mode”, when both replicasare

available,andanothelimplementatiorfor “solo mode”,whenonly onereplicais available.

5.4.3 Normal mode

In normalmode(both replicasavailable), the log needsto hold the setof mirroredwrite
operationghatarecurrentlyin progress.Sincethelog doesnot needto grow inde nitely,
thestoragdayerusesasingledisk blockfor thelog. If thelogblock lls, furtheroperations
arestalleduntil spacebecomesvailable.

Eachlog entryconsistsof a 32-bitdisk blockidenti er (blockid ). If ablockis4 kB in
size,thenthelog canhold 1024operationsatatime. Pulsarkeepsacopy of thelog blockin
memoryandmakesmodi cationsto thelog blockin memory rst. The systemforcesthe
log block to disk beforeeachmirroredwrite. Sincethelog is only a singleblock, clearing

log entriesis almostfree, becausdPulsarcanclearlog entrieswith the samedisk write



CHAPTERS. DISK ACCESSAND MIRRORING 59

thatit usesto addnew entries.Thus,no disk write operationsarededicatedo clearinglog
entries.

Becausenary disk blocksexhibit considerabléemporallocality, onepossibldogging
optimizationis lazy clearingof log entries[59]. Insteadof clearingalog entryassoonas
amirroredwrite completesthe systemcanleave the log entriesin placeallittle longer If
thesameblockis written again,thelog doesnot needto berewritten, because¢helog entry
is alreadyon disk. This savesa synchronouglisk write operation. The entriesin the log
block canbe managedik e a cache with anappropriateeplacemenpolicy suchasLRU.
It is importantto note,however, thatreconciliationtime increasedinearly with thenumber
of log entries.Lazylog entryclearinghasnot beenimplementedn Pulsar

Becauséhestoragdayer'slog ts in asingledisk block,anappropriateon-diskcache
mechanisntanbeusedo preventlog writesfromincurringthelatengy normallyassociated
with a synchronouslisk write. If the disk's cache(track buffer) is battery-backd[79], a
smallwrite operationcanreturnimmediately with no seekor rotationaldelay aslong as
thereis sufcient spaceavailablein the cache.If the disk allows the storagelayerto pin
the log block into the on-disk cachesuchthat cachespaceis guaranteedor that block,
thenthelatengy penaltyfor loggingbecomesery small. Althoughcurrentdisksdo notyet
offer acache-pirfeature suchafeatureis notcomputationallyexpensve andwould not be
dif cult for adisk manufcturerto implement.Certainlyit is cheapcomparedo schemes
suchasnetwork-attachedsecuredisks[39], active disks[1] or the disk-hostedistributed

lock manageusedby Sistina[75].

5.4.4 Solomode

Whenonly onediskof amirroredpairis available,Pulsarusesabitmapto log writes. There
is onebit in the bitmapperdisk block; initially, eachbit in thebitmapis cleared Eachtime

a blockis written, the correspondindpit is set. No bits arecleared becauseventuallythe
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partnerdisk may recover, andto reconcileit, Pulsarneedsto know the identity of every
block which wasupdatednthelive solodisk.
The storagdayer keepsthe bitmapin memoryaswell ason disk. For a 128 GB disk

with 4 kB blocks,4 MB of bitmapspaces required,or 1024blocks.

5.5 Recovery

Thestoragdayer'srecovery processhasthreesteps:statedeterminationyinnerselection,
andreconciliation. Statedeterminations the procesf decidingwhetherthe disksavail-
ablein theepochareup-to-date.If a moreup-to-datedisk existsbut is unavailable(e.g. it
may resideon a crashechode),thenary availablebut out-of-datedisksarenot allowedto
recover in the epoch. Winner selectionis the processof decidingwhich of two available
replicaswill be usedasthe masterdisk duringreconciliation.Reconciliations the process
of copying blocksbetweenreplicas(from winner to loser)to bring theminto agreement

with eachother

5.5.1 Statedetermination

At thebeaginningof eachepoch the storagdayermustdeterminghe stateof eachmirrored
disk andperformappropriateecovery actions.Thekey goalof this stageof recoveryis to

avoid allowing adiskto recover (andmake progress)n solomodeif thatdiskis notalready
up-to-date.In particular in anepochin which only onedisk of a mirror pairis available,
the systemmustnot let that disk recover in solo modeif it is possiblethatthe currently-
unavailablereplicahad previously recoveredin solo modeitself. If the otherreplicahad

recoveredin solomode thenthe currently-aailabledisk would not be up-to-date.
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Eachphysicaldisk hasin its superblocka recordof the last epochin which the disk
recovered,andwhethertherecovery wasin mirroredor solomode.At the beginningof an

epoch.avirtual disk maybein oneof four possiblestates:

1. Both physicaldisks are available. After winner selectionand reconciliation(see

below), thevirtual disk recosersin normal(mirrored)mode.

2. Onephysicaldiskis available,andit recoveredin the previousepoch.Sincethedisk
did not "miss” an epoch,its partnerdisk could not possiblyhave madeary more

recentsolo-modeprogressThereforethevirtual disk recoversin solomode.

3. Onephysicaldiskis available,andit did notrecoverin the previousepochbutit did
recover in solo modesincethe otherreplicalastrecorered. Although the available
disk missedan epoch,the otherreplica could not have madeprogressduring the
missedepochbecausét would not have beenup to date(it would have seencase4

below). Thereforethevirtual disk recosersin solomode.

4. Onephysicaldiskis available,andit did notrecoverin thepreviousepoch.andit did
not recover in solo modesincethe otherreplicawaslast available. In this casethe
otherreplicamay have madesolo-modeprogressn a previous epoch;thereforethe
virtual disk is not allowedto recover, asthe availablephysicaldisk maynot beup to

date.

In the rst threecaseghevirtual disk is ableto recoverin the new epoch;however, in
the fourth case the virtual disk cannotrecover. This is desiredbehaior if the currently
availablereplicais actuallyout of date;the systemshouldnot proceedn this casebecause
to do so would causepastupdateson stablestorageto be lost. SeeFigure5.2 for some
examplesof thesecases.

However, it is also possiblethat the systemmay not make progresseven when the

available replicais up to date. This could occur for example,if a power outagekills
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Replica 1 Replica 2

Time Epoch 12

Epoch 13

I Epoch 14

Epoch 15

Epoch 16

Figure 5.2: Storagelayer statedetermination. Replicas1l and 2 are both available in
Epoch12. In Epoch13, neitheris available. In Epoch 14, both are available and the
virtual disk recoversin mirroredmode.In Epochl5, replical is availableandrecoversin
solomode.In Epochl6,replica2 is available,but sinceit is notupto date,it is notallowed
to make progress.

both replicassimultaneouslyand then one of the replicasrecovers several epochslater,

triggeringcase4 above. Althoughit hasnot beenimplementedn Pulsar thereis a way
to reducethe incidenceof thesefalse positves. Since eachepochrequiresa majority
of the nodes,every epochmust have at leastone nodein commonwith the preceding
epoch. Thus,thereis a trail of livenessall the way backto the lasttime eachreplicalast
successfullyrecovered. If eachnodekeepsa recordof the mostrecentepochin which

every disk hasrecovered,andthe recordsare passedo eachmemberof eachnew epoch
and augmentedver time, then the storagelayer will have enoughinformationto be as

aggressie aspossibleduring statedeterminatior?

30Onecaveatto this planis thatit requiresthe livenesgecordsto be written to stablestorage.However,
thenodesn anepochmaynothave ary stablestorageatall. This canberemediedy rede ningthequorum
requiremento be a majority of thedisksin the systemyatherthana majority of thenodes.
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5.5.2 Winner selection

Evenif both disksof the mirrored pair are available at the beginning of an epoch,there
is the possibility that they may not be exact replicasof eachother This situationarises
whenanend-of-epocltondition(or crashof oneof the hostnodes)reventsonedisk from
performingits half of a mirrored update. Sincea half-performedmirrored write is not
reportedcompleteto the caller, the storagelayer may chooseeitherto roll backthe write
or to performit fully, but eitherway, it mustensurethatthe disksagree. The processof
bringingthe disksinto agreemenis calledreconciliation but beforethatcanhappenpne
of thedisksmustbe choserasthewinner. Any blockswhich differ betweerthe two disks
arecopiedfrom thewinnerto theloser

The winner selectioncode examinesthe disks' superblockgo determinethe epoch
in which eachdisk last successfullyreconciled;whichever reconciledmore recentlyis

declaredhewinner. In the caseof atie, thewinneris determinedarbitrarily.

5.5.3 Reconciliation

Oncethewinnerhasbeendeterminedreconciliationbegins. The systemmust nd theset
of all blockswhich may differ. Dependingon the modein which eachdisk lastoperated
(normalor solo), this informationresidesn the singlelog block or the bitmap. The setof
possiblydiffering blocksis the unionof the blocksnamedn thesedatastructures.

To reconcile the winnerreadsboththe losers logs andits own logs, combiningthem
into a setof blocksto be copied. Thewinnerthenreadseachblock in the setfrom its own
disk andwritesit to the loser's disk usingthe physicalwrite proceduregrom Section5.3.
Whenreconciliationis complete bothwinnerandlosercleartheirlog blocksandbitmaps,
andrecordthe currentepochnumberin their superblocks.Whenall mirrored pairshave
reconciled,the storagdayer signalsthe next higherlayer above (typically the coherence

layer)andbeginsservicingrequests.
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5.6 Summary

This chapterhaspresentedhe disk accessand mirroring mechanism®f Pulsars storage
layer The storagelayer implementsvirtual disks, which may be mirrored, and whose
backingphysicaldisks may resideon ary nodein the system. The storagelayer usesa
loggingschemeo ensureatomicity of updatego mirroreddisks.During recovery, thelogs

allow the mirroreddisksto bereconciledef ciently .



Chapter 6

Cachecoherence

Thecoherencdayeris responsibldor providing cachecoherenticcesso disk blocks.Like
the layersbelow it, the coherencdayer usesepochso delimit time into periodsof stable
con guration. Eachoperationin the coherencdayeris taggedwith the epochin which it
originated.

Cachecoherenceaneansthat while disk blocks may be held in memoryat ary node,
changeanadeto a block at any nodeare instantly available on all othernodes. Cache
coherencensureshatevery block operationusesan up-to-dateversionof the block.

Pulsarscoherencéayerborrovssomeconcept$rom distributedsharednemory(DSM)
systemg63]. In distributedsharedmemorysystemsmemoryon physicallydistinct ma-
chinescanbe treatedasif it were sharedmemoryon a bus-basednultiprocessar Soft-
wareimplementation®f DSM usememory-managemeihmardwareto detectaccesseso
“shared’pagesof memory andship pagesof memoryfrom machineto machineto create
theillusion of a sharedmemory

To increasethe performanceof DSM systems,researchertiave developedrelaxed
consisteng models[18, 38, 55], which wealenthe consisteng guaranteesf the DSM in

returnfor betterperformancelUsersof suchsystemshave learnedto structuretheir appli-

65
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void *readlock(vdevid, blockid,  epochid)
void *writelock(vdevid, blockid,  epochid)
unlock(vdevid, blockid,  epochid)

Figure6.1: Coherencéayerinterface.

cationsto achieve the affectsof strong(sequentialonsisteng evenwhenthe underlying
DSM systemexhibits wealer consisteng.

Onesuchwealer consisteng modelis entry consisteng [9]. In entry consisteng, a
cachedcopy of ashareddataobjectis not broughtup-to-datesxceptby speci ¢ requesbf
theapplication.This givesthe underlyingDSM wide e xibility in its updatestrategy, and
increaseperformancdy eliminatingeager(andmostlyunneededyipdatesThedravback
to this consisteng modelis thatthe programmemustexplicitly notify the DSM system
beforereadingor writing any sharedmemorylocation.

Pulsarusesentry consisteng in its coherencdayer, usingthe disk block (typically 4
kilobytes) asthe unit of granularity Beforereadingor writing a cacheddisk block, the
usermustnotify the system,so that the cacheddisk block can be broughtup-to-datein
local memory Unlike anentry-consistenDSM system this pre-accessoti cation is not
a signi cant programmingburden,becauseahe expecteduserof the coherencdayer, the
le system,is alreadycodedin sucha style — beforeaccessinghe datain a disk block,
the le systemmust rst readtheblock from thedisk. By combiningthe entry-consistenc
noti cation with the disk-acces®peration,Pulsarachieves a cache-cohererdistributed

sharedlisk without signi cantly alteringthe programmingmodel.

6.1 Coherenceoperations

As shown in Figure 6.1, the coherencdayer usesthree primary entry pointsto achieve

cachecoherenceThereadlock functionacquiresalock onacachedcopy of adiskblock,
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andreturnsa pointerto the block in local memory The block may resideon ary virtual
disk exportedby the storagelayer, regardlessof physicallocation. The cachedblock is
guaranteedo be up-to-dateandno othernodemay modify the block's contentswhile the
readlock is held. The callermayreadfrom the cachedlock asoftenasdesired Whenthe
calleris nished with theblock, it callsunlock to releasahelock, invalidatingthe pointer
to thecachedlock.

Likewise,writelock  acquiresalock on aread-writecopy of a disk block. The caller
may read and/orwrite the block, and mustcall unlock when nished. The coherence
layerensureghatatary time thereis only a singleoutstandingwrite lock, or zeroor more
outstandingreadlocks. Thesesingle-writermultiple-readersemanticsensurethat each
nodealwaysseesanup-to-datecopy of eachblock.

For blocksthatareto be completelyoverwritten,the caller may usean optionalargu-
mentwhich instructswritelock  to acquirean exclusive read-writelock on a block, but
without fetchingan up-to-datecopy of the block. The no-fetchform of writelock  has
betterperformancehantheordinarywritelock  andis usefulfor allocatingspacefor new
les, or fully overwriting blocksof existing les.

Blocks modi ed by writelock  are not immediatelywritten to disk when they are
unlocked. Instead,they remaindirty in the cache. A dirty block is written to disk when
it agesout of the cache or at arny othertime the coherencdayer nds corvenient. A user
of the coherencdayer may alsotrigger a disk write with the sync entry point, which is
describedn Chapter7. Thesync functionblocksthe calling threaduntil the given block
is safelywrittento disk.

Dirty blocksmay be sentto othernodesandreador re-modi ed multiple timesbefore
reachingdisk. This propertyintroducegherisk of datalossshoulda machineor network

link fail. In particular changesnadeby onenodemay belostwhena differentnodefails.
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Pulsamoti es usersof the coherencdayerwheneer datamay have beenlost, by starting
anew epoch.

Locks acquiredby readlock or writelock  remainvalid acrossepochboundaries.
However, whenan epochends,somerecentlymodi ed blockswhich have not yet been
written to disk may be lost. Usersof the coherencdayer may usesync to ensurethat
blocksreachstablestoragein a timely manner;if the epochendsbeforethe appropriate
sync callsreturn,thentheusershouldperformthe updatesagainin thenext epoch.Onthe
otherhand.,if inde nite write-behindis desiredthe usercanusedependence® enforcea
partial orderingon certaindisk writes. For example,the le systemusesdependence®
limit the amountof damagehatcanoccurto its datastructuresn a crash. Chapter7 has

moreinformationaboutdependences.

6.2 Coherenceprotocol

The coherencdayerimplementsreadandwrite locking with licenses(alsoknown asto-
keng. A nodewhich holdsareadlicensefor ablock maylock thatblock for reading(using
readlock ) without sendingany messagesLik ewise, a nodeholding a write licensemay
lock the block via writelock  without sendingmessagesThis stratgy exploits temporal
locality; blocksthatarefrequentlyaccessetly particularnodescanbere-accessedithout
incurringary network lateng penalties.

Licensedor a particularblock aregivenout by thatblock's coheencemanager. Each
nodeactsasthe coherencananageifor someof the blocks which resideon that nodes
disks. Thus,for blocksthataremirroredon two disks,therearetwo possiblecandidates
for coherencenanagerin this caseoneof thenodesactsascoherencenanagefor theodd
blocksandthe othernodeactsascoherencenanageifor the evenblocks. Theidentity of
the coherencenanagefor arny block is thereforeeasilycomputedrom the block number

andthe systemcon gurationinformationfor the currentepoch.
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Beforeanodecanacquirealock onablock,thenodemustobtainanappropriatdicense
from the coherencenanagemby sendinga requestmessageThe coherencananagewill
eventuallysendbacka messag@rantingthelicense(andcontaininganup-to-datecopy of
theblock, if appropriate)Thenodemaythenholdthelicenseaslong asit wishesJocking
andunlockingthe block at will, without sendingary messageswWhenthenodeno longer
needsthe license,it may voluntarily relinquishits licenseby sendinga messageo the
coherencenanagerAlternately the coherencenanagemay senda messageevoking the
license.A nodethatrecevesarevoke messagaeednotimmediatelyrelinquishthelicense;
indeed jt mustwait until all of thelocksheldonthatlicensehave beernreleasedia unlock
calls. But it musteventuallyrelinquishits licensebackto the coherencenanager

The coherencenanagerfor a block mustremembemvhich nodeshold which licenses
for theblock. Thisinformationis keptin a hashtable,keyedby blockidenti er, calledthe
licensedirectory Beforegrantinga license the managemustcheckthelicensedirectory
to ensurethatno con icting licensesexist. Any time a licenseis grantedor relinquished,
themanageupdategshelicensedirectoryto re ect thenew state.

Pulsars useof alicensedirectoryechoeghe directory-based¢achecoherencenecha-
nismusedby the DASH multiprocessof60, 61] to implementdistributedsharedmemory
in hardware. In DASH, eachblock of sharednemoryhasa homenode;the identitiesof
thenodescachingeachblock of memoryarerecordedn thedirectoryattheblock's home
node.Pulsarappliesthisideato sharedlisk blocks.

Pulsars cache-coherengarotocolis basedon similar protocolsusedin distributed le
systemssuchas Sprite[69, 71], AFS [49] andEcho[11, 64]. While thesesystemsvary
in the detailsof the coherencerotocol(particularlyin casef concurrentwrite-sharing),
theirbasicideais thesame:clientsacquirereadandwrite tokensbeforeaccessinge data,
andthe managersevoke thesetokenswhenother clientsrequestcon icting tokens. An

importantdifferencebetweerthesesystemsandPulsars coherencéayeris the granularity
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| Messagel Sender | Meaning
REQ1 Client Requestor readlicense
REQ2 Client Requestor write license
GRAl | Manager Grantof readlicense
GRA2 | Manager Grantof write license

REV1 | Manager| Revokedown to readlicense
REVO | Manager| Revokedownto nolicense
REL1 Client | Relinquishdown to readlicense
RELO Client Relinquishdown to no license

Table6.1: Coherencgrotocolmessageypes

of coherencejn thesesystemsthe granularityis an entire le, while for Pulsarit is an

individual disk block.

6.2.1 Messages

Pulsars license-basedor token-basedroherencegrotocolhasfour messageypes,each
with two variations,for a total of eight differentkinds of messages.Table 6.1 lists the
messagéypes.

The numbersat the end of the messageamesreferto licensetypes. “2” refersto a
write license,“1” refersto areadlicense,and“0” meanso license. The REQxmessages
arerequestdor licenses- REQlis arequestor a readlicense,andREQ2requestsa write
license. The GRAxmessagegrantlicensesin responseo requests.GRAlgrantsa read
license,while GRA2grantsa write license. The REVx messageare commanddrom the
manageffor license-holderso give up their licenses.REV1 means‘pleasegive up your
write license,but you may retaina readlicens€. REV0 means‘pleasegive up whatever
licenseyou have? The RELx messageselinquishlicenses— REL1 relinquishesa write

licensebut retainsareadlicense while RELO relinquishesall licenses.
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6.2.2 Coherenceexample

By way of example,considera Pulsarsystemwith threenodes,A, B andM. NodeM is
thecoherencenanagefor aparticularblock; nodesA andB actasclientsin thecoherence
protocolfor the block. At systemboottime, the block doesnot appeatin ary caches- it
exists only on the disk at nodeM. SupposeA wantsto readthe block. It sendsa REQ1
messagéo M, requestingareadlicenseanda copy of the block. Uponreceiptof the REQL
messagelM readsthe block from diskinto its local cacheandsendsa GRA1messag®ack
to A, appendinga copy of theblock's contentsNodeA maynow acquireandreleaseead
locks at will. Later, A wishesto write the block, soit sendsa REQ2message¢o M. M
replieswith a GRA2Zmessagéno datais appendedasA alreadyhasan up-to-datecopy of
theblock).

Now nodeB wantsto modify theblock,andsoit sendsa REQ2messagéo themanager
nodeM. M cannotimmediatelygranta write licenseto B, becauseéA holdsa con icting
license.SoM sendsaREVOmessagéo A, askingit to relinquishits license.NodeA waits
until the block is unlocked, thensendsa RELO messagéo the manageM, appendinghe
block's datato the messagendinvalidatingthe copy in its cache. Upon receiptof the
relinquishmessagethe managesendsa GRA2messagéo nodeB, grantingthelicensethat
it hadpreviously requested.

If nodeA wantsto readagain,it sendsa REQ1to themanageM. M sendsa REV1to B,
revoking thewrite licensebut leaving B areadlicense.After B respondsvith aREL1 (with
the newly-modi ed block contentsappended)M cangrantA's requesby sendinga GRA1

andtheblock data.At this point,both A andB have readlicenses.

6.2.3 Protocol states

Themanageandclientsarenotallowedto sendarbitrarymessagesequestndrelinquish

messagesay only be sentby the client, while grantand revoke messagesmay only be
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| State| Meaning |
NON No license
NO1 No license readrequested
NO2 No license write requested
NIN Readlicense
N12 Readlicense write requested
N2N Write license
01N Readlicense all revoked
012 | Readlicense write requestedall revoked
02N Write license all revoked
12N Write license readrevoked

Table6.2: Coherencerotocolstates.

sentby the coherencananager In addition,messagesmay be sentonly at certaintimes,
dependingon what messagebave alreadybeensentandreceved. For instancea client
cannotsenda REQ2messagdf it alreadyhasawrite license,anda manageccannotsenda
GRAlmessagé it hasnot alreadyrecevedallicenserequest.

Thetypesof messagethatcanbesentdependnwhatstatethe sendingnodeis in with
respecto a givenblock. The setof possiblestatess de ned by threeproperties.The rst
propertyis thetype of licenseheld,which canberepresentetdy a0 for nolicense,al for
areadlicense,anda?2 for awrite license.Secondhereis thetype of licensethathasbeen
requestedeitherN for no request,1 for areadrequestand2 for a write request. Third,
thereis thetypeof ary outstandingevocation eitherNfor norevocation,l1 for arevocation
to readlevel, andO0 for afull revocation.

A statecanbedescribedy juxtaposinghethreepropertiespy corvention,Pulsaruses
the orderingrevocation-licenseequest Thereare 27 possiblecombinationsof the three
properties.However, sincetherequesipropertymustbe eitherN or anumbergreaterthan
thelicenseproperty andtherevocationpropertymustbe eitherN or anumberessthanthe

licenseproperty thereareonly tenvalid states.They areshavn in Table6.2.
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Figure6.2 shaws a statetransitiondiagramconstructedrom theseten statesthe dia-
gramdisplaysall of the messagewhich canbe sentfrom eachstate.Eachnoderepresents
one of the ten states. An edgeconnectingtwo statesA and B indicatesthat sending
that messagewhile in state A moves the senderinto stateB. If one assumeshat the
network deliversmessagemstantly(anincorrectassumption)theneachedgecanalsobe
interpretedasthe statetransitionthat occursfrom receivinga messagaswell assending

it. Thetransitionsapplyto bothclientandmanagesimultaneously

6.2.4 Delayed messages

The protocol given in Figure 6.2 assumeghat messagesire delivered instantaneously
However, sincemessagetake timeto bedelivered,it is possiblehatmessagemightcross

eachotheron thewire. Not only doesthis imply thatmoreedgesareneededn the graph

to accountfor situationsin which delayedmessageatrrive, it alsoimpliesthat client and

managemight eachhave differentideasof whatstatethey arein.

For example,at boottime, both client andmanageiarein stateNON (no license). The
client sendsa REQ1messagand movesinto stateN01 (no license,readrequested).The
REQl1messages still on the wire, and so the client and managerare in differentstates.
Eventuallythe messagarrivesatthe managermoving it into stateN01 aswell.

Now supposehat the managemgrantsthe client's request;eventually both client and
managemove to stateN1N (readlicense).Theclientthenwishesto obtaina write license,
andsendsa REQ2messagemoving into stateN12 (readlicense,write requested) At the
sametime, the managesendsa REVOmessagandmovesinto state01N (readlicense all
revoked). At this point therearetwo messagesn the wire andthe clientandmanageare
in differentstates.

Whenthe REQ2messagarrivesat the managerthereis a problem. Thereis no REQ2

edgeadjacentfrom node01N, becausedhe client is not allowed to senda REQ2message
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Unlicensed
Read requested

NON

Unlicensed

RELO\ Read licensed

01N

Read licensed
All revoked

NO2

Unlicensed
Write requested

12N

Write licensed
Read revoked

02N

Write licensed
All revoked

d REVO

Write license

N12

Read licensed
Write requested

012

Read licensed
Write requested
All revoked

Figure6.2: Statetransitiondiagramfor theinstantaneous-messag®del.
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while it is in state0O1N. However, the client didn't breakary rules; it thoughtit wasin
stateNIN whenit sendsthe REQ2 message. The non-instantaneousatureof message
delivery meanghatthetransitiondiagrammustcontainsome“extra” edges.Theseedges
correspondhot to messagesghat canbe sent,but to messagethat may be receivedas a
resultof network delays.Theseedgesarecoloredgrayin Figure6.3,thefull statetransition

diagram.

6.3 Protocolanalysis

Severalprevioussystemg11, 27, 49,54, 84] have usedcoherencerotocolssimilarto Pul-
sar's, but no thoroughanalysisof the protocolhasbeenpresentedThis sectionexamines

someof the propertiesof the protocol.

6.3.1 Global states

Sincethecoherenc@rotocolinvolvestwo parties(theclientandthemanagertonnectedby
anon-instantaneousetwork, agumentsaboutonenodes ideaof “state” arenot sufcient
to verify the protocol. The global statereally consistsof four components:ithe client's
local state,the managess local state,the queueof messagesn the network destinedfor
the client, andthe queueof messageen the network destinedor the managerEachnode
canbein oneof tenlocal statesandthe two network queuescanbein an undetermined
numberof statescorrespondingo all the combinationof messagethatmaybein transit

simultaneouslylt is notimmediatelyclearhow mary globalstateshereare.

6.3.2 Desired properties

It would be desirableto demonstratehat the coherenceprotocol hasthe following four

properties:
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REVO REV1
REV1

REVO
REV1

N1IN

RELO\ Read licensed

Unlicensed
Read requested

NON

Unlicensed REQ2

REVO O 1IN

Read licensed
All revoked

REQ2

Unlicensed
Write requested

REL1

RELO
REL1

02N

Write licensed
All revoked

12N

Write licensed
Read revoked

Write licensed REVO

N12

Read licensed
Write requested

REV1

012

Read licensed
Write requested
All revoked

RELO

Figure 6.3: Statetransitiondiagramfor the non-instantaneous-messag®del. Black
edgesndicatetransitionswhich canbe madeby sendinga messager receving a prompt
messageGray edgesndicatetransitionsdueto receiptof a delayedmessage.
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Property 1 Thenumberof global statess bounded.

Property 2 No messge can arrive whenthe recipientis in a statewhich hasno edge

correspondingo themessge.

Property 3 In all global statesn which thenetworkis emptybothclientandmanayer are

in thesamedocal state

Property 4 In every global state the client's local licenselevel never higher than the

manayer'slocal licenselevel.

If Propertyl is false,andthe numberof global statess unboundedthenit is possible
for the queuef messagesnthenetwork to grow withoutlimit. * Clearly, for the protocol
to be practical,Propertyl mustbefoundto hold. If Property2 is false thenthe statetran-
sition diagramis incomplete becauset doesnot specifyall of the messagewnhich could
berecevedin eachstate.If Property3is false,thentheprotocolitself is incorrect,because
the client and managemay permanentlydisagreeaboutthe stateof a block. Finally, if
Property4 doesnot hold, a raceconditionexistswherethe managemayincorrectlygrant
con icting licensespecaus¢éhe managesideaof aclient'slicenseis lessthantheclient's
ideaof its own license.

If Propertyl holds,thenan exhaustve walk of the global statespacecanverify Prop-
erties2, 3, and4. Giventhe numberof statesinvolved, the walk is bestattemptedoy a

computemprogram?

6.3.3 Statewalk program

Thestatewalk programuseghestatetransitiondiagram(adirectedgraph),asetof already-

visited global stategimplementedyy a hashtable)anda queueof global stateso visit (a

1This mightbethecasif, for example eachmessageecevedby anodecausedwo message® besent.
20f course|f Propertyl doesnot hold, thenthewalk will never terminate.But it mayterminate soit's
worth atry.
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linkedlist) asits primarydatastructuresThestatequeuds initialized to containtheglobal
statein which the client and managerare both in local stateNON (no license),and both
network queuesareempty Thesetof visitedglobalstatess lik ewiseinitialized to contain
thesamaeinitial stateasits only member

After initialization, the statevalk programrepeatedlytakesa global statefrom the state
gueueand, using the statetransition diagram, determineshe set of possiblesuccessor
states. A successostatecanbe generatedor eachnon-grayout-edgeof the client and
managestatesjn eachof thesesuccessostatesonemessagés addedto the network and
the senderof the messagéasits local stateadvancedaccordingto the transitiondiagram.
In addition,up to two successostatescanbe generatedy delivering messagefrom the
two network messagejueuesjn thesesuccessostatesone messagés removed from the
network and the recipienthasits local stateadwancedaccordingto the statetransition
diagram® Whenthesetof successostatess determinedthesestatesarecomparedgainst
the setof already-visitedstates. Thosesuccessostateswhich have not beenvisited are
placedin the queueof statesandarethemselesaddedto the setof already-visitedstates.
Thenthe statevalk programselectsa statefrom the queueandrepeatghe algorithm. The
algorithmterminatesvhenthe queuebecome&mpty

If the algorithmterminateswithout error, thenthe global statespaceis boundedand
Propertyl holds.Property2 mustalsobesatis edif thealgorithmterminatesIn addition,
it is a simple matterto examinethe setof visited statesand determinewhetherProper
ties 3 and4 hold. The statewalk algorithmterminateson the statetransitiondiagramof
Figure 6.3. The protocolhas124 uniqueglobal states;thesearelisted in AppendixA.
Properties3 and4 hold; in every casewherethe network is empty the clientandmanager
agree,andthe client's ideaof its licenselevel is alwayslessthanor equalto that of the

manager

3If thereis no appropriateedgefrom the recipients local states nodein the transitiondiagram,then
Property2 is false,andthealgorithmterminateswith anerror.
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6.4 Recovery procedures

The precedingdiscussiorhasassumedhatall messagearedeliveredandthatthe system
remainsstable. Theseassumptionsrereasonabl@uring an epoch,but they breakdown
at epochboundaries. This sectiondescribesvhat the systemdoeswhen messagegand
possiblyentirenodes)arelost at epochboundaries.

Whenthe systembeginsrecovery at the startof a nev epoch,someof the nodesmay
still hold cacheccopiesof blocks(andtheirlicensesfrom the previousepoch.Somenodes
from the previous epochmay have crashedor beenpartitionedaway, taking cacheddirty
disk blockswith them. Still othernodesmay have joined the currentepochafter being
partitionedaway from the quorumof nodespossiblyfor severalepochs And nally , some
nodesmayhave justbootedup. Thecoherencéayer's recorery codemustcopewith all of
theseconditions.

Anotherpotentialdif culty in recovery concernghe coherencenanagersAt the start
of anew epoch,somecoherencenanagersnay retainlicensedirectorydatafrom the pre-
viousepoch.Othercoherencenanagersnay have crashedr beenpartitionedaway — and
sobackupcoherencenanagerseedto beidenti ed. Pulsarusesanunavailablemanages
mirror partnerasthe backup. However, identifying backupmanagerss not enough;the
contentof themanagerslicensedirectorieamustbe broughtinto synchronizationvith the
licensesheldattheclients.

Onestrategyy for cachecoherenceecovery is to revoke all locks andlicensesat epoch
boundariesThisis asimple,easy-to-understarstratagy, but it hasa numberof disadan-
tages. First, all cachesnuststartcold at the beginning of eachepoch. For applications
which cachea lot of read-onlydata(suchas web seners), this implies a large cache-
warmuppenalty Second,all cacheddirty datais lost at the end of eachepoch. While
judicious use of dependencesan limit the damagethat can occurto le systemdata

structuresthe damagethat doesoccuris generallya disk spaceleak. Leaking spaceis
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acceptabléf it occursonly whendatais lostdueto machinecrash,.e. whentheonly copy
of the dirty datawasin the cacheof a crashednachine.But if every small con guration
changeresultsin losingall of the dirty datain all of the machinesthe spacdeaksbecome
toolarge.

Becaus®f thesedisadwantagesPulsarusesatotal-reconstructiostrateyy to regenerate
cachecoherencenformationat the beginning of eachepoch.Whenan epochbegins, the
managersliscardall of the informationin their licensedirectories. Then,the clientsthat
weremembersf the previous epochinform the managersvhatlicenseshey areholding.
Themanagerseconstructhelicensedirectoriesrom thisinformation. Clientscontinueto
hold licensesacrossepochboundariesandary locksheld continueto bevalid.

Clientswhich were not part of the previous epoch(for instance thoseclientswhich
were partitionedaway from the groupfor one or more epochs)mustdiscardary licenses
they hold. If any locks were held using theselicenses,thoselocks becomeinvalid. A
client which loseslicensesin this fashioninforms its lock-holdersby returninga “lock
revoked” errorwhentheuserthreadattemptdo unlocktheblock. Theuserthreadcanthen
dowhateveris neededo re-dothework it wasattemptingto perform.

Clients “truncate” their statebeforereportingto the managers. They eliminatethe
requestand revoke elementsof the state,always reportingNON, N1IN or N2N Clientsdo
this becausesomedetailsof outstandingequestgsuchaswhetheror not to fetcha copy
of theblock whenacquiringawrite license)arenot capturedn the statealone.Truncating
the stateto NON, NINor N2Ndoesnot causeary additionallossof information.

One problemthat the coherencdayer must overcomeduring recovery involves the
lowerlayers'policy of droppingmessageattheendof anepoch.Theanalysiggivenabove
shavsthatif all messageareeventuallydelivered,thenbothclientandmanagehave the
samestatewheneer thereareno messagesn thewire. However, if somemessagemay

bedroppedattheendof anepoch thenwhenthenew epochbegins,theclientandmanager
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may not bein the samestate.But sincethe managersliscardtheir stateinformationat the
beginning of eachepochandreplaceit with stateinformationprovided by the clients,the
clients'andmanagersstatesareidenticalaftertherecovery periodatthe beginningof each

epoch.

6.5 Summary

This chapterhaspresentedhe cachecoherencenechanisnof Pulsars coherencdayer.
Pulsarusesa license-basegrotocolto implementcachecoherencet disk block granu-
larity. Eachdisk block hasone nodedesignatedasits coherencenanager;this nodeis
responsibldor grantingandrevoking licensesbasedon requestdrom othernodes. For-
mal validationof Pulsars coherencerotocoldemonstratets correctnessinderrealistic
network conditions. At epochboundariesthe coherencédayer usesa total-reconstruction

techniqueo reluild thelicensedirectoriesatthe managers.



Chapter 7

Dependences

Dependenceareamechanisniby whichthePulsarsystenmimpartsa partialorderon certain
delayedwrites. Dependenceareimplementedy thecoherencéayer;the le systemayer
usesdependencet® affect the orderin which dirty in-memoryblocksreachtheir backing
disks.Dependenceareespeciallyusefulfor metadatavrites,which havetraditionallybeen
madesynchronougo avoid le systemcorruptionin the event of a crash. Dependences
allow the le systento make delayedmetadatavrites,while still limiting thedamagehat
canoccurto the le systemson-diskdatastructuresn acrash.

Section7.1 describesPulsars implementationof location-independergynchronous
disk writes. Subsequensectionsdiscussdelayedmetadatanrites, the semanticof de-

pendencesandtheirimplementatiorin Pulsar

7.1 Synchronousdisk writes

Pulsars coherencdayer providesa sync primitive which writes a dirty block from the
coherencdayer's cachebackto the underlyingdisk. Figure7.1 shaovsthesync interface.
The le systemusessync to implementthe higherlevel fsync function, but sync 's main

useis asasubroutinefor the dependenceechanisndescribedaterin this chapter

82
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| sync(vdevid,  blockid,  epochid) |

Figure7.1: Syncinterface.

Thesync functionblocksthecalling threaduntil thegivenblock (speci edasavirtual
diskandblocknumberhasreachedtablestorageif thevirtual diskis mirrored,thesystem
ensureghatthe block is written to both replicasbeforesync returns. Thesync function
is locationtransparentthe speci ed block neednot be cachedat the nodecalling sync ,
andbecauseync usesPulsars storagdayerto performthe actualdisk writes, the block's
homedisk(s)maylocatedatarny nodein thesystem As in otherPulsaiinterfacesthegiven
epochid mustbevalid whenthecall is made.If theepochendsbeforethecall returnsthen
sync indicatesanend-of-epocttondition;in this casethe disk write may or maynot have
completedandthecallermustretry the operationf it wantsto besure.

Whenthe caller, a up-to-datecachedcopy of the block, and the block's homedisk
areall colocatedon the samenode,sync is implementedoy a straightforvard call to the
storagdayer. No extramessagearerequired.However, whentheseslementsarenotall on
thesamenode,messagemustbe sent.In the mostgeneralcase sync mustconnecthree
nodesthecaller, acurrentlicense-holdefor theblock,andtheblock'scoherencenanager
Thecallermustbeincludedbecausét initiatesthe syncandexpectsto benoti ed whenit
is nished. A currentlicense-holdemustbe includedbecausen up-to-datecopy of the
dirty block is required. Finally, the block's coherencenanagemustbe includedbecause
only the manageknows which nodesare currentlicensees.The messagewhich connect
thethreenodesform Pulsars syncprotocol Table7.1lists the messagéeypes.

Figure7.2 shavs the syncalgorithmfor themostgenerakase! Thecallerinitiatesthe

protocolby sendingga SYNCSTARTmessag#éo themanagerTheSYNCSTARTmessagenay

LIn the commoncase the dirty datais locatedat the nodecalling sync . In this case the SYNCSTART
messagéncludesa copy of the block, andthe syncprotocolconsistsof only two messageshe SYNCSTART
andthe SYNCDONE
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| Message | Sender | Recever | Meaning |

SYNCSTART| Caller | Manager| Syncthis block
SYNCDONE | Manager| Caller | Sync nished
CKPTREQ | Manager| Licensee| Pleasesendbacka snapshot
CKPTREP Licensee| Manager| Hereis thesnapshot
CKPTFAIL | Licensee| Manager| | nolongerhave this block

Table7.1: Syncprotocolmessages.

callersendsSYNCSTARTto manager
while datais notlocal to manager:
managesend<CKPTREQto licensee
licenseesendsCKPT.REPor CKPTFAIL to managef
managemritesblock to disk via storagdayer
managesendsSYNCDONRo caller

Figure7.2: Syncalgorithm

or may notincludeanup-to-datecopy of the block, dependingon whetherthe callerhasa
valid license.Whenthemanagerecevesthesyncrequestnessagdt checkdo seeif it has
an up-to-datecopy of the block; a copy may have arrived with the SYNCSTARTmessage,
or the managemay have alreadyhada copy in its local cache.If the manageidoesnot
have an up-to-datecopy of the block, it sendsa CKPT.REQmessagéao one of the license-
holdingnodesyequestinga snapshoof theblock. Onreceiptof thecheckpointequestthe
licenseenormally sendsbacka snapshoof the block in a CKPT.REP message However,
it is possiblethat the licenseerelinquishedits licensewhile the CKPT.REQmessageavas
en route, in which casethe (now former) licenseerespondswvith a CKPTFAIL message,
indicating that the managershouldask anotherlicensee. Eventually the managernds
an up-to-datecopy of the block andcommitsit to stablestorageusingthe storagdayer's
write _block function. Thenthe managesendsa SYNCDONEmessagdackto the caller,

endingthe protocol.
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In someways, Pulsars syncprotocolresembles stripped-davn versionof the coher
enceprotocol. Theresemblances particularlystrikingin themethodoy whichthemanager
requestxheckpointof blocksfrom the licenseholders.However, the coherenceprotocol
is unsuitablefor implementingsync becausdhe coherenceprotocolallows blocksto be
locked,which implies potentiallyunboundedvaiting. Sincethe semanticof sync do not

allow for inde nite waiting, aseparatgrotocolwith boundedwait timesmustbe used.

7.2 Delayed metadatawrites

Traditionally, all modi cationsto disk blockscontainingmetadatdnave beensynchronous:
wheneer a le systemupdatesthe contentsof a metadatablock, it hasto wait until
the modi ed versionof the block is on stablestoragebeforeit can continueoperation.
Traditionally, le systemshave not implementeddelayedmetadatawrites (also known
asmetadatawrite-behing becausdeaving metadateblocksdirty in the cacheintroduces
seriousvulnerabilitiesinto the system.If a crashpreventssomedelayedmetadatawrites
from reachingstablestoragethenatraditional le systems on-diskdatastructurescould
becomecorrupt. If thiswereto happenthe only way to repairthe le systemwould beto
performanexhaustve crawl of the le treeduringrebootor recovery, usingatool suchas
fsck [67].

Figure 7.3 shavs an example: anew le beingaddedto a directory This operation
requireswo disk writes,oneto initialize the new inodeandoneto write the new directory
entry. However, a crashcould preventoneof the writesreachingdisk. It is imperatve that
theinitialization of thenew le' sinodereachdisk beforethe write to the directoryentry,
If the two blockswereto reachdisk in the oppositeorder thena crashcould causethe
directoryentryto pointto anuninitializedblock onthedisk, causingle systemcorruption.

Many modernproduction le systemq10, 77, 90, 93, 94] usejournaling asan alter

native to synchronousnetadatavrites. A journaling le systemwrites metadataipdates
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Figure7.3: Making anew le. Beforemakinganew le (a); after successfullycreating
the le (b); aftera crashpreventsthe directoryentry update(c); aftera crashpreventsthe
inodeinitialization (d).

into an on-disklog beforewriting themto their permanendisk locations. In the event
of a crash,the log is replayed. Journalingpermits metadatawrite-behindwhile guaran-
teeingthat metadataupdatesalways commitin order Additionally, somejournaling le
systemgrovide transactionsthatis, groupsof updatesvhich commitor abortatomically
Somejournaling le systemdog le contentsn additionto metadataproviding semantic
guaranteeaboutwrite-behindto userlevel software.

The main dravbackto journalingis the additionaldisk traf ¢ involvedin writing the
log. A relatedideais the log-structuredle system[78], in which all dataresidesin the
log permanentlyand the datadoesnot have to be copiedto a “permanenthome”.  All
writesgoto theendof thelog, whichallowsthe le systento usethefull contiguous-write

bandwidthof the disk for normaloperation. However, log-structuredle systemshave a
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signi cant dravback:when les aredeletedthefreedspaces notavailablefor writing new

databecause log-structuredle systemmusthave large contiguousextentsof disk space
for writing the log. To free space the systemmustgarbage-collectieaddata,a process
known ascleaning Cleaningoverheadis proportionalto le systemwrite actvity, and
reducegperformancesigni cantly [86].

Another methodof metadatawrite-behindis soft updates[35, 36]. This technique
annotategachin-memorymetadatalisk block with informationdescribingwhat updates
have beenappliedto it. Using this information, metadataupdatescan be rolled back
without affecting otherdatain the block — hencethe name*“soft updates”. Like Pulsars
dependenceghe soft updatestechniquemaintainsa partial orderingbetweenmetadata
updatesand forcesblocksto disk accordingto this ordering. Unlike dependencessoft
updateskeepsits information at the granularityof the individual metadatdtem (suchas
a directory entry or block pointer) and usesthe rollback mechanisnto limit the effects
of cascadingdependeng chainsby writing historical versionsof blocksto disk, while
keepingthe currentversionsin the cache. The drawvback of the soft updatesapproach
is compleity: every type of metadatan the systemmusthave a hardcodedsoft updates
mechanisnj37, 65]. Pulsars dependencegield comparablgerformancaisinga simple,

generaimechanism.

7.3 Dependencesemantics

An updateu to a cachedlocklogically precedesnupdatev if u mustreachdisk beforev
(or atthesametime asv). Whenthetwo updatesffectthe sameblock, logical precedence
is trivially implied by the temporalorderingof the updates:an earlierupdateto the block
mustreachdisk ator beforea laterone.

However, whenupdatesaffectdifferentcachedlocks,it is moredif cult to ensurethat

oneupdatereacheglisk beforethe other becauseitherblock may ageout of cache rst.
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typedef  struct vdevid,  blockid blockaddr;
dependence(blockaddr A, blockaddr B, epochid)

Figure7.4: Dependencenterface.

One(expensve) way to ensurethatan updateto a block A logically precedesn updateto
a differentblock B is to synchronouslywrite A to disk (via sync ) beforeperformingthe
updateto B. Pulsarprovidesa moreef cient mechanisnfor ensuringlogical precedence,
calleddependencesThe le systemusesthe coherencdayer's dependence functionto
establisldependencesndPulsarssync algorithmrespectslependencdsy neverwriting
blocksoutof order

Figure 7.4 shaws the interface to the dependencemechanism. A call to
dependence(A,  B)? establisheadependenciom block A to block B; roughlyspeaking,
this meangshat A will bewritten to disk beforeB. More precisely a dependencéom A
to B meanghatall updateso A madebeforethe dependencigically precedell updates
to B madeafter the dependenceFigures7.5 and 7.6 shav the effects of establishinga
dependence.

Pulsars le systemusesdependence® ensurehat(for instance)a new inodeis fully
initialized andstableon disk beforethe directoryentry pointing to the inodereacheslisk
— thatis, the inodeinitialization logically precedeshe directory update. The traditional
approachfor avoiding a danglingdirectoryentryis to synchronouslywrite theinodeand
then the directory However, using dependenceghe le systemwrites the inode and
leavesit dirty in the cache,then establisheghe dependencethen writes the directory
entry andleavesit dirty in the cacheaswell, thenreportssuccesso the user This use

of delayedwritesanddependencegelds le systemdatastructureintegrity equivalentto

2As in mostPulsarinterfacesa valid epochid  is required,andif the epochendsbeforethe dependence
call completesan“end of epoch”errorconditionis indicated. Therestof this discussioromitsreferenceo
theepochid argumentof dependence .
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[ Dependence(A, B)|

Block A I
Block B

Time

Figure 7.5: Dependencexample. Six delayedwrites are shavn, threeeachto cached
blocks A andB. Betweenwrites 3 and4, a dependences establishedrom A to B. This

dependenceneansthat write 2 mustreachdisk beforewrite 5, becausevrite 2 modi es

block A beforethe dependencandwrite 5 modi es B afterthedependence.

Figure7.6: Logical precedencén the exampleof Figure 7.5. Becausenwrites 2, 4 and 6
all modify the sameblock, write 2 logically precedeswrite 4, which logically precedes
write 6. Likewisewrite 1 precede$8, which precede®. Becausef the dependenceyrite
2 logically precedesvrite 5.

that of synchronousnetadatawrites, while avoiding the latengy penaltyassociatedvith
synchronousvrites.

It is importantto notethatdependencearea purelylocal concept:a dependencenly
affectsupdatesnadeby thenodewhichestablishethedependencd-or example,if node0
makesmodi cationsto block A, thennodel makesadependenciom block A to block B,
thennode 0 makes modi cations to block B, the dependenceloesnot prevent B from
reachingdisk beforeA. This is becauséhe modi cations were madeat a nodedifferent
from the onethatestablishedhe dependenceThis limitation is not a problemin practice,
becausehe sequenc®f updateoperationgequiredto performatask(suchascreatinga

le) alwaysoccuronthesamenode.
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7.4 Implementation

Thesetof all dependenceis a Pulsamode’s cachecanbethoughtof asa directedgraph®
Eachnodein thegraphrepresentadiskblock,andeachedgerepresentadependenciom
oneblock to another The edgesenteringa block are calledthe block's in-dependences
while theedgedeaving a block arecalledthe out-dependences

Pulsars implementatiorassociatesists of dependencewith eachblock in the cache.
Eachblock hastwo dependenchsts: onefor in-dependenceandonefor out-dependences.
Eachdependencappearsn thein-dependencelsst of onenodeandthe out-dependences
list of another

It is possibleto make dependencefor blockswhich are not currentlyin the cache.
This caseis actuallyquite common:for example,the systemmay modify block A, make
a dependencérom A to B, andthenreadblock B from disk and modify it. Whenthis
situationarises Pulsamakesa cacheentrywith invalid contentsandsetsup dependences
asif the block containedactualdata. Whenthe block is later readinto the cache,the
dependenceformationremainsvalid.

Whensync writes a block to disk, it clearsall of the block's out-dependencessthe
conditionsrepresentedby the dependencelare beenensured.Lik ewise, beforesending
a block to disk, sync checksto seeif the block hasary in-dependencesf oneor more
in-dependencesxist, thesystemattemptdo syncthedependenblock(s)— syncingablock
clearsall of its out-dependence$. the dependenblocksthemseleshave in-dependences,
thenmorerecursve sync operationsare required. Eventually whenthe original block's
in-dependenceareclearedthe block maybe safelysentto the disk.

Dependencearealsoenforcedwhenthe systemsendsa block to anothemode:before
a block maybe sentto anothemode,it mustnot have ary in- or out-dependenced. there

wereadependenciom A to B, andeitherA or B weresentto anothemnode thenacrashof

3Actually, the graphis a DAG. Seethediscussiorof dependenceyclesatthe endof Section7.4.
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the(only) nodecontainingA wouldleadto asituationwherethemodi cationsto B survive,
while thoseto A do not, in violation of the dependenceTo preventthis from happening,
beforesendinga blockto anothemode,the systemsyncsall of theblock'sin-dependences
(thusclearingthem),and,if theblock hasary out-dependencethesystemsyncstheblock
itself (thusclearingthe out-dependencezswell).

An alternatve to thesync-before-sensitratgyy is to includecopiesof all thedependent
blocks,alongwith arepresentationf relevantdependencatemseles.While this strategy
doesavoid somesynchronouslisk writes, it increase®n-the-wiretransmissiortime and
increaseshe pressureon spacein the cachesystemasa whole. Additionally, the prolif-
erationof dirty copiesof blocksimpliesa morecomplex syncprotocol(whenonecopy is
written to disk, the othercopiesmustbe made“clean”) or redundandisk writes (asdirty
copiesareredundantlywritten oneby one).

Anotherissueto considerinvolves dependenceycles. If a dependencevere made
from A to B, andthenanotherdependencevere madefrom B to A, the systemwould
have no way to know which block to sendto disk rst. Pulsaravoids this problemby
detectingandeliminatingdependenceyclesbeforethey arecreated.To determinavhether
dependence(A, B) would createa cycle, Pulsarrunsa depth- rst searchalgorithmstart-
ing atB. If thesearchreache#\, thenthedependenciom A to B would createacycle. To
preventthecycle, Pulsarissuesasync operationonblock B. Sinceasync operatiorclears
all of ablock's out-dependencethedependenctom A to B canbe madesafelywhenthe

sync nishes.

7.5 Summary

This chapterhaspresentedhe dependencesiechanisnof Pulsars coherencdayer. De-

pendenceallow the le systemto imparta partialorderon critical metadataipdatesThis
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orderingallows the le systemto use metadatanrite-behindto improve its performance

while preservingheintegrity of the on-diskdatastructures.



Chapter 8

Cluster le system

Pulsars le systemlayerprovidestheclusterapplicationwith acachecoherensharedree
of les, with anepoch-basetechanisnfor notifying the applicationaboutcon guration
changes.Thesharedle treeallows the clusterapplicationto create reador modify les
on ary nodewith full cachecoherencegchangegnadeat one nodeimmediatelybecome
visible throughouthesystem.

Pulsars le systemis a researchprototypeintendedto demonstratehe feasibility of
building a fault tolerantcluster le systemusingthe coherencédayer's sharedogical disk
interface. As such,it is the leastevolved of Pulsars layers. The systems designis based
ontheoriginalUnix le system[8]. Althoughsomechangesrerequiredto accommodate
concurreng andepoch-baseéhault tolerance Pulsars le systemcontainsmary familiar
componentsuchasinodes,directoriesdirect, indirect, anddouble-indirectolocks, free-
lists, superblock.etc. In addition, Pulsars cluster le systemusesdependencet limit
the damagesustainedoy the on-disk datastructuresin a crash— althoughsomeblocks

may be leaked} acrashdoesnot compromiseheintegrity of the le systemitself. Using

1The spacedeakis limited to thoseblocksbeingallocatedor deallocatedat the time of the crash. From
timeto time, agarbagecollectorcleansup blocksleaked by crashes.

93
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int open(path, flags, mode, epochid)
read(fd,  buf, bytes)

write(fd, buf, bytes)

Iseek(fd, offset,  whence)

fsync(fd)

struct fs _stat *fstat(fd)

fchmod(fd,  mode)

fchown(fd,  owner, group)

ftruncate(fd, length)
close(fd)
link(oldname, newname, epochid)

unlink(path, epochid)

mkdir(path, epochid)

rmdir(path, epochid)

struct fs _stat *stat(path, epochid)
chmod(path, mode, epochid)
chown(path,  owner, group, epochid)

Figure8.1: Cluster le systeminterface.

dependencein this way alsoallows the le systemto recover from a crashimmediately
withoutanexhaustve fsck -stylecrawl of the le system.

Therestof this chapterexamineshe le systemin detail. Section8.1describeghe le
systeminterfaceandthe fault tolerancebehaior the applicationcanexpect. Section8.2
givessomeof the guiding principlesbehindthe le system$implementation.Section8.3
discusseghe le systems$ on-disk data structures. Section8.4 addresseshe garbage

collectot which cleansup ary blocksleakedby crashes.

8.1 Interface

The le systemlayer providesthe usualsetof le-manipulation operations. Figure 8.1

shavs thelist of supportedperations’ Beforereadingor writing to a le, theapplication

2ThePulsarle systemusesatraditional-styleinterfacewhich unfortunatelyimpliesthatall datareador
written mustbe copiedfrom applicationspaceinto Pulsars cacheandvice versa. A non-copying interface
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must rst open it. Theopen functionreturnsanintegral le descriptorwhich is usedin
subsequentead , write , etc.,calls. Like the Unix le system,Pulsars le systemlayer
imposeso restrictionon how mary timesa le maybeopenedconcurrentlyor themodes
in whicha le maybesimultaneouslypened.

Besidesthe lename andmode,open alsotakesan epochid asanargument. If the
given epochid is invalid, the call to open fails. If the epochid is goodandthe le
is successfullyopenedthenthe returned le descriptorimplicitly indicatesthe epochin
whichthe le wasopened.If theepochends,the le descriptorbecomesnvalid, andary
attemptto useit resultsin anend-of-epocterror. Any writesmadeto the le sincethelast
successfuisync operatiormaybelost. Thisis notto saythatall write-behindis lostatthe
endof an epoch;the coherenceayer ensureghat cacheddirty dataremainsvalid across
epochboundariesAn updates lostonly if it hadnotyetbeencommittedto diskandall of
thein-memorycachedcopiesarelost dueto nodecrashor network partition.

Additionally, in mostof the situationswheredatais lost, the failure which causedhe
loss(e.g.nodecrash)takesthewriter of thedatawith it. For anupdateto belostdueto the
crashof a differentnode,the datamusthave migratedtherewithout beingwritten to disk
rst. Thus,only rarelydoesthewriter of dataoutlive its writes.

If theapplicationwishesto guaranteehe durability of its writes, it mustissueatimely
fsync operatiomafterwriting the data(andbeforeclosingthe le, becausdsync requires
a le descriptor).If theepochendsbeforethefsync call returnsthenthefsync call may
or may not have succeededandthe writes may or may not have beenlost. To ensurethe

existenceof thewrites,theapplicationmustre-operthe le andperformthewritesagain.

suchasthat usedby 10-Lite [73] would mapwell onto Pulsars cachearchitecture but this hasnot been
implemented.
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8.2 Implementation principles

Althoughit resembles traditionaluniprocessorle systemin mary respectsPulsars le
systemis a parallelprogramoperatingon a collectionof distributedvirtual disks.Because
it is a distributedsystem Pulsardoessomethingsdifferently; thesethingsaresummedup

by thefollowing designprinciples:

Don't write-share blocks Whendifferentnodeswrite a disk block concurrently(or one
readswhile anotherwrites), the coherencdayer must repeatedlyship the block
backandforth betweernthe nodes.Becausevrite-sharingentailslarge performance

penaltiesthe systemavoidsit wherever possible.

Avoid falsesharing Falsesharingoccursif differentPulsarnodesaccesaunrelateddata
structureswhich happento residein the samedisk block. If oneor both of the
accessess a write, thenthe coherencdayer musttreatthe block asif it weretruly

write shared.

Write per-nodedata structures To avoid both write sharingand false sharing,the le
systemupdategglobal on-disk datastructuresasinfrequentlyas possible. Instead,

the systenmaintainspernodeon-diskdatastructures.

Communicatevia the coherencelayer Insteadof sendingmessageghe le systemin-
stancesunningondifferentnodesusethecoherencéayer'sreadlock andwritelock
primitivesto communicateand synchronize.Avoiding complex messagerotocols

keepshe le systemsimple.

Don't usesynchronouswrites Insteadof usingsynchronouslisk writes,the systemuses
the coherencdayer's dependence functionto imparta partial orderon critical up-

dates.
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Following thesedesignprinciplesallowsthe le systento take advantageof the coher

encelayer's servicesef ciently .

8.3 Data structures

Pulsars le systemdesignis basedon the original Unix le system[8]. Pulsars le

systemusescorventionalelementsuchasinodes directoriesandasuperblockmoreover,
mary traditional le systemfunctions,suchasbmap andnamei, have analoguesn Pulsar
However, the le systemdoesemploy severaluncorventionalelementssuchaspernode
free block pools and on-diskopen le lists, so that multiple concurrentinstancesof the
le systemlayer may safely and ef ciently sharethe on-disk data structures. Pulsars
le systemmodi es sometraditionaldatastructuredor the samereasons.The following

subsectionsletaileachof the le system$majoron-diskdatastructures.

8.3.1 Superblock

In atraditionaluniprocessobnix le systemthe superblocks theroot of the le tree. It
residesatawell-known locationonthedisk (suchasblock 0), soit canalwaysbefound. It
containsdescriptve informationaboutthe le systemsuchasthe numberof free blocks,
andit containghe disk addres®f theroot directory'sinode. Finally, the superblocks the
headof thelist of freedisk blocks. Pulsarmakesuseof the superblockn mary of thesame
ways. However, Pulsars distributed, multithreadedhaturemakes somenenv demandson
thetraditionalsuperblockstructure.

Onedifferenceis thattherearetypically mary disksthatmake up aPulsar le system.
At thebeginningof eachepochthe le systenmustdeterminewvhich of themcontainghe
superblocklt doesthisby asimplescanof the rst blockoneachvirtual device,performed

by the nodewith thelowestindex in the epoch(the leadel). The superblocks marked by
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a 128-bit cookie (the sameone usedby the con g andstoragelayers). If no block with
the correctcookieis found, andall of the virtual devicesareavailablein the epoch,then
the le systemassumeshatthe storagedevicesare uninitialized. In this casethe leader
initializesanen empty le systemonthesetof virtual devices,usinganmkfs -like routine.
On the otherhand,if a superblockcannotbe found, but one or morevirtual devicesare
unavailablein the epoch(dueto temporarynodefailure or other reasons)thenthe le
systemconsenratively assumeshatthe superblockresideson oneof the missingdevices.
In this casethe le systemdoesnotrecorerandmustwait until the next epochto try again.
Pulsars lesystem alsomaintainssereral pernodedatastructures- free block pools,
deallocatedlock pools,open le lists, andunlinked le lists. All of thesedatastructures
are disk-residentandtheir addresseare recordedin a sectionof the superblockwhich
containsone entry for eachnode. Whena new nodejoins a running Pulsarsystem,it

createsanentryfor itself.

8.3.2 Directories

A directoryis aspecialkind of le which containg( lename, inode-addess pairs. Pulsar
usesa 64-bit (vdevid , blockid ) pairfor theinodeaddresseld. Directoriesmayberead
by userprogramsput maybewritten only by the le system.

The superblockcontainghe disk addres®f the root directory, which is the root of the

le tree—the’/ ' directory Thedirectorytreeis aglobalstructurethereis only onecopy of

it andall nodesmustaccesdt. In particulartherootdirectoryis accessednmost lename
lookups.

Therootdirectoryis only rarelywritten, andthusit is normallycachedead-onlyatall

nodes.The samegoesfor othershareddirectoriessuchas/usr and/bin .
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Write-shareddirectories(suchas /tmp ) exhibit poor performancein Pulsar When
possible the applicationshouldavoid write-sharingdirectories.Onesolutionfor /tmp is
to createpernodesubdirectories.

Pulsars le systemstoresdirectoryentriesin a simpleunsortedinear array Deleted
entriesare marked by an invalid inode addresseld. Searchingdirectories(suchas by
namei ) requiresa linear scanof the directory a potentially expensve operationfor large

directories.

8.3.3 Inodes

An inode (index node)is an on-disk datarecordwhich describesa le. A le' sinode
containsadministratve information aboutthe le, suchasits size, owner, permissions,
modi cation time, link count,etc3 Theinodealsocontainsan array of the addressesf
the disk blocks which hold the le' s data. The inode may also contain pointersto so-
called indirect and double-indirectblocks, which hold additional data block addresses.
Traditionally, inodesaresmall(128bytesor so)andpacledseveralto ablock. In traditional
uniprocessore systemsijnodesmay only resideon certainportionsof the disk, because
crashrecovery proceduresnustscanall of theinodesin the system.

Theinodesin Pulsars le systemdiffer from traditionalinodesin severalways. One
differenceis thatthe datablock disk addresseare64-bit (vdevid , blockid ) pairs,rather
thansimple32-bitdisk block numbers.

Anotherdifferences thatPulsars inodesarethe sizeof anentireblock; 4 kilobytesin
atypical case.Pulsarincreaseshe size of inodesin orderto avoid false sharing When
inodesare not expanded falsesharingoccursif differentPulsarnodesaccesaunrelated
inodeswhich happerto residein the samedisk block. If theinodeaccesseareread-only

thentheblock containingthetwo inodesis cachedat bothnodesandperformances good.

3Notethatthe le' s nameis notstoredin theinode. In Unix-like le systemgeachle mayhave several
namesgivenby thedirectorypath(s)atwhichthe le resides.
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Figure8.2: On-diskinodeformat. The left side shows the inodeformatfor a small le.
Theright sideis theformatfor alarge le. Both structureccupy anentiredisk block.

But if oneor both of theinodeaccessess a write, thenthe coherencdayer mustshipthe
block backandforth betweenthe two nodesbecausenly one may legally accesst ata
time. By keepingonly a singleinodein a block, Pulsaravoids the situationwheretwo
nodesmodifying unrelatednodesmustwrite-sharea singleblock.

Large inodescanlead to muchwastedspacewhen les aresmall. To combatthis,
Pulsarstoressmall les inside the inodeitself [68]. In addition, sincethe inode's disk
block addressarrayis almostthe size of a disk block, Pulsars le systemeliminatesthe
inode'sindirectblock pointer(a pointerto a block full of block pointers),andinsteaduses
adouble-indirecpointer(apointerto ablockfull of pointersto indirectblocks).Figure8.2
shavstheinodestructurefor bothsmallandlarge les.

A Pulsarinode may residein ary block on ary virtual disk in the system;thereis
no needto statically partition disksinto inode and datasections. Unlike other le sys-
tems|[66, 92, Pulsars recovery proceduresio not rely on readingmagic bit stringsin

inodeblocks,andsoary blockis freeto hold eitherdataor aninode. This policy simpli es
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the le systemgliminatesnode-to-data-block-ratiproblemsandenablesnoreaggressie

optimizationof freedisk space.

8.3.4 Freelist

Pulsars list of free blockscloselyresembleshe traditionalUnix freelist. The superblock
containsa pointerto the headof the freelist, which is a block lled with pointersto free
blocks, plus a pointerto the next block on the freelist. Unlike the traditional le system,
Pulsars superblockalso maintainsa pointerto the tail of the freelist, wheredeallocated
blocksareadded.Bothallocationsanddeallocationsarestagedhroughthepernodeblock
pools(seebelaw).

Traditionally, the superblockalsocontainspointersto a few free blocks(the freeblock
pool). WheneeratraditionalUnix le systennmeeddo allocateanew block,it rst checks
thefree block pool in the superblockwhichis likely to bein core. Only if thefree block
poolis emptydoesthesystengoto theon-diskfreelist(re lling thesuperblocksfreeblock
poolin theprocess).

Although the superblock-residerftee block pool works well for a traditionalunipro-
cessorle system,suchanarrangemenivould be untenablen Pulsar Eachnodewould
have to writelock  the superblockfor every block allocation. This strateyy would cause
unacceptablperformanceenaltiesddueto write sharingof the superblock.

Insteadof usinga centralizedfree block pool, Pulsargiveseachnodeits own private
freeblock pool. The pernodefree block poolis representedn disk asa block containing
pointersto free blocks. Whena nodeneedgo allocatea block, it takesit from its private
free block pool, which is almostalwaysin the local cacheandcanbe writelock  edwith
no waiting. Whenanallocationis needecandthe free block poolis empty the free block
poolitself is allocated,andthe rst nodeof the globalfree block list is taken asthe new

privatefree block pool. This operationrequiresa write lock on the superblockput since
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it happen®nly occasionallythe expensds acceptableSimilarly, eachnodehasa private
deallocatedblock pool, wheredeallocatedblocksareput. Whenthe deallocatedlock pool
lls, it is appendedo thefreelist andthe next block to be deallocateds usedasthe new
deallocatedlock pool.

An alternatve to Pulsars designusesonly a single block pool per node. This block
poolis usedfor bothallocationanddeallocation Whentheblock lls up, it is putbackon
theglobalfreelist; whenit emptiesanew, full block poolis takenfrom theglobalfreelist.
This designhasthe potentialfor badperformancef a seriesof alternatingallocationsand
deallocation®ccuron anempty(or full) block pool. In theworstcasesthe globalfreelist
mustbe modi ed for eachallocationanddeallocation)eadingto badperformancePulsar
usestwo block poolsper node,onefor allocationandonefor deallocationto avoid this

problem.

8.3.5 Openandunlinked les lists

In atraditionalUnix le systemeachinodehasanopencount,which recordshow mary
le descriptorcurrentlyreferto the le. Thisinformationis importantbecausen Unix it
is legalto unlink (“delete”)anopen le. In thiscasethe le is notactuallydeallocatedintil
it is closed- anextremelyusefulfeaturefor temporary|les.

Storingan opencountin eachinodeis not an option for Pulsar becausevery open
operationwould involve acquiringa write lock on the inodeto incrementthe opencount.
Evenif the le werebeingopenedead-onlyupdatingthe opencountwould invalidatethe
inodefrom cachesystemwide.

Instead,Pulsarsupportsthe deallocate-on-closeemanticsusing pernode openand
unlinked les lists. Eachof thesestructuress alinkedlist of blockscontainingpointersto

theinodesof openedandunlinked les.
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Whenanodeopensa le, thesystemaddsits inodeto thenodes privateopen les list.
Whena le is closed,its inodeis removedfrom thelist. Filesconcurrentlyopenedmore
thanonceappeain thelist multiple times. At the beginningof eachepoch all of theopen
les listsareclearedpecausall les areclosedateachepochboundary

Whenthelasthardlink to a le is removed,the systemaddsits inodeto the unlinked
les list. The le is notimmediatelydeallocatedbecausdhe le may be open. At the
endof eachepoch,all les areclosed,sothe systemcansafelydeallocateall of the les
in theunlinked les list andclearthe entriesfrom thelist. If the systemshouldrun out of
freespacan themiddle of anepochthenthe systemcanexamineall of theopen les lists
on all of the nodesof the systemto determinewhetherit is safeto deallocateles in the
unlinked les list. Thisis anexpensvejob, asit involveswrite-sharingall of theopen les
lists; thusit is only performedvhenanemegengy le deallocatioris necessargueto low

freespace.

8.4 Garbagecollection

Pulsars useof metadatavrite-behindmeanghata crashmaydamagehe le systemson-
disk datastructuresHowever, dueto Pulsars appropriataiseof dependences#his damage
is limited to a spacdeak. Consequentlya Pulsarsystemdoesnotneedto runa le system
consisteng-checkingool suchasfsck [67] aftereachcrash.However, it mustperiodically
locateandcollectany leakedspace.

Pulsarcollectsleaked blocksusinga mark-and-sweeparbagecollector The garbage
collectormarksblocksby maintaininganin-memorybitmapwith onebit for eachblockin
thesystemjnitially everybit is setto zero. Startingatthesuperblockthecollectortraverses

the on-disk datastructuresand marksall disk blockswhich arereachabléby settingthe

4The nodes open les list is likely to be cachedwith a valid write license,so the open les list canbe
updatedwithout waiting.
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appropriatebits in the bitmap. Reachablélocksinclude everythingin the freelist, the
pernodedatastructuregfreeblock pools,open les lists, etc.),andtheroot directoryand
all the les anddirectorieswhich are transitvely reachablédrom it. Whenthe garbage
collectorhas nished traversingthe le system.all known blockshave beenaddedto the
bitmap,andary remainingblocksrepresenteaked space The garbagecollectorthenadds
to thefreelist all blocksnot markedin the bitmap.

Pulsarsoriginalgarbageollectorwassynchronousio le systemactvity wasallowed
while thegarbagesollectorwasrunning. Thisallowedthegarbageollectorto useasimple,
straightforvard design. However, in orderto eliminatethe downtime dueto synchronous
garbagecollection,a concurrengarbagecollectorwasimplemented.

The concurrentcollectorrunsin its own threadat the startof eachepoch® Only one
machinetheleaderelectedoy the messagéayer, runsthegarbagecollector Of coursethe
leadercanaccesslisk blocksfrom every node,usingthe coherencéayer.

Themaindif culty in building theconcurrengarbagecollectoris thatthe on-diskdata
structurescanbe mutatedwhile the collectoris running. Blocks which aremoved around
in, or removedfrom, the on-diskdatastructureduring the garbagecollectionprocessun
therisk of notbeingmarked,andthussweptaway with the garbageblocks.

For example, supposehe garbagecollector rst marksall the blocks of a particular
le. Then,ablockis allocatedfrom thefreelistandappendedo the le. Thenthegarbage
collector marksthe blocksin the freelist. Sincethe block appendedo the le wasnot
marked,the garbagecollectorplacest backin thefreelist,corruptingthe le.

To avoid this problem,Pulsars garbagecollectorinstructsall nodego record(in mem-
ory) which blocksthey move or remove while garbagecollectionis in progressWhenthe

mark phaseof garbagecollectionis complete,eachnodesendsits privatelist of remem-

5This interval is actually too frequent. Becauseleaks are generatecbnly by con guration changes
(failures,new hardware,etc.),the collectorneedbe run only occasionallysuchasweekly or monthly.
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beredblocksto thegarbageollectornode. Thegarbageollectorincorporatesheseblocks

into its bitmapof markedblocksbeforesweepinghe unmarledblocks.

8.5 Summary

This chapterhaspresentedPulsars cluster le system.The le systemusesthe facilities
of the coherencdayer to implementa sharedtree of les on a collection of distributed
mirroreddisks. The le systemusesseveraltechniqueso avoid concurrentwrite sharing
andfalsesharing,andit usesdependence® achieve safemetadatawrite-behind.The le

systems designallows nearlyinstantrestartaftera crashor otherfailure,withoutthe need
to usea scarengingtool suchasfsck . Occasionallya garbagecollectorcleansup blocks

leakedby crashes.



Chapter 9

Performance

This chaptepresentsheresultsof experimentsconductednthePulsarsystem.Theintent
of theexperimentgs to characterizéhe performancef Pulsar bothasawhole systemand
asa collectionof individual componentsWherepossible the performanceostof eachof

Pulsars fault tolerancefeaturesds investigatedy oneor moreexperimentst

9.1 Benchmarks

The experimentsusea collectionof six custom-writterbenchmarkprograms.Thesepro-
gramslink againstthe Pulsarlibrary and act asthe applicationlayer Eachbenchmark
programmayberunin oneof two modes.In “load generatormode the programproduces
work for the system:messageg]isk accessesle operationsetc. In “passve” mode,the
programdoesnot generatdoad, but the Pulsarlibraries active in its addressspacemay
do work to servicerequestdrom the load generators.Someof the experimentsinvolve

runningall nodesof the systemin load generatormode. For theseexperimentsboth the

Typically, theminimumrunningtime of aseriesof mary experimentarunsis reportedastheresult. The
reasonfor this practiceis that Pulsaris not the exclusive userof the experimentalhardware ervironment.
Competitionwith otheruserscausedmary runsto take muchlongerthanthey would have on exclusively
ownedhardware.

106
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amountof work andthe available resourcesncreaseas nodesare addedto the system;
however, the fraction of disk accessesvhich require network communicationncreases.
Otherexperimentdnvolve runningonly oneload generatgrwith severalnodesrunningin
passve modeto servicerequestsin thesecasesscalingthe systemincreaseshe level of

resourcesvithoutincreasinghe amountof work.

9.1.1 Micr obenchmarks

The rst benchmarks a simple programcalledpingpong which measureshe lateng of
sendingsmallmessagebetweemodes.
Thenext four testprogramsaresimplewrite-then-readequentiatiataaccessnicrobench-

marks:

msgbench sendsandthenrecevesblocksof datausingthe messagdayer.
storagebench  writesandthenreadsbackblocksof datausingthe storagdayer.
coherencebench  writelocksandthenreadlocksblocksof datausingthe coherencéayer.

fsbench sequentiallywritesandthenreadsa le usingthe le systemlayer.

The amountof dataeachof the microbenchmarkgrocesseganbe speci ed on the
commandline. Runningthesebenchmarkon identical systemcon gurationsteststhe

relatve performanceof Pulsars messagestoragecoherenceand le systemlayers.

9.1.2 Syntheticworkload benchmark

A nal benchmarkandy , is designedo imitatethewidely-usedAndrewn lesystembench-
mark[49]. Like Andrew, andy hasseveralphasesandattemptso emulateanengineering
workload. Given a tree of C source les, andy rst makesa copy of thetree. Thenit

readsevery byte of every le in the copiedtree. In the next phaseit performsa stat
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operation(inoderead)oneach le in thetree.Finally, andy “compiles”’eachle. Because
the Pulsar le systemis not integratedwith the operatingsystem,andy cannotinvoke a
real compiler Instead,andy simulatesthe compilationof a directoryof les by reading
thesourceles andwriting outan“object le” for eachle read.Eachobject le isthree
timesthesizeof thecorrespondingourcele. Whenall theobject les have beenwritten,
the simulatedcompiler“links” themby readingall the object les in eachdirectoryand
writing an“executable”le, with lengthequalto the sumof thelengthsof the object les.
The sourcetree usedfor the experimentscontainedapproximatelyl MB of datain
about230sourceles, in directoriesnestedup to threelevelsdeep.Theandy benchmark

is usedasa general-purposadgeneratofor several of the experiments.

9.2 Hardware

Mostof theexperimentsunonacollectionof PCsrunningRedHatLinux 9. Eachnodehas
duall.4 GHz Pentiumlll processorand2 GB of mainmemory Thenodesareconnected
via 100Mb/s switchedEthernet Eachnodehasoneor moresparedisks,which Pulsaruses
to hold data. Pulsarusesthe Linux raw interfaceto accesghesedisks,allowing Pulsarto
avoid the kernelbuffer cache. Experimentswith the Linux dd utility shav thatthe disks
arecapableof reading33.2MB/s andwriting 41.4MB/s usingsequentiall6 kB requests.
Experimentsusingthis clusteraremarkedasusingthe“1.4 GHz cluster”’or notspeci cally
marked.

A few experimentsrun on a collection of Red Hat Linux 7.1 machines. Each of
thesenodeshasdual 933 MHz Pentiumlll processor&nd1l GB of main memory The
other characteristicof thesemachinesare the sameas the previously describedcluster

Experimentasingthesemachinesaremarkedasusingthe“933 MHz cluster’
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9.3 Experiments

Many of the experimentsexplore the effect of systemcon guration on Pulsars perfor
mance.The systemcon guration parametershat canbe variedincludeblock size,cache
size,numberof nodesassignmendf disksto nodesuseof mirroring, etc. Theexperiments
usingtheandy syntheticbhenchmarlemploy awide rangeof block sizes,cachesizes,and
nodecounts. On the otherhand,mostof the microbenchmarlexperimentsuseonly two
or threenodesanda 16 kilobyte block size;additionally microbenchmarlexperimentsn
which the coherencéayer is active usea small, 32-blockcacheon eachnode. The small
cacheensureghatmostdisk block readandwrite operationsactuallytouchthe disk. This

propertyis importantwhenstudyingthe overheadmposedby the variousPulsarayers.

9.3.1 Messagdatency

The rst experimentusesthe pingpong programto testthe basiclatengy of the message
layerin the testbechardwareervironment.Round-triptime for a single-word Pulsarmes-
sageis 51 s for a self messagand 335 s for a node-to-nodenessage Self messages
do not use the kernel's network stack, but eachround-trip self messaganvolves four
thread-switchoperationsgachrequiring4.5 psec. The Linux ping utility reports270 ps
averageround-triplateng on the experimentalhardware ervironment. If this is takenas
the absolutespeedimit, thenPulsarand TCP togetherimposea 24% latengy penaltyon

smallinternodemessages.

9.3.2 Performanceof layers

The next experimentseriescompareshe relative performanceof the messagestorage,
coherencand le systemlayers,in orderto determinghe performanceostof thefeatures

providedby eachayer. In eachexperimentonenodeactsasaloadgeneratarwhile another
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node hostsone physicaldisk. The four microbenchmarkgmsgbench, storagebench ,
coherencebench andfsbench ) arecon guredto write andthenreadback32MB of data?
The cachesizesfor coherencebench  andfshench aresetto smallsizesto ensurahatthe
workingsetwill not t in cache:onthel.4GHzclustera256-blockcachds usedwhile on
the 933 Mhz cluster a 32-blockcacheis used. Eachbenchmarkis con guredto perform
the individual block readand write operationswith a reasonabl@egreeof concurreng;
insteadof waiting for eachblock operationto nish beforeinitiating the next one, the
benchmarksillow severaloutstandingperationatonce.Much of theperformancéene t
of thistechniques realizedby allowing justtwo outstandingperationsatatime; all of the
experimentsallowedup to eightoutstandingperationsatattime.

Figure9.1 shaws the throughputof the write andreadoperationgor block sizesfrom
4 kB to 32 kB.® Note thatin eachexperiment,all 64 MB of datamustmove acrossthe
network. The 100 Mb/s network implies an absoluteupperlimit of 12.5MB/s; however,
testswith asimplenode-to-nodelatacopying program(on bothclustersshov amaximum
possiblethroughputof 11.2MB/s.

The datain the Figure 9.1 show that, for large sequentialoperations,larger block
size (up to 32 kB) resultsin betterperformance. Eachlayer addssomeoverhead,and
this overheads exacerbatedy reductionsin blocksize. This trend makes sensebecause
operationsgn Pulsaroccurat block granularity andfor a given amountof data,smaller
block size resultsin more operationsandthus more overhead. However, at large block
sizesPulsars le systendeliversapproximately’4%of themaximumpossiblehroughput
on the 1.4 GHz cluster and 86% of the maximumpossiblethroughputon the 933 MHz

cluster

2The Pulsarayersmayperformadditionalmessagin@nddisk I/O to handlemetadata.

3Experimentsusing 64 kB block size on the 933 MHz cluster shov a continuationof the trendsin
Figure 9.1. Runningtheseexperimentson the 1.4 GHz clusterresultsin similar data, but with a few
anomalouslatapointsperhapgelatedto contentionfor network resourcedy otherusers.
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Differencesn layerby-layerperformanceanbeexplainedby the extratasksthateach
layer performsto provide its features.For examplemsgbench usesPulsars messagéayer
to senddatabetweentwo nodes? while storagebench  usesthe storagelayer to access
the remotedisk. The coherencdayer sendstwo additionalsmall protocolmessageper
disk block reador written — theseare the REQx and RELO messagesvhich requestand
subsequentlyelinquishlicenses.The le systemgenerates few additionalnetwork and
disk I/O operationswhile handlingmetadatauchasdirectoriesandinodes.Althoughthe
cacheis too smallto hold all of the le' s data,the relevant metadataemainin the cache
throughouthe benchmarlbecaus¢hey areaccessetrequently Thusthe metadatdlocks
generatedditionall/O only atwarmup.

As additionallayers are employed by more complex benchmarksperformancede-
creasesHowever, atlargeblocksizesthedifferencearesmall: onthe933MHz clusterthe
messagéayer essentiallyutilizesthelink fully, the storagdayer costsessentiallynothing
(0.6%),thecoherencéayerimposesa further5.7%penalty andthe le systemlayercosts
anadditional8.6% performancepenalty As blocksizeincreasesthe numberof perblock
operationglecreaseandthe performanceenaltiesof eachlayerdecrease.

A simplewayto modeltheperformancef thesemicrobenchmarks to assumealinear

relationshipbetweerthe numberof block operationsz andtherunningtimet.

t k mz (9.1)

“msgbench usesa simple protocol in which eachblock read or write requiresa network round trip.
A “write” operationinvolves sendinga “write request’messagewhich is the size of one block; it is
acknavledgedby asmall“write reply” messageA “read” operationinvolvessendinga small“readrequest”
messagewhich is repliedto with a “read reply” messageavhich is the size of oneblock. This protocolis
not the mostef cient way to transferbulk datausingthe messagéayer; however, it resemblesghe request-
responseommunicatiorpatternusedby the storagdayer



CHAPTERY9. PERFORMANCE 113

wherek andm are constants.In this model, k representshe amountof time requiredto
procesge.g. reador write) thedataif it wereall in oneblock,andm representtheamount
of overheadequiredto processachblock.

If thetotalamountof dataprocessedoesnot uctuate with block size,thenthenumber

of block operationganbethoughtof asproportionatto thereciprocalof the block sizeb:

t k mlb (9.2)

for someproportionalityconstanti. Choosinga new constantn  ml, the equationbe-
comes:

t k nb (9.3)

To determinewhetherthe simple model describeghe actualbehaior of the system,
executiontime canbe plotted againstthe reciprocalof the blocksize. Datafrom the 1.4
GHz experimentgtakenfrom Figure9.1) shav anextremelygoodlinear t for msgbench;
readingandwriting shaw valuesof k which correspondo 11.15MB/s and11.0MB/s, with
positive valuesfor n. Experimentsvith morecomplex layers t lesswell. For example,in
the le systemtheblocksizeaffectsnotonly theamountof le datastoredandtransmitted
in eachblock, but alsothe numberof block pointerswhich t in eachinodeblock. This
more comple interactionbetweenblock size and numberof block operationspulls the
obseredbehaior away from thebehaior predictedoy the simplemodel.

Thereareotheraspect®f Pulsars designwhich affecttherelationshipbetweerbench-
markperformancendblock size.Pulsarsendanultipleindependenblock accessequests
in parallel. The independenhatureof eachrequestmeansthat the threadschedulercan
reorderthem, leadingto a non-sequentiaload being offeredto the disk. While the load
for theseexperimentsconsistamostly of accesgo large contiguousrangesof disk blocks,

Pulsardoesnot exploit this by batchingblock operationgogether Modifying Pulsarto
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batchtogethersequentiabperationss feasiblebut nottrivial. In particular modifying the
disk schedulers not sufcient —the le systemwould alsorequiredesignchangeswhich
would make it morecloselyresembleanextent-basede system.

Anothersourceof overheads threadcontet switches.Pulsars APIs aresynchronous,
meaninghatthecallingthreadblocksuntil arequestedaskis complete.ln orderto overlap
operations—foexample,sothatonedisk operationcanusethe disk while anotherarrives
onthenetwork—it is necessaryo usemultiple threads Handingoff work from onethread
to anotheris expensve, andthe proportionof total runningtime representedby this cost
increasesas the amountof work per handof (i.e., the block size) decreasesModifying

Pulsarto usea non-threade@xecutionmodelwould requirea majorredesigreffort.

9.3.3 Effectsof storagecon guration

The next setof experimentsexploresthe performanceof the benchmark®on a variety of
storagecon gurations. The experimentsusestoragebench  to generatdoad on a single

virtual disk. Thisvirtual disk is implementedn four differentways:

asinglelocal physicaldisk
amirroredpair of physicaldisks(onelocal andoneremote)
asingleremotephysicaldisk

amirroredpair of remotephysicaldisks

Eachexperimentinvolved 32 MB of datawritten andreadusinga 16 kB block size.
The resultsof the experimentsappearin Figure 9.2. For all casesa very simple model
of themaximumavailablethroughpuis alsoplotted;the maximumavailablethroughpuis
limited to eitherthereador write bandwidthof thedisk or themeasuredetwork throughput

of 11.2Mb/s.
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Figure 9.2: Effect of storagecon guration. The top graph shavs measuredread
performancandcalculatednaximumpossiblereadperformanceThebottomgraphshowns
measureavrite performanceandcalculatednaximumpossiblewrite performance The x
axisin eachgraphshaws thefour testedcon gurations: (A) singlelocal physicaldisk, (B)
mirroredpair of physicaldisks,onelocal andoneremote,(C) singleremotephysicaldisk,
(D) mirroredpair of remotephysicaldisks.
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The local unmirroredcaseexhibits good performanceor both readingand writing
becauseno seeksare requiredand the I/0O can proceedat closeto maximumraw disk
speeds.

Whenmirroringis introducedwith oneremotereplicaandonelocalreplica,thecritical
pathfor writesincreaseso includearoundtrip network messageverthe 11.2MB/s link.
All written datamusttraversethis link; write performancds essentiallylimited by the
network. Onethe otherhand,mirroredreadscanbe satis ed from the local disk, andso
readperformancegesembleshelocal unmirroredcase.

If only asingleunmirroredremotedisk exists,thenall traf ¢ (bothreadandwrite) must
traversethe network. Both readandwrite performancerelimited by the 11.2MB/s link.

Whentherearetwo remotemirroreddisks,the behaior of the systemis moredif cult
toanalyze All databeingreadmusttraversethenetwork once.However, databeingwritten
is sentrst to oneof theremotereplicaswherealog entryis synchronouslyvrittento disk
beforethe datablock is simultaneouslyvritten to the logging replicaandsentto the other

replica.

9.3.4 Effectsof cachesize

To obtaindataaboutthe performancef the entirePulsarsystemon a morerealisticwork-
load, the next experimentseriesusesthe andy syntheticboenchmarkon con gurationsof
variousblock andcachesizes.In this seriespnenodegeneratetoad,while a seconchode
hostsa singleunmirroreddisk.

Figure9.3 shaws theresultsof the experimentseries.Eachpointin the plot shavs the
runningtime for a givenblock size (from 4 kB to 64 kB) andcachesize (from 32 blocks
to 512blocks). Thelinesin the gure connectexperimentshathave the samenumberof

cacheblocks® The graphshovs a somavhat surprisinglocal performancemaximumat

SNotethatpointsattheright endsof thelineswill have moretotal cachespacehanpointsat theleft ends
of thelines.
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CHAPTERY9. PERFORMANCE 120

ablock sizeof 16 kB. As expected reducingblock sizé® belov 16 kB increasesunning
time. However, increasingblock size above 16 kB also hurts performance.This is due
to internalfragmentation.The average le in theandy datasetis 4.3kB in size. Pulsars
le systemstoreseachsmall le in aseparatdlock; whenthe systemaccessesmall les
residingin large blocks,mary unnecessarpytesareaccesseon disk andsentacrosghe
network. Figure 9.4 shaws this effect by connectingpoints of equalcachesizein MB.
Notethatwhentotal cachespacds held constantincreasingdlock sizehurtsperformance.
Figure9.5shavsthesamedatawith alinearly-scaled axis. Theshapeof thecurvesshovs
that runningtime increasedinearly with blocksize,validatingthe internal fragmentation
hypothesisjn which increasesn blocksizeyield no bene t (most les t within a single
4k or 8k block), but insteadncreaseoverheadinearly.

Onewayto addressheproblemof internalfragmentatiorior small les while retaining
the goodcharacteristicef large blocksizedor large les is to implementvariablegranu-
larity, or extents,for Pulsaroperations.Files could be storedon disk in smallblocks, but
mary contiguousblocksmaybespeci edin asingledisk reador write operation Notethat
the simpleapproaclof storingmultiple small les within a singlelarge block recoversthe
disk spacewhich would have beenlost to internalfragmentationput it doesnot address

the performancegroblemsdueto small les residingin large blocks.

9.3.5 Dependences

Thenext setof experimentsnvestigateshe effectsof dependencesn the performanceof
thePulsarsystem Eachexperimentunsontwo nodeswith onenodegeneratindoadwith
andy . Theothernodehasanunmirroreddisk.

The experimentsusethreeimplementation®f dependence . The control experiment

usesthe Pulsarimplementationas describedpreviously in Section7.4. To simulateun-

6andalsocachespace
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Figure 9.6: Performanceof 2-node andy for 16 kB block size. The “Pulsar
implementation’turve shavs performancef thenormaldependencenplementationThe
“sync implementation”curve shavs performanceof synchronousnetadatanrites. The
“nop implementation’curve showns performancef unorderednetadatavrites.

ordereddisk writes (anunsafepracticebut interestingasa bestcase) oneexperimentuses
a no-op implementationof dependence which returnsimmediatelywithout doing ary-
thing. To simulatetraditional le systemmetadatavrites,anotherexperimentimplements
dependence(A, B) by synchronouslyvriting A to disk.

Figures9.6 and9.7 displaythe resultsof the experiments.Figure 9.6 shaws the per
formanceof the threeimplementationsas a function of the numberof cacheblocks. In
this seriesthe block sizeis held constantat 16 kB. The graphshows thatfor cachesizes
of 1024blocksandhigher the Pulsarimplementatiorperformsessentialljthe sameasthe
nopdependencamplementationandthe syncdependencamplementations signi cantly

slower.



CHAPTERY9. PERFORMANCE 122

35 T T

T
Pulsar implementation —@—
sync implementation —ll—
nop implementation —&—

D
(]
£
'_
0 L I L
4 8 16 32 64
Block size (kB)
35 T T T .
Pulsar implementation —@—
sync implementation —ll—
nop impementation —&—
D
(]
£
'_

4 8 16 32 64
Block size (kB)

Figure9.7: Performancenf 2-nodeandy for 256 block cachesize (top) and 1024 block
cachesize(bottom). The“Pulsarimplementation’curve shavs performancef thenormal
dependenceémplementation. The “sync implementation”curve shons performanceof
synchronousnetadatawrites. The “nop implementation”curve shavs performanceof
unorderednetadatavrites.
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Figure9.7 shavs the performanceof the threeimplementationgsa function of block
size. The top graphshavs experimentsin which the numberof cacheblocks is held
constantt 256, while the bottomgraphshowns experimentsn which the numberof cache
blocksis heldconstantat 1024. The datafor 16 kB block sizein Figure9.7 correspondo
the 256-and1024-cache-blocKatain Figure9.6. The graphsshow thatthe advantageof
usingdependenceaver synchronousnetadatavritesincreasesvith decreasingplock size,
while the penaltyassociateavith usingdependencesscomparedvith doingnothingatall
remainssmallandroughly constant.

The experimentsshowv that dependencesnposea minimal penaltywhen compared
to doing nothing at all (unorderedwrites). The traditional solution, writing metadata
synchronouslyimposesa large penalty Theseresultsindicatethat dependencesanbe
usedto achieve performanceanot muchworsethanthatof unorderednetadatavriteswhile

retainingthe le systemintegrity guaranteesf synchronousnetadatavrites.

9.3.6 Scalability

Thenext experimentusestheandy benchmarko evaluatethe effect of scaleonthe Pulsar
system.The benchmarks run on variouscon gurations,with differentnumbersof nodes
generatindoad anddifferentnumbersof disksperformingthe work. All experimentause
16 kB block sizeanda 256 block cachesize.All disksareunmirrored.

Fig 9.8 shaws the runningtimesof the benchmarlon con gurationscontaining3, 4, 6
and8 disks,with loadgeneratedby two to fourteennodesat atime.

The datashawv that, as expected,executiontime increaseswith the numberof load

generators.The caseswith larger numbersof disks generallyoutperformthe caseswith



CHAPTERY9. PERFORMANCE 124

Time (s)

3 disks —F—
4 disks —o—
6 disks —4&—

é|3 disks ——

0 I I I I
2 4 6 8 10 12 14

Number of load generators

Figure9.8: 2-nodeandy 16k blocksize,256 block cachesize,remoteunmirroreddisk, 4
disks,for differentnumbersof loadgenerators.
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| File systemcontents | TimetorunGC |
Empty 204ms
1.2MB andy testdata(155 les) 2064ms
4.8MB andy testdata(620 les) 4940ms
38 MB andy resultdata(1879 les) 17310ms

Table9.1: Performancef garbagecollection

smallernumbersof disks. This trend becomemore pronouncedas the numberof load

generatorincreasedeyondeight.”

9.3.7 Garbagecollection

Thenext setof experimentsexaminesthe performancef Pulsars concurrengarbagecol-
lectionsystem.Theexperimentauseandy runningonfour nodeswith all nodescon gured
asloadgeneratorsThesesxperimentgunonathird clusterof 166 MHz Pentiummachines
runningMicrosoft Windows NT, connectedy 10 MB/s switchedEthernet.

The experimentsrecordthe time requiredto performa garbagecollectionon anidle
system.Table9.1 showvs theresults.Sincegarbagecollectionrequiresa disk readfor each
le, thelargestcasan thetablerequiresatleast1879diskreads$, or 7.5MB of data. Three-
guartersof this datamustbe readfrom remotenodesyequiringatleast6.9s. The network
transmissiortime doesnot dominatethe benchmarkbecauseunlike the experimentsin
Section9.3.3,the blocks beingreadare not contiguous,andthe readrequestsannotbe
overlappedaswell becausaotall of theaddresseareknown in advance.

Table9.2shavstheeffect of garbagesollectionontherunningtime of the4-nodeandy
benchmarkTheresultsshav thatthegarbagecollector's work overlapswell with thework

beingdoneby thebenchmark.

"Out of 22 experimentalruns using eleven load generatorsand four disks, onerun produceda running
time of 21.8s. Becausehis pointwasnotreproducible] have plottedthe next fastestreproduciblepointin
Figure9.8.

8not countingfreelists directoriesandothermetadata
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| RunningGC? | Runningtime |
No 116s
Yes 117s

Table9.2: Effect of garbagecollectionon 4-nodeandy

9.3.8 Recovery time

Thenext setof experimentaneasureahetime requiredfor Pulsarto establisha new epoch
and performrecovery operations. Sincethe recovery operationsvary greatly depending
on which Pulsarlayersarein useandwhich operationsarein progressat the end of an
previousepochiit is necessaryo testavariety of scenariosThe rst setof measurements
usesa four-node con guration running storagebench . Eachnodehoststwo physical
devices con gured in mirrored pairs with devices on neighboringnodes. A secondset
of measurementssesa similar con gurationof coherencebench

Eachrow of Tables9.3 and 9.4 givesthe recovery time in ms for a particularsetof
circumstances.n eachcase,threeof the four nodesarein an epochtogether possibly
with someunsaedwork in progressA fourth nodeis booted,endingthe epoch.Thefour
nodesestablishanew epochandperformrecovery actions.Theintervalsreportedndicate
thetime from the fourth nodes rst contactwith the othernodesuntil all of therecovery
actionsarecomplete.

The rst row of Table9.3 shavs the time for a “null recovery” — arecovery in which
the only work requiredis to expire the old epochand begin a nev one. The reported
time dependsheavily on the (con gurable)vote expirationinterval. Severalinternvals are
requiredo safelyendandbegin theepochsThesecondow dealswith thecasewvherethere
areafew unreconcilelocksleft overfrom apreviousepoch.In thiscasethestoragdayer
mustreconciletheseblocksduringrecovery, by copying thembetweermirror partners.The
third row shovs acasewherethe systemhasbeenwriting blocksin “solo mode”duringthe

three-nodeepoch.Whenthe fourth nodejoins, all of the modi ed blocksmustbe copied.
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| Recoeryactions | Recaverytime |
Epochestablishmenbnly 3.93s
Reconcile4 blocks 4.10s
Reconcilel024blocks 8.06s

Table9.3: Recorery time of storagebench

| Recoery actions | Recoverytime |
Epochestablishmenbnly 3.96s
Recv10reports 4.09s
Reconcilel024blocks,recv10reports 7.88s

Table9.4: Recwerytime of coherencebench

Whenthe “null recorery” overheads subtractedthe systemreconcilesabout250 blocks
persecond.

Table 9.4 shovs two casestestedusing coherencebench . The rst row shows the
“null recovery” time. The secondrow shaws the casewherethereis no dirty datato be
recovered,but thereare someoutstandindicenseswvhich mustbe reported.Sincethereis
no disk activity required,thetime for this caseis similar to the“null recovery” time. The
third row shovsasimilar casewith theadditionof 1024block copiesrequiredfor mirrored

disk reconciliation.

9.3.9 Fault tolerance

Thenext setof experimentausemodi ed versionsof the microbenchmarkssgbench and
fsbench to testPulsars behaior in the presencef faults. The experimentsrequiretwo
changedo the benchmarksFirst the benchmarksnustrun continuouslyinsteadof exiting
aftera x ed amountof datais processed.Secondthe benchmarksieeda randomfault

injection mechanismthis is implementedby forking a threadat startupwhich kills the
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processoneto twenty minuteslater Eachbenchmarkprocessunsin a shellloop; after
eachinjectedfault, theloop runsthe programagain.

The rst experimentusesnsgbench in aneight-nodecon guration. Theeightmsgbench
processeall runonasingleLinux machine andthereareno loadgeneratorsThis simple
experimenttestsPulsars epochestablishmenmechanismsn a controlled ervironment
undernoload. Theexperimentrunsfor eighthours;the systemconsistentlyrecoversfrom
theinjectedfaultsandestablishesewn epochsasexpected.

A similarexperimentusedsbench in afour-nodecon guration,with all four processes
runningon a singlemachine. Oneof the nodeshostsa single,unmirorredphysicaldisk,
andthe otherthreenodesgeneratdoad. The experimentrunsfor onehour, andtheresults
are similar to thoseof the previous experiment: the systemconsistentlyrecovers from
theinjectedfaultsandtheload generatomakesprogressn successie epochsasthey are
establishedThe le system$on-diskdatastructuresuffer nodamagdrom faults.

The nal experimentusesfsbench in asix-nodecon guration; eachfsbench process
runs on a different machinein the 1.4 Ghz cluster Two of the six nodesact as load
generatorsthe otherfour nodeseachhosta single physicaldisk. The physicaldisksare
pairedinto two mirrored virtual devices. Therefore,the systemshouldbe ableto make
progressevenif oneof the nodeshostinga physicaldiskis unavailable.

The experimentrunsfor 12 hours. During this time the systemis consistentlyable
to recover from faults and continuemaking progresswith whaterer physicalresources
are available; in particular the mirroring mechanisnfunctionsas expected. During the
experiment868new epochsareestablishedln generaleachnodecrashgeneratesvo nev
epochsoneis formedby the survivorsafterthe nodecrashesandanothetis formedwhen

thenoderestartsaandrejoinstherunningsystem.Thefsbench processearecon guredto
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crashon averageevery 10.5minutes.Over12hours, 6 12 60 105 411crashesare

expected This is approximatelyhalf of the 868 establishe@pochs’

9.4 Summary

Pulsaiis aresearclprototype designedor superiorfaulttolerancetuningfor performance
occurredelatively latein Pulsarslife cycle. Theexperimentslemonstrateomeshortcom-
ingsin Pulsars designwhich canbeaddressety thefollowing modi cations. All of these

modi cationsarenontriial, but nonecon ict with Pulsars basicdesignprinciples.

Asynchronousinterfaces Pulsars performances sometimeshurt by having too mary
runnablethreads— several hundredthreadsin somecases. This happenshecause
Pulsars storageandcoherencéayerinterfacesaresynchronousathreadwhich calls
readlock orwritelock  mustblock until thelock hasbeenacquired.Consequently
Pulsars le systemmustusea differentthreadfor eachblock it wantsto readcon-
currently Asynchronousrersionsof theseinterfaceswould allow the le systemto

keepthe numberof threaddow.

Variable granularity Pulsars cachinganddisk accesgranularityis x edata singledisk
block. However, mary operationssuchaslargecontiguousle accessesanachiere
higherperformancéf they areperformedatcoarsegranularity Insteadof specifying
asingledisk block, a coarse-grainedperationspeci esan extent thatis, a starting
diskaddressandablock count.In additionto performinga smallernumberof larger
disk accessessucha changereducesnetwork traf ¢ by bundling mary coherence

protocolmessagetogether

9Extraepochsaregeneratedh responseo other(non-injected¥aults. For example oneof thedisksused
in the experimentwasreturningintermittentreaderrors.
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Requestbatching Oftenthe le systemwishesto accessnary noncontiguousliskblocks,
suchaswhenreadinga fragmentedle whoseblocksarescatteredln this casethe
le systemmustmalke onerequesperblock (or extent). A betterapproachs to allow
the le systemto make a single batchedrequestwhich the coherenceayer breaks
into batchedsubrequestasneededo distributeor collectthedatafrom othernodes.

This modi cation reducesetwork traf c.

Unsynchronizeddisk accessCurrently the coherencdayer doesnot allow unsynchro-
nizedaccesso disk blocks;everydisk block musthave anappropriatdicensebefore
it canbe accessedHowever, the semanticof the le systemimply thatsometimes
a block may be safelyreador written without a license. For example,blocksthat
appearin a nodes free block pool may be safelywritten by that node,becausao
othernodewill ever reador write thoseblocks. Supportingunsynchronizedlisk

accessn the coherencdayerreducesoherencgrotocoltraf c.

Non-copying le systeminterface Pulsars traditional le systeminterfacerequiresthat
all le datamustbe copiedwhenit is reador written. A betterinterface,suchasthat
usedin 10-Lite [73], allows zero-copy readsandwritesof les. Thisinterfaceuses
a list of pointersto datain the buffer cache,and mapswell onto Pulsars lockable

cache.

Modern le systemdata structures Pulsars le systems basedntheoutdatedJnix le
system.Usingmoremodernle systemtechnique$66] canimprove performancen

anumberof ways.
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Conclusions

ThisdissertatiornasdescribedPulsarasoftwaresystemwhich supportgheconstructiorof

faulttolerantclustersener applications.Pulsarmprovidesmary servicego the application:
con guration, messaginggroup membershipdistributed disk storage mirroring, cache
coherenceandacluster le system.Pulsarimplementgheseservicesasaseriesof layers;
themoresophisticatedervicesarebuilt usingthesimplerservicesTheapplicationactsas
thetopmostlayerin the system.

Pulsarprovidesfault tolerancethrougha numberof mechanismsredundanstorage,
failover of critical roles,andef cient post-faultrecovery. Pulsarallows the applicationto
participatein fault toleranceby dividing time into periodsof stablecon guration called
epodis. At the beginning of eachepochPulsarperformslayerby-layerrecovery; when
Pulsarhasrecovered,it noti es theapplicationof thenew epoch.Theapplicationperforms
its own recovery, perhapsrecon guring itself arounda failed component,and resumes
operation.

Pulsarhasachieved its goalsof fault tolerance,a rich featureset, and simplicity of
implementation.The primary contribution of Pulsaris its demonstratiorthatlayeredser
vicesandepoch-basethult tolerancemechanismgrovide a clean,simpleway to build a

full-featured,general-purposdault-tolerantclustersener. Othercontributionsarisefrom

131
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problemssolved during the designof Pulsar; theseinclude small-log disk replication,
the sharedlogical disk abstraction,an analysisof a popularcachecoherenceprotocol,
dependencefor le systemmetadatawrite-behind,and an online le systemgarbage

collector



Appendix A

Coherenceprotocol global states

This appendixlists the global statesof the coherencdayer's protocol. Eachglobal state
consistof thelocal stateof manageandclient,aswell asthelist of on-the-wiremessages

sentby bothmanageandclient.

133
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state| manager| client| m_msgs | c.msgs

0 NON NON

1 NON NO2 req2
2 NO2 NO2

3 N2N NO2 grant2

4 N2N N2N

5 12N N2N revl

6 12N 12N

7 12N NIN rell
8 NIN N1N

9 01N NIN revO

10 01N 01N

11 01N NON rel0
12 01N NO2 relOreq2
13 01N NO1 relOreql
14 01N N12 rev0 req2

15 012 N12 revO
16 012 012

17 012 NO2 rel0
18 01N 012 req2
19 01N NO2 reqzrel0
20 01N NON revo relO

21 NON NON revO
22 NON NO2 revO req2
23 NO2 NO2 revO

24 N2N NO2 | revOgrant2
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state| manager| client m_msgs c_msgs
25 12N NO2 | revOgrant2rel
26 02N NO2 | revOgrant2rg0
27 NON NO1 revO reql
28 NO1 NO1 revO
29 NO1 NO1
30 NIN NO1 grantl
31 01N NO1 grantlre0
32 NIN NO1 revOgrantl
33 01N NO1 | revOgrantlrgO
34 01N NO2 revO relOreq2
35 01N NO1 revO relOreql
36 NIN N12 req2
37 N12 N12
38 N2N N12 grant2
39 12N N12 grant2rel
40 02N N12 grant2re0
41 NIN NON rel0
42 N1N NO2 relOreq2
43 N1N NO1 relOreql
44 12N N12 rellreq2
45 12N NON rellrelO
46 12N NO2 rellrelOreq2
47 12N NO1 rellrelOreql
48 12N N1IN revl rell
49 NIN NIN revl
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state| manager| client m_msgs c_msgs
50 01N N1N revlrevO
51 01N N12 revlrevO req2
52 012 N12 revlirevO
53 01N NON revlrevO relO
54 NON NON revlirevO
55 NON NO2 revlrevO req2
56 NO2 NO2 revlrevO

57 N2N NO2 revlrevOgrant2
58 12N NO2 | revlrevOgrant2rel
59 02N NO2 | revlrevOgrant2re0
60 NON NO1 revirevO reql
61 NO1 NO1 revlirevO

62 NIN NO1 revirevOgrantl
63 01N NO1 | revlrevOgrantlreO

64 01N NO2 revlrevO relOreq2
65 01N NO1 revlrevO relOreql
66 NIN N12 revl req2
67 N12 N12 revl

68 N2N N12 revligrant2

69 12N N12 revigrant2rgl
70 02N N12 revigrant2rg0

71 N1N NON revl rel0
72 NON NON revl
73 NON NO2 revl req2

74 NO2 NO2 revl
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state| manager| client m_msgs c_msgs
75 N2N NO2 revigrant2
76 12N NO2 | revlgrant2rgl
77 02N NO2 | revlgrant2rg0
78 NON NO1 revl reql
79 NO1 NO1 revl
80 N1N NO1 revligrantl
81 01N NO1 | revlgrantlreO
82 N1N NO2 revl relOreq2
83 N1N NO1 revl relOreql
84 12N N12 revl rellreq2
85 12N NON revl rellrelO
86 12N NO2 revl rellrelOreq2
87 12N NO1 revl rellrelOreql
88 12N NON revl relO
89 12N NON rel0
90 12N NO2 relOreq2
91 12N NO1 relOreql
92 12N NO2 revl relOreq2
93 12N NO1 revl relOreql
94 02N N2N revO
95 02N 02N
96 02N NON rel0
97 02N NO2 relOreq2
98 02N NO1 relOreql
99 02N N1N revO rell
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state| manager| client| m_msgs c_msgs
100 02N 01N rell

101 02N NON rellrelO
102 02N NO2 rellrelOreq2
103 02N NO1 rellrelOreql
104 02N N12 rev0 rellreq2
105 02N 012 rellreq2
106 02N NO2 rellreqg2rel0
107 02N NON revO rellrelO
108 02N NO2 revO rellrelOreq2
109 02N NO1 rev0 rellrelOreql
110 02N NON revO rel0
111 02N NO2 rev0 relOreg2
112 02N NO1 rev0 relOreql
113 N2N NIN rell

114 N2N N12 rellreq2
115 N2N NON rellrelO
116 N2N NO2 rellrelOreq2
117 N2N NO1 rellrelOreql
118 N2N NON rel0
119 N2N NO2 relOreq2
120 N2N NO1 relOreql
121 12N NO2 | grant2re’l

122 02N NO2 | grant2re0

123 NON NO1 reql
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