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Abstract. De nition of securityunder the framevork of EnvironmentalSecu-
rity (a.k.aNetwork-Avare Securityor Universally ComposableSecurity)typi-

cally requires “e xtractability” of the private inputs of partiesrunning a proto-

col. Formalizing conceptghat appeaed in an earlier work [19], we introduce
a framavork of “Monitor ed Functionalities, which allows us to avoid sut a

requirmentromthe securityde nition, while still providing very strongcompo-
sition properties.W\e also considera specializationof the EnvironmentalSecu-
rity frameavork by designatingoneparty asa “server” andall other partiesas
clients.Both thesecontributionsin the work are aimedat beingableto provide
wealer EnvironmentalSecurityguaranteego simplerprotocols Weiillustratethe
usability of the Monitored Functionalitiesframeavork by providing mud simpler
protocolsin the plain modelthanin [19] for somelimited functionalitiesin the
serverclientmodel.

1 Intr oduction

At the onsetof theoreticainvestigationsnto de ning andachieving cryptographicse-
curity, idealizedsettingsinvolving just one protocol were used.A highly successful
theorywasdevelopedwhich gave satishctorysolutionsto a multitudeof cryptographic
problemdik e encryptionandmulti-partycomputationreducingthe nelulousquestions
of securityto concreteproblemsin computationabomplexity theory Having success-
fully tackledtheseproblemsthis nascenteld of computersciencestartedfocusingon
morechallengingoroblemsthrown its way by the new requirement®f thefastchang-
ing world of informationtechnology

An importantchallengevasto enhancehetheorysothatit couldhandlelessideal-
izedsettinggelevantto themodernworld —wheretherearemary computersonnected
to an unreliablenetwork. Ratheranngingly, this complicatedthe situationspectacu-
larly. De nitions of securityturnedout to be inadequateasnew attackscameinto the
picture.Protocolswhich wereprovably secureesarliereitherbecamensecurepr worse
still, remainecbpenchallengego be provensecureor insecure.

Two importantworkswhichexploredthesecomplicationsdenti ed Non-malleability[8]
andConcurentsimulation[9] astwo mostbasicproblemsto be studied.Sincethena



signi cant amountof work wentinto tacklingthesebasicaspectsWhile therehasbeen
guite somesuccess$n resolvingmary challengesthe new protocolskeptgettingmore
complicatedand lessefcient. A freshlook at the problemwastaken in [3], which

offereda comprehensie de nition of security namelythat of EnvironmentalSecurity
(ES, for short) or Network-Avare Security (It wasintroducedin [3] underthe name
Universally ComposablqUC) Security; hencewe shall refer to this versionof En-

vironmentalSecurityas ES/UC.) ES/UC security at once subsumesion-malleability
andconcurrenyg. This allowed simplerandintuitive compositionf protocols.Using

a setupcalledthe “commonreferencestring; (whereall partiesareprovided a string

producedby a trustedparty), or alternatvely usinga trustassumptiorof “honestma-
jority” (wheremajority of playersamonga pre-de nedsubsebf partiesaretrustedto

be honest)jt wasshovn how to do “securemulti-party computatiori, arguablythe ul-

timate cryptographictask[3, 7]. However it fell shortof offering a viable solutionto

the protocoldesignersit wasshowvn thatto achieve provable securityunderthis new

model,some“trust assumptionwould be necessaryn mostcasesof interest[3, 4,6].

Recently[19] shavedaway to getaroundthe needfor trustassumptiorby modifying

the ES/UCframework to obtainwhatis calledthe genemlized EnvironmentalSecurity
(gES),or genemlizedNetwork-Avare Security frameawork.

This Work. EnvironmentalSecurity(ES/UCaswell asgES)addressetheconcerrthat
protocolsarerun in an arbitraryervironmentalongwith otherprocessesndnetwork

actiity. However the comprehensie de nitions of security offered by theseframe-
works tend to requirecomplex protocols.The thesisof this work is that we needto

developrelaxednotionsof EnvironmentalSecuritywhich will helpusprove somelevel

of securityfor simpler protocols,at leastfor certainlimited applicationsWe explore
two separat@irectionssimultaneously

First, we develop a modelintendedto remove someof the concernsof universal
composabilityfrom environmentalkecurity Themodelrestrictsthe protocolexecutions
for whichsecurityanalysiswill beapplied by requiring” x edroles”for theparticipants
acrossall protocol executions.(This can be viewed as a generalizatiorof the setup
introducedn concurrenzeroknowledge[9], to theESsetting.)Thisrestrictionfreesus
from concern®f certain“man-in-the-middle attackgor malleabilityof the protocols).
Our interestin the client-sener modelis asa usefultheoreticalconstructin itself — a
platformfor tacklingsomeof the EnvironmentalSecurityissuesvithout having to deal
with all the compositionissuesFor the protocolsin this work, useof this modelis not
crucial, but it leadsto somevhat simpler protocols,simplerassumptiongnd simpler
analysis.

Second- andthis is the mainfocusin this work — we introducea signi cant relax-
ation of the securityrequirementsn the ES framework, in a new framework of Mon-
itored Functionalities Indeed,[19] shavs how to relax ES/UC,without muchlossin
applicability® gES removesthe restrictionin the ES/UC frameawork that the “simula-
tion” usedto de ne securityshouldbe computationallyboundedandstill manageso
retain UniversalComposability However the gES protocolsin [19] arestill complex.

3 Technically securityin gESframenork is not a relaxationof securityin ES/UCframework,
but involvesarelaxationfollowed by a strengtheningwhichin generaimalesit incomparable
with thelatter.



We go onestepfurther, andrede ne securityin sucha way thatonemorerequirement
from the ES/UCframework is removed— namelythatof “extractability” We shav how
to de ne meaningfulnotionsof securitywithout the extractabilityrequirementandyet
obtainEnvironmentallySecureandUniversallyComposabl@rotocols.Thisis achieved
by introducinga new entity alongsidethe “trustedparty” in theidealworld: it is acom-
putationallyunboundedmonitor” which canwatchovertheidealworld executionand
raiseanalarmif somespeci c conditionis violated.

Two of our protocols(for commitmentand zero-knavledge proofs) are adapted
from [19], with simpli cations allowed by the client-sener model. The resultsin [19]
do shaw thatthoseprotocolscanbe usedto obtainfull- edged gESsecurityfor these
tasks(againststatic adwersarieswithout the client-sener restriction,and without re-
sortingto monitoredfunctionalities).Howeverit is far from a directuse:they areused
as subroutineswithin a larger protocol for commitment.Our attemptis to usethese
protocolsin amoredirectfashionandobtainmuchsimplerprotocols.

Our Results.Weintroducea new framevork of ErvironmentalSecurity wherethecor-
rectnesandsecurityrequirement®f a protocolareseparatelyle ned (unlike [3, 19]).
Further we considera model,called“client-sener model; which considergestricted
patternof executionof theprotocolsanalysedBoth areaimedat gettingrelaxationsof
the existing ES frameworks, so that possiblywealer levels of EnvironmentalSecurity
canbede ned andprovenfor simplerprotocols.

Thenwe shav how to realizetools like commitment,zero knowledgeproof and
commit-and-pree functionalitiesin this setting.We illustratethe useof thesetoolsin
implementinga specialclassof functionalitiescalled the “server-client” functionali-
ties. All our protocolsare very simpleandrelatively ef cient (comparedo protocols
in ES/UC and gES models).The protocolsareall in the “plain-model” (ho common
referencestring, or othertrustassumptionslandaremuchmoreef cient thaneventhe
onesin [19] (which solve amoredif cult problem).

We pointoutthatthe4 messageeroknowledgeprotocolwe giveis, in particular a

concurentzeroknowledgeargumentwith only 4 messagesyhereinthe simulator(and
corruptveri ers) are allowed somesuperpolynomial computationapower. Previous
results(which worked with polynomialtime simulators)gave either protocolswith a
large numberof rounds(dependenbn the securityparameter)or were dependenbn
the numberof veri ers thatthe protocolwassecureagainst.Further our protocolis a
simplevariantof awell-known simpleprotocolwhich hasbeenaroundfor mary years,
but for which no suchstrongcomposabilityhasbeenproventill now.
Limitations of Our Results.Therearesomeseriouslimitationsto our currentresults.
It is not clearif the approachin this work candirectly yield protocolsfor the most
generalkind of functionalities.Firstly, our 2-party protocolis for a very specialkind
of multi-party computationsonly, which we term the sener-client computation(In a
sener-client computationthe client recevesasoutputsomefunction of its input and
thesener'sinput. But thesenerrecevesasoutput,theclient'sinput.)

But a more seriouslimitation lies with the natureof securityguarantegrovided.
Along with correctnesaind secreg guaranteespne would like to have a guarantee
thatthe sener's inputto the functionis independenbf the client's input. The security
de nition provided in this work doesnot male this last guaranteeNeverthelesswe



sketchhow this canberemediedunderthe conditionthatthe client never usests input
previously (thefull technicaldetailsof whichwill bepublishedelsavhere).

Despitethelimitations, our new framework is a stepin thedirectionof formalizing
relaxed notionsof security (relaxed, but still accountingfor a generalervironment),
whichwill helpprove securityguaranteefor simplerandmoreef cient protocols.
Previous Results.As mentionedabore [3, 17] introducedthe ES/UCframework, asa
modelto considergeneralcomposabilityandcomplex ervironments But in the plain-
modelvery little wasavailablein termsof positive results.Recently[19] introduceda
modi ed notion of security by allowing the IDEAL world environmentandadwersary
accesso superpolynomialpowers.This madeit possibleto achieve securamulti-party
computationin the plain model. However the protocolsin [19] are still much more
involvedthanthe onespresentedhere.An earlierattemptat reducingthe requirements
of the ES/UC framework wasin [5], which alsointroduceda semi-functionality-lile
notionin the context of secureKey-Exchange.

Work on concurrenmodelstretchedackto [9], whointroducedt in thecontext of
ZeroKnowledgeproofs,followed by a sequencef worksin the samecontext [20,11,
18], wherean arbitrary polynomialnumberof concurrentexecutionscanbe handled,
but with the numberof roundsin the protocolgrowing with the securityparameter1]
gave a constantroundprotocolfor boundedconcurrenZK, in which the communica-
tion compleity dependean the numberof concurrensessionshatcanbehandled A
similar result,but with similarlimitations,wasshowvn for geneal 2-partycomputations
(generalasopposedo our Client-Sener Computationyecently[12, 16]. All thesepro-
tocolsaresomeavhatcomplicatedandconceptuallyinvolved.Relaxingthe requirement
of polynomialtime simulationin the de nition of securitywas usedin someearlier
works[13,14] too, in the context of zeroknowledgeproofs.

Connectionswith [19]. Our startingpoint is the two “semi-functionalities”for com-
mitmentand zero-knavledgeproofs, introducedin [19]. Therethey are usedfor the
speci ¢ purposeof implementinga (full- edged gES)commitmentfunctionality. How-
ever we seekto directly usethemfor “end uses. Our new framework for monitored
functionalitieslets us extendthe approachthereto a formal de nition of security We
introducetwo more semi-functionalitiesnamelycommit-and-pree and sener-client
computationWe give protocolsfor thesesemi-functionalitieandalsoprove thatthese
semi-functionalitie$ave therequiredcorrectnespropertyin our framework. We then
obsene thatfor suchfunctionalitiesto be moreuseful,it would helpif the correctness
guaranteesn the semi-functionalitiesrestrengthenedie shawv thatsucha strength-
eningcanindeedbeformalizedandproven(seeSection6.2).

2 Basicldeas

The next few subsectionatroducethe novel toolsandconceptsve employ. All these
arenew, excepttheideasin Section2.3 (whichwererecentlyintroducedn [19]).

2.1 Client-Server Model

We presenthe Client-Servermodelasa simpli ed settingto investigatesomeof the
EnvironmentalSecurityissueswithout having to dealwith all the compositionissues.



In this model,the securityguaranteesvill be givenonly to session®f protocolsin all
of which the participantshave the same* x edroles” Theinspirationfor this modelis
themodelusedfor concurrentzeroknowledgeproofs[9].

The speci ¢ x ed role restrictionin our modelis asfollows. Thereis a special
partycalledtheserver . All theotherpartiesareconsiderealients We shalluse to
denotea genericclient. We allow only staticadwersariesi.e., partiescanbe corrupted
only at the beginning of the system.(Recall that the concurrentZK-model also has
a staticadwersary) In this modelwe shalltypically investigatgfunctionalitieswhere
playsaspecialrole:for instanceacommitmenfunctionalitywhere isthecommitting
party (anda clientrecevesthe commitment) or a zeroknowledgeproof where isthe
prover. We also considera classof multi-party computationproblemswhere hasa
specialrole. Universalcompositionin the client-sener modelis limited to concurrent
session®f the protocolswherethe sameparty playsthe senerin all sessionsThus,in
particular we donotoffergenerahon-malleabilityjustasin thecaseof concurrenzero
knowledge.However unlike there,we require ervironmentakecurity i.e., the security
de nition incorporateshe presencef anarbitraryernvironment.

Notethatthe client-senermodeldoesnot have adifferentde nition of security but
ratherinheritsit from the underlyingES model.(The new securityde nition we intro-
ducein thiswork is givenin Section2.2). It only speci esrestrictionson the protocol
executionsfor which securitywill bede ned.

The main purposeof introducingthe client-sener modelis to allow simpli cation
of protocols,by exploiting the asymmetryin the model. It allows us to usesimpler
assumptionsaswill bedescribedn Section2.3.

2.2 A NewFramework for Specifying Security

In the concurrenZK-model securityrequiremenifor concurrenZK proofs)is spec-
i ed by thetwo propertieszero-knavledge(secreg) andsoundnesgcorrectness)in
contrast,in the ES/UC model securityrequirementsare speci ed by giving anideal
functionality, which totally capturesdoththeserequirementsWe proposeanew frame-
work, wherewe still require ErvironmentalSecurityfor the more subtlesecreg re-
quirementBut the correctnessequirements speci ed separatelyasin the concurrent
ZK model.Below we elaborateon this.

“Semi-Functionalities”and “Monitor s’  In the ES/UC-modela 2-party I DEAL func-
tionality usuallyinteractswith boththe partiesin anidealway. For instancehe IDEAL
commitmenfunctionalitywouldinvolvereceving avaluefrom thesendersecretlyand
notifying thereceiver(andadwersary)of thereceipt,andlateron receving acommand
to revealfrom the sendersendingthe original valueto therecever. This functionality
makessurethatthe sendetlis boundto a value on committing (this is the “correctness
guarantee”andthat the valueremainssecret(“secrey guarantee”) The ideabehind
de ning a semi-functionalityis to free oneof theserequirementérom theIDEAL func-
tionality, andsomehav enforcethatrequiremenseparately

A monitoredfunctionality(e.g., .oy describedn Figurel(a))consistof asemi-
functionality( ., in Figurel(a))andsomeconditionson the semi-functionality The
semi-functionalityis syntacticallyjust a functionality, but it is not “ideal” enoughlt is
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typically de ned basedon anarbitraryprotocol.For instancehe speci cationof g,
consistsof arbitraryinteractionbetweerthe senerand ,,, (whichis unspeci edin
Figurel(a),but will belaterspeci edin suchawaythatbindingpropertycanbeargued
separately)Notethatthearbitraryprotocolis carriedoutbetweernhesemi-functionality
anda party, and not betweerthetwo parties This is why the semi-functionalityguar
anteesecrey —in thecaseof ,,, theonly messagé sendgo thereceiver andthe
adwersarybeforetherevealphasds commit . To completethespeci cationof theideal
functionality we needto alsogive a guaranteghatthe semi-functionalityis functional
(i.e.,it canbeusedby the senerto make commitmentsjandcorrect(i.e., it is binding
onthesener). Theserequirementsrespeci ed separatehaspropertiesghatthe semi-
functionality needsto satisfy It is all thesethreerequirementdogetherthat make up
the speci cationof theideal commitmentfunctionality. We shall call sucha collection
of requirements monitoredfunctionality.

IDEAL world of Monitored Functionality The MonitoredFunctionalityis proposedas
an IDEAL functionality, which capturesall the securitypropertiesof a giventask.In
Figure 1 we show the four Monitored Functionalitiesusedin this work. We point out
someof theimportantfeaturesof this new formalism.

In Figure 1, the semi-functionalitiesare not fully speci ed, but allows arbitrary
interactionbetweenthe sener and the semi-functionalitiesOncea protocolis cho-
sen,the semi-functionalitywill be specializedo suit that protocol. Thatis, the semi-
functionality will carry out the client's partin the protocol. Note thatthe view of the
seneris unchanged wereplaceheinteractionwith thesemi-functionalityby the pro-
tocol with the client. The importantthing hereis thatirrespectve of the protocolthat
is used thesesemi-functionalitiesare designedo capturethe secrey requirementof
therespectie tasks.For instancejn commitmentthe only messagesentto theclient
are“commit ” and“ reveal " Indeed,in all four semi-functionalitieshe mes-
sagegeachingthe client andthe IDEAL world adwersaryare exactly thosemessages
thatacorrespondingDEAL functionalityin the ES/UCmodelwould specify Thename
semi-functionalityis to emphasizehat they provide only the secreg guaranteeand
correctnesseeddo beensuredeparatelyBut otherwisethereis nothing“semi” about
them-—technicallythesearefull- edged functionalitiesin the ES/UCmodel.

Next, we draw thereaders attentionto theway the correctnessequirements spec-
i ed. For corvenienceandconcretenessye employ a new notion, calledmonitors. A
monitoris a conceptuatievice usedto specifythe securityrequirement®f a function-
ality. If the securityrequirements violatedwe wantthe monitorto alertthe partiesby
“raising analarm’ Eachsessiorof the functionality hasits own monitor. A monitoris
a (computationalljunboundedjunctionwhich caninspectthe entiresystemincluding
all partiesandfunctionalities(exceptary othermonitors)andmaintainits own internal
state.Thisis in contrasto the PPTfunctionalities.Thereis only oneway a monitorcan
affectthe systemnamely by raisinganalarm.

Secuely Realizinga Monitored Functionalityin REAL world. In the REAL world we
wouldlik eto have protocolswhich canreplaceMonitoredFunctionalitiesThatis, if we
replacethe IDEAL monitoredfunctionality(i.e.,thesemi-functionalityandmonitor) by
aprotocol,no ervironmentshouldbe ableto detectthe difference(we areallowedalso



to replacetheREAL adwersary , by anIiDEAL adwersary ). Thisinvolvestwo things:

rst the protocol should securelyrealize the semi-functionality(in the corventional
senseof [3]). But in addition,it shouldbe ableto mimic beingmonitored.But clearly
thereareno monitorsin the REAL world. Sowe requirethatevenin the IDEAL world
having the monitor should not be detectableo the ervironment. Note that this is a
requiremenbn the functionality, andnot on the protocol. However, it dependsn the
protocolin thatthefunctionalityis fully speci ed dependingnthe protocol.

De nition 1 We saya protocolsecuely realizesa monitoedfunctionalityif

1. for everyadvesarythere existsa simulatorsud that no ervironmentcantell be-
tweeninteracting with the protocolin the REAL world (runningthe protocol) and
interacting with the semi-functionalityof the monitoledfunctionalityin the IDEAL
world (thisis the conditionfor the UC theoemto hold), and

2. there existsa monitor satisfyingthe speci ed requirrmentssud that for any en-
vironmentand advessary, the probability that the monitor raisesan alarm is neg-
ligible, evenwhenthere are other protocols, functionalitiesand monitors in the
system.

Notethatin theabovede nition, the rst conditionis statedfor astand-alonsetting,as
theUC theorem3, 19] ensureshatit holdsin acomposedettingalso.But thesecond
conditionneedsto be metfor the composedetting,aswe do not have a composition
theoremfor (computationallyunboundedmonitors.(i.e., a monitor may behae en-
tirely differentlywhen,in somepartof the systema REAL protocolis replacedoy an
IDEAL functionality). Hencewe needto shaw the existenceof a monitor for the com-
posedsetting-i.e., afterall REAL protocolshave beentransformedo IDEAL function-
alities or semi-functionalitiesFurthertheremay be othermonitorsin the system But
the monitorsareindependentf eachotherandthe only way a monitorinterfereswith
the systemis by raisingan alarm.Henceothermonitorscanbe ignoredfor analysing
themonitor of aparticularsession.

Expiring Monitors. For concretenesi our analysis,we shall considemonitors
which expire aftertime from the startof the protocol. The guaranteegiven by the
monitor holdsonly till it expires.But for ary polynomialin the securityparameter
we shallshow thatthemonitorraisesanalarmwith negligible probability. Thusfor ary
polynomiallylargein the securityparameterthe guarantesvould hold.

Locked States.For our guaranteeso be useful,we would oftenrequirethatthemonitor
cannotinspectsomepartsof thesystemln ., for example we would like themoni-
tor to recordthesener'sinputindependentf the client'sinput. We cannotmake sucha
guarantedf theclienthasreleasedts inputinto the systemearlier(eitherexplicitly, or
by giving outa commitmentevenif the commitments perfectlyhiding). However, if
theclient'sinputis kept“locked” andunusedintil afterthesever makesits commitment
step,thenwe shouldprovide the abore guaranteeWe do thisin Section6.2.



2.3 GeneralizedEnvir onmental Security

We assumehat the readeris somavhat familiar with the ES/UC framework [3]. An
IDEALfunctionality is speci ed to de ne a taskaswell asthe securityrequirements
onit. A REAL world protocolis saidto secuely realizethe IDEAL functionality, if
replacingaccesgo the IDEAL functionalityby executionof the REAL protocoldoesnot
let the adwersariedake advantageof this in any ervironment.Thatis, for every REAL
world adwersary , thereisanIDEAL world adwersary , suchthatno environmentwill
behaedifferentlywhenin therReaL world (runningtheprotocol),insteadof the I DEAL
world (with accesdo thefunctionality). All the partiestheadwersarytheervironment
andtheIDEAL functionalitiesareprobabilisticpolynomialtime (PPT)machines.

However for most of the interestingcryptographictasks,there are no protocols
whicharesecuraunderthe ES/UCmodel,in thestandardnodel[3, 4, 6]. Theonly pro-
tocolsfor thesetasks,which are ES/UC securerequiresomestrongtrustassumptions
in themodel(eg. honesmajority, or atrustedcommonrandomstring)In [19] this dif -
culty was overcomeby alteringthe de nition of security to obtaina new framework
called the generalizedEnvironmental Security (QES) framework.* Therethe IDEAL
world adwersaryis givenextracomputationapower via oracleaccesso anexponential
time maching(referredto asthe“Imaginary Angel;’ or simply Angel). Whenanimagi-
naryangelGis usedtheresultingmodelwill be calledthe GESmodel.A protocolfor
afunctionality is saidto G-ES-realizethe functionality againstPPT adwersariesif for
everyPPTadwersary , wecandemonstrata PPTsimulator with oracleaccesso G

As in [19], herethe information provided by the imaginaryangelwill be abouta
hashfunction. Suitableassumption®f hardnesgelatedto this hashfunction will be
madein Section2.3. The speci cationof theimaginaryangelis givenin Section2.3.
Thoughour assumption®n the hashfunction and our imaginaryangelare similar to
thosein [19], they aresomevhatsimplerin our caseIn fact,we avoid a strong“non-
malleability avored” assumption(Correspondinglyhowever, we restrictoursehesto
theclient-sener modelintroducedn Section2.1.)

[19] provesthe compositiontheorembelow for the generalizedsetting, for ary
imaginaryangel,which whenqueried,returnsa (probabilistic)function of the setof
corruptedpartiesandthe query For furtherdetails, we referthereaderto [19].

Theorem 1. (ExtendedUniversalComposition Theorem-Informal Statement)[19]
Let beaclassofreal-worldadvesariesand beanidealfunctionality Let bean
-party protocolthat GES-realizes againstadvesariesof class . Also,suppose
isan -party protocolin the -hybrid modelwhich GES-ealizesa functionality
againstadvesariesof class . Thentheprotocol (obtainedfrom by replacingin-
vocationsof by invocationsof the protocol ) GES-ealizes ' againstadvesaries
ofclass .

Hash Function As in [19], our computationabssumptiondiave to do with a “hash
function?” However our assumptionsre weaker thanthosethere.We assumea hash
function , with thefollowing properties:

4 In [19] it wascalledgeneralizedEnvironmentalSecurity



Al (Dif cult to nd collisionswith samepre x): For all PPTcircuits , for aran-

dom , probability that outputs suchthat
is negligible.
A2 (CollisionsandIndistinguishability):For every , thereis adistribution
overtheset , suchthat

Further given samplingaccesgo to a distinguisher thesedistributions still
remainindistinguishable.

Thelastconditionessentiallysaysthatthe hashfunctionis “equivocable™i.e.,for every
it is possible(but computationallyinfeasible)to givea suchthat canbeexplained

asahashof 0 ( for some ) aswell asa hashof 1 ( for some ),
and both explanationslook asif it camefrom a uniform choiceof or . Notethat
for randomoraclesall theseconditionstrivially hold (where arepolynomially
related).

Theseassumptionsufce for achieving concurrentZero Knowledge proofs and
commit-and-pree functionality. To securelyrealize “client-sener computatiori, we
make onemoreassumptiorfa strongewariety of trapdoompermutationsin Sections. 1.
All theseassumptionsvereusedin [19] aswell (where,in fact,the assumptionsised
arestrongerthantheoneshere).

Imaginary Angel G We specifythe imaginaryangelG that we usethroughout this
work. G rst checksif thesener is corruptedor not (recall that we do not allow
to beadaptvely corrupted)lf it is corruptedG functionsasa null-angel, i.e., it returns

onary query Butif is not corruptedthenwhenqueriedwith astring Gdraws
asamplefrom  describedabore andreturnsit. This is very similar to theimagnary
angelusedin [19], but slightly simplet

3 Monitor ed Commitment and Zero KnowledgeProof

The semi-functionalities ., and ,, wereintroducedin [19] whereprotocolswere
givenfor thesesemi-functionalitiesFurther lemmaswereprovedtherewhich shoved
bindingandsoundnespropertiesof thesefunctionalities.Our protocolsin this section
areverysimilarto (butslightly simplerthan)thecorrespondingnesin [19]. Theproofs
are similar too, exceptthat the binding and soundnesgropertiesare now provenin

termsof the probability with which a monitorraisesalarm.

3.1 Monitor ed Commitment

The monitoredfunctionalityfor Commitment ., wasdescribedn Figurel(a),as
composeaf theCommitmensemi-functionality ., andamonitorto ensuredinding.
Now we give a protocolwhich realizeshis functionality, in Figure2.



Commitment Protocol com

Thecommittingpartyis thesener , andthereceving partyis someclient
COMMIT PHASE

where
REVEAL PHASE

if thenaccept asrevealed

Fig. 2. CommitmentProtocolcom

(Giventheprotocol,we cango backto thespeci cationof ., andcompletehe
semi-functionalityspeci cation, by replacingthe “Arbitrary protocol” stepswith the
correspondingtepsfrom theprotocol.)

As mentionedkarlier we calltheprotocolsecurdf it achiesesthesemi-functionality
andthereexists a monitor as speci ed by the functionality, which will raiseanalarm
with negligible probability Thefollowing lemmaswhich assurausof this.

Lemma 1. For anypolynomial(in the securityparameter ) , underassumptiorAl,
thereis a monitorsatisfyingtherequirrmentspeci edby  ,, , sut thattheproba-
bility of themonitorraisinganalarmwithintime is nggligible.

Proof. Firstly, if the adwersarydoesnot corruptthe senderthenthe monitorreadsthe
committedvaluefrom thehonessendersinputto theprotocolandsets tothatvalue.
It is easyto verify thatthismonitormeetsall therequirementandneverraisesanalarm.
Sosupposeheadwersarycorruptsthesenderin this casetheimaginaryoraclefunc-
tions as a null-oracle. Thus the entire systemof all the partiesand the ervironment
is probabilisticpolynomialtime. (We neednot considerother monitors,as explained
above.) Themonitor chooses asfollows: examinethe stateof the entiresystem
anddeterminethe probability — of the sender(legally) revealingthis commitmentas
0 within time , andthe probability  of the senderevealingit as1 within thattime.
Choose if ; elsechoose
We shalldemonstrata (non-uniform)PPTmachine  whichaccepts
and outputs suchthat , with a probability polynomially
relatedto the probability of the monitorraisinganalarm.
simulateghesysteninternally, startingatthepointthesessions initiated.Recall
thatthis sessioris to berunwith accesso thelDEAL semi-functionalityButinstead,
will playtherole of the semi-functionalityfor this sessionlt sendgheinputit receved
asthe rst messagdo the senderThenthe senderespondswith a string . At this
point makestwo copiesof thesystemandrunsthemwith independentandomness,
for time each.If the sendereventuallyrevealsthe commitmentas in onerun
andas in theotherrun,then  outputs



De ne randomvariable (respectiely, ) asthe probabilitythataftersending
thesenderrevealsthe commitmentasO (respectiely, 1) within time . Theprobability
thatthe monitorraisesanalarmis at most

- succeeds

becausafter forking two copiesof the system, succeeddi.e., it managego out-
put suchthat ) whenin one of the runsthe event with
probability occursandin the otherthe eventwith probability

Sincethe probabilitythat ~ succeedss negligible by assumptioron |, sois the
probabilitythatthemonitor  raisesanalarm.Clearlythisholdsfor ary polynomial
in the securityparameter

Lemma2. com GES-ralizes ., againststaticadvesaries,underassumptiorA2.

Proof (sketch): For every PPTadwersary we demonstrate PPTsimulator such
thatno PPTernvironment candistinguishbetweerinteractingwith the partiesand
in the REAL world, andinteractingwith the partiesand in the IDEAL world. We do
thisin thepresencef theimaginaryoracleG
Corrupt Server Note that the semi-functionalityis designedsuchthat choosingthe
simulator tobeidenticalto (exceptthatit sendghemessage® ,, insteadof to
) works.

HonestServerDuring simulation runs internally When  startsthe commitment
protocol, initiatesasessiorwith theIDEAL functionality When sendutthe rst
messageén the protocol , forwardsthis to the oracle G and receves

. Then,when ,,, givesthecommit message, provides with asthemes-
sagefrom to (whether is corruptedor not). Laterif g, givesthe message

reveal , provides with asthe REAL messageandif g, givesthe
messagereveal ,  provides to . Undertheassumptioron it canbe
shown thatthis is agoodsimulation. ]

3.2 Monitor ed Zero KnowledgeProof

In Figure 3 we show a simple protocol zk in the ,,-hybrid modelwhich GES-
realizes ,, againststaticadversariesThe particularrelation usedin ,, is of
Hamiltonicity (ie, givena graph,whetherit containsa Hamiltoniancycle or not). The
protocolis a simple adaptationof the well-known zero knowledge protocol for this
relation. However that protocol (aswell asits previous variants)is not known to be
securdn aconcurrensetting.

Multi-bit CommitmentMultiple bitscanbecommittedto by runningindependentopies
of theprotocolin Section3.1in parallel.(Betteref ciency canbe achievedby making
suitableassumption®n the hashfunction . Butin this work we do not addresghis
aspectof ef ciency.) For corveniencewe denotethis collection of sessionf g,
by .- For simplifying the descriptionwe shallusethe notation o

COoM to denotea stepwhere sendsacommitmento thebitsof ,to  through



the semi-functionality __ , and com REV will denotearevealto
laterusing(thesamecopy of) .

Note that we are providing the protocol zk in the ~__ -hybrid model.Soin the

semi-functionality ,,, the“arbitrary protocol”will involveinteractionof ,, (and )

with . Thissimplymeanghat __ isinternallyrunby ., wheninteractingwith

Theproverrecevesa Hamiltoniancycle aswitness Firstit veri es thatthe
is indeeda valid Hamiltoniancycle in . (Elseit abortsthe protocol.)We usethe
above notationfor commitmentsandrevealsof matrices.The adjaceng matrix
of a graphis naturallyrepresentedsan bit-matrix. For corveniencewe let a
permutation of  alsoto berepresentedly an bit-matrix de nedas
iff (else ).

Theideais thatthe prover hasto committo the pair of matrices
wherethe veri er expects and for somepermutation with
the representation . In responseo sending the veri er expectsthe prover to
revealall of and , whereasfor it expectsthe proverto revealthe bitsin

correspondingo a Hamiltoniancycle in . An edgeis representetly anindex

into this matrix. Givena setof edges , we use to denotethe entriesin the
matrix  givenby theedgesn

Lemma 3. For anypolynomial(in the securityparameter ) , thereis a monitorsat-
isfying the requirementsspeci edby . , sud that the probability of the monitor
raisingan alarmwithin time is negligible.

Proof. Our monitor doesexactly what the speci cation requires:it checksif is
Hamiltonian If notandif ,, sendg¢hemessag&AMILTONIANtO ,thenthemonitor
raisesanalarm.

We shall usethe resultthat .,, hasa monitor, to arguethat the probability this
monitor raisesan alarmis negligible. For eachof the parallelsessionsgonsiderthe
behaiour of themonitorsfor ., forthe  sessionsf .. Thesemonitorsrecord
values internally.

For corveniencewe de ne thefollowing events:ALARM is theabove eventthatthe
monitorraisesanalarm;BADCOM is theeventthatsome ., monitorraisesanalarm;
ALLGOODQUERIES is the eventthatin eachof the sessionsfor the bit selectedy

the bits recordedby commitmentmonitorsde ne avalid answeti.e., for the
monitorshaverecorded andfor themonitorshaverecorded
an  with Hamiltoniancycle. If ary pair recordedoy the monitorsde nes
avalid answerfor both and , it impliesthatthe graphis Hamiltonian;else
we call the pair “bad” Let ALLBADPAIRS betheeventthatin all the sessionsbits
recordedby the commitmentmonitorsgive badpairsof matrices.Thenit is easyto see
(asshawn in the soundnesprooffor the correspondingrotocol,in [19]) that

ALARM ALLGOODQUERIES ALLBADPAIRS BADCOM

If apairis badit cande ne avalid answeffor at mostoneof thetwo possiblequeries.
Thatis, with probabilityatmost-, makesagoodqueryonthatpair. So,

ALLGOODQUERIES ALLBADPAIRS



Zero KnowledgeProof Protocol: zk
Commoninputto and :agraph
REPEAT IN PARALLEL TIMES:

com COM where (representetly thematrix )

is arandomlychoserpermutatiorof

com REV

ELSE

com REV
where correspond$o theedgesof thecycle

ENDIF
END REPEAT

if in all parallelrepetitions
representapermutation ,and  representagraph
suchthat
correspondso the edgesof a Hamiltoniancycle,
and
thenAccePT

Fig. 3. Protocolfor the MonitoredFunctionalityfor ZK Proof

Since  BADCOM isalsonggligible, weconcludethat ~ ALARM is negligible.
Lemma4. zk GES-ralizes ,, againststaticadvesariesin the g,,-hybridmodel.

Proof. Corrupt Server Justasin the caseof ., if the sener is corrupt, a trivial
simulatorin the IDEAL world, which actstransparentlybetweenan internal copy of
andthe semi-functionality ,, perfectlysimulateshe protocolbetweerthe corrupt
senerandanhonestlient.
Servemnot Corrupt. Recallthatthe protocolis in the  ,,-hybrid model.If thesener
is notcorrupt,theonly protocolmessagethat canseearethestatemento beproven,
thelengthof themessageffom to g, thecommit messagefom ,,, thebit
sentby ( maybe corruptor honest),andthe nal proven messageAll these
areavailableto simulator in thelDEAL executiontoo.Notethatif  is notcorrupted,
thebit canbechoseruniformly atrandomduringsimulation.Ontheotherhand,if
is corrupted(beforeit sendsout ), thenthis bit is indeedproducedby the copy of
that runsinternally. Thenit is easilyveri ed that canindeedsimulatein this case
perfectly



Theabove two lemmascanbe summarizedsfollows.

Lemma5. ProtocolzK in g, -hybrid modelGES-ralizes ,, againststatic ad-
versaries.

UsingthecompositiortheoremTheoreml andLemma2 we getaprotocolzk “°™ in
theReAL world which GES-realizes ,, againsttaticadwersariesNotethatzk oM
is a 4-round protocol. In the languageof Zero-Knavledgeproofs, we can statethis
resultasfollows.

Theorem 2. Thereis a 4-roundconcurientZemn Knowledg argumentor Hamiltonic-
ity whenthe simulator(aswell as corrupt veri ers) hassamplingaccesso  for all

4 Monitor ed Commit and Prove

Somaevhat surprisingly our model of security allows very simple protocolsfor the
commitand prove (monitored)functionality (Figure 1(c)) aswell. Below is the semi-
functionality ,,, with respecto arelation , andmonitorfor it.

For the commit phasewe usea straight-forward extensionof the bit commitment
protocolcom to multiple bits (seeSection3.2). A transcriptof the commitmentphase
consistsof two messages , where o , where is arandomstring
privatelychosenby and is the stringcommittedto.

is amulti-bit versionof :

We introducesomemore notationto corvenientlydescribethe protocol. Let
7K : ZKP denotethefollowing speci cation: rst, parties and reduce
the problem*” suchthat " to a Hamiltonicity problem
instance , Where if andonly if and
o . Thisreductionis carriedoutin suchawaythatgivenaHamiltoniancy-
clein ,itispossibletorecover asabove.Then useghesemi-functionality
-« toproveto that isHamiltonian.
Theprotocolis givenin Figure4. We shallprove thefollowing:

Lemma 6. Protocol cAp G-ES-ealizesmonitored functionality .,, againststatic
advesaries,underassumption&\1 and A2.

Proof. 1. cap GES-ealizes .. againststaticadvesariesin the ,,-hybrid model.
Corrupt Server Justasin the caseof ., and ,,, atrivial simulatorwhich acts
transparentlypetweeraninternalcopy of  andthe semi-functionality ., perfectly
simulateghe protocolbetweerthe corruptsener andanhonestlient.
Servemot Corrupt. Theprotocolis in the ,,-hybrid model,andhencesois the semi-
functionality ... Whenthe sener is not corrupted,the only protocolsmessages
canseearetheinitial commitmenimessages and , lengthsof themessagefom to
-, andthe proven messagérom . attheendof eachproof phase.
Theonly non-trivial taskfor the simulatoris to producethe commitmentext . Since
will neverberevealedbecaus¢heseneris honesandtheadwersarycannotadaptvely



Commit and Prove Protocol: caP
COMMIT PHASE:

where

PROOF PHASE (CAN BE MULTIPLE TIMES):

7K ZKP

Acceptif acceptedn theabove protocol

Fig. 4. Protocolfor the MonitoredFunctionalityfor CommitandProve

corrupt ), cansimply usea commitmentto a randomtext using to producea
purportedcommitmentof

NotethatassumptiorA2 implies thatthe distributionsof commitmentgo 0 andto
1 areindistinguishabl€evenwith accesso ): thatis, for all

becauséoth the distributions are indistinguishablegfrom . From
this, it is aroutineexerciseto shav thatno PPTernvironment(with accesgo theimag-
inary oracle G can distinguishbetweenthe simulationin the IDEAL world and the
executionin the , -hybrid model.

2. For any polynomial(in the securityparameter ) , there is a monitor satisfyingthe
requirrmentsspeciedby ., , sud that the probability of the monitor raising an
alarmwithin time is negligible.

We restrictoursehesto thecasewhen ., allows only oneproof phaseperses-
sion. It is possibleto extendit to multiple proofs, but the detailsbecomeengthyand
tedious.

Firstwe describenow avalue isrecordedby . Consideran“extractor” PPT
machine  which simulatesthe entire (composedDEAL) systeminternally, starting
atthepointwherethe sessiorof interestrunningour Commit-and-Prae protocolstarts
(thisstartstateis givento asnon-uniformadvice) for atmost time-steps. runs
the systemuntil the proof phaseof startedandthe prover makesthe commitmentstep.
At this point clonesthe systemandrunsthe two copiesindependentf eachothet

If in boththe copiestheproofis acceptedvy theveri er, checksf the -bit queries
madeby the veri er in zkpP areidenticalor not. If they arenotidenticalthis
lets  extractaHamiltoniancyclefor (assuminghemonitorsfor the g,,,sdonot
raiseary alarm).Then  derivesawitness from this Hamiltoniancycle,and
outputsit. Else  outputs .

Now we use  to describethe monitor . When ,, sendscommit to
for each checksthe probability of outputting , andrecordsthe onewith

thehighestsuchprobability, say . Laterif ,, sends proven for some such
thatfor no holds,thenit raisesanalarm.Also, for purpose®f analysis,



whenthe prover executeghe commitmentprotocol (semi-functionality)as part of the
zero-knavledgeproofprotocols,  startsthemonitorsfor ., assub-monitorsThe
monitorswill also be run whenthe extractor runs.If ary of thesesub-monitors
raisesanalarm,thentoo will raiseanalarm.

Clearly satis estherequirement®f thefunctionality (up to thetime bound ).
We go onto prove thatthe probability that raisesanalarm(which eventwe denote
by ALARM) is negligible. In therestof the proof, we conditionon the eventthatnone
of thesesub-monitorgaiseanalarm.Sincewe have alreadyshowvn thatthisis anevent
of nggligible probability (andonly polynomiallymary suchsub-monitorsarerun), this
will notchangeour conclusions.

Now, considerthe point at which forks the system.Let be the probabil-
ity that outputs  starting at (conditionedon) this point, within  time-steps.
Let betheprobabilitythat acceptgshe proof zkp within  time-stepsput

.Notethat ALARM , Wherethe expectation
is overthedistribution on the stateof the systemat the pointatwhich forks.

Sincewe assumehat the sub-monitorsdo not raisealarm, outputssome if
thetwo copiesit runsbothaccepthe proof,andin the seconccopy theveri er sendsa
querydifferentfrom the onein the rst copy. So, . Then,

outputs

If the assumptionin the last line above doesnot hold, we would be done,because

ALARM . Sowe make thatassumptiorandproceed.
Now we shall demonstrate (non-uniform)PPTmachine  which accepts
andoutputs suchthat , with a probability polyno-
mially relatedto the probability of the monitorraisinganalarm. starts  and

runsthecommitphaseby sending . It forks afterthecommitmentfrom arrives.
Thenit runsthe two independentopiesof (which involvesforking the system

again),andchecksf they outputdifferentvalues and , with
If so, derivesa collision to the hashfunction from somebit atwhich  and
differ, andoutputsthe correspondingportionsof . We saythat succeedd it
gets , suchthat fromtwo runsof . Then,
succeeds
becausdor all

- - ALARM



Puttingit all togethemwe have that ALARM nds acollision —,
whichis negligible by assumptioron

5 Applications of the New Framework

As we have shawvn above, theoreticallyinterestingcryptographidoolslike commitment
andzero-knavledgeproofs canbe securelyrealizedin the new framework, relatively

efciently (comparedo thosein previousErnvironmentalSecuritymodels).Thereason
for this is that our securityrequirementsare much morerelaxed. However this raises
thequestionf thesewealenedversionsof theabovetoolsareusefulto achieve security
for practicallyinterestingasks.In this sectionrwe make someprogresgowardsmaking
thenew framework usablefor multi-party computatiorproblems We restrictoursehes
to 2-partycomputation®f avery speci ¢ kind, asdescribedelow.

5.1 Client-Server Computation

A 2-partyClient-SererComputatiorfunctionality ... isgivenearlierin Figurel(d).
Note thatthe client doesnot keepary secretsfrom the sener . But the sener must
committo its inputs(andthemonitorshallrecordthe committedinput) beforetheclient
sendsts inputs.First, we shall give a protocolfor this Monitoredfunctionality, before
discussingsomeof its limitations.

SecetCommitandProve In orderto giveaprotocolfor ... , we needto modify the
Commit-and-Preefunctionality, sothatif boththesenerandtheclientarehonestthe
adwersaryis not giventhe statementshatthe sener proves.(Thisis because¢he adwer-
saryshouldnotlearntheclient'sinput.) Suchafunctionality c.xer-cap CANDESECUrEly
realizedin the gy c-hybridmodel,where ¢ is theencryptionfunctionality. For this

-« and ., aremodi ed to the SECRET versionswhich do not sendthe statement
proven( SECRET-ZK) or the bit revealed( SECRET-COM) to thead\ersary secreT-com Call
be securelyrealizedby the protocol com modi ed to encryptthe reveal step,using
the functionality gyc. In the staticcase gy c is known to be easyto implement,us-
ing CCA2-securgublic-key encryptionwith new keys eachtime (seefor instancg3]),
whichin turn canbe implementedassuminga family of trapdoorpermutationgusing
theconstructionn [21], for instance)But sincewe arein the GES-modelwe needto
revisit the assumptionsisedto securelyrealize gy, Nnamelythe existenceof trapdoor
permutations.

A3 Thereexists a family of trapdoorpermutationssecureagainstnon-uniformPPT
adveswsarieswhich are givensamplingaccesgo  for all

This is also an assumptiommadein [19]. With this assumptiorin place,we get the
following result.

Lemma7. Theeare protocolswhich GES-ealize gy and g qercap a0ainststatic
advesaries,underassumption®\1, A2 andA3.



Client-Server Computation Protocol: csc

The protocolis parametrizedby a function
SECRET-CAP COMMIT-PHASE

ENC
ENC

SECRET-CAP PROOF-PHASE

Fig. 5. Protocolfor the MonitoredFunctionalityfor Client-Sener Computation

5.2 The Protocol

Theorem 3. Theprotocolcsc G-ES-realizeshemonitoedfunctionality .. against
staticadvesariesin the o qercap  enc-hybridmodel.

Proof. 1. For any polynomial(in the securityparameter ) , there is a monitor sat-
isfying the requirementsspeci edby ... , sud that the probability of the monitor
raisingan alarmwithin time is nggligible.

We canbuild amonitor ~ for . usingthemonitorfor ,, . startsthe
monitorfor ., , andif the protocolproceedseyondthe rst step,it would record
avalue internallyasthecommittedvalue. will copy thatvalueandrecordit as
theinputof . Laterif themonitorfor .., raisesanalarm,  will raiseanalarm.
If s sendshevalue to ,then _,, mustreturn proven . So
if themonitorfor ., doesnotraiseanalarm,it meansndeed and

neednotraiseary alarmeither Thus doessatisfythereuirementspeci ed by
csc - Furtherthe probability that raisesanalarmis the sameasthatthe monitor
for ., raisesanalarm.By earlieranalysisthisis indeedneagligible.
2. csc GES-realizes ... againststatic adwersariesin the o zer.cap enc-hybrid
model.

For every PPTadwersary we demonstrata PPTsimulator suchthatno PPT
ernvironment candistinguishbetweerinteractingwith thepartiesand in theREAL
world, andinteractingwith the partiesand in theIDEAL world.

Asusual internallyruns (whichexpectstoworkinthe gcqer.cap  enc-hybrid
with the partiesrunningthe csc protocol),andworks asaninterfacebetween and
thepartiesWhen startsthe csc protocol, initiatesa sessiorwith thelDEAL func-
tionality ..

Corrupt Server Again, asin the caseof all the monitoredfunctionalitiesintroduced
in this work, thanksto the way the semi-functionalityis designeda trivial simulator
in the IDEAL world, which actstransparentlbetweenan internalcopy of  andthe
semi-functionality ,, perfectlysimulateghe protocol.

Servemot Corrupt. Theclient mayor maynotbe corrupt.We analysehetwo cases
separately:

— Honest : Inthiscaseallthat canseearethelengthsof themessages and
,giventoit by ocrer-cap @Nd enc. Theseareknownto (because
is publicly known), andit cansendthemto



— Corrupt :Inthiscase gets and . In addition expectsto seethe
messagesommit andproven from g...r.cap (in the rst andlaststepsof the
protocol). Theseareeasilyprovidedby the simulator

It is easyto seethatin all the casesthe simulationis perfect.

From this theorem,usingLemma?7 andthe compositiontheoremTheorem1, we
getthefollowing corollary.

Corollary 4 Thee is a protocol which G-ES-realizesmonitored functionality .
againststaticadvesaries,underassumptiong&\1, A2 and A3.

5.3 Extensionsto Adaptive Adversaries

Above we analyzedsecurityin the presencef staticadwersariesfor the sale of sim-
plicity. Here we mentionhow the tools developedhere can be extendedto the case
of adaptve adwersariesFirstly, if we expandthe adwersaryclassto allow the adaptve
corruptionof only the clients, it is easyto seethat the analysesstill hold. The only
modi cation requiredis that(in the caseof the“ SECRET” versionsof the functionali-
ties), the encryptionprotocolsusedwill needto be secureagainstadaptie adversaries
aswell.

However extendingto full- edged adaptie corruption(i.e., adaptie corruptionof
theseneraswell) requiresmoremodi cations. Notethatthe ImaginaryAngel Gfunc-
tions asa null-angelwhenthe sener is corrupted but otherwisegivesaccesgo the
distribution . If isinitially uncorruptecandcorruptedateron, remaoving accesso

is notenoughhaving hadaccesso  in thepastgivestheadwersaryanadwantage.
To x this,we canusethe hashfunctionusedin [19] for commitmentwhich takesone
more parameternamely the ID of the receving party. The assumptionsisedandthe
ImaginaryAngel will thenbethe sameasin [19]. The differencewith [19] is thatthe
“basic commitment”’and“basic ZK proof’ protocolstherecannotbe directly usedto
satisfythesecurityrequirementshere whereasthe nal protocolsdevelopedaresecure
only againststaticadwersariesin our casethesebasicprotocolscanbedirectly usedto
securelyrealizemonitoredfunctionalities.Note however thatthereis no signi cant ad-
vantagen usingtheclient-sener modelanymoreif we usethe sameassumptiongasin
[19]. Indeed theresultingprotocolssecurelyrealizethemonitoredfunctionalitiesin the
unrestrictecervironmentalsetting(without the restrictionsof the client-sener model),
againstadaptve adwersaries.

6 Limitations and Challenges

6.1 Problemwith ..

Thoughwe have successfullappliedourtoolsin thenew framawork to obtaina 2-party
computationprotocol,thereare someseriouslimitations to this functionality. Clearly;
the setof functionsthat are computedarelimited (namely only client-sener compu-
tations).But more seriously the guaranteggiven by the monitor is not satishactory



In particular thereis no guaranteef “independence”of inputs Thoughthe monitor
recordsa valuefor the sener's input prior to the client sendingoutits input, the value
recordeds allowedto bedependenbn the entire systemandin particularon theinput
of theclient®®

6.2 The Solution: Restricting the Monitors

In ongoingwork, we suggestvaysto addresghis problem.Therewe show thatif the

clientskeeptheir privateinputstotally unuseduntil the point of commitment(but may
usethemimmediatelyafterwards),thenthe monitor canbe requiredto recorda value
independendf their privateinputs. As it turns out, the protocolsare not altered,but

somerestrictionsare imposedon the monitor, and someparts of the proof become
signi cantly moreinvolved.

We allow thatsomepartof the stateof the systemcanbe kept“locked? This part,
whichwe shallcall thelocked state cannotbe usedin the system(until it is unlocked).
Therequiremenbn the monitoris thatit doesnothave accesgo the partof the system
stateif it is locked atthe pointthe monitoris requiredto recorda value;it will haveto
recordavaluebasedn therestof the systemwhich we shallcall theopenstate

Technically thelockedstatecorrespondindo a protocolexecutionis de ned atthe
beginning of that execution: it is the maximalpart of the systemstate,not including
ary of the adwersarys state,suchthatthe distribution of the restof the systemstateat
the recordingpoint is independentf it. Note that the independenceequiremenim-
pliesin particularthatthe probability of unlockingthe statebeforethe monitor nishes
recording,is zero (unlessthe locked stateis completelypredictablea priori from the
openstate).

We do allow the locked stateto evolve, aslong asthe independencé maintained
(in particular no informationshouldpassbetweerthe locked stateandthe openstate).
Further for full generality we allow the locked stateto be randomizedi.e., its value
is arandomvariable.However, we shallrequirethatthis randomvariableis ef ciently
sampleablgwhich is implied by the assumptiorthat the non-adwerserialpart of the
systemis PPT).In particularall the “future” randomnessi,e., randomnessvhich is
sampledhfterthemonitor nishesrecordingcanbeconsidereghartof thelockedstate®

As indicatedearlier the reasonwe allow the notion of alocked statein our frame-
work hasto dowith themeaningfulnesef thetwo-partycomputatiorscenarioWith the
modi cation sketchedabove in place,we canallow the clientto keepits input locked,
andtheneventhemonitordoesnotgetto seeit, beforerecordingtheotherparty'sinput.

5 The monitor's recordedvalueis independenof asyet unsampledandomnesin the system.
Soif theclient's inputis only a freshlysampledandomvalue,asis the casein a ZK proofor
coin-tossingprotocol,this issuedoesnot arise.

8 Incidentally in the useof semi-functionalitiesn [19], the only locked stateis future random-
ness.However this is an especiallysimple specialcase taken careof by the original proof
there.[19] doesnotintroduceor requirea generalizationAs it turnsout generalizingo other
locked statescomplicateur amgumentsconsiderably



However, notethatto keepan input locked, it cannever be usedin the systemat
all (until it is unlocked).” This is because¢he monitoris computationallyunbounded.
Note that this is relatedto the problemof malleability: if it wasusedin the system
previously, somehav that can be mauledand usedto make a commitmentrelatedto
it. (It is aninterestingproblemto relaxthis informationtheoreticlocking constraintto
a computationakquivalent.)However, interestinglywe do avoid the problemof mal-
leability while openingacommitmentthelockedstateis allowedto beunlockedbefore
thecommitments openedIndeed,if thelocked statesareto be keptlocked until after
theprotocolterminatesompletelyrestrictingthemonitorto therestof thesystenstate
is automaticBut to beuseful,we needto allow lockedstatesvhich canbeopenedafter
themonitorrecordsits value,but beforethe protocolterminates.

In work underprogresswve shov how to provethatin all the monitoredfunctional-
ities we use,the monitorscanberequirednotto inspectthe locked stateof the system.
Surprisingly this complicateghe constructiorof the monitorandthe proofsconsider
ably. Below we sketchthechangesn the proofin thecaseof .

Lemma 8. For anypolynomialg(in thesecurityparameter ) and , underassump-
tion Al, there is a monitor satisfyingthe requirrmentspeci edby ., which does
notinspecthelockedstateof the systemsud thattheprobability of themonitorraising
analarmwithin time is lessthan

Proof (sketch): When ,,, sendgshecommit messagéhemonitor mustrecord
abit internally First, we sketch how doesthis. As before,the basicideais
for the monitor to look aheadin the system,and recordthe more likely bit that the
sendewill everreveal;if thesendeicanrevealto bothbits with signi cant probability,
a reductioncanbe usedto obtaina circuit for nding collisionsin the hashfunction.
But notethathere doesnot know thevalueof the locked state,andsoit cannot
calculatethe bit asabove. However, we canshaw thatfor no two valuesfor thelocked
state canthe sendeifeasiblyrevealthe commitmentin differentways.Intuitively then,
the monitor canusean arbitrary valuefor the locked stateanduseit to carry out the
calculation.However, thereare a coupleof problemswith this. Firstly, revealingcan
depenchot only on the openstateof the systemat the endof commitmentput alsoon
the locked state,asit might be unlocked afterthe commit phaseis over. In particular
for certainvaluesof the locked state(andopenstate) the sendemight never complete
therevealphase Sousingasinglevalueof thelockedstatewill notsufce. Thesecond
problemis that while is computationallyunboundedthe reductionto nding
collision shouldusea polynomialsizedcircuit. This circuit will needto be giventhe
value(s)of the locked statewith which it will emulatethe system.Further the circuit
will obtainasinputtherandomchallengen the commitment.Thus,the value(s)of the
lockedstatethatit obtainsshouldbede ned prior to seeingtherandomchallenge.

”In otherwords, the inputsarefor onetime useonly. After thatif it is usedasa client input
in a sener-client computationprotocol,thereis no guarantedhat the sener's input will be
independenof thatinput. Thisis asigni cant limitation. However notethataclient'sinputfor
a“sener-client” computationwith a corruptsener is thelasttimeit canbe usedsecretly as
thecomputatiorgivestheclient'sinputto thesener.



Neverthelesswe shav how to de ne polynomiallymanyvaluesfor thelocked state
of the systembasedonly on the openstateof the systemandobtainabit  usingjust
thesevalues.To shaw that the probability of raisingan alarmwithin time is
lessthan , we show thatotherwisewe cangive a polynomialsizedcircuit (with the
above mentionedvaluesof the locked statesbuiltin) which can nd a collision in our
hashfunctionfor arandomchallengewith signi cant possibility. ]

Theconstructiorof themonitorfor ., is alsochangedn asimilarfashionHow-
ever, sincethe monitorin this caseis de ned basedon an extractor, andthe extractor
itself will needto be modi ed to take polynomially mary valuesof the locked state,
the proofis muchmoreinvolved. The monitorsfor the ,, and ... needto be modi-
ed too. However sincetheir descriptionandproofis basednthoseof ., and .,
respectiely they do notinvolve muchchange.

7 Conclusion

We introduceda framework of MonitoredFunctionalitieswhich providesa way to de-
ne andproverelaxed(but ES)securityguaranteefor (relatively simple)protocols We
alsointroducedarestrictedmodelcalledthe Client-Senermodel,which allows simpler
protocolsto be secureandpotentiallyundersimplercomputationabssumptionsBoth
theserelaxationswe believe, would helpin furtherexploring EnvironmentalSecurity
(Network-AwareSecurity).

However, the applicability of the securityguaranteefrom this work aresomevhat
limited. It is anopenproblemto work aroundthesdimitations, while still maintaining
therelaxed natureof the securityrequiremensothatsimpleprotocolsarepossible We
suggestestrictingthecomputationapowersof themonitors(but still giving themmore
powerthanthe players)asa usefuldirection.

Thereare mary otherwaysin which this line of researctcanbe furthered.lt is a
challengeto try and basetheseresultson more corventionalcomputationabssump-
tions, without setupsOn the otherhandit shouldbe relatively simplerto allow setups
andreplacethe useof gESmodel here,by the ES/UCmodel. A generaldirectionto
pursueis to useMonitored Functionalitiesor othersimilar notionsto give somesecu-
rity guarantedo mary simple,ef cient andintuitively secureprotocolscurrentlyused
in practice.
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