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Abstract. De�nition of securityunder the framework of EnvironmentalSecu-
rity (a.k.a Network-Aware Securityor Universally ComposableSecurity)typi-
cally requires “extractability” of the private inputsof partiesrunning a proto-
col. Formalizingconceptsthat appeared in an earlier work [19], we introduce
a framework of “Monitored Functionalities,” which allows us to avoid such a
requirementfromthesecurityde�nition, whilestill providing verystrongcompo-
sition properties.We also considera specializationof the EnvironmentalSecu-
rity framework by designatingoneparty as a “server” andall other partiesas
clients.Both thesecontributionsin thework are aimedat beingable to provide
weaker EnvironmentalSecurityguaranteesto simplerprotocols.We illustratethe
usabilityof theMonitoredFunctionalitiesframework by providing much simpler
protocolsin theplain modelthan in [19] for somelimited functionalitiesin the
server-client model.

1 Intr oduction

At theonsetof theoreticalinvestigationsinto de�ning andachieving cryptographicse-
curity, idealizedsettingsinvolving just one protocol were used.A highly successful
theorywasdevelopedwhichgavesatisfactorysolutionsto amultitudeof cryptographic
problemslikeencryptionandmulti-partycomputation,reducingthenebulousquestions
of securityto concreteproblemsin computationalcomplexity theory. Having success-
fully tackledtheseproblems,this nascent�eld of computersciencestartedfocusingon
morechallengingproblems,thrown its way by thenew requirementsof thefastchang-
ing world of informationtechnology.

An importantchallengewasto enhancethetheorysothatit couldhandlelessideal-
izedsettingsrelevantto themodernworld – wheretherearemany computersconnected
to an unreliablenetwork. Ratherannoyingly, this complicatedthe situationspectacu-
larly. De�nitions of securityturnedout to be inadequateasnew attackscameinto the
picture.Protocolswhichwereprovablysecureearliereitherbecameinsecure,or worse
still, remainedopenchallengesto beprovensecureor insecure.

Two importantworkswhichexploredthesecomplicationsidenti�ed Non-malleability[8]
andConcurrentsimulation[9] astwo mostbasicproblemsto bestudied.Sincethena



signi�cant amountof work wentinto tacklingthesebasicaspects.While therehasbeen
quitesomesuccessin resolvingmany challenges,thenew protocolskeptgettingmore
complicatedand lessef�cient. A fresh look at the problemwas taken in [3], which
offereda comprehensive de�nition of security, namelythatof EnvironmentalSecurity
(ES, for short)or Network-Aware Security. (It was introducedin [3] underthe name
Universally Composable(UC) Security;hencewe shall refer to this versionof En-
vironmentalSecurityasES/UC.)ES/UCsecurity, at oncesubsumesnon-malleability
andconcurrency. This allowedsimplerandintuitive compositionsof protocols.Using
a setupcalledthe “commonreferencestring,” (whereall partiesareprovideda string
producedby a trustedparty),or alternatively usinga trustassumptionof “honestma-
jority” (wheremajority of playersamonga pre-de�nedsubsetof partiesaretrustedto
behonest),it wasshown how to do “securemulti-partycomputation,” arguablytheul-
timatecryptographictask[3,7]. However it fell shortof offering a viable solutionto
the protocoldesigners:it wasshown that to achieve provablesecurityunderthis new
model,some“trust assumption”would benecessaryin mostcasesof interest[3, 4,6].
Recently[19] showeda way to getaroundtheneedfor trustassumptionby modifying
theES/UCframework to obtainwhat is calledthegeneralizedEnvironmentalSecurity
(gES),or generalizedNetwork-Aware Security, framework.
This Work. EnvironmentalSecurity(ES/UCaswell asgES)addressestheconcernthat
protocolsarerun in an arbitraryenvironmentalongwith otherprocessesandnetwork
activity. However the comprehensive de�nitions of securityoffered by theseframe-
works tend to requirecomplex protocols.The thesisof this work is that we needto
developrelaxednotionsof EnvironmentalSecuritywhichwill helpusprovesomelevel
of securityfor simplerprotocols,at leastfor certainlimited applications.We explore
two separatedirectionssimultaneously.

First, we develop a model intendedto remove someof the concernsof universal
composabilityfrom environmentalsecurity. Themodelrestrictstheprotocolexecutions
for whichsecurityanalysiswill beapplied,by requiring“�x edroles”for theparticipants
acrossall protocol executions.(This can be viewed as a generalizationof the setup
introducedin concurrentzeroknowledge[9], to theESsetting.)Thisrestrictionfreesus
from concernsof certain“man-in-the-middle”attacks(or malleabilityof theprotocols).
Our interestin theclient-server modelis asa usefultheoreticalconstructin itself – a
platformfor tacklingsomeof theEnvironmentalSecurityissueswithouthaving to deal
with all thecompositionissues.For theprotocolsin this work, useof this modelis not
crucial, but it leadsto somewhat simplerprotocols,simplerassumptionsandsimpler
analysis.

Second– andthis is themainfocusin this work – we introducea signi�cant relax-
ation of thesecurityrequirementsin theESframework, in a new framework of Mon-
itored Functionalities. Indeed,[19] shows how to relax ES/UC,without muchlossin
applicability.3 gESremovesthe restrictionin the ES/UCframework that the “simula-
tion” usedto de�ne securityshouldbecomputationallybounded,andstill managesto
retainUniversalComposability. However the gESprotocolsin [19] arestill complex.

3 Technically, securityin gESframework is not a relaxationof securityin ES/UCframework,
but involvesarelaxationfollowedby astrengthening,which in generalmakesit incomparable
with thelatter.



We go onestepfurther, andrede�nesecurityin sucha way thatonemorerequirement
from theES/UCframework is removed– namelythatof “extractability.” Weshow how
to de�ne meaningfulnotionsof securitywithout theextractabilityrequirement,andyet
obtainEnvironmentallySecureandUniversallyComposableprotocols.Thisis achieved
by introducinganew entityalongsidethe“trustedparty” in theidealworld: it is acom-
putationallyunbounded“monitor” whichcanwatchovertheidealworld executionand
raiseanalarmif somespeci�c conditionis violated.

Two of our protocols(for commitmentand zero-knowledgeproofs) are adapted
from [19], with simpli�cations allowedby theclient-server model.Theresultsin [19]
do show that thoseprotocolscanbeusedto obtainfull-�edged gESsecurityfor these
tasks(againststaticadversaries,without the client-server restriction,andwithout re-
sortingto monitoredfunctionalities).However it is far from a directuse:they areused
as subroutineswithin a larger protocol for commitment.Our attemptis to usethese
protocolsin a moredirectfashionandobtainmuchsimplerprotocols.

Our Results.Weintroduceanew frameworkof EnvironmentalSecurity, wherethecor-
rectnessandsecurityrequirementsof a protocolareseparatelyde�ned (unlike [3,19]).
Further, we considera model,called“client-server model,” which considersrestricted
patternsof executionsof theprotocolsanalysed.Bothareaimedatgettingrelaxationsof
theexisting ESframeworks,so thatpossiblyweaker levelsof EnvironmentalSecurity
canbede�ned andprovenfor simplerprotocols.

Thenwe show how to realizetools like commitment,zeroknowledgeproof and
commit-and-provefunctionalitiesin this setting.We illustratetheuseof thesetools in
implementinga specialclassof functionalitiescalled the “server-client” functionali-
ties.All our protocolsarevery simpleandrelatively ef�cient (comparedto protocols
in ES/UCandgESmodels).The protocolsareall in the “plain-model” (no common
referencestring,or othertrustassumptions),andaremuchmoreef�cient thaneventhe
onesin [19] (which solvea moredif�cult problem).

Wepointout thatthe4 messagezeroknowledgeprotocolwegiveis, in particular, a
concurrentzeroknowledgeargumentwith only 4 messages,whereinthesimulator(and
corruptveri�ers) areallowed somesuperpolynomialcomputationalpower. Previous
results(which worked with polynomial time simulators)gave eitherprotocolswith a
large numberof rounds(dependenton the securityparameter),or weredependenton
thenumberof veri�ers that theprotocolwassecureagainst.Further, our protocolis a
simplevariantof awell-known simpleprotocolwhichhasbeenaroundfor many years,
but for whichnosuchstrongcomposabilityhasbeenproventill now.
Limitations of Our Results.Therearesomeseriouslimitationsto our currentresults.
It is not clear if the approachin this work can directly yield protocolsfor the most
generalkind of functionalities.Firstly, our 2-partyprotocol is for a very specialkind
of multi-party computationsonly, which we term the server-client computation.(In a
server-client computation,theclient receivesasoutputsomefunction of its input and
theserver's input.But theserver receivesasoutput,theclient's input.)

But a moreseriouslimitation lies with the natureof securityguaranteeprovided.
Along with correctnessand secrecy guarantees,one would like to have a guarantee
that theserver's input to thefunction is independentof theclient's input. Thesecurity
de�nition provided in this work doesnot make this last guarantee.Nevertheless,we



sketchhow this canberemediedundertheconditionthattheclient neverusesits input
previously (thefull technicaldetailsof whichwill bepublishedelsewhere).

Despitethelimitations,our new framework is a stepin thedirectionof formalizing
relaxed notionsof security(relaxed, but still accountingfor a generalenvironment),
whichwill helpprovesecurityguaranteesfor simplerandmoreef�cient protocols.
Previous Results.As mentionedabove [3,17] introducedtheES/UCframework, asa
modelto considergeneralcomposabilityandcomplex environments.But in theplain-
modelvery little wasavailablein termsof positive results.Recently, [19] introduceda
modi�ed notion of security, by allowing the IDEAL world environmentandadversary
accessto super-polynomialpowers.Thismadeit possibleto achievesecuremulti-party
computationin the plain model.However the protocolsin [19] are still much more
involvedthantheonespresentedhere.An earlierattemptat reducingtherequirements
of the ES/UCframework was in [5], which also introduceda semi-functionality-like
notionin thecontext of secureKey-Exchange.

Work onconcurrentmodelstretchesbackto [9], who introducedit in thecontext of
ZeroKnowledgeproofs,followedby a sequenceof works in thesamecontext [20,11,
18], wherean arbitrarypolynomialnumberof concurrentexecutionscanbe handled,
but with thenumberof roundsin theprotocolgrowing with thesecurityparameter. [1]
gave a constantroundprotocolfor boundedconcurrentZK, in which thecommunica-
tion complexity dependedon thenumberof concurrentsessionsthatcanbehandled.A
similar result,but with similar limitations,wasshown for general 2-partycomputations
(general,asopposedto ourClient-ServerComputation)recently[12,16].All thesepro-
tocolsaresomewhatcomplicatedandconceptuallyinvolved.Relaxingtherequirement
of polynomial time simulationin the de�nition of securitywasusedin someearlier
works[13,14] too, in thecontext of zeroknowledgeproofs.
Connectionswith [19]. Our startingpoint is the two “semi-functionalities”for com-
mitmentandzero-knowledgeproofs, introducedin [19]. Therethey areusedfor the
speci�c purposeof implementinga(full-�edged gES)commitmentfunctionality. How-
ever we seekto directly usethemfor “end uses.” Our new framework for monitored
functionalitieslets usextendtheapproachthereto a formal de�nition of security. We
introducetwo moresemi-functionalities,namelycommit-and-prove andserver-client
computation.We giveprotocolsfor thesesemi-functionalitiesandalsoprovethatthese
semi-functionalitieshave therequiredcorrectnesspropertyin our framework. We then
observe thatfor suchfunctionalitiesto bemoreuseful,it would help if thecorrectness
guaranteeson thesemi-functionalitiesarestrengthened.We show thatsucha strength-
eningcanindeedbeformalizedandproven(seeSection6.2).

2 BasicIdeas

Thenext few subsectionsintroducethenovel toolsandconceptswe employ. All these
arenew, excepttheideasin Section2.3(whichwererecentlyintroducedin [19]).

2.1 Client-Server Model

We presentthe Client-Servermodelasa simpli�ed settingto investigatesomeof the
EnvironmentalSecurityissues,without having to dealwith all thecompositionissues.



In this model,thesecurityguaranteeswill begivenonly to sessionsof protocolsin all
of which theparticipantshave thesame“�x edroles.” Theinspirationfor this modelis
themodelusedfor concurrentzeroknowledgeproofs[9].

The speci�c �x ed role restrictionin our model is as follows. Thereis a special
partycalledtheserver

�

. All theotherpartiesareconsideredclients. We shalluse� to
denotea genericclient. We allow only staticadversaries,i.e., partiescanbecorrupted
only at the beginning of the system.(Recall that the concurrentZK-model also has
a staticadversary.) In this modelwe shall typically investigatefunctionalitieswhere

�

playsaspecialrole:for instance,acommitmentfunctionalitywhere
�

is thecommitting
party(anda client receivesthecommitment),or a zeroknowledgeproofwhere

�

is the
prover. We alsoconsidera classof multi-party computationproblemswhere

�

hasa
specialrole. Universalcompositionin theclient-server modelis limited to concurrent
sessionsof theprotocolswherethesamepartyplaystheserver in all sessions.Thus,in
particular, wedonotoffergeneralnon-malleability, justasin thecaseof concurrentzero
knowledge.However unlike there,werequire environmentalsecurity: i.e., thesecurity
de�nition incorporatesthepresenceof anarbitraryenvironment.

Notethattheclient-servermodeldoesnothaveadifferentde�nition of security, but
ratherinheritsit from theunderlyingESmodel.(Thenew securityde�nition we intro-
ducein this work is givenin Section2.2). It only speci�esrestrictionson theprotocol
executionsfor whichsecuritywill bede�ned.

Themainpurposeof introducingtheclient-server modelis to allow simpli�cation
of protocols,by exploiting the asymmetryin the model. It allows us to usesimpler
assumptions,aswill bedescribedin Section2.3.

2.2 A NewFramework for SpecifyingSecurity

In the concurrentZK-model securityrequirement(for concurrentZK proofs)is spec-
i�ed by the two properties:zero-knowledge(secrecy) andsoundness(correctness).In
contrast,in the ES/UC modelsecurityrequirementsare speci�ed by giving an ideal
functionality, whichtotally capturesboththeserequirements.Weproposeanew frame-
work, wherewe still requireEnvironmentalSecurityfor the moresubtlesecrecy re-
quirement.But thecorrectnessrequirementis speci�edseparately, asin theconcurrent
ZK model.Below we elaborateon this.

“Semi-Functionalities”and“Monitor s.” In theES/UC-model,a 2-party IDEAL func-
tionality usuallyinteractswith boththepartiesin anidealway. For instancethe IDEAL

commitmentfunctionalitywouldinvolvereceiving avaluefrom thesendersecretly, and
notifying thereceiver(andadversary)of thereceipt,andlateron receiving acommand
to revealfrom thesender, sendingtheoriginal valueto thereceiver. This functionality
makessurethat thesenderis boundto a valueon committing(this is the “correctness
guarantee”)andthat the valueremainssecret(“secrecy guarantee”).The ideabehind
de�ning a semi-functionalityis to freeoneof theserequirementsfrom the IDEAL func-
tionality, andsomehow enforcethatrequirementseparately.

A monitoredfunctionality(e.g., ���
	 COM �

describedin Figure1(a))consistsof asemi-
functionality( ��	 COM in Figure1(a))andsomeconditionson thesemi-functionality. The
semi-functionalityis syntacticallyjust a functionality, but it is not “ideal” enough.It is
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typically de�ned basedonanarbitraryprotocol.For instancethespeci�cationof �O	 COM

consistsof arbitraryinteractionbetweentheserver and �P	 COM (which is unspeci�edin
Figure1(a),but will belaterspeci�edin suchawaythatbindingpropertycanbeargued
separately).Notethatthearbitraryprotocolis carriedoutbetweenthesemi-functionality
anda party, andnot betweenthetwo parties. This is why thesemi-functionalityguar-
anteessecrecy – in thecaseof �
	 COM , theonly messageit sendsto thereceiver andthe
adversarybeforetherevealphaseis commit . To completethespeci�cationof theideal
functionalitywe needto alsogive a guaranteethat thesemi-functionalityis functional
(i.e., it canbeusedby theserver to make commitments)andcorrect (i.e., it is binding
on theserver).Theserequirementsarespeci�edseparatelyaspropertiesthat thesemi-
functionality needsto satisfy. It is all thesethreerequirementstogetherthat make up
thespeci�cationof theidealcommitmentfunctionality. We shallcall sucha collection
of requirementsa monitoredfunctionality.

IDEAL world of MonitoredFunctionality. TheMonitoredFunctionalityis proposedas
an IDEAL functionality, which capturesall the securitypropertiesof a given task. In
Figure1 we show the four MonitoredFunctionalitiesusedin this work. We point out
someof theimportantfeaturesof this new formalism.

In Figure 1, the semi-functionalitiesare not fully speci�ed, but allows arbitrary
interactionbetweenthe server and the semi-functionalities.Oncea protocol is cho-
sen,the semi-functionalitywill be specializedto suit that protocol.That is, thesemi-
functionality will carry out the client's part in the protocol.Note that the view of the
server is unchangedif wereplacetheinteractionwith thesemi-functionalityby thepro-
tocol with theclient. The importantthing hereis that irrespective of theprotocolthat
is used,thesesemi-functionalitiesaredesignedto capturethesecrecy requirementsof
therespective tasks.For instance,in commitment,theonly messagessentto theclient
are “commit ” and “ Q reveal R#S%T .” Indeed,in all four semi-functionalitiesthe mes-
sagesreachingthe client and the IDEAL world adversaryareexactly thosemessages
thatacorrespondingIDEAL functionalityin theES/UCmodelwouldspecify. Thename
semi-functionalityis to emphasizethat they provide only the secrecy guarantee,and
correctnessneedsto beensuredseparately. But otherwisethereis nothing“semi” about
them– technicallythesearefull-�edged functionalitiesin theES/UCmodel.

Next, wedraw thereader'sattentionto thewaythecorrectnessrequirementis spec-
i�ed. For convenienceandconcreteness,we employ a new notion,calledmonitors. A
monitor is a conceptualdevice usedto specifythesecurityrequirementsof a function-
ality. If thesecurityrequirementis violatedwe wantthemonitor to alert thepartiesby
“raising analarm.” Eachsessionof thefunctionalityhasits own monitor. A monitor is
a (computationallyunbounded)functionwhich caninspecttheentiresystemincluding
all partiesandfunctionalities(exceptany othermonitors)andmaintainits own internal
state.This is in contrastto thePPTfunctionalities.Thereis only onewayamonitorcan
affect thesystem,namely, by raisinganalarm.

Securely Realizinga MonitoredFunctionalityin REAL world. In the REAL world we
wouldliketo haveprotocolswhichcanreplaceMonitoredFunctionalities.Thatis, if we
replacethe IDEAL monitoredfunctionality(i.e., thesemi-functionalityandmonitor)by
a protocol,noenvironmentshouldbeableto detectthedifference(weareallowedalso



to replacetheREAL adversaryU , by an IDEAL adversaryV ). This involvestwo things:
�rst the protocol shouldsecurelyrealizethe semi-functionality(in the conventional
senseof [3]). But in addition,it shouldbeableto mimic beingmonitored.But clearly
thereareno monitorsin the REAL world. Sowe requirethateven in the IDEAL world
having the monitor shouldnot be detectableto the environment.Note that this is a
requirementon the functionality, andnot on theprotocol.However, it dependson the
protocolin thatthefunctionalityis fully speci�eddependingon theprotocol.

De�nition 1 We saya protocolsecurely realizesa monitoredfunctionalityif

1. for everyadversary there existsa simulatorsuch that no environmentcantell be-
tweeninteractingwith theprotocol in the REAL world (runningtheprotocol)and
interactingwith thesemi-functionalityof themonitoredfunctionalityin the IDEAL

world (this is theconditionfor theUC theoremto hold),and
2. there existsa monitor satisfyingthe speci�edrequirements,such that for any en-

vironmentandadversary, theprobability that themonitor raisesan alarm is neg-
ligible, even whenthere are other protocols,functionalitiesand monitors in the
system.

Notethatin theabovede�nition, the�rst conditionis statedfor astand-alonesetting,as
theUC theorem[3,19] ensuresthatit holdsin a composedsettingalso.But thesecond
conditionneedsto be met for thecomposedsetting,aswe do not have a composition
theoremfor (computationallyunbounded)monitors.(i.e., a monitor may behave en-
tirely differentlywhen,in somepartof thesystem,a REAL protocolis replacedby an
IDEAL functionality).Hencewe needto show theexistenceof a monitor for thecom-
posedsetting-i.e., afterall REAL protocolshave beentransformedto IDEAL function-
alitiesor semi-functionalities.Furthertheremaybeothermonitorsin thesystem.But
themonitorsareindependentof eachotherandtheonly way a monitor interfereswith
thesystemis by raisingan alarm.Henceothermonitorscanbe ignoredfor analysing
themonitorof aparticularsession.

Expiring Monitors. For concretenessin our analysis,we shall considermonitors WYX

which expire after time Z from the startof the protocol.The guaranteegiven by the
monitorholdsonly till it expires.But for any Z polynomialin thesecurityparameter,
weshallshow thatthemonitorraisesanalarmwith negligible probability. Thusfor any

Z polynomiallylargein thesecurityparameter, theguaranteewould hold.

LockedStates.For ourguaranteesto beuseful,wewouldoftenrequirethatthemonitor
cannotinspectsomepartsof thesystem.In ��	 CSC, for example,wewould like themoni-
tor to recordtheserver'sinput independentof theclient's input.Wecannotmakesucha
guaranteeif theclient hasreleasedits input into thesystemearlier(eitherexplicitly, or
by giving out a commitment,evenif thecommitmentis perfectlyhiding).However, if
theclient'sinput is kept“locked”andunuseduntil afterthesevermakesits commitment
step,thenwe shouldprovidetheaboveguarantee.We do this in Section6.2.



2.3 GeneralizedEnvir onmentalSecurity

We assumethat the readeris somewhat familiar with the ES/UCframework [3]. An
IDEALfunctionality is speci�ed to de�ne a task as well as the securityrequirements
on it. A REAL world protocol is said to securely realizethe IDEAL functionality, if
replacingaccessto the IDEAL functionalityby executionof theREAL protocoldoesnot
let theadversariestake advantageof this in any environment.That is, for every REAL

world adversaryU , thereis an IDEAL world adversaryV , suchthatnoenvironmentwill
behavedifferentlywhenin theREAL world (runningtheprotocol),insteadof theIDEAL

world (with accessto thefunctionality).All theparties,theadversary, theenvironment
andthe IDEAL functionalitiesareprobabilisticpolynomialtime(PPT)machines.

However for most of the interestingcryptographictasks,thereare no protocols
whicharesecureundertheES/UCmodel,in thestandardmodel[3, 4,6]. Theonly pro-
tocolsfor thesetasks,which areES/UCsecurerequiresomestrongtrustassumptions
in themodel(eg.honestmajority, or a trustedcommonrandomstring)In [19] thisdif�-
culty wasovercomeby alteringthe de�nition of security, to obtaina new framework
called the generalizedEnvironmentalSecurity (gES) framework.4 There the IDEAL

world adversaryis givenextracomputationalpowervia oracleaccessto anexponential
timemachine(referredto asthe“ImaginaryAngel,” or simplyAngel).Whenanimagi-
naryangelGis used,theresultingmodelwill becalledtheG-ESmodel.A protocolfor
a functionality is saidto G-ES-realizethe functionalityagainstPPTadversaries,if for
everyPPTadversaryU , wecandemonstrateaPPTsimulatorV with oracleaccessto G.

As in [19], herethe informationprovidedby the imaginaryangelwill be abouta
hashfunction. Suitableassumptionsof hardnessrelatedto this hashfunction will be
madein Section2.3.Thespeci�cationof the imaginaryangelis given in Section2.3.
Thoughour assumptionson the hashfunction andour imaginaryangelaresimilar to
thosein [19], they aresomewhatsimplerin our case.In fact,we avoid a strong“non-
malleability �a vored” assumption.(Correspondingly, however, we restrictourselvesto
theclient-servermodelintroducedin Section2.1.)

[19] proves the compositiontheorembelow for the generalizedsetting,for any
imaginaryangel,which whenqueried,returnsa (probabilistic)function of the setof
corruptedpartiesandthequery. For furtherdetails,wereferthereaderto [19].

Theorem1. (ExtendedUniversalCompositionTheorem-Inf ormal Statement)[19]
Let [ bea classof real-worldadversariesand � bean ideal functionality. Let \ bean

] -party protocol that G-ES-realizes� againstadversariesof class [ . Also,supposê
is an ] -party protocol in the � -hybrid modelwhich G-ES-realizesa functionality � '
againstadversariesof class [ . Thentheprotocol ^`_ (obtainedfrom ^ by replacingin-
vocationsof � by invocationsof theprotocol \ ) G-ES-realizes� ' againstadversaries
of class[ .

Hash Function As in [19], our computationalassumptionshave to do with a “hash
function.” However our assumptionsareweaker than thosethere.We assumea hash
function acb/dfe/R3g@hLi

5kj

dleJRmg@hli

7�j

dfeJRmg@honpdfe/R3g@hmq , with thefollowing properties:

4 In [19] it wascalledgeneralizedEnvironmentalSecurity.



A1 (Dif �cult to �nd collisionswith samepre�x): For all PPTcircuits r , for a ran-
dom sutvdleJR3gwh

i

5

, probability that rxQys@T outputs Qyz`R|{JT suchthat a}Q�sLR|z~RAe•TO€

a}QysLR•{‚R3gfT is negligible.
A2 (CollisionsandIndistinguishability):For every s„ƒ}dfe/R3gwh i

5

, thereis a distribution
…o†

over theset d�Q�z~R|{‚RA‡�Tmˆ a}Q�sLR|z`R•e•T<€‰a}QysLR•{‚R3gfT<€Š‡Jh�‹ €•Œ , suchthat

d�Q�z~R•‡>T3ˆŽQyz`R|{‚R•‡>T•t

…o†

h�•‘d�Qyz`R•‡>T3ˆ z’tpdleJR3gwh

i

7

RA‡“€”a}Q�sLR|z~RAe•T'h

d>Qy{‚R•‡>T3ˆŽQyz`R|{‚R•‡>T•t

… †

h�••d>Qy{‚R•‡>T3ˆ {�tpdleJRmg@h

i

7

RA‡“€‰a–QysLR|{‚RmgfT#h

Further, given samplingaccessto
… †

to a distinguisher, thesedistributions still
remainindistinguishable.

Thelastconditionessentiallysaysthatthehashfunctionis “equivocable”:i.e.,for every
s it is possible(but computationallyinfeasible)to givea ‡ suchthat ‡ canbeexplained
asa hashof 0 ( a}QysLR•z~RAe•T for some z ) aswell asa hashof 1 ( a}Q�sLR|{‚R3glT for some { ),
andboth explanationslook as if it camefrom a uniform choiceof z or { . Note that
for randomoraclesall theseconditionstrivially hold (where —

�

R#—

�

R!˜ arepolynomially
related).

Theseassumptionssuf�ce for achieving concurrentZero Knowledgeproofs and
commit-and-prove functionality. To securelyrealize“client-server computation,” we
makeonemoreassumption(astrongervarietyof trapdoorpermutations)in Section5.1.
All theseassumptionswereusedin [19] aswell (where,in fact, theassumptionsused
arestrongerthantheoneshere).

Imaginary Angel G We specify the imaginaryangelG that we usethroughout this
work. G �rst checksif the server

�

is corruptedor not (recall that we do not allow
�

to beadaptively corrupted).If it is corruptedGfunctionsasa null-angel, i.e., it returns
™

on any query. But if
�

is not corrupted,thenwhenqueriedwith a string s Gdraws
a samplefrom

…o†

describedabove andreturnsit. This is very similar to the imagnary
angelusedin [19], but slightly simpler.

3 Monitor ed Commitment and Zero KnowledgeProof

Thesemi-functionalities�
	 COM and �kš ZK wereintroducedin [19] whereprotocolswere
givenfor thesesemi-functionalities.Further, lemmaswereprovedtherewhich showed
bindingandsoundnesspropertiesof thesefunctionalities.Our protocolsin this section
areverysimilarto (but slightly simplerthan)thecorrespondingonesin [19]. Theproofs
are similar too, except that the binding and soundnesspropertiesare now proven in
termsof theprobabilitywith whichamonitorraisesalarm.

3.1 Monitor edCommitment

Themonitoredfunctionality for Commitment�y�P	 COM �

wasdescribedin Figure1(a),as
composedof theCommitmentsemi-functionality�P	 COM andamonitortoensurebinding.
Now we givea protocolwhich realizesthis functionality, in Figure2.



Commitment Protocol COM

Thecommittingpartyis theserver
�

, andthereceiving partyis someclient
�

.

COMMIT PHASE

�•�

�

�f›•œž.%0 �'1%2mŸ

5

�

�=� �f 

*¢¡

�£› � ›3¤ �� #"

where
›m¤>œž.%0 �'1323Ÿ

7

REVEAL PHASE
�

�=� ���  m� › ¤

"

� �

if ¡

�£› � ›3¤ �! '"

*

 

thenaccept
 

asrevealed

Fig.2. CommitmentProtocolCOM

(Giventheprotocol,wecangobackto thespeci�cationof ���O	 COM �

andcompletethe
semi-functionalityspeci�cation,by replacingthe “Arbitrary protocol” stepswith the
correspondingstepsfrom theprotocol.)

Asmentionedearlier, wecall theprotocolsecureif it achievesthesemi-functionality
andthereexists a monitorasspeci�ed by the functionality, which will raisean alarm
with negligible probability. Thefollowing lemmaswhichassureusof this.

Lemma 1. For anypolynomial(in thesecurityparameter— ) Z , underassumptionA1,
there is a monitorsatisfyingtherequirementsspeci�edby ���P	 COM �

, such that theproba-
bility of themonitorraisinganalarmwithin time Z is negligible.

Proof. Firstly, if theadversarydoesnot corruptthesender, thenthemonitor readsthe
committedvaluefrom thehonestsender's input to theprotocolandsetsSL¥ to thatvalue.
It is easyto verify thatthismonitormeetsall therequirementsandneverraisesanalarm.

Sosupposetheadversarycorruptsthesender. In thiscasetheimaginaryoraclefunc-
tions as a null-oracle.Thus the entire systemof all the partiesand the environment
is probabilisticpolynomial time. (We neednot considerothermonitors,asexplained
above.)Themonitor W

X choosesS
¥ asfollows: examinethestateof theentiresystem

anddeterminetheprobability ¦¨§ of thesender(legally) revealingthis commitmentas
0 within time Z , andtheprobability ¦

� of thesenderrevealingit as1 within that time.
ChooseSm¥k€©e if ¦

§9ª
¦

� ; elsechooseSm¥k€«g .
Weshalldemonstratea (non-uniform)PPTmachiner whichacceptssotpdleJR3gwh

i

andoutputs Qyz~R•{JT suchthat a}QysLR•z~RAe•T„€¬a}Q�sLR|{‚R3glT , with a probability polynomially
relatedto theprobabilityof themonitorraisinganalarm.

r simulatesthesysteminternally, startingatthepointthesessionis initiated.Recall
thatthissessionis to berunwith accessto theIDEAL semi-functionality.But instead,r

will play theroleof thesemi-functionalityfor thissession.It sendstheinput it received
s asthe �rst messageto thesender. Thenthe senderrespondswith a string ­ . At this
point r makestwo copiesof thesystem,andrunsthemwith independentrandomness,
for time Z each.If the sendereventuallyrevealsthe commitmentas Qyz`R•e�T in onerun
andas Q�{‚R3gfT in theotherrun, then r outputsQ�z~R•{®T .



De�ne randomvariable¦ § (respectively, ¦

� ) astheprobability thataftersending­

thesenderrevealsthecommitmentas0 (respectively, 1) within time Z . Theprobability
thatthemonitorraisesanalarmis at most

¯„° ±�²Ž³

dA¦/§•R�¦

�

h%´~µ

¯„°·¶

¦/§•¦

�

´`µ•¸

¯„°

¦/§•¦

�

´‚€

¹

g

º9»C¼

°

r succeeds´

becauseafter forking two copiesof the system,r succeeds(i.e., it managesto out-
put Q�z~R•{®T suchthat a}Q�sLR|z~RAe•TP€ža}QysLR•{¨RmgfT ) when in oneof the runs the event with
probability ¦ § occursandin theothertheeventwith probability ¦

� .
Sincetheprobability that r succeedsis negligible by assumptionon a , so is the

probabilitythatthemonitor W X raisesanalarm.Clearlythisholdsfor any Z polynomial
in thesecurityparameter.

Lemma 2. COM G-ES-realizes�
	 COM againststaticadversaries,underassumptionA2.

Proof (sketch): For every PPTadversaryU we demonstratea PPTsimulator V such
thatno PPTenvironment½ candistinguishbetweeninteractingwith thepartiesand U

in the REAL world, andinteractingwith thepartiesand V in the IDEAL world. We do
this in thepresenceof theimaginaryoracleG.
Corrupt Server. Note that the semi-functionalityis designedsuchthat choosingthe
simulatorV to beidenticalto U (exceptthatit sendsthemessagesto �O	 COM insteadof to

� ) works.
HonestServer. During simulationV runs U internally. When U startsthecommitment
protocol, V initiatesa sessionwith the IDEAL functionality. When U sendsout the�rst
messagein the protocol s , V forwardsthis to the oracleG and receives Qyz`R|{‚R•‡>T)t

…
†

. Then,when ��	 COM givesthe commit message,V provides U with ‡ asthe mes-
sagefrom

�

to � (whether � is corruptedor not). Later if �O	 COM givesthe message
Q reveal R•e•T , V provides U with Q�e/R|z‚T asthe REAL message,andif �O	 COM givesthe
messageQ reveal RmgfT , V provides Q|gwR|{JT to U . Undertheassumptionon

…
†

, it canbe
shown thatthis is agoodsimulation.

3.2 Monitor edZero KnowledgeProof

In Figure 3 we show a simple protocol ZK in the �P	 COM -hybrid model which G-ES-
realizes �y�kš ZK �

againststaticadversaries.Theparticularrelation ¾ usedin ���¿š ZK �

is of
Hamiltonicity (ie, givena graph,whetherit containsa Hamiltoniancycle or not). The
protocol is a simple adaptationof the well-known zero knowledgeprotocol for this
relation.However that protocol (as well as its previous variants)is not known to be
securein a concurrentsetting.
Multi-bit Commitment.Multiple bitscanbecommittedto by runningindependentcopies
of theprotocolin Section3.1 in parallel.(Betteref�ciency canbeachievedby making
suitableassumptionson thehashfunction a . But in this work we do not addressthis
aspectof ef�ciency.) For convenience,we denotethis collectionof sessionsof �O	 COM

by �
¥

	COM
. For simplifying thedescription,we shallusethenotation

�ÁÀ

�)¥

	COM
nÂ�Ãb

COM QÄr«T to denotea stepwhere
�

sendsa commitmentto thebits of r , to � through



thesemi-functionality�O¥

	COM
, and

�ÅÀ

�P¥

	COM
nÆ�Çb REV Q8r‘È�T will denotea reveal to

r‘ÈÊÉ‰r laterusing(thesamecopy of) �O¥

	COM
.

Note that we areproviding the protocol ZK in the �

¥

	COM
-hybrid model.So in the

semi-functionality�kš ZK , the“arbitraryprotocol” will involve interactionof �¿š ZK (and
�

)
with �P¥

	COM
. Thissimplymeansthat �O¥

	COM
is internallyrunby �kš ZK , wheninteractingwith

�

.
TheproverreceivesaHamiltoniancycle ËÌÉÎÍ aswitness.First it veri�es thatthe

Ë is indeeda valid Hamiltoniancycle in Í . (Elseit abortsthe protocol.)We usethe
above notationfor commitmentsandrevealsof ]

j

] matrices.Theadjacency matrix
of a graphis naturallyrepresentedasan ]

j

] bit-matrix. For conveniencewe let a
permutationŒ of

°

]

´ alsoto berepresentedby an ]

j

] bit-matrix Ï de�ned as ÏDÐ·Ñ�€«g

if f ŒÒQyÓ!T,€uÔ (else Ï•ÐÕÑ�€©e ).
The ideais that theprover hasto commit to thepair of ]

j

] matricesQ8r

�

RAr

�

T

wherethe veri�er expects r

�

€ÖŒÒQ�ÍoT and r

�

€×Ï for somepermutationŒ with
the representationÏ . In responseto sendingSÁ€Øe the veri�er expectsthe prover to
revealall of r

� and r

� , whereasfor S9€¬g it expectstheprover to reveal thebits in
r

� correspondingto a Hamiltoniancycle in ŒÒQ8ÍoT . An edgeis representedby anindex
QyÓ#RÄÔ>T into this matrix. Givena setof edgesÙ , we use r¬ˆ Ú to denotetheentriesin the
matrix r givenby theedgesin Ù .

Lemma 3. For anypolynomial(in thesecurityparameter— ) Z , there is a monitorsat-
isfying the requirementsspeci�ed by �y�¿š ZK �

, such that the probability of the monitor
raisinganalarmwithin time Z is negligible.

Proof. Our monitor doesexactly what the speci�cation requires:it checksif Í is
Hamiltonian.If notandif �kš ZK sendsthemessageHAMILTONIAN to � , thenthemonitor
raisesanalarm.

We shall usethe result that �
	 COM hasa monitor, to arguethat the probability this
monitor raisesanalarmis negligible. For eachof the ] parallelsessions,considerthe
behaviourof themonitorsfor �
	 COM for the

º

]

�

sessionsof �
	 COM . Thesemonitorsrecord
valuesSm¥

ÐÕÑ

, QyÓ#RÄÔ>TÛƒ

°

]

´

j

°

º

]

´ internally.
For convenience,wede�ne thefollowing events:ALARM is theaboveeventthatthe

monitorraisesanalarm;BADCOM is theeventthatsome�P	 COM monitorraisesanalarm;
ALLGOODQUERIES is theevent that in eachof the ] sessions,for thebit selectedby
� thebits recordedby commitmentmonitorsde�ne a valid answer(i.e., for S�€«e the
monitorshaverecordedr

�

€HŒÒQ8ÍoT'RAr

�

€©Ï andfor SÛ€Üg themonitorshaverecorded
an r

� with Hamiltoniancycle. If any pair QÄr

�

RAr

�

T recordedby themonitorsde�nes
a valid answerfor both SC€‘e and SC€Ýg , it impliesthat thegraphis Hamiltonian;else
we call thepair “bad.” Let ALLBADPAIRS be theevent that in all the ] sessions,bits
recordedby thecommitmentmonitorsgivebadpairsof matrices.Thenit is easyto see
(asshown in thesoundnessproof for thecorrespondingprotocol,in [19]) that

»C¼

°

ALARM ´~µ

»C¼

°

ALLGOODQUERIES ˆ ALLBADPAIRŚ®Þ

»C¼

°

BADCOM ´�ß

If a pair is badit cande�ne a valid answerfor at mostoneof thetwo possiblequeries.
Thatis, with probabilityat most

�

� , � makesa goodqueryon thatpair. So,

»C¼

°

ALLGOODQUERIES ˆ ALLBADPAIRS̀́µ

º®à‚á



Zero KnowledgeProof Protocol: ZK

Commoninput to
�

and
�

: a graph â .

REPEAT IN PARALLEL ã TIMES:

�C�

�

$

�COM �=� �

COM
��ä

�

*¢å

�

â

"•� ä

�

*çæ

"•�

whereå (representedby thematrix æ )

is a randomlychosenpermutationof è ã®é .

�H�

�

�  œc.30 �'132

IF
 

*

0

�C�

�

$

�COM �=� �

REV
��ä

�

� ä

�

"

ELSE
�C�

�

$

�COM �=� �

REV
��ä

�3ê ë

"

whereì correspondsto theedgesof thecycle å

�yí "

ENDIF

END REPEAT

�
�

if in all parallelrepetitions

 

*

0

*/î

ä

� representsa permutationå , and
ä

� representsa graph

suchthat å

�

â

"

*

ä

�

 

*

1

*/î

ì correspondsto theedgesof a Hamiltoniancycle,

and ï

�£ð
�yñL"

;�ì

�
ä

�|ò ó

*

1

thenACCEPT

Fig.3. Protocolfor theMonitoredFunctionalityfor ZK Proof

Since
»C¼

°

BADCOM ´ is alsonegligible, weconcludethat
»C¼

°

ALARM ´ is negligible.

Lemma 4. ZK G-ES-realizes�kš ZK againststaticadversariesin the �P	 COM -hybridmodel.

Proof. Corrupt Server. Justas in the caseof �O	 COM , if the server is corrupt,a trivial
simulatorin the IDEAL world, which actstransparentlybetweenan internal copy of

U andthesemi-functionality�kš ZK perfectlysimulatestheprotocolbetweenthecorrupt
serverandanhonestclient.
Servernot Corrupt. Recallthat theprotocolis in the �O	 COM -hybrid model.If theserver
is notcorrupt,theonly protocolmessagesthat U canseearethestatementto beproven,
the lengthof themessagesfrom

�

to �
	 COM , thecommit messagesfrom �
	 COM , thebit
S sentby � ( � may be corruptor honest),andthe �nal proven message.All these
areavailableto simulatorV in the IDEAL executiontoo.Notethatif � is notcorrupted,
thebit S canbechosenuniformly at randomduringsimulation.On theotherhand,if �

is corrupted(beforeit sendsout S ), thenthis bit is indeedproducedby thecopy of U

that
�

runsinternally. Thenit is easilyveri�ed that V canindeedsimulatein this case
perfectly.



Theabovetwo lemmascanbesummarizedasfollows.

Lemma 5. Protocol ZK in �
	 COM -hybrid modelG-ES-realizes �y�kš ZK �

againststaticad-
versaries.

UsingthecompositiontheoremTheorem1andLemma2 wegetaprotocolZK COM in
theREAL world which G-ES-realizes�y�¿š ZK �

againststaticadversaries.NotethatZKCOM

is a 4-roundprotocol. In the languageof Zero-Knowledgeproofs,we can statethis
resultasfollows.

Theorem2. There is a 4-roundconcurrentZero Knowledgeargumentfor Hamiltonic-
ity whenthesimulator(aswell ascorrupt veri�ers) hassamplingaccessto

…�†

for all
s„ƒ}dfe/R3g@h i

5

.

4 Monitor ed Commit and Prove

Somewhat surprisingly, our model of security allows very simple protocolsfor the
commitandprove (monitored)functionality (Figure1(c)) aswell. Below is thesemi-
functionality �¿	 CAP, with respectto a relation ¾ , andmonitorfor it.

For thecommitphase,we usea straight-forwardextensionof thebit commitment
protocolCOM to multiple bits (seeSection3.2).A transcriptof thecommitmentphase
consistsof two messagesQysLR•­mT , where ­ô€ a–QysLR|s

È
R|õ�T , where s

È is a randomstring
privatelychosenby

�

and õ is the string committedto. aöbDdfe/R3g@h

i

5Ä÷
j

dleJRmg@h

i

7!÷
j

dfeJRmg@h

÷

npdfe/R3g@h

q

÷

is amulti-bit versionof a : aÅQ|Qys

�•ømø3ø

s

÷

T'RfQysLÈ

�

ø3ømø

sLÈ

÷

T%RmQyõ

�•ø3ø3ø

õ

÷

T|T<€

Q£a}Q�s

�

R|sLÈ

�

R|õ

�

T'R

ømø3ø

R|a}Qys

÷

R|sLÈ

÷

R•õ

÷

T|T .
We introducesomemorenotationto convenientlydescribetheprotocol.Let

�çÀ

�•š ZK nù� : ZKPúûQ�z~ü•sLR•­mT denotethefollowing speci�cation:�rst, parties
�

and� reduce
theproblem“ ý®õoR|{‚R|s@È suchthat ¾CÈÄQyõoR•z~R•sLR|sLÈ&R•­LR•{JTC€Øg ” to a Hamiltonicity problem
instanceÍ
Qyz`R|sLRA­3T , where ¾CÈÄQyõ“R|z~R•sLR|sLÈ&R•­@R|{JT„€þg if andonly if ¾�QyõoR•z~R|{JT�€þg and

a}QysLR•s
È

R•õ�T,€H­ . Thisreductionis carriedoutin suchawaythatgivenaHamiltoniancy-
cle in Í , it is possibleto recover Q�õoR|swÈ&R|{JT asabove.Then

�

usesthesemi-functionality
�•š ZK to proveto � that Í is Hamiltonian.

Theprotocolis givenin Figure4. We shallprovethefollowing:

Lemma 6. Protocol CAP G-ES-realizesmonitored functionality �y��	 CAP �

againststatic
adversaries,underassumptionsA1andA2.

Proof. 1. CAP G-ES-realizes�k	 CSC againststaticadversariesin the �¿š ZK -hybridmodel.
Corrupt Server. Justas in the caseof �P	 COM and �•š ZK , a trivial simulatorwhich acts
transparentlybetweenaninternalcopy of U andthesemi-functionality�C	 CAP perfectly
simulatestheprotocolbetweenthecorruptserverandanhonestclient.
ServernotCorrupt.Theprotocolis in the ��š ZK -hybridmodel,andhencesois thesemi-
functionality �¿	 CAP. Whenthe server is not corrupted,the only protocolsmessagesU

canseearetheinitial commitmentmessagess and ­ , lengthsof themessagesfrom
�

to
�•š ZK , andthe Q proven R•Í
Q�z~R|sLRA­3T|T messagefrom �¿š ZK at theendof eachproof phase.
Theonly non-trivial taskfor thesimulatoris to producethecommitmenttext ­ . Since­

will neverberevealed(becausetheserver is honestandtheadversarycannotadaptively



Commit and Prove Protocol: CAP
COMMIT PHASE:

�H�

�

�m›•œØ.%0 �'1%2mŸ

5
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* ¡

�£› � ›3¤ �
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"
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›3¤Jœž.%0 �'1%2mŸ

7

PROOF PHASE (CAN BE MULTIPLE TIMES):

�

�=� �

:

�C�

� +ZK �=� �

ZKPÿ

�

:��

  "

� �

Acceptif acceptedin theabove protocol

Fig.4. Protocolfor theMonitoredFunctionalityfor CommitandProve

corrupt
�

), V can simply usea commitmentto a randomtext using s to producea
purportedcommitmentof õ .

NotethatassumptionA2 implies that thedistributionsof commitmentsto 0 andto
1 areindistinguishable(evenwith accessto

… †

): thatis, for all s„ƒ–dfeJRmg@h

i

5

df‡‚ˆ zOtpdleJR3gwh

i

7

RA‡“€‰a}Q�sLR|z`R•e•T'h�•‘dl‡¨ˆ {„tpdleJR3gwh

i

7

RA‡“€‰a}Q�sLR|{‚R3glT#h�R

becauseboth the distributionsare indistinguishablefrom df‡‚ˆŽQyz~R•{‚R•‡>TOt

…
†

h . From
this, it is a routineexerciseto show thatno PPTenvironment(with accessto theimag-
inary oracleG) can distinguishbetweenthe simulation in the IDEAL world and the
executionin the �kš ZK -hybridmodel.
2. For anypolynomial(in thesecurityparameter— ) Z , there is a monitorsatisfyingthe
requirementsspeci�ed by ����	 CAP �

, such that the probability of the monitor raising an
alarmwithin time Z is negligible.

We restrictourselvesto thecasewhen ����	 CAP �

allowsonly oneproofphaseperses-
sion. It is possibleto extendit to multiple proofs,but thedetailsbecomelengthyand
tedious.

First we describehow a value õC¥ is recordedby W
X . Consideran“extractor” PPT

machiner
X which simulatestheentire(composedIDEAL) systeminternally, starting

at thepointwherethesessionof interestrunningourCommit-and-Proveprotocolstarts
(thisstartstateis givento r

X asnon-uniformadvice),for atmostZ time-steps.r X runs
thesystemuntil theproofphaseof started,andtheprovermakesthecommitmentstep.
At this point rùX clonesthesystemandrunsthetwo copiesindependentof eachother.
If in boththecopiestheproof is acceptedby theveri�er , rÎX checksif the ] -bit queries
madeby theveri�er in ZKPú•Q�z~ü•sLR•­3T areidenticalor not. If they arenot identicalthis
lets rùX extractaHamiltoniancycle for Í (assumingthemonitorsfor the �O	 COM sdonot
raiseany alarm).Then rùX derivesawitnessQ�õoR|s@È&R|{JT from thisHamiltoniancycle,and
outputsit. Else rùX outputs

™

.
Now we use rùX to describethe monitor W•X . When �¿	 CAP sendscommit to � ,

for each õ•W•X checksthe probability of ruX outputting õ , andrecordsthe onewith
thehighestsuchprobability, say õ9¥ . Laterif �¿	 CAP sendsQ proven R|z¨T for somez such
that for no {„¾�Q�õ�¥@R|z`R|{JT holds,thenit raisesanalarm.Also, for purposesof analysis,



whentheprover executesthecommitmentprotocol(semi-functionality)aspartof the
zero-knowledgeproofprotocols,W‘X startsthemonitorsfor �
	 COM assub-monitors.The
monitorswill also be run when the extractor ruX runs.If any of thesesub-monitors
raisesanalarm,thentoo W X will raiseanalarm.

Clearly W X satis�estherequirementsof thefunctionality(up to thetimeboundZ ).
We goon to provethattheprobabilitythat W X raisesanalarm(whicheventwe denote
by ALARM) is negligible. In the restof theproof,we conditionon theevent thatnone
of thesesub-monitorsraiseanalarm.Sincewe havealreadyshown thatthis is anevent
of negligible probability(andonly polynomiallymany suchsub-monitorsarerun), this
will not changeourconclusions.

Now, considerthe point at which ruX forks the system.Let ¦�� be the probabil-
ity that rùX outputs õ starting at (conditionedon) this point, within Z time-steps.
Let � be theprobability that � acceptsthe proof ZKPú•Q�z~ü•­mT within Z time-steps,but

�

Qy{‚R|sLÈ£T!¾CÈÄQyõ�¥wR•z~R|sLR•sLÈ&R•­LR•{®T<€«g . Notethat
»C¼

°

ALARM ´‚€

¯„°

�f´ , wheretheexpectation
is over thedistributionon thestateof thesystemat thepoint at which rÎX forks.

Sincewe assumethat thesub-monitorsdo not raisealarm, rÎX outputssomeõ if
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���

�

�
	

¦
�

ª
�®Q��
�

º

à¨á

T . Then,

»C¼

°

r¢X outputsõÝ‹ €©õ

¥

´
ª

¯�°

�®Q��
�

º®à¨á

´

ª

¯�°

�f´

�

�

º
à‚á

¯„°

�f´

ª

g

º

¯„°

�f´

�

if
¯„°

�f´
ª

º>à¨á��

�

If the assumptionin the last line above doesnot hold, we would be done,because
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mially relatedto theprobabilityof themonitorraisinganalarm. rÜÈ
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Qys@T startsr¢X and
runsthecommitphaseby sendings . It forks rÎX afterthecommitmentfrom � arrives.
Then it runs the two independentcopiesof ruX (which involves forking the system
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Puttingit all togetherwe have that
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which is negligible by assumptionon a .

5 Applications of the NewFramework

As wehaveshown above,theoreticallyinterestingcryptographictoolslikecommitment
andzero-knowledgeproofscanbe securelyrealizedin the new framework, relatively
ef�ciently (comparedto thosein previousEnvironmentalSecuritymodels).Thereason
for this is that our securityrequirementsaremuchmorerelaxed.However this raises
thequestionif theseweakenedversionsof theabovetoolsareusefulto achievesecurity
for practicallyinterestingtasks.In thissectionwemakesomeprogresstowardsmaking
thenew framework usablefor multi-partycomputationproblems.We restrictourselves
to 2-partycomputationsof a veryspeci�c kind, asdescribedbelow.

5.1 Client-Server Computation

A 2-partyClient-ServerComputationfunctionality �y��	 CSC �

isgivenearlierin Figure1(d).
Note that the client doesnot keepany secretsfrom the server

�

. But the server must
committo its inputs(andthemonitorshallrecordthecommittedinput)beforetheclient
sendsits inputs.First,we shallgive a protocolfor this Monitoredfunctionality, before
discussingsomeof its limitations.

SecretCommitandProve In orderto giveaprotocolfor �y��	 CSC �

, weneedto modify the
Commit-and-Provefunctionality, sothatif boththeserverandtheclientarehonest,the
adversaryis notgiventhestatementsthattheserverproves.(This is becausetheadver-
saryshouldnotlearntheclient'sinput.)Suchafunctionality � SECRET- 	CAP canbesecurely
realizedin the � ENC-hybridmodel,where� ENC is theencryptionfunctionality. For this

�•š ZK and ��	 COM aremodi�ed to the SECRET versions,which do not sendthestatement
proven( � SECRET- šZK ) or thebit revealed( � SECRET - 	COM ) to theadversary. � SECRET - 	COM can
be securelyrealizedby the protocol COM modi�ed to encryptthe reveal step,using
the functionality � ENC. In the staticcase� ENC is known to be easyto implement,us-
ing CCA2-securepublic-key encryptionwith new keyseachtime(seefor instance[3]),
which in turn canbe implementedassuminga family of trapdoorpermutations(using
theconstructionin [21], for instance).But sincewe arein theG-ES-model,we needto
revisit theassumptionsusedto securelyrealize� ENC, namelytheexistenceof trapdoor
permutations.

A3 Thereexists a family of trapdoorpermutationssecureagainstnon-uniformPPT
adversarieswhich are givensamplingaccessto

…
†

for all s .

This is also an assumptionmadein [19]. With this assumptionin place,we get the
following result.

Lemma 7. Thereareprotocolswhich G-ES-realize� ENC and � SECRET - 	CAP againststatic
adversaries,underassumptionsA1,A2andA3.



Client-Server Computation Protocol: CSC

Theprotocolis parametrizedby a function F .
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Fig.5. Protocolfor theMonitoredFunctionalityfor Client-Server Computation

5.2 The Protocol

Theorem3. TheprotocolCSC G-ES-realizesthemonitoredfunctionality ����	 CSC �

against
staticadversariesin the � SECRET- 	CAP R•� ENC-hybridmodel.

Proof. 1. For any polynomial(in the securityparameter — ) Z , there is a monitor sat-
isfying the requirementsspeci�ed by �y�¿	 CSC �

, such that the probability of the monitor
raisinganalarmwithin time Z is negligible.

We canbuild a monitor W‘X for �y�k	 CSC �

usingthemonitorfor ���¿	 CAP �

. W•X startsthe
monitor for �y�¿	 CAP �

, andif theprotocolproceedsbeyondthe�rst step,it would record
a value zÊ¥ internallyasthecommittedvalue. W‘X will copy thatvalueandrecordit as
theinput of

�

. Laterif themonitorfor ����	 CAP �

raisesanalarm, W•X will raiseanalarm.
If �k	 CSC sendsthevalue ‡ to � , then �¿	 CAP mustreturn Q proven RA‡O€��
Q�zÊ¥@R•z���T|T . So
if themonitorfor ���¿	 CAP �

doesnot raiseanalarm,it meansindeed‡P€ �
Q�z ¥wR|z!�¿T and
W•X neednot raiseany alarmeither. Thus W‘X doessatisfythereuirementsspeci�edby

�y�•	 CSC �

. Furthertheprobabilitythat W•X raisesanalarmis thesameasthatthemonitor
for �y�¿	 CAP �

raisesanalarm.By earlieranalysis,this is indeednegligible.
2. CSC G-ES-realizes�k	 CSC againststatic adversariesin the � SECRET - 	CAP R|� ENC-hybrid
model.

For every PPTadversary U we demonstratea PPTsimulator V suchthat no PPT
environment½ candistinguishbetweeninteractingwith thepartiesand U in theREAL

world, andinteractingwith thepartiesand V in the IDEAL world.
As usualV internallyruns U (whichexpectsto work in the � SECRET - 	CAP R|� ENC-hybrid

with the partiesrunningthe CSC protocol),andworks asan interfacebetweenU and
theparties.When U startstheCSC protocol, V initiatesa sessionwith the IDEAL func-
tionality �•	 CSC.
Corrupt Server. Again, as in the caseof all the monitoredfunctionalitiesintroduced
in this work, thanksto the way the semi-functionalityis designed,a trivial simulator
in the IDEAL world, which actstransparentlybetweenan internalcopy of U andthe
semi-functionality�kš ZK perfectlysimulatestheprotocol.
ServernotCorrupt.Theclient � mayor maynotbecorrupt.We analysethetwo cases
separately:

– Honest� : In thiscaseall that U canseearethelengthsof themessagesz#"®R•z�� and
�
Qyz�"JR•z���T , givento it by � SECRET - 	CAP and � ENC. Theseareknown to V (because�

is publicly known), andit cansendthemto U .



– Corrupt � : In thiscaseV getsz�� and �
Qyz�"JR•z���T . In addition U expectsto seethe
messagescommit andproven from � SECRET - 	CAP (in the�rst andlaststepsof the
protocol).Theseareeasilyprovidedby thesimulator.

It is easyto seethatin all thecases,thesimulationis perfect.

From this theorem,usingLemma7 andthe compositiontheoremTheorem1, we
getthefollowing corollary.

Corollary 4 There is a protocol which G-ES-realizesmonitored functionality ����	 CSC �

againststaticadversaries,underassumptionsA1,A2andA3.

5.3 Extensionsto AdaptiveAdversaries

Above we analyzedsecurityin thepresenceof staticadversaries,for thesake of sim-
plicity. Here we mentionhow the tools developedherecan be extendedto the case
of adaptive adversaries.Firstly, if we expandtheadversaryclassto allow theadaptive
corruptionof only the clients, it is easyto seethat the analysesstill hold. The only
modi�cation requiredis that (in thecaseof the “ SECRET” versionsof the functionali-
ties),theencryptionprotocolsusedwill needto besecureagainstadaptive adversaries
aswell.

However extendingto full-�edged adaptive corruption(i.e., adaptive corruptionof
theserveraswell) requiresmoremodi�cations.NotethattheImaginaryAngelGfunc-
tionsasa null-angelwhentheserver

�

is corrupted,but otherwisegivesaccessto the
distribution

…
†

. If
�

is initially uncorruptedandcorruptedlateron, removing accessto
…

†

is notenough;having hadaccessto
…

†

in thepastgivestheadversaryanadvantage.
To �x this,wecanusethehashfunctionusedin [19] for commitment,which takesone
moreparameter, namely, the ID of the receiving party. The assumptionsusedandthe
ImaginaryAngel will thenbe thesameasin [19]. Thedifferencewith [19] is that the
“basic commitment”and“basic ZK proof” protocolstherecannotbe directly usedto
satisfythesecurityrequirementsthere,whereasthe�nal protocolsdevelopedaresecure
only againststaticadversaries.In our casethesebasicprotocolscanbedirectly usedto
securelyrealizemonitoredfunctionalities.Notehowever thatthereis nosigni�cant ad-
vantagein usingtheclient-servermodelanymoreif we usethesameassumptionsasin
[19]. Indeed,theresultingprotocolssecurelyrealizethemonitoredfunctionalitiesin the
unrestrictedenvironmentalsetting(without therestrictionsof theclient-servermodel),
againstadaptiveadversaries.

6 Limitations and Challenges

6.1 Problemwith $&%
	CSC '

Thoughwehavesuccessfullyappliedourtoolsin thenew framework to obtaina2-party
computationprotocol,therearesomeseriouslimitations to this functionality. Clearly,
the setof functionsthat arecomputedarelimited (namely, only client-server compu-
tations).But more seriously, the guaranteegiven by the monitor is not satisfactory.



In particular, thereis no guaranteeof “independence”of inputs. Thoughthe monitor
recordsa valuefor theserver's input prior to theclient sendingout its input, thevalue
recordedis allowedto bedependenton theentire system, andin particularon theinput
of theclient!5

6.2 The Solution: Restricting the Monitors

In ongoingwork, we suggestwaysto addressthis problem.Therewe show that if the
clientskeeptheir privateinputstotally unuseduntil thepoint of commitment(but may
usethemimmediatelyafterwards),thenthemonitorcanbe requiredto recorda value
independentof their privateinputs.As it turnsout, the protocolsarenot altered,but
somerestrictionsare imposedon the monitor, and somepartsof the proof become
signi�cantly moreinvolved.

We allow thatsomepartof thestateof thesystemcanbekept“locked.” This part,
whichweshallcall thelockedstate, cannotbeusedin thesystem(until it is unlocked).
Therequirementon themonitoris thatit doesnothaveaccessto thepartof thesystem
stateif it is lockedat thepoint themonitor is requiredto recorda value;it will have to
recordavaluebasedon therestof thesystem,whichwe shallcall theopenstate.

Technically, thelockedstatecorrespondingto a protocolexecutionis de�ned at the
beginningof that execution: it is the maximalpart of the systemstate,not including
any of theadversary's state,suchthat thedistribution of therestof thesystemstateat
the recordingpoint is independentof it. Note that the independencerequirementim-
pliesin particularthattheprobabilityof unlockingthestatebeforethemonitor�nishes
recording,is zero(unlessthe locked stateis completelypredictablea priori from the
openstate).

We do allow the lockedstateto evolve,aslong asthe independenceis maintained
(in particular, no informationshouldpassbetweenthelockedstateandtheopenstate).
Further, for full generality, we allow the locked stateto be randomized:i.e., its value
is a randomvariable.However, we shall requirethat this randomvariableis ef�ciently
sampleable(which is implied by the assumptionthat the non-adverserialpart of the
systemis PPT). In particularall the “future” randomness,i.e., randomnesswhich is
sampledafterthemonitor�nishesrecording,canbeconsideredpartof thelockedstate.6

As indicatedearlier, thereasonwe allow thenotionof a lockedstatein our frame-
workhasto dowith themeaningfulnessof thetwo-partycomputationscenario.With the
modi�cation sketchedabove in place,we canallow theclient to keepits input locked,
andtheneventhemonitordoesnotgetto seeit, beforerecordingtheotherparty'sinput.

5 Themonitor's recordedvalueis independentof asyet unsampledrandomnessin thesystem.
Soif theclient's input is only a freshlysampledrandomvalue,asis thecasein a ZK proof or
coin-tossingprotocol,this issuedoesnotarise.

6 Incidentally, in theuseof semi-functionalitiesin [19], theonly lockedstateis futurerandom-
ness.However this is an especiallysimplespecialcase,taken careof by the original proof
there.[19] doesnot introduceor requirea generalization.As it turnsout generalizingto other
lockedstatescomplicatesourargumentsconsiderably.



However, notethat to keepan input locked, it cannever be usedin the systemat
all (until it is unlocked).7 This is becausethe monitor is computationallyunbounded.
Note that this is relatedto the problemof malleability: if it wasusedin the system
previously, somehow that canbe mauledandusedto make a commitmentrelatedto
it. (It is an interestingproblemto relaxthis informationtheoreticlocking constraintto
a computationalequivalent.)However, interestinglywe do avoid the problemof mal-
leability while openingacommitment:thelockedstateis allowedto beunlockedbefore
thecommitmentis opened.Indeed,if thelockedstatesareto bekept lockeduntil after
theprotocolterminatescompletely, restrictingthemonitorto therestof thesystemstate
is automatic.But to beuseful,weneedto allow lockedstateswhichcanbeopenedafter
themonitorrecordsits value,but beforetheprotocolterminates.

In work underprogresswe show how to provethat in all themonitoredfunctional-
ities we use,themonitorscanberequirednot to inspectthelockedstateof thesystem.
Surprisingly, this complicatestheconstructionof themonitorandtheproofsconsider-
ably. Below wesketchthechangesin theproof in thecaseof �O	 COM .

Lemma 8. For anypolynomials(in thesecurityparameter— ) Z and ( , underassump-
tion A1, there is a monitorsatisfyingtherequirementsspeci�edby ���O	 COM �

which does
notinspectthelockedstateof thesystem,such thattheprobabilityof themonitorraising
analarmwithin time Z is lessthan g*)*( .

Proof(sketch): When �
	 COM sendsthecommit messagethemonitor W‘X,+ - mustrecord
a bit Sm¥ internally. First, we sketchhow W‘X,+ - doesthis. As before,the basicideais
for the monitor to look aheadin the system,and recordthe more likely bit that the
senderwill everreveal;if thesendercanrevealto bothbitswith signi�cant probability,
a reductioncanbe usedto obtaina circuit for �nding collisionsin the hashfunction.
But notethathere W

X,+ - doesnot know thevalueof the lockedstate,andso it cannot
calculatethebit asabove.However, we canshow thatfor no two valuesfor thelocked
state,canthesenderfeasiblyrevealthecommitmentin differentways.Intuitively then,
the monitor canusean arbitraryvaluefor the locked stateanduseit to carry out the
calculation.However, therearea coupleof problemswith this. Firstly, revealingcan
dependnot only on theopenstateof thesystemat theendof commitment,but alsoon
the lockedstate,asit might be unlockedafter thecommitphaseis over. In particular,
for certainvaluesof thelockedstate(andopenstate),thesendermight nevercomplete
therevealphase.Sousingasinglevalueof thelockedstatewill notsuf�ce. Thesecond
problemis that while W•X,+ - is computationallyunbounded,the reductionto �nding
collision shouldusea polynomialsizedcircuit. This circuit will needto be given the
value(s)of the lockedstatewith which it will emulatethesystem.Further, thecircuit
will obtainasinput therandomchallengein thecommitment.Thus,thevalue(s)of the
lockedstatethatit obtainsshouldbede�ned prior to seeingtherandomchallenge.

7 In otherwords,the inputsarefor onetime useonly. After that if it is usedasa client input
in a server-client computationprotocol,thereis no guaranteethat the server's input will be
independentof thatinput.This is asigni�cant limitation.Howevernotethataclient's input for
a “server-client” computation,with a corruptserver is thelast timeit canbeusedsecretly, as
thecomputationgivestheclient's input to theserver.



Nevertheless,weshow how to de�ne polynomiallymanyvaluesfor thelockedstate
of thesystem,basedonly on theopenstateof thesystem, andobtaina bit SL¥ usingjust
thesevalues.To show that the probability of W«X,+ - raisingan alarmwithin time Z is
lessthan g*)*( , weshow thatotherwisewecangiveapolynomialsizedcircuit (with the
above mentionedvaluesof the lockedstatesbuiltin) which can�nd a collision in our
hashfunctionfor a randomchallengewith signi�cant possibility.

Theconstructionof themonitorfor ��	 CAP is alsochangedin asimilar fashion.How-
ever, sincethemonitor in this caseis de�ned basedon an extractor, andtheextractor
itself will needto be modi�ed to take polynomially many valuesof the locked state,
theproof is muchmoreinvolved.Themonitorsfor the ��š ZK and �k	 CSC needto bemodi-
�ed too.Howeversincetheir descriptionandproof is basedon thoseof �)	 COM and �¿	 CAP

respectively they donot involvemuchchange.

7 Conclusion

We introduceda framework of MonitoredFunctionalities,whichprovidesa way to de-
�ne andproverelaxed(but ES)securityguaranteesfor (relativelysimple)protocols.We
alsointroducedarestrictedmodelcalledtheClient-Servermodel,whichallowssimpler
protocolsto besecure,andpotentiallyundersimplercomputationalassumptions.Both
theserelaxations,we believe, would help in furtherexploring EnvironmentalSecurity
(Network-AwareSecurity).

However, theapplicabilityof thesecurityguaranteesfrom this work aresomewhat
limited. It is anopenproblemto work aroundtheselimitations,while still maintaining
therelaxednatureof thesecurityrequirementsothatsimpleprotocolsarepossible.We
suggestrestrictingthecomputationalpowersof themonitors(but still giving themmore
power thantheplayers)asa usefuldirection.

Therearemany otherwaysin which this line of researchcanbe furthered.It is a
challengeto try andbasetheseresultson moreconventionalcomputationalassump-
tions,without setups.On theotherhandit shouldberelatively simplerto allow setups
andreplacethe useof gESmodelhere,by the ES/UCmodel.A generaldirectionto
pursueis to useMonitoredFunctionalitiesor othersimilar notionsto give somesecu-
rity guaranteeto many simple,ef�cient andintuitively secureprotocolscurrentlyused
in practice.
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