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Abstract

We investigatethe feasibility of a variety of crypto-
graphic taskswith imperfectrandomnessThe kind of im-
perfectrandomnessve considerare entrofy sourcessud
asthoseconsideedby Santhaand Vazirani, Chorand Gol-
dreich, and Zudkerman.\e showthefollowing:

Certain cryptagraphic tasks like bit commitment,
encryption, secet sharing zewo-knowledg, non-
interactive zeo-knowledg, and secue two-party
computation for any non-trivial function are
impossible to realize if parties have accessto
entopy souices with slightly less-than-perfecien-
tropy, i.e., souiceswith imperfectrandomnessThese
resultsare unconditionaland do not rely on any un-
provenassumption.

Ontheotherhand,basedon stronger variantsof stan-
dard assumptionssecue signatue schemesare pos-
sible with imperfectentropy sources.As anotherpos-
itive result, we show(without any unprovenassump-
tion) that interactive proofs can be madesoundwith
respecto imperfectentiopy sources.

1. Intr oduction

Randomnesss an importantconceptin computersci-
ence.Not surprisingly a large body of work in theoreti-
cal computersciencehasinvestigatedhe requirementon
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“randomness’in its variousroles.In this work, we askthe
following fundamentalquestionwith regardto cryptogra-
phy: if “randomnessis to be usedin cryptographigroto-
cols,whatpropertiesnustit have?Indeed traditionalcryp-

tographicprotocolsare assumedo have accesdo perfect
randomsoures i.e., sourceghat outputunbiasedandin-

dependentandombits. However, it is not clearif suchper

fectrandomnesss crucialfor provablesecurity We initiate

a study on the typesof imperfectnessn a randomsource
thataretolerablefor cryptographiapplications.

Is Entropy Sufcient for Randomness®e examinea very
naturalintuition, which statesthat all we needfor crypto-
graphicprotocolsis a sourceof randomneswith aguaran-
tee of high entopy. In otherwords, this intuition implies
that protocolscanbe madesecurewith any randomsource
whichhasahighrateof entropy. We shaow thatthisintuition
is falsefor mary basicandimportantcryptographicobjec-
tives,evenwhenonly consideringsecurityagainstcompu-
tationally ef cient adwersariesTheseresultsstandin sharp
contrastwith thefactthatentropy is enoughfor simulating
probabilisticpolynomial-timealgorithms[46, 40, 12, 48].
Intuitively, thereasorfor thisdifferencecomesrom thefact
thatrandomizedalgorithmsutilize randomnessenly for the
purposef efciency, andcanin principle be always de-
randomizedpotentiallyincurringupto exponentialpenalty
in the runningtime). On the otherhand,cryptographicap-
plicationsfundamentallyrequirerandomness$o guarantee
security and usually cannoteven be de ned without ran-
domnesge.g.,if the attacler hasno uncertainlyaboutthe
secrets).

TheoryandPracticeof UsingRandomnessBesidests sig-
ni cant theoreticalinterest,one motivation for this study
concerngshewayrandomnesis generate@ndusedn prac-
tice. In practice,it is unrealisticto assumeccesdo perfect
randomsourcesFurtherit is unrealisticto assumesven a
speci c distributionfor therandomsourcelnsteadonemay
have only certain guarantee®n the randomsource(like
high entroyy rate).

However, it is known how to obtainnearlyuniform ran-



dom bits if multiple independensourceswith high rates
of entropy are available [40, 45, 44, 12, 15, 14, 3]. Nev-

erthelesstheassumptiorof independencbetweerrandom
sourcess questionableespeciallyif the sourcesare avail-

ableto asinglepartylocally.

Furthermoreit is not currentpracticeto usemultiple in-
dependentandomsourcego build a singleperfectrandom
source.Instead,the widely held intuition is that high en-
tropy is sufcient. Indeedjn theappliedcryptographycom-
munity varioustechniquesiave beendevelopedfor access-
ing “good” physicalsourcef randomnessyith the focus
overwhelminglyon ensuringhigh entropy. Thisis not sur
prising consideringthatthe intuitive notion of randomness
is almostsynorymouswith the quanti able notion of en-
tropy. Thusit is importantto understandhetheoreticaba-
sis,if ary, of thisintuition, in the context of cryptography

Imperfect RandomnessOriginating from the pioneering
work of von Neumann[47], a large amountof research
hasbeendevoted towards understandindghe applicability
of imperfectrandomsourcesto the mary algorithmsand
protocolsdesignedo work with perfectrandomnessThe
most straightforvard approachto dealingwith an imper
fect randomsourceis to deterministically(and ef ciently)
extractnearly-perfectandomnesfom it. Indeed,suchre-
sultswere obtained,in varying extents,for several classes
of imperfectrandomsourcesThey include varioussimple
“streaming’sourceg47, 19, 9, 31], different a vorsof “bit-
xing” sourceq13, 8, 1, 11, 17, 28], efciently samplable
sourceg43], and multiple independentmperfectrandom
sourceq40, 45, 44, 12, 15, 14, 3]. While theseresultsare
interestingandnon-trivial, the above “deterministicallyex-
tractable”sourcesssumaelot of structureor independence
in theway they generateandomness.

Entropy Sources. A much less restrictive, and arguably
morerealistic,assumptioron the randomsourcewould be
to assumeonly that the sourcecontainssomeentropy. We
call such sourcesentropy sources Entropy sourceswere
rst introducedby SanthaandVazirani[40], andlater gen-
eralizedby ChorandGoldreich[12], andZuckerman[48].

In entrogy sourceswith min-entopy , the only guaran-
teeis thatary particularstring of length appearswith
probability at most in a samplefrom thatsource Such
a sourceis calledan -entropy source.For mostpro-
tocols,wherethereare multiple partiesinvolved, different
partiesrequiremultiple samplegrom agivensource Build-
ing on the modelof Chor and Goldreich[12], we assume
thatthe sourceoutputsa sequencef blocks ,
whereeachblock  is an -sourceeven conditioned

1 For examples,seethe following page maintainedby D. Wagner:
http://www.cs.berkeley.edu/ daw/rnd/

on any realizationof the all other blocks? We call this
sourcean -entropyblodck source

Notethatin the context of entropy sourcesa centralpa-
rameterof interestis the block length , which speci es
“how often” new entropy is guaranteedo be producedby
the source.The strongestmost nearly perfect) guarantee
would be that every bit producedby the sourcecontains
new entropy (i.e. the block length is ). Thesesources
arecalledSantha-¥zirani (SV)souices[40]. We stresghat
all ourimpossibilityresultshold evenfor SV sources.

The works of [40, 12, 38] showv that deterministicran-
domnesxtractionof evenasinglebit is not possiblefrom
ary non-trivial entrogy sourcejncludingSV sources.

The Thesisof Our Work. In this paper we investigate
whetherin the context of cryptographyevenagainstcom-
putationallyef cient adwersariesthe notionof randomness
is capturedby entropy alone.We presenthe following ob-
senations.

(1) A key conceptin modern cryptographyis indistin-
guishability. In the standardsettingwith perfectran-
domnesswe know thatindistinguishabilitywith com-
putationally unlimited adwersariesis only achievable
in certainlimited settings. However, if we restrict
oursehesto computationallyef cient adwersariesand
malke somecomputationahssumptionglik e the exis-
tenceof one-wayfunctions),anew world openaup, al-
lowing for bit commitmentmultiple-messagencryp-
tion, public-key encryption,secretsharing,computa-
tional zero-knavledgefor all of , two-partysecure
computationandmary othernon-trivial protocols.

We considerentrofy sourceghatare only slightly
imperfect,suchas,in particular an SV sourcewhere
eachbit's probability of being0 or 1 is between

and , Where is a secu-
rity parameterand denotesnarbitrarily large
polynomial. Sucha sourcecould have statisticaldis-
tancewhich is within ary inversepolynomial factor
from the uniform distribution. Even for such appar
ently nearly perfectrandomsourceswe establishour
main Lemma: that computationallyindistinguishable
distributionsmustbe almostidentical.

Basedon this result, we shav that essentiallyall
cryptographidgasksinvolving somekind of privacgy (or
“secre”) cannotbe realizedwith respecto entrogy
sourcegincludingSV sources)regardlessof anycom-
putational assumptionghat one is willing to malke.
In particular we rule out bit commitmentencryption,

2 The original de®nitionsof [12, 40] are less stringentin that each
blockis an -sourceconditionedonly on the realizationof pre-
viousblocks.We usea strongerformulationalsoconsideredecently
by [38].



secretsharing,zero-knavledge,non-interactie zero-
knowledge,andsecurgwo-partycomputatiorfor any
non-trivial function. In mary casesthese(uncondi-
tional) impossibility resultsremaineven if somepar
tiesreceve independenobr perfectsourcef random-
nesspecausenutuallydistrustingpartiescannotmake
useof thisindependence.

We conclude, surprisingly that entopy is not
enoughfor a usefultheoryof cryptography

(2) Ontheotherhand,someapplicationsn cryptography
do not rely on the notion of indistinguishability but
only on unforgeability. Thisis the casefor authentica-
tion tasks We shaw thatdigital signatureschemeshat
areexistentially unforgeableagainstadaptve chosen-
messageattack,the“gold standardof authentication,
are achiezable even with imperfectentropy sources.
The assumptiorwe make is the existenceof one-way
permutationsthat are secureeven when their input
comesfrom a similar entrogy source.

(3) Finally, we considernon-cryptographicapplications
of randomnessn protocols, particularly for achiev-
ing soundnessn interactve proof systemsHere we
illustrate how to corvert ary interactize proof system
thatworksfor perfectrandomnesgito onethatworks
with very weak block entrofy sourcesOur transfor
mationis unconditional roundpreservingandresults
in a public-coin protocol. In particular it shows that
classedike and can be simulatedwith en-
tropy sourcesmuchlike

Our Resultsn More Detail. Lemma3.1, our maintechni-
cal lemma,formsthe basisfor all our impossibility results
in this paper In thatlemma,we shaw thatif two functions

and producecomputationallyindistinguishabl®utputs
whenfeedary slightly imperfectentrogy sourceasinput,
thenin fact for almostall inputs . Thisre-
mainstrue evenif oneof thefunctionsgetsperfectrandom-
nessn additionto theentrogy source.

Basedon this lemma,we obtainthe following impossi-
bility results,which hold for nearlyperfectentropy sources
suchasSV sourceswith bias,where isasecu-
rity parameterand(trivially therefore)block sourceswith

bits of entrogy per -bit block. We stresghat
nounprovenassumptionaremadein establishinghesem-
possibilityresults.

(Commitment and Encryption.) First,we rule outbit

commitmentevenif the receving party hasindepen-
dentperfectrandomnessAnotherimmediatecorollary
of the main lemmais the impossibility of encryption
protocols,symmetricor public key. Herewe mustas-
sumethat both partiesshare(different blocks of) an
entropy sourcesinceif givenindependensourcesthe

partiescouldusevariantsof two-sourcesxtractorg15]
to do asecuresncryption.

(Secret Sharing.) We rule out secretsharingschemes
by shoving that even the most basicrequirementof
sucha schemads unattainableThatis, usingonly im-
perfectrandomnesst is impossibleto distribute a se-
cretto partiesin suchaway thateachpartyindi-
vidually will learnnothingaboutthe secretbut all of
themcombinedwill beableto retrieve thesecret.

(Zero-Knowledge) A somevhat more sophisticated
useof themainlemmaallows usto concludethatzero-
knowledgeproofs(andaguments)nly exist for lan-
guagesn . Ourresultonly requireghe proverto
have imperfectrandomnesshe veri er canmake use
of independenperfectrandomness.

(Non-Interactive Zero-Knowledge(NIZK). ) For the

caseof NIZK proof systemwith respecto a common

referencestring (CRS), we show that aslong asthe

CRSarisedrom anentropy source gvenif bothprover

and veri er haveaccessto independenperfectran-

domnessNIZK proofs(andarguments)xist only for
languages.

(Secure Two-Party Computation.) Finally, we shov
that securetwo-party computationis impossiblefor
ary non-trivial function(non-trivial functionswerede-
ned andconsideredoy [4]). This is true evenif the
two partieshold independententrofy sources.This
rules out, in particular functions such as Oblivious
Transferandthe AND operationon two bits.

We alsohave thefollowing positive results:

(Digital Signatures) We shov that digital signature
schemesre achievablewith respecto imperfecten-
tropy sources.The assumptionve malke is the exis-
tence of one-way permutationsthat are hard to in-
vert when their inputs come from entrogy sources.
This non-standaréssumptioris somavhat necessary
sincethe existenceof the above mentionedsignature
schemesvould imply the existenceof one-way func-
tions that are hard to invert when their inputs come
from entropy sources.

While all standardone-way permutationsremain
secureagainstentropy sourceswith bits
of entropy, for lower entropy sourcesa standardone-
way permutatiorcould possiblybetrivially invertible.
We conjecture,neverthelessthat one-way permuta-
tions secureagainstmuch lower entrogy sourcesex-
ist. Basedon this conjecture andusingentrogy block
sourceswe shav how to constructa digital signature
schemehatis existentially unforgeableagainstadap-
tive chosen-messagattack. Our constructionis an
adaptionof the constructiorof NaorandYung[36].



(Interacti ve Proofs) Finally, we also examineinter-

active proofswith respecto entrogy sourcesWe give
atransformatiorwhich corvertsary -roundinter-

active proof, where and istheinput
length,whichis soundandcompletewhentheveri er

has perfectrandomnessinto an -round interac-
tive proof which is soundandcompleteavenwhenthe
veri er hasary entropy block sourcewith

entropy per block. Our transformationis a relatively
straightforvard applicationof strong randomnesgx-
tractors[37, 32].

PreviousWork. Themostrelevantwork to oursettingis that
of Mclnnesand Pinkas[35]. They proved thatin the set-
ting of computationallyunlimited adwersariespne cannot
have securesymmetricencryptionif the sharedkey comes
from an entropy block source(including SV sources)Our
resultregardingsymmetricencryptioncouldbeviewedasa
non-trivial extensionof their resultto ef cient adwersaries.
On the other hand, the result of Dodis and Spencer{18]
shavedthatif the entropy sourcecanhave morestructure,
thensomeimperfectrandomsourcesaresufcient for (one-
time) symmetricbit encryptionbut not for deterministicbit
extraction.Additionally, Koshiba[29, 30] consideredecu-
rity de nitions for public-key encryptionwhenthe encryp-
tion algorithmis usinganimperfectsource(but key genera-
tion remaingerfect),andshavedthatin this settingseman-
tic securityandindistinguishabilityarenolongerequivalent
in generalOurresultsshav thatif thekey generations im-
perfectaswell, no securitynotionfor public-key encryption
is achievableat all.

The questionof messagauthenticatiorin the computa-
tionally unboundedsettingwas exploredin [34, 18], who
roughly shaved that one-time messageauthenticationis
possibleprovided that the entropy rate of the sourceis
greatetthan . In contrastpursignatureresultconstructs
amuchmorecomplex “multi-time” primitive, for arbitrary
entropy rate, but under a strong computationalassump-
tion (which is essentiallyrequired). Additionally, ques-
tions of authenticatiorwith respectto imperfectrandom-
nesswerealsoconsideredn theinteractve settingby [39],
and in a biometric setting by [16]. However, both these
works[39, 16] assumehatthe partieshave local accesgo
ideal randomnesgbut sharean imperfectly generatedse-
cretkey).

Finally, our techniquefor simulating interactve pro-
tocols with weak sourcesis related to the question of
randomness-dfient error/round-reductio in interactve
protocolsconsidereay [5, 6, 49.

Future Work. Our resultspresentmary fascinatingchal-
lengesto the theoreticalcryptographycommunity If en-
tropy is not sufcient for cryptographythenwhatis? Be-
sidesindependencer structure,arethereother character
ization of randomnesshat would allow for computational

indistinguishability?0Otherwise is therea “tight” relation-
ship betweenindependencédor structure),and computa-
tional indistinguishability?If entrogy is really all we can
assumecanwe obtainwealer levels of securityfor tasks
like encryption,commitmentor securecomputation?

2. Preliminaries

For adistribution  overthe set , we de ne the
min-entopyof tobe
We denotethe uniform distribution over as ,or

simply whenthedomainis clear To denotethedistribu-
tion of arandomvariable , we write . The notation
is shorthandor .

A blocksourcds composeaf blocksof equalnumberof
bits. For ablock source ,  denotedhe
-thblockand  denotesall blocksbut the -th block. The
de nition of an -block sourcethatwe usewasconsid-
eredin [38], andis amorestringentde nition ascompared
to the oneconsideredy [12]. In our de nition, we require
thateach -bit block to have min-entrofy atleast , even
conditionedon ary realizationof the all the other blocks

(insteadof just the previousblocks,asconsideredn [12]).

De nition 2.1 ( -block source). A distribution
over is an -block sourceif for
all , andfor each , we have that

A Santha-¥zirani souice, denotedas , IS spe-
cial caseof an -block sourcewith and
, Where . (onceagain,the origi-
nalde nition of [40] only conditionedon prior blocks.)

We use to denotethe security parameteiof our pro-
tocols, to represenany polynomial,and to
denotea negligible function(i.e., ).

For a pair of distributions and , we write
if for every polynomial-sized(in ) circuit ,

we have that

, for all sufciently large . If is anggligible func-
tion, thenwe saythat distributions and are compu-
tationally indistinguishablei.e., . For ourim-
possibility resultswe will usevery simple one-bittests
whichsimply outputthe -th bit of theirgiveninput.In other
words, if , thenin particular

, Where isthe -th bit of

3. Main Lemma

In this section we prove the mainlemmausedto estab-
lish impossibility resultsfor cryptographicprotocolswith



imperfectrandomnessnformally, this main lemmastates
thatif two functions and alwaysproducecomputation-
ally indistinguishablelistributionswhenfed any (slightly)
imperfectentropy sourcethenthefunctionsmustbealmost
(pointwise)identical. Theresultstill holdsif the oneof the
functions,say , is probabilistic.

We stressthat the main lemmaand all our impossibil-
ity results(in Section4) apply to SV sourcesvhereeach

bit is biasedaway from uniform by only , Where
canbeanarbitrarily large polynomial.
Lemma 3.1(Main Lemma). Let bethesecurityparam-

eter beanypolynomialand beanypositiveinteger (in-

cluding ). Let betheclassof all -block

souiceswith blocks,and . Thevaluesof , ,

and areall upperboundedby a polynomialin
Supposédunctions

and are suc that for every distri-

bution , andfor some(arbitrary) distribution  over
, we havethat 3 Then

. Speci cally,

is at most , Whee is the bestdistin-

guishingadvantaye betweerthe abovedistributions.

By setting , we getthefollowing corollary.
Corollary 3.2. Let , , , ,, and beasabove Sup-
posefunctions and

are sud that for every
. Then

By considering -block sourcegsetting
), all ourimpossibility resultsin Section4 extendto
Santha-¥zirani[40] sourcegoo.

Corollary 3.3. Let , , , , , and beasin
Lemma3.1. Supposdor every distri-
bution over andsome(arbitrary) distribution

over , we have 3 Then,

3.1. Proof of Lemma 3.1(Main Lemma)

In proving Lemma 3.1, we use an important notion
thatwe call -biasedhalfspacesources which wasimplic-
itly de ned in the work of Reingold,Vadhanand Wigder
son[38].

De nition 3.4. ( -biased halfspace sources) For
of size , and , the dis-
tribution over is de ned as follows: for all

3 For simplicity, the readermay assumehat is independentf the
®rstinputto |, i.e., thejoint distribution is a productdistri-
bution. But in fact, canbe dependenbn the ®rst inputin the fol-
lowing mannerfor each speci®eghedistribution on

conditionedonthe®rstinputbeing .

) , andfor all ,

The collection of all -biasedhalfspacesourcess de-

noted as . First,
we prove ananalogueof Lemma3.1for -biasedhalfspace
sourceginsteadof block sources).

Lemma 3.5. Let and
. Let  be some(arbitrary) dis-

tribution over . Supposédor all -biasedhalfspace

souices we havethat
Then
Proof sketch. Fix a position , andlet
, the -th bit of . Similarly let
We would like to boundthe probability that
when and . De ne the probabilities
and as

We can assume without loss of generality that
. Thatis

The quantitywe wantto boundis .

It canbeshavnthatthereexistsaset , with
and

. Apply-

ing the hypothesisof the lemmato the distribution

, andwe have that

By the hypothesisof the lemma,the abore two prob-
abilities differ by at most . From this and the fact that
(obtainedby observingthat whenthe hy-

pothesiof thelemmaholdsfor all , it will hold for

too), it canbe showvn that

Thus for ary ,

. Our lemmafollows by using a union
boundover all . O

The next lemmashaows that -biasedhalfspacesources
arein factvery strongentrofy sources.

, the dis-
-block

Lemma 3.6 ([38]). For any positive integer
tribution isan

sourcewith blocks.

To completethe proof of Lemma3.1 (Main Lemma),

we set . Then, one can check that
.Hencefor all set , the
distribution is an -block sourcewith
blocks.By Lemma3.5,we get
, since ,and and are

boundedy a polynomialin



4. Impossibility of Certain Cryptographic
Protocolswith Imperfect Randomness

For this section,let denotethe desiredsecurity pa-
rameterof the protocols,and let be ary positive in-
teger denoting the block length of the block source.
We show that even with slightly imperfect random-
ness,i.e., -block sources,fundamen-
tal cryptographicprotocolslike commitment,encryption,
zero-knavledge proofs, non-interactie zero-knavledge
proofs, and two-party securecomputationare not realiz-
able, no matterwhatcomputationatryptographicassump-
tionswe arewilling to malke.

We stressthat all our impossibility results hold for

sourcessimply by setting

4.1. Commitment and Encryption

Theorem 4.1 (Impossibility of commitment). Suppose
the senders (committingparty) only randomsource is an

-block source Then commitmentwith
(securityparameter ) is impossible

Note that the impossibility of commitmentas statedin
Theorem4.1 holdsevenif thereceving partyis givenac-
cesgo uniformrandomness.

Proof sketch. Let  be ary -block
source.Supposethe sendercommitsto a bit by send-
ing Commit where . Thehiding propertyof the

commitmentrequiresthat a commitmentto anda com-
mitmentto  be computationallyindistinguishablepamely
Commit Commit . By Corol-
lary 3.2 of the Main Lemma,both functionsCommit
andCommit mustbe almostidentical.In otherwords,
for almostall , Commit Commit . This vio-
latesthe (computationalbinding propertyof the commit-
mentsincethe sendercantrivially decommitto both bits
and . The proof extendsto interactive commitmentpro-
tocols by consideringtranscriptsinsteadof commitments,
andto thecasewhenthereceverhasanindependensource
of uniform randomnesdyy consideringall non-uniformre-
ceivers which work with all possible x ed random-tapes
(thenfor eachsuchrecever the transcriptfunctionsmust
bealmostidentical). O

Theorem4.2 (Impossibility of encryption). Supposéoth

partiesare givena singlesource asthe only source of

randomnesgprior to and during messge transmission).

Then there do notexist semanticallysecue encryptionpro-

tocols(with securityparameter ) thatare secue for every
-block source

The proof of Theoremd.2is similar to the proof of The-
orem4.1,andhenceomitted.

4.2. Seceket Sharing

Secretsharingschemesreusedin cryptographicappli-
cationsto distributea secretto partiesin sucha way that
only if of themcolludewould they manageo obtainthe
secretEvenif of themcollude,they shouldnot gain
ary computationahdwantagdan guessinghesecretlf ase-
cretsharingschemesatis esthatrequirementywe saythatis
hasa -threshold A formalde nition of suchascheme
is givenin [21].

With perfectuniformrandomnessshamif41] presented
a -thresholdschemdor ary . Howeverif we
only have imperfectrandomnessye prove thatit is impos-
sible to distribute a secretto  partiesin sucha way that
eachpartyindividually will learnnothingaboutthe secret,
but all of themcombinedwill beableto retrieve thesecret.

Theorem 4.3. For any , there doesnot ex-
ist a -thresholdsecket sharing scheme(with security
parameter ) that usesonly randomnesdrom a

-blodk source

Proof sketch. Becauséhe secretsharingalgorithmhasac-
cesdo onlyimperfecrandomnesdyy Corollary3.2,it must
bethe casethatall the shareof secret will beidenticalto
all the sharesof someothersecret (with high probabil-
ity). But since , it will be impossibleto reconstruct
thesecretevenif all partiescollude. O

4.3. Zero-Knowledge

Zero-knawledge proofs [25] are interactive proof sys-
tems that yield no additional knowledge other than
the fact that the statementproven is true. In the uni-
form randomnessetting, it has beenshovn by a series
of works [23, 27, 7] that zero-knavledge proofs ex-
actly characterize , the classof problemssolv-
ableby polynomial-spacéoundedmachinesOn the other
hand,with only slightly imperfectrandomnesswe prove
that (auxiliary-input) zero-knavledge proofs are impossi-
ble for languagesotin

To formalizethis notion of zero-knavledgewith imper
fectrandomnesdet bean -block source Theonly
sourceof the prover'srandomnesg a singlesampleof im-
perfectrandomness . We allow boththeveri er and
the simulatorto have accesgo uniform randomnesspot-
ing thattheimpossibility resultstill holdsin this case.

In this model, giving the prover's randomstring  to
theveri er maypotentiallyleakknowledg. Thisis because
the veri er doesnot know whatthe distribution is. The
only guaranteeon s thatit is an -block source.
Hence,the simulatoris requiredto be universal with re-
spectto . In otherwords,the simulatorneedsto outputa
singleprover-veri er transcriptfor all possible -block
sources givenastheprover'srandomness.



Contrastthis to the uniform randomnessetting,where
giving a uniform random string to the veri er leaks no
knowledge. After all, the veri er can obtain the random
string by itself (since uniform independentandomnesss
assumedo befreely availablein thatsetting).

Our mainresulton theimpossibility of zero-knavledge
is statedasfollows.

Theorem 4.4. If a language  has an auxiliary-input

zeo-knowledg proof (with security parameter )

and the prover's only random souice is an imperfect
-blodk source then

The above impossibility resultextendsto rule out zero-
knowledgearguments! The proof of Theoremé.4relieson
thefollowing lemma.

Lemma 4.5. Let andlet bethe
setof all -block sourcesof length . If

for every , thenthere ex-
istsan s.t.

Proof sketch. Set , and obsere that

. Applying
Lemma3.1 (Main Lemma), we can shav that for some
xed , almosteverywhere.But obsere

that takeson a constanwalue. O

Proof sketch of Theoem 4.4. Let  be the set of all

-block sourcesQur rst stepis to shav
thattheprover mustbealmostdeterministicAssumethat
the veri er sendsthe rst messageConsiderthe cheating
veri er which outputsasits rst messagéehe auxiliary
input andhaltsafterwards.We claimthattheprover's rst
message , Is almostdeterministic.Let be
the simulatorfor . Thenthe zero-knavledgecondition
(onthe rst pair of messagednpliesthat

for all distributions
we have that .
By Lemma 4.5, there exists a message such that
. This meansthat
the prover's rst messageés almostdeterministic.Repeat-
ing this agumentinductively, we nd thatall the prover's
messagemustbealmostdeterministic.

Having shavn thattheproveris almostdeterministicwe
canusethetechnique®f GoldreichandOren[24] to shav
thatany auxiliary-inputzero-knavledgeproof systemwith
almostdeterministicproverscanonly decidelanguagesn

O

. Therefore for ary ,

4 Thesoundnesim anarguments only guaranteedgainstomputation-
ally ef®cient cheatingprovers. An impossibility resultfor aguments
is strongerthanthat of proofs,sinceary proof systemis, by de®ni-
tion, alsoanargument.

4.4. Non-Interactive Zero-Knowledge

Non-interactve zero-knavledgeproof systems(NIZK)
were introducedby Blum, Feldmanand Micali [10]. The
NIZK model allows the prover and the veri er to share
a commonrandomstring (CRS). In the perfectrandom-
nesssetting,the CRS is a uniform randomstring chosen
by atrustedparty. The prover sendsa singlemessageand
thentheveri er will decideto acceptor rejectbasednthe
prover'smessagehe CRS,andits own randomnesd-eige,
Lapidotand Shamir[20] shavedthatall languages$n
possesdNIZK proofsif one-way permutationgxist.

In theimperfectrandomnessetting,the CRSis chosen
by atrustedpartyfrom an -block source.
We provethatNIZK is impossiblen this setting.

Theorem 4.6. Let be an NIZK protocol for a lan-
guage . Supposedhe CRSis genertedfrom a source
usingafunction ,thatis CRS , whee SIf
theNIZK protocol (with securityparameter ) is secue for
every -block source |, then

Ourimpossibilityresultsholdsevenwhentheproverand
veri er are eachallowed to have accessto uniform ran-
domnessin addition, it is also possibleto rule out NIZK

argument$ for languagesutside ,if  is efciently

invertiblein thefollowing sensethereis anef cient proce-
dure suchthat for all ,

and

Proofsketch of Theoem4.6. Letthesimulatorfor theNIZK

proof systembe , where generateshe CRS
and generatetheproof. We claimthatthefollowing algo-

rithm isa procedurdor decidingthelanguage .
Algorithm : Oninput , select and
Set and f and
, thenaccept Elsereject
For , it canbeshawn thatthecheatingproverstrat-
egy de ned by will succeed
in making acceptwith atleastthe sameprobability that

accepts . Hencethesoundnessonditionguaranteethat

rejects with high probability.

For , the zero-knavledge condition stipulates
that , andhenceby Lemma3.1
(Main Lemma), for almostall and .
This meansthat given , the simulatoris almostal-
waysforcedto producethe exact copy of the CRS,which
is .6 And sincethe “proof” generatedby  is compu-
tationally indistinguishabldrom the honestprover's proof,
algorithm  will accept with high probability. O

5 Thefunction canbeany(evenuncomputablejunction.

6 Contrastthis to the uniform randomnessettingwherethe simulator
usuallymanipulateghe distribution of the CRSto gainanadwantage
over acheatingprover.



4.5. Two-Party Secuie Computation

Let beatwo-agumentnite function,
thatis all ,and are nite sets.Let Alice andBob
bethepartiesinvolvedin computing . Theprivateinputto
Alice andBobare and respectiely. They wishto se-
curely computethe value of , in away thatwill
not allow the otherpartyto gainknowledgeof their private
inputs.We consideianasymmetriciotionof securecompu-
tationwherebyonly Bob needgo output I

Informally, we saythatan interactive protocol between
Alice andBob securelycomputes if afterthein-
teraction thefollowing two conditionshold.

1. Boblearnstheright valueof but no matter
how hetriesto cheat,hewill learnnothingabout
whichis notalreadyimpliedby  and

2. Alice learnsnothingabout  no matterhow shetries

to cheat.

We referthereadetto [21] for theformal de nition of two-
party securecomputation.

A function is said to be trivial if there exists a
two-partysecurecomputatiorprotocolsuchthat both hon-
est partiesare deterministic,and remainssecureeven if
themaliciouspartyis computationallyunboundedBeimel,
Malkin andMicali [4] gave a deterministicone-iound pro-
tocol computingary trivial function . The protocol just
involves Alice sendinga single messageo Bob. In addi-
tion, they gave an exact combinatorialcharacterizatiorof
trivial functions.

Theorem 4.7 ([4]). A function
iff there do not exist and
and

is trivial
, suc that

In theuniformrandomnesodel,Goldreich Micali and
Wigderson[22] provedthatall functionsaresecurelycom-
putableif trapdoorpermutationgxist. With only imperfect
randomnessye shav thatthe only trivial functionsarese-
curelycomputable.

Theorem 4.8. Assumethe two partiesare givenindepen-
dent -block sources.If there existstwo-
party secue computationprotocols (with securityparam-
eter ) computinga two-argument nite function in the
maliciousmodel,then s trivial.

While the above theoremrules out securecomputation
in the malicioussetting,we cannotdo muchbetterevenin
thehonest-bit-curiousmodel,in which thesecurityguaran-
teeis only for honestexecutionof the protocol.

7 Inthemaliciousmodel,it is unreasonabl® expectbothpartiesto al-
waysbe ableto outputthe correctevaluationof the function,because
the®rst partythatobtainsthe outputof the functioncanabort.

Theorem 4.9 (impossibility in honest-hut-curious set-
ting). Let and berandomsouicesof AliceandBobre-
spectivelyand bea two-agumentnite function.If there
existstwo-party secue computation(with securityparam-
eter ) of in thehonest-lt-curiousmodelthat worksfor
all -block source ,then istrivial.

Our resultis tight, in the sensethat if we assumein-
dependencef and , we can use extractorsto ob-
tain independenprivateuniform randomnes$or both par
ties[12, 15, 14]. And with privateuniform randomnessall
functions are securelycomputable[22]. Therefore,if the
two partiesaregivenindependent -block sourcesfor

, thenall functionsare securelycom-
putablein thehonest-bit-curiousmodel(if trapdoompermu-
tationsexists).

5. Secue Signature Schemeswith Imperfect
Random Sources

Turning to our positive results,we constructsignature
schemeghat remainsecureeven if our randomsourceis
only guaranteedo bea -block sourcefor . The
only cryptographiassumptiorwe make is the existenceof
aone-way permutationOWP) thatremainssecurewith im-
perfectrandomsourcesOur signatureschemewill beexis-
tentiallyunforgeableunderchosermessge attadk. Thever-

i cation of our signatureschemeis deterministic,but the
signerwill be probabilisticandstateful.

Informally we say a protocol or a function is

-secureif it remains secure even using an im-
perfect random sourcethat is only guaranteedto be a

-block source.In particular a one-way permuta-
tion is -secureif there
doesnot exists an ef cient algorithm capableof invert-
ing even when the input to  is sampledfrom ary

-block source Thefollowing is our maintheorenre-
gardingsignatureschemes.

Theorem5.1. If
then

-Secue one-waypermutationgxist,
-secue signatue schemesexist.

The constructionof our signatureschemels very sim-
ilar to that of Naor and Yung [36]. Our main obsenation
is thatwe areableto do a reduction(in the imperfectran-
domsourcesnodel)from anadwersary breakingthe sig-
natureschemeo anotherelatedadwersary  breakingthe
OWP.

Necessityof the non-standad assumption.While we use
a strongervariantof OWP to constructsignatureschemes
with imperfectrandomnessye notethat -securesig-
natureschemeseadilyimply the existenceof -secure
one-way functions.This is becausehe key generatioral-
gorithm canbe viewed asa one-way function, with thein-
putbeingtherandomnessasedto generateéhe public/secret



keys pair and the output being the public key. This fact
suggestshatthe non-standar@ssumptiorof -secure
OWP is neededas a basisfor the constructionof -

securesignatureschemes.

We notethat -secureOWP areequi-
alentto standardOWP. Furthermore, -secure
OWR, for some , follow from the recently popu-
lar assumptiorof strongly intractable OWP. Strongly in-
tractableOWP arepermutationshatarehard-to-irverteven
by -sizedcircuits.

6. Interactive ProtocolsWith Weak Sources

A long line of researchon explicit extractor construc-
tion hasshowvn that the classof probabilisticpolynomial-
time algorithms ( ) can be simulatedusing -
block sourcesaslongas is boundedby a polynomialin
theinputlengthand (e.g., se€[32]). In this sec-
tion, we shav that the sameconclusionholds for a much
richerclassof interactive protocols.

Interactive Protocols with Uniform Randomnessin the
standardnteractize proof protocol[2, 25], a computation-
ally unboundedprover  needsto corvince a probabilis-
tic polynomial-timeveri er  (with accesgo uniformran-
domnessinembershign thelanguage . Thatis, for ,
we have (completenessAnd
for , and for ary cheatingprover , we have
(soundness)Let the class
denotelanguagepossessing -round(private-coin)
interactve proof protocol.If all theveri er' smessageson-
sists of just randomcoin tosses,we call such an inter-
active protocol public-coin and denotethe corresponding
classby , the classof -round public-coininterac-
tive proof protocol. We know that ([26]),
that ([2]), andthat
(33, 42).
Interactive Protocolswith ImperfectRandomnessAnalo-
gousto the caseof probabilistic algorithmswith imper
fect randomnesswe considerinteractive protocolswhere
theverier  have accesdo only imperfectrandomness
with the only guaranteeof being an -block source.
We denotethe correspondingclassesby and
. While thesede nitions technicallyshouldde-
pendon and ,butwewill shov momentarilythataslong
as and , where is thecom-
moninputto theinteractve protocol,thiswill hotmake ary
difference Speci cally, we shawv thefollowing.

Theorem 6.1. For any |,
. Thus,
and

Proof sketch. Notice, it sufces to show
, as then

. We only sketchour transforma-
tion below, leaving the proofto thefull version.

Takeary whichhasa -round -protocol
with completeness andsoundness , wherethe
verier send uniform randombits per round. We will
usethenotionof strongrandomnessxtractors[37] to make
a new protocol betweennew prover  and new verier

Speci cally, for ary error and min-entropy
, thereexists [32] an efcient strongex-
with seedength
, suchthat given ary -
source , theoutputof is -closeto , evenif
conditionedon the seedvalue.We set

and ,
andview our -blocksourceasan -blocksource
(by groupingtogether original blocks).Notice, the

values areall polynomialin theinputlength

Now, givenour -block source ,
we let be the value extractedfrom
on seed . In round , our new -veri er will
sendhis block , while the prover  will respondwith

responses which the original prover

tractor

would sendon the 's challenges . At the end,
computeghefraction (w.r.t. ) of acceptingcomputa-
tions(accordingo ) andacceptsf . O
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