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Abstract

We investigatethe feasibility of a variety of crypto-
graphic taskswith imperfectrandomness.Thekind of im-
perfectrandomnesswe considerare entropy sources, such
asthoseconsideredbySanthaandVazirani, ChorandGol-
dreich, andZuckerman.We showthefollowing:

� Certain cryptographic tasks like bit commitment,
encryption, secret sharing, zero-knowledge, non-
interactive zero-knowledge, and secure two-party
computation for any non-trivial function are
impossible to realize if parties have access to
entropy sources with slightly less-than-perfecten-
tropy, i.e., sourceswith imperfectrandomness.These
resultsare unconditionaland do not rely on any un-
provenassumption.

� Ontheotherhand,basedonstronger variantsof stan-
dard assumptions,secure signature schemesare pos-
siblewith imperfectentropysources.Asanotherpos-
itive result,we show(without any unprovenassump-
tion) that interactiveproofscan be madesoundwith
respectto imperfectentropysources.

1. Intr oduction

Randomnessis an importantconceptin computersci-
ence.Not surprisingly, a large body of work in theoreti-
cal computersciencehasinvestigatedthe requirementson
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“randomness”in its variousroles.In this work, we askthe
following fundamentalquestionwith regard to cryptogra-
phy: if “randomness”is to beusedin cryptographicproto-
cols,whatpropertiesmustit have?Indeed,traditionalcryp-
tographicprotocolsareassumedto have accessto perfect
randomsources, i.e., sourcesthat outputunbiasedandin-
dependentrandombits.However, it is not clearif suchper-
fect randomnessis crucialfor provablesecurity. We initiate
a studyon the typesof imperfectnessin a randomsource
thataretolerablefor cryptographicapplications.

Is EntropySuf�cient for Randomness?We examinea very
naturalintuition, which statesthat all we needfor crypto-
graphicprotocolsis a sourceof randomnesswith a guaran-
teeof high entropy. In other words, this intuition implies
thatprotocolscanbemadesecurewith anyrandomsource
whichhasahighrateof entropy. Weshow thatthis intuition
is falsefor many basicandimportantcryptographicobjec-
tives,evenwhenonly consideringsecurityagainstcompu-
tationallyef�cient adversaries.Theseresultsstandin sharp
contrastwith thefact thatentropy is enoughfor simulating
probabilisticpolynomial-timealgorithms[46, 40, 12, 48].
Intuitively, thereasonfor thisdifferencecomesfrom thefact
thatrandomizedalgorithmsutilize randomnessonly for the
purposesof ef�ciency, andcan in principle be alwaysde-
randomized(potentiallyincurringupto exponentialpenalty
in the runningtime). On theotherhand,cryptographicap-
plicationsfundamentallyrequirerandomnessto guarantee
security, and usually cannoteven be de�ned without ran-
domness(e.g.,if the attacker hasno uncertainlyaboutthe
secrets).

TheoryandPracticeof UsingRandomness.Besidesits sig-
ni�cant theoreticalinterest,one motivation for this study
concernsthewayrandomnessis generatedandusedin prac-
tice. In practice,it is unrealisticto assumeaccessto perfect
randomsources.Furtherit is unrealisticto assumeeven a
speci�c distributionfor therandomsource.Insteadonemay
have only certain guaranteeson the randomsource(like
highentropy rate).

However, it is known how to obtainnearlyuniform ran-



dom bits if multiple independentsourceswith high rates
of entropy are available [40, 45, 44, 12, 15, 14, 3]. Nev-
ertheless,theassumptionof independencebetweenrandom
sourcesis questionable,especiallyif thesourcesareavail-
ableto a singlepartylocally.

Furthermore,it is notcurrentpracticeto usemultiple in-
dependentrandomsourcesto build a singleperfectrandom
source.Instead,the widely held intuition is that high en-
tropy is suf�cient. Indeed,in theappliedcryptographycom-
munityvarioustechniqueshavebeendevelopedfor access-
ing “good” physicalsourcesof randomness,with thefocus
overwhelminglyon ensuringhigh entropy.1 This is not sur-
prisingconsideringthat the intuitive notionof randomness
is almostsynonymouswith the quanti�able notion of en-
tropy. Thusit is importantto understandthetheoreticalba-
sis,if any, of this intuition, in thecontext of cryptography.

Imperfect Randomness.Originating from the pioneering
work of von Neumann[47], a large amountof research
hasbeendevoted towardsunderstandingthe applicability
of imperfectrandomsourcesto the many algorithmsand
protocolsdesignedto work with perfectrandomness.The
most straightforward approachto dealingwith an imper-
fect randomsourceis to deterministically(andef�ciently)
extractnearly-perfectrandomnessfrom it. Indeed,suchre-
sultswereobtained,in varying extents,for several classes
of imperfectrandomsources.They includevarioussimple
“streaming”sources[47, 19, 9, 31], different�a vorsof “bit-
�xing” sources[13, 8, 1, 11, 17, 28], ef�ciently samplable
sources[43], and multiple independentimperfectrandom
sources[40, 45, 44, 12, 15, 14, 3]. While theseresultsare
interestingandnon-trivial, theabove“deterministicallyex-
tractable”sourcesassumealot of structureor independence
in theway they generaterandomness.

Entropy Sources. A much less restrictive, and arguably
morerealistic,assumptionon therandomsourcewould be
to assumeonly that the sourcecontainssomeentropy. We
call such sourcesentropy sources. Entropy sourceswere
�rst introducedby SanthaandVazirani[40], andlatergen-
eralizedby ChorandGoldreich[12], andZuckerman[48].

In entropy sourceswith min-entropy � , theonly guaran-
teeis that any particularstring � of length � appearswith
probabilityat most ����� in a samplefrom thatsource.Such
a sourceis calledan �	��
���
 -entropy source.For mostpro-
tocols,wheretherearemultiple partiesinvolved,different
partiesrequiremultiplesamplesfrom agivensource.Build-
ing on the modelof Chor andGoldreich[12], we assume
thatthesourceoutputsa sequenceof blocks ������
�����
�������
 ,
whereeachblock ��� is an �	��
���
 -sourceeven conditioned

1 For examples,see the following page maintainedby D. Wagner:
http://www.cs.berkeley.edu/ � daw/rnd/ .

on any realizationof the all other blocks.2 We call this
sourcean ����
���
 -entropyblock source.

Notethatin thecontext of entropy sources,a centralpa-
rameterof interestis the block length � , which speci�es
“how often” new entropy is guaranteedto be producedby
the source.The strongest(most nearly perfect)guarantee
would be that every bit producedby the sourcecontains
new entropy (i.e. the block length � is � ). Thesesources
arecalledSantha-Vazirani (SV)sources[40]. Westressthat
all our impossibilityresultsholdevenfor SV sources.

The works of [40, 12, 38] show that deterministicran-
domnessextractionof evenasinglebit is not possiblefrom
any non-trivial entropy source,includingSV sources.

The Thesis of Our Work. In this paper we investigate
whetherin the context of cryptography, evenagainstcom-
putationallyef�cient adversaries,thenotionof randomness
is capturedby entropy alone.We presentthefollowing ob-
servations.

(1) A key conceptin moderncryptographyis indistin-
guishability. In the standardsettingwith perfectran-
domness,we know thatindistinguishabilitywith com-
putationallyunlimited adversariesis only achievable
in certain limited settings. However, if we restrict
ourselvesto computationallyef�cient adversaries,and
make somecomputationalassumptions(like theexis-
tenceof one-wayfunctions),anew world opensup,al-
lowing for bit commitment,multiple-messageencryp-
tion, public-key encryption,secretsharing,computa-
tionalzero-knowledgefor all of  "! , two-partysecure
computation,andmany othernon-trivial protocols.

We considerentropy sourcesthat areonly slightly
imperfect,suchas,in particular, an SV sourcewhere
eachbit'sprobabilityof being0 or 1 is between��#$�&%

�'#)($*�+ ,��.-/
 and �'#$�102�'#)($*�+ ,��.-/
 , where - is a secu-
rity parameter, and ($*3+ ,��4-5
 denotesanarbitrarily large
polynomial.Sucha sourcecould have statisticaldis-
tancewhich is within any inversepolynomial factor
from the uniform distribution. Even for suchappar-
ently nearlyperfectrandomsources,we establishour
main Lemma:that computationallyindistinguishable
distributionsmustbealmostidentical.

Basedon this result, we show that essentiallyall
cryptographictasksinvolving somekind of privacy (or
“secrecy”) cannotbe realizedwith respectto entropy
sources(includingSV sources),regardlessof anycom-
putational assumptionsthat one is willing to make.
In particular, we rule out bit commitment,encryption,

2 The original de®nitionsof [12, 40] are less stringent in that each
block is an 68739;:�< -sourceconditionedonly on the realizationof pre-
viousblocks.We usea strongerformulationalsoconsideredrecently
by [38].
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secretsharing,zero-knowledge,non-interactive zero-
knowledge,andsecuretwo-partycomputationfor any
non-trivial function. In many cases,these(uncondi-
tional) impossibility resultsremaineven if somepar-
tiesreceive independentor perfectsourcesof random-
ness,becausemutuallydistrustingpartiescannotmake
useof this independence.

We conclude, surprisingly, that entropy is not
enoughfor a usefultheoryof cryptography.

(2) On theotherhand,someapplicationsin cryptography
do not rely on the notion of indistinguishability, but
only onunforgeability. This is thecasefor authentica-
tion tasks.Weshow thatdigital signatureschemesthat
areexistentially unforgeableagainstadaptive chosen-
messageattack,the“gold standard”of authentication,
are achievable even with imperfectentropy sources.
Theassumptionwe make is theexistenceof one-way
permutationsthat are secureeven when their input
comesfrom asimilar entropy source.

(3) Finally, we considernon-cryptographicapplications
of randomnessin protocols,particularly for achiev-
ing soundnessin interactive proof systems.Here we
illustratehow to convert any interactive proof system
thatworksfor perfectrandomnessinto onethatworks
with very weak block entropy sources.Our transfor-
mationis unconditional,roundpreserving,andresults
in a public-coin protocol. In particular, it shows that
classeslike � ! and ��� can be simulatedwith en-
tropy sources,muchlike �1! ! .

Our Resultsin More Detail. Lemma3.1,our main techni-
cal lemma,formsthebasisfor all our impossibility results
in this paper. In that lemma,we show that if two functions

�

and � producecomputationallyindistinguishableoutputs
whenfeedany slightly imperfectentropy sourceas input,
thenin fact

�

�	� 
��	�����/
 for almostall inputs � . This re-
mainstrueevenif oneof thefunctionsgetsperfectrandom-
nessin additionto theentropy source.

Basedon this lemma,we obtainthe following impossi-
bility results,whichhold for nearlyperfectentropy sources
suchasSV sourceswith ��# ($*�+ ,��.-/
 bias,where - is a secu-
rity parameter, and(trivially therefore),block sourceswith

� %��'#)($*�+ , �4-5
 bitsof entropy per � -bit block.Westressthat
nounprovenassumptionsaremadein establishingtheseim-
possibilityresults.

� (Commitment and Encryption.) First,weruleoutbit
commitment,even if the receiving partyhasindepen-
dentperfectrandomness.Anotherimmediatecorollary
of the main lemmais the impossibility of encryption
protocols,symmetricor public key. Herewe mustas-
sumethat both partiesshare(differentblocks of) an
entropy source,sinceif givenindependentsources,the

partiescouldusevariantsof two-sourceextractors[15]
to doa secureencryption.

� (Secret Sharing.) We rule out secretsharingschemes
by showing that even the most basicrequirementof
sucha schemeis unattainable.That is, usingonly im-
perfectrandomness,it is impossibleto distributea se-
cretto 
�� � partiesin suchawaythateachpartyindi-
vidually will learnnothingaboutthesecret,but all of
themcombinedwill beableto retrievethesecret.

� (Zero-Knowledge.) A somewhat more sophisticated
useof themainlemmaallowsusto concludethatzero-
knowledgeproofs(andarguments)only exist for lan-
guagesin �1! ! . Our resultonly requirestheproverto
have imperfectrandomness;theveri�er canmake use
of independentperfectrandomness.

� (Non-InteractiveZero-Knowledge(NIZK). ) For the
caseof NIZK proof systemwith respectto a common
referencestring (CRS),we show that as long as the
CRSarisesfrom anentropy source,evenif bothprover
and veri�er haveaccessto independentperfect ran-
domness, NIZK proofs(andarguments)exist only for

�1! ! languages.
� (Secure Two-Party Computation.) Finally, we show

that securetwo-party computationis impossiblefor
any non-trivial function(non-trivial functionswerede-
�ned andconsideredby [4]). This is true even if the
two partieshold independententropy sources.This
rules out, in particular, functions such as Oblivious
TransferandtheAND operationon two bits.

We alsohavethefollowing positive results:
� (Digital Signatures.) We show that digital signature

schemesare achievablewith respectto imperfecten-
tropy sources.The assumptionwe make is the exis-
tenceof one-way permutationsthat are hard to in-
vert when their inputs come from entropy sources.
This non-standardassumptionis somewhatnecessary
sincethe existenceof the above mentionedsignature
schemeswould imply theexistenceof one-way func-
tions that are hard to invert when their inputs come
from entropy sources.

While all standardone-way permutationsremain
secureagainstentropy sourceswith � %�
 ������� � 
 bits
of entropy, for lower entropy sourcesa standardone-
way permutationcouldpossiblybetrivially invertible.
We conjecture,nevertheless,that one-way permuta-
tions secureagainstmuch lower entropy sourcesex-
ist. Basedon this conjecture,andusingentropy block
sources,we show how to constructa digital signature
schemethat is existentially unforgeableagainstadap-
tive chosen-messageattack. Our constructionis an
adaptionof theconstructionof NaorandYung[36].
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� (Interacti ve Proofs.) Finally, we alsoexamineinter-
active proofswith respectto entropy sources.We give
a transformationwhich convertsany 
 �.-/
 -roundinter-
active proof,where 
 �4-5
�� ($*3+ ,��.-/
 and - is the input
length,which is soundandcompletewhentheveri�er
has perfect randomness,into an 
 �4-5
 -round interac-
tiveproofwhich is soundandcompleteevenwhenthe
veri�er hasany entropy block sourcewith �'#)($*�+ ,��.-/


entropy per block. Our transformationis a relatively
straightforward applicationof strong randomnessex-
tractors [37, 32].

PreviousWork. Themostrelevantwork to oursettingis that
of McInnesandPinkas[35]. They proved that in the set-
ting of computationallyunlimited adversaries,onecannot
have securesymmetricencryptionif thesharedkey comes
from an entropy block source(includingSV sources).Our
resultregardingsymmetricencryptioncouldbeviewedasa
non-trivial extensionof their resultto ef�cient adversaries.
On the other hand,the result of Dodis and Spencer[18]
showedthat if theentropy sourcecanhave morestructure,
thensomeimperfectrandomsourcesaresuf�cient for (one-
time)symmetricbit encryptionbut not for deterministicbit
extraction.Additionally, Koshiba[29, 30] consideredsecu-
rity de�nitions for public-key encryptionwhentheencryp-
tion algorithmis usinganimperfectsource(but key genera-
tion remainsperfect),andshowedthatin thissettingseman-
tic securityandindistinguishabilityarenolongerequivalent
in general.Ourresultsshow thatif thekey generationis im-
perfectaswell, nosecuritynotionfor public-key encryption
is achievableat all.

Thequestionof messageauthenticationin thecomputa-
tionally unboundedsettingwasexplored in [34, 18], who
roughly showed that one-timemessageauthenticationis
possibleprovided that the entropy rate of the sourceis
greaterthan �'#$� . In contrast,oursignatureresultconstructs
a muchmorecomplex “multi-time” primitive, for arbitrary
entropy rate, but under a strong computationalassump-
tion (which is essentiallyrequired). Additionally, ques-
tions of authenticationwith respectto imperfectrandom-
nesswerealsoconsideredin theinteractivesettingby [39],
and in a biometric setting by [16]. However, both these
works [39, 16] assumethat thepartieshave local accessto
ideal randomness(but sharean imperfectly generatedse-
cretkey).

Finally, our techniquefor simulating interactive pro-
tocols with weak sourcesis related to the question of
randomness-ef�cient error/round-reduction in interactive
protocolsconsideredby [5, 6, 49].

Future Work. Our resultspresentmany fascinatingchal-
lengesto the theoreticalcryptographycommunity. If en-
tropy is not suf�cient for cryptography, thenwhat is? Be-
sidesindependenceor structure,are thereothercharacter-
ization of randomnessthat would allow for computational

indistinguishability?Otherwise,is therea “tight” relation-
ship betweenindependence(or structure),and computa-
tional indistinguishability?If entropy is really all we can
assume,canwe obtainweaker levels of securityfor tasks
likeencryption,commitment,or securecomputation?

2. Preliminaries

For a distribution � over theset ����
������ , we de�ne the
min-entropyof � to be

�
	

��� 
 � �
���

���������

�����

� % � � �

�

�����! � � �#"	
$� �

We denotethe uniform distribution over �!�3
������ as %

�

, or
simply % whenthedomainis clear. To denotethedistribu-
tion of a randomvariable � , we write & �(' . Thenotation

&

�

��� 
�)1
 ' is shorthandfor &

�

�	� 
�*�
 '

��+-,.� /0+21

.
A blocksourceiscomposedof blocksof equalnumberof

bits.For a block source� �2�43 � 
�������
$365 
 , ��� denotesthe
7

-th blockand ��� denotesall blocksbut the
7

-th block.The
de�nition of an �	��
���
 -block sourcethatweusewasconsid-
eredin [38], andis a morestringentde�nition ascompared
to theoneconsideredby [12]. In our de�nition, we require
that each � -bit block to have min-entropy at least � , even
conditionedon any realizationof the all the other blocks
(insteadof just thepreviousblocks,asconsideredin [12]).

De�nition 2.1 ( ����
���
 -block source). A distribution � �

�43
�


������ 
8395 
 over �!�3
������

5 is an �	��
���
 -block sourceif for
all

7

�2� 
������ 
�: , andfor each;=<>�!�3
����
�

5

�?� , we have that
�
	

�	���$@ ��� �A; 
9B � .

A Santha-Vazirani source, denotedas CED ��F 
 , is spe-
cial caseof an �	��
��3
 -block sourcewith � � � and � �

% � � �

�

� � %GF 
 , where FA<H ��
��'# ��" . (onceagain,theorigi-
nalde�nition of [40] only conditionedonprior blocks.)

We use - to denotethe securityparameterof our pro-
tocols, ($*�+ ,��.-/
 to representanypolynomial,and �#I �/�4-5
 to
denoteanegligible function(i.e., �#I � �.-/
 �AJ�� �'#)($*�+ ,��.-/
 
 ).

For a pair of distributions � and ) , we write & �('

K�L

&

)

'

if for every polynomial-sized(in - ) circuit M ,
we have that N

N

����O

+-,

 M �4; 
 � �P" %>�6��O

+21

 M ��;)
 � �0"8N

N

�

Q

�.-/
 , for all suf�ciently large - . If Q

�4-5
 is anegligible func-
tion, then we say that distributions � and ) are compu-
tationally indistinguishable, i.e.,

&
�

'ER

��S

&
)

'
. For our im-

possibility resultswe will usevery simpleone-bit tests M

whichsimplyoutputthe
7

-th bit of theirgiveninput.In other
words, if �

K�L

) , then in particular N

N

�6�
O

+-,

 ;'� �H�T" %

���8O

+U1

 ;
�

�H�T"$N

N

�

Q , where;
� is the

7

-th bit of ; .

3. Main Lemma

In this section,we prove themain lemmausedto estab-
lish impossibility resultsfor cryptographicprotocolswith
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imperfectrandomness.Informally, this main lemmastates
thatif two functions

�

and � alwaysproducecomputation-
ally indistinguishabledistributionswhenfed any (slightly)
imperfectentropy source,thenthefunctionsmustbealmost
(pointwise)identical.Theresultstill holdsif theoneof the
functions,say

�

, is probabilistic.
We stressthat the main lemmaandall our impossibil-

ity results(in Section4) apply to SV sourceswhereeach
bit is biasedaway from uniform by only �'# ($*3+ ,)�4-5
 , where

($*�+ ,��.-/
 canbeanarbitrarily largepolynomial.

Lemma 3.1 (Main Lemma). Let - bethesecurityparam-
eter, � beanypolynomial,and � beanypositiveinteger (in-
cluding � ). Let � be theclassof all �	��
 � % �'#�� �.-/
 
 -block
sourceswith : blocks,and � � � : . Thevaluesof � , : , ���

and � are all upperboundedbya polynomialin - .
Supposefunctions

���

����
����
	�� �!��
����
	


��

�!�3
������

and �

�

�!��
����
	

�

�!�3
����
� are such that for everydistri-
bution � <�� , andfor some(arbitrary) distribution ) over

�!��
���� 	




, we havethat &

�

��� 
�)1
 ' R

� S

& ���	� 
 ' .3 Then
�����

��� /��4+

�����

� 1��

 

�

�	� 
�*�
�� � �����/
 " � � I � �.-/
 . Speci�cally,
�#I �/�.-/
 is at most 
 ��� �.-/


�

�

Q


 , where Q is thebestdistin-
guishingadvantagebetweentheabovedistributions.

By setting��� �H� , wegetthefollowing corollary.

Corollary 3.2. Let - , � , � , � , : , � and � beasabove. Sup-
posefunctions

���

����
����
	

�

�!��
����
� and �

�

�!�3
����
	

�

�!��
����

� are such that &

�

��� 
P' R

� S

&������ 
0' for every
� <�� . Then�6�

�!+

�
�

 

�

�	�/
 � � �����/
 " � � I � �.-/
 .

By considering� � 
�� % �'#)($*�+ , �4-5
�
 -blocksources(setting
��� � ), all our impossibility resultsin Section4 extendto
Santha-Vazirani[40] sourcestoo.

Corollary 3.3. Let - , � , � , ��� , � ,
�

and � be as in
Lemma3.1. Supposefor every C D ���'#$� % �'#�� �.-/
 
 distri-
bution � over �!�3
����
	 andsome(arbitrary) distribution )

over ����
����
	




, we have
&

�

��� 
�) 

' R

� S

&
���	� 


'
.3 Then,

�����

��� /��4+

���
�

� 1��

 

�

�	� 
�*�
�� � �����/
 " �H�#I � �.-/
 .

3.1. Proof of Lemma 3.1(Main Lemma)

In proving Lemma 3.1, we use an important notion
thatwe call ! -biasedhalfspacesources, which wasimplic-
itly de�ned in the work of Reingold,VadhanandWigder-
son[38].

De�nition 3.4. ( ! -biased halfspace sources) For "$#

�!��
����
	 of size @ " @ � �%	 �

� , and � �&!(� ��#$� , the dis-
tribution ')(

* over �!�3
�����	 is de�ned as follows: for all

3 For simplicity, the readermay assumethat + is independentof the
®rst input to , , i.e., the joint distribution 6.- 9/+ < is a productdistri-
bution. But in fact, + canbe dependenton the ®rst input in the fol-
lowing manner:for each0�13254 97658�9 , + speci®esthedistribution on

254 9:658
9




conditionedon the®rst inputbeing 0 .

�><;" , �6�:<>=

?

 �#" � � �'# � 0@!$
��)�

�

	 �

�

�

, andfor all �A� <;" ,

���5<>=

?

 �#" � � �'#$� %�!$
 ���

�

	 �

�

�

.

The collection of all ! -biasedhalfspacesourcesis de-

noted as 'B(DCFE/G �

&

')(

*

�

";#A�!�3
����
	 
!@ " @�� �%	 �

�

'

. First,
we proveananalogueof Lemma3.1for ! -biasedhalfspace
sources(insteadof blocksources).

Lemma 3.5. Let
���

����
����
	H�>����
�����	


I�

�!�3
����
� and
�

�

�!�3
����
	

�

�!��
����
� . Let ) be some(arbitrary) dis-
tribution over ����
����
	




. Supposefor all ! -biasedhalfspace
sources � <A')( we havethat

&

�

��� 
�) 


'
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Then ���J�
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� 1K�
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Proof sketch. Fix a position
7

<A � 
:� " , andlet M �	� 
�*�
 CFE/G �

�

� �	� 
�*�
 , the
7

-th bit of
�

��� 
�*�
 . Similarly let N ���/
 CJE/G � � � �	� 
 .
We would like to boundthe probability that M �	� 
�*�
�� �

N ���/
 when �LO %
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�

�8�


P�

�

� 
Q� �
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�
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It canbeshownthatthereexistsaset " , with @ " @ � �Z	 �

�

and ���

�

N��	� 
 � � �X[\"\[ � �

�

N ���/
 � �#�D]H���

�

���J�

�




� /���+

�����

� 1K�

 M ���^�4
�*�
 �A� @ �^� � �#" �

Q

#��4�%!$
$� . Apply-
ing the hypothesisof the lemmato the distribution � �

'B(

* , andwehave that

�6�  N��Q'

(

*


 �H�T" � � � 0 �_!$
 �`�

�8�

0��
�

�


 


�6�  M �P'

(

*


�)1
 �H�T" � � � 0 �_!$
 �`�

�8�

0ba3
 0 � � % �_!$
c�

�

���

By the hypothesisof the lemma,the above two prob-
abilities differ by at most Q . From this and the fact that

�

�

�
�d�

�

�

0

Q (obtainedby observingthat whenthe hy-
pothesisof thelemmaholdsfor all � <�')( , it will hold for

� �(%

	

too), it canbeshown that � �

�

0��

�

���

Q

! �

� .
Thus for any

7

<  � " , ���  

�

�
��%

	


�) 
�� � �
�

� %

	


 " �

� �

�

0;�

�

� �

Q

! �

� . Our lemmafollows by usinga union
boundoverall

7

<  �=" .

The next lemmashows that ! -biasedhalfspacesources
arein factverystrongentropy sources.

Lemma 3.6 ([38]). For any positive integer � , the dis-
tribution '

(

* is an ����
�� % �����

�

� � � 0 �%!$
�#�� �&% �%!$
 
�
 -block
sourcewith : �W��#'� blocks.

To completethe proof of Lemma3.1 (Main Lemma),
we set ! � �'#��Pe�� �.-/
 0 � 
 . Then, one can check that

� � �

�

��� � 0 �%!$
�#�� � % �%!$
�
.� ��#f� �.-/
 . Hencefor all set " , the
distribution 'B(

* is an �	��
�� % ��#f� �.-/
 
 -block sourcewith :

blocks.By Lemma3.5,weget ���  

�

� %

	


�)1
�� � ����%

	


 " �

�

Q

! �

�

� �#I �/�4-5
 , since Q

� � I � �.-/
 , and � and ��#g! are
boundedby a polynomialin - .
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4. Impossibility of Certain Cryptographic
Protocolswith Imperfect Randomness

For this section,let - denotethe desiredsecurity pa-
rameterof the protocols,and let � be any positive in-
teger denoting the block length of the block source.
We show that even with slightly imperfect random-
ness,i.e., �	��
 � % �'#)($*�+ ,��.-/
 
 -block sources,fundamen-
tal cryptographicprotocolslike commitment,encryption,
zero-knowledge proofs, non-interactive zero-knowledge
proofs, and two-party securecomputationare not realiz-
able, no matterwhatcomputationalcryptographicassump-
tionswearewilling to make.

We stressthat all our impossibility results hold for
CED1� �'# � % �'#)($*�+ ,��.-/
 
 sources,simplyby setting� � � .

4.1. Commitment and Encryption

Theorem 4.1 (Impossibility of commitment). Suppose
the sender's (committingparty) only randomsource is an

�	��
 � % �'#)($*�+ ,��.-/
 
 -block source. Then commitmentwith
(securityparameter- ) is impossible.

Note that the impossibility of commitmentasstatedin
Theorem4.1 holdseven if the receiving party is given ac-
cessto uniformrandomness.

Proof sketch. Let ) be any ����
 � % �'#)($*�+ ,��.-/
 
 -block
source.Supposethe sendercommits to a bit U by send-
ing Commit�4������
 where�DO ) . Thehidingpropertyof the
commitmentrequiresthat a commitmentto � anda com-
mitmentto � becomputationallyindistinguishable,namely

&

Commit�4�����$


'��

+U1

R

��S

&

Commit� �����$


'��

+21

. By Corol-
lary 3.2 of the Main Lemma,both functionsCommit�����	� 


andCommit� ���
��
 mustbealmostidentical.In otherwords,
for almostall � , Commit�������$
 � Commit� ������
 . This vio-
latesthe (computational)binding propertyof the commit-
mentsincethe sendercan trivially decommitto both bits

� and � . Theproof extendsto interactive commitmentpro-
tocolsby consideringtranscriptsinsteadof commitments,
andto thecasewhenthereceiverhasanindependentsource
of uniform randomness,by consideringall non-uniformre-
ceivers which work with all possible�x ed random-tapes
(then for eachsuchreceiver the transcriptfunctionsmust
bealmostidentical).

Theorem4.2(Impossibility of encryption). Supposeboth
partiesare givena singlesource ) as the only source of
randomness(prior to and during message transmission).
Then,theredonotexist semanticallysecureencryptionpro-
tocols(with securityparameter- ) thatare secure for every

�	��
 ��% �'# ($*3+ ,)�4-5
�
 -block source ) .

Theproofof Theorem4.2 is similar to theproofof The-
orem4.1,andhenceomitted.

4.2. Secret Sharing

Secretsharingschemesareusedin cryptographicappli-
cationsto distributea secretto 
 partiesin sucha way that
only if � of themcolludewould they manageto obtainthe
secret.Evenif � % � of themcollude,they shouldnot gain
any computationaladvantagein guessingthesecret.If ase-
cretsharingschemesatis�esthatrequirement,wesaythatis
hasa �.� 
 
�
 -threshold.A formalde�nition of suchascheme
is givenin [21].

With perfectuniformrandomness,Shamir[41] presented
a �4� 
 
�
 -thresholdschemefor any � <G ��
 
 " . However if we
only have imperfectrandomness,we provethatit is impos-
sible to distribute a secretto 
 partiesin sucha way that
eachparty individually will learnnothingaboutthesecret,
but all of themcombinedwill beableto retrievethesecret.

Theorem 4.3. For any � � � � 
 , there doesnot ex-
ist a �4� 
 
�
 -thresholdsecret sharingscheme(with security
parameter - ) that usesonly randomnessfrom a �	��
�� %

�'#)($*�+ ,��.-/
 
 -block source.

Proof sketch. Becausethesecretsharingalgorithmhasac-
cessto only imperfectrandomness,byCorollary3.2,it must
bethecasethatall thesharesof secret
 will beidenticalto
all the sharesof someothersecret
g� (with high probabil-
ity). But since 
b� ��
�� , it will be impossibleto reconstruct
thesecretevenif all 
 partiescollude.

4.3. Zero-Knowledge

Zero-knowledgeproofs [25] are interactive proof sys-
tems that yield no additional knowledge other than
the fact that the statementproven is true. In the uni-
form randomnesssetting, it has beenshown by a series
of works [23, 27, 7] that zero-knowledge proofs ex-
actly characterize!�� ! ����� , the classof problemssolv-
ableby polynomial-spaceboundedmachines.On theother
hand,with only slightly imperfectrandomness,we prove
that (auxiliary-input) zero-knowledgeproofs are impossi-
ble for languagesnot in �1! ! .

To formalizethis notionof zero-knowledgewith imper-
fect randomness,let ) bean ����
���
 -block source.Theonly
sourceof theprover'srandomnessis asinglesampleof im-
perfectrandomness* O ) . We allow boththeveri�er and
the simulatorto have accessto uniform randomness,not-
ing thattheimpossibilityresultstill holdsin this case.

In this model, giving the prover's randomstring � to
theveri�er maypotentiallyleakknowledge. This is because
the veri�er doesnot know what the distribution ) is. The
only guaranteeon ) is that it is an �	��
���
 -block source.
Hence,the simulator is requiredto be universal with re-
spectto ) . In otherwords,thesimulatorneedsto outputa
singleprover-veri�er transcriptfor all possible�	��
��3
 -block
sources) givenastheprover'srandomness.

6



Contrastthis to the uniform randomnesssetting,where
giving a uniform randomstring to the veri�er leaks no
knowledge.After all, the veri�er can obtain the random
string by itself (sinceuniform independentrandomnessis
assumedto befreelyavailablein thatsetting).

Our main resulton the impossibilityof zero-knowledge
is statedasfollows.

Theorem 4.4. If a language � has an auxiliary-input
zero-knowledge proof (with security parameter - )
and the prover's only random source is an imperfect

�	��
 ��% �'# ($*3+ ,)�4-5
�
 -block source, then � < � ! ! .

The above impossibility resultextendsto rule out zero-
knowledgearguments.4 Theproofof Theorem4.4relieson
thefollowing lemma.

Lemma 4.5. Let
���

�!�3
����
	

�

�!�3
����
� and let � be the
setof all �	��
�� % ��# ($*�+ ,��.-/
 
 -block sourcesof length � . If

&

�

�4) � 


'
R

� S

&

�

��) � 


'

for every ) � 
�) � <�� , thenthere ex-
istsan F>< ����
���� � s.t. �6�

/�+

� �

 

�

� *�
 �AF " � � % �#I �/�.-/
 .

Proof sketch. Set � � �8
5U�
)CJE/G �

�

� U 
 , and observe that
& � �4) � 
�) � 
 ' � &

�

��) � 
 ' R

� S

&

�

��) � 
 ' . Applying
Lemma 3.1 (Main Lemma),we can show that for some
�x ed � , � � �8
�� 
 �

�

� ��
 almosteverywhere.But observe

that F)CJE/G �

�

��� 
 ��� ��� 
�� 
 takesonaconstantvalue.

Proof sketch of Theorem 4.4. Let � be the set of all
�	��
 � % �'#)($*�+ ,��.-/
 
 -block sources.Our �rst stepis to show
thattheprover � mustbealmostdeterministic.Assumethat
the veri�er sendsthe �rst message.Considerthe cheating
veri�er 	�
 which outputsasits �rst messagetheauxiliary
input ; andhaltsafterwards.Weclaimthattheprover's�rst
message������� 
8) 
8; 
 , is almostdeterministic.Let "
��� be
the simulatorfor 	



. Then the zero-knowledgecondition

(on the�rst pair of messages)impliesthat

&

"
�

� ��� 
�;5
 % 


' R

��S

&��

���	� 
8) 
 
�	




�	� 
�;5
 % 
��

'

� &

��;5
�������� 
�) 
�;)
 


'




for all distributions ) <b� . Therefore,for any ) ��
�)/� <b� ,
we have that &/��;5
������	� 
�)���
8; 
�
0'

R

��S

&5��;5
�������� 
�)/� 
�;)
 
0' .
By Lemma 4.5, there exists a message � such that

���

/�+

�

 �
�

�	� 
�* 
�;)
 ��� " � � % �#I �/�4-5
 . This meansthat
the prover's �rst messageis almostdeterministic.Repeat-
ing this argumentinductively, we �nd that all the prover's
messagesmustbealmostdeterministic.

Having shown thattheproveris almostdeterministic,we
canusethetechniquesof GoldreichandOren[24] to show
thatany auxiliary-inputzero-knowledgeproof systemwith
almostdeterministicproverscanonly decidelanguagesin

� ! ! .

4 Thesoundnessin anargumentisonlyguaranteedagainstcomputation-
ally ef®cient cheatingprovers.An impossibility resultfor arguments
is strongerthanthat of proofs,sinceany proof systemis, by de®ni-
tion, alsoanargument.

4.4. Non-Interactive Zero-Knowledge

Non-interactive zero-knowledgeproof systems(NIZK)
were introducedby Blum, Feldmanand Micali [10]. The
NIZK model allows the prover and the veri�er to share
a commonrandomstring (CRS). In the perfect random-
nesssetting,the CRS is a uniform randomstring chosen
by a trustedparty. The prover sendsa singlemessage,and
thentheveri�er will decideto acceptor rejectbasedon the
prover'smessage,theCRS,andits own randomness.Feige,
LapidotandShamir[20] showedthatall languagesin  "!

possessNIZK proofsif one-waypermutationsexist.
In the imperfectrandomnesssetting,theCRSis chosen

by atrustedpartyfrom an �	��
 � % ��# ($*�+ , �.-/
 
 -blocksource.
We provethatNIZK is impossiblein thissetting.

Theorem 4.6. Let
�

�&
�	�� be an NIZK protocol for a lan-
guage � . Supposethe CRSis generated from a source )

usinga function � , that is CRS � �����/
 , where ��O ) .5 If
theNIZK protocol(with securityparameter- ) is secure for
every ����
 ��% ��# ($*�+ ,��.-/
 
 -block source ) , then � < �1! ! .

Our impossibilityresultsholdsevenwhentheproverand
veri�er are eachallowed to have accessto uniform ran-
domness.In addition, it is alsopossibleto rule out NIZK
arguments4 for languagesoutside� ! ! , if � is ef�ciently
invertiblein thefollowing sense:thereis anef�cient proce-
dure �1�

� suchthat ��� �1�

�

�4; 
�
 �H; for all ;
<������ ��I � � 
 ,
and

&

�1�

�

� ���	� 
 


'

�!+

�

�
% .

Proofsketchof Theorem4.6. Let thesimulatorfor theNIZK

proof systembe " CJE/G � �

�


�� 
 , where
�

generatesthe CRS
and� generatestheproof.Weclaimthatthefollowingalgo-
rithm � is a � ! ! procedurefor decidingthelanguage� .

Algorithm � : On input � , select *WO % and �LO % .
Set � �

�

��� 
�* 
���
 and � ��� ��� 
�* 
���
 . If � � ��� *�
 and
	���� 
��/
�� 
 � � , thenaccept. Elsereject.

For ��� <�� , it canbeshown thatthecheatingproverstrat-
egy de�ned by �



�	� 
��)
 � � �	� 
 �1�

�

����
 
 % 
 will succeed
in making 	 acceptwith at leastthesameprobability that

� accepts� . Hencethesoundnessconditionguaranteesthat
� rejects� with highprobability.

For � <!� , the zero-knowledge condition stipulates
that

&

�

��� 
8) 
 % 

'
R

��S

&
����)1


'
, andhenceby Lemma3.1

(Main Lemma),
�

��� 
�* 
���
 � ��� *�
 for almostall * and � .
This meansthat given * O % , the simulatoris almostal-
waysforcedto producethe exact copy of the CRS,which
is ��� *�
 .6 And sincethe“proof” generatedby � is compu-
tationally indistinguishablefrom thehonestprover'sproof,
algorithm � will accept�
<"� with highprobability.

5 Thefunction # canbeany(evenuncomputable)function.
6 Contrastthis to the uniform randomnesssettingwherethe simulator

usuallymanipulatesthedistribution of theCRSto gainanadvantage
overa cheatingprover.
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4.5. Two-Party SecureComputation

Let M

�

" � �B"��

�

"�� bea two-argument�nite function,
that is all " ��
5"�� , and "�� are�nite sets.Let Alice andBob
bethepartiesinvolvedin computingM . Theprivateinput to
Alice andBobare ��� and ��� respectively. They wishto se-
curelycomputethevalueof M �	���&
���� 
 , in a way thatwill
not allow theotherpartyto gainknowledgeof their private
inputs.Weconsideranasymmetricnotionof securecompu-
tationwherebyonly Bobneedsto output M �	� � 
 � � 
 .7

Informally, we saythat an interactive protocolbetween
Alice andBobsecurelycomputesM �	��� 
 ��� 
 if afterthein-
teraction,thefollowing two conditionshold.

1. Bob learnstheright valueof M �	� � 
 � � 
 but no matter
how he tries to cheat,he will learnnothingabout � �

which is notalreadyimplied by � � and M �	� � 
 � � 
 .

2. Alice learnsnothingabout��� no matterhow shetries
to cheat.

We referthereaderto [21] for theformal de�nition of two-
partysecurecomputation.

A function M is said to be trivial if there exists a
two-partysecurecomputationprotocolsuchthatbothhon-
est partiesare deterministic,and remainssecureeven if
themaliciouspartyis computationallyunbounded.Beimel,
Malkin andMicali [4] gave a deterministicone-roundpro-
tocol computingany trivial function M . The protocol just
involvesAlice sendinga single messageto Bob. In addi-
tion, they gave an exact combinatorialcharacterizationof
trivial functions.

Theorem 4.7([4]). A function M

�

" � ��"��

�

"�� is trivial
iff there do not exist �

�


	��� <�" � and U

�


fU�� <�"�� , such that
M �
�

�


5U

�


 �AM �
���'
fU

�


 and M �
�

�


fU�� 
�� �XM �
����
5U���
 .

In theuniformrandomnessmodel,Goldreich,Micali and
Wigderson[22] provedthatall functionsaresecurelycom-
putableif trapdoorpermutationsexist. With only imperfect
randomness,we show thattheonly trivial functionsarese-
curelycomputable.

Theorem 4.8. Assumethe two partiesare given indepen-
dent �	��
�� % ��# ($*�+ ,��.-/
 
 -block sources.If there existstwo-
party secure computationprotocols(with securityparam-
eter - ) computinga two-argument�nite function M in the
maliciousmodel,then M is trivial.

While the above theoremrulesout securecomputation
in themalicioussetting,we cannotdo muchbettereven in
thehonest-but-curiousmodel,in whichthesecurityguaran-
teeis only for honestexecutionof theprotocol.

7 In themaliciousmodel,it is unreasonableto expectbothpartiesto al-
waysbeableto outputthecorrectevaluationof thefunction,because
the®rst partythatobtainstheoutputof thefunctioncanabort.

Theorem 4.9 (impossibility in honest-but-curious set-
ting). Let ) and

�

berandomsourcesof AliceandBobre-
spectively, and M bea two-argument�nite function.If there
existstwo-partysecure computation(with securityparam-
eter - ) of M in thehonest-but-curiousmodelthat worksfor
all ����
 �1% ��# ($*�+ ,)�.-/
 
 -block source )
�

�

, then M is trivial.

Our result is tight, in the sensethat if we assumein-
dependenceof ) and

�

, we can use extractors to ob-
tain independentprivateuniform randomnessfor bothpar-
ties[12, 15, 14]. And with privateuniform randomness,all
functionsare securelycomputable[22]. Therefore,if the
two partiesaregivenindependent�	��
���
 -block sources,for

���2� #$� 0�� � � � � � 
 , thenall functionsaresecurelycom-
putablein thehonest-but-curiousmodel(if trapdoorpermu-
tationsexists).

5. Secure Signature Schemeswith Imperfect
RandomSources

Turning to our positive results,we constructsignature
schemesthat remainsecureeven if our randomsourceis
only guaranteedto bea �	��
��3
 -block sourcefor ��� � . The
only cryptographicassumptionwe make is theexistenceof
aone-waypermutation(OWP)thatremainssecurewith im-
perfectrandomsources.Our signatureschemewill beexis-
tentiallyunforgeableunderchosenmessageattack. Thever-
i�cation of our signatureschemeis deterministic,but the
signerwill beprobabilisticandstateful.

Informally we say a protocol or a function is
�	��
���
 -secure if it remains secure even using an im-
perfect random source that is only guaranteedto be a

�	��
���
 -block source. In particular, a one-way permuta-
tion M

�

�!�3
������

�

�

�

�

����
������

�

�

�

is �	��
���
 -secureif there
doesnot exists an ef�cient algorithm capableof invert-
ing M even when the input to M is sampledfrom any

�	��
���
 -block source.Thefollowing is our maintheoremre-
gardingsignatureschemes.

Theorem5.1. If �	��
��3
 -secureone-waypermutationsexist,
then ����
���
 -secure signatureschemesexist.

The constructionof our signatureschemeis very sim-
ilar to that of Naor andYung [36]. Our main observation
is thatwe areableto do a reduction(in the imperfectran-
domsourcesmodel)from anadversary� breakingthesig-
natureschemeto anotherrelatedadversary� � breakingthe
OWP.

Necessityof the non-standard assumption.While we use
a strongervariantof OWP to constructsignatureschemes
with imperfectrandomness,we notethat �	��
��3
 -securesig-
natureschemesreadilyimply theexistenceof �	��
���
 -secure
one-way functions.This is becausethe key generational-
gorithmcanbeviewedasa one-way function,with the in-
putbeingtherandomnessusedto generatethepublic/secret
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keys pair and the output being the public key. This fact
suggeststhat thenon-standardassumptionof �	��
��3
 -secure
OWP is neededas a basisfor the constructionof �	��
���
 -
securesignatureschemes.

We notethat �	��
�� % 
 � � � � � 
�
 -secureOWP areequiv-
alent to standardOWP. Furthermore,����
 � % �

L


 -secure
OWP, for some Q

� � , follow from the recently popu-
lar assumptionof strongly intractableOWP. Strongly in-
tractableOWParepermutationsthatarehard-to-inverteven
by �

�

�������

-sizedcircuits.

6. Interacti ve ProtocolsWith WeakSources

A long line of researchon explicit extractor construc-
tion hasshown that the classof probabilisticpolynomial-
time algorithms ( � ! ! ) can be simulatedusing ����
���
 -
block sources,aslong as � is boundedby a polynomialin
theinput lengthand � B �

�

�

�

�

(e.g., see[32]). In this sec-
tion, we show that the sameconclusionholds for a much
richerclassof interactiveprotocols.

Interactive Protocols with Uniform Randomness.In the
standardinteractive proof protocol[2, 25], a computation-
ally unboundedprover � needsto convince a probabilis-
tic polynomial-timeveri�er 	 (with accessto uniform ran-
domness)membershipin thelanguage� . Thatis, for � < � ,
we have ���� 

�

�&
�	 ���	� 
 � �P" B � #

�

(completeness). And
for � �< � , and for any cheatingprover �



, we have

���� 

�

�




�	 � ���/
 � �P"(� ��#

�

(soundness). Let the class
� !  : " denotelanguagespossessinga : -round(private-coin)
interactiveproofprotocol.If all theveri�er' smessagescon-
sists of just randomcoin tosses,we call such an inter-
active protocolpublic-coin, anddenotethe corresponding
classby ���  : " , the classof : -round public-coin interac-
tive proof protocol.We know that � !  : " � � �  : " ([26]),
that � !  	 *�

������
�� "�� � �  �T" ([2]), andthat ���  ($*3+ ,�"��

� !  ($*3+ ,�" � !�� ! ����� ([33, 42]).

InteractiveProtocolswith ImperfectRandomness.Analo-
gous to the caseof probabilistic algorithmswith imper-
fect randomness,we considerinteractive protocolswhere
the veri�er 	 have accessto only imperfect randomness
with the only guaranteeof being an ����
���
 -block source.
We denotethe correspondingclassesby � !������

�

 : " and
� �������

�

 : " . While thesede�nitions technicallyshouldde-
pendon � and � , but wewill show momentarilythataslong
as � � ($*�+ ,���@ � @ 
 and � B �'# ($*3+ ,)�8@ � @ 
 , where� is thecom-
moninput to theinteractiveprotocol,thiswill notmakeany
difference.Speci�cally, weshow thefollowing.

Theorem 6.1. For any : , � �
�����

�

 : " � � �  : " �

� !  : " � � !
�����

�

 : " . Thus, ��!  	�*�

������
�� " � ���
�����

�

 �T"

and ���
�����

�

 ($*3+ ,�" � � !
�����

�

 ($*�+ ,�" � !�� ! ����� .

Proof sketch. Notice, it suf�ces to show ���  : " [

� �
�����

�

 : " , as then � !
�����

�

 : "@[ � !  : " � ���  : "@[

� � �����

�

 : " [ � ! �����

�

 : " . We only sketchour transforma-
tion below, leaving theproof to thefull version.

Takeany � < � �  : " whichhasa : -round � � -protocol
with completeness� �'#)�'� andsoundness��#)� � , wherethe
veri�er 	 send � uniform randombits per round.We will
usethenotionof strongrandomnessextractors[37] to make
a new protocol betweennew prover �3� and new veri�er

	3� . Speci�cally, for any error Q and min-entropy � �

� 0 
 � � � �/� �'#

Q


�
 , thereexists [32] an ef�cient strongex-
tractor ���
�

�

�!�3
����
	 � �!��
������

�

�!�3
����
 with seedlength
!

� 
 � � � � � 0 � � �5� �'#

Q


�
 , suchthat given any �Q�"
:� 
 -
source� , theoutputof ���
� �	� 
 %

�


 is Q -closeto %

 

, evenif
conditionedon theseedvalue.We set Q

� �'#)�'�T: 
:� �"� 0


 ������� � ��#

Q


 
 
:� � �$# �"# ��% and
!

� 
 ������� � 0������5� �'#

Q


�
 ,
andview our �	��
���
 -blocksourceasan �Q�"
:� 
 -blocksource
(by groupingtogether #c� #$�&% original blocks).Notice, the
values�"
����$
:� 
�: areall polynomialin theinput length @ � @ .

Now, givenour �P�"
7�"
 -block source� � ��� � ����� �
5 
 ,
we let ')(

�

�*��������� ��
 
'
 be the value extractedfrom ���

on seed 
 . In round
7

, our new ���+�����

�

-veri�er 	�� will
sendhis block ��� , while the prover � � will respondwith

��� � ($*�+ ,���@ � @ 
 responses�,(

�

which the original prover �

would sendon the 	 's challenges'-(

�

�����.'/(

�

. At the end,
	3� computesthefraction

�

(w.r.t. 
 ) of acceptingcomputa-
tions(accordingto 	 ) andacceptsif

�

� �'# � .

ACKNOWLEDGMENTS. TheauthorsthankOmerReingold
and Salil Vadhanfor sharingtheir result (joint with Avi
Wigderson)on the non-extractability of Santha-Vazirani
sources,which allowed us to considerablysimplify the
proofof ourMain Lemmafor SV sources.Theauthorsalso
thank Oded Goldreich, Sha� Goldwasser, Neeraj Kayal,
OmerReingoldandSalil Vadhanfor helpful comments.

References

[1] M. Ajtai and N. Linial. The in�uence of large coalitions.
Combinatorica, 13(2):129–145,1993.

[2] L. BabaiandS. Moran. Arthur-Merlin games:A random-
izedproof systemanda hierarchyof complexity classes.J.
Comput.Syst.Sci., 36(2):254–276,1988.

[3] B. Barak,R. Impagliazzo,andA. Wigderson.Extractingran-
domnessfrom few independentsources.In Proc.45thFOCS,
2004.

[4] A. Beimel,T. Malkin, andS.Micali. Theall-or-nothingna-
tureof two-partysecurecomputation.In Proc.CRYPTO'99,
pages80–97,1999.

[5] M. Bellare,O.Goldreich,andS.Goldwasser. Randomnessin
interactive proofs.Comput.Complex., 3(4):319–354,1993.

[6] M. BellareandJ. Rompel. Randomness-ef®cient oblivious
sampling.In Proc.35thFOCS, pages276–287,1994.

[7] M. Ben-Or, O. Goldreich,S. Goldwasser, J. H�astad,J. Kil-
ian,S.Micali, andP. Rogaway. Everythingprovableis prov-
ablein zero-knowledge.In Proc.CRYPTO'88, pages37–56,
1988.

9



[8] C.H. Bennett,G.Brassard,andJ.-M.Robert.Privacy ampli-
®cationby public discussion.SIAMJ. Comput., 17(2):210–
229,1988.

[9] M. Blum. Independentunbiasedcoin �ips from a correlated
biasedsource—a®nite stateMarkov chain. Combinatorica,
6(2):97–108,1986.

[10] M. Blum, P. Feldman,andS. Micali. Non-interactive zero-
knowledgeandits applications.In Proc. 20thSTOC, pages
103–112,1988.

[11] R. Canetti,Y. Dodis, S. Halevi, E. Kushilevitz, andA. Sa-
hai. Exposure-resilientfunctionsand all-or-nothing trans-
forms. In Proc.EUROCRYPT'00, pages453–469,2000.

[12] B. Chor and O. Goldreich. Unbiasedbits from sources
of weakrandomnessandprobabilisticcommunicationcom-
plexity. SIAMJ. Comput., 17(2):230–261,1988.

[13] B. Chor, O.Goldreich,J.Hastad,J.Friedman,S.Rudich,and
R. Smolensky. Thebit extractionproblemof t-resilientfunc-
tions. In Proc.26thFOCS, pages396–407.IEEE,1985.

[14] Y. Dodis,A. Elbaz,R. Oliveira,andR. Raz. Improved ran-
domnessextractionfrom two independentsources.In Proc.
RANDOM'04, 2004.

[15] Y. DodisandR. Oliveira. On extractingprivaterandomness
over a public channel. In Proc. RANDOM'03, pages252–
263,2003.

[16] Y. Dodis,L. Reyzin,andA. Smith.Fuzzyextractors:How to
generatestrongkeys from biometricsandothernoisy data.
In Proc.EUROCRYPT'04, pages523–540,2004.

[17] Y. Dodis,A. Sahai,andA. Smith. On perfectandadaptive
securityin exposure-resilientcryptography. In Proc.EURO-
CRYPT'01, pages301–324,2001.

[18] Y. DodisandJ.Spencer. Onthe(non)universalityof theone-
time pad.In Proc.43rd FOCS, pages376–388,2002.

[19] P. Elias. The ef®cient constructionof an unbiasedrandom
sequence.Ann.Math.Stat., 43(2):865–870,1972.

[20] U. Feige, D. Lapidot, and A. Shamir. Multiple non-
interactive zero knowledge proofs under generalassump-
tions. SIAMJ. Comput., 29(1):1–28,1999.

[21] O.Goldreich.Foundationsof cryptography, volume2. Cam-
bridge University Press,Cambridge,2004. Basic applica-
tions.

[22] O. Goldreich,S.Micali, andA. Wigderson.How to playany
mentalgameor A completenesstheoremfor protocolswith
honestmajority. In Proc.19thSTOC, pages218–229,1987.

[23] O. Goldreich,S.Micali, andA. Wigderson.Proofsthatyield
nothingbut their validity or all languagesin NP have zero-
knowledgeproof systems.J. ACM, 38(1):691–729,1991.

[24] O.GoldreichandY. Oren.De®nitionsandpropertiesof zero-
knowledgeproof systems.J. Cryptology, 7(1):1–32,1994.

[25] S. Goldwasser, S. Micali, andC. Rackoff. The knowledge
complexity of interactive proof systems.SIAM J. Comput.,
18(1):186–208,1989.

[26] S. Goldwasserand M. Sipser. Private coins versuspublic
coinsin interactive proof systems.Advancesin Computing
Research, 5:73–90,1989.

[27] R. ImpagliazzoandM. Yung. Direct minimum-knowledge
computations.In Proc.CRYPTO '87, pages40–51,1987.

[28] J.KampandD. Zuckerman.Deterministicextractorsfor bit-
®xing sourcesandexposure-resilientcryptography. In Proc.
35thFOCS, pages92–101,2003.

[29] T. Koshiba. A new aspectfor securitynotions:Secureran-
domnessin public-key encryptionschemes. In Proc. 4th
PKC, pages87–103,2001.

[30] T. Koshiba.On suf®cient randomnessfor securepublic-key
cryptosystems.In Proc.5thPKC, pages34–47,2002.

[31] D. Lichtenstein,N. Linial, and M. Saks. Someextremal
problemsarising from discretecontrol processes.Combi-
natorica, 9(3):269–287,1989.

[32] C.-J.Lu, O. Reingold,S. Vadhan,andA. Wigderson. Ex-
tractors:optimalup to constantfactors.In Proc.35thSTOC,
pages602–611,2003.

[33] C. Lund, L. Fortnow, H. Karloff, andN. Nisan. Algebraic
methodsfor interactive proof systems.J. ACM, 39(4):859–
868,1992.

[34] U. MaurerandS.Wolf. Privacy ampli®cationsecureagainst
active adversaries. In Proc. CRYPTO '97, pages307–321,
1997.

[35] J. L. McInnesandB. Pinkas. On the impossibility of pri-
vatekey cryptographywith weakly randomkeys. In Proc.
CRYPTO '90, pages421–436,1991.

[36] M. Naor andM. Yung. Universalone-way hashfunctions
and their cryptographicapplications. In Proc. 21th STOC,
pages33–43,1988.

[37] N. NisanandD. Zuckerman.Randomnessis linearin space.
J. Comput.Syst.Sci., 52(1):43–52,1996.

[38] O. Reingold,S. Vadhan,andA. Wigderson. A noteon ex-
tractingrandomnessfrom Santha-Vaziranisources.Unpub-
lishedmanuscript,2004.

[39] R. RennerandS. Wolf. Unconditionalauthenticityandpri-
vacy from anarbitrarily weaksecret.In Proc.CRYPTO '03,
pages78–95,2003.

[40] M. SanthaandU. V. Vazirani. Generatingquasi-randomse-
quencesfrom semi-randomsources. J. Comput.Syst.Sci.,
33(1):75–87,1986.

[41] A. Shamir. How to share a secret. Commun.ACM,
22(11):612–613,1979.

[42] A. Shamir. IP = PSPACE. J. ACM, 39(4):869–877,1992.
[43] L. Trevisan and S. Vadhan. Extracting randomnessfrom

samplabledistributions. In Proc. 41stFOCS, pages32–42,
2000.

[44] U. V. Vazirani. Ef®ciency considerationsin using semi-
randomsources.In Proc.19thSTOC, pages160–168,1987.

[45] U. V. Vazirani. Strongcommunicationcomplexity or gen-
erating quasirandomsequencesfrom two communicating
semirandomsources.Combinatorica, 7(4):375–392,1987.

[46] U. V. VaziraniandV. V. Vazirani. Randompolynomialtime
is equalto slightly-randompolynomialtime. In Proc. 26th
FOCS, pages417–428,1985.

[47] J.vonNeumann.Varioustechniquesusedin connectionwith
randomdigits. NationalBureauof Standards,AppliedMath-
ematicsSeries, 12:36–38,1951.

[48] D. Zuckerman. SimulatingBPPusinga generalweakran-
domsource.Algorithmica, 16(4/5):367–391,1996.

[49] D. Zuckerman. Randomness-optimaloblivious sampling.
Random.Struct.Algor., 11(4):345–367,1997.

10


