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Banks, insurance  Scientists, Miscellaneous,
companies possibly evil people

& EE i .g., census data, medical
records, educational data,
financial data, social network
profiles, search logs,
commuting data, web traffic,
tracking information etc.
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Sensitive
Data

Goal: :
Protect privacy -
of individuals

while allowing
useful analyses



Differential Privacy
[Dwork-McSherry-Nissim-Smith-06]

* Rigorous privacy guarantee with important
properties (e.g., handles adversaries with auxiliary
information, composition, robustness)

— hundreds of papers in theory, databases, statistics,
and systems

* Intuition: Probability of any (undesired) event
can increase only slightly when an individual
enters data set.
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Multiple queries
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(PAC-)Learning

Class of examples Q
labeled examples drawn = E B |
from some distribution G =

Unknown
concept

Hypothesis
h:Q—{0,1}

Learner

Accurate over distribution:

(X/l’)I;G{h(X)—l} >1-0



Privacy Learning

* Sensitive database * Unknown concept
— privacy-preserving — limited access via
access examples
* Queries labeled by * Examples labeled
answer on DB by concept
* Synopsis * Hypothesis
— approximates DB — approximates
on distribution target concept on
over queries distribution over
examples

Is this a coincidence?



In this talk

* Turn intuitive similarity between private data
release and learning theory into formal
connection

* Efficient reduction from (any) private data
release problem to related learning problem

* |nstantiate with existing learning algorithms to
obtain first subexponential private data release

algorithms in several settings



Main Result

Informal Theorem: Distribution-free learning algorithm
for thresholds of sums of predicates in Q implies
differentially private release mechanism for Q

— efficient reduction

* Extends to the distribution-specific setting

* |nterfaces nicely with existing learning algorithms:

— Learning based on polynomial threshold functions [Klivans-
Servedio]

— Harmonic Sieve [Jackson] and extension [Jackson, Klivans,
Servedio]



Applications



State of the Art in DP

Laplace Mechanism [DMNSO6]:
Add Laplacian noise to
each answer

Advanced mechanisms:
[HR10,RR10,DRV10,BLR0O8]

Good:
Can have
#queries >> [D|
with good accuracy!

Good:
Highly efficient

Bad:
Need
#queries << [D|
for good accuracy

Bad:
Running time
exponential in data
dimensionality!

Sometimes necessary [DNRRVOQ9

Question: Can we have best of both worlds?



Example: Boolean Conjunctions

Universe U = {0,1}¢

Salary > $50k | Syphilis Height > 6’1 | Weight < 180 m

True False True False True
True True True True True
False False False True False
True False False True True
False False False False False

Example Conjunction: “(Salary > S50k) AND (Male)”

Evaluates to 3 on this database

Allows us to learn covariances in a data set

Important class of queries in differential privacy
[BCDKMTO7,KRSU10,GHRU11,HMT11,...]



Informal Corollary (Subexponential algorithm for conjunctions).
There is a differentially private release algorithm with running
time poly(/D/) such that for any distribution over Boolean
conjunctions the algorithm is w.h.p. a-accurate provided that:

D| > 26(d1/3 log(1/a))

Previous:
20(d)

Informal Corollary (Small width).
There is a differentially private release algorithm with running

time poly([D]) such that for any distribution over
Boolean conjunctions the algorithm is w.h.p. a-accurate provided

D) > 20(VETesETes a7

Previous:
do(k)




Main ideas



Database as a function
Consider the mapping F: Q — [0, 1]

Description of a query f f(D) = answer of f
from class Q on data set D

FtZQ—>{O,1}, Ft 1{F>t}

Observation:
Enough to learn F, for t=a,2¢,...,(1-a)
in order to approximate F



High-level idea

labeled examples

(x1, Ft(x1)), ..., (Xm, Ft(Xm)) | Learningalgorithm
>

Hypothesis h such that h ~ Ft
<

Observation: If all labels are privacy-preserving,
then so will be hypothesis h



Main hurdles

* Privacy requires noise, noise might defeat
learning algorithm

— avoid noisy labels

* Canonly generate [D/ examples efficiently
before running out of privacy
— avoid dependence on [D/ in learning algorithm!



Threshold Oracle

Generate samples:

= o > H?
Compute a F(X)+N < F(X) t 1. Pick x,x5,..,.X,
2. Receive b,,b,,...,b,, from TO
If [a-t] tiny: . _ 3. Remove all “failed” examples
output “fail” b in {0,1,f01/} 4. Pass on remaining labeled
i examples to learner
Else if a>t:
_ output l Vil ihewer Vol
Else if a<t:
output 0 Learning algorithm
—>
Ensures:
1. Privacy h =~ F¢

2. “Removes” noise

3. Complexity independent of [D/




Conclusion

* Learning-theoretic approach to breaking curse of
dimensionality in differential privacy

* Reduction from private data release to learning
thresholds

— no need to solve noisy/agnostic learning problem

* Helps to explain why learning techniques are so
useful in differential privacy



Awesome follow-up work

e Ullman-Vadhan (forthcoming): Can remove
distributional relaxation and get same results
for all Boolean conjunctions

— e.g. exp(O(d¥/3)) running time, data complexity for
all conjunctions, constant accuracy



Open problems

Extend connection to learning theory

— inverse connection?
Harness implicit assumptions in privacy

No barriers for answering queries on graphs
(e.g., graph cuts). Better upper bounds?
— See discussion in Gupta-Roth-Ullman’11

Efficient query release for 2-way, 3-way, 4-
way conjunctions?



Thank you




