Shark: ScalingFile Serversvia Cooperative Caching

SiddharthaAnnapureddyMichaelJ. FreedmanDavid Mazieres
New York University

http://www.scs.cs.nyu.edu/sh

Abstract

Network le systemsoffer a powerful, transpareninter-
facefor accessingemotedata. Unfortunatelyin current
network le systemdike NFS, clientsfetch datafrom a
central le sener, inherentlylimiting the systems ability
to scaleto mary clients.While recentistributed(peerto-
peer)systemshave managedo eliminatethis scalability
bottleneck they are often exceedinglycomple< and pro-
vide non-standardhodelsfor administratiorandaccount-
ability. We presentShark,a novel systenmthatretainsthe
bestof bothworlds—thescalabilityof distributedsystems
with the simplicity of centralseners.

Sharkis a distributed le systemdesignedfor large-
scalewide-areadeployment,while alsoproviding adrop-
in replacementor local-areale systems. Sharkintro-
ducesa novel cooperatie-cachingmechanismin which
mutually-distrustfulclients can exploit eachothers' le
cachedo reducdoadonanorigin le sener. Usingadis-
tributedindex, Sharkclients nd nearbycopiesof data,
evenwhen les originatefrom differentseners. Perfor
manceresultsshav that Sharkcangreatly reducesener
loadandimprove clientlateng for read-heay workloads
both in the wide and local areas,while still remaining
competitive for single clients in the local area. Thus,
Sharkenablesmodestly-preisioned le senersto scale
to hundredsof read-mostlyclientswhile retainingtradi-
tional usability, consisteng, security andaccountability

1 Intr oduction

Usersof distributedcomputingenvironmentsftenlaunch
similar processesn hundredf machineqearlysimul-
taneously Running jobs in such an ervironment can
be signi cantly more complicated both becausef data-
stagingconcernsand the increaseddif culty of delug-
ging. Batch-orientedools, suchasCondor[9], canpro-
vide /O transparengto helpdistribute CPU-intensie ap-
plications. However, thesetools are ill-suited to tasks
like distributedwebhostingandnetwork measuremenin

which software needdow-level control of network func-
tionsandresourceallocation.An alternatveis frequently
seenon network test-bedssuchas RON [2] and Planet-
Lab[24]: userseplicatetheir programsalongwith some

ark/

minimal executionervironment,on every machinebefore
launchinga distributedapplication.

Replicatingexecution ervironmentshas a numberof
drawbacks. First, it wastesresourcesparticularly band-
width. Popularle synchronizatiorioolsdo notoptimize
for network locality, andthey can pushmary copiesof
the same le acrossslow network links. Moreover, in a
sharedervironment, multiple userswill inevitably copy
theexactsameles, suchaspopularOSadd-onpackages
with languageinterpretersor sharedlibraries. Second,
replicatingrun-time environmentsrequireshard state,a
scarceresourcen a sharedest-bed.Programaeedsuf-
cient disk spaceyetidle ervironmentscontinueto con-
sumedisk space,in part becausehe ownersare loathe
to consumethe bandwidthand effort requiredfor redis-
tribution. Third, replicatedrun-time ervironmentsdiffer
signi cantly from an applications developmenterviron-
ment,in partto consere bandwidthanddisk space.For
instance,usersusually distribute only strippedbinaries,
notsourceor developmentools, makingit dif cult to de-
bug runningprocessem adistributedsystem.

Sharkis a network le systemspeci cally designed
to supportwidely distributed applications. Ratherthan
manuallyreplicateprogram les, userscan placea dis-
tributed applicationand its entire run-time ervironment
in an exported le system,and simply executethe pro-
gram directly from the le systemon all nodes. In a
chrootedervironmentsuchasPlanetLabuserscaneven
male /usr/local asymboliclink to a Shark le sys-
tem, therebytrivially makingall local software available
onall test-bednachines.

Of course,the big challengefacedby Sharkis scala-
bility. With a normal network le system,if hundreds
of clientssuddenlyexecutea large, 40MB C++ program
froma le sener, thesenerquickly saturatets network
uplink and delivers unacceptablgerformance. Shark,
however, scalesto large numbersof clients through a
locality-avare cooperatie cache. Whenreadingan un-
cachedle, a Sharkclient avoids transferringthe le or
even chunksof the le from the sener, if the samedata
canbefetchedfrom anotherpreferablynearbyclient. For
world-readableles, clientswill even download nearby
cachedcopiesof identical les—or even le chunks—



originatingfrom differentseners.

Shark leveragesa locality-aware, peerto-peerdistri-
buted index [10] to coordinateclient caching. Shark
clients form self-oiganizing clustersof well-connected
machinesWhenmultiple clientsattempto readidentical
data,theseclientslocatenearbyreplicasandstripedown-
loadsfrom eachotherin parallel. Thus,even modestly-
provisioned le seners canscaleto hundreds,possibly
thousandsof clientsmakingmostlyreadaccesses.

There have beensenerless,peerto-peer le systems
capableof scalingto large numbersof clients, notably
Ivy [23]. Unfortunately thesesystemshave highly non-
standardmodelsfor administration,accountability and
consisteng. For example, lvy spreadshard state over
multiplemachineschoserbasedn le systendatastruc-
ture hashes. This leaves no single entity ultimately re-
sponsiblefor the persistenceof a given le. Moreover,
peerto-peer le systemsaretypically noticeablyslower
thancorventionalnetwork le systemsThus,in bothac-
countabilityandperformancehey donotprovideasubsti-
tutefor corventional le systemsShark,by contrast.ex-
portsatraditional le-systeminterface,is compatiblewith
existing backupandrestoreproceduresprovidescompet-
itive performancenthelocal areanetwork, andyeteasily
scalegso mary clientsin thewide area.

For workloadswith no read sharing betweenusers,
Sharkoffers performancehat is competitive with tradi-
tional network le systems. However, for sharedread-
heary workloadsin the wide area,Sharkgreatlyreduces
senerloadandimprovesclientlateng. Comparedo both
NFSv3[6] and SFS[21], a securenetwork le system,
Sharkcanreducesener bandwidthusageby nearlyanor-
der of magnitudeand can provide a 4x-6x improvement
in client lateng for readinglarge les, asshowvn by both
local-areaexperimentson the Emulab[36] test-bedand
wide-areaexperimentson the PlanetLalj24] test-bed.

By providing scalability ef ciency, andsecurity Shark
enablemetwork le systemgo be employedin environ-
mentswherethey werepreviously impractical. Yet Shark
retainstheir attractve API, semantics,and portability:
Sharkinteractswith the local hostusingan existing net-
work le systemprotocol(NFSv3)andrunsin userspace.

The remainderof this paperin organizedas follows.
Section2 detailsthedesignof Shark:its le-systemcom-
ponents,cachingand security protocols,and distributed
index operations Section3 describests implementation,
and Section4 evaluatesSharks performance.Section5
discusseselatedwork, andSection6 concludes.

2 Shark Design

Sharks designincorporatesa numberof key ideasaimed
at reducingthe load on the sener andimproving client-
perceved latencies. Shark enablesclients to securely
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Figure1: SharkSystemOverviav. A client machinesi-
multaneouslactsasa client (to handlelocal application
le systemaccessesgsa proxy (to sene cacheddatato
other clients), and as a node (within the distributed in-
dex overlay). In arealdeployment,theremaybe multiple
le senersthateachhostseparatele systemsandeach
client may accesanultiple le systems. For simplicity,

however, we shav asingle le sener.

mount remote le systemsand ef ciently accessthem.
Whenaclientis the rst to readapatrticular le, it fetches
thedatafrom the le sener. Uponretrieving the le, the
client cachest andregistersitself asa replica proxy (or
proxy for short)for the “chunks” of the le in the distri-
butedindex. Subsequentlywhenanotherclient attempts
to accesghe le, it discorersproxiesfor the le chunks
by queryingthe distributedindex. The clientthenestab-
lishesasecurechanneto multiple suchproxiesanddown-
loadsthe le chunksin parallel. (Notethatthe clientand
the proxy are mutually distrustful.) Upon fetchingthese
chunkstheclientregistersitself alsoasa proxy for these
chunks.

Figure 1 provides an overviewv of the Shark system.
When a client attemptsto reada le, it queriesthe le
sener for the le' s attributes and some opaquetokens
(Step1 asshovn). Onetoken identi es the contentsof
thewhole le, while othertokenseachidentify a partic-
ular chunkof the le. A Sharksener dividesa le into
chunksby runninga Rabin ngerprint algorithmon the
le [22]. Thistechniquesplitsa le alongspeciallycho-
senboundariesn sucha way that preseres datacom-



monalitiesacrossles, for example,betweenle versions
or whenconcatenatinges, suchashbuilding programli-
brariesfrom object les.

Next, a client attemptsto discover replica proxiesfor
the particular le via Sharks distributedindex (Step2).
Shark clients organizethemseles into a key/value in-
dexing infrastructure puilt atopa peerto-peerstructured
routingoverlay[10]. For now, we canvisualizethis layer
as exposingtwo operationsput andget: A client exe-
cutesput to declarethatit hassomethingget returnsthe
list of clientswho have something A Sharkclientusests
tokensto deriveindexing keysthatsene asinputsto these
operations.It usesthis distributedindex to registeritself
andto nd othernearbyproxiescachinga le chunk.

Finally, a client connectsto several of theseproxies,
andit requestyvariouschunksof datafrom eachproxyin
parallel (Step3). Note, however, that clientsthemseles
are mutually distrustful, so Sharkmust provide various
mechanismgo guaranteesecuredatasharing: (1) Data
shouldbeencryptedo preserecon dentiality andshould
be decryptedonly by thosewith appropriateeadpermis-
sions. (2) A maliciousproxy shouldnot be ableto break
dataintegrity by modifying contentwithout a client de-
tecting the change. (3) A client should not be able to
downloadlarge amountsof even encrypteddatawithout
properreadauthorization.

Shark usesthe opaquetokens generatedby the le
sener in several ways to handle thesesecurity issues.
(1) The tokenssene as a sharedsecret(betweenclient
andproxy) with which to derive symmetriccryptographic
keys for transmittingdatafrom proxy to client. (2) The
client canverify the integrity of retrieved data,astheto-
ken actsto bind the le contentsto a speci ¢ veri able
value. (3) A client can“prove” knowledgeof the token
to a proxy andthusestablishreadpermissiongor the le.
Notethattheindexing keys usedasinputto thedistributed
index areonly derivedfrom thetoken;they donotin fact
exposethe token's value or otherwisedestry its useful-
nessasasharedsecret.

Sharkallows clientsto sharecommondatasegmentson
asub- le granularity As a le sener providesthetokens
namingindividual le chunksgclientscansharedataatthe
granularityof chunksasopposedo whole les.

In fact, Sharkprovidescross- le-systensharingwhen
tokensarederivedsolelyfrom le contents.Considerthe
casewhenusersattemptto mount/usr/local (for the
sameoperatingsystem)usingdifferent le seners. Most
of the les in thesedirectoriesareidenticalandevenwhen
the le versionsare different, mary of the chunksare
identical. Thus,evenwhendistinct subset®f clientsac-
cessdifferent le senersto retrieve tokens,one canstill
actasaproxy for theotherto transmitthe data.

In this section,we rst describethe Shark le sener

(Section2.1), thendiscussthe le consisteng provided
by Shark(2.2). Section2.3 describessharks cooperatre
caching, its cryptographicoperations,and client-proxy
protocols.Finally, we presenShark’s chunkingalgorithm
(2.4)andits distributedindex (2.5) in moredepth.

2.1 Shark le sewers

Sharknamesle systemausingself-certifyingpathnames,
asin SFS[21]. Thesepathnamesxplicitly specify all
informationnecessaryo securelycommunicatewith re-
moteseners.Every Shark le systemis accessibleinder
apathnamef theform:

=shark =@server; pubkey

A Sharksenerexportslocal le systemgo remoteclients
by actingasanNFSloop-backclient. A Sharkclient pro-

videsaccesgo aremote le systemby automountinge-

guestedirectories[21]. This allows a client-sideShark
NFSloop-backsenerto provide unmodi ed applications
with seamlessaccesdo remoteShark le systems.Un-

like NFS,however, all communicatiorwith the le sener

is sentover a securechannel,asthe self-certifying path-
nameincludessufcient informationto establisha secure
channel.

Systemadministratorananagea Shark sener identi-
cally to anNFSsener. They canperformbackupsman-
ageaccesgontrolswith little difference They cancon g-
urethemachineto taste gnforcevariouspolicies,perform
securityauditsetc. with existing tools. Thus, Sharkpro-
vides systemadministratorswith a familiar environment
andthuscanbedeployedpainlessly

2.2 File consistency

Sharkusestwo network le systemtechniquesoimprove
read performanceand decreasesener load: leaseq11]
and AFS-stylewhole- le caching[14]. Whena userat-
temptsto readany portionof a le, theclient rst checks
its disk cache. If the le is not alreadycachedor the
cachedcopy is not up to date, the client fetchesa new
versionfrom Shark(eitherfrom the cooperatre cacheor
directlyfrom the le sener).

WheneeraclientmakesareadRPCto the le sener,
it getsareadleaseon thatparticular le. Thisleasecor
respondgo a commitmentfrom the sener to notify the
client of ary modi cations to the le within the leases
duration. Sharkusesa default leasedurationof ve min-
utes. Thus,if a userattemptsto readsfrom a le—and
if the le is cachedits leaseis not expired,andno sener
noti cation (or callbadk) hasbeenreceved—thereadsuc-
ceeddmmediatelyusingthe cachedcopy.

If theleasehasalreadyexpiredwhenthe userattempts
to readthe le, theclientcontactghe le senerfor fresh
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le attributes. The attributes,which include le permis-
sions,mode size,etc.,alsoprovidethe le' smodi cation

andinodechangdimes.If theseimesarethesameasthe
cachedcopy, no further actionis necessarythe cached
copy is freshandthe client renavs its lease. Otherwise,
theclientneeddo fetcha new versionfrom Shark.

While thesetechniqueseduceunnecessargatatrans-
ferswhen les have notbeenmodi ed, eachclientneeds
to refetchthe entire le after any modi cation from the
sener. Thus, large numbersof clients for a particular

le systemmay overloadthe sener and offer poor per

formance. Two techniquesalleviate the problem: Shark
fetchesonly modi ed chunksof a le, while its cooper

ative cachingallows clientsto fetch datafrom eachother
insteadof from thesener.

While Sharkattemptgo handlereadswithin its cooper
ative cache all writesaresentto the origin sener. When
ary typeof modi cation occursthesenermustinvalidate
all unexpiredleasesupdate le attributes,recomputats

le token,andupdateits chunktokensandboundaries.

We notethatareadercangeta mix of old andnew le
dataif a le is modi ed while the readeris fetching le
attributesandtokensfrom the sener. (This conditioncan
occurwhenfetching le tokensrequiresmultiple RPCs,
asdescribechext.) However, this behavior is no different
from NFS,butit couldbechangesisingAFS-stylewhole-

le overwrites[14].

2.3 Cooperative caching

File readsn Sharkmake useof oneRPCprocedurenotin
theNFSprotocol, GETTOK, asshavnin Figure2.
GETTOK suppliesa le handle,offset, and countas
argumentsjustasin a READ RPC. However, insteadof
returningtheactual le data,it returnsthe le' sattributes,
the le token anda vectorof chunkdescriptions Each
chunkdescriptionidenti es aspeci ¢ extentof the le by
offsetandsize,andincludesa chunktokenfor thatextent.
Thesenerwill only returnupto 1,024chunkdescriptions

in oneGETTOK call; the client mustissuemultiple calls
for larger les.

The le attributesreturnedoy GETTOK includesuf-
cientinformationto determineif a local cachedcopy is
up-to-datgasdiscussed)Thetokensallow aclient (1) to
discover currentproxiesfor the data,(2) to demonstrate
readpermissionfor the datato proxies,and(3) to verify
the integrity of dataretrieved from proxies. First, let us
specifyhow Sharksvarioustokensandkeys arederived.

Content-based naming. Shark names content with
cryptographichashoperationsasgivenin Table1.

A le tokenis a 160-bit value generatedy a crypto-
graphichashof the le' s contentsF and someoptional
per le randomness thata serner may useasa key for
eachle (discussedater):

Te = tok(F) = HMAG, (F)

Throughoutour design, HMAC is a keyed hashfunc-
tion [4], which we instantiatewith SHA-1. We assume
that SHA-1 acts as a collision-resistanthash function,
which implies that an adwersarycannot nd an alternate
input pair thatyieldsthe sameTg .

ThechunktokenTg, in achunkdescriptions alsocom-
putedin the samemanney but only usesthe particular
chunkof data(and optional randomnessas an input to
SHA-1,insteadof theentire le F. As le andchunkto-
kensplay similar rolesin the systemwe useT to referto
eithertype of tokenindiscriminately

The indexing key | usedin Sharks distributed index
is simply computedoy HMAC+ (1). We key the HMAC
functionwith T andincludeaspeciakharactet to signify
indexing. More speci cally, | ¢ refersto theindexing key
for le F,andlg, for chunkF;.

The useof suchsenerselectedandomness ensures
that an adwersarycannotguessle contents,given only

Iwhile our currentimplementatiorusesSHA-1, we could similarly
instantiateHMA C with SHA-256for greatersecurity



Symbol Description Generatedby : : : Only knovn by :::
F File Senerandapproedreaders
Fi ith ®le chunk Chunkingalgorithm Partieswith accesdo F
r Sener-speci®crandomness r = PRNG() orr = 0 Partieswith accesso F
T File/chunktoken tok(F) = HMACG, (F) Partieswith accesso F /F;
I;E;Ac; Ap Specialconstants System-widgparameters Public
| Indexing key HMAC: (1) Public
re;re Sessiomonces rc;rp = PRNGQ) Partiesexchangingr /F;
Auth ¢ Clientauthenticationoken | HMACt (Ac;C;P;rc;rp) | Partiesexchangingr /F;
Auth p Proxyauthenticatioioken | HMACt (Ap ;P;P;rp;rc) | PartiesexchangingF /F;
Ke Encryptionkey HMAC: (E; C;P;rc;rp) Partiesexchangingr /F;

Tablel: Notationusedfor Sharkvalues

| . Otherwise|f the le is smallor stylized,anadwersary
may be able to performan of ine brute-forceattackby
enumeratingll possibilities.

On the ip-side, omitting this randomnessenables
cross- le-systensharing asits content-basedamingcan
be madeindependenof the le sener. Thatis, when
r is omitted and replacedby a string of Os, the distri-
butedindexing key is dependenbnly on the contentsof
F: I = HMACymacy(r)(l). Cross- le-systemshar
ing canimprove client performancendsener scalability
whennearbyclientsusedifferentseners. Thus,the sys-

proxiescachingthatchunkby queryingthedistributedin-
dex usingthe primitive get(l ¢, = HMAC, (1)). If this
getrequestailsto nd aproxyordoesnot nd onewithin
a speci ed time, the client fetchesthe chunk from the
sener. After downloadingtheentirechunk,theclientan-
nouncestself in the distributedindex asa proxy for F;.

If the get requesteturnsseveral proxiesfor chunkF;,
the client choosesone with minimal lateng and estab-
lishesa securechannelwith the proxy, asdescribedater
If the securityprotocolfails (perhapsdueto a malicious
proxy), the connectiorto the proxy fails, or anewly spec-

temallows oneto trade-of additionalsecurityguarantees i ed time is exceededthe threadchoosesanotherproxy

with potentialperformancémprovementsBy default,we
omit this randomnesgor world-readableles, although
con guration optionscanoverridethis behaior.

The cooperative-cachingreadprotocol. Wenow spec-
ify in detail the cooperatie-cachingprotocol used by
Shark. The main goalsof the protocolareto reducethe
load on the sener andto improve client-perceiedlaten-
cies. To this end, a client tries to download chunksof a
le from multiple proxiesin parallel. At a high level, a
client rst fetcheghetokensfor thechunksthatcomprise
a le. It thencontactsearbyproxiesholdingeachchunk
(if suchproxiesexists)anddawnloadsthemaccordingly
If no otherproxy is cachinga particularchunkof interest,
theclientfalls backon the senerfor thatchunk.

The client sendsa GETTOK RPC to the sener and
fetchesthe whole- le token, the chunk tokens, and the
le' s attributes. It then checksits cacheto determine
whetherit hasa freshlocal copy of the le. If not, the
clientrunsthefollowing cooperatre readprotocol.

Theclientalwaysattemptgo fetchk chunksin parallel.
We canvisualizethe client as spavning k threadswith
eachthreadresponsibldor fetchingits assignecchunk?
Eachthreadis assignedh randomchunkF; from thelist
of needeadchunks.Thethreadattemptdo discover nearby

20ur implementationis structuredusing asynchronousvents and
callbackswithin a single processwe usethe term éthreadthereonly
for clarity of explanation.

from which to download chunkF;. Upon downloading
Fi, the client veri es its integrity by checkingwhether
Te, = tok(F;). If theclient fails to successfullydown-
load F; from ary proxy aftera x ednumberof attempts,

it fallsbackontotheorigin le sener.

Reusing proxy connections. While a client is down-

loadingachunkfrom aproxy, it attemptgo reusethecon-

nectionto the proxy by negotiatingfor otherchunks.The

client picks randomchunksstill needed. It computes
thecorresponding indexing keys andsendgheseto the

proxy. The proxy respondswith thosea chunks,among
the requestedthatit alreadyhas.If a = 0O, theproxyre-

spondsinsteadwith  keys correspondingo chunksthat

it doeshave. The client, upondownloadingthe current
chunk,selectsa new chunkfrom amongthosenegotiated
(i.e., neededuy the client andknown to the proxy). The

clientthenprovesreadpermission®nthenew chunkand
beginsfetchingthe new chunk. If no suchchunkscanbe

negotiatedthe clientterminategheconnection.

Client-pr oxy interactions. We now describehesecure
communicatiormechanism$etweerclientsand proxies
thatensurecon dentiality andauthorization.We already
describechow clientsachieve dataintegrity by verifying
thecontentof les/chunksby theirtokens.

To prevent adwersariesfrom passvely readingor ac-
tively modifying contentwhile in transmissionthe client
andproxy rst deriveasymmetricencryptionkey K g be-



A

Client Proxy

Auth c |
Auth

F
E(F)

Y

p’

A

Figure3: Sharksessiorestablishmenprotocol

foretransmittingachunk.As thetokenTg, alreadysenes
asasharedsecreffor chunkF;, the partiescansimply use
it to generatehis key.

Figure3 shavs the protocolby which Sharkclientses-
tablisha securesessionFirst, the partiesexchangdresh,
random20-bytenonces ¢ andrp uponinitiating a con-
nection. For eachchunkto be sentover the connection,
the client mustsignalthe proxy which token Tg, to use,
but it cando so without exposinginformationto eaves-
droppersor malicious proxiesby simply sendingl g, in
theclear Usingthesenoncesandknowledgeof T, , each
party computesauthenticatiortokensasfollows:

Auth c =
Authp =

HMACr,, (Ac;C;P;rc;re)
HMACr, (Ap;P;C;rp;rc)

TheAuth ¢ tokenprovesto the proxy thatthe clientactu-
ally hasthecorrespondinghunktokenTg, andthusread
permissionson the chunk. Upon verifying Auth ¢, the
proxy replieswith Auth p andthe chunkF; afterapply-
ing E toit.

In our currentimplementation,E is instantiatedby
a symmetricblock encryptionfunction, followed by an
MAC covering the ciphertext. However, we note that
Auth p alreadysenesasaMAC for thecontent andthus
this additional MAC is not strictly needed? The sym-
metric encryptionkey Kg for E is derived in a similar
mannerasbefore:

Ke = HMAGCy (EC;P;rc;re)
An additionalMAC key canbe similarly derived by re-
placing the specialcharacterE with M. Sharks use of
freshnoncesensurethat thesederived authenticatiorto-

kensandkeys cannotbereplayedor subsequentequests.

Upon deriing this symmetrickey K g, the proxy en-
crypts the data within a chunk using 128-bit AES in

STheresultsof Krawczyk [15] speakingonthe genericsecuritycon-
cernsof 2authenticationral-encrypt® arenot really relevanthere,aswe
alreadyexposethe raw outputof our MAC via | ¢, andthusimplicitly
assumehat HMA C doesnot leak ary information aboutits contents.
Thus, the inclusionof Auth p doesnot introduceary additional data
con®dentialityconcerns.

countermode(AES-CTR).Pereachl16-byte AES block,
we use the block’s offset within the chunk/le as its
counter

The proxy protocolhasREAD and READDIR RPCs
similar to NFS, exceptthey specify the indexing key |
andAuth ¢ to namea le (whichis senerindependent),
in placeof a le handle. Thus, after establishinga con-
nection,theclient beginsissuingreadRPCsto the proxy;
the client decryptsary datait recevesin responsaising
K g andthepropercounter(offset).

While this block encryptionpreventsa client without
Tg, from decryptingthe data,one may be concernedf
someunauthorizedlientcandownloadalargenumberof
encryptedlocks,in thehopesof eitherlearningK ¢ later
or performingsomeofine attack. The proxy's explicit
checkof Auth ¢ preventsthis. Similarly, the veri able
Auth p preventsa maliciousparty that doesnot hold F;
from registeringitself underthe publicl g, andthenwast-
ing the client's bandwidthby sendingnvalid blocks(that
laterwill fail hashveri cation).

Thus,Sharkprovidesstrongdataintegrity guarantee
the clientandauthorizatiorguaranteeto the proxy, even
in thefaceof maliciousparticipants.

2.4 Exploiting le commonalities

We describethe chunking methodby which Shark can
leverage le commonalities. This method (used by
LBFS[22]) avoids a sensitvity to le-length changedy
setting chunk boundariesor breakpoints basedon le
contents,ratherthan on offset position. If breakpoints
were selectedonly by offset—for instance by breaking
a le into aligned16KB chunks—asingle byte addedto
thefront of a le would changeall breakpointsandthus
all chunktokens.

To divide a le into chunks,we examineevery over-
lapping 48-byteregion, and if the low-order 14 bits of
theregion's Rabin ngerprint [25] equalssomeglobally-
chosenvalue, the region constitutesa breakpoint. As-
sumingrandomdata,the expectedchunksizeis therefore
24 = 16KB. To preventpathologicakasegsuchaslong
stringsof 0), thealgorithmusesa minimumchunksizeof
2KB and maximumsize of 64KB. Therefore,modi ca-
tionswithin a chunkwill minimize changego the break-
points: eitheronly the chunkwill changepnechunkwill
splitinto two, or two chunkswill meigeinto one.

Content-base@hunkingenablesSharkto exploit le
commonalities: Even if proxieswere readingdifferent
versionsof the same le or different les altogether a
client candiscover and download commondatachunks,
aslongasthey sharehesamechunktoken(andnosener
speci ¢ randomness)As the ngerprint valueis global,
this chunkingcommonalityalso persistsacrossmultiple

le systems.



2.5 Distrib uted indexing

Sharkseekso enabledatasharingboth betweenles on
the same le systemthat containidentical datachunks
acrosdlifferent le systemsThisfunctionalityis notsup-
portedby the simple sener-basedapproachof indexing
clients,wherebythe le senerstoresandreturnsinforma-
tion onwhich clientsarecachingwhich chunks.Thus,we
usea global distributedindex for all Sharkclients,even
thoseaccessinglifferentShark le systems.

Sharkusesa structuredoutingoverlay[33, 26, 29, 37,
19 to build its distributedindex. Thesystenmapsopaque
keys onto nodesby hashingtheir value onto a semantic-
freeidenti er (ID) space;nodesare assigneddenti ers
in the samelD space. It allows scalablekey lookup (in
O(log(n)) overlayhopsfor n-nodesystems)reomanizes
itself upon network membershipchangesand provides
robustbehaior againstfailure.

While mary routingoverlaysoptimizeroutesalongthe
underlay mostaredesignedaspartof distributedhashta-
blesto storeimmutabledata. In contrast,Sharkstores
only small referencesabout which clients are caching
what data: It seeksto allow clientsto locate copiesof
data,not merelyto nd network efcient routesthrough
theoverlay In orderto achievze suchfunctionality, Shark
usesCoral[10] asits distributedindex.

Systemoverview. Coral exposestwo main protocols:
put andget. A Sharkclient executesthe get protocol
with itsindexing key | asinput; theprotocolreturnsalist
of proxy addressethatcorrespondso somesubsebf the
unexpiredaddresseput underl , takinglocality into con-
sideration. put takesasinput |, a proxy's addressand
someexpiry time.

Coralprovidesa distributedsloppyhashtable (DSHT)
abstractionwhich offers wealer consisteng than tradi-
tional DHTSs. It is designedor soft-statewheremultiple
valuesmay be storedunderthe samekey. This consis-
teng is well-suitedfor Shark: A client neednot discover
all proxiesfor a particular le, it only needsto nd sev-
eral, nearbyproxies.

Coral cacheskey/value pairs at nodeswhoselDs are
close(in termsof identi er spaceadistance)}o thekey be-
ing referencedTo lookupthe clientaddresseassociated
with a key |, a nodesimply traversesthe ID spacewith
RPCsand, as soonasit nds a remotepeerstoringl,
it returnsthe correspondindist of values. To inserta
key/valuepair, Coral performsa two-phaseoperation.In
the “forward” phase,Coral routesto nodessuccessiely
closerto | andstopswhenhappeningipona nodethatis
bothfull (meaningt hasreachedhe maximumnumberof
valuesfor the key) andloaded(which occurswhenthere
is heary write traf ¢ for aparticularkey). Duringthe“re-
verse”phasethe client nodeattemptgo insertthe value

____________

A Overlay Clusters

Figure4: Coral's three-level hierarchical overlay struc-
ture. Nodes(solid circles)initially queryothersin their
samehigh-level clusters(dashedrings), whosepointers
referenceotherproxiescachingthe datawithin the same
small-diametecluster If anode nds suchamappingtoa
replicaproxy in the highest-leel cluster theget nishes.

Otherwise|it continuesamongfarther lowerlevel nodes
(solid rings), and nally, if needbe, to any nodewithin

thesystem(thecloud).

attheclosesinodeseen.Seeg[10] for moredetails.

To improve locality, theserouting operationsare not
initially performedacrosghe entireglobaloverlay: Each
Coral nodebelongsto several distinct routing structures
calledclustes. Eachclusteris characterizedby a maxi-
mumdesirechetwork round-trip-time(RTT) calledthedi-
ameter The systemis parameterizetly a x edhierarchy
of diametersor levels Every nodebelongso onecluster
at eachlevel, asshawn in Figure4. Coral queriesnodes
in fastclustersbeforethosein slower clusters.This both
reduceshe lateng of lookupsandincreaseshe chances
of returningvaluesstoredby nearbynodes.

Handle concurrency via “atomic” put/get. Ideally,
Sharkclients shouldfetch each le chunkfrom a Shark
sener only once. However, a DHT-like interfacewhich
exposestwo methods,put and get, is not sufcient to
achievethis behaior. For example,if clientswereto wait
until completelyfetchinga le beforereferencingthem-
seles,other clients simultaneouslydownloadingthe le
will starttransferringle contentsrom the sener. Shark
mitigatesthis problemby using Coral to requestchunks
asopposedo whole les: A client delaysits announce-
mentfor only thetime neededo fetcha chunk.

Still, giventhatSharkis designedor ervironmentghat
may experienceabrupt ash crovds—suchaswhentest-
bedor grid researcherge off experimentson hundreds
of nodesalmostsimultaneouslyandreferencdarge exe-
cutablesor data les whendoingso—weinvestigatedhe
practiceof clients optimistically insertinga mappingto
themselesuponinitiating a requestA productionuseof
Coralin aweb-contentistribution network takesa simi-
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lar approachwhenfetchingwholewebobjects[10].

Even using this approach,we found that an origin
sener can see redundantdownloads of the same le
wheninitial requestdor a newly-popular le occursyn-
chronously We canimaginethis conditionoccurringin
Sharkwhen usersattemptto simultaneouslyinstall soft-
wareon all test-bechosts.

Suchredundantetchesoccurunderthe following race
condition: Considerthat a mappingfor le F (andthus
I £) is not yet insertedinto the system. Two nodesboth
executeget(l g ), thenperforma put. Onthenodeclosest
to I ¢, the operationsserializewith both gets beinghan-
dling (andthusreturningno values)beforeeitherput.

Simply invertingthe orderof operationds evenworse.
If multiple nodes st performa put, followedby a get,
they candiscover oneanotherandeffectively form cycles
waiting for oneanotherwith nobodyactuallyfetchingthe

le fromthesener.

To eliminatethis condition, we extendedstoreopera-
tions in Coral to provide return statusinformation (like
test-and-seih shared-memorgystems).Speci cally, we
introducea single put=get RPC which atomically per
formsbothoperationsThe RPCbhehaessimilarto a put
asdescribedabove, but alsoreturnsthe rst valuesdis-
coveredin eitherdirection. (Valuesin theforwardput di-
rectionhelp performanceyaluesin the reversedirection
preventthis racecondition.)

While of ultimately limited usein Sharkgiven small
chunksizesthis extensionalsoprovedbene cial for other
applicationsseekinga distributedindex abstractiorj10].

3 Implementation

Sharkconsistof threemain componentsthe sener-side
daemorsharksd , theclient-sidedaemorsharkcd and
the coral daemoncorald , asshown in Figure 5. All
threecomponentareimplementedn C++ andare built

usingthe SFStoolkit [20]. The le-system daemonsn-
teroperatevith the SFSframeawork, usingits automounter
authenticationdaemon,etc. corald acts as a node
within the Coralindexing overlay; a full descriptioncan
befoundin [10].

sharksd |, the senersidedaemonjs implementedas
a loop-backclient which communicatesvith the kernel
NFS sener. sharksd incorporatesan extensionof the
NFSv3 protocol—the GETTOK RPC—to support le-
and chunk-tolen retrieval. Whensharksd recevesa
GETTOK call, it issuesa seriesof READ calls to the
kernel NFS sener and computesthe tokensand chunk
breakpoints.It cacheghesetokensfor future reference.
sharksd requiredanadditional400linesof codeto the
SFSread-writesener.

sharkcd , the client-sidedaemon.forms the biggest
componentof Shark. In additionto handling user re-
quests,it transparentlyincorporateswhole- le caching
andthe client- andsener-sidefunctionality of the Shark
cooperatre cache.Thecodeis 12,000lines.

sharkcd comprisesan NFS loop-backsener which
trapsuserrequestandforwardsthemto eitherthe origin
le seneror a Sharkproxy. In particular a readfor a
le blockisinterceptedy theloop-backsenerandtrans-
latedinto a seriesof READ callsto fetch the entire le.
Thecache-managemesiibsystenof sharkcd storesall
les thatarebeingfetchedocally ondisk. Thiscachepro-
vides a thin wrapperaround le-system calls to enforce
disk usageaccounting.Currently we usethe LRU mech-
anismto evict les from the cache.The cachenamesare
alsochosercarefullyto t in thekernelnamecache.

The sener side of the Sharkcooperatie cacheimple-
mentsthe proxy, acceptingconnectiongrom otherclients.
If this proxy cannoimmediatelysatisfyarequestit regis-
tersa callbackfor therequestrespondingvhentheblock
hasbeenfetched. The client side of the Sharkcooper



ative cacheimplementsthe variousfetching mechanism
discussedn Section2.3. For every le to be fetched,
the client maintainsa vectorof objectsrepresentingon-

nectionsto differentproxies. Eachobjectis responsible
for fetching a sequencef chunksfrom the proxy (or a

rangeof blocks when chunkingis not being performed
andnodesqueryonly by le token).

An earlyversionof sharkcd alsosupportedheuseof
xfs, a device driver bundledwith the ARLA [35] imple-
mentationof AFS, insteadof NFS. However, given that
the PlanetLabervironment,on which we performedour
testing,doesnot supportxfs, we do not presenthosere-
sultsin this paper

During Sharks implementation,we discovered and
x edseveral bugsin boththe OpenBSDNFS sener and
thexfs implementation.

4 Evaluation

This sectionevaluatesSharkagainstNFSv3 and SFSto
qguantifythebene tsof its cooperatre-cachinglesignfor
read-heay workloads. To measurethe performanceof
Sharkagainstthese le systemswithout the gain from

respondingsener daemongor SFSand Shark. All mi-
crobenchmarlkand PlanetLabclients usedin the experi-
mentsran FedoraCore2 Linux. Thesenerusedfor Em-
ulab testswas a hostin the Emulabtest-bed;it did not
simultaneouslyrun a client. All Emulabhostsran Red
HatLinux 9.0.

The Sharkclient andsener daemonsnteractwith the
respectire kernelNFS modulesusingtheloopbad inter-
face. On the Red Hat 9 and FedoraCore 2 machines,
wherewe did our testing, the loopbackinterface hasa
maximumMTU of 16436bytesandary transferof blocks
of size>= 16 KB resultsin IP fragmentatiorwhich ap-
pearsto triggera bug in the kernelNFS code. Sincewe
couldnotincreaseheMTU sizeof theloopbackinterface,
we limited both Sharkand SFSto use8 KB blocks.NFS,
ontheotherhand,issuedUDP readrequestdor blocksof
32 KB over the ethernetinterfacewithout ary problems.
Thesesettingscouldhave affectedour measurements.

4.1 Alter nate cooperative protocols

This section considersseveral alternatve cooperatie-
cachingstratgjiesfor Sharkin orderto characterizehe

cooperatre caching, we rst presentmicrobenchmarks pene tsof variousdesigndecisions.

for varioustypesof le-system accesdests,bothin the
local-areaandacrosshe wide-area We alsoevaluatethe
efcacy of Sharks chunkingmechanisnin reducingre-
dundantransfers.

Second, we measure Sharks cooperatie caching
mechanisnby performingreadtestsbothwithin the con-
trolled EmulabLAN ernvironment[36] andin the wide-
areaon the PlanetLabv3.0 test-bed[24]. In all experi-
mentswe startwith cold le cache®nall clients,but rst
warmthesener's chunktokencache.Thesenerrequired
0.9 secondgo computechunksfor a 10 MB random le,
and3.6seconddgor a40 MB random le.

We choseto evaluate Shark on Emulab, in addition
to wide-areatestson PlanetLab,in orderto test Shark
in a more controlled, native ervironment: While Emu-
lab allows oneto completelyresere machinesjndivid-
ual PlanetLabhostsmay be executingtensor hundreds
of experimentgslices)simultaneouslyIn addition,most
PlanetLathostsimplementbandwidthcapsof 10 Mb/sec
acrossall slices. For example,on a local PlanetLabma-
chine operatingat NYU, a Shark client took approxi-
mately 65 secondgo reada 40 MB le from the local

First, we examinewhetherclientsshouldissuerequests
for chunkssequentially(seq, asopposedo choosinga
random (previously unread)chunkto fetch. Thereare
two additional stratgyies to considerwhen performing
sequentialrequests: Either the client immediatelypre-
announcedtself for a particularchunkuponrequestingt
(with an“atomic” put/get asin Section2.5), or theclient
waitsuntil it nishes fetchinga chunkbeforeannouncing
itself (via a put). We considersuchsequentiaktratgies
to examinethe effect of disk schedulingatengy: for sin-
gle clientsin the local area,oneintuits that the random
stratgy limits the throughputto thatimposedby the le
sener'sdisk seektime, while we expectthenetwork to be
thebottleneckin thewide area.Yet,whenmultiple clients
operateconcurrently one intuits that the randomstrat-
egy allows all clientsto fetch independenthunksfrom
thesenerandlatertradethesechunksamongthemseles.
Usinga purely sequentiaktratey, the clientsall advance
only asfastasthe few clientsthatinitially fetch chunks
fromthesener.

Secondwe disablethe negotiation procesdy which
clients may reuse connectionswith proxies and thus

(non-PlanetLabghark le sener, while anon-PlanetLab gownload multiple chunksonceconnected.In this case,

client on the samenetwork took 19.3 seconds.Further
more, deploymentsof Sharkon large LAN clusters(for
example, as part of grid computingernvironments)may
experiencesimilar resultsto thosewe report.
Thesenerin all the microbenchmarkandthe Planet-
Lab experimentds a 1.40 GHz Athlon at NYU, running
OpenBSD3.6 with 512 MB of memory It runsthe cor-

theclientmustquerythedistributedindex for eachchunk.

4.2 Micr obenchmarks

For thelocal-areamicrobenchmarksye usedalocal ma-
chineatNYU asa Sharkclient. Maximum TCP through-
put betweenthe local client and sener, as measuredy
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typesof le-systemaccessExecutiontimesin secondsippeamlbovethebars.

ttcp , was 11.14 MB/sec. For wide-areamicrobench-
marks,we useda clientmachindocatedat the University
of Texasat El Paso. The averageround-trip-time(RTT)
betweerthis hostandthe sener, asmeasuredy ping , is
67 ms. MaximumTCPthroughputwas1.07MB/sec.

Accesdlatency. We measurghetime necessaryo per
formfourtypesof le-systemaccesseql)toreadl0MB
and(2) 40 MB largerandom les onremotehosts,and(3)
to readlarge numbersof small les. Thesmall le test
attemptsto read1,0001 KB les evenly distributedover
tendirectories.

We performedsingle-clientmicrobenchmark$o mea-
surethe performanceof Shark. Figure 6 shows the per
formanceon the local- andwide-areanetworks for these
three experiments,We compareSFS, NFS, and three
Sharkcon gurations, viz Sharkwithout calls to its dis-
tributedindexing layer (nocoral), fetching chunksfrom
a le sequentially(seg), andfetchingchunksin random
order(rand). Sharkissuesup to eightoutstandingRPCs
(for seqandrand, fetchingfour chunkssimultaneously
with two outstandingRPCsperchunk). SFSsendsRPCs
asrequestedby the NFSclientin thekernel.

For all experimentswe reportthe normalizedmedian
value over threeruns. We interleaved the execution of
eachof the ve le systemsover eachrun. We seethat
Sharkis competitve acrossdifferent le systemaccess
patternsandis optimizedfor largereadoperations.

Chunking. In this microbenchmarkwe validate that
Sharks chunking mechanismreducesredundantdata
transferdy exploiting datacommonalities.

We rst readthetar le of the entiresourcetreefor
emacsv20.6 over a Shark le system,andthenreadthe
tar le of the entire sourcetree for emacsv20.7. We

60— 29322945
o i
3
[0} 40+ 1416
N
(7] -
2
T 20

0

20.620.7New

Figure 7: Bandwidthsavingsfrom chunking “New” re-
ects thenumberof megabyteshatneedto betransferred
whenreadingemacs20.7 given 20.6. Numberof chunks
comprisingeachtransferappearsabove thebars.

note that of the 2,083 les or directoriesthat comprise
thesetwo le archies,1,425have not changedetween
versiong(i.e., they havetheidenticalmd5sum),while 658
of thesehave changed.

Figure 7 shavs the amount of bandwidth savings
thatthe chunkingmechanisnprovideswhenreadingthe
newer emacsversion. When emacs-20.6.tar has
beencachedSharkonly transfers33.8MB (1416chunks)
whenreadingemacs-20.7.tar (of size56.3MB).

4.3 Local-areacooperative caching

Sharksmainclaimis thatit improvesa le sener'sscala-
bility, while retainingits bene ts. We now studythe end-
to-endperformancef readsn a cooperatie ervironment
with mary clientsattemptingto simultaneouslyeadthe
samele(s).

In this section, we evaluate Shark on Emulab [36].
Theseexperimentsallowed us to evaluatevariouscoop-
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eratve stratgjiesin abettercontrolledenvironment.In all
thecon gurationsof Shark clientsattemptto downloada
le from four otherproxiessimultaneously

Figure 8 shavs the cumulative distribution functions
(CDFs)of thetime neededo reada 10 MB and40 MB
(random) le acrossl00physicalEmulabhosts,compar
ing variouscooperatie readstratgies of Shark,against
vanilla SFS and NFS. In eachexperiment, all hosts
mountedthe sener and beganfetchingthe le simulta-
neously We seethat Sharkachievesa mediancompletion
time < % thatof NFSand< % thatof SFS.Furthermore,
its 95th percentileis almostan orderof magnitudebetter
thanSFS.

Sharks fast, almostvertical rise (for nearlyall strate-
gies) demonstratests cooperatie cut-throughrouting:
Sharkclientseffectively organizethemselesinto adistri-
bution mesh. Consideringa single datasegment,a client
is part of a chainof nodesperformingcut-throughrout-
ing, rootedat the origin sener. Becauseclientsmay act
asroot nodesfor someblocksandact asleavesfor oth-
ers,most nish atalmostsynchronizedimes. Thelack of
ary degradationof performancen the upperpercentiles
demonstrateshe lack of ary heterogeneityin termsof
both network bandwidthand underlyingdisk/CPUload,
amongthe Emulabhosts.

Interestingly we see that most NFS clients nish
at loosely synchronizedtimes, while the CDF of SFS
clients'timeshasamuchmoregraduaklope eventhough

! Emula{) hosts
Shark, 40MB
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Bandwidth transmitted (MB)
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Figure 9: Proxy bandwidthusage. MBs sened by each
Emulabproxy whenreadingdO MB and10MB les.

bothsystemsendall readrequestso the le sener. Sub-
sequentanalysisof NFS over TCP (insteadof NFS over
UDP as shavn) shoved a similar slope as SFS,as did
Sharkwithout its cooperatie cache.Onepossibleexpla-
nationis thatthe heary load on (andhencecongestiorat)
the le senerimposedby thesenon-cooperatie le sys-
temsdrivessomeTCP connectionsnto back-of, greatly
reducingfairness.

We nd thatarandom requesistrateyy, coupledwith
inter-proxy negotiation , distinctly outperformsall other
evaluatedstratgies. A sequentiabtratgy effectively sav
theclientsfurthestalongin readinga le fetchtheleading
(four) chunksfromtheorigin le sener;otherclientsused
theseleadingclients as proxies. Thus, modulo possible
inter-proxytimeoutsandsynchronousequestsn thenon-
pre-announcexample theorigin senersav atmostfour
simultaneoushunkrequests.Using a random strateyy,
more chunksare fetchedfrom the sener simultaneously
andthuspropagatenorequickly throughthe clients' dis-
seminatiormesh.

Figure9 shavsthetotalamountof bandwidthsenedby
eachproxy aspart of Sharks cooperatie caching,when
usingarandomfetchstratey with inter-proxy negotiation
for the 40 MB and10 MB experiments.We seethatthe
proxy servingthe most bandwidthcontributed four and
se/en times more upstreanmbandwidththan downstream
bandwidth,respectiely. During theseexperiments,the
Shark le sener sened a total of 92.55MB and 15.48
MB, respectiely. Thus,we concludethatSharkis ableto
signi cantly reducea le sener's bandwidthutilization,
evenwhendistributing les to large numbersof clients.
Furthermore,Shark ensuresthat any one cooperatie-
cachingeclientdoesnotassumexcessve bandwidthcosts.

4.4 Wide-areacooperative caching

Sharksmainclaimis thatit improvesa le sener'sscala-
bility, which still maintainingsecurity accountabilityetc.
In our cooperatie cachingexperimentwe studytheend-
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to-endperformancef attemptingo performreadswithin
alarge,wide-areaistributedtest-bed.

On approximately 185 PlanetLab hosts, well-
distributed from North America, Europe, and Asia,
we attemptedto simultaneouslyreada 40 MB random
le. All hostsmountedthe senerandbeganfetchingthe
le simultaneously

Figure10 shavs a CDF of thetime neededo readthe
le onall hosts,comparingSharkwith SFS.

% donein (sec) | 50% | 75% | 90% | 95% | 98%
Shark 334 350 375 394 481
SFS || 1848 | 2129 | 2241 | 2364 | 2396

We seethat, betweerthe 50th and98th percentilesShark
is ve to six times fasterthan SFS. The graphs sharp
rise and distinct knee demonstrate$Shark’s cooperatie
caching:96% of the nodeseffectively nish atnearlythe
sametime. Clientsin SFS,onthe otherhand,completeat
amuchslowerrate.

Wide-areaexperimentswith NFS repeatedlycrashed
our le sener (i.e., it causeda kernel panic). We were
thereforeunableto evaluateNFSin thewide area.

Figure11 shaws the total amountof bandwidthsened
by eachproxy during this experiment. We seethat the
proxy servingthe most bandwidth contrituted roughly
threetimesmoreupstreanthandownstreambandwidth.

Figure12 shavsthe numberof bytesreadfrom our le
sener duringthe executionof thesetwo experiments\We
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Figurel2: Serverbandwidthusage. Megabytegeadfrom
senerasa40MB le is fetchedby 185hosts.

seethat Sharkreducesthe sener's bandwidthusageby
an order of magnitude. In fact, we believe that Sharks
client cacheimplementationcan be improved to reduce
bandwidthusagequite further: We are currentlyexamin-
ing the trade-ofs betweencontinually retrying the coop-
eratve cacheandincreasedlientlateng.

5 RelatedWork

There are numerousnetwork le systemsdesignedfor
local-areaaccess.NFS [31] providesa sener-basedle
system,while AFS [14] improves its performancevia
client-side caching. Some network le systemspro-
vide securityto operateon untrustednetworks, includ-
ing AFS with Kerberoq32], Echo[18], Truf es [27], and
SFS[21]. Evenwide-areale systemsuchasAFSdonot
performany bandwidthoptimizationsnecessarfor types
of workloadsand applicationsSharktargets. Addition-
ally, althoughnotanintrinsic limitation of AFS,thereare
somenetwork ervironmentghatdo notwork aswell with
its UDP-basedransportcomparedo a TCP-basedne.
This sectiondescribesomecomplementargndalternate
designdor building scalablele systems.

Scalable®le sewers. JetFile[12] is a wide-areanet-
work le systemdesignedto scaleto large numbersof
clients, by usingthe ScalableReliable Multicast (SRM)
protocol,which is logically layeredon IP multicast. Jet-
File allocatesa multicastaddresdor each le. Readre-
guestsaremulticastto this addressary client which has
the datarespondgo suchrequests.In JetFile,ary client
canbecomeghemanagefor a le by writing to it—which
implies the necessityfor con ict-resolution mechanisms
to periodicallysynchronizeo a storagesener—whereas
all writesin Sharkare synchronizedat a centralsener.
However, this practiceimpliesthat JetFileis intendedfor
read-writeworkloads,while Sharkis designedfor read-
heary workloads.



High-availability ®le systems. Several local-areasys-
temsproposdlistributing functionality over multiple col-

locatedhoststo achieve greaterfault-toleranceandavail-

ability. Zebra[13] usesa single meta-datasener to se-
rialize meta-dataperationge.g. i-nodeoperations)and
maintainsa perclient log of le contentsstripedacross
multiple network nodes.Harp[17] replicatesle seners
to ensurehigh availability; onesuchsener actsasa pri-

mary replicain orderto serializeupdates. Thesetech-
niguesare largely orthogonalto, yet possibly could be
combinedwith, Sharks cooperatie cachingdesign.

Sewerless®le systems. Senerlessle systemsarede-
signedto offer greatedocal-areascalabilityby replicating
functionality acrossmultiple hosts. xFS [3] distributes
dataand meta-dataacrossall participatinghosts,where
every piece of meta-datas assignecda hostat which to
serializeupdatedor that meta-data.Frangipani[34] de-
centralizesle-storageamonga setvirtualizeddisks,and
it maintainstraditional le systemstructureswith small
meta-datdogsto improve recoverability. A Sharksener
cansimilarly useary type of log-basedor journaled le
systemto enablerecoverability, while it is explicitly de-
signedfor wide-areascalability

Farsite[1] seekgo build anenterprise-scaldistributed
le system.A singleprimaryreplicamanagesle writes,
and the systemprotectsdirectory meta-datathrough a
Byzantine-fult-tolerant protocol [7]. When enabling
cross- le-systensharing,Sharks encryptiontechniquds
similar to Farsites corvergentencryption,in which les
with identicalcontentresultin identicalciphertexts.

Peerto-peer®le systems. A numberof peerto-peerle
systems—including?AST [30], CFS[8], Ivy [23], and
OceanStor¢l6]—have beenproposedor wide-areaop-
erationand similarly usesometype of distributed-hash-
table infrastructure([29, 33, 37], respectiely). All of
thesesystemsdiffer from Sharkin that they provide a
senerlessdesign: While sucha decentralizedlesignre-
movesary centralpointof failure,it addscomplexity, per
formanceoverheadandmanagementif culties.

PAST and CFS are both designedfor read-onlydata,
wheredata(whole les in PAST and le blocksin CFS)
arestoredin the peerto-peeDHT [29, 33] atnodesclos-
estto the key that namesthe respectie block/ le. Data
replication helpsimprove performanceand ensureshat
a singlenodeis not overloaded.In contract,Sharkuses
Coral to index clients cachinga replica, so datais only
cachedwhereit is neededby applicationsand on nodes
who have properaccespermissiongo the data.

Ivy builds on CFSto yield a read-write le system
throughlogsandversionvectors.The headof a perclient
log is storedin the DHT at its closestnode. To enable
multiple writers, lvy usesversionvectorsto orderrecords

from differentlogs. It doesnot guarante@ead/writecon-
sisteng. Also managingead/writestoragevia versioned
logs,OceanStordividesthesysteminto alargesetof un-
trustedclientsanda coregroupof trustedseners,where
updatesare appliedatomically Its Pond prototype[28]
usesa combinationof Byzantine-ault-tolerantprotocaols,
proactivethresholdsignatureserasure-encodezhdblock
replication,andmulticastdissemination.

Large ®le distribution. BitTorrent [5] is a widely-
deployed le-distrib ution system.It usesa centralsener
to trackwhich clientsarecachingwhich blocks;usingin-
formation from this meta-datasener, clients download
le blocksfrom otherclientsin parallel. Clientsaccess
BitTorrentthrougha webinterfaceor specialsoftware.
Comparedo BitTorrent, Sharkprovidesa le-system
interface supportingread/write operationswith e xible
accesgontrol policies,while BitTorrentlacksauthoriza-
tion mechanismandsupportsead-onlydata.While Bit-
Torrent centralizesclient meta-datanformation, Shark-
storessuchinformationin a global distributedindex, en-
ablingcross- le-systensharing(for world-readableles)
andtakingadwantageof network locality.

6 Conclusion

We arguefor the utility of a network le systemthatcan
scaleto hundredsof clients, while simultaneouslypro-

viding a drop-in replacementor local-areale systems.
We presentShark,a le systemthatexportsexistinglocal

le systemsgensurescompatibility with existing admin-
istrative proceduresand provides performancecompeti-
tive with othersecurenetwork le systemson local-area
networks. For improved wide-areaperformance Shark
clients constructa locality-optimizedcooperatie cache
by forming self-omganizingclustersof well-connecteana-

chines. They efciently locatenearbycopiesof dataus-

ing a distributed index and stripe downloadsfrom mul-

tiple proxies. This simultaneouslyreducesthe load on

le senersanddeliverssigni cant performancemprove-

mentsfor the clients. In doing so, Sharkappeargpromis-
ing for achieving the goal of a scalablegf cient, secure,
andeasily-administeredistributed le system.
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