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Abstract

Network �le systemsoffer a powerful, transparentinter-
facefor accessingremotedata. Unfortunately, in current
network �le systemslike NFS, clients fetch datafrom a
central�le server, inherentlylimiting thesystem's ability
to scaleto many clients.While recentdistributed(peer-to-
peer)systemshave managedto eliminatethis scalability
bottleneck,they areoften exceedinglycomplex andpro-
videnon-standardmodelsfor administrationandaccount-
ability. We presentShark,a novel systemthat retainsthe
bestof bothworlds—thescalabilityof distributedsystems
with thesimplicity of centralservers.

Shark is a distributed �le systemdesignedfor large-
scale,wide-areadeployment,while alsoprovidingadrop-
in replacementfor local-area�le systems. Sharkintro-
ducesa novel cooperative-cachingmechanism,in which
mutually-distrustfulclients can exploit eachothers' �le
cachesto reduceloadonanorigin �le server. Usingadis-
tributed index, Sharkclients �nd nearbycopiesof data,
even when�les originatefrom differentservers. Perfor-
manceresultsshow that Sharkcangreatlyreduceserver
loadandimproveclient latency for read-heavy workloads
both in the wide and local areas,while still remaining
competitive for single clients in the local area. Thus,
Sharkenablesmodestly-provisioned�le serversto scale
to hundredsof read-mostlyclientswhile retainingtradi-
tionalusability, consistency, security, andaccountability.

1 Intr oduction

Usersof distributedcomputingenvironmentsoftenlaunch
similar processeson hundredsof machinesnearlysimul-
taneously. Running jobs in such an environment can
besigni�cantly morecomplicated,bothbecauseof data-
stagingconcernsand the increaseddif�culty of debug-
ging. Batch-orientedtools,suchasCondor[9], canpro-
videI/O transparency to helpdistributeCPU-intensiveap-
plications. However, thesetools are ill-suited to tasks
likedistributedwebhostingandnetwork measurement,in
which softwareneedslow-level controlof network func-
tionsandresourceallocation.An alternative is frequently
seenon network test-bedssuchasRON [2] andPlanet-
Lab [24]: usersreplicatetheir programs,alongwith some

minimalexecutionenvironment,oneverymachinebefore
launchingadistributedapplication.

Replicatingexecutionenvironmentshasa numberof
drawbacks. First, it wastesresources,particularlyband-
width. Popular�le synchronizationtoolsdo not optimize
for network locality, and they can pushmany copiesof
the same�le acrossslow network links. Moreover, in a
sharedenvironment,multiple userswill inevitably copy
theexactsame�les, suchaspopularOSadd-onpackages
with languageinterpretersor sharedlibraries. Second,
replicatingrun-time environmentsrequireshard state,a
scarceresourcein a sharedtest-bed.Programsneedsuf-
�cient disk space,yet idle environmentscontinueto con-
sumedisk space,in part becausethe ownersare loathe
to consumethe bandwidthandeffort requiredfor redis-
tribution. Third, replicatedrun-timeenvironmentsdiffer
signi�cantly from an application's developmentenviron-
ment,in part to conserve bandwidthanddisk space.For
instance,usersusually distribute only strippedbinaries,
notsourceor developmenttools,makingit dif�cult to de-
bugrunningprocessesin a distributedsystem.

Shark is a network �le systemspeci�cally designed
to supportwidely distributed applications. Ratherthan
manuallyreplicateprogram�les, userscan placea dis-
tributed applicationand its entire run-time environment
in an exported�le system,and simply executethe pro-
gram directly from the �le systemon all nodes. In a
chrootedenvironmentsuchasPlanetLab,userscaneven
make /usr/local a symboliclink to a Shark�le sys-
tem, therebytrivially makingall local softwareavailable
onall test-bedmachines.

Of course,the big challengefacedby Sharkis scala-
bility. With a normal network �le system,if hundreds
of clientssuddenlyexecutea large,40MB C++ program
from a �le server, theserverquickly saturatesits network
uplink and delivers unacceptableperformance. Shark,
however, scalesto large numbersof clients through a
locality-awarecooperative cache. Whenreadingan un-
cached�le, a Sharkclient avoids transferringthe �le or
even chunksof the �le from the server, if the samedata
canbefetchedfrom another, preferablynearby, client. For
world-readable�les, clients will even download nearby
cachedcopiesof identical �les—or even �le chunks—



originatingfrom differentservers.
Shark leveragesa locality-aware, peer-to-peerdistri-

buted index [10] to coordinateclient caching. Shark
clients form self-organizing clustersof well-connected
machines.Whenmultipleclientsattemptto readidentical
data,theseclientslocatenearbyreplicasandstripedown-
loadsfrom eachother in parallel. Thus,even modestly-
provisioned�le servers can scaleto hundreds,possibly
thousands,of clientsmakingmostlyreadaccesses.

Therehave beenserverless,peer-to-peer�le systems
capableof scaling to large numbersof clients, notably
Ivy [23]. Unfortunately, thesesystemshave highly non-
standardmodelsfor administration,accountability, and
consistency. For example, Ivy spreadshard stateover
multiplemachines,chosenbasedon�le systemdatastruc-
ture hashes. This leaves no single entity ultimately re-
sponsiblefor the persistenceof a given �le. Moreover,
peer-to-peer�le systemsare typically noticeablyslower
thanconventionalnetwork �le systems.Thus,in bothac-
countabilityandperformancethey donotprovideasubsti-
tutefor conventional�le systems.Shark,by contrast,ex-
portsatraditional�le-systeminterface,is compatiblewith
existingbackupandrestoreprocedures,providescompet-
itiveperformanceonthelocalareanetwork,andyeteasily
scalesto many clientsin thewide area.

For workloads with no read sharingbetweenusers,
Sharkoffers performancethat is competitive with tradi-
tional network �le systems. However, for sharedread-
heavy workloadsin thewide area,Sharkgreatlyreduces
serverloadandimprovesclientlatency. Comparedto both
NFSv3 [6] and SFS[21], a securenetwork �le system,
Sharkcanreduceserverbandwidthusageby nearlyanor-
der of magnitudeandcanprovide a 4x-6x improvement
in client latency for readinglarge�les, asshown by both
local-areaexperimentson the Emulab[36] test-bedand
wide-areaexperimentson thePlanetLab[24] test-bed.

By providing scalability, ef�ciency, andsecurity, Shark
enablesnetwork �le systemsto be employed in environ-
mentswherethey werepreviously impractical.Yet Shark
retains their attractive API, semantics,and portability:
Sharkinteractswith the local hostusingan existing net-
work �le systemprotocol(NFSv3)andrunsin userspace.

The remainderof this paperin organizedas follows.
Section2 detailsthedesignof Shark:its �le-systemcom-
ponents,cachingandsecurityprotocols,anddistributed
index operations.Section3 describesits implementation,
andSection4 evaluatesShark's performance.Section5
discussesrelatedwork, andSection6 concludes.

2 Shark Design

Shark's designincorporatesa numberof key ideasaimed
at reducingthe load on the server andimproving client-
perceived latencies. Shark enablesclients to securely
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Figure1: SharkSystemOverview. A client machinesi-
multaneouslyactsasa client (to handlelocal application
�le systemaccesses),asa proxy (to serve cacheddatato
other clients), and as a node(within the distributed in-
dex overlay). In a realdeployment,theremaybemultiple
�le serversthateachhostseparate�le systems,andeach
client may accessmultiple �le systems. For simplicity,
however, we show asingle�le server.

mount remote�le systemsand ef�ciently accessthem.
Whenaclient is the�rst to readaparticular�le, it fetches
thedatafrom the�le server. Uponretrieving the�le, the
client cachesit andregistersitself asa replica proxy (or
proxy for short)for the “chunks” of the �le in the distri-
butedindex. Subsequently, whenanotherclient attempts
to accessthe �le, it discoversproxiesfor the �le chunks
by queryingthedistributedindex. The client thenestab-
lishesasecurechannelto multiplesuchproxiesanddown-
loadsthe�le chunksin parallel. (Notethat theclient and
the proxy aremutually distrustful.) Upon fetchingthese
chunks,theclient registersitself alsoasa proxy for these
chunks.

Figure 1 provides an overview of the Shark system.
When a client attemptsto reada �le, it queriesthe �le
server for the �le' s attributes and someopaquetokens
(Step1 asshown). Onetoken identi�es the contentsof
the whole �le, while othertokenseachidentify a partic-
ular chunkof the �le. A Sharkserver dividesa �le into
chunksby running a Rabin �ngerprint algorithmon the
�le [22]. This techniquesplitsa �le alongspeciallycho-
senboundariesin sucha way that preserves datacom-



monalitiesacross�les, for example,between�le versions
or whenconcatenating�les, suchasbuilding programli-
brariesfrom object�les.

Next, a client attemptsto discover replicaproxiesfor
the particular�le via Shark's distributed index (Step2).
Shark clients organizethemselves into a key/value in-
dexing infrastructure,built atopa peer-to-peerstructured
routingoverlay[10]. For now, we canvisualizethis layer
asexposingtwo operations,put andget: A client exe-
cutesput to declarethatit hassomething;get returnsthe
list of clientswhohavesomething.A Sharkclientusesits
tokensto deriveindexingkeysthatserveasinputsto these
operations.It usesthis distributedindex to registeritself
andto �nd othernearbyproxiescachinga �le chunk.

Finally, a client connectsto several of theseproxies,
andit requestsvariouschunksof datafrom eachproxy in
parallel(Step3). Note, however, that clientsthemselves
are mutually distrustful, so Sharkmust provide various
mechanismsto guaranteesecuredatasharing: (1) Data
shouldbeencryptedto preservecon�dentiality andshould
bedecryptedonly by thosewith appropriatereadpermis-
sions. (2) A maliciousproxy shouldnot beableto break
dataintegrity by modifying contentwithout a client de-
tecting the change. (3) A client shouldnot be able to
downloadlarge amountsof even encrypteddatawithout
properreadauthorization.

Shark usesthe opaquetokens generatedby the �le
server in several ways to handle thesesecurity issues.
(1) The tokensserve as a sharedsecret(betweenclient
andproxy)with which to derivesymmetriccryptographic
keys for transmittingdatafrom proxy to client. (2) The
client canverify the integrity of retrieveddata,asthe to-
ken actsto bind the �le contentsto a speci�c veri�able
value. (3) A client can“prove” knowledgeof the token
to aproxyandthusestablishreadpermissionsfor the�le.
Notethattheindexingkeysusedasinputto thedistributed
index areonly derivedfrom thetoken;they do not in fact
exposethe token's valueor otherwisedestroy its useful-
nessasasharedsecret.

Sharkallowsclientsto sharecommondatasegmentson
a sub-�le granularity. As a �le server providesthetokens
namingindividual�le chunks,clientscansharedataatthe
granularityof chunksasopposedto whole�les.

In fact,Sharkprovidescross-�le-systemsharingwhen
tokensarederivedsolelyfrom �le contents.Considerthe
casewhenusersattemptto mount/usr/local (for the
sameoperatingsystem)usingdifferent�le servers.Most
of the�les in thesedirectoriesareidenticalandevenwhen
the �le versionsare different, many of the chunksare
identical. Thus,evenwhendistinctsubsetsof clientsac-
cessdifferent�le serversto retrieve tokens,onecanstill
actasa proxy for theotherto transmitthedata.

In this section,we �rst describethe Shark�le server

(Section2.1), thendiscussthe �le consistency provided
by Shark(2.2). Section2.3describesShark's cooperative
caching, its cryptographicoperations,and client-proxy
protocols.Finally, wepresentShark'schunkingalgorithm
(2.4)andits distributedindex (2.5) in moredepth.

2.1 Shark �le servers

Sharknames�le systemsusingself-certifyingpathnames,
as in SFS[21]. Thesepathnamesexplicitly specify all
informationnecessaryto securelycommunicatewith re-
moteservers.EveryShark�le systemis accessibleunder
apathnameof theform:

=shark =@server; pubkey

A Sharkserverexportslocal �le systemsto remoteclients
by actingasanNFSloop-backclient. A Sharkclientpro-
videsaccessto a remote�le systemby automountingre-
questeddirectories[21]. This allows a client-sideShark
NFSloop-backserver to provideunmodi�ed applications
with seamlessaccessto remoteShark�le systems.Un-
likeNFS,however, all communicationwith the�le server
is sentover a securechannel,astheself-certifyingpath-
nameincludessuf�cient informationto establisha secure
channel.

Systemadministratorsmanagea Sharkserver identi-
cally to anNFSserver. They canperformbackups,man-
ageaccesscontrolswith little difference.They cancon�g-
urethemachineto taste,enforcevariouspolicies,perform
securityauditsetc. with existing tools. Thus,Sharkpro-
videssystemadministratorswith a familiar environment
andthuscanbedeployedpainlessly.

2.2 File consistency

Sharkusestwo network �le systemtechniquesto improve
readperformanceand decreaseserver load: leases[11]
andAFS-stylewhole-�le caching[14]. Whena userat-
temptsto readany portionof a �le, theclient �rst checks
its disk cache. If the �le is not alreadycachedor the
cachedcopy is not up to date, the client fetchesa new
versionfrom Shark(eitherfrom thecooperativecacheor
directly from the�le server).

Whenevera client makesa readRPCto the�le server,
it getsa readleaseon thatparticular�le. This leasecor-
respondsto a commitmentfrom the server to notify the
client of any modi�cations to the �le within the lease's
duration.Sharkusesa default leasedurationof � ve min-
utes. Thus, if a userattemptsto readsfrom a �le—and
if the�le is cached,its leaseis not expired,andno server
noti�cation (or callback) hasbeenreceived—thereadsuc-
ceedsimmediatelyusingthecachedcopy.

If theleasehasalreadyexpiredwhentheuserattempts
to readthe�le, theclient contactsthe�le server for fresh



GETTOK (fh, offset, count)

file attributes

(chunktok1, offset1, size1)
(chunktok2, offset2, size2)
eof = true

Send GETTOK

Split data into chunks
From offset to (offset+count),

Else, start cooperative fetch
If cached and not modified, done

Compute token over entire file

Compute tokensfile token

+ attributes changed

Client Server
          File not cached or lease invalidated

Figure2: SharkGETTOK RPC

�le attributes. The attributes,which include�le permis-
sions,mode,size,etc.,alsoprovidethe�le' smodi�cation
andinodechangetimes.If thesetimesarethesameasthe
cachedcopy, no further action is necessary:the cached
copy is freshandthe client renews its lease.Otherwise,
theclientneedsto fetcha new versionfrom Shark.

While thesetechniquesreduceunnecessarydatatrans-
ferswhen�les have not beenmodi�ed, eachclient needs
to refetchthe entire �le after any modi�cation from the
server. Thus, large numbersof clients for a particular
�le systemmay overloadthe server andoffer poor per-
formance. Two techniquesalleviate the problem: Shark
fetchesonly modi�ed chunksof a �le, while its cooper-
ative cachingallows clientsto fetchdatafrom eachother
insteadof from theserver.

While Sharkattemptsto handlereadswithin its cooper-
ative cache,all writesaresentto theorigin server. When
any typeof modi�cation occurs,theservermustinvalidate
all unexpired leases,update�le attributes,recomputeits
�le token,andupdateits chunktokensandboundaries.

We notethata readercangeta mix of old andnew �le
dataif a �le is modi�ed while the readeris fetching�le
attributesandtokensfrom theserver. (This conditioncan
occurwhenfetching�le tokensrequiresmultiple RPCs,
asdescribednext.) However, this behavior is no different
from NFS,but it couldbechangesusingAFS-stylewhole-
�le overwrites[14].

2.3 Cooperativecaching

File readsin Sharkmakeuseof oneRPCprocedurenot in
theNFSprotocol,GETTOK, asshown in Figure2.

GETTOK suppliesa �le handle,offset, andcount as
arguments,just asin a READ RPC. However, insteadof
returningtheactual�le data,it returnsthe�le' sattributes,
the �le token, anda vectorof chunkdescriptions. Each
chunkdescriptionidenti�es aspeci�c extentof the�le by
offsetandsize,andincludesachunktokenfor thatextent.
Theserverwill only returnupto 1,024chunkdescriptions

in oneGETTOK call; theclient mustissuemultiple calls
for larger�les.

The�le attributesreturnedby GETTOK includesuf�-
cient information to determineif a local cachedcopy is
up-to-date(asdiscussed).Thetokensallow a client (1) to
discover currentproxiesfor the data,(2) to demonstrate
readpermissionfor thedatato proxies,and(3) to verify
the integrity of dataretrieved from proxies. First, let us
specifyhow Shark'svarioustokensandkeysarederived.

Content-based naming. Shark names content with
cryptographichashoperations,asgivenin Table1.

A �le token is a 160-bit valuegeneratedby a crypto-
graphichashof the �le' s contentsF andsomeoptional
per-�le randomnessr that a server may useasa key for
each�le (discussedlater):

TF = tok(F ) = HMACr (F )

Throughoutour design, HMAC is a keyed hash func-
tion [4], which we instantiatewith SHA-1. We assume
that SHA-1 acts as a collision-resistanthash function,
which implies that an adversarycannot�nd an alternate
inputpair thatyieldsthesameTF .1

ThechunktokenTF i in achunkdescriptionis alsocom-
puted in the samemanner, but only usesthe particular
chunkof data(and optional randomness)asan input to
SHA-1, insteadof theentire�le F . As �le andchunkto-
kensplaysimilar rolesin thesystem,we useT to referto
eithertypeof tokenindiscriminately.

The indexing key I usedin Shark's distributed index
is simply computedby HMACT (I). We key the HMAC
functionwith T andincludeaspecialcharacterI to signify
indexing. More speci�cally, I F refersto theindexing key
for �le F , andI F i for chunkFi .

The useof suchserver-selectedrandomnessr ensures
that an adversarycannotguess�le contents,given only

1While our currentimplementationusesSHA-1, we couldsimilarly
instantiateHMA C with SHA-256for greatersecurity.



Symbol Description Generatedby : : : Only known by : : :
F File Server andapprovedreaders
F i i th ®le chunk Chunkingalgorithm Partieswith accessto F
r Server-speci®crandomness r = PRNG() or r = 0 Partieswith accessto F
T File/chunktoken tok(F ) = HMACr (F ) Partieswith accessto F /F i

I; E; AC ; AP Specialconstants System-wideparameters Public
I Indexing key HMACT (I) Public

r C ; r P Sessionnonces r C ; r P = PRNG() PartiesexchangingF /F i

Auth C Clientauthenticationtoken HMACT (AC ; C; P; r C ; r P ) PartiesexchangingF /F i

Auth P Proxyauthenticationtoken HMACT (AP ; P; P; r P ; r C ) PartiesexchangingF /F i

K E Encryptionkey HMACT (E; C; P; r C ; r P ) PartiesexchangingF /F i

Table1: Notationusedfor Sharkvalues

I . Otherwise,if the�le is smallor stylized,anadversary
may be able to perform an of�ine brute-forceattackby
enumeratingall possibilities.

On the �ip-side, omitting this randomnessenables
cross-�le-systemsharing,asits content-basednamingcan
be madeindependentof the �le server. That is, when
r is omitted and replacedby a string of 0s, the distri-
butedindexing key is dependentonly on the contentsof
F : I F = HMACHMAC0 (F ) (I). Cross-�le-systemshar-
ing canimproveclient performanceandserverscalability
whennearbyclientsusedifferentservers. Thus,thesys-
temallowsoneto trade-off additionalsecurityguarantees
with potentialperformanceimprovements.By default,we
omit this randomnessfor world-readable�les, although
con�gurationoptionscanoverridethisbehavior.

Thecooperative-cachingreadprotocol. Wenow spec-
ify in detail the cooperative-cachingprotocol used by
Shark. The main goalsof the protocolareto reducethe
loadon theserver andto improve client-perceivedlaten-
cies. To this end,a client tries to downloadchunksof a
�le from multiple proxiesin parallel. At a high level, a
client �rst fetchesthetokensfor thechunksthatcomprise
a �le. It thencontactsnearbyproxiesholdingeachchunk
(if suchproxiesexists)anddownloadsthemaccordingly.
If nootherproxy is cachingaparticularchunkof interest,
theclient fallsbackon theserver for thatchunk.

The client sendsa GETTOK RPC to the server and
fetchesthe whole-�le token, the chunk tokens,and the
�le' s attributes. It then checksits cacheto determine
whetherit hasa fresh local copy of the �le. If not, the
client runsthefollowing cooperativereadprotocol.

Theclientalwaysattemptsto fetchk chunksin parallel.
We canvisualizethe client asspawning k threads,with
eachthreadresponsiblefor fetchingits assignedchunk.2

Eachthreadis assigneda randomchunkF i from the list
of neededchunks.Thethreadattemptsto discovernearby

2Our implementationis structuredusing asynchronousevents and
callbackswithin a singleprocess,we usethe term ªthreadºhereonly
for clarity of explanation.

proxiescachingthatchunkby queryingthedistributedin-
dex usingthe primitive get(I F i = HMACTF i

(I)) . If this
getrequestfails to �nd aproxyor doesnot �nd onewithin
a speci�ed time, the client fetchesthe chunk from the
server. After downloadingtheentirechunk,theclient an-
nouncesitself in thedistributedindex asaproxy for F i .

If theget requestreturnsseveralproxiesfor chunkF i ,
the client choosesone with minimal latency and estab-
lishesa securechannelwith theproxy, asdescribedlater.
If the securityprotocolfails (perhapsdueto a malicious
proxy),theconnectionto theproxy fails,or anewly spec-
i�ed time is exceeded,the threadchoosesanotherproxy
from which to downloadchunkFi . Upon downloading
Fi , the client veri�es its integrity by checkingwhether
TF i

?= tok(Fi ). If the client fails to successfullydown-
loadFi from any proxy aftera �x ednumberof attempts,
it fallsbackontotheorigin �le server.

Reusing proxy connections. While a client is down-
loadingachunkfrom aproxy, it attemptsto reusethecon-
nectionto theproxyby negotiatingfor otherchunks.The
client picks � randomchunksstill needed.It computes
thecorresponding� indexing keys andsendstheseto the
proxy. The proxy respondswith thosea chunks,among
the� requested,thatit alreadyhas.If a = 0, theproxyre-
spondsinsteadwith � keys correspondingto chunksthat
it doeshave. The client, upondownloadingthe current
chunk,selectsa new chunkfrom amongthosenegotiated
(i.e., neededby theclient andknown to theproxy). The
client thenprovesreadpermissionson thenew chunkand
beginsfetchingthenew chunk. If no suchchunkscanbe
negotiated,theclient terminatestheconnection.

Client-pr oxy interactions. Wenow describethesecure
communicationmechanismsbetweenclientsandproxies
thatensurecon�dentiality andauthorization.We already
describedhow clientsachieve dataintegrity by verifying
thecontentsof �les/chunksby their tokens.

To prevent adversariesfrom passively readingor ac-
tively modifying contentwhile in transmission,theclient
andproxy �rst deriveasymmetricencryptionkey K E be-
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foretransmittingachunk.As thetokenTF i alreadyserves
asasharedsecretfor chunkFi , thepartiescansimplyuse
it to generatethis key.

Figure3 showstheprotocolby whichSharkclientses-
tablisha securesession.First, thepartiesexchangefresh,
random20-bytenoncesr C andrP uponinitiating a con-
nection. For eachchunkto be sentover the connection,
the client mustsignalthe proxy which token TF i to use,
but it cando so without exposinginformation to eaves-
droppersor maliciousproxiesby simply sendingI F i in
theclear. Usingthesenoncesandknowledgeof TF i , each
partycomputesauthenticationtokensasfollows:

Auth C = HMACTF i
(AC ; C; P; rC ; rP )

Auth P = HMACTF i
(AP ; P; C; rP ; rC )

TheAuth C tokenprovesto theproxy thattheclientactu-
ally hasthecorrespondingchunktokenTF i andthusread
permissionson the chunk. Upon verifying Auth C , the
proxy replieswith Auth P andthe chunkFi after apply-
ing E to it.

In our current implementation,E is instantiatedby
a symmetricblock encryptionfunction, followed by an
MAC covering the ciphertext. However, we note that
Auth P alreadyservesasaMAC for thecontent, andthus
this additionalMAC is not strictly needed.3 The sym-
metric encryptionkey K E for E is derived in a similar
mannerasbefore:

K E = HMACTF i
(E; C; P; rC ; rP )

An additionalMAC key canbe similarly derived by re-
placing the specialcharacterE with M. Shark's useof
freshnoncesensurethat thesederived authenticationto-
kensandkeyscannotbereplayedfor subsequentrequests.

Upon deriving this symmetrickey K E , the proxy en-
crypts the data within a chunk using 128-bit AES in

3Theresultsof Krawczyk [15] speakingonthegenericsecuritycon-
cernsof ªauthentication-and-encryptº arenot really relevanthere,aswe
alreadyexposethe raw outputof our MAC via I F i andthusimplicitly
assumethat HMA C doesnot leak any informationaboutits contents.
Thus, the inclusionof Auth P doesnot introduceany additional data
con®dentialityconcerns.

countermode(AES-CTR).Pereach16-byteAES block,
we use the block's offset within the chunk/�le as its
counter.

The proxy protocolhasREAD andREADDIR RPCs
similar to NFS, except they specify the indexing key I
andAuth C to namea �le (which is server independent),
in placeof a �le handle. Thus,after establishinga con-
nection,theclient beginsissuingreadRPCsto theproxy;
theclient decryptsany datait receivesin responseusing
K E andthepropercounter(offset).

While this block encryptionpreventsa client without
TF i from decryptingthe data,onemay be concernedif
someunauthorizedclientcandownloada largenumberof
encryptedblocks,in thehopesof eitherlearningK E later
or performingsomeof�ine attack. The proxy's explicit
checkof Auth C preventsthis. Similarly, the veri�able
Auth P preventsa maliciousparty that doesnot hold F i

from registeringitself underthepublic I F i andthenwast-
ing theclient's bandwidthby sendinginvalid blocks(that
laterwill fail hashveri�cation).

Thus,Sharkprovidesstrongdataintegrity guaranteesto
theclient andauthorizationguaranteesto theproxy, even
in thefaceof maliciousparticipants.

2.4 Exploiting �le commonalities

We describethe chunkingmethodby which Sharkcan
leverage �le commonalities. This method (used by
LBFS [22]) avoids a sensitivity to �le-length changesby
settingchunk boundaries,or breakpoints, basedon �le
contents,rather than on offset position. If breakpoints
wereselectedonly by offset—for instance,by breaking
a �le into aligned16KB chunks—asinglebyte addedto
the front of a �le would changeall breakpointsandthus
all chunktokens.

To divide a �le into chunks,we examineevery over-
lapping 48-byteregion, and if the low-order 14 bits of
theregion's Rabin�ngerprint [25] equalssomeglobally-
chosenvalue, the region constitutesa breakpoint. As-
sumingrandomdata,theexpectedchunksizeis therefore
214 = 16KB. To preventpathologicalcases(suchaslong
stringsof 0), thealgorithmusesaminimumchunksizeof
2KB andmaximumsizeof 64KB. Therefore,modi�ca-
tionswithin a chunkwill minimizechangesto thebreak-
points:eitheronly thechunkwill change,onechunkwill
split into two, or two chunkswill mergeinto one.

Content-basedchunkingenablesSharkto exploit �le
commonalities: Even if proxies were readingdifferent
versionsof the same�le or different �les altogether, a
client candiscover anddownloadcommondatachunks,
aslongasthey sharethesamechunktoken(andnoserver-
speci�c randomness).As the �ngerprint valueis global,
this chunkingcommonalityalsopersistsacrossmultiple
�le systems.



2.5 Distrib uted indexing

Sharkseeksto enabledatasharingbothbetween�les on
the same�le systemthat contain identical datachunks
acrossdifferent�le systems.This functionalityis notsup-
portedby the simple server-basedapproachof indexing
clients,wherebythe�le serverstoresandreturnsinforma-
tion onwhichclientsarecachingwhichchunks.Thus,we
usea global distributedindex for all Sharkclients,even
thoseaccessingdifferentShark�le systems.

Sharkusesa structuredroutingoverlay[33, 26, 29, 37,
19] to build itsdistributedindex. Thesystemmapsopaque
keys onto nodesby hashingtheir valueonto a semantic-
free identi�er (ID) space;nodesareassignedidenti�ers
in the sameID space. It allows scalablekey lookup (in
O(log(n)) overlayhopsfor n-nodesystems),reorganizes
itself upon network membershipchanges,and provides
robustbehavior againstfailure.

While many routingoverlaysoptimizeroutesalongthe
underlay, mostaredesignedaspartof distributedhashta-
bles to store immutabledata. In contrast,Sharkstores
only small referencesabout which clients are caching
what data: It seeksto allow clients to locatecopiesof
data,not merelyto �nd network ef�cient routesthrough
theoverlay. In orderto achieve suchfunctionality, Shark
usesCoral[10] asits distributedindex.

Systemoverview. Coral exposestwo main protocols:
put and get. A Sharkclient executesthe get protocol
with its indexing key I asinput; theprotocolreturnsa list
of proxyaddressesthatcorrespondsto somesubsetof the
unexpiredaddressesput underI , takinglocality into con-
sideration. put takesas input I , a proxy's address,and
someexpiry time.

Coralprovidesa distributedsloppyhashtable(DSHT)
abstraction,which offers weaker consistency than tradi-
tional DHTs. It is designedfor soft-statewheremultiple
valuesmay be storedunderthe samekey. This consis-
tency is well-suitedfor Shark:A client neednot discover
all proxiesfor a particular�le, it only needsto �nd sev-
eral, nearbyproxies.

Coral cacheskey/valuepairs at nodeswhoseIDs are
close(in termsof identi�er spacedistance)to thekey be-
ing referenced.To lookuptheclient addressesassociated
with a key I , a nodesimply traversesthe ID spacewith
RPCsand, as soonas it �nds a remotepeerstoring I ,
it returnsthe correspondinglist of values. To insert a
key/valuepair, Coralperformsa two-phaseoperation.In
the “forward” phase,Coral routesto nodessuccessively
closerto I andstopswhenhappeningupona nodethatis
bothfull (meaningit hasreachedthemaximumnumberof
valuesfor thekey) andloaded(which occurswhenthere
is heavy write traf�c for aparticularkey). During the“re-
verse”phase,theclient nodeattemptsto insertthevalue

Overlay Clusters

Figure4: Coral's three-level hierarchical overlay struc-
ture. Nodes(solid circles) initially queryothersin their
samehigh-level clusters(dashedrings), whosepointers
referenceotherproxiescachingthedatawithin thesame
small-diametercluster. If anode�nds suchamappingto a
replicaproxy in thehighest-level cluster, theget �nishes.
Otherwise,it continuesamongfarther, lower-level nodes
(solid rings), and�nally , if needbe, to any nodewithin
thesystem(thecloud).

at theclosestnodeseen.See[10] for moredetails.
To improve locality, theserouting operationsare not

initially performedacrosstheentireglobaloverlay: Each
Coral nodebelongsto several distinct routing structures
calledclusters. Eachclusteris characterizedby a maxi-
mumdesirednetwork round-trip-time(RTT) calledthedi-
ameter. Thesystemis parameterizedby a �x edhierarchy
of diameters,or levels. Everynodebelongsto onecluster
at eachlevel, asshown in Figure4. Coral queriesnodes
in fastclustersbeforethosein slower clusters.This both
reducesthe latency of lookupsandincreasesthechances
of returningvaluesstoredby nearbynodes.

Handle concurrency via “atomic” put/get. Ideally,
Sharkclientsshouldfetch each�le chunk from a Shark
server only once. However, a DHT-like interfacewhich
exposestwo methods,put and get, is not suf�cient to
achievethisbehavior. For example,if clientswereto wait
until completelyfetchinga �le beforereferencingthem-
selves,otherclientssimultaneouslydownloadingthe �le
will starttransferring�le contentsfrom theserver. Shark
mitigatesthis problemby usingCoral to requestchunks,
asopposedto whole �les: A client delaysits announce-
mentfor only thetime neededto fetchachunk.

Still, giventhatSharkis designedfor environmentsthat
mayexperienceabrupt�ash crowds—suchaswhentest-
bedor grid researchers�re off experimentson hundreds
of nodesalmostsimultaneouslyandreferencelarge exe-
cutablesor data�les whendoingso—weinvestigatedthe
practiceof clients optimistically insertinga mappingto
themselvesuponinitiating a request.A productionuseof
Coral in a web-contentdistribution network takesa simi-



Client
NFS 3

Kernel

NFS 3
Server

Kernel
Enc'd, MAC'd

TCP

Enc'd, MAC'd

TCP

[System
Call]

[NFS 3]

Client

User Program

Other client nodes

Corald

NFS Mounter

Client Master Server Master

Agent Authserver

[Coral protocol] UDP

Shark Server

Shark Client

Cache

[NFS 3]

Server

[Shark clnt/srv protocol]

Other client proxies

Proxy
[Shark clnt/prx protocol]

Figure5: TheSharksystemcomponents

lar approachwhenfetchingwholewebobjects[10].
Even using this approach,we found that an origin

server can see redundantdownloads of the same�le
wheninitial requestsfor a newly-popular�le occursyn-
chronously. We canimaginethis conditionoccurringin
Sharkwhenusersattemptto simultaneouslyinstall soft-
wareonall test-bedhosts.

Suchredundantfetchesoccurunderthefollowing race
condition: Considerthat a mappingfor �le F (andthus
I F ) is not yet insertedinto the system. Two nodesboth
executeget(I F ), thenperforma put. On thenodeclosest
to I F , theoperationsserializewith both gets beinghan-
dling (andthusreturningnovalues)beforeeitherput.

Simply invertingtheorderof operationsis evenworse.
If multiple nodes�rst performa put, followedby a get,
they candiscoveroneanotherandeffectively form cycles
waitingfor oneanother, with nobodyactuallyfetchingthe
�le from theserver.

To eliminatethis condition,we extendedstoreopera-
tions in Coral to provide return statusinformation (like
test-and-setin shared-memorysystems).Speci�cally, we
introducea single put=get RPC which atomically per-
formsbothoperations.TheRPCbehavessimilar to a put
asdescribedabove, but also returnsthe �rst valuesdis-
coveredin eitherdirection.(Valuesin theforwardput di-
rectionhelp performance;valuesin the reversedirection
preventthis racecondition.)

While of ultimately limited usein Sharkgiven small
chunksizes,thisextensionalsoprovedbene�cial for other
applicationsseekinga distributedindex abstraction[10].

3 Implementation

Sharkconsistsof threemaincomponents,theserver-side
daemonsharksd , theclient-sidedaemonsharkcd and
the coral daemoncorald , as shown in Figure 5. All
threecomponentsare implementedin C++ andarebuilt

usingthe SFStoolkit [20]. The �le-system daemonsin-
teroperatewith theSFSframework,usingitsautomounter,
authenticationdaemon,etc. corald acts as a node
within the Coral indexing overlay; a full descriptioncan
befoundin [10].

sharksd , theserver-sidedaemon,is implementedas
a loop-backclient which communicateswith the kernel
NFS server. sharksd incorporatesan extensionof the
NFSv3 protocol—theGETTOK RPC—to support �le-
and chunk-token retrieval. When sharksd receives a
GETTOK call, it issuesa seriesof READ calls to the
kernel NFS server and computesthe tokensand chunk
breakpoints.It cachesthesetokensfor future reference.
sharksd requiredanadditional400linesof codeto the
SFSread-writeserver.

sharkcd , the client-sidedaemon,forms the biggest
componentof Shark. In addition to handling user re-
quests,it transparentlyincorporateswhole-�le caching
andtheclient- andserver-sidefunctionalityof theShark
cooperativecache.Thecodeis 12,000lines.

sharkcd comprisesan NFS loop-backserver which
trapsuserrequestsandforwardsthemto eithertheorigin
�le server or a Sharkproxy. In particular, a readfor a
�le block is interceptedby theloop-backserverandtrans-
latedinto a seriesof READ calls to fetch the entire�le.
Thecache-managementsubsystemof sharkcd storesall
�les thatarebeingfetchedlocallyondisk. Thiscachepro-
videsa thin wrapperaround�le-system calls to enforce
disk usageaccounting.Currently, we usetheLRU mech-
anismto evict �les from thecache.Thecachenamesare
alsochosencarefullyto �t in thekernelnamecache.

The server sideof theSharkcooperative cacheimple-
mentstheproxy, acceptingconnectionsfrom otherclients.
If thisproxycannotimmediatelysatisfyarequest,it regis-
tersacallbackfor therequest,respondingwhentheblock
hasbeenfetched. The client side of the Sharkcooper-



ative cacheimplementsthe variousfetchingmechanism
discussedin Section2.3. For every �le to be fetched,
theclient maintainsa vectorof objectsrepresentingcon-
nectionsto differentproxies. Eachobject is responsible
for fetching a sequenceof chunksfrom the proxy (or a
rangeof blocks when chunkingis not being performed
andnodesqueryonly by �le token).

An earlyversionof sharkcd alsosupportedtheuseof
xfs, a device driver bundledwith the ARLA [35] imple-
mentationof AFS, insteadof NFS. However, given that
the PlanetLabenvironment,on which we performedour
testing,doesnot supportxfs, we do not presentthosere-
sultsin this paper.

During Shark's implementation,we discovered and
�x edseveralbugsin both theOpenBSDNFS server and
thexfs implementation.

4 Evaluation

This sectionevaluatesSharkagainstNFSv3andSFSto
quantifythebene�tsof its cooperative-cachingdesignfor
read-heavy workloads. To measurethe performanceof
Sharkagainstthese�le systems,without the gain from
cooperative caching,we �rst presentmicrobenchmarks
for varioustypesof �le-system accesstests,both in the
local-areaandacrossthewide-area.We alsoevaluatethe
ef�cacy of Shark's chunkingmechanismin reducingre-
dundanttransfers.

Second, we measureShark's cooperative caching
mechanismby performingreadtestsbothwithin thecon-
trolled EmulabLAN environment[36] and in the wide-
areaon the PlanetLabv3.0 test-bed[24]. In all experi-
ments,westartwith cold�le cachesonall clients,but �rst
warmtheserver'schunktokencache.Theserverrequired
0.9secondsto computechunksfor a 10 MB random�le,
and3.6secondsfor a 40MB random�le.

We choseto evaluateShark on Emulab, in addition
to wide-areatestson PlanetLab,in order to test Shark
in a more controlled,native environment: While Emu-
lab allows oneto completelyreserve machines,individ-
ual PlanetLabhostsmay be executingtensor hundreds
of experiments(slices)simultaneously. In addition,most
PlanetLabhostsimplementbandwidthcapsof 10 Mb/sec
acrossall slices. For example,on a local PlanetLabma-
chine operatingat NYU, a Shark client took approxi-
mately 65 secondsto reada 40 MB �le from the local
(non-PlanetLab)Shark�le server, while a non-PlanetLab
client on the samenetwork took 19.3 seconds.Further-
more,deploymentsof Sharkon large LAN clusters(for
example,as part of grid computingenvironments)may
experiencesimilar resultsto thosewe report.

Theserver in all themicrobenchmarksandthePlanet-
Lab experimentsis a 1.40GHz Athlon at NYU, running
OpenBSD3.6 with 512 MB of memory. It runsthecor-

respondingserver daemonsfor SFSandShark. All mi-
crobenchmarkandPlanetLabclientsusedin the experi-
mentsranFedoraCore2 Linux. Theserver usedfor Em-
ulab testswas a host in the Emulabtest-bed;it did not
simultaneouslyrun a client. All Emulabhostsran Red
HatLinux 9.0.

TheSharkclient andserver daemonsinteractwith the
respective kernelNFSmodulesusingthe loopback inter-
face. On the Red Hat 9 and FedoraCore 2 machines,
wherewe did our testing, the loopbackinterfacehasa
maximumMTU of 16436bytesandany transferof blocks
of size> = 16 KB resultsin IP fragmentationwhich ap-
pearsto triggera bug in the kernelNFS code. Sincewe
couldnotincreasetheMTU sizeof theloopbackinterface,
we limited bothSharkandSFSto use8 KB blocks.NFS,
on theotherhand,issuedUDPreadrequestsfor blocksof
32 KB over theethernetinterfacewithout any problems.
Thesesettingscouldhaveaffectedourmeasurements.

4.1 Alter natecooperativeprotocols

This section considersseveral alternative cooperative-
cachingstrategies for Sharkin order to characterizethe
bene�tsof variousdesigndecisions.

First,weexaminewhetherclientsshouldissuerequests
for chunkssequentially(seq), asopposedto choosinga
random (previously unread)chunk to fetch. Thereare
two additional strategies to considerwhen performing
sequentialrequests:Either the client immediatelypre-
announcesitself for a particularchunkuponrequestingit
(with an“atomic” put/get asin Section2.5),or theclient
waitsuntil it �nishes fetchinga chunkbeforeannouncing
itself (via a put). We considersuchsequentialstrategies
to examinetheeffect of disk schedulinglatency: for sin-
gle clients in the local area,one intuits that the random
strategy limits the throughputto that imposedby the �le
server'sdiskseektime,while weexpectthenetwork to be
thebottleneckin thewidearea.Yet,whenmultipleclients
operateconcurrently, one intuits that the randomstrat-
egy allows all clients to fetch independentchunksfrom
theserverandlatertradethesechunksamongthemselves.
Usinga purelysequentialstrategy, theclientsall advance
only asfastasthe few clientsthat initially fetch chunks
from theserver.

Second,we disablethenegotiation processby which
clients may reuse connectionswith proxies and thus
downloadmultiple chunksonceconnected.In this case,
theclientmustquerythedistributedindex for eachchunk.

4.2 Micr obenchmarks

For thelocal-areamicrobenchmarks,we useda local ma-
chineat NYU asa Sharkclient. MaximumTCPthrough-
put betweenthe local client andserver, asmeasuredby
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Figure6: Local-area(top)andwide-area(bottom)microbenchmarks.Normalizedapplicationperformancefor various
typesof �le-systemaccess.Executiontimesin secondsappearabovethebars.

ttcp , was 11.14 MB/sec. For wide-areamicrobench-
marks,we useda clientmachinelocatedat theUniversity
of Texasat El Paso. The averageround-trip-time(RTT)
betweenthishostandtheserver, asmeasuredby ping , is
67ms.MaximumTCPthroughputwas1.07MB/sec.

Accesslatency. We measurethetime necessaryto per-
form four typesof �le-systemaccesses:(1) to read10MB
and(2) 40MB largerandom�les onremotehosts,and(3)
to readlarge numbersof small �les. The small �le test
attemptsto read1,0001 KB �les evenly distributedover
tendirectories.

We performedsingle-clientmicrobenchmarksto mea-
surethe performanceof Shark. Figure6 shows the per-
formanceon the local- andwide-areanetworks for these
three experiments,We compareSFS, NFS, and three
Sharkcon�gurations, viz Sharkwithout calls to its dis-
tributed indexing layer (nocoral), fetchingchunksfrom
a �le sequentially(seq), andfetchingchunksin random
order(rand). Sharkissuesup to eightoutstandingRPCs
(for seq andrand, fetchingfour chunkssimultaneously
with two outstandingRPCsperchunk).SFSsendsRPCs
asrequestedby theNFSclient in thekernel.

For all experiments,we reportthe normalizedmedian
value over threeruns. We interleaved the executionof
eachof the � ve �le systemsover eachrun. We seethat
Shark is competitive acrossdifferent �le systemaccess
patternsandis optimizedfor largereadoperations.

Chunking. In this microbenchmark,we validate that
Shark's chunking mechanismreducesredundantdata
transfersby exploiting datacommonalities.

We �rst readthe tar �le of theentiresourcetreefor
emacsv20.6over a Shark�le system,andthenreadthe
tar �le of the entire sourcetree for emacsv20.7. We
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Figure7: Bandwidthsavingsfrom chunking. “New” re-
�ects thenumberof megabytesthatneedto betransferred
whenreadingemacs20.7given20.6. Numberof chunks
comprisingeachtransferappearsabovethebars.

note that of the 2,083 �les or directoriesthat comprise
thesetwo �le archives,1,425have not changedbetween
versions(i.e., they havetheidenticalmd5sum),while 658
of thesehavechanged.

Figure 7 shows the amount of bandwidth savings
that thechunkingmechanismprovideswhenreadingthe
newer emacsversion. When emacs-20.6.tar has
beencached,Sharkonly transfers33.8MB (1416chunks)
whenreadingemacs-20.7.tar (of size56.3MB).

4.3 Local-areacooperativecaching

Shark'smainclaimis thatit improvesa�le server'sscala-
bility, while retainingits bene�ts. We now studytheend-
to-endperformanceof readsin acooperativeenvironment
with many clientsattemptingto simultaneouslyreadthe
same�le(s).

In this section, we evaluateShark on Emulab [36].
Theseexperimentsallowed us to evaluatevariouscoop-
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Figure8: Client latency. Time (seconds)for � 100LAN
hoststo reada 10MB (top)and40MB (bottom)�le.

erativestrategiesin abettercontrolledenvironment.In all
thecon�gurationsof Shark,clientsattemptto downloada
�le from four otherproxiessimultaneously.

Figure 8 shows the cumulative distribution functions
(CDFs)of the time neededto reada 10 MB and40 MB
(random)�le across100physicalEmulabhosts,compar-
ing variouscooperative readstrategiesof Shark,against
vanilla SFS and NFS. In each experiment, all hosts
mountedthe server and beganfetching the �le simulta-
neously. We seethatSharkachievesamediancompletion
time < 1

4 thatof NFSand< 1
6 thatof SFS.Furthermore,

its 95th percentileis almostanorderof magnitudebetter
thanSFS.

Shark's fast,almostvertical rise (for nearlyall strate-
gies) demonstratesits cooperative cut-throughrouting:
Sharkclientseffectively organizethemselvesinto adistri-
bution mesh.Consideringa singledatasegment,a client
is part of a chainof nodesperformingcut-throughrout-
ing, rootedat the origin server. Becauseclientsmay act
asroot nodesfor someblocksandact asleavesfor oth-
ers,most�nish atalmostsynchronizedtimes.Thelackof
any degradationof performancein the upperpercentiles
demonstratesthe lack of any heterogeneity, in termsof
both network bandwidthandunderlyingdisk/CPUload,
amongtheEmulabhosts.

Interestingly, we see that most NFS clients �nish
at loosely synchronizedtimes, while the CDF of SFS
clients' timeshasamuchmoregradualslope,eventhough
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bothsystemssendall readrequeststo the�le server. Sub-
sequentanalysisof NFS over TCP (insteadof NFS over
UDP as shown) showed a similar slopeas SFS,as did
Sharkwithout its cooperativecache.Onepossibleexpla-
nationis thattheheavy loadon (andhencecongestionat)
the �le server imposedby thesenon-cooperative �le sys-
temsdrivessomeTCPconnectionsinto back-off, greatly
reducingfairness.

We �nd that a random requeststrategy, coupledwith
inter-proxy negotiation , distinctly outperformsall other
evaluatedstrategies.A sequentialstrategy effectively saw
theclientsfurthestalongin readinga�le fetchtheleading
(four)chunksfrom theorigin �le server;otherclientsused
theseleadingclientsasproxies. Thus,modulopossible
inter-proxytimeoutsandsynchronousrequestsin thenon-
pre-announceexample,theorigin serversaw atmostfour
simultaneouschunkrequests.Using a random strategy,
morechunksarefetchedfrom the server simultaneously
andthuspropagatemorequickly throughtheclients' dis-
seminationmesh.

Figure9 showsthetotalamountof bandwidthservedby
eachproxy aspart of Shark's cooperative caching,when
usingarandomfetchstrategywith inter-proxynegotiation
for the 40 MB and10 MB experiments.We seethat the
proxy servingthe most bandwidthcontributed four and
seven timesmoreupstreambandwidththandownstream
bandwidth,respectively. During theseexperiments,the
Shark�le server served a total of 92.55MB and 15.48
MB, respectively. Thus,weconcludethatSharkis ableto
signi�cantly reducea �le server's bandwidthutilization,
even whendistributing �les to large numbersof clients.
Furthermore,Shark ensuresthat any one cooperative-
cachingclientdoesnotassumeexcessivebandwidthcosts.

4.4 Wide-areacooperative caching

Shark'smainclaimis thatit improvesa�le server'sscala-
bility, whichstill maintainingsecurity, accountability, etc.
In ourcooperativecachingexperiment,we studytheend-
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to-endperformanceof attemptingto performreadswithin
a large,wide-areadistributedtest-bed.

On approximately 185 PlanetLab hosts, well-
distributed from North America, Europe, and Asia,
we attemptedto simultaneouslyreada 40 MB random
�le. All hostsmountedtheserver andbeganfetchingthe
�le simultaneously.

Figure10 shows a CDF of thetime neededto readthe
�le onall hosts,comparingSharkwith SFS.

% donein (sec) 50% 75% 90% 95% 98%
Shark 334 350 375 394 481

SFS 1848 2129 2241 2364 2396

We seethat,betweenthe50th and98th percentiles,Shark
is � ve to six times fasterthan SFS.The graph's sharp
rise and distinct kneedemonstratesShark's cooperative
caching:96%of thenodeseffectively �nish at nearlythe
sametime. Clientsin SFS,on theotherhand,completeat
a muchslower rate.

Wide-areaexperimentswith NFS repeatedlycrashed
our �le server (i.e., it causeda kernelpanic). We were
thereforeunableto evaluateNFSin thewidearea.

Figure11 shows thetotal amountof bandwidthserved
by eachproxy during this experiment. We seethat the
proxy serving the most bandwidthcontributed roughly
threetimesmoreupstreamthandownstreambandwidth.

Figure12showsthenumberof bytesreadfrom our �le
serverduringtheexecutionof thesetwo experiments.We
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Figure12: Serverbandwidthusage. Megabytesreadfrom
serverasa40MB �le is fetchedby 185hosts.

seethat Sharkreducesthe server's bandwidthusageby
an orderof magnitude. In fact, we believe that Shark's
client cacheimplementationcan be improved to reduce
bandwidthusagequite further: We arecurrentlyexamin-
ing the trade-offs betweencontinuallyretrying thecoop-
erativecacheandincreasedclient latency.

5 RelatedWork

There are numerousnetwork �le systemsdesignedfor
local-areaaccess.NFS [31] providesa server-based�le
system,while AFS [14] improves its performancevia
client-side caching. Some network �le systemspro-
vide security to operateon untrustednetworks, includ-
ing AFSwith Kerberos[32], Echo[18], Truf�es [27], and
SFS[21]. Evenwide-area�le systemssuchasAFSdonot
performany bandwidthoptimizationsnecessaryfor types
of workloadsand applicationsSharktargets. Addition-
ally, althoughnotanintrinsic limitation of AFS, thereare
somenetwork environmentsthatdonotwork aswell with
its UDP-basedtransportcomparedto a TCP-basedone.
Thissectiondescribessomecomplementaryandalternate
designsfor building scalable�le systems.

Scalable®le servers. JetFile [12] is a wide-areanet-
work �le systemdesignedto scaleto large numbersof
clients,by using the ScalableReliableMulticast (SRM)
protocol,which is logically layeredon IP multicast. Jet-
File allocatesa multicastaddressfor each�le. Readre-
questsaremulticastto this address;any client which has
thedatarespondsto suchrequests.In JetFile,any client
canbecomethemanagerfor a �le by writing to it—which
implies the necessityfor con�ict-resolution mechanisms
to periodicallysynchronizeto a storageserver—whereas
all writes in Sharkare synchronizedat a centralserver.
However, this practiceimpliesthatJetFileis intendedfor
read-writeworkloads,while Sharkis designedfor read-
heavy workloads.



High-availability ®le systems. Several local-areasys-
temsproposedistributing functionalityover multiple col-
locatedhoststo achieve greaterfault-toleranceandavail-
ability. Zebra[13] usesa singlemeta-dataserver to se-
rialize meta-dataoperations(e.g. i-nodeoperations),and
maintainsa per-client log of �le contentsstripedacross
multiple network nodes.Harp [17] replicates�le servers
to ensurehigh availability; onesuchserver actsasa pri-
mary replica in order to serializeupdates. Thesetech-
niquesare largely orthogonalto, yet possiblycould be
combinedwith, Shark'scooperativecachingdesign.

Serverless®le systems. Serverless�le systemsarede-
signedto offer greaterlocal-areascalabilityby replicating
functionality acrossmultiple hosts. xFS [3] distributes
dataand meta-dataacrossall participatinghosts,where
every pieceof meta-datais assigneda host at which to
serializeupdatesfor that meta-data.Frangipani[34] de-
centralizes�le-storageamonga setvirtualizeddisks,and
it maintainstraditional�le systemstructures,with small
meta-datalogsto improve recoverability. A Sharkserver
cansimilarly useany type of log-basedor journaled�le
systemto enablerecoverability, while it is explicitly de-
signedfor wide-areascalability.

Farsite[1] seeksto build anenterprise-scaledistributed
�le system.A singleprimaryreplicamanages�le writes,
and the systemprotectsdirectory meta-datathrough a
Byzantine-fault-tolerantprotocol [7]. When enabling
cross-�le-systemsharing,Shark'sencryptiontechniqueis
similar to Farsite's convergentencryption,in which �les
with identicalcontentresultin identicalciphertexts.

Peer-to-peer®le systems. A numberof peer-to-peer�le
systems—includingPAST [30], CFS [8], Ivy [23], and
OceanStore[16]—have beenproposedfor wide-areaop-
erationandsimilarly usesometype of distributed-hash-
table infrastructure([29, 33, 37], respectively). All of
thesesystemsdiffer from Shark in that they provide a
serverlessdesign:While sucha decentralizeddesignre-
movesany centralpointof failure,it addscomplexity, per-
formanceoverhead,andmanagementdif�culties.

PAST andCFS are both designedfor read-onlydata,
wheredata(whole �les in PAST and�le blocksin CFS)
arestoredin thepeer-to-peerDHT [29, 33] at nodesclos-
est to the key that namesthe respective block/�le. Data
replicationhelpsimprove performanceand ensuresthat
a singlenodeis not overloaded.In contract,Sharkuses
Coral to index clientscachinga replica, so datais only
cachedwhereit is neededby applicationsandon nodes
whohaveproperaccesspermissionsto thedata.

Ivy builds on CFS to yield a read-write �le system
throughlogsandversionvectors.Theheadof aper-client
log is storedin the DHT at its closestnode. To enable
multiplewriters,Ivy usesversionvectorsto orderrecords

from differentlogs. It doesnot guaranteeread/writecon-
sistency. Also managingread/writestoragevia versioned
logs,OceanStoredividesthesysteminto a largesetof un-
trustedclientsanda coregroupof trustedservers,where
updatesareappliedatomically. Its Pondprototype[28]
usesa combinationof Byzantine-fault-tolerantprotocols,
proactivethresholdsignatures,erasure-encodedandblock
replication,andmulticastdissemination.

Lar ge ®le distribution. BitTorrent [5] is a widely-
deployed�le-distribution system.It usesa centralserver
to trackwhichclientsarecachingwhichblocks;usingin-
formation from this meta-dataserver, clients download
�le blocks from otherclients in parallel. Clientsaccess
BitTorrentthrougha webinterfaceor specialsoftware.

Comparedto BitTorrent,Sharkprovidesa �le-system
interface supportingread/writeoperationswith �e xible
accesscontrolpolicies,while BitTorrentlacksauthoriza-
tion mechanismsandsupportsread-onlydata.While Bit-
Torrent centralizesclient meta-datainformation, Shark-
storessuchinformationin a globaldistributedindex, en-
ablingcross-�le-systemsharing(for world-readable�les)
andtakingadvantageof network locality.

6 Conclusion

We arguefor theutility of a network �le systemthatcan
scaleto hundredsof clients, while simultaneouslypro-
viding a drop-in replacementfor local-area�le systems.
WepresentShark,a �le systemthatexportsexisting local
�le systems,ensurescompatibility with existing admin-
istrative procedures,andprovidesperformancecompeti-
tive with othersecurenetwork �le systemson local-area
networks. For improved wide-areaperformance,Shark
clients constructa locality-optimizedcooperative cache
by formingself-organizingclustersof well-connectedma-
chines. They ef�ciently locatenearbycopiesof dataus-
ing a distributed index and stripe downloadsfrom mul-
tiple proxies. This simultaneouslyreducesthe load on
�le serversanddeliverssigni�cant performanceimprove-
mentsfor theclients. In doingso,Sharkappearspromis-
ing for achieving thegoalof a scalable,ef�cient, secure,
andeasily-administereddistributed�le system.
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