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Scenaio { Want to test a new applicationon a hundrednodes
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Problem{ Needto pushsoftware to all nodesand collect results
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CurrentApproaches

Distribute from a central server

{ Server'snetwork uplink saturates
I Operationtakesa long time to "nish

{ Wastesbandwidth alongbottlenecklinks

rsync, unison, scp

Siddhartha Annapureddy Shark



CurrentApproaches

File distribution mechanisms

BitTorrent, Bullet

+ Scalesby 02oading burdenon server
{ Client downloadsfrom half-way acrossthe world
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InherentProblemswith Copying Files

Users have to decide a priori what to ship

I Shiptoo much{ Waste bandwidth, takeslong time

I Shiptoo little { Hassleto work in a poor environment
Idle environments consume disk space

I Usersare loath to cleanup) Redistribution

I Needlow cost solution for refetching les
Manual management of software versions

Illusion of havingdevelopmentnvironment
Programsfetchedtranspaently on demand
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Networked File Systems

+ Know how to deploy thesesystems
+ Know how to administersuchsystems
+ Simpleaccountabiliy mechanisms

Eg: NFS, AFS, SFSetc.
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Problem: Scalabiliy
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Problem: Scalabiliy

800

700

600 -

500 -

400 40 MB read
—— SFS
—— Shark
300

200 -

Time to finish Read (sec)

100

0 Il Il Il Il
0 20 40 60 80 100

Unique nodes

Very slowv ¥4 775s
Much better ! ¥ 88s(9x better)

Siddhartha Annapureddy Shark



Peer-to-FeerFilesystems

P2P Filesystems (Pond, Ivy)
+ Scalabiliy
{ Non-standad administrativemodels
{ New lesystemsemantics
{ Haven't beenwidely deplo/ed yet
Goal{ Bestof Both Worlds

I Convenienc®f central servers
I Scalabiliyy of peer-to-peer
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Let's Designthis New Filesystem

Client Serve

Vanilla SFS
I Central servermodel
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Scalabiliy { Client-sideCaching

Client

Serve

Largeclientcachep la AFS
I Scalesby avoidingredundantdata transfers
I Leasedo ensureNFS-syle cacheconsistency
I With multiple clients, must addressbandwidth concerns
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Scalabiliy { CooperativeCaching

Servei
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Scalabiliy { CooperativeCaching

Clientsfetch data from eachother and o20ad burdenfrom server

Servei

I Shak clients maintain a distributed index
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Scalabiliy { CooperativeCaching

Clientsfetch data from eachother and o20ad burdenfrom server

I Shak clientsmaintain a distributed index
I Fetcha Te from multiple other clientsin parallel
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Scalabiliy { CooperativeCaching

Clientsfetch data from eachother and o20ad burdenfrom server

I Shak clientsmaintain a distributed index
I Fetcha Te from multiple other clientsin parallel

I LBFS-syle Chunks{ Variable-sizedblocks
I Chunksare better { Exploit commonalitiesacross les
I Chunkspreservedacross e versionsconcatenations
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Scalabiliy { CooperativeCaching

Clientsfetch data from eachother and o20ad burdenfrom server

I Shak clientsmaintain a distributed index
I Fetcha Te from multiple other clientsin parallel

I Locality-awareness Preferentiallyfetch chunksfrom neaby
clients
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Cross- lesystenshaing

Globalcooperative cacheregadlessof origin servers

I Two groupsof clientsaccessingerversA and B
I Client groupsshae a large amount of software
I Suchclients automaticallyform a global cache
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Cross- lesystenshaing

Globalcooperative cacheregadlessof origin servers

Cllen

\\

Client

Cl|en

I Two groupsof clientsaccessingerversA and B
I Client groupsshae a large amount of software
I Suchclients automaticallyform a global cache
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Application

Linux distribution with LiveCDs

I LiveCD{ Runan entire OS without usinghard disk

I But all your programsmust t on a CD-ROM

I Download dynamicallyfrom serverbut scalabiliy problems
I Knoppix and Slax usersform global cache{ Relieveservers
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CooperativeCaching{ Roadmap

. Fetch Metadata
Client Serve

I Fetch metadatafrom the server
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CooperativeCaching{ Roadmap

Lookup Clients Client

oo

I Fetch metadatafrom the server
I Look up clients cachingneededchunksin overlgy
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CooperativeCaching{ Roadmap

Client

Client Download Chunks Serve

I Fetch metadatafrom the server
I Look up clients cachingneededchunksin overlgy
I Connectto multiple clientsand download chunksin parallel
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CooperativeCaching{ Roadmap

Client Servei

I Fetch metadatafrom the server

I Look up clients cachingneededchunksin overlgy

I Connectto multiple clientsand download chunksin parallel
I Checkintegrity of fetchedchunks

Clientsare mutually distrustful
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File Metadata

GET_TOKEN
(fh,offset,count)

Metadata:
~ Chunk tokens

Client Server
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File Metadata

GET_TOKEN
(fh,offset,count)

Metadata:
~ Chunk tokens

Client Server

| Possessionof token implies server permissions to read
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File Metadata

GET_TOKEN

(fh,offset,cou nt):

Client Metadata:

~ Chunk tokens

Server

I Possessionof token implies server permissions to read
I Tokens are a shared secret between authorized clients
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File Metadata

GET_TOKEN

(fh,offset,cou nt):

Client Metadata:

~ Chunk tokens

Server

I Possessionof token implies server permissions to read
I Tokens are a shared secret between authorized clients

Givena chunkB...
I Chunktoken Tg = H(B)
I H is a collisionresistanthashfunction
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File Metadata

GET_TOKEN

(fh,offset,cou nt):

Client Metadata:

~ Chunk tokens

Server

I Possessionof token implies server permissions to read
I Tokens are a shared secret between authorized clients
I Tokens can be used to check integrity of fetched data

Givena chunkB...
I Chunktoken Tg = H(B)
I H is a collisionresistanthashfunction
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DiscoveringClientsCachingChunks

Client

Client Discover Clients > Serve%

I For everychunk B, there'sindexingkey Ig
I lg usedto indexclientscachingB

I Cannotsetlg = Tg, asTg is a secret
I lg = MAC (Tg; \Indexing Key")
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Locality Awareness

I Overlay organizedas clustersbasedon latency

I Indexinginfrastructure preferentiallyreturns sourcesn same
clusterasthe client

I Hence,chunksusuallytransferredfrom neaby clients
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Final Steps

Download Chunk

I Securiy issuesdiscussedater
Register as a source

I Client now becomesa sourcefor the downloadedchunk

I Client registersin distributed index{ PUT(lg; Addr)
Chunk Reconciliation

I Reuseconnectionto download more chunks

I Exchangemutually neededchunksw/o indexingoverhead
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Securiy Issueq Client Authentication

: Traditional
Client Authentication Serve

I Traditionally serverauthenticatedread requestsusinguid s
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Securiy Issueq Client Authentication

Client

i Authenticator Derived Traditional
Client From Token Authentication Serve

I Traditionally serverauthenticatedread requestsusinguid s
I Challenge{ How doesa client know whento sendchunks?
I Chunktoken allows client to identify autharized clients
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Securiy Issueq Client Communication

I Client shouldbe ableto checkintegrity of downloadedchunk
I Client shouldnot sendchunksto other unauthaized clients
I An eavesdroper shouldn't be ableto obtain chunk contents
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Securiy Protocol

Receier Source
Cliert Cliert
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Securiy Protocol

Re
Rp

Y

Receier [€ Source
Cliert Cliert

I Rec; Rp { Randomnoncesto ensurefreshness
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Securiy Protocol

Receier
Cliert

Re

Re

Y

A

Ig; AUﬂ'b

E«(B)

Source
Cliert

I Rec; Rp { Randomnoncesto ensurefreshness

I Authc { Authenticata to provereceiverhastoken
I Authc = MAC (Tg; \Auth C", C; P; Rc; Rp)
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Securiy Protocol

Re >
Receier [€ R Source
Cliert lg;Authe | Cliert
< Ex(B)

I Rec; Rp { Randomnoncesto ensurefreshness

I Authc { Authenticata to provereceiverhastoken
I Authc = MAC (Tg; \Auth C", C; P; Rc; Rp)

I K { Keyto encryptchunkcontents
I K= MAC (Tg; \Encryption", C;P; R¢; Rp)
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Securiy Properties

Re
Receier [€ R Source
Cliert lg;Authe | Cliert

< Ex(B)

Client can check integrit y of downloaded chunk

| Client checksH(Downloadedchunk) 2 Tg
Source should not send chunks to unauthorized clients
I Maliciousclients cannot sendcarrect Authc
Eavesdropper shouldn't get chunk contents
I All communicationencryptedwith K
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Securiy Properties

Receier
Cliert

Privacy limitations for world-readable Tes

Re

Re

Y

A

Ig; AUﬂ'b

E«(B)

Source
Cliert

I Eavesdroppr cantrack lookupsof clients

I Eavesdroppr hashegdata, nds what exactly client downloads

For private Tes, solutiondescrited in paper

I Sacri cescross-FSshaing for better privacy

Forward Secrecynot guaranteed
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Implementation

Client Client

T Eha@ Earkc% Application
NFES V3 NFS V3
Client Client

I sharkcd { Incaporatessource-receiveclient functionality

I sharksd { Incaporateschunkingmechanisms
I corald { A nodein the indexinginfrastructure
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Evaluation

I How does Shak compae with SFS?With NFS?
I How scalableis the server?

I How fair is Shak acrossclients?

I Which order is better? Randomor Sequential

I What are the bene ts of setreconciliation?
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Emulab{ 100 Nodeson LAN
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I Shak { 88s
I SFS{ 775s(¥ 9x better), NFS{ 350s(¥4 4x better)
I SFSlessfair becauseof TCP baclo®s
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PlanetLab{ 185Nodes
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Percentage completed within time
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Time since initialization (sec)

I Shak ¥ 7 min { 95th Percentile
I SFS¥% 39 min { 95th Percentile(5x better)
I NFS{ Triggeredkernelpanicsin server

Siddhartha Annapureddy Shark



Data pushedby Server
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I Shak vs SFS{ 23 copiesvs 185 copies(8x better)
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Data servedby Clients

Bandwidth transmitted (MB)

160 F PlanetLab hosts

140 | Shark, 40MB |

0 10 20 30 40 50 60 70 80 90
Unique Shark proxies
Maximum contribution ¥ 3.5 copies
Median contribution ¥4 1.5 copies
Minimum contribution ¥ 0.75 copies
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FetchingChunks{ OrderMatters

I In what order shouldwe fetch chunksof a Te?
I Natural choices{ Randomor Sequential

Intuitively , when many clients start simultaneously
I Random

I All clientsfetch independentchunks
I More chunksbecomeavailablein the cooperative cache

I Sequential

I Better disk /0O schedulingon the server
I Client that downloadsmost chunksaloneaddsto cache
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Emulab{ 100 Nodeson LAN
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I RandomWins ! { 35% better
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Emulab{ 100 Nodeson LAN
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I Reconciliationcrucial { 34% improvement
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Conclusions

I Networked Tesystemso®era convenientinterface
I Currentnetworked Tesystemslike NFS are not scalable
I Forcesusersto resat to inconvenienttools like rsync
I Shak o®ersa lesystemthat scalesto hundredsof clients

I Locality-aware cooperative cache
I Supports cross-FSshaing enablingnovelapplications
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Questions

http://www.scs.cs.nyu.edu/shark
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