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Distributed systems, security, and networking.

Current Research

2009—present

2008—present

Services in the untrusted cloud.Designing services that can use servers in public cloues (
third-party datacenters), yet provide privacy and seg@nien in the face of curious or malicious
cloud providers. SPORC [9], for example, provides a franmé&far building collaborative appli-
cations, such as online, real-time text editors. Cloudessrin SPORC store and order clients’
encrypted operations, yet its clients use cryptographégitity checks to detect if servers act ma-
liciously (by adding, changing, dropping or reordering igti®ns). Upon detecting faults, clients
can switch to alternative servers and automatically meboga€ordering and transforming) any
divergent state, and the system supports dynamic acces®lceven in the face of concurrent
membership changes. The work establishes the conceptuatction between operational trans-
formation and fork consistency. Recent work builds on SP@RGuch larger environments (such
as online social networks), where the number of documergraandship relationships, as well
as the dynamism of those objects and relationships, aresooflenagnitude larger.

Service-centric networks.Developing a new end-host stack and supporting networktacthre,
Serval [76] [70] [1], that makes it easier for hosts and neked services to manage and even
capitalize on multiplicity (in service replicas, host irfeces, and network paths) and dynamism
(due to replica failure and recovery, service migratiord elient mobility). A key abstraction of
our stack is service-level anycast with connection affjmitgpvided by a new service access layer



2008—present

2007—present

2006—present

2005—present

that sits between the network and transport layers. Apjidica communicate on opaque service
names that “late bind” to a service instance via anycastgwhaintaining affinity to the instance
across mobility, migration, and interface failures. A ceation can send traffic over multiple
interfaces and paths, capitalizing on multi-homed hosts ranltipath routing [56]. http://
www.serval-arch.org/

Virtual worlds. Researching and building Internet-scale virtual worldghwa focus on scala-
bility, extensibility, security, and federation. Ongoimgrk on Sirakata leverages geometric- and
physical-based constraints, using approaches from cangtaphics and computational geome-
try, to provide scalable and efficient inter-object andrigigace communication, object discovery,
world segmentation, distributed storage and caching, gndrdic content delivery [61] [60] [69]
[55] [57]. http://www.sirikata.com/

Fault-tolerant datacenter services.As commercial systems have grown to Internet scale, they
have often sacrificed stronger consistency semantics dheitgerceived costs and lack of scala-
bility. Yet stronger consistency guarantees make systasisefor a programmer to reason about
and provide users with more expected behavior (i.e., “wbatwyrite is what you’ll subsequently
get”). Toward this end, we have been developing developeerakkey-value storage systems
that challenge the notion of a strict tradeoff between @tascy and performance. These systems
include the CRAQ system (Chain Replication with Apportidig@ueries), which achieves higher
throughput for common cloud workloads for the a slightlyleaaf consistency (from eventual to
linearizability) [16], and is particularly well-suited feead-heavy workloads.

The COPS system [4] provides an “always-on” experience sbperations always complete with
low latency, even for geo-replicated, distributed dataagie. But unlike most previous systems
that sacrified stronger consistency, we show that COPS geeeausal consistency with con-
vergent conflict handlingor causal+—the strongest model achieved under these constraints. A
key contribution of COPS is its scalability, which can emfcausal dependencies between keys
stored across an entire cluster, rather than a single skitequrevious systems. The central ap-
proach in COPS is tracking and explicitly checking whethesal dependencies between keys
are satisfied in the local cluster before exposing writegthen, in COPS-GT, we introduce get
transactions in order to obtain a consistent view of mudtigys without locking or blocking.

In the Byzantine (malicious) setting, Prophecy introducesw form of consistency callet&lay-
once consistencfor replicated state machines [14]. While slightly weakeart linearizability,
Prophecy can achieve this consistency at a cost almostigdéta fully unreplicated reads for
read-mostly workloads. Finally, we are exploring “comnaraickoo” algorithms [33] [2] that
securely partition large numbers of nodes (of which a cerf@iction may be Byzantine) into
small groups, such that each group has a quorum of correesnegden under malicious “leave-
and-join” attacks.

Software-defined networking.Design and implementation contributions to the cleanes$s&NE [20]
and backwards-compatible Ethane [18] [15] enterprise ogtvarchitecture. Ethane network
switches provide connectivity through on-demand virtlieduits, yet enforce security policies
on a per-flow basis through centrally-managed, atomic,tablgi name bindings. Multi-month
deployment at Stanford served hundreds of both wired anelegis hosts. Technology is now
being commercialized by Nicira Networks and supported bgtmmajor switch vendors as part of
the OpenFlow Switch Consortium and the Open Networking Batian.

DIFANE looks at preserving the capabilities of Ethane-etygtworks (with fine-grained adminis-
trative policies on flows), while decentralizing the pragiag of new flows and keeping all packet
processing completely in the dataplane [10]. DIFANE candaalily implemented with commod-

ity switch hardware, since all dataplane functions can Ipeessed in terms of wildcard rules that
perform simple actions on matching packets.

Ongoing work develops a programming language, Frenetit[[@6and run-time environment
for managing and controlling programmable networks, sucthase managed via the low-level
OpenFlow protocol. Uses ideas originally developed in threefional programming community.

Replica selection and anycast.Designed and built OASIS, an infrastructure for localitpda
load-based server selection among replicated Interneicssr[21] [63]. OASIS demonstrates



using disparate services to perform (potentially erramg) network locality measurement, and it
scalably manages their state information. OASIS was inyrtidn use between Nov. 2005-July
2009, handling thousands of replicas from more than a doiribdited services. Background
measurement studies examines the geographic locality pfdfxes [23] and the efficacy of vir-
tual coordinate systems [44].

Its successor, DONAR [11], demonstrates a constraintebapémization that supports flexible
service policies, as opposed to heuristics or centralinbdions. DONAR robustly decomposes
the selection process into a decentralized algorithm. @eal since Nov. 2009 at a dozen com-
mercial PoPs worldwide, DONAR provides server selectibrofiggh DNS or HTTP) for a portion
of CoralCDN's traffic, as well as for services on the MeaswetrLab testbed, an open-source
platform co-sponsored by the New America Foundation, Rlaaie and Google. This includes
use by the FCC for its Consumer Broadband Testp: //www.donardns . org/

2002—present Content distribution and peer-to-peer systemsConceived and led the Coral Project. Designed
and built an Internet-scale, self-organizing web-contisttibution network: CoralCDN [29] [13]
uses a network of cooperating DNS redirectors and HTTP pspacked by a decentralized
indexing infrastructure [46], to allow oblivious clients transparently download content from
nearby servers, while avoiding distant or heavily-loadeeso CoralCDN has been in production
use on 300-400 PlanetLab servers since March 2004, cuyrrecttiving around 50 million HTTP
requests from more than 2 million clients per day [3], seg\deveral terabytes of datattp://
coralcdn.org/

Research on the conceptual design of untrusted peereab§iEtNs [40] [39] [17] [5], employed
price theoryto study how peer demand can be efficiently matched to avaitalpply. This work
characterizes the efficiency and robustness gains thahatdesl by price-based multilateral ex-
change, as opposed to bilateral exchanges such as BitTorren

To scale beyond CoralCDN’s limits, we also built a browsasdd P2P-CDN, Firecoral [38].
Firecoral enables mutually-distrustful users to “shareit browser caches, yet ensures the au-
thenticity of content and enables users to preserve pribg@xpressing flexible content sharing
policies. Beta release saw around 2000 installations.

2000—present Anonymity systems. Designed and implemented Tarzan [30] [48], a peer-to-pe@nymous IP
network layer that is strongly resistant to traffic analydiarzan helped protect against Sybil at-
tacks through the selection of neighbors in a constrainedvarifiable manner. Helped design
Free Haven, a distributed system for the anonymous pubtisktorage, and retrieval of informa-
tion [51] [52] [65].

Recent work on Cloud-based Onion Routing (COR) explorestoamprove performance com-
pared to more peer-to-peer designs (i.e., Tor), bettebinbénsorship, and create a market for
anonymity and censorship-resistance services [68] [34].

Prior Research

2006-2007 IP analytics. By instrumenting CoralCDN, used active web content (jasipscJava applets,
etc.) to measure and analyze the characteristics of ovellibmglients with respect to “edge
technologies” (NATs, proxies, DNS, and DHCP) [19]. Resujtantify how Internet services
can use IP addresses to identify clients and enforce acoesml decisions. Commercialized
historical and real-time techniques for proxy detectiod #n geolocation; acquired by Quova,
Inc. in Nov. 2006.

2005-2007 Reliable email. Designed and implemented the security and privacy pratesin Re:, an email
acceptance system that leverages social proximity fomaated whitelisting [22], using private
matching [27]. Subsequent analysis of privacy for socidalvoeks led to more efficient pro-
tocols based only on symmetric-key operations (or achgeginonger properties using bilinear
maps) [41].

2003-2005 Secure distributed file systems and file disseminatior\Vith a focus on settings with mutually-
distrustful clients, Shark [24] provides a distributed flestem that improves scalability and per-
formance through cooperative reads and semantic chunksingg Coral’s indexing layer to locate



2000-2010

files. Yet Shark preserves traditional semantics, manal@gaand security. Other research pro-
vides integrity guarantees for large files encoded witheateerasure codes, via a homomorphic
hash function that can verify downloaded blocks on-theZBj[

Privacy-preserving multiparty computation. Developed cryptographic protocols for private
matching, which computes the set intersection between twwooe parties’ inputs [27] [58]. PM
uses the properties of homomorphic encryption to privaggbluate a polynomial representation
of input sets. Subsequent work led to improved construstfon private keyword search based
on oblivious pseudorandom functions [25], as well as exptionsideration of detecting graph
proximity for social networks [41].

More recent work looked at greatly improving performanaedavacy-preserving data aggrega-
tion between large numbers of participants. Techniqueerugically centralize functionality,
but maintains both strong participant and data privacy kbiddig trust assumptions between two
or more non-colluding service providers [12].
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Technical Consulting

6/11-present
6/11—present
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Advising
Current Advisees
PostDoc

Institute for Defense Analyses (IDA)Alexandria, VA.

Intelligent Automation, Inc. Rockville, MD. Helping design survivable and secure cohten
distribution network for dynamic tactical environments part of AFOSR project.

CloudFlare. Bay Area, CA. Advised security startup that protects wielssirom malicious online
behavior, by proxying and filtering Web traffic while provigi CDN and DNS service.

NetFlix, Inc. Los Gatos, CA. Helped design content distribution netwartt data-center archi-
tecture to support online distribution of short and fulkdgh videos.

Quova, Inc. Mountain View, CA. Helped design and build GeoPoint v6.0lRugeolocation and
analytics platform, which incorporated architectural éexhnical aspects of illuminati research.

Legal consulting and expertreferences available upon request.

Erik Nordstrom
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Michael Franklin, Amy Ousterhout

Changhoon Kim (2008), Haakon Ringberg (2010), Yig\(@010), Minlan Yu (2011), Anirudh
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Service
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(2011), Matvey Arye (2011)

NYU: Kevin Shanahan, Ed Kupershlak (2003—-20®danford: Jeffrey Spehar (2006—2007);
Princeton: Hal Laidlaw, Mark Spear (2007-2008); Newton Allen, Hao Hriig, Andrew Schran,
Sean Stern, Jennifer Yu (2008—-2009); Paul Cavallaro, D@arbuzov, Andrew Gwozdz, Sajid
Mehmood, Chris Rucinski (2009-2010); Kay Ousterhout,iBlat/endell (2009-2011); Gabrielle
Chen, Eddy Ferreira, Emily Lancaster, Brandon Podmayethityong Xu (2010-2011)

Instructor. COS-518—Advanced Computer Systems, Princeton. (30 sts)jden
Instructor. COS-461—Computer Networks, Princeton. (62 students)

Instructor. COS-597b—Grad Seminar: Future Datacenter Networks ané®@gsPrinceton. (20
students)

Instructor. COS-461—Computer Networks, Princeton. (49 students)
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Instructor. COS-461—Computer Networks, Princeton. (40 students)
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Teaching Assistant, Lab Instructor. V22.0480—Computer Networks, NYU.
Teaching Assistant.6.033—Computer System Engineering, MIT.

Teaching Assistant.6.033—Computer System Engineering, MIT.

Committee on Grading, Princeton University, Princeton. NJ.

Academic Advisor and Faculty Fellow. Princeton A.B. Majors (Freshman and Sophomores),
Wilson College, Princeton, NJ.

Departmental Colloquia Organizer. Princeton Computer Science, Princeton, NJ.
Freshman Academic Advisor.Princeton B.S.E. Majors, Wilson College, Princeton, NJ.
Academic Advisor. Princeton Computer Science B.S.E Majors, Class of 201fa¢cBtdn, NJ.

Faculty Associate.Princeton Center for Information Technology Policy, Patan, NJ.



9/07-5/08
5/03-5/05
2/04-5/05
9/01-5/02
9/97-5/02
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Program comm.

Funding Panels

External reviews
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Honors

HotDep '11 (co-chair), IPTPS 10 (co-chaitpDI '09 (poster chair)

NSDI '12, CCS '11, FOCI '11, SIGCOMM '11, HotQ¥, OSDI '10, NSDI '10, SOSP '09,
LADIS '09, USENIX Technical '09, IEEE Security and Privac@9, NSDI '09, IPTPS '09,
ROADS '09, CCS '08, CT-RSA '08, IPTPS '08, WORLDS '06, UPGREBCDN '06, IRIS
Student P2P Workshop '03

NSF CISE Computer Systems Research (CSRYSFOCISE Network Science and Engineering
(NetSE) '09

NSDI '11, NSDI '08, NSDI '07, LATIN 06, Hdtets '05, EUROCRYPT ’05, Usenix Tech-
nical '05, ISC '04, CRYPTO '04, IPDPS '04, INFOCOM ’'04, CCS3pSOSP '03, ISC '03,
PODC '03, EUROCRYPT '03, WPES '02

Transactions of Networking (TON), Tratisas on Computer Systems (TOCS), Journal of Com-
puter Security, Journal of Parallel and Distributed Corimgu¢JPDC), Handbook of Internet Se-
curity - P2P Security (Wiley & Sons), Computer Journal

DARPA Computer Science Study Group (CSSG) member, 201144di8tant professors chosen
across computer science)

Alfred P. Sloan Research Fellowship, 2011

CAREER Award (CSR), National Science Foundation, 2009

Young Investigator Award, Office of Naval Research, 20094@dfss science and engineering)

E. Lawrence Keyes, Jr./Emerson Electric Co. Faculty Adearent Award, Princeton School of
Engineering and Applied Science (SEAS), 2009

Nominated by NYU for ACM Doctoral Dissertation award, 2008
Janet Fabri Prize, NYU Computer Science, 2008 (for best Rtid3ertation)
Henning Biermann Award, NYU Computer Science, 2005 (fostartding education and service)

NDSEG (DoD) Graduate Fellow, 2002-2005
NYU McCracken Fellow, 2002-2006

Award paper (invited to SIGOPS OSR), LADIS 2011 [33].

Highest-ranked paper, SIGCOMM 2007 [18]. Fast-tracked®H/ACM Trans. Networking.
Best demo award, WORLDS 2005 [21].

Highest-ranked paper, EUROCRYPT 2004 [27].

Award paper (invited to TISSEC), CCS 2002 [30].

Awarded NSF Graduate Fellowship for 2002-2005
Awarded Gordon Wu Fellowship (Princeton), 2001 ; Sterlimg&Fellowship (Yale), 2001
Awarded Graduate Fellowships (U.C. Berkeley, CarnegiétdvieUCSD), 2001

Coca-Cola Scholar, 1997-2001 ; Tylenol Scholar, 1997-1%§ 33 Scholar, 1997-1998
Member of Tau Beta Pi, 2000 ; Eta Kappa Nu, 2000 ; Sigma Xi, 20Dfer of Omega, 1999
Congressional Award, Silver (1996) and Bronze (1993) meedal



Honors by student research advisees
Facebook Ph.D. Fellowship, Finalist: Wyatt Lloyd, 2012
CRA Outstanding Undergrad Researcher: Zhihong Xu, Hodediention, 2012
Princeton Computer Science, Accenture Prize: Zhihong Xai12
Princeton Computer Science, Accenture Prize: Brandon Rgdraky, 2011
Siebel Graduate Scholarship: Wyatt Lloyd (PhD), 2011
Siebel Graduate Scholarship: Nicholas Jones (MSE), 2011

Princeton School of Engineering, Calvin Dodd MacCrakeni@eproject Award: Patrick Wen-
dell, 2011

Princeton Computer Science, Senior Independent Work Feaeick Wendell, 2011
NDSEG and NSF Graduate Fellowship: Patrick Wendell (as igrned), 2011

Hertz and NSF Graduate Fellowship: Kay Ousterhout (as gndd), 2011

CRA Outstanding Undergrad Researcher: Patrick Wendefinéfi(male), 2011
CRA Outstanding Undergrad Researcher: Kay Ousterhoutptédate Mention, 2011
Google Anita Borg Memorial Scholarship: Kay Ousterhout] 20

Princeton Computer Science, Accenture Prize: Kay Oustgy2010

Google Ph.D. Fellowship in Fault Tolerance: Siddhartha 8609-2012

Princeton Computer Science, Senior Thesis Prize: Andrdwe®¢ 2009
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[1] Erik Nordstrom, David Shue, Prem Gopalan, Rob Kiefertiés Arye, Steven Ko, Jennifer Rex-
ford, andMichael J. Freedman Serval: An end-host stack for service-centric networkiig
Proc. 9th Symposium on Networked Systems Design and Impkeioa (NSDI 12) San Jose,
CA, April 2012.

[2] Siddhartha Sen aniflichael J. Freedman Commensal Cuckoo: Secure group partitioning for
large-scale service®A\CM SIGOPS Operating System Revyidanuary 2012.

[3] Patrick Wendell andMichael J. Freedman Going Viral: Flash crowds in an open CDN. In
Proc. 11th ACM SIGCOMM Conference on Internet Measuren®t (11), Berlin, Germany,
November 2011.

[4] Wyatt Lloyd, Michael J. Freedman Michael Kaminsky, and David G. Andersen. Don't settle for
eventual: Scalable causal consistency for wide-areagagavith COPS. 1123rd ACM Symposium
on Operating Systems Principles (SOSP, €scais, Portugal, October 2011.

[5] Christina AperjisMichael J. Freedman and Ramesh Johari. Bilateral and multilateral exchanges
for peer-assisted content distributidBEE/ACM Transactions on Networking9(5):1290-1303,
October 2011.

[6] Siddhartha Sen, Sunghwan lhm, Kay OusterhoutMiuthael J. Freedman Bridging the theory-
practice gap in multi-commodity flow routing (brief annoentent). In25th International Sym-
posium on Distributed Computing (DISC 1Rome, Italy, September 2011.

[7] Nate Foster, Rob HarrisoMichael J. Freedman Christopher Monsanto, Jennifer Rexford, Alec
Story, and David Walker. Frenetic: A network programmingglaage. IrProc. ACM SIGPLAN
International Conference on Functional Programming (ICEB), Tokyo, Japan, September 2011.

[8] Wyatt Lloyd andMichael J. Freedman Coercing clients into facilitating failover: Transpaten
recovery for object delivery services. #ist IEEE/IFIP International Conference on Depend-
able Systems and Networks (DSN 11), Dependable ComputthG@ammunication Symposium
(DCCS) track Hong Kong, China, June 2011.
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Ariel J. Feldman, William P. Zelleiichael J. Freedman and Edward W. Felten. SPORC: Group
collaboration using untrusted cloud resources.Ptac. 9th Symposium on Operating Systems
Design and Implementation (OSDI 18ancouver, BC, October 2010.

Minlan Yu, Jennifer RexfordMichael J. Freedman and Jia Wang. Scalable flow-based net-
working with DIFANE. InProc. ACM SIGCOMM Conferengpages 351-362, New Delhi, India,
August 2010.

Patrick Wendell, Joe Wenijie Jiangichael J. Freedman and Jennifer Rexford. DONAR: Decen-
tralized server selection for cloud servicesPioc. ACM SIGCOMM Conferencpages 231-242,
New Delhi, India, August 2010.

Benny Applebaum, Haakon Ringbeiichael J. Freedman Matthew Caesar, and Jennifer Rex-
ford. Collaborative, privacy-preserving data aggregagioscale. IfiProc. 10th Privacy Enhancing
Technologies Symposium (PETS,I#ges 56—74, Berlin, Germany, July 2010.

Michael J. Freedman Experiences with CoralCDN: A five-year operational view.Proc. 7th
Symposium on Networked Systems Design and Implementiitginl (10) pages 95-110, San
Jose, CA, April 2010.

Siddhartha Sen, Wyatt Lloyd, aridichael J. Freedman Prophecy: Using history for high-
throughput fault tolerance. IAroc. 7th Symposium on Networked Systems Design and Impleme
tation (NSDI 10) pages 345-360, San Jose, CA, April 2010.

Martin CasadoMichael J. Freedman Justin Pettit, Jianying Luo, Natasha Gude, Nick McKe-
own, and Scott Shenker. Rethinking enterprise networkrobntEEE/ACM Trans. Networking
17(4):1270-1283, 2009.

Jeff Terrace antMichael J. Freedman Object storage on CRAQ: High-throughput chain replica-
tion for read-mostly workloads. IRroc. USENIX Annual Technical Conferenpages 143-158,
San Diego, CA, June 2009.

Christina AperjisMichael J. Freedman and Ramesh Johari. Peer-assisted content distribution
with prices. InProc. 4th ACM SIGCOMM Conference on emerging NetworkingeeMpents and
Technologies (CoNext 08Yladrid, Spain, December 2008.

Martin CasadoMichael J. Freedman Justin Pettit, Jianying Luo, Nick McKeown, and Scott
Shenker. Ethane: Taking control of the enterprisePioc. ACM SIGCOMM Conferencpages
1-12, Kyoto, Japan, August 2007.

Martin Casado aniichael J. Freedman Peering through the shroud: The effect of edge opacity
on IP-based client identification. IRroc. 4th Symposium on Networked Systems Design and
Implementation (NSDI 07pages 173—-186, Cambridge, MA, April 2007.

Martin Casado, Tal Garfinkle, Aditya Akellafichael J. Freedman Dan Boneh, Nick McKe-
own, and Scott Shenker. SANE: A protection architecturesfderprise networks. IRroc. 15th
USENIX Security Symposiypages 137-151, Vancouver, BC, August 2006.

Michael J. Freedman Karthik Lakshminarayanan, and David Mazieres. OASISydast for any
service. InProc. 3rd Symposium on Networked Systems Design and Imputieine (NSDI 06)
pages 129-142, San Jose, CA, May 2006.

Scott Garriss, Michael Kaminskylichael J. Freedman Brad Karp, David Mazieres, and
Haifeng Yu. Re: Reliable email. IRroc. 3rd Symposium on Networked Systems Design and
Implementation (NSDI 06pages 297-310, San Jose, CA, May 2006.

Michael J. Freedman Mythili Vutukuru, Nick Feamster, and Hari Balakrishnan.e@raphic
locality of IP prefixes. IrfProc. 5th ACM SIGCOMM Conference on Internet Measuremame(l
05), pages 153-158, Berkeley, CA, October 2005.

Siddhartha Annapureddylichael J. Freedman and David Maziéres. Shark: Scaling file servers
via cooperative caching. IRroc. 2nd Symposium on Networked Systems Design and Impleme
tation (NSDI 05) pages 129-142, Boston, MA, May 2005.



(25]

(26]

(27]

(28]

(29]

(30]

Michael J. Freedman Yuval Ishai, Benny Pinkas, and Omer Reingold. Keyword ceand
oblivious pseudorandom function. Rroc. 2nd Theory of Cryptography Conference (TCC, 05)
pages 303-324, Cambridge, MA, February 2005.

Yevgeniy DodisMichael J. Freedman Stanislaw Jarecki, and Shabsi Walfish. Versatile padding
schemes for joint signature and encryption. Froc. 11th ACM Conference on Computer and
Communications Security (CCS 0gages 344-353, Washington, D.C., October 2004.

Michael J. Freedman Kobbi Nissim, and Benny Pinkas. Efficient private matchangl set inter-
section. InAdvances in Cryptology — EUROCRYPT 2004dges 1-19, Interlaken, Switzerland,
May 2004.

Maxwell Krohn, Michael J. Freedman and David Mazieres. On-the-fly verification of rateless
erasure codes for efficient content distributionPhoc. IEEE Symposium on Security and Privacy
pages 226-240, Oakland, CA, May 2004.

Michael J. Freedman Eric Freudenthal, and David Maziéres. Democratizingeotpublication
with Coral. InProc. 1st Symposium on Networked Systems Design and Immigioe (NSDI 04)
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