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ABSTRACT
We proposeseveral highly-practicaland optimizedconstructions
for joint signatureand encryptionprimitives often referredto as
signcryption. All our signcryptionschemes,built directly from
trapdoorpermutationssuchas RSA, sharefeaturessuchas sim-
plicity, ef�ciency, generality, near-optimal exact security, �e xible
andad-hockey management,key reusefor sending/receiving data,
optimally-low messageexpansion,“backward” usefor plain sig-
nature/encryption,long messageandassociateddatasupport,the
strongest-known qualitativesecurityand,�nally , completecompat-
ibility with thePKCS#1infrastructure.

Similar to thedesignof plain RSA-basedsignatureandencryp-
tion schemes,suchasRSA-FDHandRSA-OAEP, oursigncryption
schemesareconstructedby designingappropriatepaddingschemes
suitablefor usewith trapdoorpermutations.Webuild ageneraland
�e xible framework for the designand analysisof secureFeistel-
basedpaddingschemes,aswell asthreecompositionparadigmsfor
usingsuchpaddingsto build optimizedsigncryptionschemes.To
unify many securepaddingoptionsofferedasspecialcasesof our
framework, we constructa singleversatilepaddingschemePSEP
which, by simply adjustingthe parameters,can work optimally
with any of the threecompositionparadigmsfor eithersignature,
encryption,or signcryption.

We illustratetheutility of oursigncryptionschemesby applying
them to build a securekey-exchangeprotocol,with performance
resultsshowing 3x–5xspeed-upcomparedto standardprotocols.

Categoriesand SubjectDescriptors
E.3[Data Encryption ]: [Publickey cryptosystems]

GeneralTerms
Security, Theory

Keywords
Signcryption, joint signatureand encryption, universal padding
schemes,FeistelTransform,extractablecommitments
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1. INTRODUCTION
Until recently, the two main building-blocksof modernpublic-

key cryptography— encryptionand signatureschemes— have
always beenconsideredasseparate entities. From a designand
analysisstandpoint,this evolution makessenseasencryptionand
signaturesserve fundamentallydifferentpurposes.However, many
centrally-importantapplicationsusebothprimitivesto ensuremes-
sageprivacy andauthenticationatthesametime. Secureemail,one
of earliestapplicationsof public-key cryptography, requirestheap-
plication of both primitives. Encryption-basedkey exchange[24]
doessoaswell. Thesecurityrequirementsof ever-greaternumbers
of distributedapplications,services,anddevicesplaceincreasing
importanceon bothprimitives.Yet, thetaskof secureandef�cient
compositionof the two primitives is typically left to the applica-
tion programmers,whichhasoftenled to increasedrisk of security
breachesat theapplicationlayer[7].

Ratherthan leaving this compositiontask to ad-hocattempts,
investingeffort into designinga “joint signatureandencryption”
primitive hasthepotentialbene�t of creatinga cryptographictool
thatoptimizestheef�ciency of applicationsthatuseit, yetstill pro-
videsstrongandwell-understoodsecurityproperties.

Our Moti vation. To provide sucha “joint signatureandencryp-
tion” tool, Zheng[26] introducedsigncryptionasa primitive, and
severalsubsequentpapersprovidedalternateconstructionsandim-
provements[27, 20, 14, 2, 1, 19]. However, theseexisting sign-
cryptionproposalsall leave somethingto bedesiredin thesecurity
propertiesthey achieve. All proposedschemes,with theexception
of the genericcompositionmethodof [1], arenot known to offer
insidersecurityfor both senderandrecipient[1, 2], which means
thatanattacker compromisingthesender/recipientcanviolate the
privacy/authenticityof therecipient/sender. They alsoareeithernot
known to be securein themulti-usersetting[19], or arebasedon
non-standardassumptions[26]. Finally, all have suboptimalmes-
sagebandwidthor poorexactsecuritybounds.

Moreover, theexistingsigncryptionproposalsdonotadequately
addressseveral importantpracticalconcernsthatemerge in appli-
cationsof joint signatureandencryption.For example,onemight
wantto re-usethesamepublickey for signing,encryption,andfor
the new signcryptionoperationin practice,to simplify key man-
agement. Additionally, practitionersoften needthe �e xibility to
encryptonly portionsof amessage,yetstill signtheentiremessage
(suchsignedplaintext is commonlyknown asassociateddata). It
is oftenunclearwhetherpreviousschemessupportsuchproperties



ef�ciently andsecurely. Finally, someschemes[26] requireall par-
ties to agreeon the samepublic parameters,suchasthe common
discretelog group,which makes any changesto the securitypa-
rameteror signcryptionschemequitedif�cult.

On the otherhand,we observe that practicalsignatureanden-
cryptionschemessuchasOAEP [4], OAEP+ [25], andPSS-R [5],
arebuilt from trapdoorpermutations(TDPs)suchasRSA,andare
analyzedin therandomoracle(RO) model.We call suchschemes
TDP-based.1 AlthoughsomeTDP-basedsigncryptionschemesare
known [19] or implied [1], it is naturalto askwhetherwecanbuild
optimizedsigncryptionconstructionsfrom TDPs.

Overview of Our Results. This paperpresentsseveral optimized
signcryptionconstructions,all of whichsharefeaturessuchassim-
plicity, ef�ciency, generality, near-optimal exact security, �e xi-
ble andad-hockey management,key reusefor sending/receiving
data,optimally-low messageexpansion,“backward” usefor plain
signature/encryption,long messageand associateddata support,
the strongest-known qualitative security(so calledIND-CCA and
sUF-CMA) and,�nally , completecompatibilitywith thePKCS#1
infrastructure[23]. While someof theseattractive featuresareal-
readypresentin severalpreviousworks to variousextents,we be-
lieve thatour schemesimprove on earlierproposalsin at leastsev-
eraldimensions(seeTable1 andSection8).

In our model, eachuserU independentlypicks a single trap-
door permutationf U (togetherwith its trapdoor, denotedf � 1

U )
and publishesf U as its public signcryptionkey (as opposedto
separatesignatureand encryptionkeys, as in [1]). Similar to
TDP-basedsignatureand encryptionschemes,our schemesuse
somepaddingschemePad onmessagem beforepassingtheresult
throughthecorrespondingTDPs. However, our schemesuseonly
a single, generalpurposepaddingscheme,ratherthan two inde-
pendentpaddingschemes[1]. This design(1) resultsin noticeable
practicalsavings in both quantitative andqualitative security, (2)
improvesthe messagebandwidthandrandomnessutilization, and
(3) simpli�es protocoldesignandimplementation.

Table1 comparesour signcryptionconstructionagainstseveral
earlierproposals,with regardsto severalproperties.Section8 de-
scribesthesealternateschemesin moredepth,andwe includethe
comparisonherefor easyreference. Note that we do not claim
any improvementin the computationalef�ciency of signcryption
basedonTDPs(e.g., comparedto [1, 19]), sincethecomputational
overheadis dominatedby thetime requiredto computeandinvert
TDPs. However, we improve uponexisting TDP basedsigncryp-
tion schemesin otherways,asshown in Table1.

More speci�cally, we offer threeoptionsfor a senderS to trans-
mit a messagem to receiver R: P-Pad (Parallel Padding),S-Pad
(SequentialPadding),andX-Pad (eXtendedsequentialPadding).
The convenienceof eachpaddingschemedependson the appli-
cationfor which it is used. For example,P-Padprovidesparallel
applicationof “signing” f � 1

S and “encrypting” f R (with optimal
exact security),while S-Pad permitsa shorterminimal ciphertext
lengthby losingparallelism(andsomeexactsecurity),andX-Pad
regainsoptimalexactsecurityby slightly increasingtheminimum
ciphertext length.Wenotethattheminor trade-offs representedby
eachof thesethreeoptionsappearto benecessary.

Our Generalized Padding Constructions. We observe that all
popularpaddingschemeswith messagerecoverycurrentlyusedfor
ordinarysignatureor encryption,suchasOAEP [3], OAEP+ [25],

1We only considerprotocolsin theRO model.However, asstated,
all truly ef�cient plain signatureandencryptionschemesareana-
lyzed in theRO model,so thereseemsto be little hopeto avoid it
for a morepowerful signcryptionprimitive.

OAEP++ [16], PSS-R [5], and“scrambleall, encryptsmall” [15]
(in the futuredenotedSAP), actuallyconsistof two naturalcom-
ponentsw ands. Moreover, thesew ands arealways obtained
throughanapplicationof theFeistelTransform[18]—usinga ran-
dom oracleas the round function — to somemore “basic” pair
hd; ci . Thus, ratherthan de�ning suchspeci�c paddingsfor our
new application,we follow amoregeneralapproach.

We de�ne somesimple,easily-veri�ed propertiesof hd; ci , such
thatwe obtainthedesiredpaddingschemeby applyingoneor two
roundsof theFeistelTransformto anysuchhd; ci .

We show that theneededconditionson hd; ci arethatthey form
anextractablecommitmentscheme(seeSection2), which is a triv-
ial conditionto checkandsatisfyin the RO model. For example,
settingc = H (mkr ), d = (mkr ), we geta commitmentscheme
whichde�nesPSS-R, while settingc = H (r ) � (mk 0� ), d = r ,
we geta commitmentschemewhich leadsto OAEP.

As specialcasesof our onegeneral theorem, we not only ob-
tain that analogsof OAEP, PSS-R, SAP, etc. enablesigncryp-
tion constructions,but: (1) we get several of the previous results
aboutsignatureandencryptionasonespecialcaseof our general
framework; (2) we isolateandabstracttheusefulnessof theFeistel
Transformin constructingTDP-basedschemes;and(3) we derive
new paddingschemes(withoutneedingnew proofs!)which canbe
speciallytailoredfor particularsituations.

As an exampleof the last bene�t, we constructa single, ver-
satile paddingscheme,called Probabilistic Signature-Encryption
Padding(PSEP). PSEP with a singleFeistelroundis a “hybrid”
of the standardPSS-R andOAEP paddings,yet also offers op-
timal messagebandwidthin our setting. With a secondFeistel
round,PSEP is a versatilepaddingschemecapableof achieving
optimalbandwidthin all of our constructions,evenwhenusedfor
plain signatureor encryptionapplications(i.e., it is alsoa “univer-
sal padding” [6]). Thus, our suggestedpaddingschemeis truly
applicablefor any TDP-basedpublic-key usage.

Extensionsand Applications. Oursigncryptionschemewith sup-
port for associateddatacanbeeasilyextendedto supportlongmes-
sagesusing the techniquedescribedin Section6 (seealso [22]),
while retainingall thebene�tsof theoriginalscheme.In Section7,
we useour signcryptionschemeto build a simple two-roundau-
thenticatedkey-exchange(AKE) protocol,basedonany TDP such
asRSA. In additionto reducingroundcomplexity, our implemen-
tationresultssuggesta3x–5xspeed-upwhencomparedto standard
key-exchangeprotocolsoffering comparablesecurityguarantees.

Organization. Therestof this paperis structuredasfollows. Sec-
tion 2 introducesour threepaddingconstructions,Section3 ap-
pliestheseconstructionsto build ef�cient signcryptionscheme,and
Section4 shows their usefulnessto plain encryptionandsignature.
Section5 usestheseconstructionsto build thenew PSEP padding
scheme.In Section6, we show how theseschemescaneasilybe
extendedto supportlong messages,while Section7 presentsthe
signcryption-basedkey-exchangeprotocol.Section8 discussesre-
latedwork, andSection9 concludes.

2. PADDING CONSTRUCTIONS
In this section, we construct tailored padding schemeswith

which onecan apply a combinationof TDPs to a single padded
messageto achieve encryption,signature,or both in the form of a
signcryptionprimitive. Unlike genericTDP-basedschemes,in our
modeleachuserU independentlypicks a singletrapdoorpermu-
tation f U (togetherwith its trapdoor, denotedf � 1

U ) andpublishes
f U asits public key. Similar to TDP-basedsignatureandencryp-
tion schemes,ourschemesusesomepaddingschemePad onmes-



ZSCR[2] TBOS[19] CtE&S / StE / EtS [1] P-Pad / S-Pad / X-Pad
StandardAssumption? no yes yes yes
ExactSecurity? poor very poor good excellent/ good/ excellent
InsiderSecurity? no no yes yes
Multi-User Setting? yes no yes yes
CCA security? yes yes no / yes/ no yes
StrongUnforgeability? no� no� no / no / yes yes
GeneralConstruction? no no yes yes
Key Flexibility? no no yes yes
Key Reuse(ShortKey)? yes no� no� yes
Avoid SpecialSet-up? no yes yes yes
ExtractPlainSig / Enc? no only Sig yes/ Sig / Enc yes
AssociatedData? no no no yes
Compatibleto PKCS#1? no maybe maybe yes
ParallelOperations? n / a no yes/ no / no yes/ no / no
MessageBandwidth moderate very poor moderate optimal
Minimal Ciphertext 2k + jmj k 2k / k / k 2k / k / k + a

Table1: Comparisonto prior schemes.A star � signi�es that the questionwasnot explicitly considered. For min ciphertext, k; jmj; a
are the lengthsof the public-keydomain, the message,and the security parameter.
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Figure1: Generalizedpaddingsasusedby signcryption

PaddingType Encryption Signature Signcryption
Parallel f R (w)ks wkf � 1

S (s) f R (w)kf � 1
S (s)

Sequential f R (wks) f � 1
S (wks) f R (f � 1

S (wks))
eXtendedsequential f R (w)ks f � 1

S (w)ks f R (f � 1
S (w)) ks

Table2: ProposedTDP-basedpadding schemes

sagem beforepassingthe result throughcorrespondingTDP(s).
However, our schemeallows oneto useonly a single, specialized
paddingschemefor any of the threeprimitives. This design(1)
uni�es thedesignof cryptographicpaddingschemesinto a single
generalconstruction,(2) simpli�es protocoldesignandimplemen-
tation, includingtheability to trivially prove tight securitybounds
on new or existing schemes,and (3) in the caseof signcryption,
resultsin noticeableimprovementsin both quantitative andqual-
itative security, aswell asoptimizesmessagebandwidthandran-
domnessutilization.

Speci�cally, to senda shortmessage2 m from S to R, we offer
threeoptionsto S. The convenienceof eachpaddingschemede-
pendsontheapplicationfor whichit is used.Eachpaddingscheme
producesPad(m) = wks, usedasshown in Table2.

Figure1 illustratestheuseof suchpaddingschemesin for sign-
cryption. As we cansee,P-Padsigncryptionprovidesparallelap-
plicationof “signing” f � 1

S and“encrypting”f R , whichcanresultin
ef�ciency improvementson parallelmachines.However, themini-

2Section6 easilyextendsour schemeto supportlong messages.

mumciphertext lengthis twice aslargeascomparedto S-Pad, yet
theexactsecurityofferedby S-Padis not astight asthatof P-Pad.
Finally, X-Pad regainsthe optimal exact securityof P-Pad, while
maintainingciphertext lengthnearlyequalto thelengthof theTDP
(by achieving quiteshorts).

In this section,we �rst discussour constructionframework and
its useof FeistelTransformsandextractablecommitments, before
presentingtheabove paddingschemes.

2.1 Cryptographic Components
Framework Basedon FeistelTransforms. We basethestructure
of our paddingschemeson the well-known FeistelTransform. A
FeistelTransformis anoperationon a pair of left andright inputs
(L; R) which makesuseof a “round function” F . Applying a sin-
gle roundof the FeistelTransformon a pair (L; R) gives a new
pair (L 0; R0) suchthatL 0 = R andR0 = F (R) � L . Thetrans-
form is very ef�cient in practice,andis invertibleeven if F is not
(in particular, we caninvert by computingL = F (L 0) � R0 and
R = L 0). FeistelTransformsareoftenusedin multipleroundswith
differentkeyedroundfunctions,andhave beenespeciallyusefulin
thedesignof block ciphers.In our application,theroundfunction
will bepublic,andwill bemodeledby therandomoracle.

All our paddingschemeswill producethepair (w; s) by apply-
ing one(P-Pad) or two (S-Pad/X-Pad) roundsof Feisteltransform
to some“more basic” pair hd; ci . In fact, in all our constructions
we will useany extractablecommitmentpair (describednext) as
the input to the �rst round: the decommitmentd asthe left hand
inputandthecommitmentc astheright handinput. Thiswill allow
usto achieve a very high level of generality, andwill alsoabstract
away andemphasizetheusefulnessof theFeistelTransformin our
constructions.Additionally, it will show thatapplyingtwo rounds
of theFeistelTransformresultsin whatwe call versatilepadding:
by simply varying the lengthsof c and d, the samepaddingcan
serve asP-Pad, S-Pad, X-Pad, andeven as the paddingfor plain
signatureor encryption!

For technical reasons— notably, the possibility of “identity
fraud” attacks— we speciallyformatall inputsto therandomor-
acleG that servesas the �rst Feistelroundfunction. We do this
by prependinga meta-datastring L to the oracle input, where
L containsthe public keys of the intendedsenderand recipient



(VEKS ; VEKR , respectively), as well as any desiredassociated
data`. This useof meta-datawill becomemoreapparentwhenwe
introducesigncryptionin Section3. For simplicity, we useĜ(�) to
denoteG(L ; �), whereonecanview Ĝ asan RO uniquelydeter-
minedby L . UsingĜ asour roundfunction,ratherthanG, “binds”
thepaddedmessageto themeta-data,preventingidentity fraudand
ensuringtheintegrity of theassociateddata`.

Extractable Commitments. Ourconstructionsfor paddingschemes
all make useof extractablecommitmentschemes. Suchcommit-
mentshave theusualpropertiesof standardcommitments,but with
theadditionaltwist thatthereexistsanextractionalgorithmwhich
can extract a uniquedecommitmentfrom any valid commitment
with high probability, by usingsome“trapdoor information”. In
the randomoraclemodel,suchinformationis provided by a tran-
scriptof all randomoraclequeries.

An extractablecommitmentschemeC consistsof a triple of al-
gorithms(Commit; Open; Extract). Given a messagem 2 M
and somerandomcoins r , Commit(m; r ) outputsa pair (c;d),
both k bits long, wherec representingthe commitmentto m and
d is a correspondingdecommitment. As a shorthand,we write
(c;d)  Commit(m). Open(c;d) outputsm if (c;d) is a valid
commitment/decommitmentpair for m, or ? otherwise.Correct-
nessrequiresOpen(Commit(m)) = m for all m 2 M .

We requirethis commitmentschemeto satisfytwo securityprop-
erties,which we informally describehere. SeeAppendix A for
formalde�nitions andproofs.

� Hiding. No PPT adversaryrunningin timet candistinguish
the commitmentof any messagesof its choicefrom a k-bit
randomstringR with probabilitygreaterthan" hide.

� Extractability . Thereexistsa deterministicpoly-timealgo-
rithm Extract whichcanextractthe“correct” decommitment
from any valid commitmentin timet—failing with probabil-
ity at most" extract—givenaccessto a transcriptT of all RO
queriespreviously issuedby theadversary.

A commitmentschemeC is a (t; " hide; " extract )-secureextractable
commitmentif it satis�estheabove properties.Extractabilityim-
pliestwo otherstrongcomputationalinfeasibility lemmas:

� It is hardto produce(c;d; d0) suchthat(c;d) and(c;d0) are
valid commitmentpairsandd 6= d0.

� It is hard to �nd a c for which a randomdecommitmentd
will bevalid with non-negligible probability.

Wereferto theprobabilitythataPPT adversaryin timet canbreak
suchpropertiesas" bind and" rand, respectively. Whenappropriate,
we directly specifysecurityin termsof " bind and" rand for concep-
tualclarity andbecauseit is generallysimpleto prove tight bounds
on thesepropertiesdirectly (ratherthan relying on reductionsto
breakingextractability).Again,seeAppendixA for theproofs.

Trapdoor Permutations (TDPs) A family of trapdoorpermuta-
tions (TDPs) is a family of permutationssuchthat it is easyto
randomlyselecta permutationf andsome“trapdoor” associated
with f . Furthermore,f is easyto computeand,giventhetrapdoor
information,sois its inversef � 1 . However, without the trapdoor,
f is “hard” to invertonrandominputs:No PPT adversaryA , given
y = f (x) for randomx, can�nd x with probability greaterthan
" TDP , which is negligible in thesecurityparameter� of thegener-
ationalgorithm.
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Figure 2: Schema for a Feistel P-Pad (left) and a Feistel
S-Pad/X-Pad (right) on input messagem.

2.2 P­Pad Schemes
We now describea genericconstructionfor a classof provably

secureP-Padschemesin theRO model,basedonasingleroundof
theFeistelTransformappliedto any extractablecommitment.

De�nition 1 (FeistelP-Pad) Let C = (Commit; Open; Extract)
be any secure ExtractableCommitmentscheme. Furthermore, let
G : f 0; 1g� ! f 0; 1gj dj bea RO. TheFeistelP-Pad PadL (m) !
(w; s) (thepaddingof message m usingmeta-dataL ) inducedby
C is givenby:

(c;d)  Commit(m)
w  c
s  Ĝ(c) � d

where Ĝ(�)
def
= G(L ; �). Thecorrespondingdecodingoperation

DePadL (w; s) canbecomputedby �r st obtainingd = Ĝ(w) � s
andc = w, andthenreturningOpen(c;d).

Notethat(w; s) representsaFeistelTransformoninputhd; ci using
Ĝ astheroundfunction.

2.3 S­Pad and X­Pad Schemes
Our previousconstructionfor FeistelP-Pads doesnot suf�ce to

producea secureS-Pad (which is strictly harderto achieve than
a P-Pad). For example,we will seein Section5 that OAEP is a
specialcaseof ourP-Padconstruction.Yet, it wasshown to bepo-
tentially insecurewhenusedasa singlepadding,by the resultof
[25]. On the positive side,we now show that it is easy(andef�-
cient)to convert any FeistelP-Padinto anS-Padby merelyadding
a secondroundof theFeistelTransformappliedto thehd; ci pair.

De�nition 2 (FeistelS-Pad) Let C = (Commit; Open; Extract)
be any secure ExtractableCommitmentscheme. Furthermore, let
G : f 0; 1g� ! f 0; 1gj dj andH : f 0; 1g� ! f 0; 1gj cj beROs.The
FeistelS-Pad PadL (m) ! wks (thepaddingof message m using
meta-dataL ) inducedby Cis givenby:

(c;d)  Commit(m)
w  Ĝ(c) � d
s  H (w) � c

where Ĝ(�)
def
= G(L ; �). Thecorrespondingdecodingoperation

DePadL (wks) canbecomputedby �r st obtainingc = H (w) � s
andd = Ĝ(c) � w, andthenreturningOpen(c;d).



Notethat(w; s) representsa two-roundFeistelTransformoninput
hd; ci , using Ĝ as the �rst round function and H as the second
roundfunction.

X-Pads: Impr oving the exact security of Feistel S-Pads. Un-
fortunately, in the sequentialparadigm,S-Pads losea potentially-
signi�cant amountof exact security (for the IND-CCA security
guaranteeonly) whencomparedto P-Pads. This is dueto thesub-
stantialincreasein theIND-CCA reduction's runningtime, which
requirestimeproportionalto qH �qG (underlinedin thestatementof
Theorem2 in thefollowing section).We noticethat thesameloss
of exactsecurity(or worse)occursin all known paddingschemes
for regular encryption,which placethe entirepaddinginside the
input of a TDP (asin [25]). However, if we arewilling to place
a small portion of the paddingoutsidethe TDP (aswasdoneby
[16] for OAEP++ encryption)— whichslightly increasesthemin-
imum ciphertext length— we canavoid this lossof security. Con-
veniently, wecanmerelyreuseourexistingFeistelS-Padconstruc-
tion as an X-Pad, for which we have a signcryptionof the form
f R (f � 1

S (w)) ks, wheres is short. In particular, de�ne a Feistel
X-Padto bea FeistelS-Padwith lengthparameterschosenappro-
priatelyfor X-Pads.

3. SIGNCRYPTION
We now seehow theseFeistelconstructionsallow oneto build

simple,ef�cient, andsecuresigncryptionprimitivesfrom any TDP.

3.1 De®nitions
Our modelingof signcryptionis basedon [1], exceptwe gen-

eralizethe latter de�nitions to includesupportfor associateddata
(intuitively, a public labelwhich is boundto theciphertext), in or-
derto provide moreusefulfunctionalityandmoregeneralresults.

Syntax. A signcryptionschemewith associateddata` consists
of the algorithms(Gen; SigEnc; VerDec). In the multi-party set-
ting, the Gen(1� ) algorithm for user U generatesthe key-pair
(SDKU ; VEKU ), where� is the securityparameter, SDKU is the
signing/decryptionkey thatis keptprivate,andVEKU is theveri�-
cation/encryptionkey madepublic. Without lossof generality, we
assumethatVEKU is determinedfrom SDKU .

The randomizedsigncryptionalgorithmSigEncfor userU im-
plicitly takes as input the user's secretkey SDKU and explicitly
takesasinput the messagem 2 M , the label ` , andthe identity
of the recipient,in order to computeandoutput the signcryption
� . For simplicity, we considerthis identity ID to be a public key
VEK. Thus,we write this algorithmasSigEnc`SDKU

(m; VEKR ),
or simplySigEnc`U (m; VEKR ).

Similarly, userU's de-signcryptionalgorithm VerDec implic-
itly takestheuser's privateSDKU andexplicitly takesasinput the
signcryption ~� , the label ` , and the senders'identity. We write
VerDec`

SDKU
(� ; VEKS ), or simply VerDec`U (� ; VEKS ). Theal-

gorithm outputssomemessage~m, or ? if the signcryptiondoes
notverify or decryptsuccessfully. Correctnessensuresthatfor any
usersS andR, VerDec`R (SigEnc`S (m; VEKR ); VEKS ) = m, for
any m and`.

Security. In this paper, we only usethestrongestpossiblenotion
of Insider securityfor multi-usersigncryption[1]. The security
notions for our labelledalgorithmsare similar to thoseof stan-
dardsigncryption,with theaddedrequirementthat` is considered
part of theciphertext (for thepurposesof CCA decryptionoracle
queries),andmustbe authenticated.However, thereis no hiding
requirementfor thelabel` .

As expected,thesecurityfor signcryptionconsistsof IND-CCA
andsUF-CMA componentswhenattackingsomeuserU. We pro-
vide formal de�nitions of securityin AppendixA; here,we only
informally describethenecessaryproperties.For IND-CCA secu-
rity, let " CCA betheprobabilitythatany PPT adversarycandistin-
guish betweenSigEnc`S (m0 ; VEKU ) from SigEnc`S (m1 ; VEKU )
for somemessagepairm0 ; m1 anda label`. For sUF-CMA secu-
rity, let " CMA betheprobability thatany PPT adversarycanforge
a “valid” signaturepair (� ; `) of somemessagem from U to any
userR. Both " CCA and " CMA must be negligible in the security
parameter� . We call any schemesatisfyingthesepropertiesa (t;
" CCA; " CMA ; qD ; qS )-securesigncryptionscheme.

3.2 Signcryption fr om FeistelPaddings
We now constructsigncryptionprimitiveswith supportfor as-

sociateddatausingthe threepaddingparadigmsdescribedin Sec-
tion 2. Thefollowing theoremstatesourmainsecurityclaim about
FeistelP-Pads,namelythatf R (w)kf � 1

S (s) is asecuresigncryption
providedthatproperly-formedmeta-dataL is usedin thepadding.

Due to spacelimitations, the proofsof the following theorems
canbefoundin thefull versionof this paper[9].

Theorem1 (Signcryption fr om FeistelP-Pads) LetCbeany
(t; " hide; " extract )-secure extractablecommitmentscheme, and Pad
(andthecorrespondingDePad) betheFeistelP-Pad inducedbyC.
De�ne theSigEncandVerDecalgorithmsasfollows:

SigEnc` (m; VEKR = f R ) ! ( = f R (w)k� = f � 1
U (s))

where (w; s)  PadL (m)

VerDec` ( k� ; VEKS = f S ) ! DePadL (wks)
where wks = f � 1

U ( )kf S (� )

We requirethat, at a minimum, the meta-dataL mustcontainthe
associateddata`, aswell asthepublishedTDPs of thesenderand
intendedrecipientof themessage(f S andf R respectively).

Againstanyadversary allowedat mostqG queriesto theG or-
acle, this signcryptionschemeis a (t0; " CCA; " CMA ; qD ; qS )-secure
signcryption,where

t0 = t � O(( qG + qS ) � Tf )

" CCA � " TDP + (qS + 2) � (( qS + qG ) � 2�j cj + " hide)

+ qD � " rand + " bind

" CMA � qG � " TDP + qS � (( qS + qG ) � 2�j cj + " hide)

+ (qD + 2) � " rand + 3" extract

To improve theexactsecurityof authenticationin our construc-
tions, we considera generalclassof TDPs: thoseinducedby a
family of claw-freepermutationpairs[12]. SeeAppendixA for a
formal de�nition of claw-freepermutations.(Note thatall known
TDP families,suchasRSA, Rabin,andPaillier areinducedby a
claw-freepermutationfamily with " claw = " TDP .)

If f U is takenfroma familyof (t; " claw)-secure claw-freepermu-
tations,wecanimprovetheboundon" CMA :

" CMA � " claw + qS � (( qS + qG ) � 2�j cj + " hide)

+ (qD + 2) � " rand + (qG + 2) � " extract

If S andR haveTDPswith differentinputlengths,it is generally
a simplematterto adjustthesizesof the(c;d) pairsandtheoutput
lengthof theG oracle,to accommodatethemismatchwithout any
signi�cant lossof exactsecurity.

The following theorem statesour main claim about Feistel
S-Pads, namelythat f R (f � 1

S (wks)) is a securesigncryptionwith



supportfor associateddata,provided that properly-formedmeta-
dataL is usedin thepadding.Again,see [9] for theproofs.

Theorem2 (Signcryption fr om FeistelS-Pads) LetCbeany
(t; " hide; " extract )-secure extractablecommitmentscheme, and Pad
(andthecorrespondingDePad) betheFeistelS-Pad inducedbyC.
De�ne theSigEncandVerDecalgorithmsasfollows:

SigEnc` (m; VEKR = f R ) ! � = f R (f � 1
U ((wks))

where wks  PadL (m)

VerDec` (� ; VEKS = f S ) ! DePadL (wks)
where wks = f � 1

U (f S (�))

We requirethat,at a minimum, the meta-dataL mustcontainthe
associateddata`, aswell asthepublishedTDPs of thesenderand
intendedrecipientof themessage(f S andf R respectively).

Againstany adversary allowed at mostqG and qH queriesto
G and H oracles (respectively),this signcryptionschemeis a
(t0; " CCA; " CMA ; qD ; qS )-secure signcryption,where

t0 = t � O(( qG + qS + qH � qG ) � (Tf + Textr act ))

" CCA � " TDP + (qH + qG + qS )2 � 2�j dj + 3qG � " hide

+ (qS + qD ) � ((2qG + qS ) � 2�j cj + " hide + " extract )

" CMA � qG � " TDP + (qH + qG + qS )2 � 2�j dj

+ (qS + qD ) � (( qG + qS ) � 2�j cj + " hide + 4" extract )

If f U is takenfroma family of (t; " claw)-secure claw-freepermuta-
tions,wecanimprovetheboundon " CMA :

" CMA � " claw + (qH + qG + qS )2 � 2�j dj + qG � " extract

+ (qS + qD ) � (( qG + qS ) � 2�j cj + " hide + 3" extract )

Interestingly, the proof usesa novel “trick” involving the meta-
datainput to theG oracle(beyondits usagefor identity fraudpro-
tection) which doesnot work for the seeminglysymmetriccase
f � 1

S (f R (wks)) , andthus,theorderin which theTDPsareapplied
is signi�cant.3

It is easyto show that any FeistelS-Pad can be usedalso as
a FeistelP-Pad— i.e., by computingf R (w)kf � 1

S (s) — andthus
canachieve the sameexact securityasP-Pads. As the costof an
additionalFeistelroundis minimal,werecommendtheS-Padcon-
structionfor implementations,sincethey canbesafelyusedin any
of our paradigms,asthesituationdemands.

Theorem3 (Signcryption fr om FeistelX-Pads) LetCde�nedby
(Commit; Open; Extract) bea (t; " hide; " extract )-secureextractable
commitmentscheme, andPad (and thecorrespondingDePad) be
the Feistel X-Pad inducedby C. De�ne the SigEncand VerDec
algorithmsasfollows:

SigEnc` (m; VEKR = f R ) ! � = f R (f � 1
U ((w)) ks

where (w; s)  PadL (m)

VerDec` (� =  ks; VEKS = f S ) ! DePadL (w; s)
where w = f � 1

U (f S ( ))

Again, we requirethat,at a minimum,themeta-dataL mustcon-
tain the associateddata`, as well as the publishedTDPs of the
message'ssenderandintendedrecipient.Thissigncryptionscheme
3For technicalreasons,it seemsunlikely thatthis“symmetric”case
canbeprovensecure,but thereseemsto beno advantageto using
it in any case.Thisshouldbecontrastedwith thegenericEtS=StE
compositions,wherebothorderswhereequallyeffective [1].

hasthe sameexact securityboundsasthoseof the FeistelS-Pads
of Theorem2 for bothTDPs andclaw-freepermutations,but with
animprovementin therunningtime of thereductionsuchthat

t0 = t � O(( qG + qS + qH ) � (Tf + Textr act ))

Recall that S-Pad andX-Pad areconstructedidentically, the only
differencebeingtheselectionof lengthparameters(andthemanner
in which the TDPs areappliedto theoutput). In particular, since
s is concatenatedalongsidetheoutputof theTDPs, lengthparam-
etersshouldbe chosento minimize the lengthof s. Thepractical
costsof this small increasein the minimum ciphertext length for
X-Padsaregenerallynot signi�cant, but the resultingincreasein
exactsecurityis substantialenoughto warranttheuseof theX-Pad
paradigminsteadof theS-Padparadigmin mostsituations.

4. PLAIN ENCRYPTION & SIGNATURE
Althoughnotall signcryptionschemesimply naturalstand-alone

encryptionand/orsignatureschemes(e.g., [26] doesnot),our con-
structionsleadto bothnaturalandoptimalsignatureandencryption
schemes.By a simpleargument,our proofsof securityfor sign-
cryptionwill alsoimply tight reductionsfor theIND-CCA security
of encryptionsandthesUF-CMA securityof signatureswhenthe
TDPs areappliedappropriately, shown in Table2. In particular,
this impliesthatour paddingconstructionscanbeusedas“univer-
salpaddings”,asin [6, 17]. Furthermore,theencryptionandsigna-
tureschemesinducedby oursuggestedconstruction(seeSection5)
in theS-Padparadigmareoptimal(ascomparedto thebest-known
TDP-basedschemesof equivalent ciphertext length). The same
constructionusedin theX-Padparadigmachievestightersecurity
for encryptionat theexpenseof a slightly increasedminimum ci-
phertext length,aswasdonein [16].

Additional useful consequencesof our securityproofs include
the ability to reusethe samepublic key for encryption,signature,
and signcryption(both assenderandrecipient),the capability to
extracta“signature”4 from asigncryption(anon-repudiationguar-
antee),andsupportfor non-malleabilityof encryptionwith respect
to public associateddata(oftenreferredto asa “tag”). Signatures
on long messagescanbeeasilyachievedby includingmessagesin
the metadata�eld. Similarly, the ef�cient extensionof our sign-
cryptionschemeto long messagesdescribedin Section6 alsoap-
plies to the inducedencryptionschemes.Onceagain,all of these
featurescanbeprovidedby asingle, elegantimplementationusing
ourproposedscheme.

5. PROBABILISTIC SIGNATURE AND EN­
CRYPTION PADDING

In this section,we instantiateour constructionswith two new
paddingschemeswe call Probabilistic Signature and Encryption
Paddings(PSEP) which are designedto provide optimal band-
width and�e xibility . Thesetwo paddings,PSEP1 andPSEP2,
are constructedby applying the P-Pad and S-Pad constructions
(respectively) to the following extractablecommitmentscheme,
whichusesa randomoracleK : f 0; 1gj dj ! f 0; 1gj cj ,

c  (m1k 0( j cj�j m 1 j ) ) � K (m2kr )
d  

�

m2kr �

Thescheme,shown in Figure3, is parameterizedby theselection
of thelengthsof c, d, m1 , m2 .

4Technically, the“signature”requiresthemetadataL for veri�ca-
tion, which includestheidentityof theintendedmessagerecipient.
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The following Lemmagivesexactsecurityfor thecommitment
schemeusedin PSEP, in termsof therelevantselectableparame-
ters.See[9] for thesimpleproof.

Lemma 1 Thecommitmentscheme
�

d = m2kr ; c = (m1k 0( j cj�j m 1 j ) ) � K (m2kr ) �

de�ning PSEP satis�esthe following, where qK is thenumberof
oraclequeriesto K madeby theadversary:

" hide � qK � 2� ( j dj�j m 2 j )

" extract � (q2
K + 1) � 2� ( j cj�j m 1 j )

" bind � 2 � " extract

" rand � 2� ( j cj�j m 1 j )

Using this commitmentpair hd; ci , applying a single round of

theFeistelTransformyieldsPSEP1:
�

w  c ; s  Ĝ(w) � d � .

PSEP1 is suf�cient for useasaFeistelP-Padfor signcryption.In-
terestingly, it canbeseenthatbothOAEP [3] andPSS-R [5] are
specialcasesof PSEP1 for appropriateselectionsof thecommit-
mentschemeparameters.Theparameterscorrespondingto OAEP
(jm1 j = 0) andPSS-R (jm2 j = 0), however, arenot bandwidth-
optimalfor P-Pads (whereonewantsto “balance”jcj andjdj). For
example,if jcj = jdj = k, bothwould requirejmj � k, while the
total length2k of PSEP1 potentiallyallows oneto �t jmj � 2k,
which wecanindeeddoby splitting m almostevenly.

Applying a secondroundof Feistel(a very inexpensive opera-
tion) yields the schemePSEP2. PSEP2 can be usedin any of
the threemodesdiscussedin Section2 (i.e., it can be usedas a
P-Pad,S-Pad, or X-Pad). Appropriateselectionof thecommitment
schemeparameterscan be usedto achieve optimal bandwidthin
any of thesemodes— for any desiredlevel of exactsecurityfor the
extractablecommitment.

Note that althoughthe PSEP2 schemewould be ratherdif�-
cult to analyzedirectly, in our generalframework theproof of the
simple Lemma1 is all one needsto obtain many useful results.
Namely, by leveragingtheTheoremsin Section3, we gettight ex-
act securityboundsfor PSEP2, showing that it canbe usedasa
P-Pad,S-Pad,or X-Pad.Moreover, perSection4, it is alsoasecure
universalpaddingscheme(for eitherplainsignatureor encryption),
and it is safeto reusepublic keys with any combinationof these
primitivesfor bothsendingandreceiving.

6. SIGNCRYPTING LONG MESSAGES
Usingthe“concealment”approachdescribedin [8], we canex-

tendany short-messagesigncryptionschemewith supportfor as-
sociateddatato includesupportfor long messages.Although ar-
bitrary concealmentschemeswill suf�ce, for ef�ciency purposes

we considerconcealmentsutilizing any one-time(t; " OTE )-secure
symmetricencryptionscheme(E ; D ).5 Therearemany veryef�-
cientsuchsymmetricencryptions,i.e., M � F (� ) workswhenF
is aRO. (Therearemany RO-freeencryptionsaswell; see[8].)

Speci�cally, let SC = (Gen; SigEnc; VerDec) beany signcryp-
tion schemeon n̂-bit messagesor longer, with supportfor associ-
ateddata,and(E ; D ) beany one-timeencryptionschemewith key-
sizen̂ (thus,n̂ � 128 suf�ces). We de�ne a signcryptionscheme
SC0 = (Gen; SigEnc0; VerDec0) onlongmessageswith supportfor
associateddataas follows. Let SigEnc0̀ (M ) = � kSigEncL (� ),
where� = E � (M ), L = `k� , and � is a randomn̂-bit string.
Similarly, VerDec0̀ (� k�) = D � (� ), where� = VerDecL (�)
andL = `k� .

Theorem4 If SC is (t; " CCA; " CMA ; qD ; qS )-secure and(E ; D ) is
(t; " OTE )-secure (with encryption/decryptiontimeTOTE ), thenSC0

is (t � O(( qD + qS ) � TOTE ); " CCA + " OTE ; " CMA ; qD ; qS )-secure.

Theproof of this theorem(adaptedfrom [8] for signcryption,with
exactsecurity)is givenin [9].

Thisresultimpliesthatoursigncryptionconstructions— andin-
deedtheseparatesignatureandencryptionconstructionsthat they
induce— can easily supportlong messages.Simply apply any
symmetric-key encryptionto themessage,andsigncryptthesym-
metrickey while includingtheencryptedmessageinsidethemeta-
dataL , asshown in Figure4. Additionally, it is possibleto move
a portionof themessageinto thepaddingalongsidetheencryption
key to save otherwisewastedspace.Thus, the overheadfor long
messagesis thesameasthat for shortmessagesplus the lengthof
thesymmetrickey, whichwill typically be128-bits.

7. SIGNCRYPTION & KEY EXCHANGE
In this section,we evaluatetheperformanceof our signcryption

schemein the context of a simple key-exchangeprotocol, com-
paring the result to the SSLv3 (SecureSockets Layer version3)
protocol. SSLv3is the dominantprotocolfor establishingsecure
connectionsbetweenclient webbrowsersandwebservers. In the
commonsituation,webservershavecerti�ed RSApublickeysrep-
resentingtheir identities,whereasclientsdo not (andthusareusu-
ally notauthenticated).

A minimal SSLv3 protocolwill proceedroughly with a client
(S) sendinga handshake to the server (R), which acknowledges
thehandshake andrespondswith its certi�ed public-key I D R . In
thethird round,S sendstheencryptionof a freshsymmetrickey � ,
namely, RSAR (� ).

To achieve forward security, the server can either generatea
signed,one-timeRSA key per connectionor can employ Dif�e-
Hellman Key Exchange.However, both schemesare considered
too computationallyexpensive for popularservers. Settingaside
the issueof forward security, the computationalrequirementsfor
theserver mainly comefrom decryptingthefreshkey � , which re-
mainsexpensive,evenfor low-exponentRSA.

On theotherhand,a minimal, forward-securesigncryptionpro-
tocol requiresonly two rounds:theclientS sendsahandshake and
a one-timepublic key I D S ; the server R generatesa freshsym-
metrickey � , andacknowledgesthehandshake with I D R andthe
signcryptionof � from R to S. Provided that the client usesa
one-timepublic key for every key exchange,theprotocolprovides

5 I.e., nodistinguisherin time t cantell E � (M 0) from E � (M 1) for
any two messages(M 0 ; M 1) with probability greaterthan " OTE .
Notice, the distinguisheris not given either the encryptionor the
decryptionoracles.
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PSEP1 PSEP2 SSLv3 SSLv3
RSA (not) (forward)

1024-bit 24 24 29 83
2048-bit 99 96 66 430
4096-bit 565 563 308 2890

Table 3: Latency (in milliseconds)of sequentialkey exchange
for PSEPprotocols,compared to SSLv3without and with for-
ward security (not and forward, respectively).

full forward securityandprecludesreplayattacks,yet the expen-
sive key-generationprotocol6 is performedby theclient of�ine, as
opposedto by theserver asbefore.

As a fasteralternative, but at the cost of forward security, the
clientcouldincludeashortnonceN alongwith alonger-livedI D S

in its handshake,which theserverR wouldadditionallyuseaspart
of thelabel in thesigncryptionof � . This simpleprotocolgeneral-
izes[24, x8.1]. Thetrade-off of ef�ciency againstforwardsecurity
canthusbedeterminedby theclient,whichis freeto generatefresh
public keys asoftenasdesired.

We implementedthissigncryption-basedkey-exchangeprotocol
to quantifyitsperformancerelativeto SSLv3.Oursigncryptionim-
plementationusesthePSEP1 andPSEP2 constructionsdescribed
in Section5 andRSAasthetrapdoorpermutation.Bothour imple-
mentationandstunnel3.26,a popularSSLv3implementationused
for comparison,usetheOpenSSL0.9.7bcryptolibrariesfor all un-
derlyingcryptographicoperations.

Table3 summarizesthe online performanceresultsfrom these
key-exchangeimplementations.We ran the client andserver ap-
plicationson two separatePentiumII Xeon 2.0 GHz machines,
bothrunningRedHatLinux 7.3andlocatedon thesame100Mbps
switchedEthernet(with network latency of ˜0.5 ms). The stun-
nel protocolwith no forwardsecurityessentiallyusestheminimal
SSLkey exchangedescribedabove. Thestunnelbenchmarkswith
forwardsecuritywereobtainedby enablingits Dif �e-Hellman key
exchange,with parameterschosento meetthesamesecuritylevel
as the RSA parameters(i.e.,, the moduli lengthswere the same).
Note that the performancenumbersfor our signcryptionprotocol
do not includetheoverheadof generatingone-timeRSA keys, as
this computationcanbeperformedof�ine usingsparecycles. We
report the minimum averagelatency achieved over ten trials, per-
forming tenkey exchangesin eachtrial.

We seethat for 1024-bitkeys, our signcryption-basedprotocol
is a little morethanthree-timesfasterthantheforward-secureSSL
protocol; for 4096-bit keys, our protocolenjoys operationthat is
morethan� ve-timesfaster. Notethat,asSSLhasoneextra round
comparedto our signcryption-basedkey exchange,our protocol
would offer evenbettercomparative performancein thewide-area.
6We measureda PentiumII Xeon 2.0 GHz machineto take ˜260
mson averageto generatea1024-bitRSAkey.

8. RELATED WORK
While paddingschemesarevery popularin the designof ordi-

nary encryptionand signatureschemes(e.g., [3, 5, 25, 11]), the
mostrelevantpreviousworksarethoserelatedto signcryptionand
universalpaddings.Thecomparisonof our constructionsto previ-
ouswork is summarizedin Table1 in theIntroduction.

Comparing with signcryption schemes[1, 19]. We believe that
ourmethodsnoticeablyimprove all previously-proposedsigncryp-
tion schemes,bothfrom practicalandtheoreticalperspectives.

Ourmainimprovementover thegenericmethodsfrom [1] come
in muchimprovedmessagebandwidth,key reuse,betterexactsecu-
rity, andbetterqualitativesecurity. To bestillustrateit, weconsider
theTDP-basedimplementationof the “commit-then-encrypt-and-
sign” (CtE&S) andcompareit to our parallelP-Padapproach.In
CtE&S, one�rst appliesany commitmentschemeto transforma
modi�ed messagem0, thenappliestwo new, independentpadding
schemesto the commitmentresult, and �nally appliesa corre-
spondingTDP to thepaddingresults.Thus,themessageis padded
four times(hashof keys, commitment,signatureandencryption).
In fact, for currentlybest-known TDP-basedencryptionmethods,
oneeitherhasto loseexactsecurity[25] or hasto padthemessage
to belongerthanthelengthof theTDP [16]. In contrast,we com-
mit to m onceand then apply a deterministic,length-preserving
FeistelTransformto obtain the requiredw ands. Moreover, we
areguaranteedto alwaysobtaintight exactsecurity. Recentwork
[21] optimizingCtE&S for theRO modelstill inheritsmany of its
drawbacks,while alsolimiting themessagebandwidthto lessthan
half of theciphertext length.

Mao andLee[19] usePSS-R paddingfor sequentialsigncryp-
tion with RSA.Namely, for R to transmitmessagem to S (where
eachuserU haskey RSA U ), R sendsRSAR (RSA � 1

S (wks)) ,
wherewks is theresultof PSS-R appliedto m. Thus,it is similar
to ourS-Padparadigm,albeitrestrictedto RSAandPSS-R. Unfor-
tunately, PSS-R is not a goodS-Pad for generalTDPs, andeven
with RSA the authorsobtainvery poor exact-securityguarantees.
For example,their resultsdo not imply practicalsecurityguaran-
teeseven whenusinga 2048-bit RSA modulus.Interestingly, our
work impliesthatapplyingonemoreFeistelroundto PSS-R yields
anoptimal,secureS-Padthatworksfor any TDP.

Comparing with universalpadding schemes[6, 17]. OurS-Pads
aresimilar in spirit to the“universalpadding”schemesde�ned by
Coronet al. [6]. However, in their application,oneappliessuch
a paddingto either a plain TDP-basedsignatureor a plain TDP-
basedencryption,but not to simultaneoussignatureand encryp-
tion (i.e., signcryption). While [6] constructedoneconcreteuni-
versalpaddingscheme(PSS-R), with poorexactsecurityandonly
speci�c to RSA, [17] gave threeconcretepaddingschemeswith
nearly-optimalexactsecurityfor any TDP.



Our work shows that universal paddingsschemesare special
casesof our S-Pad/X-Pad schemes.In fact, aswe mentionedbe-
fore, two specialcasesof our S-Pad/X-Padconstructionsyield two
constructionsfrom [17]. However, someextra careneedsto be
takento build S-Pads/X-Pads (for signcryption)from mereuniver-
salpaddingschemes(e.g., to prevent “identity fraud” attacks[1]).
Additionally, while both [6, 17] explicitly consideredthequestion
of key reusefor their plain “signature-encryption”application(as
did theearlierwork of [13]), their resultsdo not imply similar re-
sultsin ourmorecomplicatedsigncryptionsetting.

9. CONCLUSIONS
This paperproposesseveralhighly-practicalandoptimizedcon-

structionsfor use as signcryptionprimitives. All our signcryp-
tion schemes,built directly from trapdoorpermutationssuch as
RSA,sharefeaturessuchassimplicity, ef�ciency, generality, near-
optimal exact security, �e xible andad-hockey management,key
reusefor sending/receiving data, optimally-low messageexpan-
sion,“backward” usefor plain signature/encryption,long message
andassociateddatasupport,thestrongest-known qualitative secu-
rity (so-calledIND-CCA and sUF-CMA) and, �nally , complete
compatibilitywith thePKCS#1infrastructure.

We presentthreemethodsfor signcryption,basedon what we
call Parallel,Sequential,andeXtendedsequentialPaddingschemes
(P-Pad, S-Pad, X-Pad). All threeschemesentail applyingoneor
two roundsof theFeistelTransformto somebasicpair hd; ci that
form anextractablecommitmentscheme, followedby theapplica-
tion of a TDP for signatureandencryption. This generalframe-
work allows usto designthenew PSEP paddingscheme(without
needingnew proofs)which maybespeciallytailoredfor particular
situations.Finally, our signcryptionprimitives,having supportfor
associateddata(andlongmessages),canbeusedto build asimple,
ef�cient, andsecureprotocolfor performingkey-exchange.
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APPENDIX

A. SECURITY DEFINITIONS
A.1 Extractable Commitments

An extractablecommitmentmustsatisfytwo securityproperties:

Hiding. No PPT adversarycandistinguishthecommitmentof any
messagesof its choicefrom a k-bit randomstring R. More for-
mally, no PPT adversaryA runningin time t candistinguishbe-
tweenthefollowing two gameswith probabilitygreaterthan" hide,
which is negligible in thesecurityparameter� . In both gamesA
choosessomemessagem, butgetseitheraproperlygeneratedcom-
mitmentc(m), or a randomstringR.

Extractability . Thereexists a deterministicpoly-time algorithm
Extract which canextract the “correct” decommitmentfrom any
valid commitment,givenaccessto a transcriptT of all RO queries
previously issuedby theadversary. Formally, for any PPT A run-
ning in time at mostt ,

Pr[Extract(c;T ) 6= d^ Open(c;d) 6= ? j (c;d)  A (1� )] � " extract



whereT is a completetranscriptof the RO queriesmadeby A
and" extract is negligible in � . For syntacticconvenience,we de�ne
Extract to outputa randomvalue in the event that the extraction
algorithm“f ails”.

This completesthe de�nition. A commitmentschemeC is a
(t; " hide; " extract )-secureextractablecommitmentif it satis�es the
aboveproperties.While the“standard”notionof acommitmentre-
quiresa bindingproperty, a very strongform of bindingis implied
by extractability.

Lemma 2 (Binding property of extractablecommitments) It is
computationallyhard to produce(c;d; d0) such that (c;d) and
(c;d0) are valid commitmentpairs andd 6= d0. Speci�cally, call-
ing " bind themaximumprobabilityof theadversaryto comeupwith
such (c;d; d0) in timet, wehave" bind � 2" extract .

Whenappropriate,we directly use" bind for conceptualclarity and
because" bind may in fact be tighter than2" extract . Notice, in the
above Lemmatheadversarycannotevencomeup with alternative
decommitmentsto thesamemessagem.

PROOF. Considera reductionB againsttheextractabilityprop-
erty of the commitmentschemeas follows. B runs A and ob-
tains (c;d; d0) if A succeeds.B thenrandomlyoutputs(c;d) or
(c;d0) with equalprobability. SinceExtract(c;T ) is a determinis-
tic value,it matchestheoutputof B with probabilityat most1=2.
In theevent that it doesnot match,B hasbroken theextractability
property. Sincethis musthappenswith probabilityat most" extract ,
we �nd thatA succeedswith probabilityat most2" extract .

We will also use the following property of (t; " hide; " extract )-
secureextractablecommitments:It is hardto �nd a commitment
c for which a randomdecommitmentd will be valid with non-
negligible probability:

Lemma 3 8 A runningin timet,

Pr � Open(c;d) 6= ? �

�

�

c  A (1k ); d R f 0; 1gk �

def

� " rand � " extract + 2� k

PROOF. Considera reductionB againsttheextractabilityprop-
erty of thecommitmentschemeasfollows. B runsA andobtains
c  A (1k ), choosesa d uniformly at random,andreturns(c;d).
The probability that B succeedsis at leastthe probability that A
succeedsminustheprobabilitythatd = Extract(c;T ). Sinced is
chosenrandomly, the probability that d = Extract(c;T ) is 2� k .
Thelemmafollows.

A.2 Security of Signcryption
The securityfor signcryptionconsistsof IND-CCA and sUF-

CMA componentswhenattackingsomeuserU. Both gameswith
the adversary, however, sharethe following commoncomponent.
After (SDKU ; VEKU )  Gen(1� ) is run andA getsVEKU , A
canmakeupto qS adaptivesigncryptionqueriesSigEnc`U (m; VEKR )
for arbitrary VEKR , aswell asup to qD de-signcryptionqueries
VerDec`

U (� ; VEKS ), againfor arbitraryVEKS . (Of course,m; � ; `
canbearbitrarytoo).

TheIND-CCA securityof signcryptionrequiresthatnoPPT ad-
versaryA can�nd somepair m0 ; m1 anda label `, for which A
candistinguishSigEnc`S (m0 ; VEKU ) from SigEnc`S (m1 ; VEKU ).
Note, to create“valid” signcryptionsthatA mustdifferentiatebe-
tween,A mustoutputthesecret key SDKS of thepartyS sending

messagesto U. While seeminglyrestrictive,this is amuch stronger
guaranteethanif A did notknowthekey of thesender. A goodway
to interpretthis requirementis thatevenwhencompromisingS, A
still cannot“understand”messagesthat S sentto U. In fact, we
even allow A to createthe secretkey SDKS without necessarily
generatingit via Gen! Formally, for any PPT A runningin timet,

Pr
�

b = ~b �

�

�

(m0 ; m1 ; `; SDKS ; � )

 A SigEnc( � )
U ( � ; � ) ;VerDec( � )

U ( � ; � ) (VEKU ; �nd );

b R f 0; 1g; �  SigEnc`S (mb; VEKU );

~b  A SigEnc( � )
U ( � ; � ) ;VerDec( � )

U ( � ; � ) (� ; ` ; �; guess) � �
1
2

+ " CCA

where" CCA is negligible in thesecurityparameter� , andGen(1� )
(outputting(SDKU ; VEKU )) is implicitly calledat thebeginning.
In theguessstage,A only hasthenaturalrestrictionof not query-
ing VerDecU with (� ; VEKS ; `), but can still use, for example,
(� ; VEKS 0; `) for VEKS 0 6= VEKS or (� ; VEKS ; `0) for ` 6= `0.

For sUF-CMA security, no PPT A can forge a “valid” pair
(� ; `) (of somemessagem) from U to anyuserR, provided that
� wasnot previously returnedfrom a queryto SigEnc`U . Again,
in orderto de�ne “valid”, we strengthenthede�nition by allowing
A to comeup with the presumedsecretkey SDKR aspart of his
forgery. Formally, for any PPT A runningin time t,

Pr
�

VerDec`R (� ; VEKU ) 6= ?
�

�

�

(� ; `; SDKR )  A SigEnc( � )
U ( � ; � ) ;VerDec( � )

U ( � ; � ) (VEKU ) � � " CMA

where" CMA is negligible in the securityparameter� , Gen(1� ) is
implicit, and A did not obtain (� ; `) in responseto any query
SigEnc`U (m; VEKR ; `). Wecall any schemesatisfyingtheseprop-
ertiesa(t; " CCA; " CMA ; qD ; qS )-securesigncryptionscheme.

A.3 Claw­FreePermutations
To improve theexactsecurityof authenticationin our construc-

tions, we introducea generalclassof TDPs — thoseinducedby
a family of claw-freepermutationpairs [12]. In this context, the
generationalgorithmoutputs(f ; f � 1 ; g), whereg is anotheref�-
cientpermutationover thesamedomainasf . Thetaskof thePPT
adversaryB now is to �nd a “claw” (x; z) suchthatf (x) = g(z),
which it succeedsat with probability at most " claw, which negli-
gible in � . It is trivial to seethat omitting g from the generation
algorithminducesa TDP family with " TDP � " claw (thereduction
invokesA on a randomg(z)). All known TDP families,suchas
RSA, Rabin,andPaillier, areeasilyseento be inducedby some
claw-free permutationfamilieswith " claw = " TDP . Thus,a tight
reductionto “claw-freeness”of suchfamiliesimpliesatight reduc-
tion to inverting them. On the otherhand,it wasshown by [10]
thatour restrictionto claw-freepermutationsis necessaryfor tight
signaturereductionswhich we will achieve in this paper. We also
remarkthatclaw-freepermutationsaremoregeneralthan“homo-
morphicTDPs” usedby [17] for a similar reason.


