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ABSTRACT

We proposeseveral highly-practicaland optimized constructions
for joint signatureand encryptionprimitives often referredto as
signcryption All our signcryptionschemeshuilt directly from
trapdoorpermutationssuchas RSA, sharefeaturessuchas sim-
plicity, efciency, generality nearoptimal exact security e xible
andad-hockey managemenkey reusefor sending/receing data,
optimally-lov messagexpansion,“backward” usefor plain sig-
nature/encryptionlong messageand associatedlatasupport,the
strongest-knan qualitative securityand, nally , completecompat-
ibility with the PKCS#1linfrastructure.

Similar to the designof plain RSA-basedignatureandencryp-
tion schemessuchasRSA-FDHandRSA-QAEP, oursigncryption
schemesreconstructedby designingappropriatgpaddingschemes
suitablefor usewith trapdoomermutationsWe build agenerabnd

e xible frameavork for the designand analysisof secureFeistel-
basedbaddingschemesaswell asthreecompositiorparadigmsor
usingsuchpaddingsto build optimizedsigncryptionschemesTo
unify mary securepaddingoptionsofferedasspecialcasesof our
framawork, we constructa singleversatile paddingschemePSEP
which, by simply adjustingthe parameterscan work optimally
with ary of the threecompositionparadigmdor eithersignature,
encryption,or signcryption.

Weiillustratetheutility of our signcryptionschemeby applying
themto build a securekey-exchangeprotocol, with performance
resultsshaving 3x-5x speed-ugomparedo standardgrotocols.

Categoriesand Subject Descriptors
E.3[Data Encryption]: [Public key cryptosystems]

General Terms
Security Theory
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Signcryption, joint signatureand encryption, universal padding
schemeskeistelTransform extractablecommitments
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1. INTRODUCTION

Until recently the two main building-blocksof modernpublic-
key cryptography— encryptionand signatureschemes— have
always beenconsideredas sepaate entities. From a designand
analysisstandpointthis evolution makes senseasencryptionand
sighaturesene fundamentallydifferentpurposesHowever, mary
centrally-importantaipplicationsuseboth primitivesto ensuremes-
sageprivagy andauthenticatiomtthesametime. Secureemail,one
of earliestapplicationf public-key cryptographyrequiresheap-
plication of both primitives. Encryption-basettey exchange[24]
doessoaswell. Thesecurityrequirementsf ever-greatemumbers
of distributed applications services,and devices placeincreasing
importanceon both primitives. Yet, thetaskof secureandef cient
compositionof the two primitivesis typically left to the applica-
tion programmersywhich hasoftenledto increasedisk of security
breachesttheapplicationlayer[7].

Ratherthan leaving this compositiontask to ad-hocattempts,
investingeffort into designinga “joint signatureand encryption”
primitive hasthe potentialbene t of creatinga cryptographicool
thatoptimizestheef ciency of applicationghatuseit, yetstill pro-
videsstrongandwell-understoodecurityproperties.

Our Motivation. To provide sucha “joint signatureandencryp-
tion” tool, Zheng[26] introducedsigncryptionasa primitive, and
severalsubsequerpapergrovidedalternateconstructionandim-
provements[27, 20, 14, 2, 1, 19]. However, theseexisting sign-
cryptionproposalsll leave somethingo bedesiredn thesecurity
propertieghey achieve. All proposedschemeswith the exception
of the genericcompositionmethodof [1], arenot known to offer
insider securityfor both senderandrecipient[1, 2], which means
thatan attacler compromisingthe sender/recipientanviolate the
privagy/authenticityof therecipient/sendeiThey alsoareeithernot
known to be securen the multi-usersetting[19], or arebasedon
non-standaré@ssumption$26]. Finally, all have suboptimalmes-
sagebandwidthor poorexactsecuritybounds.

Moreover, the existing signcryptionproposalsio not adequately
addresseveral importantpracticalconcernghatemepgein appli-
cationsof joint signatureandencryption.For example,onemight
wantto re-usethe samepublic key for signing,encryption,andfor
the new signcryptionoperationin practice,to simplify key man-
agement. Additionally, practitionersoften needthe e xibility to
encryptonly portionsof amessageyetstill signtheentiremessage
(suchsignedplaintext is commonlyknown asassociatediata). It
is oftenunclearwhetherprevious schemesupportsuchproperties



efciently andsecurelyFinally, somescheme$26] requireall par
ties to agreeon the samepublic parameterssuchasthe common
discretelog group, which makes ary changedo the security pa-
rameteror signcryptionschemeguitedif cult.

On the otherhand,we obsenre that practicalsignatureand en-
cryptionschemesuchasOAEP [4], OAEP+[25], andPSS-R [5],
arebuilt from trapdoorpermutation§ TDPs) suchasRSA, andare
analyzedn therandomoracle(RO) model. We call suchschemes
TDP-based: AlthoughsomeTDP-basedsigncryptionschemesire
known [19] orimplied [1], it is naturalto askwhetherwe canbuild
optimizedsigncryptionconstructiongrom TDPs.

Overview of Our Results. This paperpresentseveral optimized
signcryptionconstructionsall of which sharefeaturessuchassim-
plicity, efciency, generality nearoptimal exact security e xi-

ble and ad-hockey managementkey reusefor sending/recsing

data,optimally-lov messag&xpansion,‘backward” usefor plain
signature/encryptionlong messageand associatedlata support,
the strongest-kman qualitative security(so calledIND-CCA and
sUF-CMA) and, nally , completecompatibility with the PKCS#1
infrastructurg23]. While someof theseattractve featuresareal-
readypresenin several previous worksto variousextents,we be-
lieve thatour schemesmprove on earlierproposalsn at leastses-

eraldimensiongseeTablel andSection8).

In our model, eachuserU independentlypicks a single trap-
door permutationfy (togetherwith its trapdoor denotedf o)
and publishesfy asits public signcryptionkey (as opposedto
separatesignatureand encryptionkeys, asin [1]). Similar to
TDP-basedsignatureand encryptionschemespur schemesause
somepaddingschemePad on messagen beforepassingheresult
throughthe correspondingd DPs. However, our schemesiseonly
a single generalpurposepaddingscheme ratherthantwo inde-
pendenpaddingscheme$1]. This design(1) resultsin noticeable
practicalsavings in both quantitatve and qualitative security (2)
improvesthe messagdandwidthandrandomnessitilization, and
(3) simpli es protocoldesignandimplementation.

Table 1 compareour signcryptionconstructionagainstseveral
earlierproposalswith regardsto several properties.Section8 de-
scribesthesealternateschemesn moredepth,andwe includethe
comparisonhere for easyreference. Note that we do not claim
ary improvementin the computationalef ciency of signcryption
basebn TDPs(e.g., comparedo [1, 19]), sincethecomputational
overheads dominatedby thetime requiredto computeandinvert
TDPs. However, we improve uponexisting TDP basedsigncryp-
tion schemedn otherways,asshavn in Tablel.

More speci cally, we offer threeoptionsfor asendelS to trans-
mit a messagen to recever R: P-Pad (Parallel Padding),S-Pad
(SequentialPadding),and X-Pad (eXtendedsequentialPadding).
The corvenienceof eachpaddingschemedependson the appli-
cationfor which it is used. For example,P-Pad provides parallel
applicationof “signing” f ¢ 1 and“encrypting” fr (with optimal
exact security),while S-Pad permitsa shorterminimal ciphertext
lengthby losing parallelism(andsomeexact security),and X-Pad
regainsoptimal exact securityby slightly increasinghe minimum
ciphertet length. We notethatthe minor trade-ofs representetly
eachof thesethreeoptionsappearto be necessary

Our Generalized Padding Constructions. We obsere that all
popularpaddingschemesvith messageecorery currentlyusedfor
ordinarysignatureor encryption suchasOAEP [3], OAEP+ [25],

IWe only considermprotocolsin the RO model. However, asstated,
all truly ef cient plain signatureandencryptionschemesreana-
lyzedin the RO model,sothereseemso belittle hopeto avoid it
for amorepowerful signcryptionprimitive.

OAEP++ [16], PSS-R [5], and“scrambleall, encryptsmall” [15]

(in the future denotedSAP), actually consistof two naturalcom-
ponentsw ands. Moreover, thesew ands are always obtained
throughanapplicationof the FeistelTransform[18]—usingaran-
dom oracle as the round function — to somemore “basic” pair
hd;ci. Thus, ratherthande ning suchspeci ¢ paddingsfor our
new applicationwe follow amoregenerabpproach.

We de ne somesimple,easily-\eri ed propertiesof hd; ci, such
thatwe obtainthe desiredpaddingschemeby applyingoneor two
roundsof the FeistelTransformto any suchhd; ci.

We shaw thatthe neededtonditionson hd; ci arethatthey form
anextractablecommitmenscdeme(seeSection2), whichis a triv-
ial conditionto checkandsatisfyin the RO model. For example,
settingc = H (mkr), d = (mkr), we geta commitmentscheme
whichde nesPSS-R, while settingc= H(r) (mkO ),d=r,
we getacommitmentschemenhich leadsto OAEP.

As specialcasesof our one generl theoem we not only ob-
tain thatanalogsof OAEP, PSS-R, SAP, etc. enablesigncryp-
tion constructionsput: (1) we get several of the previous results
aboutsignatureand encryptionas one specialcaseof our general
framawork; (2) we isolateandabstracthe usefulnes®f the Feistel
Transformin constructingT DP-basedschemesand(3) we derive
new paddingschemegwithout needingnew proofs!)which canbe
speciallytailoredfor particularsituations.

As an example of the last bene t, we constructa single, ver
satile paddingscheme called Probabilistic Signatue-Encryption
Padding(PSEP). PSEP with asingleFeistelroundis a “hybrid”
of the standardPSS-R and OAEP paddings yet also offers op-
timal messagebandwidthin our setting. With a secondFeistel
round, PSEP is a versatilepaddingschemecapableof achiering
optimal bandwidthin all of our constructionsevenwhenusedfor
plain signatureor encryptionapplicationg(i.e., it is alsoa“univer
sal padding”[6]). Thus, our suggestegaddingschemeis truly
applicablefor ary TDP-basedoublic-key usage.

Extensionsand Applications. Our signcryptionschemewith sup-
portfor associatedatacanbeeasilyextendedo supporiongmes-
sagesusing the techniquedescribedn Section6 (seealso[22]),
while retainingall thebene ts of theoriginalschemeln Section?,
we useour signcryptionschemeto build a simple two-roundau-
thenticateckey-exchangg(AKE) protocol,basecbnary TDP such
asRSA. In additionto reducinground compleity, our implemen-
tationresultssuggest 3x—5xspeed-upvhencomparedo standard
key-exchangeprotocolsoffering comparablesecurityguarantees.

Organization. Therestof this paperis structuredasfollows. Sec-
tion 2 introducesour three paddingconstructions Section3 ap-
pliestheseconstructionso build ef cient signcryptionschemeand
Section4 shaws their usefulnesso plain encryptionandsignature.
Section5 usestheseconstructiongo build thenew PSEP padding
scheme.In Section6, we shav how theseschemeganeasilybe
extendedto supportlong messageswhile Section7 presentghe
signcryption-baselley-exchangeprotocol. Section8 discussese-
latedwork, andSection9 concludes.

2. PADDING CONSTRUCTIONS

In this section, we constructtailored padding schemeswith
which one canapply a combinationof TDPs to a single padded
messageo achiee encryption,signature or bothin the form of a
signcryptionprimitive. Unlike genericTDP-basedschemesin our
model eachuserU independentlypicks a singletrapdoorpermu-
tationfy (togetherwith its trapdoor denoted 1y andpublishes
fu asits public key. Similarto TDP-basedsignatureandencryp-
tion schemespur schemesisesomepaddingschemePad on mes-



| [ZSCR[2] | TBOS[19] | CIE& S/ StE /EtS[1] |

P-Pad / S-Pad / X-Pad |

StandardAssumption? no yes yes yes
ExactSecurity? poor very poor good excellent/ good/ excellent
InsiderSecurity? no no yes yes
Multi-User Setting? yes no yes yes
CCA security? yes yes no/yes/ no yes
StrongUnforgeability? no no no/no/yes yes
GeneralConstruction? no no yes yes

Key Flexibility? no no yes yes

Key ReusgShortKey)? yes no no yes
Avoid SpecialSet-up? no yes yes yes
ExtractPlainSig/ Enc? no only Sig yes/ Sig/ Enc yes
Associatedata? no no no yes
Compatibleto PKCS#1? no maybe maybe yes
ParallelOperations? n/a no yes/ no/ no yes/ no/ no
Messagd3andwidth moderate| very poor moderate optimal
Minimal Ciphertext 2k + jmj k 2k 1k Ik 2k /k/k+ a

Table 1: Comparisonto prior schemesA star

signi es that the questionwasnot explicitly considered. For min ciphertext, k; jmj; a

are the lengthsof the public-k ey domain, the messageand the security parameter.

Figure 1: Generalizedpaddingsasusedby signcryption

PaddingType | Encryption| Signature | Signcryption
Parallel fr(W)ks | wkfg*(s) | fr(W)kfg *(S)
Sequential fr(wks) | fgt(wks) | fr(fg*(wks))
eXtendedsequential| fr(W)ks | fg*(w)ks | fr(fg*(w))ks

Table 2: ProposedTDP-basedpadding schemes

sagem beforepassingthe resultthroughcorrespondingrDP(s).

However, our schemeallows oneto useonly a singlg specialized
paddingschemefor ary of the threeprimitives. This design(1)

uni es the designof cryptographigpaddingschemesnto a single
generakonstruction(2) simpli es protocoldesignandimplemen-
tation, including the ability to trivially prove tight securitybounds
on new or existing schemesand (3) in the caseof signcryption,
resultsin noticeableimprovementsin both quantitatve and qual-

itative security aswell asoptimizesmessagdandwidthandran-

domnesaitilization.

Speci cally, to senda shortmessagem from S to R, we offer
threeoptionsto S. The convenienceof eachpaddingschemede-
pendsontheapplicationfor whichit is used.Eachpaddingscheme
producesPad(m) = wks, usedasshavn in Table2.

Figurel illustratesthe useof suchpaddingschemesn for sign-
cryption. As we cansee,P-Pad signcryptionprovides parallelap-
plicationof “signing” f g ! and“encrypting”f r , whichcanresultin
ef ciency improvementson parallelmachinesHowever, the mini-

23ectioné easilyextendsour schemeo supporong messages.

mum ciphertext lengthis twice aslarge ascomparedo S-Pad yet
the exactsecurityofferedby S-Padis not astight asthatof P-Pad.
Finally, X-Pad regainsthe optimal exact securityof P-Pad while
maintainingciphertet lengthnearlyequalto thelengthof the TDP
(by achieving quite shorts).

In this section,we rst discussour constructionframevork and
its useof FeistelTransformsandextractablecommitmentsbefore
presentinghe above paddingschemes.

2.1 Cryptographic Components

Framework Basedon Feistel Transforms. We basethe structure
of our paddingscheme®n the well-known FeistelTransform. A
FeistelTransformis an operationon a pair of left andright inputs
(L; R) which makesuseof a“round function” F . Applying asin-
gle round of the Feistel Transformon a pair (L; R) givesa new
pair (L% RY suchthatL’®= R andR°= F(R) L. Thetrans-
form is very ef cient in practice,andis invertible evenif F is not
(in particular we caninvert by computingL = F(L% R°and
R = LY. FeistelTransformsareoftenusedn multiple roundswith
differentkeyedroundfunctions,andhave beenespeciallyusefulin
the designof block ciphers.In our application the roundfunction
will bepublic,andwill be modeledby therandomoracle.

All our paddingschemeswill producethe pair (w; s) by apply-
ing one(P-Pad or two (S-Pad’X-Pad roundsof Feisteltransform
to some“more basic” pair hd; ci. In fact,in all our constructions
we will useary extractablecommitmentpair (describednext) as
theinput to the rst round: the decommitment asthe left hand
inputandthecommitment astheright handinput. Thiswill allow
usto achieve a very high level of generality andwill alsoabstract
away andemphasizeéhe usefulnes®f the FeistelTransformin our
constructions Additionally, it will shawv thatapplyingtwo rounds
of the FeistelTransformresultsin whatwe call versatile padding
by simply varying the lengthsof ¢ andd, the samepaddingcan
sene asP-Pad S-Pad X-Pad, and even asthe paddingfor plain
signatureor encryption!

For technicalreasons— notably the possibility of “identity
fraud” attacks— we speciallyformatall inputsto the randomor-
acleG thatsenesasthe rst Feistelroundfunction. We do this
by prependinga meta-datastring L to the oracle input, where
L containsthe public keys of the intendedsenderand recipient



(VEKs; VEKR, respectiely), as well as ary desiredassociated
data’. Thisuseof meta-datavill becomemoreapparentvhenwe
introducesigncryptionin Section3. For simplicity, we useG( ) to
denoteG(L; ), whereonecanview G asan RO uniquely deter
minedby L . Using& asour roundfunction,ratherthanG, “binds”
the paddedmessagéeo the meta-datapreventingidentity fraudand
ensuringtheintegrity of theassociatedata’.

Extractable Commitments. Ourconstructiongor paddingschemes
all male useof extractablecommitmenscemes Suchcommit-
mentshave the usualpropertiesof standarccommitmentsput with
the additionaltwist thatthereexists an extractionalgorithmwhich
can extract a unigue decommitmenfrom ary valid commitment
with high probability by using some“trapdoorinformation”. In
the randomoraclemodel,suchinformationis provided by a tran-
scriptof all randomoraclequeries.

An extractablecommitmentschemeC consistsof a triple of al-
gorithms (Commit; Open; Extract). Given a messagen 2 M
and somerandomcoins r, Commit(m;r) outputsa pair (c;d),
both k bits long, wherec representinghe commitmentto m and
d is a correspondingdecommitment. As a shorthand,we write
(c;d) Commit(m). Open(c;d) outputsm if (c;d) is avalid
commitment/decommitmenair for m, or ? otherwise.Correct-
nessrequiresOpen(Commit(m)) = m forallm 2 M .

We requirethis commitmentschemeo satisfytwo securityprop-
erties, which we informally describehere. SeeAppendix A for
formal de nitions andproofs.

Hiding. No PPT adwersaryrunningin timet candistinguish
the commitmentof ary messagesf its choicefrom a k-bit
randomstringR with probabilitygreaterthan" yige.

Extractability . Thereexists a deterministicpoly-time algo-
rithm Extract which canextractthe“correct” decommitment
from ary valid commitmenin time t—failing with probabil-
ity at most" exract—givenaccesgo atranscriptT of all RO
queriespreviously issuedby the adwersary

A commitmentschemeC is a (t; "hige; " extract) -S€CUreextractable
commitmentif it satis esthe above properties.Extractabilityim-
pliestwo otherstrongcomputationainfeasibility lemmas:

It is hardto produce(c; d; d% suchthat(c;d) and(c;d% are
valid commitmentpairsandd &6 d°.

It is hardto nd a c for which a randomdecommitmend
will bevalid with non-ngjligible probability

Wereferto theprobabilitythata PPT adwersaryin timet canbreak
suchpropertiesas" ping and" rand, respectiely. Whenappropriate,
we directly specifysecurityin termsof " ying and" rang for concep-
tual clarity andbecausét is generallysimpleto prove tight bounds
on thesepropertiesdirectly (ratherthan relying on reductionsto
breakingextractability). Again, seeAppendixA for theproofs.

Trapdoor Permutations (TDPs) A family of trapdoorpermuta-
tions (TDPs) is a family of permutationssuchthatit is easyto

randomlyselecta permutationf and some“trapdoor” associated
with f . Furthermoref is easyto computeand,giventhetrapdoor
information,sois its inversef 1. However, without the trapdoor

f is“hard” toinvertonrandominputs:No PPT adwersaryA, given

y = f(x) for randomx, can nd x with probability greaterthan

"1pp , Whichis negligible in the securityparameter of the gener

ationalgorithm.

\ m |
!

T ‘ Extractable Commitment ‘

Extractable Commitment

Figure 2: Schemafor a Feistel P-Pad (left) and a Feistel
S-Pad/X-Pad (right) oninput messagem.

2.2 p-Pad Schemes

We now describea genericconstructionfor a classof provably
secureP-Padschemeén the RO model,basedn a singleroundof
theFeistelTransformappliedto ary extractablecommitment.

De nition 1 (FeistelP-Pad) Let C = (Commit; Open; Extract)
be any secue ExtractableCommitmensceme Furthermog, let
G:f0;1g ! f0;1g% beaRO. TheFeistelP-Pad Pad- (m) !
(w; s) (the paddingof messge m usingmeta-datal. ) inducedby
Cis givenby:

(c;d) Commit(m)
w c
s S(e) d

whete G() o G(L; ). Thecorrespondingdecodingopeiation

DePad- (w; s) canbe computedby r stobtainingd = G(w) s
andc = w, andthenreturningOpen(c;d).

Notethat(w; s) representaFeisteTransformoninputhd; ci using
G astheroundfunction.

2.3 s-Pad and x-Pad Schemes

Our previous constructiorfor FeistelP-Pads doesnot sufce to
producea secureS-Pad (which is strictly harderto achieve than
a P-Pad). For example,we will seein Section5 that OAEP is a
specialcaseof our P-Padconstruction.Yet, it wasshavn to be po-
tentially insecurewhen usedasa single padding,by the resultof
[25]. On the positive side,we now shaw thatit is easy(andef-
cient)to corvertary FeistelP-Padinto anS-Padby merelyadding
asecondoundof the FeistelTransformappliedto thehd; ci pair.

De nition 2 (FeistelS-Pad) Let C = (Commit; Open; Extract)
be any secue ExtractableCommitmensceme Furthermog, let
G:f0;1g ! f0;1g% andH :f0;1g ! fO0;1g% beROs.The
FeistelS-Pad Pad- (m) ! wks (thepaddingof messge m using
meta-datal. ) inducedby Cis givenby:

(c;d) Commit(m)
w G(o) d
s H(w) ¢

whee G() o G(L; ). Thecorrespondingdecodingopeition

DePad- (wks) canbecomputedy r stobtainingc= H(w) s
andd = G(c) w, andthenreturningOpen(c;d).



Notethat(w; s) representatwo-roundFeistelTransformoninput

hd;ci, usingG asthe rst roundfunctionandH as the second
roundfunction.

X-Pads: Improving the exact security of Feistel S-Pads. Un-
fortunately in the sequentiaparadigm,S-Pads lose a potentially-
signi cant amountof exact security (for the IND-CCA security
guarante@nly) whencomparedo P-Pads. Thisis dueto the sub-
stantialincreasean the IND-CCA reductions runningtime, which
requiregime proportionako g4 ¢e (underlinedn thestatementf
Theorem?2 in the following section).We noticethatthe sameloss
of exactsecurity(or worse)occursin all knovn paddingschemes
for regular encryption,which placethe entire paddinginside the
input of a TDP (asin [25]). However, if we arewilling to place
a small portion of the paddingoutsidethe TDP (aswas doneby
[16] for OAEP++ encryption}— which slightly increaseshe min-
imum ciphertet length— we canavoid this lossof security Con-
veniently we canmerelyreuseour existing FeistelS-Padconstruc-
tion as an X-Pad, for which we have a signcryptionof the form
fr(fg 1(w))ks, wheres is short. In particular de ne a Feistel
X-Padto be a FeistelS-Pad with lengthparameterghosenappro-
priatelyfor X-Pads.

3. SIGNCRYPTION

We now seehow theseFeistelconstructionsallow oneto build
simple,ef cient, andsecuresigncryptionprimitivesfrom ary TDP.

3.1 De®nitions

Our modelingof signcryptionis basedon [1], exceptwe gen-
eralizethe latter de nitions to include supportfor associatediata
(intuitively, a public labelwhich is boundto the ciphertext), in or-
derto provide moreusefulfunctionalityandmoregenerakesults.

Syntax. A signcryptionschemewith associatedlata™ consists
of the algorithms(Gen SigEng VerDeg. In the multi-party set-
ting, the Gen(1 ) algorithm for user U generateghe key-pair
(SDKy ; VEKy ), where is the securityparameterSDKy is the
signing/decryptiorkey thatis keptprivate,andVEKy is theveri -
cation/encryptiorkey madepublic. Withoutlossof generality we
assumehatVEKy is determinedrom SDKy .

The randomizedsigncryptionalgorithm SigEncfor userU im-
plicitly takes asinput the users secretkey SDKy and explicitly
takesasinput the messagen 2 M , thelabel”, andthe identity
of the recipient,in orderto computeand outputthe signcryption

. For simplicity, we considerthis identity ID to be a public key
VEK. Thus,we write this algorithmas SigEnéSDKU (m; VEKR),
or simply SigEng, (m; VEKRg).

Similarly, userU's de-signcryptionalgorithm VerDec implic-
itly takestheusers private SDKy andexplicitly takesasinputthe
signcryption ~, the label °, andthe senders'identity. We write
VerDegspy, ( ; VEKSs), or simply VerDeg, ( ;VEKs). Theal-
gorithm outputssomemessagen, or ? if the signcryptiondoes
notverify or decryptsuccessfullyCorrectnesensureghatfor ary
usersS andR, VerDeg (Sigeng (m; VEKRr); VEKs) = m, for
arny m and’.

Security. In this paper we only usethe strongespossiblenotion

of Insider securityfor multi-usersigncryption[1]. The security
notionsfor our labelled algorithmsare similar to thoseof stan-
dardsigncryption with the addedrequirementhat" is considered
partof the ciphertext (for the purposesf CCA decryptionoracle
queries),and mustbe authenticated However, thereis no hiding

requiremenfor thelabel".

As expectedthe securityfor signcryptionconsistsof IND-CCA
andsUF-CMA componentsvhenattackingsomeuserU. We pro-
vide formal de nitions of securityin AppendixA; here,we only
informally describethe necessarproperties.For IND-CCA secu-
rity, let " cca bethe probabilitythatary PPT adwersarycandistin-
guish betweenSigEng (mo; VEKy) from SigEng (m1; VEKy)
for somemessag@air mo; m; andalabel”. For sUF-CMA secu-
rity, let " cua bethe probabilitythatany PPT adwersarycanforge
a“valid” signaturepair ( ;) of somemessagen from U to any
userR. Both "cca and"cua mustbe nagligible in the security
parameter . We call ary schemesatisfyingthesepropertiesa (t;
"cca; "cma; Op ; Os )-securesigneryptionscheme.

3.2 Signcryption from FeistelPaddings

We now constructsigncryptionprimitives with supportfor as-
sociateddatausingthe threepaddingparadigmaescribedn Sec-
tion 2. Thefollowing theoremstatesour main securityclaim about
FeistelP-Pads,namelythatf r (W)kf ¢ (s) isasecuresigncryption
providedthatproperly-formedneta-datd. is usedin the padding.

Due to spacedlimitations, the proofs of the following theorems
canbefoundin thefull versionof this paper9].

Theorem 1 (Signcryption from FeistelP-Pads) LetCbeany

(t; " hide; " extract) -S€CUE extractablecommitmenstheme and Pad
(andthecorrespondingd>ePad) bethe FeistelP-Pad inducedby C.
De ne the SigEncandVerDecalgorithmsasfollows:

SigEnc(m; VEKg = fr) ! (= fr(W)k =f ()
where (w;s)  Pad-(m)
VerDec( k ;VEKs = fs) |  DePad (wks)

wherewks = f,*( )kfs( )

We requirethat, at a minimum, the meta-datd. mustcontainthe
associatedlata’, aswell asthe publishedTDPs of the senderand
intendedrecipientof themessagéf s andf r respectiely).

Againstany advesary allowedat mostge queriesto the G or-
acle this signcryptionschemeis a (t% "cca; "cma; O ; Gs )-Secue
signcryptionwhee

t® = t O((gs + ) Tr)
"cca "rop + (Gs +2) (G + Ge) 2' T+ "hige)
+ O "rand + "bind
cMA G "top+ O (G + o) 28 T+ "hige)
+ (0 +2) "rand + 3" extract

To improve the exact securityof authenticatiorin our construc-
tions, we considera generalclassof TDPs: thoseinducedby a
family of claw-free permutationpairs[12]. SeeAppendixA for a
formal de nition of claw-free permutations.(Note thatall knowvn
TDP families,suchasRSA, Rabin,andPaillier areinducedby a
claw-free permutatiorfamily with " ¢jaw = "1op .)

If fy istakenfroma family of (t; " ¢aw)-Secue claw-freepermu-
tations,we canimprovetheboundon” cya:

I'CMA I'c‘,law'+' QS ((QS + QG) Zj ¢l + IIhide)
+ (@ +2) "randt (Gs + 2) "extract

If S andR have TDPswith differentinputlengthsit is generally
asimplematterto adjustthe sizesof the(c; d) pairsandthe output
lengthof the G oracle,to accommodat¢he mismatchwithout ary
signi cant lossof exactsecurity

The following theorem statesour main claim about Feistel
S-Padk, namelythatfr (f g 1(wks)) is a securesigncryptionwith



supportfor associatedlata, provided that properly-formedmeta-
datalL is usedin the padding.Again, see [9] for the proofs.

Theorem 2 (Signcryption from Feistel S-Pads) LetCbeany

(t; " hide; " extract ) -S€CUE extractablecommitmenscteme and Pad
(andthecorresponding>ePad) bethe FeistelS-Pad inducedby C.
De ne the SigencandVerDecalgorithmsasfollows:

SigEnc (m; VEKg = fgr) ! = fr(fy *((wks))
wherewks  Pad- (m)

DePad- (wks)
wherewks = f, *(fs())

We requirethat, at a minimum, the meta-datd. mustcontainthe
associatedlata’, aswell asthe publishedTDPs of the senderand
intendedrecipientof themessagéf s andf r respectiely).

Againstany advesary allowed at mostge and g4 queriesto
G and H oracles (respectively),this signcryptionschemeis a
(t% " cca; " cma; Op ; Os ) -Secue signeryptionwhere

O((ds + G+ G Gs) (Tr + Texw act))
"cca "top + (G + G+ Gs)® 20 Y+ 306 "hice
+ (G + ) (20 + Gs) 2" ¥+ "hge + "extract)
"cma G "top + (Gn + G + gs)® 20 @
+ (g + o) (G +G) 28 ¥+ "hige + 4" extiact)

If fy is takenfroma family of (t; " ¢aw)-Secue claw-freepermuta-
tions,we canimprovetheboundon” cya:

VerDec ( ;VEKs = fg) |

t° = t

n
extract

"cmA "gawt (QH + Qe + CIS)2 2 9y Oc
+ (O,S + (b) ((qG + qS) 2j o + "hide + 3"e><tract)

Interestingly the proof usesa novel “trick” involving the meta-
datainputto the G oracle(beyondits usagefor identity fraud pro-
tection) which doesnot work for the seeminglysymmetriccase
fg 1(f r (Wks)), andthus,the orderin which the TDPs areapplied
is signi cant.’

It is easyto shaw that ary Feistel S-Pad can be usedalso as
a FeistelP-Pad— i.e., by computingf r (W)kf g 1(s) — andthus
canachieve the sameexact securityas P-Pads. As the costof an
additionalFeistelroundis minimal, we recommendhe S-Padcon-
structionfor implementationssincethey canbe safelyusedin ary
of our paradigmsasthe situationdemands.

Theorem 3 (Signcryption from Feistel X-Pads) LetCde nedby
(Commit; Open; Extract) bea (t; " hide; " extract) -SECUE extractable
commitmenscheme and Pad (and the correspondingDePad) be
the Feistel X-Pad inducedby C. De ne the SigEncand VerDec
algorithmsasfollows:

SigEnc (m; VEKg = fr) ! = fr(f, t((w))ks

where (w; s)

DePad- (w; s)
wherew = f, *(fs( ))

VerDec( = ks;VEKs = fs) !

Again, we requirethat, at a minimum, the meta-datd. mustcon-
tain the associatedlata ", aswell asthe publishedTDPs of the
message'sendeandintendedrecipient. This signcryptionscheme

3Fortechnicareasonsit seemainlikely thatthis “symmetric” case
canbe proven secureput thereseemgo be no advantageto using
it in any case.This shouldbecontrastedvith thegenericEtS=StE
compositionswhereboth orderswhereequallyeffective [1].

Pad- (m)

hasthe sameexact securityboundsasthoseof the FeistelS-Pads
of Theorem?2 for both TDPs andclaw-free permutationsbut with
animprovementin the runningtime of thereductionsuchthat

t°=t O((gs + s+ H) (Tt + Textr act))
Recallthat S-Pad and X-Pad are constructeddentically, the only
differencebeingtheselectiorof lengthparametergandthemanner
in which the TDPs areappliedto the output). In particular since
s is concatenatedlongsidethe outputof the TDPs, lengthparam-
etersshouldbe chosernto minimize the lengthof s. The practical
costsof this smallincreasein the minimum ciphertext lengthfor
X-Padsare generallynot signi cant, but the resultingincreasen
exactsecurityis substantiabnoughto warrantthe useof the X-Pad
paradigminsteadof the S-Padparadigmin mostsituations.

4. PLAIN ENCRYPTION & SIGNATURE

Althoughnotall signcryptionschemeamply naturalstand-alone
encryptionand/orsignatureschemege.g., [26] doesnot), our con-
structiondeadto bothnaturalandoptimalsignatureandencryption
schemes.By a simple agument,our proofs of securityfor sign-
cryptionwill alsoimply tight reductiongor theIND-CCA security
of encryptionsandthe sUF-CMA securityof signaturesvhenthe
TDPs are appliedappropriately shavn in Table2. In particular
this impliesthatour paddingconstructionganbe usedas“univer
salpaddings”asin [6, 17]. Furthermoretheencryptionandsigna-
tureschemeinducedby oursuggestedonstructior(seeSectionb)
in the S-Pad paradigmareoptimal (ascomparedo the best-knavn
TDP-basedschemeof equialent ciphertext length). The same
constructionusedin the X-Pad paradigmachievestighter security
for encryptionat the expenseof a slightly increasedninimum ci-
phertext length,aswasdonein [16].

Additional useful consequencesf our security proofsinclude
the ability to reusethe samepublic key for encryption,signature,
and signcryption(both as senderand recipient), the capability to
extracta“signature® from a signcryption(anon-repudiationguar
antee) andsupportfor non-malleabilityof encryptionwith respect
to public associatediata(oftenreferredto asa “tag”). Signatures
onlong messagesanbe easilyachieved by includingmessagei
the metadataeld. Similarly, the efcient extensionof our sign-
cryption schemeo long messagesdescribedn Section6 alsoap-
pliesto theinducedencryptionschemes.Onceagain,all of these
featurescanbe provided by a single elegantimplementatiorusing
our proposedscheme.

5. PROBABILISTIC SIGNATURE AND EN-
CRYPTION PADDING

In this section,we instantiateour constructionswith two new
paddingschemeswe call Probabilistic Signatue and Encryption
Paddings(PSEP) which are designedto provide optimal band-
width and e xibility. Thesetwo paddings,PSEP1 and PSEP2,
are constructedby applying the P-Pad and S-Pad constructions
(respectiely) to the following extractablecommitmentscheme,

which usesarandomoracleK : f0;1g% | f0;1g®,
c (myk 0Ucli M1y K (mykr)
d mkr

The schemeshawn in Figure 3, is parameterizedby the selection
of thelengthsof ¢, d, m1, mo.

“Technically the “signature”requiresthe metadatd_ for veri ca-
tion, whichincludestheidentity of theintendedmessageecipient.



Figure 3: Schemafor the PSEP extractable commitment on
input m = mikm,

The following Lemmagivesexact securityfor the commitment
schemeusedin PSEP, in termsof therelevantselectablgparame-
ters.See[9] for thesimpleproof.

Lemmal Thecommitmensctheme

d= makr; c= (myk 0US M)y K (mykr)

de ning PSEP satis esthe following, whee gk is the numberof
oraclequeriesto K madebytheadvesary:

" jidjj maj
hide Kk 2 (idjj m32j)
" 2 jcij maqj
extract (G +1) 2 (jeij maj)
" bind 2" extract

"o o (el maj)

Using this commitmentpair hd; ci, applying a single round of
theFeistelTransformyieldsPSEP1: w c¢;s G(w) d .

PSEPL1 is sufcient for useasa FeistelP-Padfor signcryption.In-
terestingly it canbe seenthatboth OAEP [3] andPSS-R [5] are
specialcasesof PSEP1 for appropriateselectionsof the commit-
mentschemeparametersThe parametersorrespondingo OAEP
(im1j = 0) andPSS-R (jmzj = 0), however, arenot bandwidth-
optimalfor P-Pads (whereonewantsto “balance”jcj andjdj). For
example,if j¢j = jdj = k, bothwould requirejmj  k, while the
total length2k of PSEP1 potentiallyallows oneto t jmj 2k,
which we canindeeddo by splitting m almostevenly.

Applying a secondround of Feistel(a very inexpensve opera-
tion) yields the schemePSEP2. PSEP2 canbe usedin ary of
the threemodesdiscussedn Section?2 (i.e., it canbe usedasa
P-Pad,S-Pad or X-Pad). Appropriateselectionof thecommitment
schemeparametergan be usedto achieve optimal bandwidthin
ary of thesemodes— for ary desiredevel of exactsecurityfor the
extractablecommitment.

Note that althoughthe PSEP2 schemewould be ratherdif -
cult to analyzedirectly, in our generalframevork the proof of the
simple Lemmal is all one needsto obtain mary useful results.
Namely by leveragingthe Theoremsn Section3, we gettight ex-
act securityboundsfor PSEP2, shaving thatit canbe usedasa
P-Pad,S-Pad,or X-Pad. Moreover, perSectiord, it is alsoasecure
universalpaddingschemefor eitherplain signatureor encryption),
andit is safeto reusepublic keys with ary combinationof these
primitivesfor bothsendingandreceving.

6. SIGNCRYPTING LONG MESSAGES

Usingthe “concealment’approactdescribedn [8], we canex-
tendary short-messagsigncryptionschemewith supportfor as-
sociateddatato include supportfor long messagesAlthough ar
bitrary concealmenschemeswill sufce, for efciency purposes

we considerconcealmentsitilizing any one-time(t; " ote)-secure
symmetricencryptionschemegE ; D).°> Therearemary veryef-
cientsuchsymmetricencryptionsj.e., M F( ) workswhenF
is aRO. (Therearemary RO-freeencryptionsaswell; see[8].)

Speci cally, let SC = (Gen SigEng VerDeq beary signcryp-
tion schemeon A-bit messagesr longer with supportfor associ-
ateddata,and(E; D) beary one-timeencryptionschemevith key-
sizenf (thus,A 128 sufces). We de ne a signcryptionscheme
SC° = (Gen Sigend&: VerDed) onlongmessagewith supportor
associatedlataasfollows. Let Sigend (M) = kSigEnc ( ),
where = E (M),L = 'k ,and is arandomn-bit string.
Similarly, VerDed ( k) = D ( ), where = VerDed ()
andL = "k .

Theorem4 If SCis (t; "cca; "cma; 0o ; s )-secue and (E; D) is
(t; " ore)-secue (with encryption/decryptiotime Tore ), thenSC°
is(t O((ap + ds) Tote);"cca+t "ote; "cma; Op ; Os)-SECUE.

The proof of this theorem(adaptedrom [8] for signcryption,with
exactsecurity)is givenin [9].

Thisresultimpliesthatour signcryptionconstructions— andin-
deedthe separatesignatureandencryptionconstructionghat they
induce— can easily supportlong messages.Simply apply ary
symmetric-ley encryptionto the messageandsigncryptthe sym-
metrickey while includingthe encryptednessagénsidethe meta-
datal , asshavn in Figure4. Additionally, it is possibleto move
aportionof themessagénto the paddingalongsidethe encryption
key to save otherwisewastedspace. Thus, the overheadfor long
messageis the sameasthatfor shortmessageplusthe lengthof
the symmetrickey, which will typically be 128-bits.

7. SIGNCRYPTION & KEY EXCHANGE

In this section,we evaluatethe performancef our signcryption
schemein the context of a simple key-exchangeprotocol, com-
paring the resultto the SSLv3 (SecureSoclets Layer version 3)
protocol. SSLv3is the dominantprotocolfor establishingsecure
connectiondbetweerclient web bronvsersandweb seners. In the
commonsituation,websenershave certi ed RSA publickeysrep-
resentingheir identities,whereaslientsdo not (andthusareusu-
ally notauthenticated).

A minimal SSLv3 protocolwill proceedroughly with a client
(S) sendinga handshak to the sener (R), which acknavledges
the handsha& andrespondswith its certi ed public-key | Dr. In
thethird round,S sendgheencryptionof afreshsymmetrickey
namely RSAgr( ).

To achieve forward security the sener can either generatea
signed,one-timeRSA key per connectionor canemplo/ Dif e-
Hellman Key Exchange. However, both schemesre considered
too computationallyexpensve for popularseners. Settingaside
the issueof forward security the computationakequirementgor
the sener mainly comefrom decryptingthefreshkey , whichre-
mainsexpensve, evenfor low-exponentRSA.

Onthe otherhand,a minimal, forward-securesigncryptionpro-
tocol requiresonly two rounds:theclient S sendsahandsha&and
a one-timepublic key |1 Ds; the sener R generates fresh sym-
metrickey , andacknavledgesthe handshag with | Dr andthe
signcryptionof  from R to S. Provided that the client usesa
one-timepublic key for every key exchangethe protocolprovides

5l.e., nodistinguishetin timet cantell E (M) fromE (M) for
ary two message$Mo; M 1) with probability greaterthan" ore.
Notice, the distinguisheris not given eitherthe encryptionor the
decryptionoracles.



Figure 4: Usingthe signcryption primiti ve onlong messageg¢left) and for key-exchanggright)

PSEP1 | PSEP2 | SSLv3 SSLv3

RSA (not) | (forward)
1024-bit 24 24 29 83
2048-bit 99 96 66 430
4096-bit 565 563 308 2890

Table 3: Latency (in milliseconds)of sequentialkey exchange
for PSEP protocols,compared to SSLv3without and with for-
ward security (not and forward, respectvely).

full forward securityand precludeseplay attacks,yet the expen-
sive key-generatiorprotocof is performedby theclientofine, as
opposedo by the sener asbefore.

As a fasteralternatve, but at the costof forward security the
clientcouldincludeashortnonceN alongwith alongerlivedl D s
in its handshag, whichthesener R would additionallyuseaspart
of thelabelin thesigncryptionof . This simpleprotocolgeneral-
izes[24, x8.1]. Thetrade-of of ef ciency againsforwardsecurity
canthusbedeterminedy theclient,whichis freeto generatdresh
public keys asoftenasdesired.

We implementedhis signcryption-baselley-exchangeprotocol
to quantifyits performanceelativeto SSLv3.Oursigncryptionim-
plementatiorusegshePSEP1 andPSEP2 constructionslescribed
in Section5 andRSA asthetrapdoompermutation Both ourimple-
mentationandstunnel3.26,a popularSSLv3implementatiorused
for comparisonusethe OpenSSL0.9.7bcryptolibrariesfor all un-
derlyingcryptographimperations.

Table 3 summarizeghe online performanceaesultsfrom these
key-exchangeimplementations.We ran the client and sener ap-
plicationson two separatePentiumlIl Xeon 2.0 GHz machines,
bothrunningRedHatLinux 7.3andlocatedonthesamel00Mbps
switchedEthernet(with network lateny of “0.5 ms). The stun-
nel protocolwith no forward securityessentiallyusesthe minimal
SSL key exchangedescribedabore. The stunnelbenchmarksvith
forward securitywereobtainedby enablingits Dif e-Hellman key
exchangewith parameterghoserto meetthe samesecuritylevel
asthe RSA parametergi.e.,, the moduli lengthswere the same).
Note that the performancenumbersfor our signcryptionprotocol
do notincludethe overheadof generatingone-timeRSA keys, as
this computationcanbe performedof ine usingsparecycles. We
reportthe minimum averagelateny achieved over tentrials, per
forming tenkey exchangesn eachtrial.

We seethat for 1024-bitkeys, our signcryption-basegrotocol
is alittle morethanthree-timedasterthantheforward-secur&SSL
protocol; for 4096-bitkeys, our protocol enjoys operationthat is
morethan ve-timesfaster Notethat,asSSL hasoneextraround
comparedto our signcryption-basedkey exchange,our protocol
would offer evenbettercomparatie performanceén thewide-area.

5We measureda Pentiumll Xeon 2.0 GHz machineto take 260
mson averageto generate 1024-bitRSA key.

8. RELATED WORK

While paddingschemesrevery popularin the designof ordi-
nary encryptionand signatureschemege.g., [3, 5, 25, 11]), the
mostrelevant previousworks arethoserelatedto signcryptionand
universalpaddings.The comparisorof our constructiongo previ-
ouswork is summarizedn Tablel in the Introduction.

Comparing with signcryption schemed1, 19]. We believe that
our methodsnoticeablyimprove all previously-proposedigncryp-
tion schemeshothfrom practicalandtheoreticalperspecties.

Ourmainimprovementover the genericmethodsrom [1] come
in muchimprovedmessagbandwidth key reusepetterexactsecu-
rity, andbetterqualitative security To bestillustrateit, we consider
the TDP-basedmplementatiorof the “commit-then-encrypt-and-
sign” (CtE& S) andcompareit to our parallelP-Pad approach.In
CtE& S, one rst appliesary commitmentschemeto transforma
modi ed messagen®, thenappliestwo new, independenpadding
schemego the commitmentresult, and nally appliesa corre-
spondingTDP to the paddingresults.Thus,themessagés padded
four times (hashof keys, commitmentsighatureandencryption).
In fact, for currentlybest-knavn TDP-basedencryptionmethods,
oneeitherhasto loseexactsecurity[25] or hasto padthe message
to belongerthanthelengthof the TDP [16]. In contrastwe com-
mit to m onceand then apply a deterministic,length-preserving
Feistel Transformto obtainthe requiredw ands. Moreover, we
areguaranteedo alwaysobtaintight exact security Recentwork
[21] optimizing CtE& S for the RO modelstill inheritsmary of its
drawvbacks,while alsolimiting the messagéandwidthto lessthan
half of the ciphertext length.

Mao andLee[19] usePSS-R paddingfor sequentiakigncryp-
tion with RSA. Namely for R to transmitmessagen to S (where
eachuserU haskey RSAy), R sendsRSAR(RSAsl(wks)),
wherewks is theresultof PSS-R appliedto m. Thus,it is similar
to our S-Padparadigmalbeitrestrictedo RSAandPSS-R. Unfor-
tunately PSS-R is not a good S-Pad for generalTDPs, andeven
with RSA the authorsobtainvery poor exact-securityguarantees.
For example, their resultsdo not imply practicalsecurityguaran-
teesevenwhenusinga 2048 bit RSA modulus. Interestingly our
work impliesthatapplyingonemoreFeistelroundto PSS-R yields
anoptimal,secureS-Padthatworksfor ary TDP.

Comparing with universal padding schemeg6, 17]. Our S-Pads
aresimilarin spirit to the “universalpadding”schemesle ned by
Coronetal. [6]. However, in their application,one appliessuch
a paddingto either a plain TDP-basedsignatureor a plain TDP-
basedencryption,but not to simultaneoussignatureand encryp-
tion (i.e., signcryption). While [6] constructedbne concreteuni-
versalpaddingschemgPSS-R), with poorexactsecurityandonly
speci ¢ to RSA, [17] gave threeconcretepaddingschemeswith
nearly-optimalexactsecurityfor ary TDP.



Our work shaws that universal paddingsschemesare special
casef our S-Pad’X-Pad schemes.In fact, aswe mentionedbe-
fore, two specialcasef our S-Pad’X-Padconstructionyield two
constructionsfrom [17]. However, someextra care needsto be
takento build S-PadsK-Pads (for signcryption)from mereuniver-
sal paddingschemege.g., to prevent “identity fraud” attacks[1]).
Additionally, while both [6, 17] explicitly consideredhe question
of key reusefor their plain “signature-encryptionapplication(as
did the earlierwork of [13]), their resultsdo not imply similar re-
sultsin our morecomplicatedsigncryptionsetting.

9. CONCLUSIONS

This papermproposeseveral highly-practicalandoptimizedcon-
structionsfor use as signcryptionprimitives. All our signcryp-
tion schemeshuilt directly from trapdoorpermutationssuch as
RSA, sharefeaturessuchassimplicity, ef ciency, generality near
optimal exact security e xible and ad-hockey managementkey
reusefor sending/receing data, optimally-lov messagesxpan-
sion, “backward” usefor plain signature/encryptioipng message
andassociatedlatasupport,the strongest-knen qualitatve secu-
rity (so-calledIND-CCA and sUF-CMA) and, nally, complete
compatibilitywith the PKCS#1linfrastructure.

We presentthree methodsfor signcryption,basedon what we
call Parallel,SequentialandeXtendedsequentiaPaddingschemes
(P-Pad, S-Pad X-Pad). All threeschemesntail applyingoneor
two roundsof the FeistelTransformto somebasicpair hd; ci that
form anextractablecommitmensteme followed by the applica-
tion of a TDP for signatureand encryption. This generalframe-
work allows usto designthe new PSEP paddingschemgwithout
needingnew proofs)which maybe speciallytailoredfor particular
situations.Finally, our signcryptionprimitives,having supportfor
associatedata(andlong messagesganbeusedto build asimple,
ef cient, andsecureprotocolfor performingkey-exchange.
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APPENDIX
A. SECURITY DEFINITIONS
A.1 Extractable Commitments

An extractablecommitmenimustsatisfytwo securityproperties:

Hiding. No PPT adwersarycandistinguishthe commitmenif ary
messagesf its choicefrom a k-bit randomstring R. More for-
mally, no PPT adwersaryA runningin timet candistinguishbe-
tweenthe following two gameswith probability greaterthan” nige,
which is nggligible in the securityparameter . In both gamesA
choosesomemessagen, but getseitheraproperlygeneratedom-
mitmentc(m), or arandomstringR.

Extractability . Thereexists a deterministicpoly-time algorithm
Extract which canextractthe “correct” decommitmenfrom ary
valid commitmentgivenaccesgo atranscriptT of all RO queries
previously issuedby the adversary Formally, for ary PPT A run-

ningin time at mostt,
Pr[Extract(c;T) 6 d*Open(c;d) 6 ? j(c;d) A(1 )]

n
extract



whereT is a completetranscriptof the RO queriesmadeby A
and" exwract IS Negligible in . For syntacticcorveniencewe de ne
Extract to outputa randomvaluein the eventthat the extraction
algorithm*“fails”.

This completesthe de nition. A commitmentschemeC is a
(t; "hide; " extract) -S€CUreextractablecommitmentif it satis es the
above properties While the“standard’notionof acommitmentre-
quiresa binding property a very strongform of bindingis implied
by extractability.

Lemma 2 (Binding property of extractable commitments) It is
computationallyhard to produce(c;d;d% sud that (c;d) and
(c;d% are valid commitmenpairs andd 6 d° Speci cally, call-
ing " pina themaximunprobability of theadvesaryto comeup with

sud (c;d;d% in timet, wehave"sing 2" extract.

Whenappropriatewe directly use" ning for conceptuactlarity and
because'ying may in fact be tighter than 2" exract. Notice, in the
abore Lemmathe adwersarycannoteven comeup with alternatve
decommitment$o the samemessagen.

PrRoOF. ConsiderareductionB againstthe extractability prop-
erty of the commitmentschemeas follows. B runs A and ob-
tains (c;d; d% if A succeeds.B thenrandomlyoutputs(c;d) or
(c; d% with equalprobability SinceExtract(c;T) is adeterminis-
tic value,it matcheghe outputof B with probability at most1=2.
In the eventthatit doesnot match,B hasbroken the extractability
property Sincethis musthappenswith probability at most” exiract,
we nd thatA succeedsvith probabilityat most2” exiract. [

We will also use the following property of (t; "nide; " extract)-
secureextractablecommitments:It is hardto nd a commitment
¢ for which a randomdecommitmentd will be valid with non-
negligible probability:

Lemma3 8 A runningin timet,

Pr Open(c;d) 6 ?

def

c A(lk); d "~ fo; 1gk "rand  "extract + 2 X

ProOF. ConsiderareductionB againstthe extractability prop-
erty of the commitmentschemeasfollows. B runsA andobtains
c  A(1%), choosesd uniformly at random,andreturns(c; d).
The probability that B succeedss at leastthe probability that A
succeedsninusthe probabilitythatd = Extract(c;T). Sinced is
chosenrandomly the probability thatd = Extract(c;T) is 2 .
Thelemmafollows. [

A.2 Security of Signcryption

The securityfor signcryptionconsistsof IND-CCA and sUF-
CMA componentsvhenattackingsomeuserU. Both gameswith
the adwersary however, sharethe following commoncomponent.
After (SDKy ; VEKy) Genl ) isrunandA getsVEKy, A
canmake uptogs adaptv'/esigncryptior\querie§igEnciJ (m; VEKR)
for arbitrary VEKr, aswell asup to gp de-signcryptiongueries
VerDeg, ( ;VEKs), againfor arbitraryVEKs. (Of coursem; ;°
canbearbitrarytoo).

TheIND-CCA securityof signcryptionrequireshatno PPT ad-
versaryA can nd somepair mo; m1 andalabel, for which A
candistinguishSigEng, (mo; VEKy ) from SigEng, (m1; VEKy ).
Note, to create'valid” signcryptionghat A mustdifferentiatebe-
tween,A mustoutputthesecetkey SDKs of theparty S sending

message® U. While seeminglyrestrictive, thisis amud stronger
guarante¢hanif A did notknowthekey of thesenderA goodway
to interpretthis requirements thatevenwhencompomisingS, A
still cannot“understand’messagethat S sentto U. In fact, we
even allow A to createthe secretkey SDKs without necessarily
generatingt via Gerl Formally, for ary PPT A runningin timet,

Pr b=10
(mo;my;; SDKs; )
ASigEnch)( H );VerDecEJ)( N )(VEKU ‘ nd )
b f0;1g; SigEng (Mp; VEKy );

omnd )y ) - . 1 .
b ASlgEncU (,),VterDec{J (,)( T guess) §+ cca

where" cca is negligible in the securityparameter , andGer(1 )
(outputting(SDKy ; VEKy)) is implicitly calledat the beginning.
In theguessstage A only hasthe naturalrestrictionof not query-
ing VerDeq, with ( ;VEKs;"), but canstill use,for example,
( ;VEKso;") for VEKso 8 VEKs or ( ;VEKs; % for* 6 0

For sUF-CMA security no PPT A can forge a “valid” pair
( ;") (of somemessagen) from U to any userR, provided that

was not previously returnedfrom a queryto SigEng,. Again,
in orderto de ne “valid”, we strengtherthede nition by allowing
A to comeup with the presumedsecretkey SDKr aspart of his
forgery Formally, for any PPT A runningin timet,

Pr VerDeg ( ;VEKy) 6 ?

(SDKR)  ASSE(DNE O (VEKY) s
where" cma is negligible in the securityparameter , Gen(1 ) is
implicit, and A did not obtain( ;") in responseto ary query
SigEng, (m; VEKR ; ). We call ary schemesatisfyingtheseprop-
ertiesa(t; "cca; "cma; Ob ; Os )-securesignecryptionscheme.

A.3 Claw-FreePermutations

To improve the exact securityof authenticatiorin our construc-
tions, we introducea generalclassof TDPs — thoseinducedby
a family of claw-free permutationpairs[12]. In this contet, the
generatioralgorithmoutputs(f ; f *;g), whereg is anotheref -
cientpermutatiorover the samedomainasf . Thetaskof thePPT
adwersaryB now isto nd a“claw” (x; z) suchthatf (x) = g(z),
which it succeedsat with probability at most" cjaw, which negli-
giblein . It is trivial to seethat omitting g from the generation
algorithminducesa TDP family with "tpp " aw (thereduction
invokesA on arandomg(z)). All knovn TDP families,suchas
RSA, Rabin, and Paillier, are easily seento be inducedby some
claw-free permutationfamilieswith "caw = "top. Thus,atight
reductionto “claw-freeness’dbf suchfamiliesimpliesatight reduc-
tion to inverting them. On the otherhand,it was shavn by [10]
thatour restrictionto claw-free permutationss necessaryor tight
signaturereductionswhich we will achieve in this paper We also
remarkthat claw-free permutationsaremore generalthan“homo-
morphicTDPs” usedby [17] for asimilarreason.



