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Abstract

This paperdescribesan assembly-languge typesystem
capableof ensuringmemorysafetyin the presenceof both
heapandstadk allocation. Thetypesystenusedinear logic
anda setof domain-speci qredicatego specifyinvariants
aboutthe shapeof thestore. Part of the modelfor our logic
is atreeof “stack tags” thattrackstheevolutionof thestad
over time To demonstate the expressivenessf the type
systemwede ne Micro-CLlI, a simpleimpemtivelanguage
thatcaptuestheessencef stadk allocationin the Common
Languaye Infrastructue. We showhow to compilewell-
typedMicro-CLlI into well-typedassembly

1 Intr oduction

The grand challenge for the proof-carrying code
paradigmis twofold: to develop an expressie logic for
easily specifyingand proving propertiesof low-level pro-
grams,andto develop certifying-compilertechnologythat
automaticallygeneratesuchproofs from the information
embeddedh high-level programs Overthelasteightyears,
tremendousgprogresshasbeenmade,but nding general-
purposdogicsfor specifyingmemory-managemeptoper
ties and developing certifying-compilertechnologytarget-
ing themcontinuedo be problematic.

In this paperwe developalow-level memorymodelthat
treatspointersto heapandstacklocationsuniformly in the
presenceof aliaseddatastructures. Our type systemex-
tendsprevious work on the developmentof typed assem-
bly language$16, 15, 2] by usinglinearlogic anddomain-
speci ¢ predicatesto specify preconditionsfor assembly
code. Thesepreconditionslescribethe contentsandshape
of thestackandheapandprovide asafebut e xible wayto
allocate deallocatereferenceandreusedataon the stack.
Thetyping disciplineis powerful enoughto represengen-
eral stackpointersincluding pointersthat might point into
theheapor into the stack.

De ning an expressve type systemand testingit on
somead hoc examplesdoesnot demonstratehatit is use-
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ful for certifying compilation. It is equally necessanto
shaw thatthereis analgorithmfor generatingype-safdow-
level codefrom type-safehigh-level code. To demonstrate
that our systemdoesindeedform a foundationfor certify-
ing compilationin the presencef complex andimportant
memoryinvariants,we de ne a high-level languagecalled
Micro-CLI, which capturesthe stack-allocationfeatures
foundin the CommonLanguagénfrastructurgCLI) [6, 9],
and we give a translationof well-typed Micro-CLI into
well-typedassemblycode.

This is the rst paper(1) to developa uni ed low-level
memorymodelfor theheapandthestackin the presencef
aliasing,and(2) to give analgorithmfor a type-preserving
compilationfrom alanguagevith bothheapandstackallo-
cationto our typedassemblyjlanguage.Previous work has
eitherdevelopedtype (or proof) systemghataretoorestric-
tive to handleimportant, realisticinvariantssuchas those
presentin the CLI, or it hasnot demonstratecry sort of
compilerstratgy for generatingtack-basegroof-carrying
code.

1.1 Background and RelatedWork

Most earlierwork on typedassemblytanguagg15] and
proof-carrying code [4] allows reasoningabout data al-
locatedin the current stack frame, but not much more.
STAL [15] allows pointersdeepinto the stack,supporting
a particularimplementatiorof exceptionsbut its type sys-
temis not very polymorphic: STAL distinguishedetween
stackandheappointersandtracksthe exactorderingof the
stackpointersinto the stack. Consequenth5TAL doesnot
supportgeneraktackallocation.

The logic we develop in this paperuni es a number
of independentideasin the literature. The rst idea,
which appearsn O'Hearn, Reynolds, and Yang's separa-
tion logic [12, 17, 18, 19], is to usea substructuralogic to
describememoryasa collectionof disjoint pieces.Guaran-
teeddisjointnessallows usto write “strongupdate”rules—
in atypesystemthis meanghatthe samepieceof memory
(say astackslot) canhave differenttypesatdifferenttimes.
In earlierwork [2, 1], we attemptedo usethis ideaalone



to build a generalsystemfor assembly-leel memoryman-
agementUnfortunately while thelogic is soundandquite
e xible, we wereunableto useit asatargetfor certifying
compilationsincewe couldnot nd ageneratranslatiorfor
thetypesof aliaseddatastructuresnto thelogic.

Closelyrelatedto thework on separationogic is earlier
work onaliastypes[20]. In aliastypes[20], thecapabilities
of locationscan be either linear (unaliased)or non-linear
(aliasedary numberof times); strongupdatesare allowed
only onlinearcapabilitiesjnvariantupdatesareallowedon
non-linearcapabilities Alias typesandseparatiofogic are
incomparabldn power asaliastypesinclude formulasfor
aliasedmemorywhereaseparatiodogic containsmplica-
tion, disjunction,andotherconnectves. This paperbrings
thepower of bothtogetherin asinglesystem.

In concurrentwork, Morrisett et al. [14] have extended
alias types in a different direction. They have studied
methodsfor temporarilybreakingthe invariantassociated
with aliaseddata. Otherresearchalongthe sameline in-
cludesFosteret al's restrict primitive [8] andDeLine and
Fahndrichs adoptionand focus[7]. All of theseefforts
arecarriedoutin a high-level languageanddo not concern
themseleswith presentinga uniform model of stackand
heapmemory

A third areaof relatedwork includesregion-basednem-
ory managemen®1, 3,5, 11]. In regionsystemstypesare
taggedwith the nameof theregion in which they areallo-
cated.Thetypesystemtracksthe regionsthatarecurrently
live anddisallons accesdo datastructureghatlive in dead
regions. Our assemblylanguageemploys a variantof the
regionideaby taggingdescriptionof memorywith version
numbes, andkeepingtrackof thevalid versions We donot
allow programgo reasornaboutmemoryusingout-of-date
descriptions.A crucial differencebetweenour systemand
previous region-basedsystemds that we unify the ideaof
regionswith alow-level modelof stackandheapallocation
and aliasinginvariants. In orderto do so, we usea more
elaboratestructureatag treg in our memorymodelto keep
trackof thelive “versionnumbers”.

Therichestsource-lgel type-safememorymanagement
systemwe are aware of is Grossmaret al.s Cyclonelan-
guage[11, 10]. Cycloneallows datato be allocatedon the
stack. It usesaregion-basedype systemincludingan out-
livesrelationon regions. We cande ne this outlivesrela-
tion within our logic, but we needto do more researcho
determingf we cancompileall aspectof Cyclones stack
allocationdisciplineinto our assemblyanguage.

2 Informal Development

In this section,we summarizethe majortechnicalcom-
ponentghatcompriseour memorylogic.

2.1 The BasicSetup

The rst stepin our developmentis to choosea simple
way to describethe contentsof individual memoryloca-
tions, regardlesof whetherthey are on the heapor on the
stack. Sincethe type of the stackchangesasthe program
progressesywe must use perprogrampoint typesfor the
stack.To unify stackandheappointersinto oneframework,
we needperprogrampoint typesfor the heapaswell. The
generalapproachthatwe will useis to describethe whole
stateof the machinewith formulasin a substructuralogic.

Onecrucial operatolin theselogicsis the multiplicative
conjunction(“star” in the logic of bunchedimplications,
alsocalledtensorin this paper). TheformulaF, F, de-
scribesa statethatcanbepartitionedinto two disjointparts,
onedescribedy F; andonedescribedy F,. Theformula
(") ) describesa storeconsistingof a single location
* that containsa value of type ; it is alsocalleda linear
capabilityfor *. Beforeary dereference/assignmeoper
ationon location™, (" ) ) mustbe proven, sothat we
know thatthe locationexists,andfor dereferencewhatits
typeis. If thestatebeforeanassignmento  is describedy
() 1) F,thenthestateaftertheassignmenis described
by C) 2) F where ;isthetypeofthevaluestored.We
canusethis asthe basisfor a typing rule for storeinstruc-
tions,andthis type of rule is usuallycalleda strong-update
rule, astheold type ; is ignoredandcompletelyreplaced
by 2.

2.2 Aliasing of Heap Locations

Formulasinvolving (" ) ) and arevery precise,
but in e xible. Considera function that takes two inte-
ger pointersasarguments. It might be describedwith the
type 8'1;°2:((C1 ) int) (2 ) int)) ! Now
if it is called with the samepointer say °, for both pa-
rameters,then it must be called in a state describedby
() int) () int). This formulais impossibleto
satisfyasit requirespartitioningmemoryinto two disjoint
pieceshatbothhave alocation” in theirdomain.

To solvethis problem we adaptheideaof non-linearca-
pabilitiesfrom aliastypes[20] andL® [14]. We adda new
predicatg(frzn * ), calledafrozenor unrestricteccapabil-
ity, which s similar to the linear capabilitythatdescribes
location™ of type . We partitionthe stateinto linear and
frozenmemory Linear capabilitiesdescribelocationsin
thelinearmemory;frozencapabilitiesdescribdocationsin
thefrozenmemory Thetensoroperationpartitionsthelin-
earmemorybetweerits subformulasput shareghefrozen
memoryto both subformulas.Thus,(frzn * ) (frzn "™ )
holds of a statewhose frozen memory containsa loca-
tion ° of type The function above can be given type
8'1; 2:((frzn “1int) (frzn *z int)) ! andbecalledwith



the samepointerfor botharguments.To make unrestricted
capabilitiessafe, we mustuseaninvariantupdaterule. This

ruleallows astoreto location” in astate(frzn® ) F if the

valuebeingstoredhastype , butit doesnotallow thetype

of * to bechangedTo getunrestrictectapabilities thereis

afreezingoperatiorthattransfersalocationfrom thelinear

memoryto thefrozenmemory andit takesastatedescribed
by ) ) F toonedescribedoy(frzn® ) F. Once
frozenalocationstaysfrozenandits type cannotchangeor

theremaindeiof execution.

Onetechnicalityis worth noting. Unrestrictedcapabil-
ities can be duplicatedand droppedand thus act like the
unrestrictedformula !'F in linear logic. Sinceseveral of
our domain-speci cpredicatehave similar propertieswe
wrap all of thesepredicatesn the unrestrictedconnectve
(1). Theduplicationandwealeningrulesfor unrestricted
formulasin linear logic take care of the duplicatingand
droppingof thesepredicates.So the function above actu-
ally hastype8'1; "2:(!(frzn "1 int) !(frzn 2 int)) !

Usingunrestrictectapabilitiesandexistentialquanti ca-
tion, we canexpresointertypesif we arrangeall pointed-
to locationsto be in the frozenmemory A pointerto is
expresseds9’:(S(') !(frzn* )) whereS() is thesingle-
ton type constructor This type statesboththatthe valueis
somelocationandthatthe locationcontainsa . Notethat
in our logic, we usemoreexpressie formulasthanjust ba-
sictypesto describevalues.Only formulasthatdo notrefer
to linear memorycanbe usedto describevalues. We call
them pure formulasand denotethemby G. In Section3,
we will introducethe formal syntaxof pureformulas.

2.3 Version Numbersfor Stack Locations

Unfortunatelytheideaof unrestrictectapabilitiescannot
be appliedto both stacksandheapsn a uniformway. The
problemis that freezing constrainsthe type of a location
for the remainderof execution,but stackframes,in gen-
eral, have shorterlifetimes than the rest of executionand
arereused.The mechanismslescribedso far do not allow
reuseof frozenmemory

Considerthe operationof allocatingan integer cell on
the top of the stack. This operationresultsin memoryde-
scribedby (rsp) S()) () int) :::wherergisa
registerholdingthe stackpointer Thetop of the stackcan
be frozenandthenpassedo a function. In this case,the
memorytyping becomes(rsp) S(°)) !(frzn " int)

Now imaginethatthefunctionterminatesandreturnsto its
caller Thecallerwouldliketo reusethestackandputadif-
ferentvalueinto location”. However, thelogic describedso
far doesnot allow anything otherthanintegersin * for the
remaindef execution. We needthe e xibility to freezea
locationfor someamountof time, but laterreuseit in ary
way we desire. To achieve this discipline, we introducea
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Figure 1. Example Memory Stack Tag Tree

sort of “versionnumbering”schemefor our locationsthat
is somavhatreminiscenbf region-basedype systems.

First, we assumea countably-in nite setof tags ranged
over by k. Thesetagsnameversionsof locations.Whena
locationis usedfor the rst time or is reuseda new tagis
chosento namethatuse. The machinestateincludesa tag
treethatkeepstrack of all thesetags. This tagtreeis only
usedfor typing purposesandcanbe erasedn forming an
underlyinguntypedmachinestate.

Thesetagsform a tree due to the LIFO natureof the
stack. In the currentwork, heapcells arenot versionedn
the sameway thatstackcellsare,andwe assigrthe special
tagH to all heaplocations.Thebottom(in the senseof the
stackingdiscipline, often the highestaddress)pf the stack
goesthrougha sequencef versionsthat we canthink of
asthe orderedchildrenof H. The secondo bottomloca-
tion goesthrougha sequencef versiongthatexist entirely
within the lifetime of the rst versionof the bottomof the
stack,thena sequencef versiongthat exist entirely within
thelifetime of thesecondrersionof thebottomof thestack,
andso on. We canthink of theseversionsasthe ordered
childrenof therespectie versionof thebottomof thestack.
In this way, theversionsof locationsthatmake up the stack
duringprogramexecutionform atree. Theright-mostspine
of thetreecontainsthe tagsof the currentversionsof loca-
tions. In addition,oneof thesetagsis markedasthe current
top of the stack. Whenthe stackis popped,this marker is
movedto its parent. Whenthe stackis pushedafreshtagis
selectedandis addedto thetagtreeasthelast child of the
currenttop of thestack,andit becomeshecurrenttop of the
stack. Figure 1 displaysthe transformatiorof the tag tree
andstackduringa sequencef pushandpop operations A
stackpop occursbetweenFigure 1(a) and Figure 1(b). A
stackpushoccursbetweerFigure1(b) andFigurel(c).

Secondunrestrictecandlinear capabilitiesncludeboth
a tag and a location. For example, !(frzn k:* ) says
that versionk of location” is frozenat type ; similarly,
(k) ) holdsif location” currently hasversionk and
holdsavalueof type . A formulacanincludeunrestricted
capabilitieswith old tags;theseformulasdescribeprevious
stateof thelocationbut notthe currentone.

Third, a frozen capability can be usedto load from or
storeinto alocationonly if thetagis the currentversionof



thelocation. Eventhoughunrestricteccapabilitieswith old
tagsstill exist in theformula,they cannotbe usedto access
thelocations.

Fourth, our logic includesformulas to reasonabout
which tagsarecurrent. In particular we have the two for-
mulas rst (k) and!(kz=ki+n). Theformula rst (k) holds
if the currenttop of the stackin thetagtreeis k. Thefor-
mula!(k.=k;+n) holdsif k, appearsn thetreeasthen-th
ancestorof ki. Together rst (ki) and!(ko=k;+n) mean
thatk; is ontheright spineof thetagtreeandthereforethat
it is acurrenttag.

Using these predicates and existential quanti ca-
tion, we are able to describe data structures that
point deep into the stack. For example, if location
k:* contains location ki:1 which is deeper in the
stack, and ki:"1 contains an integer, then formula
(frzn k:™ (9xk9x™ 9n:S(xk:x™) (xk=k+n) !(frzn xk:x™ int)))
describedocationk:™, wherek;:"; andsomenaturalnum-
berarethewitnesse®f the existentialpackage.

To summarizeywe have alogic thatdescribegnemories
andtagtrees.Thislogicincludedinearlogic to expressep-
arationandaliasingof memoryparts,linearlocationtypes,
frozenlocationtypes,andcurreng of tags.

Comments The tree appeardo be a fairly hearyweight
componenin the memorymodel. We retainthe complete
tree structurein our model, even though partsof the tree
aredead,becausaet facilitatesthe proof of certainmono-
tonicity propertiesof our logic. More speci cally, oncea
formula that relatestagssuchas !(k.=k;+n) are satis ed
by a particularmodel,we canprove thatthey aresatis ed
by all future modelsthat may be generatedsthe program
executesWithoutthetreestructureto describeherelation-
shipsbetweerpasttags,it would bemoredif cult to obtain
this critical property

The “tags” resemblehe region namesn the Capability
Calculus[5]. Eachstacklocationcanbetreatedasaregion
containingonly that location. We might be ableto solve
partof the problemby usingsomeof the techniquesn the
CapabilityCalculus.However, our work focuseson devel-
oping a logic which providesa uni ed descriptionof heap
andstacklocationsin a low-level memorymodel. The Ca-
pability Calculusdoesnot have suchview of the memory
model.

3 A Formal Memory Model

In this sectionwe formalizethelogic thatwasinformally
describedn Section2. After introducingall the syntactic
constructsye will focusonthesemantic®f thelogic. The
semantiqudgmentsgive meaninggo formulasin termsof
memorylayoutandtyping information,which is important
to specifythe memorysafetypolicy of assembhprograms.

Section4 will usethis logic asthe basisfor a type system
for assemblyjanguage.At the endof this section,we will
give an exampleto shav how varioussemantigudgments
areusedto decideif a memorysatis esa certainformula.
Thecompleterulesfor logicaldeductiorandformulaequiv-
alencearegivenin the companiortechnicalreport[13].

3.1 Syntax

The syntacticconstructsn our logic aregivenbelow; i
rangesover integers,i! over integerandin nity (written
1), " overlocations,sk over tagsfor stacklocations,and
k over stacktagsandthe heaptag (written H). We use
Xi to rangeover integervariablesxi! overin nite integer
variablesx™ over locationvariables xk overtagvariables,
xt overtypevariables,andxf over formulavariables.We
considerall syntacticconstructequivalentup to alphacon-
version.

Int Expr ei = Xijijeir+teiyj el
In®nite Int Expr ei! == xi! jil jeil1+ el 2] ei
LocationExpr e’ = X jje+ei
Tags ek == xkjH jsk
Geneanl Loc g = eke'jr
Types = xtjS(ei)jS(eke)j(F)! 0
Bindings b = xidjxill jxiLjxkTG
jxt:Tjxf:F
Predicates P = j (@) G) j ek:=ek;+eil
j rst(ek) jfrzneke G
j ei! 0
jmore (e)jmore (e)
Pure Formula G = J 1j Gy sz Gy ( G>
jG1 G2jG1&Gyj
'F j 9b:G
Formula F = xfjPjljF1 F2jFi( F2
j>jF1&F2j0jF1 Fs
i'F j9b:F

We assumethat locationscome with an operation™ + i
thatintuitively returnsthelocationi locationsaway from .
In nity isusedin ek.=ek;+ei! toexpresghedifferencan
levels betweena stacktag andthe heaptag. In particular
H=sk+1 holdsfor ary stacktagsk in thetagtree.

A generallocationis eitherataggedocationek:e™ or a
registerr. Basictypes consistof typevariablessingleton
types,andcodestype(F) ! 0. As we explainedbriey in
the previous section,a syntacticcateyory of pure formulas
includesall the formulasthat can be usedto describea
value. A pureformula G canbe a basictype, or 1, or an
unrestrictedormula ! F, orit canbeconstructedisingcon-
nectves: ,( ,&, ,9bfrom puresub-formulas.

Modelsin our logic arepairsof amemorym andatag
treet. The semantigudgmentsde ne which memoryand
tagtreepairssatisfya formula. To preciselyde ne the se-
mantic judgments,we de ne a numberof auxiliary judg-



mentsthat are connectedby contexts. The syntaxfor all
theseconstructss de ned below.

A storevalueis aninteger, a taggedocation,or a code
locationc. A tagtreet is a quadruple(H; T; sk; fst) con-
sistingof theheaptagH , thetreeproperT, thestacktag of
the top of the stacksk, anda witnessfst for the predicate
rst (k) to indicatewhetherthe top of the stackis known.
A treeT consistsof aroot stacktag andan orderedlist of
subtrees.The codecontext  mapseachcodelabel ¢ to
its type; the frozenmemorytype context mapsa frozen
locationk:™ to the describingformula G of the value that

location™ containsatversionnumberk.

Stoe Value sv = ijkijc

Memory m 2 Loc[ Reg* Sval
Tree T = (sk;Ty;T2 ;Ta)
Has®rst fst 1= absent present
Tag Tree t m= (H;T;sk;fst)
CodeContets = j ;c:(F)r 0
FrozenMemoryTyping = i ki F

Operationson Memories To specifythesemanticef our
logic, we needsomenotation and operationson various
component®f our model.
g denoteghe untaggedocation:F = r andeke” = e’.
m(g) denoteghestorevaluestoredatlocationg.
m [g:=sv] denotesamemorym®in whichg mapsto sv but
is otherwisethe sameasm.

m1] m» denotegheunionof disjointmemorieslt is unde-
®nedif thememoriesarenot disjoint.

OperationsonTrees A tagtreet = (H; T; sk; fst) iswell
formed(wf(t)) if sk is ontheright spineof T. Thelivetags
of atagtreet = (H;T;sk;fst (Live(t)) aretheright spine
of T upto sk, andalsoH .

OperationnewFirst(t; k) addsk asthe last child of the
currentstacktop and makes k the stacktop. Operation
delFirst(t) movesthe stacktop up onelevel.

The semanticof tensor( ) is to disjointly partitionthe
linear partsof the model betweenthe sub-formulas. The
linearpartsof themodelarethelinearmemoryandthestack
top. To formalizethis partitioning,we overloadthe memge
operators|() to mergetwo disjointtagtrees.

def

fst] absent®" fst absenf fst= fst
def

(H;Tiskifst) ] (H;T;skifsh) = (H;T;skfst ] fst)

Abbreviations We de ne the following commonlyused
abbreviations.
int Oxi:1:S(xi)
ns = Oxf:Fuxf
ek; outlivesek; € ooxit reki=eko+xi!  I(xi! 0)
live (ek) € 9xk:TG: rst(xk) !(ekoutlivesxk)

3.2 Semantics

Therearesix semantigudgments:

m; t F at p overall modelm; t satisfyF

od  t m: frozenmemorym hastype
old; ; mM;t Fatp linearstatesatis®@ed~
SV : storevaluesv hastype
Fi1 F2 F. is asemanticconsequencE;
Fi F2 F1 andF, areequialent

The placep at the end of the rst andthird judgmentis
eitherroot oralocationg—thelatteris usedto specifythe
semanticef (g) G).

Context g containsall the frozen type bindings of
stacklocationsthat were poppedoff. Eachjudgmentand
its rulesareexplainedin thefollowing sections.

Overall Judgment A modelsatis esaformulaif it canbe
splitinto afrozenpartandalinearpartsuchthatthe frozen
part satis es the frozen judgment,the linear part satis es
the linear judgment,andthe two judgmentsare connected
by the samecontexts.

(m; t) F at p overall

iff existsmq, mo, t1,t2, , o

suchthat m = mp ] mp, t = t1 ] ty
od; ; M1ty F atp,
old ; t2 my : ,and8k:” 2 dom( o [ )

k 2 Live (t) iff k= 2 dom()

Context g containsthe typing information of all the
frozenlocationsthatwerepoppedoff the stackand con-
tainstyping informationaboutall the live frozenlocations.
It is necessaryhatfor any taggedocationk:™ thatbelongs
to thedomainof , theversionnumberk is current.

Frozen Judgment The secondjudgmentchecksthat a
frozenmemoryhasagivenfrozen-memontyping.

iff for all k:* 2 dom()
( kM)atk:

( o;t) m
od; s b m();t

The two frozen-memorytyping contexts arerecursvely
usedto checkthat a frozen memoryhasa given frozen-
memorytyping. For eachlocationk:™ in thedomainof
the pieceof memoryit pointsto shouldlinearly satisfythe
formulagivenby thefrozen-memorytyping.

Linear Judgment Themainsemantigudgments thelin-
earsatishctionjudgment.lt is de ned in Figure2. Theset
of pureformulasG is a subsebf the setof formulasF, so
thesemantiqudgmentsof G arealsode nedin Figure2, if
we substituteG for F.



od; ; m;t atpiff p & andt:fst = absentand
dom(m) = pandm(p) = sv, sV :

od; ; m;t (g) G)atp,iffdom(m) = g,ifg =
k:* thenk 2 Live (t),and oq;; m;t Gatg.

od; ; Mt ko=ky+i! atpiff dom(m) = ;, t:ifst=
absentandoneof thefollowing holds:i'! = n 0 andk:
is the nth ancestoof k; in treet;i! = n < 0andk; is
thenth ancestoof k; in treet;i! = +1 andk, = H; or
il = 1 andk;=H.

od; ; m;t rst (k) at p iff dom(m) = ;, andt =
(H;T;k; presen}.

od; ; m;t frzn k:* Gat piff dom(m) = ;, tifst=
absent( oa [ ) ki) = G%andG GO

old; ; M;t ei! Oat piff ei! 0.

od; ; m;t more (°)atp iff t:fst = absent and
dom(m) = f* njn 2 Natg.

od; ; m;t more’ (*)atp iff t:fst = absent and

dom(m) = f* + njn 2 Natg.

od; ; m;t lat piff t:fst= absentanddom(m) = ;

od; ; m;t Fi Foatpiffm = myi] myp, t =
t1] t2, o;; Mijta Fiatp,and oq;; ma2;t2
F> at p.

od; ; Mt Fi1 ( Fyatpiff tifst= absenxfor all
memorym0 treet® andt®fst = absen1 od; ; m%t°
Fiatpimplies o¢;; m] m%t] t® Fyatp.

od; ; m;t > at p, it is truefor all memorymodels.

od; ; m;t Fi&Foatpiff oq;; m;t Fiatp,
and og;; m;t  Faatp.

od; ; Mt Oat p, no memorysatis®e9.

od; ; m;t Fi Faatpiff og;; m;t Fiatp,

or od;; m;t F. atp.
IF at piff t:fst= absentanddom(m) =

F atp.

od; ; Mt
p.and g, mjt
od; ; Mt
suchthat g ; ; m;t

9x:K :F %at p iff thereexistssomea 2 K
F[a=x] at p.

Figure 2. The Semantics of Formulas

The interestingclausesare the onesfor our domain-
speci ¢ predicates.Predicate holdsat p if the memory
containsonly one locationp and its contenthastype
Predicate(g ) G) holdsif memorycontainsonly loca-
tion g, g is live, and G holdsat g. Predicatek,=k;+i!
holdsif the two tagsarerelatedby i! numberof levels,
positve meanshatk; is the ancestornegative meansthat
ki istheancestgrandl meansheancestoiis H. Predi-
cate rst (k) holdsif fstis presentandthe stacktopis k in
the tag tree; note that the otherbasepredicategequirefst
to be absent Predicatgfrzn k:* G) holdsif oneof thetwo
frozen-memorycontexts mapsk:™ to a formula equivalent

to G. Predicatesnore (*) andmore' () describethe con-
tinuousunallocatedspace;they requirethe linear memory
to containthelocationsatandbelow (respectiely above) ™.
Notethatthe basepredicateswhich describethe properties
of thetagtree,requirethelinearmemoryto beempty The
otherconnectvesarethoseof linearlogic, andthe seman-
tics are standardexceptthat tensorusesthe meimge opera-
torsde nedin the previoussectiononthelinearpartsof the
model.

Semanticsfor Types Typeshave the expectedsemantics:

- — int - — loc
i:S(i) ki S(k:)
(9=(F9%! o F F°
code
c:(F)!' o

Semantic Entailment F; F, iff for all m andt,
(m; t) F1 at p overall implies(m; t) F, at p overall.

Equivalence Equivalenceof formulas,F1  F»,isre ex-
ive, symmetric, transitve, congruent,and includessome
rules for our domain-speci c predicates. The mostim-
portantdomainspeci ¢ rule involvesthe relationshipbe-
tween the heaptag H and the stack tags. Intuitively,
if we know that xk outlivesH, then xk mustbe H it-
self. Thereforeif tag xk is a free variablein F; andF»,
andF;[H=xk]  F,[H=xk] thenF;[H=xk] is equialentto
IXk:TG:F, !(xk outlivesH).

T stack heap
K e - 17 H g
ks /\\ km--"lﬁ 4 ) .
kis * ka7 -- 5| Kiols '
K .l \ . l101 |H.l100
19 first loo| 3 )

Figure 3. Example Memory

Example For this example,we considefjust memoryand
not the registers. The memorym in Figure 3 consistsof a
linearpartm; which containsall the unallocatedocations;
afrozenpartm; whichcontainghe velocationsshavnin
the gure (dom(mz) = f77;%6; 5; "100; "1020). It Satis esthe
following formula:

more’ (" 102)
!(k10=Kkis+1)

I(ki7=kqo+1)
I(frzn k1p:"6 int)

F= moe (4)
!(k3= k5+1)
I(kio=kq7+1)
!(fl’ZI’] k32‘7 F4)
!(fl’ZI’] k172‘5 F5)
I(frzn H: 100 int)

rst (ki7)
!(k3= Kio +1)

[ (frzn H :\101 F4)



where F4
Fs

9x :L:S(H:x") !(frzn H:X" int)
IXK:TG:9x™ :L:S(xk:x")
I(frzn xk:x™ int) !(xkoutliveski7)

The overall semantic
m; (H; T; kqz; present F at
this judgmentis valid, we mustshaow:
1 og;; my;(H;T;kiz; present F at
2. od;(H;T;kiz;absent  my:
where
old

judgment is:
overall. To check

(ks:"6:F1); (kis: 5:F2); (K19 4:F3)
(k3:‘7:F4);(k10:‘6:int); (k172‘5ZF5);
(H :\100:int); (H :\101 IF4)

The rst judgmentis the linear semantigudgment.The
tensoroperatorsdistribute the unallocatedstack spaceto
more (4), theunallocatecheapspacdo mare' (" 192), the
stacktopto rst (ki7), andemptylinearstateto theremain-
ing formulas.Eachof the predicatess easilyveri ed.

The secondjudgmenttype checksthe frozen memory
We needto verify thatfor eachlocation™ in , ( 7) de-
scribesthe piece of memory that * points to. For ex-
ample, for location k3:"7 we needto verify the follow-
ing judgment: o4 ; 7 7! H:100; (H; T;ka7; absent
F.atks:'7, whichis truewith 190 asthe witnessof the ex-
istential.

4 AssemblyLanguage

In this sectionwe usethe memorylogic thatwe formal-
izedin Section3 asthebasisfor thetypesystemof asimple
assembljfanguage Thetype systemis powerful enoughto
specifysoundstrongandinvariantupdate®f bothstackand
heaplocations. The expressvenesof our typedassembly
languageexceedsthe previous TAL systemsbecausehey
cannotdealwith generaktackallocation.

4.1 Syntax

The languageis very similar to previous TALs. The
novel partsaretheinclusionof tag treesin machinestates
andthetwo instructionsstackgrow andstackcut . These
two instructionsonly updatethe tag treeandareerasedn
forminganunderlyinguntypedmachinecode.They tell the
type systemto increaseor decreasehe stackby oneloca-
tion. Any stackpointerregisterthat tracksthe top of the
stackmustbe adjustedby a separaténstruction. The syn-
tax of ourassemblylanguages:

Operands vV o= svijr
Instructions = addrg;rs;vjsubrg;rs;v
jmovwg;vjbzr;vijld rg;rs
j st rg;rs j stackgrow j stackcut
Blodks B halt jjmpvj ;B

CodeRagyions C
Machine States

jC;c7!' B
(C;m; t;B)

The operationalsemanticgor our languages standard
andis similar to thosein previous papers. The semantics
of the two stackinstructionsis to apply the newFirst and
delFirst operationdo thetagtree.

4.2 Typing Rules

Thetype systemconsistof thefollowing judgments:

k; ° F Logicalrules
kF ™ wv: Operandr hastype
kF " : F® Thepreconditiorof instruction isF,
andthe postconditioris F °
kF "~ B ok BlockB istypechecledwith thecontet F
T C: Codergion C hastype
) ok Theabstractmachinestate is well-formed.
We use to containthe free variables, asthe unre-

strictedcontext,and  asthelinearcontext. Figure4 shavs
someof the more interestingrules, which we describein
thefollowing sectionst Thecompleterulesarelistedin the
companiortechnicalreport[13].

The notation (F [g:=G]) denotesthe result of “up-
dating” formula F at locationg by G. More precisely
(Flg:=G]) =F1 (9) G)iff k ;F F1 (g) G
whereall thefreevariablesarein

Instruction Typing The typing judgmentsfor instruc-
tions resembleHoarelogic. The formula on the left hand
side of the turnstile describesthe preconditionof the in-
struction,andthe formula on the right handside describes
thememorystateafterthe executionof theinstruction.

Therearetwo setsof typing rules of load and storein-
structions.The rst setof rulesrequireslinear capabilities
for the locationsthatwe load from andstoreinto. Therule
forld checkghatthesourceregisterholdsalocation,looks
up thedescribingformulafor this location,andupdateghe
destinatiorregisterto bedescribedy thisformula. The st
instructionchecksthatthe destinatiorregisterholdsaloca-
tion, getsthe describingformulaof the sourceregister and
updateghelocation'sdescribingformula. Notethatthe up-
dateformulasuselinear typing of the registeror location
and just replacethe old type with the new one—astrong
updaterule.

Thesecondsetof typingrulesrequiresunrestrictedapa-
bilities for the locationswe operateon. Therule for Id-inv
checksthat the tag ek is live to make surethat the unre-
strictedcapabilityis valid. The rule for st-inv checksthat
the destinatiorregisterholdsa locationek:e’, andthe de-
scribingformulaof thesourceregisteris thesameasthede-
scribingformulaof locationek:e™, givenby theunrestricted

1For simplicity, we omitthecodecontext ~ from thetypingjudgments.



OperandTyping kF ™ wv:

) ()= (F9%!1 0 k ;u:F  FO° k ;F (r) ) >
- — int loc code reg
kF "~ i:S(i) kF ™ ki iS(k:) kF* c:(F)! o kF ™ r:
InstructionTyping| k F ° (FO
kF * rs:S(eke) k ;F " (eke’) G) > kF * rq:S(ek:e) k ;F° (rs) G) >
(Id) (st)

kF “ldrg;rs :F[rq:=G]

KF ' rs:S(eke’) k ;F°

frznekie G > k ;F°

kF ~ strg;rs : F[ekie":=G]

live (ek) > (1d-inv)

kKF " ldrg;rs :F[rq:=G]

kF * rq:S(ek:e) k ;F° (rs) G) > * frznekiet G > k ;F ° live (ek) "
kKF * strq;rs: F (stinv)
KF " rs:S(eke kKF " v:s k ;F  l(ekP=ek+i) >
= 1 Stekee) © — « ) (addr-add)
kF ~ addrg;rs;v:F [rqg:=S(ek”(e +i))]
k ;F F° more (e) @rst(ek)
- 5 - - (stackgrow)
k F ° stackgrow : F more (e 1)  (9xk:TG: ®rst(xk) !(ek=xk+1) (xk:e* ) ns))
k ;F  more (e 1) @rst(ek) I!(el=ek+1) ((ekie’) G) I(frznekie’ G)) F°
- - 5 5 (stackcut)
k F ° stackcut :more (e') @rst(el) I(ek’=ek+1) F
Block Typing kF "~ B ok
kKF>Vvi(FH1 0 k ;u:F " FO kF> :F° KkF° Bok
— (b-jmp) - (b-instr)
k F ° jmpv ok k F ;B ok
kF * rgp :S(ek:e k ;F "~ (ek:e int > k! (frznek:e® G F * B ok
w S(eke) . ( ) ) (b-halt) ( - ) . (b-freeze)
k F ° halt ok k (ek:e") G) F ° B ok

Figure 4. Selected Static Semantics Rules

capability(frzn ek:e’ G), andthetagassociateavith theun-
restricteccapabilityis live. Thepostconditionis thesameas
the precondition sincewe updatethe locationwith a value
thathasthe samedescribingformula—aninvariantupdate.

We give separateyping rulesfor addressadd/sulopera-
tions becauséhey involve determiningthe correcttagsfor
thenew addresses.

The two stackinstructionsstackgrow and stackcut
changethe shapeof the formulato re ect the changego
thetagtreedueto stackallocationanddeallocatiorrespec-
tively. The stackgrow instructiontakesonelocationout
of more (e’) andresultsin more (e 1) (xkie') ns).
A freshtagxk is chosen(the existentialachievesthe fresh-
ness)andis declaredthe new stacktop rst (xk) anda di-
rectchild of the old stacktop !(ek= xk+1) . The stackcut
instruction determinesthe stack top's tag rst(ek) and
its parents tag !(ek’= ek+1), andreturnsthe stacktop to
the unallocatedstacktaking more (e° 1) ((eke )
G) !(frzneke' G)) tomare (e’). It alsomakestheparent
tagthenew stacktop rst (ek?) .

Block & StateTyping Therearestandardypingrulesfor
instructions,halt , andjmp, aswell astype manipulation

rulesincluding growing the heap(for heapallocation)and

freezinglocations.Therule b-freeze dealswith the process
of corvertinga linear capability to anunrestrictectapabil-
ity. A machinestate(C; m;t; B) is well formedif thereis

a andF suchthatC hastype , m andt satisfyF, B is

well formedunderF , andthetagtreeis well formed.

Theorem 1 (Type Safety)
If © (C;m;t; B) ok then:
1. EitherB = halt andm(rsp) = k:* andm(’) = sv and
sv:int orexists suchthat(C;m;t;B) 7!
2. If(C;m;t;B) 7! then” ok

5 Translation

To shav how our logic canbe usedin a certifying com-
pilation framework, in this sectionwe sketchthetranslation
from a simple languagewith stackand heapallocationto
our assemblylanguage.The full detailsof translationare
availablein thecompaniontechnicalreport[13].

The key featureswe want to capture are the stack-
allocationoperationof CLI [6, 9]. CLI includesthe con-
ceptsof referencemandmanagedgointers.Managedpoint-
erscanpointto localvariablesonthestackandalsoto elds



quali®ers g = SjH

types = intj g

value Y = njXx

program p = fd:::fdrb

functiondecls fd := f( x::55 X)rb

returnblock rb = fld;:::;ld;ss;return vg

localdecls Id = X = Vj X = newgv

statemenlist ss = js; ss

statement S ;= ifvthensselsessjx = v
X = Vit VajX = Vi Vz
jx = f(v;iiv)jx =1y
JVi = Vo

Figure 5. The syntax of Micro-CLI

of objectsin the heap,but they cannot(in veri able code)
be returnedfrom methodsnor storedinto elds of objects.
Theserestrictionsmale surethat a managedoointer out-
livesits targetthuspreventdereferencinglanglingpointers.
Referencealwayspointto objectsin theheapandtheiruse
is unrestricted.We abstractCLI into Micro-CLI, a simple
imperative languagewith integersandpointers.A valueof
type s is a pointerto a locationon the stackor in the
heap;andit is restrictedin similar waysto managedgoint-
ers. We alsodisallon updatinga stackpointerif it points
to anotherstackpointersincesuchupdatemay createdan-
gling pointers. A valueof type 4 is a pointeronly into
theheap.Type | correspondso referencesn CLI and
isasubtypeof 5. Figure5 shavsthesyntaxfor thislan-
guage.Thedeclaration sx = news V allocatesa new
cell onthe stackwith initial valuev of type andbindsthe
addresof thecellto x; H X = newy Vv is similar but
allocatesontheheap.

Thetranslatiorof programgo coderegionsandaninitial
blockis straightforvard. Theinterestingpartis how Micro-
CLI typesaretranslatednto ourmemorylogic, andhow the
logic rulesareusedto verify the safetyof theinstructions.
We discussonly the type translationasit containsthe key
invariants.

The type translation,shavn in Figure 6, hasthe form
[ 1 ekwhere isthetypeto translateandek is thetag of
thestacklocationwherethevalueresidegin thetranslation,
we put all local variableson the stack). Thetag ek is used
only in the translationof stackpointersto statethe tag of
thelocationpointedto is valid.

Thetranslationof pointertypescombinesa singletonlo-
cation type with an unrestrictedcapability to indicatethe
type of the contentsof the location. Heap pointersuse
H to tag the location, stack pointersuse an existentially
guanti ed taganda predicate! ( xk outlivesek.) to statethe
validity of the tag, and alsoto specifythe restrictionthat
the contentsof a stackpointeralways“outlives” the stack

pointeritself. Notethattherule we describedn theformula
equivalencesectionmakes S(H:x*) !(frznH:x" F) equi-
alentto 9xk:TG:S(xk:x") !(xkoutlivesH) !(frznxk:x" F)
witnessinghe subtypingof heappointersasstackpointers.

The translationof function typesis more complicated.
Notethat polymorphismis expressedisexistentialson the
left of I 0. All functionsarepolymorphicin thelocations
of thetop of thestackandallocationfrontier, thetagsof var
ious stacklocations,andthe caller's store,which includes
its stack,heap,andtag information. The returnaddresss
polymorphicin newly allocatedheapspaceandthe tag of
thestacklocationusedto passhereturnvalue. Theprecon-
dition hasa partfor memoryincluding the stackandheap,
a partfor theregisters,a statemenbf the tagfor the top of
the stack,andthe relationshipshetweenthe variousstack
tagsof relevance. The postconditionis similar but re ects
the stateat returnratherthancall. The calling corvention
is: argumentsare pushedonto the stackleft to right, the
calleepopsargumentsthe resultis pushedonto the stack,
the stackpointeris in rsp, thereturnaddresss in ry,, andthe
frontier pointeris in ryjoc.

We provethatourtranslations typepreservingoy prov-
ing that the translationof a well typed sourceprogramis
alsowell typed.

Theorem 2 (Type Presewation of the Translation)
If [p] = (C; ;B) thenthereexists aninitial memorym

andinitial tagtreet suchthat™ (C;m;t; B) ok

6 Conclusion

In this paperwe have presenteda generallogic with
domain-speci cpredicateghat is powerful enoughto ex-
pressgeneralheapand stackallocation. We have demon-
stratedthis expressvenesdy de ning atranslationfrom a
languagethat abstractghe importantstackallocationfea-
turesof CLI to ourassemblyanguage.

The choiceof atag treematcheswvell with a stack. We
planto investigatsf it generalize$o otherschemeshatare
notLIFO. Thecombinatiorof unrestrictectapabilitieswith
versioningand a validity schemefor the versionsseems
promisingasageneralogic for memorymanagement.
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[1H

=G

H)

— (trans-int)

(trans-

fint] —=in Hl —= 9% :L(S(HxX) I(frznHx G))
[ 1 xk =G
< < - N (trans-  s)
[ sI eke = 9xk:TG; x :L: (S(xk:x ) !(xk outliveseke) !(frznxk:x" G))
[ 1] ko= G1 it [ nl Xkan = Gn [ 1 Xkiet = Gret
[1 ::: 0! 1 -= (trans-fun)
(9x :L;x O-L: Xk :TG: Xka: TG; : & & ; XKan: TG; store’F:
more (X')  (XkanX +1) Gp) i (xkaX +n) Gi)  more' (X% (fawc) S(H:x - 1)  stoe
(r1) ns) (rz) ns) (rp) ns)  (rsp) S(xkan X +1))
(rra) (9 X OOL; Fy:F; Xkret: TG:
more (X *n-1)  (XkeeX *N) Fe)  more! (X% (faie) S(H:X %-1) Fy store
(r1) ns) (r2) ns) (rp) ns) (ra) ns) (rsp)  S(xkretx *n))
®rst(xker) !(xk=xkeet1) ) ! 0)
®rst(xkn)  H(XKan-i= XKant1) i1 (XKa= XKapt1)  H(Xk=XKat1))! O
Figure 6. Type Translation
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