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ABSTRACT

Changesn theend-to-encpathbetweentwo hostscanleadto sud-
denchangesn theround-triptime andavailablebandwidth or even
the completelossof connectiity. Determiningthe reasonfor the
routing changeis crucial for diagnosingand xing the problem,
and for holding a particular domain accountableor the disrup-
tion. Active measurementools like traceroutecan infer the cur
rent pathbetweertwo end-pointsput notwhereandwhy the path
changedAnalyzing BGP datafrom multiple vantagepointsseems
like a promisingway to infer the root causeof routingchangesin
this paper we explain the inherentlimitations of usingBGP data
aloneandamuefor adistributedapproacho troubleshootingout-
ing problems.We proposea solutionwhereeachAS continuously
maintainsa view of routing changesn its own network, without
requiringadditionalsupportirom theunderlyingrouters.Then,we
describehow to querythe measuremergenersalongthe AS-level
forwarding pathfrom the sourceto the destinationto uncover the
locationandthereasorfor theroutingchange.

Categoriesand Subject Descriptors

C.2.2[Network Protocolg: RoutingProtocolsC.2.3[Computer-
Communication Networks]: Network Operations

General Terms
Management,Measuremebtesign,Reliability, Performance

Keywords
Network troubleshootingroot causeanalysisBGP, IGP

1. INTRODUCTION

The end-to-enchbathbetweentwo hostsmay changefor various
reasonssuchasequipmenffailuresandcon guration changesin
additionto transientdisruptionsduring routing cornvergence,the
new pathmay have alargerround-triptime, lower availableband-
width, smallermaximumtransmissiomunit, moreaggressie paclet

Itering policies,or aforwardingloop or blackholethatdropspack-
ets. Whenmultiple destinationexperiencerouting changest the
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sametime, thelarge shift in traf c mayoverloadoneor morelinks
in anIP backbonenetwork. Knowing whytheroutingchangehap-
penedis necessaryor network administratorgo diagnoseand x
persistenteachabilityproblemsor to tunethecon guration of the
routing protocolsto rebalancehetrafc load. Determiningwhese
theroutingchangeoriginatedis crucialfor having greateraccount-
ability for servicedisruptionsin thelnternet.Suchaccountabilityis
importantfor compensatingndusergor violationsof service-leel
agreementandfor helpingnetwork administratorselectgoodup-
streamprovidersand peers.In this paper we proposea measure-
mentframework for pin-pointingthe cause®f routingchanges.

Active measurementools suchastraceroute[1] seemlike the
mosthaturalway to diagnosea routing change.However, tracer
outereturnsinconsistentesultsfor pathsthatarechangingduring
the measuremenprocess;in addition, someroutersdo not send
ICMP repliesandmary re walls discardthe probepaclets. Also,
identifying the AutonomousSystem(AS) associateavith eachhop
in the path is surprisingly dif cult [2]. The future deployment
of more sophisticatedouterlevel supportfor active measurement
(e.g., the IP MeasuremenProtocol[3, 4]) may resohe someof
theseissues. However, active measuremenprovides a view of a
pathonly at the time the probesare sent,requiringa high probe
rateto track routing changes.More importantly active measure-
mentsaloneonly revealwhatpartof a pathhaschangecandwhere
paclet delay loss, or reorderingoccur [5, 6], but not necessarily
whatcausedherouteto changeandwherethe changeoriginated

An alternateapproachis to exploit publicly-available passie
measurementsf routing changesn the Border Gatavay Proto-
col (BGP).EachRouteVews [7] andRIPE-NCCJ8] feedlogsthe
adwertisementand withdraval messageseceved via an external
BGP (eBGP)sessionwith one routerin a participatingAS. Re-
centstudieshave proposedooking for patternsacrossAS paths,
destinationsandtime to pin-pointthe locationand causeof rout-
ing changeq9, 10, 11]. However, a singletopologyor con gura-
tion changecanleadto numerougatternsof updatesandmultiple
eventscould leadto the samesequenc®f routing messagegl 2].
Combiningdatafrom multiple vantagepoints reducesthe uncer
tainty but theapproachis still fraughtwith dif culty becausesome
routingchangesrenotvisible in BGP andotherscanleadto mis-
leadingBGP messagegOneof themaincontritutionsof this paper
is to identify theseproblemsandderive guidelinesfor diagnosing
routingchangesasdiscussedh Section2.

Wearguethatit is possibleto usepassie measurementsr diag-
nosingrouting problemsif eachAS contritutesby solvingits part
of thepuzzle.In Section3, we presenta stravmanproposalwhere
eachAS constructsa view of its part of the routing systembased
on datareadily available from today’s routers—routeicon gura-
tion state, BGP updatemessagefom borderrouters theup/davn



statusof BGP sessionsand intradomainrouting messages.The
AS usesthe information to determinewhethera routing change
wastriggeredby aninternalor externalcause Ratherthansending
raw datato a centralrepositoryanAS acceptsjueriesfrom neigh-
boring domainsaboutpastrouting changes.To diagnoseexternal
routing changesan AS may forward a queryto the next AS in ei-
thertheold or the new forwardingpath. Our proposedschemecan
beviewedasanapproacho the“Why problem”articulatedn [13]
or to the “automaticerrorreporting” scenarian [4]. In particular
we shav how to answerquestiondike “why did the forwarding
pathto destination change?”The paperconcludesn Section4
with discussiorof futureresearcldirections.

2. PUBLIC BGP DATA IS NOT ENOUGH

This sectionhighlightsthe challengef nding the root cause
of routingchangeshroughanalysisof BGP updatedataalone.We
discusswhy someplausibleassumptionslo not hold undercertain
scenarioslin particular we shaw that(i) mary routingchangesre
notvisible in the BGP dataand(ii) a partialview of the BGP data
mayleadto inaccurateonclusionsandderive principlesthatguide
our approachn the next section.

2.1 Routing ChangesNot Visible in eBGP

ASesin thecoreof thelnternetusuallyconnecto multiple neigh-
boring ASes,andtwo ASesmay connectin multiple physicallo-
cations. Routersat the borderof a network learn how to reach
externalpre x esby speakingexternalBGP (eBGP)with routersin
neighboringASes.Uponselectingan externally-learnedoute, the
borderrouter usesinternal BGP (iBGP) to distribute the route to
the otherroutersinside the AS. BGP is responsiblefor (i) deter
mining the AS-level routeto reacha destinatiorpre x and(ii) for
eachrouterin anAS, selectingthe bestegresspointfor forwarding
trafc toward that destinationpre x. The internal path from the
ingresspointto the egresspointis determinedy anInterior Gate-
way Protocol(IGP), suchasOSPFor IS-IS. In this subsectionwe
discusghree“myths” thatrelateto how routing changesnsidean
AS may impactthe forwarding pathwithout being visible via an
eBGPmonitoringsession.

MYTH: The BGP updatesrom asinglerouteraccuratelyrepre-
sentthe AS.

Therouters and in Figurel learnhow to reachdestination
pre x througheBGPandpropagatehatinformationvia iBGP to
all otherroutersin AS 1. A routerinvokesthe BGP decisionpro-
cess[14] to selecta single bestroutefor the pre x. The rst few
stepsof the decisionprocesscomparethe BGP attributes,suchas
local preferenceandAS pathlength,of the candidateoutes.Next,
the router prefersan eBGP-learnedoute over ary iBGP-learned
routes. Still, multiple equally-goodchoicesmay remain. For ex-
ample,in Figurel,theroutesfrom and look equallyattractve
to router breaksthe tie by selectingthe BGP route with
theclosesiegresspoint—therouterwith the smallest GP pathcost
(i.e.,router with costof ). Sucharoutingdecisionis commonly
calledhot-potatorouting.

Hot-potatorouting implies that differentroutersin an AS may
pick differentBGP-level routes. For example, picksthe eBGP
routethroughAS 3. Router learnstwo equally-gooceBGProutes
andchoosegsay)theonevia AS 2 basedn anarbitrarytie break,
suchastherouterid. Basedon hot-potatorouting,router  selects
theroutethrough androuter selectgheroutethrough . As
such,BGP datacollectedfrom  would only reveal the routevia
AS 3. Now supposehat a failure occurson the link connecting
router toAS 2. Then,both and would switchto theroute

via AS 3, which mayleadto a changen the propertiesof theend-
to-endpathsfor trafc enteringAS 1 atrouter . However, thelink
failuredoesnot causeachangdn theBGProuteat and,assuch,
thechangses notvisible to themeasuremenrtystem.

IMPLICATION 1. Themeasuementsystermeeddo captuethe
BGProutingchangsfromall of theborder routers.
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Figurel: BGP changesarenot detectedat data collectionpoint.

MYTH: Routingchangeisible in eBGPhave greaterend-to-
endimpactthanchangesvith local scope.

IGP andiBGP changesnayhave a signi cant in uence on end-

to-endperformancevithoutcausingary eBGP-visibleoutingchange.

In Figurel, router hasthreeinternalpathsto reach —two via
egresspoint  (with IGPcostsof and , respectrely) andonevia
egresspoint  (with cost ). Dueto hot-potatarouting,  selects
theroutethrough with cost . Evenif alink fails ontheshortest
path, continuego useegresspoint , thoughpacletforwarding
shiftsto the pathwith cost . This doesnot causeaniBGP routing
changelet aloneaneBGP-visiblechange.Yet,if thepathwith cost
haslow availablebandwidthor a high round-triptime, theeffects
on userperformancenight besigni cant.
Supposeow thatalink failuremalesall pathsfrom to have
an|GP costhigherthan . Then,router switchesto the BGP
routewith egresspoint . However, thisiBGP routingchangemay
or maynotbevisiblein eBGPIf  wereroutingtrafc via AS 3,
then 'snew bestBGProutewould have the sameAS pathasthe
old one. Underthe commonpracticeof non-transitive attribute
Itering , router would notsendanew eBGPad\ertisemento its
neighbors.However, if  wereroutingtrafc via AS 2, router
would needto sendaneBGPupdateto its neighboraiponswitching
egresspoints. Eitherway, thetrafc enteringthe AS at may
experiencea noticeablechangean performanceproperties.

IMPLICATION 2. Themeasuemensystermeedgo captue IGP
andiBGP routingchangesinsidean AS.

MYTH: BGP datafrom a router accuratelyrepresentsouting
change®n thatrouter

Network operatorsoften con gure their BGP-speakingouters
to limit the scopeof adwertisementdor subnetsf larger address
blocks,in orderto limit the sizeof the BGP routingtables[15]. In
Figure2, router is anaccessouterthatconnectgo several cus-
tomernetworks that have beenassignedaddresslocksout of the
largerpre x . Forexample, mayhave a staticroute
directingtrafc for throughthe accesdink to a spe-
ci ¢ customerRouter doesnotneedo adwertisethe
routeto ary otherroutersinsidethe AS, or to routersin otherdo-
mains; instead, simply adwertisesreachabilityto the supernet

. Even a BGP feed collecteddirectly from router



would not reveal the existenceof the subnetor ary
changesn thereachabilityof this subnet.For example,following
afailure of the customers accesdink, theforwardingpathof traf-
¢ destinedo addresseis wouldterminateat . Yet,
theBGPmonitoringsystemwould not obsere ary routingchange.
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Figure2: Subnet12.1.1.0/24at router is not visible in BGP

In additionto the examplein Figure 2, other pre xes may be
invisible dueto the BGP export policiesappliedon the monitoring
sessionFor example,anAS mayexportcustomeilearnedoutesto
a public monitoringsystembut not the routeslearnedfrom private
peers;oftenthe exactdetailsof which routesan AS exportsto the
RouteMews andRIPE-NCCmonitorsareunknavn.

IMPLICATION 3. The measuementsystemneedsto know all
routesthe router knows,evenif they are not normally visible in
eBGP

2.2 Misleading BGP Changes

Recentstudieq[9, 10, 11] proposeechniquedor analyzingpat-
ternsin the BGP updatedrom multiple vantagepointsto infer the
locationandcauseof routing changes.The algorithmsclusterthe
databy time, pre x, andAS pathto discorer commonexplanations
for a setof BGP updates. The accurag of thesetechniquegle-
pendsonthe completenessf theinputdata.In this subsectionywe
discusshow partial BGP datacanleadto incorrectdiagnosisof a
routingchange.

MY TH:TheAS responsibldor aBGProutingchangeappearsn
theold orthenew AS path[9, 10, 11].

The inferencealgorithmsbuild on the assumptiorthat the AS
responsibldor aroutingchangeappearsn eitherthe old path,the
new path,or both. However, this may not hold whensomeof the
ASesin the forwarding pathdo not contritute BGP feeds. In the
examplein Figure3, supposehatthesidevayslinks betweerthese
ASesare private peeringlinks, whereeachAS exports only the
BGProuteslearnedirom its downstreancustomerg16]. All other
links in the systemcorrespondo provider-customerrelationships
whereeachAS exportsits bestroutefor eachpre x. For simplicity,
assumehat eachAS selectsthe BGP route with the shortestAS
path,amongthechoicedearnedrom theneighbors!n Figure3(a),
ASes , ,and all choosehepaththroughAS ;in particular AS

prefersthe paththroughAS 2 overthelongerpathvia AS 4.

Now, supposehatAS 11 becomes customeiof AS 3, asshavn
in Figure 3(b). In responseo this event, AS 3 now selectsthe
new shorterAS paththroughAS 11 andannounceshenew pathto
AS 2. AS 2 prefersthe new pathover the old paththroughAS 8
andstartsdirectingtraf ¢ via AS 3. This caused\S 2 to withdraw
the BGP routeit had adertisedearlierto AS 1. Note that AS 2
doesnot adwertisethenew routeto AS 1 becaus®f the export pol-
icy (i.e.,“do notexportaroutelearnedfrom onepeerto another”).
This causesAS 1 to switch to the longer customeilearnedroute
via AS 4, asshavn in Figure3(b). Basedonly on BGP datafrom
ASesl, 4,5, 6, and7, the inferencealgorithmwould only seethe
withdrawal of theBGProutevia AS 2. FromAS 1's vantagepoint,
the AS pathchangegrom“1 28910"to“1 456 7 10"—ASes3
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Figure3: AS causingthe routing changeis not in the old or new
AS paths

and11 donotappearlrywherein eithertheold or new paths.Col-
lecting measuremerdatafrom morevantagepointswould reduce
thelikelihood of thesekinds of problems but knowing how mary
vantagepointsaretruly necessarys dif cult without full knowl-
edgeof the AS graphandtheroutingpolicies.

IMPLICATION 4. Accuiate troubleshootingf routing changes
mayrequire measuementdatafromead AS.

MYTH: Looking atroutingchangescrosre xesresolesam-
biguity aboutthe originsof aroutingchange.

The inferencealgorithmsnarrav down the origin of a routing
changey identifyingthecommonattributesfor pre x esthatexpe-
riencearoutingchangeclosetogetheiin time. In Figure4, suppose
thateachAS hasa “shortestAS path” routingpolicy. Router in
AS 1 hastwo BGP-learnedoutesto reachdestination andini-
tially selectsegresspoint  becausef hot-potatorouting. If the
costof the IGP pathfrom to increasedo ,then would
selectegresspoint  torouteto . In contrastthe BGProutesfor

and  would notchangebecaus@sS 1 hasasingleegresspoint
for reachingeachof thesedestinations.
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Figure4: Inter nal routing changeaffecting only destinationsin
AS4

This hot-potatorouting changecould be misleadingto an ex-
ternalobserer. If AS 4 originatesmultiple destinationsthe BGP
updatestreamfrom  would shav mary routeschangingAS paths
from“1 2 4" to “1 3 4”. This would suggesthat one of the four
ASesisinvolved. By lookingacrossll pre x es,theobsererwould
seethatall destinationriginatedby AS 4 shift at the sametime,
andthoseoriginatedby ASes2 and3 do not change.This could
leadto theincorrectinferencethat AS 4 (or thelink betweemAS 4
andAS 2) is responsibldor the change.Large hot-potatorouting
changegsuchasreportedin [17]) may alsobe mistalenly associ-
atedwith a BGP sessiomrresetin oneof thelinks in the AS path.

IMPLICATION 5. TheASesnvolvedin theroutingchang should
coopearteto pin-pointthereasorfor theroutingchange.



MYTH: TheBGPsignalingpathis anaccurateepresentatioonf
the AS-level forwardingpath.

Analysis of changesn the BGP AS pathsdoesnot necessarily
shedlight on the changesn the forwarding pathbecausehe two
pathsdo notnecessarilynatch[2]. For example routeaggr@ation
may resultin a BGP AS paththat doesnot include the AS(es)at
theendof theforwardingpath.In addition,theiBGP con guration
insidean AS may leadto paclet de ectionswhereonerouterfor-
wardsapacletto anotherouterthathasa differentAS pathfor the
samepre x [18]. Thesede ectionsmayin factbetheroot causeof
aroutinganomaly makingit importantto have anaccurateriew of
the realforwardingpath. Finally, con guration mistales (whether
accidentalor intentional)canleadto anincorrectBGP AS path.
For example, an operatormay con gure a routerto perform AS
prepending(the commonpracticeof addingarti cial hopsin the
BGP AS path)with thewrong AS number This canleadto aBGP
AS paththat bearslittle resemblanceo the actual AS-level for-
warding path. Thesemismatchedbetweenthe two pathscanlead
to faulty conclusions For example,realchangesn theforwarding
pathmight not bevisible asBGP routing changesandvice versa.
Fortunately eachAS hasenoughinternalinformationto know the
next-hopAS in the AS-level forwardingpath.

IMPLICATION 6. Troubleshootingf routing changes needsto
propagate hop-by-hopalongthe AS-lesel forwarding path.

Theaccurag of identifying therootcauseof routingchangesis-
ing public BGPdatadepend®nhow oftenthesemythsareviolated
andhow muchcoverageis needto getaccurateesults.Validating
thesehypothesisrequiresfurther researchusing exactly the AS-
level measurementhatwe proposean the next section.

3. PIN-POINTING ROUTING CHANGES

We draw on the insightslearnedfrom the previous sectionto
sketcha distributedtroubleshootingservice. Implications1 and3
imply thatwe needa bettersourceof datathatrepresentshe AS-
level BGProutingdecisiongan“AS-level forwardingtable”, if you
will), andIimplication2 suggestshatwe alsoneedto keeptrackof
internal changes. In this section,we proposethat eachAS have
an Omni sener that constructsa comprehense view of its part
of the routing system. Implications4 and5 imply the needfor
cooperationof the ASesinvolved in a routing change. Thus, the
Omniin oneAS may needto contactOmni senersin otherASes.
Implication 6 suggestshatthe queryresolutionshouldfollow the
forwarding path; hencethe Omni may launcha queryto the next
AS in the old or new forwarding pathto the destination. After
describinghow theOmnisenerconstructgshe AS-level forwarding
tableandmaintainghelocal routingstateof the AS, we discusghe
hop-by-hoppropagatiorof queries We endthis sectionwith abrief
discussiorof directionsfor futureresearch.

3.1 AS-level Forwarding Table

Wede ne an“AS-level forwardingtable” asamappingfrom pre-
X esto egresssets,wherean egresssetis the setof outgoinglinks
thatthe borderroutersin the AS useto reachthe pre x. The Omni
needgo build an AS-level forwardingtableto: (i) identify routing
changest the edgeof the AS and(ii) determinewhich neighbor
ing ASesto queryaboutroutingchangesausedy externalevents.
For example,in Figure1, the Omnifor AS 1 would computethe
egressset for destination prior to the

ThenameOmniis meantto capturethe factthattheseneris om-
niscientabouttherouting statein thedomain.

failure of thelink to AS 2. After thefailure,the setwould change
to . Insteadof keepingall BGP update
messagegshe Omni only maintainsa log of changego the egress
set. For example,the Omni would not needto retaininformation
aboutBGP updateghatchangea downstreamAS in the AS pathor

otherrouteattributes.

To computeegresssetchangesthe Omni collectsiBGP updates
from all borderroutes®. Then,theOmnigatherghebestroutesfor
eachborderrouterto determinethe egresssetfor eachdestination
pre x. The AS-level forwardingtableincludesall pre xes known
at therouter, in orderto avoid the kinds of problemsdepictedin
Figure2. Thisis accomplishedby con guring theiBGP sessiorto
the Omni sener to inject all routesthat a routerlearns,including
staticroutes(which might not normally beinjectedin to BGP)and
subnetghatwould normally have limited scope.

The Omni canthen do an on-line pre-processin®f this more
completeBGP updatestreamgo computethe egresssetfor each
pre x andstorechangego this setwith a timestamp.This dataset
representthe AS-level view of externalroutingchangesindcould
concevably sene as an improved feed to public BGP reposito-
riessuchasRoute\iews or RIPE-NCC.Currently RouteVlews and
RIPE-NCCreceive aneBGPupdatestreamrom anindividualrouter
in the AS. Today theseeBGPstreamsxcludepre x esthatarenot
injectedinto BGP In addition,thereis no differentiationbetween
internally andexternally learnedroutes,andno informationabout
routingchangeghataresubjectto non-transitve attribute Itering.

3.2 Identifying Local Routing Changes

TheOmniseneralsoneeddo keeptrackof localroutingstate—
theegresointselectedy eachrouterfor eachpre x, theforward-
ing paththroughthe AS, andthe routing changesausedby this
AS. We de ne a subpathasthe part of the forwarding pathfrom
theingressrouterto the outgoingedgelink connectingo the next
AS. The Omni is responsiblefor determiningwhethera subpath
haschangedlocal effec) andwhetherthe AS wasresponsibldor
this changeglocal causg.

Upondetectingaperformancer reachabilityproblem thesource
asksits local Omni if a routing changehasoccurred. In particu-
lar, the source asksthe Omniif ingressrouter hadary routing
changeto destinationaddress aroundtime . The Omni deter
minesif the subpathfor (, ) changedcandwhetherthe causewas
local or not, usingthe decisiontreepresentedh Figure5. First,the
Omni searchegor a changen theegresssetfor closeto time .
Upondetectinganegress-sethangethe Omni determineghatthe
routing changehadlocal causeif therewaseithera policy change
or anedge chang (i.e., aneBGPsessiorfailure or a changefor a
subnetnot normally injectedin BGP) consistentwith the routing
change Otherwisetheroutingchangehasanexternalcauself the
egresssetfor hasnot changedthe Omnideterminesvhetherthe
subpatifrom to haschangedy examiningbothiBGP andIGP
routinginformationfor local causes.

Thedecisiontreedepend®nthekindsof measuremerntatathat
areroutinely collectedfor network managemenurposes:

Policy changes:The Omniextractsthe AS's policiesfrom snap-
shotsof the routers con guration stateevery time thereis a
changeln practice change®ccurinfrequently

BGP sessiorstatus: Thestatusof BGPsessionsanbeobtained

Routersdo not needto forward routeslearnedvia iBGP, since
the Omni learnstheseroutesdirectly. Thatis, the Omni should
be con gured asaniBGP “peer” of eachborderrouter ratherthan
aroute-re ectorclient. This substantiallyreduceshe numberof
BGP updategeceied by the Omni.



Was there a subpath change?
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Figure 5: Omni decisiontreefor classifyingchangesin a sub-
path
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Figure 6: Collection of Omni sewers diagnosing a routing
change

by eitherSNMP dataor thevendorspeci ¢ “syslog” Thestatus
of iIBGP sessionss usedto determinethe propagatiorof BGP
routesinsidetheAS, whereaghestatusof eBGPsessionss used
to identify “edge” changes.

IGP changes: An IGP routing monitor [19] can continuously
track the topology (routersand links) and the IGP parameters
(suchaslink weights). This enablesthe Omni to learn about
changesn the forwarding pathsbetweerpairsof routersinside
the AS, aswell asthe IGP path coststhatin uence the BGP-
level routingdecisionsThe Omniignoresmessagesuchasre-
freshandduplicatel GP messageghatdo notindicatea routing
change.

The Omni canusethe egresssets,iBGP sessiorstatus,and IGP
datato computethe subpathior eachingressrouteranddestination
pre X, usingthe modelpresentedn [20, 21].

3.3 Inter-AS Coordination

Imaginethat source in Figure 6 is communicatingwith des-
tination whenthe link betweenASes3 and 4 fails. Source
ask$ Omni 1 if theingressrouter hadary routingchangeto des-
tination aroundtime . Following the decisiontreein Figure5,
Omni 1 determineghat the egresssetchangedbecausehe BGP
route through AS 3 was withdravn. Recognizingthat the local
routing changehadan externalcause Omni 1 queriesOmni 3 for
thereasorof router 'schangeo destination atthetimeit learned
of theegresssetchange Omni 3 usesdts own datato determineghat
thefailure of theeBGPsessiorto AS 4 causedheroutingchange,
andrespondgo Omni 1, whichin turnrespondgo .

The Omni decideshow to respondo a queryby identifying (i)
whetherthe subpatichangeglocal effec) and(ii) whetherthe AS
is responsibldor thechangglocal causé:

Local effectsand local cause: Whenthe AS is responsibldor

Forinstance)SPscould provide aWebinterfacefor customergo
initiate troubleshootingequests.

theroutingchangethe Omnirespondslirectly to thequerywith
anexplanation.

Local effectsand non-local cause:Whenthelocalroutingchange
hasan externalcausethe Omni examinesthe egress-sethange
to determinewhich neighboringASesto query—theneighborin
theold subpaththe new subpathpr both. In the earlierexample
in Figure 3 in Section2.2, the Omniin AS 1 would querythe
Omni AS 2 (alongthe old path,which hasdisappearedyvhich
would, in turn, querythe Omniin AS 3 which could explainthe
routingchange.

No local effects: If the Omni obseresno local routing change,
thenthe changemusthave an externalcause.The Omni simply
directsthe queryto the next AS in the forwarding path; since
thelocal subpathhasnot changedboththe“old” andthe “new”
neighborASesarethesame.

If the queryreacheghe AS responsibleor the destinationlP ad-
dresstheOmnifor thatAS couldoptionallyinitiate areversequery
toward to determinewhethera routing changeoccurredon the
pathfrom to .

In [4], Bennettdescribes scenaridor automaticnetwork error
correctionthatresembleshebehaior describedhere.UsingIPMP,
auseridenti es thelastworking AS in the forwardingpathandis-
suesatroublereportto thatAS. In this scenariothe responsibility
of diagnosingthe problemfalls to the AS wherethe effect of the
problemis obsered, not the one that causedhe routing change.
This AS doesnot necessariljyrave enoughinformationto diagnose
the problem. In our approach,gueriesare propagatedsia Omni
senersin the ASesalongthe forwardingpath,ratherthanthrough
the forwarding-planeitself. Our approachavoids the expenseof
placing new functionality in the forwarding planeand allows the
queriesto accessa wider rangeof information aboutthe old and
new forwardingpathsto pin-pointthelocationandcauseof arout-
ing change.

3.4 Challengesfor Distrib uted Diagnosis

Ourtroubleshootingchemeaisesseveralimportantpracticalis-
suegshatwarrantfurtherdiscussiorandinvestigation:

Reachability of Omni sewvers: We envision thateachendhost
would know the nameor IP addressf the Omni senersin its own
domain,andthat eachOmni sener would know the IP addresses
of the Omnisin neighboringASes;we do not expectthat this in-
formationwould needto changeoften. For simplicity, the border
routersin one AS could be con gured with staticroutesto direct
pacletssentto anOmnivia the edgelinks connectingo theneigh-
boring AS. We ervision thatan AS would have multiple Omnisin
differentlocationsto reducethelik elihoodthatthevery failurethat
causesa routing problemfor enduserscompromisegccesgo the
troubleshootingervice.

Scalability of Omni servers: An Omni could be overwhelmed
by attacktrafc or even legitimate queries. An AS can install
paclet Iters onits edgelinks thatdiscardall paclets destinedo
the Omni that do not have a sourceaddresscorrespondingo an
Omniin theneighboringdomain.To preventexcessie queriesthe
edgelinks could imposea ratelimit on trafc from eachsender
In somecasesa high queryrate may be indicative of a legitimate
routing problemaffecting multiple users.An Omni could coalesce
relatedqueriesor returncachedesultswithout contactingthe next
AS in thepath.In fact,thelarge numberof (related)queriesmight
provide valuablehintsaboutthe scopeof arouting problem.

Time interval of arouting change: Theinitiator of aquerycan
provide atime interval whena routing changemay have occurred.
An Omni alongthe querypathmay re ne the time interval based



on its own measuremendata. The measurementsay reveal that
multiple routing change®ccurclosetogetherin time (e.g.,during
BGP pathexplorationduringdelayedcorvergence[22]). We envi-
sionthatthe Omni would answerqueriesaboutchangesrom one
stablerouteto anotherratherthanreportingthe short-lved routes
duringthetransition. TheOmnialsoneedso keeptrackof pre xes
with routesthat ap continuousliyto respondo queriesaboutthese
destinations.

Incentives for ASesto participate: Our troubleshootingser
vice dependsn the participationof mary, if notall, of the ASes
in the coreof thelnternet. The cooperatiorof stubASeswould be
valuable too, to diagnoseoutingproblemsoriginatinginsidethese
networks. We believe ISPswould wantto provide a troubleshoot-
ing serviceto their customersaspartof a service-leel agreement
(SLA). TheselSPswould needto have similar arrangementwith
their peersandupstreanprovidersto ensureaccountabilityfor net-
work disruptions. In fact, a collection of ASes(e.g.,run by one
company or consortium)could provide an SLA only for IP traf-
¢ that stayswithin the group of ASes,allowing for a partial de-
ploymentof Omnis.In a competitve ervironment,separatenech-
anismsare necessaryo prevent ASesfrom providing inaccurate
responseso queries. An AS could useits own BGP updatedata
to validatethe responsesentby a neighbors Omni. More genef
ally, third partiescouldusetracerouteor BGP updatedatato detect
persistentlysuspiciougesponses.

4. CONCLUSIONS

Identifying the locationand causeof routing changess crucial
for troubleshootingperformanceand reachabilityproblems. Cur-
rently available measuremendlata, suchastracerouteprobesand
public BGP updatefeeds,are not sufcient. Instead,we believe
thatthe infrastructureshouldhave direct supportfor the diagnosis
of routing problems.We arguethateachAS shouldhave anOmni
senerthatconstructsnetwork-wideview of its partof thelnternet
routing systemandanswerqandforwards)queriesaboutpossible
routing changesThe Omni could alsostoreinformationaboutthe
MTU sizeandpaclet Iter for eachlink to diagnoseotherkinds of
reachabilityproblems.In addition,with traf c measurementsom
theedgelinks, theOmnisener coulddetectshiftsin incomingtraf-

¢ andquerytheprecedingdomainaboutthechange.

Althoughour solutiondoesnot rely on specialsupportfrom the
network, extensiongo therouterssuchasproposedn IPMP would
malke theproblemeasietto solve. Ideally, eachrouterwould have a
specialmonitoringsessiorthatprovidesaview of all of theroutest
learns(includingalternateBGProutesaswell asroutesnotinjected
into BGP), the dynamicstatusof its routing protocol adjacencies
(e.g.,for OSPFadjacencieandBGP sessions)andanexplanation
for local routing changege.g.,local policy changewithdraval of
bestroute by a neighbor etc.). More generally we believe that
extendingtherouting protocolsto revealthe underlyingreasorfor
aroutingchangds a promisingavenuefor futurework.
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