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Abstract

Manualcon guration of IP routersis anexpensve, time-consuminganderror proneprocesskor large
Internetserviceproviders,establishingervicefor new customerss amajorpartof the nancial costof run-
ning thenetwork. Increasinglythesecustomersvantto exchangeoutinginformationwith their provider(s)
usingtheBorderGatavay Protocol(BGP),acomplex andhighly-programmablénterdomairrouting proto-
col. Thispaperdescribehow aprovidercancon gureits connectionso BGP-speakingustomersfrom the
technicalquestionsasked of new customergo theindividual con gurationcommandgo appliedto the pro-
ductionrouters.We present casestudyof a TechnicalQuestionnairanddescribenow the providerassigns
unigueidenti ers suchasIP addres$locks,interfacenamesandaccess-contrdlst numberson behalfof
thecustomerNext we describeanexamplesetof provisioningrulesthatusethe customerspeci c informa-
tion to generatea sequencef con guration commands—édcon glet’—for addingthe new connectiorto
the network; our con gurationrulesareexpressedisingCiscolnternetOperatingSystem(lIOS) commands
asanexample. Thenwe describea databaseschemdor storingandaccessindghe customerspeci ¢ data,
anddiscusshow to usea virtual view on this database¢o populatea templatethat captureghe syntaxof
the routercommands.Our provisioning systemprovidesaninexpensve, ef cient, andaccuratevay for a
providerto con gure connectiongo nev BGP-speakingustomers.

1 Intr oduction

The Internetconsistsof thousand®f AutonomousSystemyASes)operatedoy diverseinstitutionsranging
from college campusegandcorporatenetworksto large InternetServiceProviders(ISPs). Routersin different
ASesusethe BorderGatavay Protocol(BGP)[1, 2] to exchangenformationabouthow to reachdestinations
throughoutthe Internet—inessenceBGP is the “glue” that holdsthe disparatepartsof the Internettogether
As such,local mistalesin con guring BGP-speakingouterscanhave global consequencespuchaslost con-
nectiity, forwardingloops, route oscillation,and suigesin routing table size and processindoad. To make
mattersworse,BGP is a complex andpoorly-understoogbrotocolthatis highly con gurable. Manualcon g-
uration, while time-consumingand errorprone, is extremely common,and may be responsibleor mary of
the outagesand anomalieghat occurin practice[3]. This paperprovidesan operationalperspectie on how
BGPis con guredin an ISP network, anddescribes systemfor con guring the routersautomaticallybased
on customeispeci ¢ dataandthe provider's policiesfor establishingservicefor new customers.

Many customersio not needto run BGR or ary dynamicrouting protocol, on their connectiongo their
upstreanproviders. Staticrouting sufces for mary corporateanduniversity networks. However, thesekinds
of networksincreasinglyuseBGP to exchangeroutinginformationwith multiple upstreanproviders,or with
otherlocal networks, becausd8GP givesthemmorecontrolover how trafc entersandleavestheir domains.
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Evenanetwork thatconnectgo a singleneighboringdomainmayuseBGPto balancdoad over multiple links
to the upstreanprovider. In practice,a customemetwork hasa smallnumberof BGP sessionghat could be
con gured manually On the otherhand,a serviceprovider typically manages multitude of links andBGP
sessionsvith alarge numberof neighboringdomains. Adding new customergo the network is a majorpartof
operatingalarge ISR, andthesecustomersncreasinglywantto speakBGPR Establishingservicefor anev BGP-
speakingcustomeinvolvescon guring theaccesdinks andtheassociateGP sessionsandassigningmport
andexport policiesto thesesessionsThedetailsof thecon gurationdependon customeispeci ¢ information
suchasthe AS numbeythe destinatiorpre x es,thenumberof accessinks, andthe selectedoutingpolicies.
Automatingthecon gurationof a provider's connectiorto aBGP-speakingustomeiarguesfor anend-to-
endview from theinitial datacollectedfrom the custometto the applicationof commandsn the production
routers. The key elementof our approachareillustratedin Figurel. The TechnicalQuestionnairdTQ) lists
the questionsasled of a new customer Theresponse$o thesequestionso w throughto a customedatabase.
In addition, the provider may consultthe databasdo assignuniqueidenti ers (suchas IP addressblocks,
interfacenames andaccess-contrdist numbers)or the new customer The provider hasprovisioning rules
that determinehow the customerspeci ¢ dataaffect the con guration of the routers. Theserulesdrive the
queryingof the databasendthe generatiorof a list of con guration commands—aécon glet’—for adding
thenew custometto the network. Then,a separatsystemcanconnecto the productionroutersto applythese
commands.n this paper we focuson the TQ, the databaseandthe provisioning rulesnecessaryo generate
thecon glet; we do not elaborateon the systemsssuesnvolvedin applyingthecommanddo therouters.
Establishinga cleanseparatiorbetweerthe customeispeci ¢ dataandtheprovider's con gurationrulesis
the maintechnicalchallengein automatinghe provisioning process.In Section2, we presentan overvien of
BGPthathighlightstherequirement$or con guring theprovider's endof aBGPsessiowith acustomerThen,
Section3 identi es the key customeispeci ¢ informationthat drivesthe provisioning processand describes
how a provider acquiresor generateshis data. We alsopresenta casestudywith exampleprovisioning rules
that take customeispeci ¢ dataasinput and generatea con glet asoutput. Our explanationsdrav on the
syntaxandsemantic®f CiscolnternetOperatingSystem(lI0S) commandssanexample;otherroutervendors
emulatethe IOS commandsetor have con guration languagesith similar constructs.Section4 describes
how to constructa database-dren provisioning system.We presenta schemdor representinghe customer
speci ¢ dataanddiscusshow to constructa virtual view that captureghe customeis BGP con guration after
theapplicationof theprovisioningrules. Thepaperconcludesn Sections with asummaryof our contrikutions



andadiscussiorof futureresearclhdirections.

2 Border GatewayProtocol (BGP)

This sectionpresentdackgroundmaterialon BGP and highlightsthe requirementsand parametersnvolved
in con guring a BGP session.After a brief overview of Internetrouting, we explain the stepsin establishing
a BGP sessioranddiscusshow arouterknows how to reachthe remoteend of the session.Thenwe explain
how BGPimport andexport policiesaffect the selectionof the “best” routefor eachdestinatiorpre x andthe
propagatiorof routesto neighboringASes.

2.1 Internet Routing

Paclet forwardingin the Internetoperatesat the level of addresdlocks,or pre xes. Eachpre x consistsof
a -bit addressand a masklength. For example, representshe addressesangingfrom

to . An IP router constructsa forwarding table that associategachdestinationpre x
with oneor moreof its outgoinginterfaces.Whena paclet arrives, the routerextractsthe destinatioraddress
from the IP headerand nds thelongestmatchingpre x; for example,the destination192.0.2.17%ould have
alongestpre x matchof 192.0.2.0/24Then,therouterforwardsthe paclet to an outgoinginterfacebasecdon
the forwarding-tableentry for this pre x. In the simplestcase,a routerhasa forwardingtablewith a single,
default route—forthe pre x 0.0.0.0/0Othat includesall IP addresses.Alternatiely, the router may have a
smallnumberof statically-con guredroutesthatmapcertainpre xesto particularoutgoinginterfaces.More
generally though,a router may constructits forwardingtable by combininginformationlearnedfrom other
routersvia dynamicrouting protocols.

Theroutersparticipatein anintradomainrouting protocol,suchas OSPFor IS-IS, to selectpathswithin
the AS. Theroutersatthe edgeof the domaincanparticipaten BGPto exchanganformationwith otherASes
abouthow to reachdestinatiorpre xes. BGPis a path-\ector protocolthat constructsa route by successely
propagatingreachabilityinformation[2,4,5]. A BGP-speakingouter sendsan adwertisementto notify its
neighborof a new routeto the pre x andsendsawithdrawal to revoke theroutewhenit is nolongeravailable.
Eachadwertisemenincludesthe attributesof theroute,includingthelist of ASesalongthe path. For example,
the AS path“7018 701" goesfrom AS 7018(AT&T) to AS 701 (UUNET). Beforeacceptinganadwertisement,
thereceving routerchecksfor the presencef its own AS numberin the AS pathto detectanddiscardroutes
with loops. BGP is a policy-orientedprotocol. Locally-con gurablepoliciesdeterminehow a routerselects
the “best” routeto eachdestinationpre x (amongthe routeslearnedfrom its variousneighborsyandwhether
to propagateherouteto otherneighbors.



2.2 BGP Session

Two routersexchangeBGP messagesver an underlyingBGP session Establishinghe BGP sessiorinvolves
threemainsteps:

1. Establishing the TCP connection: Thetwo routersestablisha TCP connectiorbetweenthe two end-
pointIP addressesn practice eachrouteris con guredin advancewith the P addres®f theotherBGP
endpoint.

2. Openingthe BGP session:Next theroutersexchangeBGP controlmessage® openthe sessionEach
BGP speakr provideslocalinformationsuchasthe BGP versionnumberandthe AS number

3. Exchangingrouting tables: Theneachrouteradwertisests “best” routefor eachdestinatiorpre x; each
endof the sessiomay have anexport policy thatrestrictswhetheror nottherouteis propagated.

Finally, in steadystate,the routersexchangeupdatemessagegadwertisementsaand withdrawvals) asthe best
routeschange.The two routersalsoexchangeperiodic“keep-alve” messageso detectwhetherthey canstill
communicatethe spacingoetweerthesemessagess controlledby a con gurablekeep-ale timer. Eachend-
pointhasacon gurablehold-timethatis the maximumamountof time thatmay elapsebetweerthe receiptof
successke keep-alve or updatemessageslf the hold timer expires,the BGP speakr returnsto theidle state,
waiting for an opportunityto establisha new BGP session.In the meantime the routerdiscardsthe routes
learnedvia this sessionselectsen bestrouteswherenecessaryandsendsupdatemessage® notify its other
neighborsof ary routingchanges.

To exchangeBGP messagegachroutermustknow how to directIP pacletsto theremoteend-pointof the
BGPsessionThisintroducesa potentialcircularity—theroutersmustknow how to reacheachotherin orderto
exchangeroutinginformation. Eachrouterneedgo know which outgoinglink(s) would leadthe pacletsto the
remoteendof the BGP sessionTherearethreemainwaysfor the Provider Router(PR)to reachthe end-point
of the BGP sessioron the CustomeRouter(CR):

Shared physical network: The two routersmay have a commonphysicalnetwork, as shavn in Fig-
ure2(a).In thepre x 12.119.155.156/3@headdresse$2.119.155.15and12.119.155.15&lentify the
two endsof thebidirectional point-to-pointlink®. ThePRusegheinterfacewith addres42.119.155.157
to reachtheremoteend-pointat 12.119.155.158.

Static con guration: The PR could be con gured to usecertainoutgoinginterfacesto reachthe other
endof the BGP session.In Figure2(b), the remoteend-pointis the “loopback” addresg12.107.34.21)
of theprocessoonthe CR. ThePRis staticallycon guredto forwardtrafc destinedo 12.107.34.21/32
via theinterfacesPOS11/0/landPOS12/0/1.

A point-to-pointlink typically hasfour IP addressemsteadbf two to allow for anetwork addres$12.119.155.1563nda broadcast
addresg12.119.155.159).
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Figure2: Two waysto reachthe CustomeiRouters endof the BGP session

Dynamic routing: In somecasesthe PRmaylearnhow to reachthe IP addres®f the CR's endof the

sessiorvia adynamicrouting protocol—includingBGPitself. For example,a PRthathasa BGPsession
with the RouteMews monitor (with IP address198.32.162.100night learnarouteto 198.32.0.0/1&ia

someotherBGP session.

The rst two approachesave the advantagethat the outgoinginterfacesare known in advanceand do not
dependon dynamicinformation. In addition,theseinterfacescanbe con gured with paclet ltering andre-
sourceallocationpoliciesbasedon prior knowledgeof whatkindsof trafc shouldbetraversingthelinks. The
third approachs lesscommonfor sessionsvith normalcustomerghathave oneor morededicatedinks to the
provider; the operatomight choosdo con gure suchsessionsnanually

Unlike mostIP paclets,the pacletscontainingBGP messageasuallydo not traversemultiple links in the
Internet. In fact,in the con gurationin Figure2(a),eachBGP messagéeravels a singlehopfrom the sending
routerto the oppositeend of the outgoinglink. Theroutercangive theselP pacletsaninitial Time-To-Live
(TTL) valueof 1. This ensureshatthesepacletsdo not mistalenly travel overalong path(say in aforwarding
loop) beforethe TTL value expires. However, in somecasesthe router may needto be con gured to use
alarger TTL value. For example,the paclet may travel two hopswhenthe routerscommunicatevia their
loopbackaddressesasin Figure2(b), or whenthe routersare separatedy anothemetwork elementsuchas
a rewall or Network AddressTranslator{NAT). In somecasesthe two routerscould be separatedy a large
numberof hops. For example,a routing monitor suchasthe RouteMews or RIPE-NCCcollectorsmay have
BGP sessionswith operationakroutersin distantgeographidocations. Thesekinds of BGP sessionsvould
needto be con guredwith muchlarger TTL values.

2.3 Selectingand PropagatingRoutes

BGPis apolicy-orientedprotocolthatgivesoperatorsa large amountof controlover how theroutersselectand
propagateoutes.The handlingof BGP updatemessageatarouteris athree-steprocess:



Import policy: EachBGP sessionat eachrouter canbe con gured with animport policy that Iters

unwantedroutesand manipulateghe attributes of the remainingroutes. Import Itering is a form of
“defensie programming’that protectsthe network from erroneousBGP adwertisementsFor example,
animport policy coulddiscardall routesfor so-called'martian” addressege.qg.,private|P addressem

the 10.0.0.0/&lock) thatshouldnotbeannouncedh the Internet[6] or routeswith AS pathsthatinclude
private AS numbersin the rangeof 64512-655397]. Attribute manipulationis a way to in uence
the selectionof the “best” routefor eachpre x. For example,the import policy could assigna “local
preference’to arouteto overridethe default of selectingaroutewith the shortesAS path.

Decisionprocess:Therouterappliesthe BGPdecisionprocesgo selectexactlyone*best” routefor each
pre x amongthe routeslearnedfrom eachof the neighbors.This processonsistsof a long, relatively
compl sequence®f rulesthatrankthe routesbasedon their mary attributes,suchaslocal preference,
AS pathlength,andmultiple-&it discriminator(MED). The attributesaffectingthe decisionprocessare
associatedvith the BGP route adwertisement®r may be assignedy the import policy. For example,
arouterwould preferaroutewith three-hopAS pathanda local-preferencef 100 over a routewith a
two-hopAS pathandalocal-preferencef 90.

Export policy: After selectinga singlebestroute,therouterappliesanexport policy for eachsessiorto
decidewhetherto propagatéherouteandto manipulataheattributesof theremainingroutes.Export I-
teringis aform of route“scoping” thatmaydependon the commerciakelationshipwith the neighboring
AS. Forexample theBGPsessiorbetweertwo “peer’ ASesmayhave export policiesthatdiscardroutes
learnedvia otherlarge providersto preventtransittrafc from traversingthe two networks [8]. Export
Itering alsohelpslimit the size of routing tablesin the Internet. For example,an AS may suppress
routesfor smallersubnetf largeraddresdlocks,suchasroutesfor pre x esallocatedto customersut
of the provider's own addresspacd9], particularlyif the customerglo not connecto ary otherservice

providers.

Routervendorsoffer e xible languagegor operatorgo specifytheimportandexport policiesassociateGP

sessionsThe e xibility allows operatorgo applydiversepoliciesfor discardingunwantedroutes,in uencing

the selectionof the bestroutefor a destinationpre x, andlimiting the propagatiorof routing informationto

neighboringdomains. In practice,a provider cande ne a small collectionof import andexport policiesand

installthede nitions ontherouterin advanceof provisioningary BGP sessions.

3 BGP Customer Provisioning

This sectiondescribesiow to con gure a provider router(PR)with a BGP sessiono a new customerWe rst

describghecustomeispeci ¢ datarequiredfor the provisioning processandexplain how theprovideracquires

this information. Thenwe presenta casestudywith an examplesetof provisioning rulesfor con guring the



accessnterfaces,establishinghe BGP sessionassigningpropertiesto the sessionandde ning paclet and
route Iters. In practice providersvary somavhatin their exactdatarequirementandcon gurationrules,par
ticularly with regardto optionalBGP commandsThroughouthediscussionwe referto thespeci ¢ CiscolOS
commandsiecessaryo provision thetwo customers.in contrastto vendorbooksandonline documentation,
we explain how to usethe commandgo solve speci ¢ problemsanddiscusshowv the commandselateto each
other In practice,the provider's provisioning systemcould generategoutercon gurationsin a vendorneutral
formatsuchasthe RoutingPolicy Speci cationLanguagg RPSL)[10] andthengenerateéhe vendorspeci ¢
representationsingatool suchasRtCon g [11]. However, for the sale of simplicity, we focuson generating
theraw con gurationcommandsn asinglestep.

3.1 CustomerSpecic Data

Provisioning a new BGP sessiorrequiresthe customelito answerbasictechnicalquestionsashighlightedin
Tablel. Thetableshavs examplevaluesfor two customergorrespondingo thecon gletsin Figure3 andFig-
ure4, respectiely; the rst customef*AT&T Research’hasasingleaccess$ink, whereaghesecondcustomer
(“MoneyBags”) hastwo accessinks. The basicinformationaboutthe customerconsistsof a textual descrip-
tion, anAS numberandalist of IP addresdlocks. In somecasesthe customemay have its own AS number
(e.g.,AS 6431for AT&T Research)thisis commonfor customershatconnecto multiple upstreanproviders.
In othercasesthe AS numberfor the customers BGP sessionss selectedy the provider. The provider might
have a dedicatedAS numberfor BGP-speakingustomershatdo not have theirown AS number{12] or usea
privateAS numberin therange64512—-6553%7]. For example,the provider couldselecta private AS number
of 65000for MoneyBags. In somecasesthe customemay have its own blocksof IP addressesOtherwise,
the provider mayfunctionasa Local InternetRegistry thatassignsaddres$locksto customersut of its own
largerblock; this processanbe automatedasedon addressnformationthe provider's provisioning database.
As partof theaddressassignmenprocessthe provider mayaddthecustomess addresassignmeninformation
to theappropriatéwhois” databasenanagedy the RegionalInternetRegistry.

The customerindicatesits geographidocation (e.g., FlorhamPark, NJ) and the desiredmediatype and
speedof eachof the accesdinks (e.g.,45 Mbps seriallink). This informationis usedto selecta routerat a
nearbyhominglocation (e.g., Newark, NJ) that can accommodatéhe links, as highlightedin Table2. The
decisionmay dependon boththe geographigroximity andthe available slotson the productionrouters. The
selectionof the hominglocationsmay, in turn, affect the assignmenof IP addresslocksto the customerto
maximizerouteaggrgation. Oncethe slotlocationsareselectedeachinterfaceis assignedan IP addressand
mask. In practice,a provider's interfacesmay be numberedut of a specialaddresdlock ownedby the AS,
with careto ensurethatno two interfaceshave the samelP addressEachinterfaceis alsoassignedin Access
Control List (ACL) identi er for the paclet Iter thatdeterminesvhich IP paclets are permittedacrossthe
link. The assignmenbf the interfacelP addresseand ACL identi ers canbe automatedasedon inventory
informationstoredin the provider's provisioning databasef-or example the systemcouldautomaticallyselect



Variable Example #1 Example #2
Per-customer | Customedescription AT&T Research MoneyBags
CustomerAS number 6431 —
Customelpre xes 135.205.0.0/16 192.0.2.0/24
Per-interface | Geographidocation FlorhamPark,NJ | LA, CA LA, CA
Media seriallink POS POS
Speed 45Mbps 155Mbps | 155Mbps
Per-session Numberof intermediatedevice 0 0
Loopback,f multihop — 12.107.34.21
Choiceof inboundroute-map CUSTHACE CUSTFACE
Choiceof outboundroute-map| ALLROUTES ALLROUTES
Defaultroute(yes/no) no no
SmallerBGPtimers(yes/no) no yes

Tablel: CustomettechnicalquestionnairéTQ) for BGP provisioning

Variable Example #1 Example #2

Per-interface | PRroutername ewr-nj lax-ca lax-ca

Interfacename Serial10/0/1 POS11/0/1 POS12/0/1

Interfaceaddress 12.119.155.157 12.119.155.161 12.119.155.165

Interfacemasklength 30 30 30

Paclet lter id 1304 1273 1273
Per-session | Provider AS number 7018 7018

Route lter id 106 111

Table2: Customerspeci ¢ identi ers assignedy the provider

the next available ACL numberon the PRrouterterminatingthe accesdink.

EachBGP sessionis associatedvith one or more of the accesdinks betweena provider routerand a
customerouter DifferentBGP sessionsvith the samecustomemayhave differentcon gurationoptions.The
provider routeris associateavith an AS numberbelongingto the provider. A multi-hopcon gurationis used
if the customelhastwo or moreaccessinks, or connectdo the provider via anintermediatedevice; in these
situationsthe customemustprovide aremotelP addresgor its endof the BGP session.The provider assigns
anavailable ACL identi er for the route Iter thatdetermineswvhich pre xesthe customercanadwertiseover
the BGP session.For the import andexport policies, the provider may have a smallmenuof optionsthatare
con gured on the routersin adwanceof customermrovisioning. For example,somecustomeranay wantto
receve acompleteBGProutingtable(e.g.,ALLR OUTES)whereaothersmay only wantto receve routesto
theprovider's othercustomer®r asimpledefaultrouteto 0.0.0.0/0.The customemaybealsobeableto select
certainoptionalfeaturessuchasdifferentvaluesfor the keep-alve andhold-davn timers. For simplicity, the

provider might offer a few candidatesettingsof the timer valuesratherthanallowing the customerto select
arbitraryvalues.



interface Serial10/0/1
description AT&T Research
ip address 12.119.155.157 255.255.255.252
ip access-group 1304 in

I

router bgp 7018
neighbor  12.119.155.158 remote-as 6431
neighbor  12.119.155.158 description AT&T Research
neighbor  12.119.155.158 route-map CUSTFACEIn
neighbor  12.119.155.158 route-map ALLROUTESout
neighbor  12.119.155.158 prefix-list 106 in

I

ip prefix-list 106 seq 5 permit 135.205.0.0/16

access-list 1304 permit 135.205.0.0 0.0.255.255

access-list 1304 permit 12.119.155.156 0.0.0.3
!

Figure3: Example“con glet” for a BGP-speakingustomemvith a singleaccessink

3.2 Accesdnterfaces

Con guring the accessnterfacesis the rst stepin provisioninganew customer We assumehatthe routers
have beenphysicallydeplo/ed on the provider andcustomemetworks, andthe layertwo links have beencon-
nected.Physically aninterfaceresideson a cardthatconnectgo aslotin therouters switchingfabric. Thein-
terfacenameidenti es thelocationof theinterfacein therouter aswell asthemediatype. Mostrouterssupport
avarietyof media,includingSerial(e.g.,T1 or T3), HSSI(High-Speedseriallnterface) Ethernet FDDI (Fiber
Distributed Datalnterface),ATM (AsynchronoudransferMode),andPOS(Packet-OwerrSONET).Eachme-
diatype hasdiversecon guration optionsfor low-level detailssuchasencapsulatiorframing, errorchecking,
andlink capacity;in practice,network operatoramay have a setof default commanddor eachmediatype.
In addition, the interface con guration may include the selectionof certainlink-schedulingand buffer man-
agementpolicies, suchas assigningthe buffer size, enablingRandomEarly Detection(RED), or assigning
link-schedulingweightsfor class-basedueuing. Sincethe layertwo commandsandthe resource-allocatio
policiesdonotin uence theBGP con guration,we omit themfrom our examplefor the sale of simplicity.

In Figure 3, theinterface Serial10/0/1 commandmovesinto the contet of the Serial10/0/1in-
terface.ln our example theinterfacesectionhasthreeindentedcommandsppliedin sequence:

Comment eld : Thedescription isacommenteld, setusingthedescriptionfromtheTQ.

IP address/mask:Theip address commandsetsthe addresandmasklengthfor theinterface,as
assignedy the provider.

Packet Iter identier: Theip access-group commandassociates Iter with the interfaceto
discardcertain®“in” paclets arriving on this interface. The paclet Iter is identi ed by an access-list
numberassignedy the provider.



interface POS11/0/1
description MoneyBags
ip address 12.119.155.161 255.255.255.252
ip access-group 1273 in
I
interface POS12/0/1
description MoneyBags
ip address 12.119.155.165 255.255.255.252
ip access-group 1273 in
I
router bgp 7018
neighbor  12.107.34.21 remote-as 65000
neighbor  12.107.34.21 description MoneyBags
neighbor  12.107.34.21 update-source LoopbackO
neighbor  12.107.34.21 ebgp-multihop 2
neighbor  12.107.34.21 route-map CUSTFACEIn
neighbor  12.107.34.21 route-map ALLROUTESout
neighbor  12.107.34.21 prefix-list 111 in
neighbor  12.107.34.21 timers 15 45
I
ip route 12.107.34.21 255.255.255.255 POS11/0/1
ip route 12.107.34.21 255.255.255.255 POS12/0/1
I
ip prefix-list 111 seq 5 permit 192.0.2.0/24
access-list 1273 permit  192.0.2.0 0.0.0.255
access-list 1273 permit 12.119.155.160 0.0.0.3
access-list 1273 permit 12.119.155.164 0.0.0.3
access-list 1273 permit 12.107.34.21 0.0.0.0
I

Figure4: BGP con gurationfor a customemvith two accessinks (POS11/0/landP0OS12/0/1)

The"!” lineis anull commandusedto denotethe endof theinterfacesectionof the con guration. Later, other
commandsreusedto associate¢he interfaceswith the BGP sessiorandto de ne thepaclet lter.

3.3 BGP Connectvity

Enteringthe BGP sectionof the PR's con guration requiresusingthe router  bgp command,usingthe

provider's AS number(e.g.,7018)astheargument.Then,theindividual neighbor  statementassigrnproper
tiesto thesessionThelP addresén theneighbor statementsefersto thecustomes endof theBGPsession.
In our example,theaddresss selectedn oneof two ways,asshavn earlierin Figure2. If the sessiorhasone
accessink andnointermediatelevices,theneighbor addressorrespondso theotherendof theaccesdink,

asillustratedin Figure2(a)andthe examplein Figure3. Con guring the sessiorin this simplemannerasthe
advantagethatthe provider caneasily“rehome”the accessink to a differentPR routerwithout requiringthe
custometo recon gureits endof thesessionln theexamplein Figure2(a), supposéhatthe PR hasloopback

addressl2.1.17.8andthe accesdink is movedto a differentprovider routerwith loopback12.89.2.45.The
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CR could continueto referto the IP addresof the provider's endof the accesdink (12.119.155.157asthe
remoteend-pointof theBGP sessionsincetheaccesdink couldretainits network addresssit movesto anew
location. However, if the CR communicatedvith the PR's loopbackaddresstehomingthelink would require
changinghe CR's con gurationto communicatevith 12.89.2.45atherthan12.1.17.8.

A more comple con guration is requiredif the BGP sessionhasmultiple accesdinks or traversesan
intermediatedevice. In this casethe remotelP addresss the loopbackaddresgprovided by the customeras
illustratedin Figure2(b)andtheexamplein Figure4. Thissecondapproachiequireghecon gurationof astatic
routefor eachaccessnterfaceassociatedvith the session.Thisis achieved usingtheip route command.
The agumentsarethe customers remotelP addresgwith a/32 mask)andthe nameof theinterface(e.g.,ip
route 12.107.34.21 255.255.255.255 POS11/0/1 ). Similarly, the CR would be con gured to
have a BGP sessionwith the provider's loopbackaddressAs aresult,the CR expectsto receve pacletsfrom
thePR'sloopbackaddressUsingtheupdate-source LoopbackO commandensureshatthe PRusests
loopbackaddresge.g.,12.0.1.7in Figure2(b)) asthe sourceaddresof the pacletsassociateavith the BGP
session.Communicatingwith the customess loopbackaddressequiresthe BGP messageto travel anextra
“hop” to reachthe remoteBGP end-point. This requiresoverriding the default TTL valuefor the IP paclets.
For example, Figure 4 usesthe ebgp-multihop 2 commandto assignaninitial TTL valueof 2. If the
customerhasone or more intermediatedevices betweenthe PR andthe CR, a higher TTL value would be
necessanyin this casetheamgumentto theebgp-multihop ~ commandvould comefrom thecustomelTQ.

3.4 BGP SessiorProperties

Therestof theneighbor commandsassignbasicpropertieso the BGP session.Two of the itemsrelateto
theidentity of thecustomer:

Customer AS number: The remote-as commandassignsthe remoteend-points AS numbey as
indicatedin the TQ or assignedy the provider.

Comment eld : Thedescription isacommenteld, setusingthedescriptionfromtheTQ.
Theremaindeiof theneighbor commandsssociatepeci ¢ policieswith theBGP session:

Import/export policies: Two route-map commandsassigntheimport (“in”) andexport (“out”) poli-
ciesfor the session. Although thesepolicies may be quite complicatedin practice,they aretypically
installedon the routerin advanceof provisioningnen customersThe TQ allows the custometto select

theimportandexport policiesfrom a menuof pre-de nedoptions.

Route lter identi er: The prefix-list commandassignsa lter thatdiscardscertain“in” routes
arriving via this BGP sessionTheroute lter isidenti ed by anidenti er assignedy the provider.
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Dynamic default route: Thedefault-origin at e commandsendghe customera dynamicdefault
route(to 0.0.0.0/0whenthesessioris establishedln our example we assumeéhatthis commands used

whenrequestedby theclientin theTQ.

Keep-alive/holdtimers: Thetimers commandverridesthedefault valuesof thekeep-alve andhold
timers(60 and180secondstespeciiely). Smallervaluesresultin fasterdetectionof legitimatefailures,
attherisk of mistalenly terminatingthe sessiorduring periodsof transientdelayin deliveringthe keep-
alive messageskasterfailure detectionhasgreaterutility whena customehasmultiple BGP sessions
at differentPRs,or sessionsvith multiple upstreanproviders, sincetrafc canbe divertedto alternate
links when a sessiorfails. In our example,we assumethat smallervalues(e.g., 15 and 45 seconds,
respectrely, asshavn in Figure4) areassignedvhenrequestedby thecustomein the TQ.

3.5 Packet Filters

The paclet Iter on the accesdnterfacesprotectsthe provider's network, andthe restof the Internet,from
erroneouslatapacletssentby thecustomerThepaclet Iter discardgpacletsenteringor leaving theinterface
basednthecertainheaderelds, asde nedin theassociatedccess-list commandge.g.,access-list
1304 in Figure3). The agumentsof eachaccess-list commandfor the paclet lter arethepre x and
maskin dotted-decimahotation;in binaryform, the maskhasa 1 for eachwild-card bit (e.g.,a masklength
of 30 would berepresenteds0.0.0.3).In our example,the paclet Iter consistf a smallsetof permissible

sourcelP addresses:

Customerpre xes: The lter allowspacletswith asourceaddresswnedby thecustomefe.g.,135.205.0.0/16
in the rst access-list 1304 commandn Figure3). Filteringincomingpacletsbasedon the cus-
tomersaddres®locksIP addresganpreventdenial-of-servicattackswith “spoofed’IP addressefL 3].

Accesdinks: The lter alsopermitspacletswith asourceaddresassociateavith anyof thecustomers
accesdinks acrossall of its hominglocations(e.g.,12.119.155.161/3@nd 12.119.155.169/3( Fig-
ure4). Thisallows the custometo usetools suchas“ping” to verify thatthe provider's endof anaccess

link is reachable.

CR'sendof the BGP session:The lter permitspacletswith the sourceaddres®f the customers end
of theBGPsessionThisensureshatthelP pacletscontainingBGP messagesom the customearenot
discardedln somecasesthis IP addresss already‘covered”by thecustomers pre xesor accessinks.
Otherwise a separatACL commands necessarye.g.,thelastaccess-list commandn Figure4).

Pacletswith sourceaddressesutsideof thesethreeaddresslockswould be discarded.In practice,the pro-
visioning systemmay try to reducethe numberof access-list commanddo lower the paclet-handling
overheadon the interfacecards. This may involve remaving ACL clauseghataresubsumedby otherclauses
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or combining adjacentaddressblocks. For example,in access-list 1273 in Figure 4, the lines with
12.119.155.160/38nd12.119.155.164/36ouldbereplacedy a singleline

access-list 1273 permit 12.119.155.160 0.0.0.7

thatpermitsall addressem 12.119.155.160/29.

3.6 RouteFilters

Theroute Iter onthe BGPsessiorprotectshe provider's network, andtherestof theInternet,from erroneous
routing adwertisementsentby the customer In contrastto the paclet lter, theroute lter refersto specic
destinationpre xes ratherthanindividual sourcelP addressesin reality, the inboundroute Iter is part of
theimport policy and,assuch,could be speci ed in the inboundroute-map.However, someaspectf route
Itering arecustomeispeci c. In orderto maintaina smallsetof genericroute-mapsit is usefulto usea sep-
arateconstruct(the prefix-list ) for the custometspeci ¢ Itering. In our example,the prefix-list
commandliscardsary routesthatdo notcorrespondo thecustomess pre xes(e.g.,135.205.0.0/1é Figure3
or 192.0.2.0/24n Figure4); the syntaxfor theip prefix-list commandspeci esthepre x andmaskin
dotted-decimahndintegernotation,respectiely. Thisroute- Itering policy protectghenetwork from miscon-
gurations on the customess end of the BGP session.For example,a customemight mistalenly adwertisea
routeto someotherpre x learnedrom anothemprovider; acceptinghis routemight causeoneproviderto send
trafc totheothervia theircommoncustomer!

Our exampleroute ltering policy is fairly restrictve sinceit doesnot permitthe customerto adwertise
routesfor ary subnetf its addresslocks. In practice,a route Itering policy thatallows subnettingwould
be morecomplicatedhanthis. A customeiowning 135.205.0.0/1@8night wantto be ableto adwertisedifferent
BGP routesfor 135.205.1.0/24nd 135.205.2.0/240 achieve certainload balancinggoals. Allowing these
kindsof announcementsould requirethe providerto usealooser lter thatallows subnettingpf theaddresses.
However, the provider may not want to allow the customerto adwertiseall possiblesubnetsof the address
blocks,sincethis couldleadto anexplosionin the sizeof theroutingtables.Insteadthe provider mighthave a
policy thatallows for limited subnettingof the customers addres®locks. For example thecommand

ip prefix-list 106 seq 5 permit 135.205.0.0/16 ge 16 le 24

allows arangeof masklengthsfrom 16 to 24. In practice,a provisioning systemcould have two cateyoriesof
route lters—one basiccon guration thatspeci esa simplelist of the customes addresslocksfor regular
customersand anotherthat allows certainsubnetge.g., all subnetsup to a certainmasklength)for certain
customershatneedgreatere xibility. For easeof presentationye focusonasimplepolicy thatdoesnotallow
the customergo adertisesubnetf their addresdlocks.
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4 Database-DrvenProvisioning System

The provisioning processhasthreemain steps—collectinghe customeispeci ¢ information,storingthe data
in a databaseandusingthe datato generatea con glet—asillustratedearlierin Figure 1. In this section,we

focusspeci cally on the databaséssuesin the provisioning system. First, we describehow to representhe
customeispeci ¢ dataandhow to constructavirtual view (explainedlater) of the customeicon gurationafter
applyingthe provisioning rules. Thenwe describehow to usethis virtual view to generatedhe sequencef

commandshatshouldbe appliedto the provider's router

4.1 Provisioning Database

The heartof the BGP provisioning systemis a databasé¢hat storesall of the custometspeci ¢ data—thein-
formationfrom the technicalquestionnairé TQ) aswell asthe providerassigneddenti ers. In practice,this
databasenight storea wide variety of dataaboutthe provider's network andits customersand supportnu-
merousapplicationssuchasbilling, reporting, maintenanceand inventory managementFor simplicity, we
describejust the portionsof the databasehat relateto provisioning new BGP-speakingustomers.We as-
sumethatthe datarelatedto the provider's inventoryandlayer2 con guration have alreadybeenstoredin the
databaseWe alsoassumehatthe route-mapde nitions have beenstoredin the databasendinstalledon the
productionroutersaspartof theinitial deploymentof theequipmentTable3 shavs the proposediataschema
usinga relationaldatabasesan example. The primary key elds aremarkedby andthe foreign keys are
markedby . Thegeneradesignguidelinescanbe appliedon othertype of databases.

4.1.1 DesignCriteria

Decidingwhat datato storeis the rst critical designdecision.On the onehand,the databaseould storethe
individual con guration commandsppliedto the productionrouters. However, this approachdoesnot allow
the systemto adaptto changesn the con guration rulesandties the solutionvery tightly with the detailsof
speci ¢ vendorcommands.Instead,we storeonly the customeispeci ¢ information (shavn in bold font in
Figure3) anda smallnumberof identi ers neededo link the datatogether This hassereraladwvantagesFirst,
fewer dataelementaeedto be storedin the database Second dataintegrity is easierto maintainsincethere
areminimal dependenciebetweerthe dataelements.Third, the databaseschemds e xible enoughto allow
changedo the con guration rulesandto supportothernetwork managemenapplications suchasinventory
managementThedravbackof thisapproachs thatthedataelementshatarenotstoredin thedatabasenustbe
generatedverytime they areneeded.The generatiorof suchdataelementsnayinvolve expensve operations
suchastablejoining.

Thesecondmajordecisionconcernsow to structurethedatain the databaseOnesimpleapproactwould
beto createa singletablewhereeach eld corresponds$o a dataelement.However, this approachs unwieldy
from a database&evelopmentpoint of view. For example,a customemay have multiple addresdlocksthat
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Table Fields Datatype Examples
Customer CustomeiD Number 1 2
AS number Number 6431 65000
Description String AT&T Research | MoneyBags
Geographiclocation String FlorhamPark, NJ LA, CA
Inventory Router String ewr-nj sfo-ca
Type String Cisco Cisco
Location String Newark, NJ LA, CA
Device Router String ewr-nj lax-ca lax-ca
Interface String Serial10/0/1 POS11/0/1 POS12/0/1
Slot Number 10 11 12
Media String Serial POS POS
Speed Number 45 155 155
Link Router String ewr-nj lax-ca lax-ca
Interface String Serial10/0/1 POS11/0/1 POS12/0/1
Pre x ID Number 3 4 5
Packet Iter ID Number 1304 1273 1273
BGPsession SessioriD Number 1 2
Route lter 1D String 106 111
Loopback IP address Number Nil 12.107.34.21
Inbound route-map String CUSTFACE CUSTRACE
Outbound route-map String ALLROUTES ALLROUTES
# of intermediate devices | Number 0 0
Smaller timers Boolean no yes
Default originate Boolean No No
Assignment CustomeiD Number 1 2 2
SessioriD Number 1 2 2
Router String ewr-nj lax-ca lax-ca
Interface String Serial10/0/1 POS11/0/1 POS12/0/1
IP pre xes Pre x ID Number 1 2 3 4 5
Type String Customer Customer BGPlink BGPlink BGPIlink
Pre x Number 135.205.0.0 192.0.2.0 12.119.155.157| 12.119.155.161| 12.119.155.165
Netmask Number 16 24 30 30 30
Pre x allocation | Pre x ID Number 1 2 3 4 5
CustomellD Number 1 2 1 2 2

Table3: The BGP provisioningdataschemgthe elds thatstorethe customeispeci ¢ informationareshavn

in bold font; theprimarykey elds aremarkedby andtheforeignkeysaremarkedby ).

needto beincludedin thepaclet Iter associateavith accessnterfaces.However, eachdatarecordin thetable

canhave asinglevaluefor each eld, implying theneedfor multiple recordgo storethe datafor this customer

This involvesrepeatingall of the otherinformationfor this customeracrossmultiple rows in the table. This

requiresmoredisk spaceandmalesit dif cult to maintaintheintegrity of the data. Instead we normalizethe

tablesby breakingthe dataelementsnto seseraltables ,whereeachof the eighttablesin Table3 corresponds

to aimportantelementof BGP con guration. This semantics-dvien schemgprovidesa meaningfulgrouping

of the dataelementsand easeglatainterpretation. Sincesemantically-relatedataelementsarelikely to be

neededht the sametime, our schemashouldreducethe costof queryingthe database.

4.1.2 DataSchema

In the designof the scheman Table3, we keepef ciency in mindwhile avoiding assumptionaboutthedetails

of thecon gurationrules.The schemaasthefollowing tables:
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Customer: The Customettable storesthe basiccustometrinformation—bescription ASnumber andGeo-
graphic location—from the TQ. Ideally, one of theseitems (or somesubsetof the items) could sene asthe
primarykey for thistable.However, theseelds arenotnecessarilynique.A singlecustomemayhave multi-
ple AS numbersandthe provider mightusea single,dedicatedAS numberfor multiple customersA customer
might have multiple locations,eachcorrespondindo a differentsite. The descriptioneld is a stringthatis
not necessarilyiniqueacrosdifferentcustomersit may be possibleto construcia primarykey usingall three
of thesedataelements.However, this would be aninefcient solutionandwould resultin multiple different
primary key elds for a customerthathasmultiple AS numbersor multiple locations. Instead we introduce
anaw eld CustomenD thatis generatedvhenthe entryis created.This eld senesasthe primary key for
the Customettable. Although storingan extra eld consumesdditionalstoragespacethis approachgreatly
improvestheef ciency of thedatabaseperation.

Inventory and Device: Informationabouttheequipmentn theprovider's network couldbestoredin asingle
table. However, a router usually hasmultiple interfaces,makingit appealingto have one table for routers
(Inventory andanotherfor interfaces(Device). This avoids duplicatingthe routerspeci ¢ information(such
asthe routertype andlocation)acrossall of the interfaces. The routernameRouteruniquelyidenti es each
datarecordin the Inventorytableand,assuch,senesasa primary key. The Devicetableincludesthe router
namealongwith the interface name,slot numbey mediatype andlink speed. The interface nameand slot
numberhave only local signi cancein thecontext of thespeci ¢ router As such,theprimarykey of theDevice
tableis the combinationof the routernameandthe interfacename. The Router eld alsosenesasaforeign
key pointing to the Router eld in the Inventorytable. The foreign key enforcesdataintegrity betweenthe
recordsin Device and Inventorytables—thais, eachrecordstoredin the Device table mustcorrespondo a
routerstoredin Inventorytable. In addition,the foreignkey facilitatesjoin operationdbetweerthetwo tables
to extractinformationsuchasthe geographidocationof a particularinterface.

Link: In contrastto the physicalinformationin the Device table, the Link table storeslogical information
aboutthe con guration of accessnterfaces.As with the Devicetable,the primarykey for the Link tableis the
combinationof therouternameandthe interfacename.ThePre x ID eld is aforeignkey to thePre x ID in

thelP pre xestablethatindicategsheaddressndmaskassignedy the provider. We representhisinformation
separatelysincethe addresgpre x may be usedin othercontets, suchasan ACL speci cation. The Packet
Iter ID storesthepaclet Iter identi er assignedy the provider. Assigningthisidenti er involveschecking
thedatabaso selectanavailableACL numberontheassociatedouter Onthesurface thelogicalandphysical
informationcould be storedin a singletable. However, the con guration of a link may changeover time and
differentkinds of links may have differentattributes. For example,a provider network hasa large numberof

backbondinks that participatein the intradomainrouting protocol(suchasOSPFor |S-IS); the con guration
of abackbondink would includethe OSPF/1S-1Snveightsandareabut would not necessarilyncludea paclet
Iter .
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BGP session: The table BGP sessionstoresall of the information relatedto the customerBGP sessions
including the customers loopbackIP addresqif known), route Iter ID, inboundandoutboundroute-maps,
numberof intermediatadevicesbetweerthe two BGP speakrs, the selectionof smallerBGP timers,andthe
selectiorof thedefault-originateoption. Fromtheprovider's viewpoint,theBGPsessiornis uniquelyidenti able
from the PR nameandthe IP addres®f theremoteendof the BGP sessionHowever, theremotelP addresss
selectedasednthecon gurationrules(e.qg.,it couldcorrespondo thecustomers endof anaccessink or the
CR'sloopbackaddress)As such,the routernameandremotel P addresslo not form a goodprimarykey for
theBGPsessionlnsteadwe de ne anadditionalSessionD eld thatsenesastheprimarykey for identifying
recordsn theBGPsessiortable.

Assignment: The associatiorbetweenthe customers|inks, andsessionss storedin the Assignmentable.
Having a separatessignmentable provides the most e xibility in associatindinks and sessionswith cus-
tomers. Typically, alink is associatedvith at mostone BGP sessiorbut this is not necessarilfrue. The PR
may have BGP sessiongo multiple CRsthatconnectthroughanintermediatedevice) via a singleaccesdink.
Although our exampleprovisioning rulesdo not allow for this case the databas&lesignshouldnot preclude
thiskind of con guration. Similarly, asingleaccessink couldconcevably connecto multiple customergsay
over a sharedmediumsuchasan Ethernetor an FDDI ring), so we do not assumeéhat a Link is associated
with a singlecustomer The Assignmentableallows arbitraryassociationbetweencustomersBGP sessions,
andaccessdinks, andthetablehasthreeprimarykey elds—CustomelD, SessionD, and(Router Interface)
Theseelds alsosene asforeignkeys to the CustomerSessionandLink tables respeciiely.

IP pre xes and pre x allocation: |P addresseandIP pre xesarisein numerouscontets in the customer
con guration—thenumberingof the interfaces,the speci cation of paclet androute lters, andtheidenti -
cationof the remoteend-pointof the BGP session.Often, the samepre X is instantiatedn multiple places
in the con glet. For example,the customeraddresslocksappealin the paclet Iter andtheroute Iter. To
avoid duplication,we storethe pre xesin a separate¢able(IP pre x) andassigneachpre x auniqueidenti er
(Pre x ID), which alsosenesasthe primarykey for thetable. The other elds identify theaddressandmask.
We representhe maskas an integer masklength (e.g., 30) ratherthanchoosingan inef cient and context-
dependentlotted-decimatepresentatioife.g.,255.255.255.252r 0.0.0.3). The Type eld indicateswhether
thelP addres$lockis allocatedo a customeror to a particularkind of link. Thisis usefulfor othersupporting
applicationsthat managethe allocationof the provider's addressspace. The allocationof addresslocksto
speci ¢ customerss maintainedn the Pre x allocationtable,which hasthe Pre x ID andthe CustomeiD as
its primarykey andits only elds. Having a separate¢ableavoidsincludinga CustomedD eld in every entry
of theIP Pre x tableandalsoallows for the possibilityin the futurethatan addresslock could be sharedby

two or morecustomers.
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4.1.3 Virtual Views

Becausehe databasestoresonly the essentiabataelementspthercon guration datamustbe derived using
the provisioning rules. This hasthe advantagethatthe systemis e xible enoughto supportchangego these
rules.However, somenetwork managemerdpplicationsgnayneedinformationaboutthe con gurationdetails.
For example,an applicationmight inspectithe paclet Iter associatedvith eachaccessnterfaceto make sure
thattheselters staywithin limitationsimposedby certainkinds of routers.Ideally, the authorsof thesekinds
of applicationswvould not needto incorporatethe detailsof the TQ or the provisioningrules,sincethesemay
be complicatedandchangeovertime. At oneextreme,theseapplicationscould be written on top of adetailed
log of the con guration commandsasdumpedfrom eachof the productionrouters. However, this approach
requiresparsing,modeling,andqueryingtheraw con guration data,dealingwith the syntacticdifferencesn
commandsacrossdifferent router productsand versions,and recreating(where possible)the associatiorof
sessiongndlinks with individual customers.

Insteadijt is appealingo write theseapplicationsontop of avirtual view of how thecustomeis con gured,
withoutthe raw detailsof the syntaxof the commandsThe con gurationrulesareenforcedn the creationof
views andthe applicationscanbe built on top of the views. Virtual views simplify the queryingthe database
and isolatethe applicationsfrom the physicaltables. The virtual views can be organizedaroundthe main
constructan BGP customercon guration. Table4 shavs an exampleview organizedaroundBGP-speaking
customers. The view is constructecby joining physicaltablesusing the foreign key mappings. The view
shawvs not only the dataelementsstoredin the databasebut alsothe con guration dataderved basedon the
con gurationrules. We shav the derved datain italics. For example,the view Customerdatashaws all the
con guration datarelatedto a customerincluding the SessiorlP addressandthe update-soure commands
which arederived usingthe provisioning rules. It canbe generatedisinga querysimilar to the oneshawvn in
Figure5. The higherlevel applicationscanquerythe databas¢hroughthe virtual views ratherthanaccessing
the physicaltables.This hidesthe detailsof the con gurationrulesfrom theapplicationsandmalke thequeries
muchsimpler For example,the SQL query

SELECT *

FROMCustomer_data
WHERECustomer_AS_numb er = '6431;

extractsall of the accessnterfacesandBGP session@ssociatedvith the customemwith AS 6431. It usesthe
virtual view to selectthe customerdatafrom the (virtual) table shavn in Table4. The equvalentquerythat
accesseseveral physicaltablesto extract the sameinformationis shavn in Figure5. This queryrequires
signi cant datamanipulationranda detailedunderstandingf the con gurationrules.

4.2 Con glet Generation

Con glet generationis one of the mary applicationsthat can be built on top of the virtual views. Before
generatinga con glet, the provisioning systemchecksthe completenesandconsisteng of thedata.Then,the
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Name Table Fields Example

AS Number Customer AS number 6431

Description Customer Description AT&T Research

Geographidocation | Customer Geographidocation FlorhamPark,NJ

Router Inventory Router ewr-nj

Location Inventory Location Newark, NJ

Interface Link Interface Serial10/0/1

InterfacelP address | IPprexes | Prex +1 12.119.155.157

Paclet lter 1D Link Paclet lter ID 1304

SessionP address BGPsession| LoopbacklP addresgif INil) 12.119.155.158
IPpre xes | Prex +2(else)

Route Iter 1D BGPsession| Route Iter 1D 106

Inboundroute-map | BGPsession| Inboundroute-map CUSTFACE

Outboundroute-map | BGPsession| Outboundoute-map ALLROUTES

EBGPmultihop BGPsession of intermediatedevices(if 1) —

Updatesource BGPsession| LoopbackQ(if EBGPmultihop 1) | No

Default originate BGPsession| Defaultoriginate No

BGPkeep-alvetimer | BGPsession| BGPkeep-alvetimer —

BGP holdtimer BGPsession| BGPholdtimer —

Pre x IP pre xes Pre x 135.205.0.0

Netmask IP pre xes | Netmask 16

Table4: Theexampleview Customeidatacreatedn BGP provisioningdatabase.

systemusesthedatafrom thevirtual view to populateatemplateof con gurationcommands.

4.2.1 Data Completenessaand Consistency

The customerspeci ¢ dataare propagatednto the databasén seseral stepsthattake placeat differenttimes
and may involve differentapplications. The provider's inventory dataare storedin the databasdveforepro-
visioning new customers.Datafrom the TQ enterthe databaseafter the customemrovidesthe information.
Othercustomerspeci ¢ data,suchasACL identi ers andinterfacelP addressegregeneratedy the provider
andstoredbackin the databaseln addition,informationin the databasenaybe modi ed or removedby other
network managemenapplications. Before generatinghe con glet for a customer the provisioning system
needgo checkthatall thenecessargatahave beenstoredin the databaseOtherwisethe provisioningsystem
might generateanincompleteor incorrectcon glet for the customer Checkingthe completenesandconsis-
teng/ of the datainvolvesinspectingthe virtual view for eachof the con gurationcomponentge.g.,interface
andsessionpandensuringthatall the elds arepopulated.Underneattihe virtual view, this checkfollows the
variousforeignkeys to ensurehatall of the dataelementsarelinkedtogether

4.2.2 Con guration Template

Thevirtual view alreadyincorporateghe processof applyingthe con guration rulesto the customeispeci ¢
data. However, the view doesnot include the details of the syntaxof the commandsuseto con gure the
productionrouter A templatecanbe usedto automaticallygeneratehe raw con guration commands.The
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SELECT Customer.AS _number, Customer.Description, Customer.Geographic  location,

Inventory.Router, Inventory.Location, Link.Interface,

SUBSTR(IP _prefixes.prefix, 1,
INSTR(IP _prefixes.prefix, 1, 3 - || Il
TO.CHAR(TQNUMBER(SUBSTR(IPprefixes.prefix, 1, 3) + 1) + 1),

Link.Packet  filter  _ID,
DECODE(BGRession.Loopback  _IP _address, ' ',

SUBSTR(IP _prefixes.prefix, 1,
INSTR(IP _prefixes.prefix, 1, 3 - || Il
TO.CHAR(TQNUMBER(SUBSTR(IRprefixes.prefix, 1, 3) + 1) + 2),

BGPsession.Loopback  _IP _address),
BGPsession.Route  filter  _ID,

BGPsession.Inbound  _route _map, BGRsession.outbound _route _map,
BGPsession. _of _intermediate  _devices,
DECODE(BGBession. _of _intermediate  _devices, 'O, ' ', 'LoopbackQ,
BGPsession.Default _originate, BGPsession.BGP _keep _alive _timer,
BGPsession.BGP _holder _timer

FROMBGRsession, IP _prefixes, Customer, Inventory, Link, Assignment

WHERECustomer.AS _number = '6431'
AND Customer.Customer _ID = Assignment.Customer 1D
AND Assignment.Session D = BGPsession.Session D
AND Assignment.Router Inventory.Router

AND Assignment.Router Link.Router
AND Assignment.Interface = Link.Interface
AND Link.Prefix AD = IP _Prefixes.Prefix D

Figure5: SQL queryto extractall theinterfacesandBGP sessiongssignedo customeAS 6431.

templates dependenbntherouterproduct,andin somecasesventheversionof therouter Figure6 presents
a CiscolOS templatethat canbe usedfor our examplecon gurationrules. In thetemplate the dataelements
provided by the provisioning systemare speci ed asvariablesdenotedby “<...> ”, wherethe nameof the
variablecorrespond$o a eld in thevirtual view for thatsectionof the con guration. The optionalcommands
arebracletedwith “[* and“]” charactersthe useof thesecommandslependsn whetherthe variablehasa
value. For example,theupdate-source  commands not usedwhenthe eld hasa Null value(denotedby
“—" in thelastcolumnof Table4); otherwise thecommands usedandthe“<update-source> " variable
is setto thevalueof this eld (e.g.,Loopback0 ). Eachsectionendswith aline with a“! ” character

The processof populatingthe con guration templatecanbe automated.A parsercanreadthe template
sectionby section. For eachsection,the parserpulls the correspondinglataelementsrom the provisioning
databasé¢hroughthevirtual views. The parsergoesthrougheachcommandn the section,computeghevalue
of the variablesbasedon the dataelementsassignghe valueto the variables,and prints the command. In
somecasesa variablesuchas<interface> may appeamultiple timesfor the samecustomer Whenthis
occurs the parseiiteratesthroughthe setof commandsn a sectionmultiple times. For example,if a customer
hastwo interfacesassociatedvith one BGP sessionthe parsergoesthroughthe interface sectiontwice and
prints two setof interfacecommandspnefor eachinterface. The parserprints the optionalcommandge.g.,
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hostname <router>
!
interface <interface>
description <cust-description>
ip address <interface-ip> <link-mask>
ip access-group  <packet-filter-acl> in
!
router bgp <provider-as-number>

neighbor  <session-ip> remote-as  <customer-as-number>
[neighbor <session-ip> description <description>]

neighbor  <session-ip> route-map  <inbound-routemap> in
neighbor  <session-ip> route-map  <outbound-routemap> out
neighbor  <session-ip> prefix-list <route-filter-acl> in
[neighbor <session-ip> update-source <update-source>]

[neighbor <session-ip> ebgp-multihop <ebgp-multihop>]
[neighbor <session-ip> default-originate]
[neighbor <session-ip> timers  <keep-alive> <hold>]

I

access-list <packet-filter-acl> permit  <cust-prefix> <cust-mask-wild>

access-list <packet-filter-acl> permit  <link-prefix> <link-mask-wild>

[access-list <packet-filter-acl> permit  <session-ip>]

ip prefix-list <route-filter-acl> seq <seg-num> permit <cust-prefix>/<cust-mask-int>
permit ip host <cust-prefix> host <cust-mask>

[[p route <session-ip> 255.255.255.255 <interface>]
I

Figure6: CiscolOS con gurationtemplatefor aBGP session

update-source )only if thecorrespondinglataclementsarepresenin thedatabase.

Somedataelementssuchasthemasksonthelink andcustomelddresblocks,mayappeain multiple for-
matsin the con glet. In sucha casethe dataelementsarecornvertedinto the correctformatdependingon the
commandthe parseris processing.For example,the link mask/30 appearsn the commandip address
<interface-ip> <link-mask> in the interface con guration and in the commandaccess-list
<packet-filter- acl> permit <link-prefix> <link-mask-wild> in the paclet Iter de -
nition. After extractingthevaluefrom thedatabaseheparseicorvertsthemaskliengthof “30” to0 255.255.255.252
for the <link-mask>  (in theinterface section)andto 0.0.0.3for the <link-mask-wild> (for the
paclet- Iter de nition). The nameof the correspondingparametem the ACL commandsndicatesvhetheror
notthe maskwill be corvertedto 255.255.255.252r 0.0.0.3.A wild in the parametes nameindicatesthat
the maskwill be convertedto 0.0.0.3,whereasanint in the parametes name(e.g., <cust-mask-int >
intheip prefix-list commandor theroute lter) indicatesthatthe maskwill be presentecdsaninte-
ger Thus,the con guration commandsare automaticallygeneratedy populatingthe dataelementdnto the
con gurationtemplate.

21



5 Conclusion

Manualcon gurationof IP routersis anexpensve, time-consuminganderrorproneprocessin this paperwe
have describedanapproacto automategbrovisioning of BGP-speakingustomersvith athree-steprocess—
gatheringcustometspeci ¢ data,storingtheinformationin adatabaseandgeneratingon gurationcommands
by applyingprovisioningrules.We presented casestudyexampleof a TechnicalQuestionnairéTQ) for new
customersa databaseschemafor storing the customeispeci ¢ information, con guration rules for driving
the provisioning processand a templatecapturingthe syntaxof the con guration commands.In practice,
providersmay vary in the detailsof their TQ, databaseechnologiesprovisioning rules,androutercommand
setsbut the basicapproachremainghe same.Basedon the work in this paperwe have developeda prototype
implementatiorof our provisioningsystemusingcon gurationdatafrom AT&T' scommercialP backbondo
bootstraghedatabase.

A completesolutionto the provisioning problemwould needto addressseveral otherissues. First, the
systemshouldautomaticallygeneratehe small setof route-map=on the productionrouters;in practice,the
route-mapxanbe quite complicatedandshouldbe compiledfrom a higherlevel speci cationof theintended
policies. Second,the systemshouldallow the con guration to proceedin stageswith physicaltestingat
eachstep;eachstagecould involve applyinga subsetf our con glet andtestingthe resultingset-up. Third,
the systemshould supportchangessuchas remaoving a customer migrating a customerfrom one router to
another addingone or more new links, or changingthe routing policy; a completesolution would require
con gurationrulesfor eachof these‘use cases. Fourth, the systemshouldsupporta smoothtransitionfrom
manuako automateaon gurationby loadingexisting customersnto thesystemghis would involve extracting
the relevant datafrom the router con guration les, after a “clean-up” phaseto ensurethat the actual PR
con gurationadhereso therules.Fifth, althoughour systenreduceslependencontheroutervendorproducts
by representinghe commandsyntaxin a separatéemplate a completesolutionshouldhave a vendorneutral
layer and separatédrivers” to generatehe commanddor eachrouter productand version. Sixth, for ease
of extensibility the provisioning rules shouldbe expressedseparatelffrom the databasén a languagewith
constructghatappealo network operatorsin our futurework, we planto useour provisioning prototypeand
adetailedanalysisof AT&T' scon gurationdatato explore mary of theseopenissues.
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