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Abstract

Manualcon�gurationof IP routersis anexpensive,time-consuming,anderrorproneprocess.For large
Internetserviceproviders,establishingservicefor new customersis amajorpartof the�nancial costof run-
ning thenetwork. Increasingly, thesecustomerswantto exchangeroutinginformationwith theirprovider(s)
usingtheBorderGatewayProtocol(BGP),acomplex andhighly-programmableinterdomainroutingproto-
col. Thispaperdescribeshow aprovidercancon�gure its connectionsto BGP-speakingcustomers,from the
technicalquestionsaskedof new customersto theindividualcon�gurationcommandsto appliedto thepro-
ductionrouters.Wepresentacasestudyof aTechnicalQuestionnaireanddescribehow theproviderassigns
uniqueidenti�ers suchasIP addressblocks,interfacenames,andaccess-controllist numberson behalfof
thecustomer. Next wedescribeanexamplesetof provisioningrulesthatusethecustomer-speci�c informa-
tion to generatea sequenceof con�guration commands—a“con�glet”—for addingthenew connectionto
thenetwork; our con�gurationrulesareexpressedusingCiscoInternetOperatingSystem(IOS)commands
asanexample. Thenwe describea databaseschemafor storingandaccessingthecustomer-speci�c data,
anddiscusshow to usea virtual view on this databaseto populatea templatethat capturesthe syntaxof
the routercommands.Our provisioningsystemprovidesan inexpensive, ef�cient, andaccurateway for a
provider to con�gure connectionsto new BGP-speakingcustomers.

1 Intr oduction

The Internetconsistsof thousandsof AutonomousSystems(ASes)operatedby diverseinstitutionsranging

from collegecampusesandcorporatenetworksto largeInternetServiceProviders(ISPs).Routersin different

ASesusetheBorderGateway Protocol(BGP)[1, 2] to exchangeinformationabouthow to reachdestinations

throughoutthe Internet—inessence,BGPis the “glue” thatholdsthedisparatepartsof the Internettogether.

As such,local mistakesin con�guring BGP-speakingrouterscanhave globalconsequences,suchaslost con-

nectivity, forwardingloops,routeoscillation,andsurgesin routing tablesizeandprocessingload. To make

mattersworse,BGPis a complex andpoorly-understoodprotocolthat is highly con�gurable. Manualcon�g-

uration,while time-consuminganderror-prone,is extremelycommon,andmay be responsiblefor many of

the outagesandanomaliesthat occurin practice[3]. This paperprovidesan operationalperspective on how

BGPis con�gured in an ISPnetwork, anddescribesa systemfor con�guring theroutersautomaticallybased

on customer-speci�c dataandtheprovider's policiesfor establishingservicefor new customers.

Many customersdo not needto run BGP, or any dynamicrouting protocol,on their connectionsto their

upstreamproviders.Staticroutingsuf�ces for many corporateanduniversitynetworks. However, thesekinds

of networks increasinglyuseBGPto exchangerouting informationwith multiple upstreamproviders,or with

otherlocal networks,becauseBGPgivesthemmorecontrolover how traf�c entersandleavestheir domains.
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Figure1: End-to-endview of thecustomerprovisioningprocess

Evenanetwork thatconnectsto asingleneighboringdomainmayuseBGPto balanceloadover multiple links

to theupstreamprovider. In practice,a customernetwork hasa smallnumberof BGPsessionsthatcouldbe

con�gured manually. On the otherhand,a serviceprovider typically managesa multitudeof links andBGP

sessionswith a largenumberof neighboringdomains.Addingnew customersto thenetwork is amajorpartof

operatingalargeISP, andthesecustomersincreasinglywantto speakBGP. Establishingservicefor anew BGP-

speakingcustomerinvolvescon�guring theaccesslinks andtheassociatedBGPsessions,andassigningimport

andexportpoliciesto thesesessions.Thedetailsof thecon�gurationdependon customer-speci�c information

suchastheAS number, thedestinationpre�xes,thenumberof accesslinks, andtheselectedroutingpolicies.

Automatingthecon�gurationof aprovider's connectionto aBGP-speakingcustomerarguesfor anend-to-

endview from the initial datacollectedfrom thecustomerto theapplicationof commandson theproduction

routers.Thekey elementsof our approachareillustratedin Figure1. TheTechnicalQuestionnaire(TQ) lists

thequestionsaskedof a new customer. Theresponsesto thesequestions�o w throughto a customerdatabase.

In addition, the provider may consult the databaseto assignuniqueidenti�ers (suchas IP addressblocks,

interfacenames,andaccess-controllist numbers)for the new customer. The provider hasprovisioning rules

that determinehow the customer-speci�c dataaffect the con�guration of the routers. Theserulesdrive the

queryingof the databaseandthe generationof a list of con�guration commands—a“con�glet”—for adding

thenew customerto thenetwork. Then,a separatesystemcanconnectto theproductionroutersto applythese

commands.In this paper, we focuson theTQ, thedatabase,andtheprovisioning rulesnecessaryto generate

thecon�glet; we donotelaborateon thesystemsissuesinvolvedin applyingthecommandsto therouters.

Establishingacleanseparationbetweenthecustomer-speci�c dataandtheprovider's con�gurationrulesis

themain technicalchallengein automatingtheprovisioningprocess.In Section2, we presentanoverview of

BGPthathighlightstherequirementsfor con�guring theprovider'sendof aBGPsessionwith acustomer. Then,

Section3 identi�es the key customer-speci�c informationthat drivesthe provisioning processanddescribes

how a provider acquiresor generatesthis data.We alsopresenta casestudywith exampleprovisioning rules

that take customer-speci�c dataas input and generatea con�glet as output. Our explanationsdraw on the

syntaxandsemanticsof CiscoInternetOperatingSystem(IOS)commandsasanexample;otherroutervendors

emulatethe IOS commandsetor have con�guration languageswith similar constructs.Section4 describes

how to constructa database-driven provisioningsystem.We presenta schemafor representingthecustomer-

speci�c dataanddiscusshow to constructa virtual view thatcapturesthecustomer's BGPcon�gurationafter

theapplicationof theprovisioningrules.Thepaperconcludesin Section5 with asummaryof ourcontributions
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andadiscussionof futureresearchdirections.

2 Border GatewayProtocol (BGP)

This sectionpresentsbackgroundmaterialon BGP andhighlightsthe requirementsandparametersinvolved

in con�guring a BGPsession.After a brief overview of Internetrouting,we explain thestepsin establishing

a BGPsessionanddiscusshow a routerknows how to reachtheremoteendof thesession.Thenwe explain

how BGPimport andexport policiesaffect theselectionof the“best” routefor eachdestinationpre�x andthe

propagationof routesto neighboringASes.

2.1 Inter net Routing

Packet forwardingin the Internetoperatesat the level of addressblocks,or pre�xes. Eachpre�x consistsof

a ��� -bit addressanda masklength. For example, �����	��
��
�	��
������ representsthe ����� addressesrangingfrom

�����	��
��
�	��
 to �����	��
��
�	�
����� . An IP routerconstructsa forwarding table that associateseachdestinationpre�x

with oneor moreof its outgoinginterfaces.Whena packet arrives,therouterextractsthedestinationaddress

from theIP headerand�nds thelongestmatchingpre�x; for example,thedestination192.0.2.179couldhave

a longestpre�x matchof 192.0.2.0/24.Then,therouterforwardsthepacket to anoutgoinginterfacebasedon

the forwarding-tableentry for this pre�x. In thesimplestcase,a routerhasa forwardingtablewith a single,

default route—for the pre�x 0.0.0.0/0that includesall IP addresses.Alternatively, the router may have a

smallnumberof statically-con�guredroutesthatmapcertainpre�xesto particularoutgoinginterfaces.More

generally, though,a routermay constructits forwarding tableby combininginformationlearnedfrom other

routersvia dynamicroutingprotocols.

The routersparticipatein an intradomainrouting protocol,suchasOSPFor IS-IS, to selectpathswithin

theAS. Theroutersat theedgeof thedomaincanparticipatein BGPto exchangeinformationwith otherASes

abouthow to reachdestinationpre�xes. BGPis a path-vectorprotocolthatconstructsa routeby successively

propagatingreachabilityinformation [2, 4,5]. A BGP-speakingrouter sendsan advertisementto notify its

neighborof anew routeto thepre�x andsendsawithdrawal to revoke theroutewhenit is no longeravailable.

Eachadvertisementincludestheattributesof theroute,includingthelist of ASesalongthepath.For example,

theAS path“7018701” goesfrom AS 7018(AT&T) to AS 701(UUNET). Beforeacceptinganadvertisement,

thereceiving routerchecksfor thepresenceof its own AS numberin theAS pathto detectanddiscardroutes

with loops. BGP is a policy-orientedprotocol. Locally-con�gurablepoliciesdeterminehow a routerselects

the“best” routeto eachdestinationpre�x (amongtherouteslearnedfrom its variousneighbors)andwhether

to propagatetherouteto otherneighbors.
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2.2 BGP Session

Two routersexchangeBGPmessagesover anunderlyingBGPsession.EstablishingtheBGPsessioninvolves

threemainsteps:

1. Establishing the TCP connection: The two routersestablisha TCPconnectionbetweenthe two end-

point IP addresses;in practice,eachrouteris con�guredin advancewith theIP addressof theotherBGP

endpoint.

2. Opening the BGP session:Next theroutersexchangeBGPcontrolmessagesto openthesession.Each

BGPspeaker provideslocal informationsuchastheBGPversionnumberandtheAS number.

3. Exchangingrouting tables: Theneachrouteradvertisesits “best” routefor eachdestinationpre�x; each

endof thesessionmayhave anexportpolicy thatrestrictswhetheror not therouteis propagated.

Finally, in steadystate,the routersexchangeupdatemessages(advertisementsandwithdrawals) as the best

routeschange.Thetwo routersalsoexchangeperiodic“keep-alive” messagesto detectwhetherthey canstill

communicate;thespacingbetweenthesemessagesis controlledby a con�gurablekeep-alive timer. Eachend-

pointhasacon�gurablehold-timethatis themaximumamountof time thatmayelapsebetweenthereceiptof

successive keep-alive or updatemessages.If thehold timer expires,theBGPspeaker returnsto the idle state,

waiting for an opportunityto establisha new BGP session.In the meantime,the routerdiscardsthe routes

learnedvia thissession,selectsnew bestrouteswherenecessary, andsendsupdatemessagesto notify its other

neighborsof any routingchanges.

To exchangeBGPmessages,eachroutermustknow how to directIP packetsto theremoteend-pointof the

BGPsession.This introducesapotentialcircularity—theroutersmustknow how to reacheachotherin orderto

exchangeroutinginformation.Eachrouterneedsto know whichoutgoinglink(s) would leadthepacketsto the

remoteendof theBGPsession.Therearethreemainwaysfor theProviderRouter(PR)to reachtheend-point

of theBGPsessionon theCustomerRouter(CR):

� Shared physical network: The two routersmay have a commonphysicalnetwork, asshown in Fig-

ure2(a). In thepre�x 12.119.155.156/30,theaddresses12.119.155.157and12.119.155.158identify the

two endsof thebidirectional,point-to-pointlink1. ThePRusestheinterfacewith address12.119.155.157

to reachtheremoteend-pointat 12.119.155.158.

� Static con�guration: ThePRcouldbecon�gured to usecertainoutgoinginterfacesto reachtheother

endof theBGPsession.In Figure2(b), the remoteend-pointis the“loopback” address(12.107.34.21)

of theprocessorontheCR.ThePRis staticallycon�guredto forwardtraf�c destinedto 12.107.34.21/32

via theinterfacesPOS11/0/1andPOS12/0/1.
1A point-to-pointlink typically hasfour IP addressesinsteadof two to allow for anetwork address(12.119.155.156)andabroadcast

address(12.119.155.159).
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Figure2: Two waysto reachtheCustomerRouter's endof theBGPsession

� Dynamic routing: In somecases,thePRmaylearnhow to reachtheIP addressof theCR's endof the

sessionvia adynamicroutingprotocol—includingBGPitself. For example,aPRthathasaBGPsession

with theRouteViews monitor(with IP address198.32.162.100)might learna routeto 198.32.0.0/16via

someotherBGPsession.

The �rst two approacheshave the advantagethat the outgoinginterfacesare known in advanceand do not

dependon dynamicinformation. In addition,theseinterfacescanbe con�gured with packet �ltering andre-

sourceallocationpoliciesbasedonprior knowledgeof whatkindsof traf�c shouldbetraversingthelinks. The

third approachis lesscommonfor sessionswith normalcustomersthathave oneor morededicatedlinks to the

provider; theoperatormightchooseto con�gure suchsessionsmanually.

Unlike mostIP packets,thepacketscontainingBGPmessagesusuallydo not traversemultiple links in the

Internet. In fact, in thecon�guration in Figure2(a),eachBGPmessagetravelsa singlehopfrom thesending

routerto the oppositeendof theoutgoinglink. The routercangive theseIP packetsan initial Time-To-Live

(TTL) valueof 1. Thisensuresthatthesepacketsdonotmistakenly travel overa longpath(say, in aforwarding

loop) beforethe TTL value expires. However, in somecasesthe router may needto be con�gured to use

a larger TTL value. For example,the packet may travel two hopswhen the routerscommunicatevia their

loopbackaddresses,asin Figure2(b), or whenthe routersareseparatedby anothernetwork elementsuchas

a �re wall or Network AddressTranslator(NAT). In somecases,thetwo routerscouldbeseparatedby a large

numberof hops. For example,a routingmonitorsuchastheRouteViews or RIPE-NCCcollectorsmay have

BGP sessionswith operationalroutersin distantgeographiclocations. Thesekinds of BGP sessionswould

needto becon�guredwith muchlargerTTL values.

2.3 Selectingand PropagatingRoutes

BGPis apolicy-orientedprotocolthatgivesoperatorsa largeamountof controloverhow theroutersselectand

propagateroutes.Thehandlingof BGPupdatemessagesata routeris a three-stepprocess:
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� Import policy: EachBGP sessionat eachroutercanbe con�gured with an import policy that �lters

unwantedroutesandmanipulatesthe attributesof the remainingroutes. Import �ltering is a form of

“defensive programming”thatprotectsthenetwork from erroneousBGPadvertisements.For example,

an import policy coulddiscardall routesfor so-called“martian” addresses(e.g.,privateIP addressesin

the10.0.0.0/8block) thatshouldnotbeannouncedin theInternet[6] or routeswith AS pathsthatinclude

private AS numbersin the rangeof 64512–65535[7]. Attribute manipulationis a way to in�uence

the selectionof the “best” routefor eachpre�x. For example,the import policy could assigna “local

preference”to a routeto overridethedefault of selectinga routewith theshortestAS path.

� Decisionprocess:TherouterappliestheBGPdecisionprocessto selectexactlyone“best” routefor each

pre�x amongthe routeslearnedfrom eachof theneighbors.This processconsistsof a long, relatively

complex sequenceof rulesthat rank theroutesbasedon their many attributes,suchaslocal preference,

AS pathlength,andmultiple-exit discriminator(MED). Theattributesaffectingthedecisionprocessare

associatedwith the BGP routeadvertisementsor may be assignedby the import policy. For example,

a routerwould prefera routewith three-hopAS pathanda local-preferenceof 100over a routewith a

two-hopAS pathanda local-preferenceof 90.

� Export policy: After selectingasinglebestroute,therouterappliesanexportpolicy for eachsessionto

decidewhetherto propagatetherouteandto manipulatetheattributesof theremainingroutes.Export�l-

teringis a form of route“scoping” thatmaydependonthecommercialrelationshipwith theneighboring

AS.For example,theBGPsessionbetweentwo “peer” ASesmayhaveexportpoliciesthatdiscardroutes

learnedvia otherlarge providersto prevent transittraf�c from traversingthe two networks [8]. Export

�ltering alsohelpslimit the sizeof routing tablesin the Internet. For example,an AS may suppress

routesfor smallersubnetsof largeraddressblocks,suchasroutesfor pre�xesallocatedto customersout

of theprovider's own addressspace[9], particularlyif thecustomersdo notconnectto any otherservice

providers.

Routervendorsoffer �e xible languagesfor operatorsto specifytheimport andexportpoliciesassociatedBGP

sessions.The�e xibility allows operatorsto applydiversepoliciesfor discardingunwantedroutes,in�uencing

theselectionof thebestroutefor a destinationpre�x, andlimiting the propagationof routing informationto

neighboringdomains.In practice,a provider cande�ne a small collectionof import andexport policiesand

install thede�nitions on therouterin advanceof provisioningany BGPsessions.

3 BGP CustomerProvisioning

This sectiondescribeshow to con�gure a provider router(PR)with a BGPsessionto a new customer. We �rst

describethecustomer-speci�c datarequiredfor theprovisioningprocessandexplainhow theprovideracquires

this information. Thenwe presenta casestudywith an examplesetof provisioning rulesfor con�guring the
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accessinterfaces,establishingthe BGP session,assigningpropertiesto the session,andde�ning packet and

route�lters. In practice,providersvarysomewhatin theirexactdatarequirementsandcon�gurationrules,par-

ticularly with regardto optionalBGPcommands.Throughoutthediscussion,wereferto thespeci�c CiscoIOS

commandsnecessaryto provision the two customers.In contrastto vendorbooksandonlinedocumentation,

we explain how to usethecommandsto solve speci�c problemsanddiscusshow thecommandsrelateto each

other. In practice,theprovider's provisioningsystemcouldgenerateroutercon�gurationsin a vendor-neutral

formatsuchastheRoutingPolicy Speci�cationLanguage(RPSL)[10] andthengeneratethevendor-speci�c

representationusinga tool suchasRtCon�g [11]. However, for thesake of simplicity, we focuson generating

theraw con�gurationcommandsin asinglestep.

3.1 Customer-Speci�c Data

Provisioninga new BGPsessionrequiresthecustomerto answerbasictechnicalquestions,ashighlightedin

Table1. Thetableshowsexamplevaluesfor two customerscorrespondingto thecon�glets in Figure3 andFig-

ure4, respectively; the�rst customer(“AT&T Research”)hasasingleaccesslink, whereasthesecondcustomer

(“MoneyBags”)hastwo accesslinks. Thebasicinformationaboutthecustomerconsistsof a textual descrip-

tion, anAS number, anda list of IP addressblocks.In somecases,thecustomermayhave its own AS number

(e.g.,AS 6431for AT&T Research);this is commonfor customersthatconnectto multipleupstreamproviders.

In othercases,theAS numberfor thecustomer's BGPsessionsis selectedby theprovider. Theprovidermight

have a dedicatedAS numberfor BGP-speakingcustomersthatdo not have their own AS number[12] or usea

privateAS numberin therange64512–65535[7]. For example,theprovider couldselecta privateAS number

of 65000for MoneyBags. In somecases,thecustomermayhave its own blocksof IP addresses.Otherwise,

theprovider mayfunctionasa Local InternetRegistry thatassignsaddressblocksto customersout of its own

largerblock; thisprocesscanbeautomatedbasedonaddressinformationtheprovider's provisioningdatabase.

As partof theaddressassignmentprocess,theprovidermayaddthecustomer'saddressassignmentinformation

to theappropriate“whois” databasemanagedby theRegionalInternetRegistry.

The customerindicatesits geographiclocation(e.g.,FlorhamPark, NJ) andthe desiredmediatype and

speedof eachof the accesslinks (e.g.,45 Mbps serial link). This informationis usedto selecta routerat a

nearbyhoming location(e.g.,Newark, NJ) that canaccommodatethe links, ashighlightedin Table2. The

decisionmaydependon boththegeographicproximity andtheavailableslotson theproductionrouters.The

selectionof thehominglocationsmay, in turn, affect the assignmentof IP addressblocksto the customerto

maximizerouteaggregation.Oncetheslot locationsareselected,eachinterfaceis assignedanIP addressand

mask. In practice,a provider's interfacesmaybenumberedout of a specialaddressblock ownedby theAS,

with careto ensurethatno two interfaceshave thesameIP address.Eachinterfaceis alsoassignedanAccess

Control List (ACL) identi�er for the packet �lter that determineswhich IP packetsarepermittedacrossthe

link. Theassignmentof the interfaceIP addressesandACL identi�ers canbe automatedbasedon inventory

informationstoredin theprovider's provisioningdatabase.For example,thesystemcouldautomaticallyselect
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Variable Example#1 Example#2
Per-customer Customerdescription AT&T Research MoneyBags

CustomerAS number 6431 —
Customerpre�xes 135.205.0.0/16 192.0.2.0/24

Per-interface Geographiclocation FlorhamPark,NJ LA, CA LA, CA
Media seriallink POS POS
Speed 45Mbps 155Mbps 155Mbps

Per-session Numberof intermediatedevice 0 0
Loopback,if multihop — 12.107.34.21
Choiceof inboundroute-map CUSTFACE CUSTFACE
Choiceof outboundroute-map ALLROUTES ALLROUTES
Default route(yes/no) no no
SmallerBGPtimers(yes/no) no yes

Table1: Customertechnicalquestionnaire(TQ) for BGPprovisioning

Variable Example#1 Example#2
Per-interface PRroutername ewr-nj lax-ca lax-ca

Interfacename Serial10/0/1 POS11/0/1 POS12/0/1
Interfaceaddress 12.119.155.157 12.119.155.161 12.119.155.165
Interfacemasklength 30 30 30
Packet �lter id 1304 1273 1273

Per-session ProviderAS number 7018 7018
Route�lter id 106 111

Table2: Customer-speci�c identi�ers assignedby theprovider

thenext availableACL numberon thePRrouterterminatingtheaccesslink.

EachBGP sessionis associatedwith one or more of the accesslinks betweena provider router and a

customerrouter. DifferentBGPsessionswith thesamecustomermayhavedifferentcon�gurationoptions.The

provider routeris associatedwith anAS numberbelongingto theprovider. A multi-hopcon�guration is used

if thecustomerhastwo or moreaccesslinks, or connectsto theprovider via an intermediatedevice; in these

situations,thecustomermustprovide a remoteIP addressfor its endof theBGPsession.Theproviderassigns

anavailableACL identi�er for the route�lter thatdetermineswhich pre�xesthecustomercanadvertiseover

theBGPsession.For the import andexport policies,theprovider mayhave a smallmenuof optionsthatare

con�gured on the routersin advanceof customerprovisioning. For example,somecustomersmay want to

receive a completeBGProutingtable(e.g.,ALLROUTES)whereasothersmayonly wantto receive routesto

theprovider'sothercustomersor asimpledefault routeto 0.0.0.0/0.Thecustomermaybealsobeableto select

certainoptionalfeatures,suchasdifferentvaluesfor thekeep-alive andhold-down timers. For simplicity, the

provider might offer a few candidatesettingsof the timer valuesratherthanallowing the customerto select

arbitraryvalues.
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interface Serial10/0/1
description AT&T Research
ip address 12.119.155.157 255.255.255.252
ip access-group 1304 in

!
router bgp 7018

neighbor 12.119.155.158 remote-as 6431
neighbor 12.119.155.158 description AT&T Research
neighbor 12.119.155.158 route-map CUSTFACEin
neighbor 12.119.155.158 route-map ALLROUTESout
neighbor 12.119.155.158 prefix-list 106 in

!
ip prefix-list 106 seq 5 permit 135.205.0.0/16
access-list 1304 permit 135.205.0.0 0.0.255.255
access-list 1304 permit 12.119.155.156 0.0.0.3
!

Figure3: Example“con�glet” for aBGP-speakingcustomerwith asingleaccesslink

3.2 AccessInterfaces

Con�guring theaccessinterfacesis the �rst stepin provisioninga new customer. We assumethat therouters

have beenphysicallydeployedon theprovider andcustomernetworks,andthelayer-two links have beencon-

nected.Physically, aninterfaceresidesonacardthatconnectsto aslot in therouter's switchingfabric.Thein-

terfacenameidenti�es thelocationof theinterfacein therouter, aswell asthemediatype.Mostrouterssupport

avarietyof media,includingSerial(e.g.,T1 or T3), HSSI(High-SpeedSerialInterface),Ethernet,FDDI (Fiber

DistributedDataInterface),ATM (AsynchronousTransferMode),andPOS(Packet-Over-SONET).Eachme-

dia typehasdiversecon�gurationoptionsfor low-level detailssuchasencapsulation,framing,errorchecking,

and link capacity;in practice,network operatorsmay have a setof default commandsfor eachmediatype.

In addition,the interfacecon�guration may includethe selectionof certainlink-schedulingandbuffer man-

agementpolicies, suchas assigningthe buffer size,enablingRandomEarly Detection(RED), or assigning

link-schedulingweightsfor class-basedqueuing. Sincethe layer-two commandsandthe resource-allocation

policiesdonot in�uence theBGPcon�guration,weomit themfrom ourexamplefor thesake of simplicity.

In Figure3, the interface Serial10/0/1 commandmovesinto thecontext of theSerial10/0/1in-

terface.In ourexample,theinterfacesectionhasthreeindentedcommandsappliedin sequence:

� Comment �eld : Thedescription is acomment�eld, setusingthedescriptionfrom theTQ.

� IP address/mask:The ip address commandsetstheaddressandmasklengthfor the interface,as

assignedby theprovider.

� Packet �lter identi�er: The ip access-group commandassociatesa �lter with the interfaceto

discardcertain“in” packets arriving on this interface. The packet �lter is identi�ed by an access-list

numberassignedby theprovider.
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interface POS11/0/1
description MoneyBags
ip address 12.119.155.161 255.255.255.252
ip access-group 1273 in

!
interface POS12/0/1

description MoneyBags
ip address 12.119.155.165 255.255.255.252
ip access-group 1273 in

!
router bgp 7018

neighbor 12.107.34.21 remote-as 65000
neighbor 12.107.34.21 description MoneyBags
neighbor 12.107.34.21 update-source Loopback0
neighbor 12.107.34.21 ebgp-multihop 2
neighbor 12.107.34.21 route-map CUSTFACEin
neighbor 12.107.34.21 route-map ALLROUTESout
neighbor 12.107.34.21 prefix-list 111 in
neighbor 12.107.34.21 timers 15 45

!
ip route 12.107.34.21 255.255.255.255 POS11/0/1
ip route 12.107.34.21 255.255.255.255 POS12/0/1
!
ip prefix-list 111 seq 5 permit 192.0.2.0/24
access-list 1273 permit 192.0.2.0 0.0.0.255
access-list 1273 permit 12.119.155.160 0.0.0.3
access-list 1273 permit 12.119.155.164 0.0.0.3
access-list 1273 permit 12.107.34.21 0.0.0.0
!

Figure4: BGPcon�gurationfor acustomerwith two accesslinks (POS11/0/1andPOS12/0/1)

The“!” line is anull commandusedto denotetheendof theinterfacesectionof thecon�guration.Later, other

commandsareusedto associatetheinterfaceswith theBGPsessionandto de�ne thepacket �lter .

3.3 BGP Connectivity

Enteringthe BGP sectionof the PR's con�guration requiresusing the router bgp command,using the

provider's AS number(e.g.,7018)astheargument.Then,theindividual neighbor statementsassignproper-

tiesto thesession.TheIP addressin theneighbor statementsrefersto thecustomer'sendof theBGPsession.

In our example,theaddressis selectedin oneof two ways,asshown earlierin Figure2. If thesessionhasone

accesslink andnointermediatedevices,theneighbor addresscorrespondsto theotherendof theaccesslink,

asillustratedin Figure2(a)andtheexamplein Figure3. Con�guring thesessionin thissimplemannerhasthe

advantagethat theprovider caneasily“rehome” theaccesslink to a differentPRrouterwithout requiringthe

customerto recon�gureits endof thesession.In theexamplein Figure2(a),supposethatthePRhasloopback

address12.1.17.8andthe accesslink is moved to a differentprovider routerwith loopback12.89.2.45.The
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CR could continueto refer to the IP addressof the provider's endof the accesslink (12.119.155.157)asthe

remoteend-pointof theBGPsession,sincetheaccesslink couldretainits network addressasit movesto anew

location.However, if theCR communicatedwith thePR's loopbackaddress,rehomingthelink would require

changingtheCR'scon�gurationto communicatewith 12.89.2.45ratherthan12.1.17.8.

A more complex con�guration is requiredif the BGP sessionhasmultiple accesslinks or traversesan

intermediatedevice. In this case,the remoteIP addressis the loopbackaddressprovidedby thecustomer, as

illustratedin Figure2(b)andtheexamplein Figure4. Thissecondapproachrequiresthecon�gurationof astatic

routefor eachaccessinterfaceassociatedwith thesession.This is achieved usingthe ip route command.

Theargumentsarethecustomer's remoteIP address(with a /32 mask)andthenameof theinterface(e.g.,ip

route 12.107.34.21 255.255.255.255 POS11/0/1 ). Similarly, theCR would becon�gured to

have a BGPsessionwith theprovider's loopbackaddress.As a result,theCR expectsto receive packetsfrom

thePR's loopbackaddress.Usingtheupdate-source Loopback0 commandensuresthatthePRusesits

loopbackaddress(e.g.,12.0.1.7in Figure2(b)) asthesourceaddressof thepacketsassociatedwith theBGP

session.Communicatingwith thecustomer's loopbackaddressrequirestheBGP messagesto travel an extra

“hop” to reachtheremoteBGPend-point.This requiresover-riding thedefault TTL valuefor theIP packets.

For example,Figure4 usesthe ebgp-multihop 2 commandto assignan initial TTL valueof 2. If the

customerhasoneor more intermediatedevicesbetweenthe PR and the CR, a higherTTL valuewould be

necessary;in thiscase,theargumentto theebgp-multihop commandwould comefrom thecustomerTQ.

3.4 BGP SessionProperties

Therestof theneighbor commandsassignbasicpropertiesto theBGPsession.Two of the itemsrelateto

theidentityof thecustomer:

� Customer AS number: The remote-as commandassignsthe remoteend-point's AS number, as

indicatedin theTQ or assignedby theprovider.

� Comment �eld : Thedescription is acomment�eld, setusingthedescriptionfrom theTQ.

Theremainderof theneighbor commandsassociatespeci�c policieswith theBGPsession:

� Import/export policies: Two route-map commandsassigntheimport (“in”) andexport (“out”) poli-

cies for the session.Although thesepoliciesmay be quite complicatedin practice,they are typically

installedon therouterin advanceof provisioningnew customers.TheTQ allows thecustomerto select

theimportandexportpoliciesfrom amenuof pre-de�nedoptions.

� Route �lter identi�er: Theprefix-list commandassignsa �lter thatdiscardscertain“in” routes

arriving via thisBGPsession.Theroute�lter is identi�ed by anidenti�er assignedby theprovider.
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� Dynamic default route: Thedefault-origin at e commandsendsthecustomeradynamicdefault

route(to 0.0.0.0/0)whenthesessionis established.In ourexample,weassumethatthiscommandis used

whenrequestedby theclient in theTQ.

� Keep-alive/hold timers: Thetimers commandover-ridesthedefaultvaluesof thekeep-alive andhold

timers(60and180seconds,respectively). Smallervaluesresultin fasterdetectionof legitimatefailures,

at therisk of mistakenly terminatingthesessionduringperiodsof transientdelayin deliveringthekeep-

alive messages.Fasterfailuredetectionhasgreaterutility whena customerhasmultiple BGPsessions

at differentPRs,or sessionswith multiple upstreamproviders,sincetraf�c canbedivertedto alternate

links whena sessionfails. In our example,we assumethat smallervalues(e.g., 15 and45 seconds,

respectively, asshown in Figure4) areassignedwhenrequestedby thecustomerin theTQ.

3.5 Packet Filters

The packet �lter on the accessinterfacesprotectsthe provider's network, and the restof the Internet,from

erroneousdatapacketssentby thecustomer. Thepacket �lter discardspacketsenteringor leaving theinterface

basedonthecertainheader�elds, asde�nedin theassociatedaccess-list commands(e.g.,access-list

1304 in Figure3). Theargumentsof eachaccess-list commandfor thepacket �lter arethepre�x and

maskin dotted-decimalnotation;in binary form, themaskhasa 1 for eachwild-cardbit (e.g.,a masklength

of 30 would berepresentedas0.0.0.3).In our example,thepacket �lter consistsof a smallsetof permissible

sourceIP addresses:

� Customerpre�xes: The�lter allowspacketswith asourceaddressownedby thecustomer(e.g.,135.205.0.0/16

in the�rst access-list 1304 commandin Figure3). Filtering incomingpacketsbasedon thecus-

tomer'saddressblocksIP addresscanpreventdenial-of-serviceattackswith “spoofed”IP addresses[13].

� Accesslinks: The�lter alsopermitspacketswith asourceaddressassociatedwith anyof thecustomer's

accesslinks acrossall of its hominglocations(e.g.,12.119.155.161/30and12.119.155.169/30in Fig-

ure4). Thisallows thecustomerto usetoolssuchas“ping” to verify thattheprovider's endof anaccess

link is reachable.

� CR's end of the BGP session:The�lter permitspacketswith thesourceaddressof thecustomer's end

of theBGPsession.ThisensuresthattheIP packetscontainingBGPmessagesfrom thecustomerarenot

discarded.In somecases,this IP addressis already“covered”by thecustomer's pre�xesor accesslinks.

Otherwise,aseparateACL commandis necessary(e.g.,thelastaccess-list commandin Figure4).

Packetswith sourceaddressesoutsideof thesethreeaddressblockswould bediscarded.In practice,thepro-

visioning systemmay try to reducethe numberof access-list commandsto lower the packet-handling

overheadon the interfacecards.This may involve removing ACL clausesthataresubsumedby otherclauses
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or combiningadjacentaddressblocks. For example, in access-list 1273 in Figure 4, the lines with

12.119.155.160/30and12.119.155.164/30couldbereplacedby asingleline

access-list 1273 permit 12.119.155.160 0.0.0.7

thatpermitsall addressesin 12.119.155.160/29.

3.6 Route Filters

Theroute�lter on theBGPsessionprotectstheprovider's network, andtherestof theInternet,from erroneous

routing advertisementssentby the customer. In contrastto the packet �lter , the route�lter refersto speci�c

destinationpre�xes ratherthan individual sourceIP addresses.In reality, the inboundroute �lter is part of

the import policy and,assuch,couldbespeci�ed in the inboundroute-map.However, someaspectsof route

�ltering arecustomer-speci�c. In orderto maintaina smallsetof genericroute-maps,it is usefulto usea sep-

arateconstruct(theprefix-list ) for thecustomer-speci�c �ltering. In our example,theprefix-list

commanddiscardsany routesthatdonotcorrespondto thecustomer'spre�xes(e.g.,135.205.0.0/16in Figure3

or 192.0.2.0/24in Figure4); thesyntaxfor theip prefix-list commandspeci�esthepre�x andmaskin

dotted-decimalandintegernotation,respectively. Thisroute-�ltering policy protectsthenetwork from miscon-

�gurations on thecustomer's endof theBGPsession.For example,a customermight mistakenly advertisea

routeto someotherpre�x learnedfrom anotherprovider;acceptingthisroutemightcauseoneprovider to send

traf�c to theothervia their commoncustomer!

Our exampleroute �ltering policy is fairly restrictive sinceit doesnot permit the customerto advertise

routesfor any subnetsof its addressblocks. In practice,a route�ltering policy thatallows subnettingwould

bemorecomplicatedthanthis. A customerowning135.205.0.0/16mightwantto beableto advertisedifferent

BGP routesfor 135.205.1.0/24and135.205.2.0/24to achieve certainload balancinggoals. Allowing these

kindsof announcementswouldrequiretheprovider to usealooser�lter thatallowssubnettingof theaddresses.

However, the provider may not want to allow the customerto advertiseall possiblesubnetsof the address

blocks,sincethiscouldleadto anexplosionin thesizeof theroutingtables.Instead,theprovidermighthave a

policy thatallows for limited subnettingof thecustomer's addressblocks.For example,thecommand

ip prefix-list 106 seq 5 permit 135.205.0.0/16 ge 16 le 24

allows a rangeof masklengthsfrom 16 to 24. In practice,a provisioningsystemcouldhave two categoriesof

route�lters—one basiccon�guration that speci�esa simplelist of the customer's addressblocksfor regular

customersandanotherthat allows certainsubnets(e.g.,all subnetsup to a certainmasklength) for certain

customersthatneedgreater�e xibility. For easeof presentation,wefocusonasimplepolicy thatdoesnotallow

thecustomersto advertisesubnetsof theiraddressblocks.
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4 Database-DrivenProvisioning System

Theprovisioningprocesshasthreemainsteps—collectingthecustomer-speci�c information,storingthedata

in a database,andusingthedatato generatea con�glet—asillustratedearlierin Figure1. In this section,we

focusspeci�cally on the databaseissuesin the provisioning system.First, we describehow to representthe

customer-speci�c dataandhow to constructavirtual view (explainedlater)of thecustomercon�gurationafter

applyingthe provisioning rules. Thenwe describehow to usethis virtual view to generatethe sequenceof

commandsthatshouldbeappliedto theprovider's router.

4.1 Provisioning Database

The heartof the BGP provisioning systemis a databasethat storesall of the customer-speci�c data—thein-

formationfrom the technicalquestionnaire(TQ) aswell astheprovider-assignedidenti�ers. In practice,this

databasemight storea wide variety of dataaboutthe provider's network andits customersandsupportnu-

merousapplicationssuchasbilling, reporting,maintenance,andinventorymanagement.For simplicity, we

describejust the portionsof the databasethat relateto provisioning new BGP-speakingcustomers.We as-

sumethatthedatarelatedto theprovider's inventoryandlayer-2 con�gurationhave alreadybeenstoredin the

database.We alsoassumethat theroute-mapde�nitions have beenstoredin thedatabaseandinstalledon the

productionroutersaspartof theinitial deploymentof theequipment.Table3 shows theproposeddataschema

usinga relationaldatabaseasan example. The primary key �elds aremarked by � andthe foreign keys are

markedby � . Thegeneraldesignguidelinescanbeappliedon othertypeof databases.

4.1.1 DesignCriteria

Decidingwhatdatato storeis the �rst critical designdecision.On theonehand,thedatabasecouldstorethe

individual con�guration commandsappliedto theproductionrouters.However, this approachdoesnot allow

thesystemto adaptto changesin the con�guration rulesandties thesolutionvery tightly with the detailsof

speci�c vendorcommands.Instead,we storeonly the customer-speci�c information(shown in bold font in

Figure3) andasmallnumberof identi�ers neededto link thedatatogether. This hasseveraladvantages.First,

fewer dataelementsneedto bestoredin thedatabase.Second,dataintegrity is easierto maintainsincethere

areminimal dependenciesbetweenthedataelements.Third, thedatabaseschemais �e xible enoughto allow

changesto the con�guration rulesandto supportothernetwork managementapplications,suchasinventory

management.Thedrawbackof thisapproachis thatthedataelementsthatarenotstoredin thedatabasemustbe

generatedevery time they areneeded.Thegenerationof suchdataelementsmayinvolve expensive operations

suchastablejoining.

Thesecondmajordecisionconcernshow to structurethedatain thedatabase.Onesimpleapproachwould

beto createa singletablewhereeach�eld correspondsto a dataelement.However, this approachis unwieldy

from a databasedevelopmentpoint of view. For example,a customermay have multiple addressblocksthat
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Table Fields Data type Examples
Customer CustomerID � Number 1 2

AS number Number 6431 65000
Description String AT&T Research MoneyBags
Geographiclocation String FlorhamPark,NJ LA, CA

Inventory Router � String ewr-nj sfo-ca
Type String Cisco Cisco
Location String Newark,NJ LA, CA

Device Router��� � String ewr-nj lax-ca lax-ca
Interface � String Serial10/0/1 POS11/0/1 POS12/0/1
Slot Number 10 11 12
Media String Serial POS POS
Speed Number 45 155 155

Link Router��� � String ewr-nj lax-ca lax-ca
Interface��� � String Serial10/0/1 POS11/0/1 POS12/0/1
Pre�x ID � Number 3 4 5
Packet �lter ID Number 1304 1273 1273

BGPsession SessionID � Number 1 2
Route �lter ID String 106 111
Loopback IP address Number Nil 12.107.34.21
Inbound route-map String CUSTFACE CUSTFACE
Outbound route-map String ALLROUTES ALLROUTES
# of intermediate devices Number 0 0
Smaller timers Boolean no yes
Default originate Boolean No No

Assignment CustomerID ��� � Number 1 2 2
SessionID ��� � Number 1 2 2
Router��� � String ewr-nj lax-ca lax-ca
Interface��� � String Serial10/0/1 POS11/0/1 POS12/0/1

IP pre�xes Pre�x ID � Number 1 2 3 4 5
Type String Customer Customer BGPlink BGPlink BGPlink
Pre�x Number 135.205.0.0 192.0.2.0 12.119.155.157 12.119.155.161 12.119.155.165
Netmask Number 16 24 30 30 30

Pre�x allocation Pre�x ID ��� � Number 1 2 3 4 5
CustomerID ��� � Number 1 2 1 2 2

Table3: TheBGPprovisioningdataschema(the�elds thatstorethecustomer-speci�c informationareshown
in bold font; theprimarykey �elds aremarkedby � andtheforeignkeys aremarkedby � ).

needto beincludedin thepacket �lter associatedwith accessinterfaces.However, eachdatarecordin thetable

canhaveasinglevaluefor each�eld, implying theneedfor multiple recordsto storethedatafor thiscustomer.

This involvesrepeatingall of the otherinformationfor this customeracrossmultiple rows in the table. This

requiresmoredisk spaceandmakesit dif�cult to maintaintheintegrity of thedata.Instead,we normalizethe

tablesby breakingthedataelementsinto several tables,whereeachof theeight tablesin Table3 corresponds

to a importantelementof BGPcon�guration. This semantics-driven schemaprovidesa meaningfulgrouping

of the dataelementsandeasesdatainterpretation.Sincesemantically-relateddataelementsare likely to be

neededat thesametime,ourschemashouldreducethecostof queryingthedatabase.

4.1.2 Data Schema

In thedesignof theschemain Table3, wekeepef�ciency in mindwhile avoidingassumptionsaboutthedetails

of thecon�gurationrules.Theschemahasthefollowing tables:

15



Customer: The Customertablestoresthebasiccustomerinformation—Description, ASnumber, andGeo-

graphic location—from the TQ. Ideally, oneof theseitems(or somesubsetof the items)could serve asthe

primarykey for this table.However, these�elds arenotnecessarilyunique.A singlecustomermayhavemulti-

pleAS numbersandtheprovidermightuseasingle,dedicatedAS numberfor multiplecustomers.A customer

might have multiple locations,eachcorrespondingto a differentsite. The description�eld is a string that is

notnecessarilyuniqueacrossdifferentcustomers.It maybepossibleto constructa primarykey usingall three

of thesedataelements.However, this would be an inef�cient solutionandwould result in multiple different

primarykey �elds for a customerthathasmultiple AS numbersor multiple locations. Instead,we introduce

a new �eld CustomerID that is generatedwhentheentry is created.This �eld servesastheprimarykey for

theCustomertable. Althoughstoringanextra �eld consumesadditionalstoragespace,this approachgreatly

improvestheef�ciency of thedatabaseoperation.

Inventory and Device: Informationabouttheequipmentin theprovider'snetwork couldbestoredin asingle

table. However, a router usually hasmultiple interfaces,making it appealingto have one table for routers

(Inventory) andanotherfor interfaces(Device). This avoids duplicatingthe router-speci�c information(such

asthe routertype andlocation)acrossall of the interfaces.The routernameRouteruniquelyidenti�es each

datarecordin the Inventorytableand,assuch,servesasa primarykey. TheDevice tableincludesthe router

namealongwith the interfacename,slot number, mediatype and link speed. The interfacenameandslot

numberhaveonly localsigni�cancein thecontext of thespeci�c router. As such,theprimarykey of theDevice

tableis thecombinationof therouternameandthe interfacename.TheRouter�eld alsoservesasa foreign

key pointing to the Router�eld in the Inventorytable. The foreign key enforcesdataintegrity betweenthe

recordsin Device andInventorytables—thatis, eachrecordstoredin the Device tablemustcorrespondto a

routerstoredin Inventorytable. In addition,the foreignkey facilitatesjoin operationsbetweenthetwo tables

to extractinformationsuchasthegeographiclocationof aparticularinterface.

Link: In contrastto the physicalinformationin the Device table, the Link tablestoreslogical information

aboutthecon�gurationof accessinterfaces.As with theDevicetable,theprimarykey for theLink tableis the

combinationof therouternameandtheinterfacename.ThePre�x ID �eld is a foreignkey to thePre�x ID in

theIP pre�xestablethatindicatestheaddressandmaskassignedby theprovider. Werepresentthis information

separatelysincethe addresspre�x may be usedin othercontexts, suchasan ACL speci�cation. The Packet

�lter ID storesthepacket �lter identi�er assignedby theprovider. Assigningthis identi�er involveschecking

thedatabaseto selectanavailableACL numberontheassociatedrouter. Onthesurface,thelogicalandphysical

informationcouldbestoredin a singletable. However, thecon�gurationof a link maychangeover time and

differentkindsof links mayhave differentattributes. For example,a provider network hasa large numberof

backbonelinks thatparticipatein the intradomainroutingprotocol(suchasOSPFor IS-IS); thecon�guration

of a backbonelink would includetheOSPF/IS-ISweightsandareabut would notnecessarilyincludea packet

�lter .
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BGP session: The table BGP sessionstoresall of the information relatedto the customerBGP sessions

including the customer's loopbackIP address(if known), route�lter ID, inboundandoutboundroute-maps,

numberof intermediatedevicesbetweenthe two BGPspeakers,theselectionof smallerBGPtimers,andthe

selectionof thedefault-originateoption.Fromtheprovider'sviewpoint,theBGPsessionisuniquelyidenti�able

from thePRnameandtheIP addressof theremoteendof theBGPsession.However, theremoteIP addressis

selectedbasedonthecon�gurationrules(e.g.,it couldcorrespondto thecustomer's endof anaccesslink or the

CR's loopbackaddress).As such,therouternameandremoteIP addressdo not form a goodprimarykey for

theBGPsession.Instead,wede�ne anadditionalSessionID �eld thatservesastheprimarykey for identifying

recordsin theBGPsessiontable.

Assignment: The associationbetweenthe customers,links, andsessionsis storedin the Assignmenttable.

Having a separateassignmenttableprovides the most �e xibility in associatinglinks andsessionswith cus-

tomers.Typically, a link is associatedwith at mostoneBGPsessionbut this is not necessarilytrue. ThePR

mayhave BGPsessionsto multipleCRsthatconnect(throughanintermediatedevice) via asingleaccesslink.

Althoughour exampleprovisioning rulesdo not allow for this case,the databasedesignshouldnot preclude

thiskind of con�guration.Similarly, asingleaccesslink couldconceivably connectto multiplecustomers(say,

over a sharedmediumsuchasan Ethernetor an FDDI ring), so we do not assumethat a Link is associated

with a singlecustomer. TheAssignmenttableallows arbitraryassociationsbetweencustomers,BGPsessions,

andaccesslinks, andthetablehasthreeprimarykey �elds—CustomerID, SessionID, and(Router, Interface).

These�elds alsoserve asforeignkeys to theCustomer, Session, andLink tables,respectively.

IP pre�xes and pre�x allocation: IP addressesandIP pre�xesarisein numerouscontexts in thecustomer

con�guration—thenumberingof the interfaces,the speci�cationof packet androute�lters, andthe identi�-

cationof the remoteend-pointof the BGP session.Often, the samepre�x is instantiatedin multiple places

in thecon�glet. For example,thecustomeraddressblocksappearin thepacket �lter andthe route�lter . To

avoid duplication,we storethepre�xesin a separatetable(IP pre�x) andassigneachpre�x a uniqueidenti�er

(Pre�x ID), which alsoservesastheprimarykey for thetable.Theother�elds identify theaddressandmask.

We representthe maskasan integer masklength(e.g.,30) ratherthanchoosingan inef�cient andcontext-

dependentdotted-decimalrepresentation(e.g.,255.255.255.252or 0.0.0.3).TheType�eld indicateswhether

theIP addressblock is allocatedto acustomeror to aparticularkind of link. This is usefulfor othersupporting

applicationsthat managethe allocationof the provider's addressspace.The allocationof addressblocksto

speci�c customersis maintainedin thePre�x allocationtable,whichhasthePre�x ID andtheCustomerID as

its primarykey andits only �elds. Having a separatetableavoidsincludinga CustomerID �eld in every entry

of theIP Pre�x tableandalsoallows for thepossibility in thefuturethatanaddressblock couldbesharedby

two or morecustomers.
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4.1.3 Virtual Views

Becausethe databasestoresonly the essentialdataelements,othercon�guration datamustbe derived using

theprovisioning rules. This hastheadvantagethat the systemis �e xible enoughto supportchangesto these

rules.However, somenetwork managementapplicationsmayneedinformationaboutthecon�gurationdetails.

For example,anapplicationmight inspectthepacket �lter associatedwith eachaccessinterfaceto make sure

thatthese�lters staywithin limitationsimposedby certainkindsof routers.Ideally, theauthorsof thesekinds

of applicationswould not needto incorporatethedetailsof theTQ or theprovisioningrules,sincethesemay

becomplicatedandchangeover time. At oneextreme,theseapplicationscouldbewrittenon top of a detailed

log of thecon�guration commands,asdumpedfrom eachof theproductionrouters.However, this approach

requiresparsing,modeling,andqueryingtheraw con�gurationdata,dealingwith thesyntacticdifferencesin

commandsacrossdifferent routerproductsandversions,and recreating(wherepossible)the associationof

sessionsandlinks with individual customers.

Instead,it is appealingto write theseapplicationsontopof avirtual view of how thecustomeris con�gured,

without theraw detailsof thesyntaxof thecommands.Thecon�gurationrulesareenforcedin thecreationof

views andtheapplicationscanbebuilt on top of theviews. Virtual views simplify thequeryingthedatabase

and isolatethe applicationsfrom the physicaltables. The virtual views can be organizedaroundthe main

constructsin BGP customercon�guration. Table4 shows an exampleview organizedaroundBGP-speaking

customers.The view is constructedby joining physicaltablesusing the foreign key mappings. The view

shows not only thedataelementsstoredin thedatabase,but alsothecon�guration dataderived basedon the

con�guration rules. We show thederived datain italics. For example,theview Customerdatashows all the

con�guration datarelatedto a customer, including the SessionIP addressandthe update-source commands

which arederived usingtheprovisioning rules. It canbegeneratedusinga querysimilar to theoneshown in

Figure5. Thehigher-level applicationscanquerythedatabasethroughthevirtual views ratherthanaccessing

thephysicaltables.This hidesthedetailsof thecon�gurationrulesfrom theapplicationsandmake thequeries

muchsimpler. For example,theSQLquery

SELECT *
FROMCustomer_data
WHERECustomer_AS_numb er = '6431';

extractsall of theaccessinterfacesandBGPsessionsassociatedwith thecustomerwith AS 6431. It usesthe

virtual view to selectthe customerdatafrom the (virtual) tableshown in Table4. The equivalentquerythat

accessesseveral physicaltablesto extract the sameinformation is shown in Figure 5. This query requires

signi�cant datamanipulationandadetailedunderstandingof thecon�gurationrules.

4.2 Con�glet Generation

Con�glet generationis one of the many applicationsthat can be built on top of the virtual views. Before

generatingacon�glet, theprovisioningsystemchecksthecompletenessandconsistency of thedata.Then,the
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Name Table Fields Example
AS Number Customer AS number 6431
Description Customer Description AT&T Research
Geographiclocation Customer Geographiclocation FlorhamPark,NJ
Router Inventory Router ewr-nj
Location Inventory Location Newark,NJ
Interface Link Interface Serial10/0/1
InterfaceIP address IP pre�xes Pre�x + 1 12.119.155.157
Packet �lter ID Link Packet �lter ID 1304
SessionIP address BGPsession LoopbackIP address(if !Nil) 12.119.155.158

IP pre�xes Pre�x + 2 (else)
Route�lter ID BGPsession Route�lter ID 106
Inboundroute-map BGPsession Inboundroute-map CUSTFACE
Outboundroute-map BGPsession Outboundroute-map ALLROUTES
EBGPmultihop BGPsession � of intermediatedevices(if � 1) —
Updatesource BGPsession Loopback0(if EBGPmultihop � 1) No
Default originate BGPsession Default originate No
BGPkeep-alivetimer BGPsession BGPkeep-alivetimer —
BGPhold timer BGPsession BGPhold timer —
Pre�x IP pre�xes Pre�x 135.205.0.0
Netmask IP pre�xes Netmask 16

Table4: Theexampleview Customerdatacreatedin BGPprovisioningdatabase.

systemusesthedatafrom thevirtual view to populatea templateof con�gurationcommands.

4.2.1 Data Completenessand Consistency

Thecustomer-speci�c dataarepropagatedinto thedatabasein several stepsthat take placeat differenttimes

andmay involve differentapplications.The provider's inventorydataarestoredin the databasebeforepro-

visioning new customers.Datafrom the TQ enterthe databaseafter the customerprovidesthe information.

Othercustomer-speci�c data,suchasACL identi�ers andinterfaceIP addresses,aregeneratedby theprovider

andstoredbackin thedatabase.In addition,informationin thedatabasemaybemodi�ed or removedby other

network managementapplications.Beforegeneratingthe con�glet for a customer, the provisioning system

needsto checkthatall thenecessarydatahave beenstoredin thedatabase.Otherwise,theprovisioningsystem

might generatean incompleteor incorrectcon�glet for thecustomer. Checkingthecompletenessandconsis-

tency of thedatainvolvesinspectingthevirtual view for eachof thecon�gurationcomponents(e.g.,interface

andsession)andensuringthatall the�elds arepopulated.Underneaththevirtual view, this checkfollows the

variousforeignkeys to ensurethatall of thedataelementsarelinkedtogether.

4.2.2 Con�guration Template

Thevirtual view alreadyincorporatestheprocessof applyingthecon�guration rulesto thecustomer-speci�c

data. However, the view doesnot include the detailsof the syntaxof the commandsuseto con�gure the

productionrouter. A templatecanbe usedto automaticallygeneratethe raw con�guration commands.The
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SELECT Customer.AS number, Customer.Description, Customer.Geographic location,
Inventory.Router, Inventory.Location, Link.Interface,
SUBSTR(IP prefixes.prefix, 1,

INSTR(IP prefixes.prefix, '.', 1, 3) -1) || '.' ||
TO CHAR(TONUMBER(SUBSTR(IPprefixes.prefix, '.', 1, 3) + 1)) + 1),

Link.Packet filter ID,
DECODE(BGPsession.Loopback IP address, ' ',

SUBSTR(IP prefixes.prefix, 1,
INSTR(IP prefixes.prefix, '.', 1, 3) -1) || '.' ||
TO CHAR(TONUMBER(SUBSTR(IPprefixes.prefix, '.', 1, 3) + 1)) + 2),
BGPsession.Loopback IP address),

BGPsession.Route filter ID,
BGPsession.Inbound route map, BGPsession.outbound route map,
BGPsession. � of intermediate devices,
DECODE(BGPsession. � of intermediate devices, '0', ' ', 'Loopback0'),
BGPsession.Default originate, BGPsession.BGP keep alive timer,
BGPsession.BGP holder timer

FROMBGPsession, IP prefixes, Customer, Inventory, Link, Assignment
WHERECustomer.AS number = '6431'

AND Customer.Customer ID = Assignment.Customer ID
AND Assignment.Session ID = BGPsession.Session ID
AND Assignment.Router = Inventory.Router
AND Assignment.Router = Link.Router
AND Assignment.Interface = Link.Interface
AND Link.Prefix ID = IP Prefixes.Prefix ID

Figure5: SQLqueryto extractall theinterfacesandBGPsessionsassignedto customerAS 6431.

templateis dependentontherouterproduct,andin somecaseseventheversionof therouter. Figure6 presents

a CiscoIOS templatethatcanbeusedfor our examplecon�gurationrules. In thetemplate,thedataelements

provided by the provisioning systemarespeci�ed asvariablesdenotedby “<...> ”, wherethe nameof the

variablecorrespondsto a �eld in thevirtual view for thatsectionof thecon�guration. Theoptionalcommands

arebracketedwith “[“ and“]” characters;theuseof thesecommandsdependson whetherthevariablehasa

value.For example,theupdate-source commandis not usedwhenthe�eld hasa Null value(denotedby

“—” in thelastcolumnof Table4); otherwise,thecommandis usedandthe“<update-source> ” variable

is setto thevalueof this �eld (e.g.,Loopback0 ). Eachsectionendswith a line with a “ ! ” character.

The processof populatingthe con�guration templatecanbe automated.A parsercanreadthe template

sectionby section. For eachsection,the parserpulls the correspondingdataelementsfrom the provisioning

databasethroughthevirtual views. Theparsergoesthrougheachcommandin thesection,computesthevalue

of the variablesbasedon the dataelements,assignsthe value to the variables,andprints the command. In

somecases,a variablesuchas<interface> mayappearmultiple timesfor thesamecustomer. Whenthis

occurs,theparseriteratesthroughthesetof commandsin a sectionmultiple times.For example,if a customer

hastwo interfacesassociatedwith oneBGP session,the parsergoesthroughthe interfacesectiontwice and

prints two setof interfacecommands,onefor eachinterface. Theparserprints theoptionalcommands(e.g.,
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hostname <router>
!
interface <interface>

description <cust-description>
ip address <interface-ip> <link-mask>
ip access-group <packet-filter-acl> in

!
router bgp <provider-as-number>

neighbor <session-ip> remote-as <customer-as-number>
[neighbor <session-ip> description <description>]
neighbor <session-ip> route-map <inbound-routemap> in
neighbor <session-ip> route-map <outbound-routemap> out
neighbor <session-ip> prefix-list <route-filter-acl> in
[neighbor <session-ip> update-source <update-source>]
[neighbor <session-ip> ebgp-multihop <ebgp-multihop>]
[neighbor <session-ip> default-originate]
[neighbor <session-ip> timers <keep-alive> <hold>]

!
access-list <packet-filter-acl> permit <cust-prefix> <cust-mask-wild>
access-list <packet-filter-acl> permit <link-prefix> <link-mask-wild>
[access-list <packet-filter-acl> permit <session-ip>]
ip prefix-list <route-filter-acl> seq <seq-num> permit <cust-prefix>/<cust-mask-int>
permit ip host <cust-prefix> host <cust-mask>
[ip route <session-ip> 255.255.255.255 <interface>]
!

Figure6: CiscoIOScon�gurationtemplatefor aBGPsession

update-source ) only if thecorrespondingdataelementsarepresentin thedatabase.

Somedataelements,suchasthemasksonthelink andcustomeraddressblocks,mayappearin multiplefor-

matsin thecon�glet. In sucha case,thedataelementsareconvertedinto thecorrectformatdependingon the

commandthe parseris processing.For example,the link mask/30 appearsin the commandip address

<interface-ip> <link-mask> in the interface con�guration and in the commandaccess-list

<packet-filter- ac l> permit <link-prefix> <link-mask-wild> in the packet �lter de�-

nition. After extractingthevaluefromthedatabase,theparserconvertsthemasklengthof “30” to255.255.255.252

for the <link-mask> (in the interface section)andto 0.0.0.3for the <link-mask-wild> (for the

packet-�lter de�nition). Thenameof thecorrespondingparameterin theACL commandsindicateswhetheror

not themaskwill beconvertedto 255.255.255.252or 0.0.0.3.A wild in theparameter's nameindicatesthat

the maskwill be convertedto 0.0.0.3,whereasan int in the parameter's name(e.g.,<cust-mask-int >

in the ip prefix-list commandfor theroute�lter) indicatesthat themaskwill bepresentedasan inte-

ger. Thus,thecon�guration commandsareautomaticallygeneratedby populatingthe dataelementsinto the

con�gurationtemplate.
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5 Conclusion

Manualcon�gurationof IP routersis anexpensive, time-consuming,anderror-proneprocess.In thispaper, we

havedescribedanapproachto automatedprovisioningof BGP-speakingcustomerswith a three-stepprocess—

gatheringcustomer-speci�c data,storingtheinformationin adatabase,andgeneratingcon�gurationcommands

by applyingprovisioningrules.Wepresenteda casestudyexampleof aTechnicalQuestionnaire(TQ) for new

customers,a databaseschemafor storing the customer-speci�c information, con�guration rules for driving

the provisioning process,and a templatecapturingthe syntaxof the con�guration commands.In practice,

providersmayvary in thedetailsof their TQ, databasetechnologies,provisioning rules,androutercommand

setsbut thebasicapproachremainsthesame.Basedon thework in this paper, we have developeda prototype

implementationof ourprovisioningsystem,usingcon�gurationdatafrom AT&T' scommercialIP backboneto

bootstrapthedatabase.

A completesolution to the provisioning problemwould needto addressseveral other issues. First, the

systemshouldautomaticallygeneratethe small setof route-mapson the productionrouters;in practice,the

route-mapscanbequitecomplicatedandshouldbecompiledfrom a higher-level speci�cationof theintended

policies. Second,the systemshouldallow the con�guration to proceedin stages,with physical testingat

eachstep;eachstagecould involve applyinga subsetof our con�glet andtestingthe resultingset-up.Third,

the systemshouldsupportchangessuchas removing a customer, migrating a customerfrom one router to

another, addingone or morenew links, or changingthe routing policy; a completesolution would require

con�guration rulesfor eachof these“usecases.” Fourth, thesystemshouldsupporta smoothtransitionfrom

manualto automatedcon�gurationby loadingexistingcustomersinto thesystem;thiswould involveextracting

the relevant data from the router con�guration �les, after a “clean-up” phaseto ensurethat the actualPR

con�gurationadheresto therules.Fifth, althoughoursystemreducesdependency ontheroutervendorproducts

by representingthecommandsyntaxin a separatetemplate,a completesolutionshouldhave a vendor-neutral

layer andseparate“drivers” to generatethe commandsfor eachrouterproductandversion. Sixth, for ease

of extensibility, the provisioning rulesshouldbe expressedseparatelyfrom the databasein a languagewith

constructsthatappealto network operators.In our futurework, weplanto useour provisioningprototypeand

adetailedanalysisof AT&T' scon�gurationdatato exploremany of theseopenissues.
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