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ABSTRACT

Over the pastdecadethe compleity of the Internets routing in-
frastructurehasincreaseddramatically This compleity andthe
problemsit causesstemnot just from variousnew demandsnade
of theroutinginfrastructureput alsofrom fundamentalimitations
in the ability of today’ distributedinfrastructureto scalablycope
with new requirements.

Thelimitationsin today's routingsystemarisein largepartfrom
thefully distributed path-selectiortomputatiorthatthe IP routers
in an autonomoussystem(AS) must perform. To overcomethis
weaknessinterdomairroutingshouldbe separatedrom today's IP
routers,which shouldsimply forward paclets (for the mostpart).
Instead,a separatdRoutingContmol Platform (RCP)shouldselect
routeson behalfof thelP routersin eachAS andexchangereacha-
bility informationwith otherdomains.

Our positionis thatanapproacHike RCPis agoodway of cop-
ing with compleity while beingresponsie to nev demandsand
canleadto arouting systemthatis substantiallyeasierto manage
thantoday We presenta designovervien of RCP basedon three
architecturalprinciples—pathcomputationbasedon a consistent
view of network state controlledinteractiondbetweerrouting pro-
tocol layers,and expressie speci cation of routing policies—and
discusghearchitecturaktrengthsandweaknessesf our proposal.

Categoriesand Subject Descriptors

C.2.2[Network Protocolg: RoutingProtocolsC.2.6[Computer-
Communication Networks]: Internetworking

General Terms
Algorithms, Design,ManagementPerformanceReliability

Keywords
routingarchitectureinterdomainrouting,BGP

1. Intr oduction

This paperpositsthat interdomainrouting protocol functional-
ity shouldbe separatedrom the routers. Statedsomeavhat glibly,
routing is too importantandtoo complicatedto be left to today's
routers! IP “routers” should be “lookup-and-forvard” switches,
forwardingpacletsasrapidly aspossiblewithout beingconcerned
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Figure 1: A Routing Control Platform (RCP) for the Internet. Circles
representconventional routers.

aboutpathselection. A separateentity shouldbe responsibleor
computingthe bestBGP* pathson behalfof all theroutersin ado-
mainanddisseminatingheresultsto therouters.

Separatingnterdomairroutingfrom theindividual routersis one
way to copewith the increasingcompleity of the routing system.
The growth of the Internethasintroducedconsiderableompleity
into interdomainrouting, as featureshave beenaddedto BGP to
supportmore e xibility (e.g., new routeattributessuchascommu-
nities and MED) and larger scale(e.g., route re ectors androute
aggr@ation). This complity hasmaderouting protocol beha-
ior increasinglyunpredictableanderrorprone[12]. Requiringthe
routersto performcomplex pathcomputationntroduceghe poten-
tial for inconsistenciescrossrouters,complicatesthe expression
of routing policy, andmalkestroubleshootinglif cult.

Instead a separaté&koutingContmol Platform (RCP)shouldhave
theinformationneededo selectroutesfor eachrouterin adomain
(e.g., anAS) andexchangeoutinginformationwith RCPsin other
domains? Figurel illustratesthis idea. EachRCPcouldusea new
way of selectingoutesfor eachrouter(ratherthanusingtoday'sun-
wieldy BGP decisionprocess);RCPscould even exchangeroutes
usinganinterdomairrouting protocolotherthanBGR By selecting
routeson behalfof all routersin a domain,RCP canavoid mary
internalBGP-relateccomplicationge.g., forwardingloops[9] and
signalingpartitions[12]). Thisapproactalsofacilitatestraf c engi-
neering simplerandlesserrorpronepolicy expressionmorepow-
erful diagnosisaandtroubleshootingmorerapid deploymentof pro-
tocolmodi cationsandfeaturesgnforceableonsisteng of routes,
and veri able correctnesgproperties. In contrastto previous ap-
proachedor centralizinginterdomainroutesand policies at route
seners[19], RCPalsopreseresthe autonomyof eachAS for se-
lectingpathsandapplyingpolicies®

The BorderGatavay Protocol(BGP)[1] is the de facto standardnterdo-
mainroutingprotocol.

In this paper we usetheterm“RCP” to referto boththe architectureasa
wholeandto the speci ¢ instanceof RCPwithin aroutingdomain.

RCPmorecloselyresembletheNetwork ControlPoint(NCP),introduced
in the telephonenetwork in the early 1980sto simplify network manage-
mentandsupportthe rapidintroductionof new features(e.g., enhanced.-
800service)[24, 27].



RCP's deployment pathis asinterestingasthe ervisionedend
state.Thedeplgymentof RCPcanproceedn threestagespffering
thefollowing bene tsto network operatorasRCPbecomesnore
widely deplo/ed:

1. Control over protocol interactions: RCP customizeghe
distribution of BGP routeswithin an AS by replacinginter-
nal BGP routere ectors. This stagedoesnot requirecoop-
erationfrom neighboringdomains BecausdRCPhasa com-
pleteview of theintra-AStopologyandselectsouteson be-
half of all routersin thedomain,it canpreventinternalBGP
routinganomaliesandcontroltrafc o w moredirectly.

2. Network-wide path selectionand policy: By establishing
BGP sessionglirectly with the routersin neighboringASes,
RCPcanperformall routing decisiondor anAS, bypassing
theBGPdecisionprocesontherouters.This approacksim-
pli es con gurationandallows anAS to selectroutesbased
onhigh-level goals ratherthanobscurenanipulatiorof BGP
routeattributes.

3. Rede nition of inter-AS routing: Using RCPs,ratherthan
routers,to exchangeroutesbetweenASes(asshavn in Fig-
ure 1) enableghe designof a new routing protocolbecause
interdomainrouting is now separatedrom IP routers. For
example,RCP can be usedto implementa control overlay
thatselectgpathsbasedn pricesor performancestatistics.

In additionto providing substantiaimprovementsover today's
routing architecture RCP hasa compellingdeploymentincentive
(i.e., a“tipping point”), sothatanindividual AS coulddeploy RCP
andstill realizesigni cant bene ts. Becausehe rst two stagef
deplgymentsubstantiallreducemanagementompleity for BGP
routing within a single AS network operatorshave a compelling
incentive to deploy RCP regardlessof whetherother ASesdo so.
Managingrouting con guration requiresconstantvigilance from
network operatorsAlthoughnetwork managemergystemsanof-
ten automatethe mostfrequenttasks,working aroundand within
the constraintsof the existing routing protocolsmalkes thesesys-
tems much more complicatedthan necessary Additionally, the
compleity of modelingandmanaginghedistributedcon guration
statein today’s routershasitself impededthe evolution of auto-
matedmanagemergystemslin addition,becausé communicates
routesto eachrouterin the AS usingBGP, RCPis backwardscom-
patiblewith existing routers;deplg/ing RCPrequiresno changeso
routerhardwareandsoftware,only to routercon guration.

The restof the paperproceedsasfollows. Section2 presents
backgroundn today's interdomainroutinginfrastructure.ln Sec-
tion 3, we proposethreearchitecturalprinciplesand explain how
the existing routing infrastructurefails to meetthem. Building on
theseinsights, Section4 describegshe RCP architecturein detail,
focusingon how eachstageof deploymentsimpli es routercon-
guration andmanagementln Section5, we discusgherisksand
challenge®f having the RCPin thecritical pathof IP routingdeci-
sions.Section6 reviews relatedwork, andSection7 concludes.

2. BGP Routing in an AutonomousSystem

An AS usesexternal BGP (eBGP)to exchangereachabilityin-
formationwith neighboringdomainsandinternal BGP (iBGP) to
distribute routesinsidethe AS, asshawvn in Figure2. Eachrouter
invokes the BGP decisionprocesso selecta single “best” route
for eachdestinationpre x from the candidaterouteslearnedfrom
eBGP and iBGP. The router combinesthe best BGP route with
informationaboutthe internalnetwork topology from the Interior
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Figure 2: Operation of BGP routing insidean AS. Most small networks
usea“full mesh”iBGP con guration, where every router in the AS has
an iBGP sessiorto every other router.

Figure 3: An exampleof whereiBGP with routere ection doesnot em-
ulate full-mesh iBGP; numbers representIGP path costs,and arrows
indicate an iBGP sessionfrom a route re ector to its client. In a full-
mesh,router would preferrouteslearnedfrom over routeslearned
from becausdts IGP path costto is smaller However, in the ex-
ample shown, prefers ,and,thus, mustalsoselect .

Gatavay Protocol(IGP) to constructa forwardingtablethat maps
destinationpre xesto outgoinglinks. Most of the e xibility and
compleity of BGProutingcomesfrom thefollowing threeareas:

Path selection: A routeto adestinatiorpre x includesattributes
suchasthe AS path, local preferenceprigin type, and multi-exit
discriminator(MED). Eachrouter appliesa decisionprocess[1]
that consistsof a sequencef rulesthat ranksthe routes. After
preferringrouteswith highestlocal preferencesmallestAS path
length,lowestorigin type,andsmallestMED, thedecisionprocess
favors eBGP-learnedoutesover iBGP-learnedoutes. If multiple
equally-goodoutesremain therouterfavorstheBGProutelearned
from the nearestborderrouter—the egresspoint with the small-
estIGP pathcost—folloving the commonpracticeof “hot-potato”
routing. The nal tiebreakis vendordependenandmaydependn
theageof theroutesor anarbitraryrouterlD.

Intra-AS route distrib ution: Network operatoranpropagate
eBGP-learnedoutesthroughoutan AS in mary differentways?
Small networks typically have a “full mesh”of iBGP sessionsas
shavn in Figure2. To avoid the  scalingproblem,a large AS
may have a morecomple iBGP topology For example,although
arouterdoesnot normallyforwardiBGP-learnedoutesto its other
iBGP neighbors,it canbe con gured as a routere ector, which
forwardsrouteslearnedfrom oneroute-re ectorclient to another
A routerforwardsonly its bestrouteto its iBGP neighborsmaking
thechoicesavailableat onerouterdepencdbn decisionanadeby its
iBGP neighborsasshavn in Figure3.

Routing policy: Network operatorsn uence pathselectionby
con guring import and export policies on the eBGP sessiongo
neighboringdomains.An importpolicy Iters unwantedroutesand

In mostIP backbonenetworks, every routerneedgo receve BGProuting
informationto constructa completeforwardingtable. In a Multi-Protocol
Label Switching(MPLS) network, only theborderroutersneedto sendand
receve the BGP routes;the internalrouterswould simply forward paclets
onlabel-switchedhathsfrom theingressrouterto the egresspoint.



manipulategthe attributes of the remainingroutes; for example,
the policy could assigna small local preferenceo routeslearned
from oneneighborto make theserouteslessattractive thanroutes
learnedfrom otherneighbors. After selectinga single bestroute,
therouterappliesanexport policy to manipulatethe attributesand
decidewhetherto propagatehe routeto a neighbor For example,
aroutermay be con guredto export routeslearnedfrom a private
peerto a customerbut notto anotherprivatepeer

3. Architectural Principles for Routing

In this section,we presentthreearchitecturalprinciplesfor re-
ducinginterdomainroutingcompleity:

1. Theroutingarchitecturanustbasdts routingassignmentsn
aconsistentiiew of routingstate.

2. Theinterfacesbetweerthe routing protocolsmustminimize
unexpectedor unwantedinteractions.

3. Theinterdomainrouting mechanismsnustdirectly support
e xible, expressie policies.

Eachsubsectionn this sectiondiscusse®ne of theseprinciples.
For eachprinciple, we presenta high-level rationale,followed by
speci ¢ examplesof how today’s interdomainrouting architecture
violatesthe principle. For eachof theseexampleswe suggeshow
adheringto the architecturaprinciple helpssolve the problem.

3.1 Compute RoutesUsing ConsistentState

Routing stateand logic should be co-locatedwith the system
componentghat are assigningroutes. The logical participantsin
an interdomainrouting protocol are the ASes not the individual
routers.Theinterdomairroutingarchitectureshouldview eachAS
asasingleparticipantandbaseroutingdecisionoonanetwork-wide
view of availableroutesandcon guration state;therouters,on the
otherhand,shouldforward datatraf ¢ without concernabouthow
the routesare computed. The currentinterdomainrouting system
violatesthis architecturaprinciplein thefollowing threeways:

Decomposing the routing con guration state across the
routers unnecessarilycomplicatespolicy expression Although
distributing stateto achieve scalabilityandreliability makessense,
mary aspect®f con gurationarenot replicated put ratherdecom-
posedacrossrouters. Con guration stateshouldbe logically cen-
tralizedbecausd simpli es policy expressiorwithoutcompromis-
ing scalabilityor reliability.

Problem: Network operatorsnustoftenimplementhigh-level poli-

cies, suchas preventing routeslearnedfrom one AS from being
adwertisedto another Implementingthis policy currentlyrequires
modifying the con gurationsof multiple routers:the import poli-

ciesmust“tag” eBGP-learnedoutesappropriatelyandthe export
policiesof otherroutersmust Iter routeswith thistagwhenadwer

tising to eBGPneighbors.

Solution: De ning routing policy on a network-wide basiswould
obviate the needfor this level of indirection. A network-wide con-
guration managemenéntity could know the origin of all routes
basedon the eBGPsessionshatadertisedthem,which would al-
low a directexpressiorof policiesbasedn sessions.

Distributed path selection causesrouting decisionsat one
router to dependon the con guration of other routers. Subtle
con gurationdetailsaffecttheroutethatarouterselectsor whether
thatrouterlearnsa route at all. Computingrouteson a network-
wide basisusinga consistenview of routingstatecanreduceinter-
domainrouting's dependenciesn thesesubtledetails.

Problem: Omitting a singleiBGP sessiorin afull-meshcon gura-
tion canleave arouterwith noroutefor certaindestinationsevenif
the intradomaintopologyis connected.Distributed pathselection
alsomalespredictingtheeffectsof con gurationchange®ntrafc
o w dif cult [15].

Solution: An entity thatperformspathassignmenon behalfof all
routerscould control pathassignmento ensurethatevery routeris
assigned routefor every destination.

Eachrouter is unaware of the stateat other routers; this lack
of information may resultin incorrector suboptimal routing..
ImplementingBGP's mary featureon theroutersmalkesthesefea-
turesdif cult to reasonabout. For example,replicationof func-
tionality thatis intendedto improve reliability cancauseforward-
ing loops,anda featureintendedto preventrouting instability can
slow corvergence. A routing architectureshouldimplementthese
featuredn amodulethathasa completeview of the network state,
ratherthanin the routers(eachof which only hasa partial view of
network state);doing so would allow that moduleto ensuresen-
sible, consistennetwork-wide route assignmenand override ary
featureinteractionghatcausedncorrectrouting.

Problems: A routertypically hasiBGP sessiongo multiple route
re ectorsto improve reliability. Whenaroutere ector fails, proto-
col oscillationandforwardingloopscanariseif thesecondoutere-
ector hasadifferentview of thebestroutes.Placingthetwo route
re ectorscloseto eachotherreduceghesekindsof inconsistencies
but introducedatesharing(i.e., therisk of sharedfailures).As an-
otherexample,BGProute ap dampingsuppressesnstableroutes
thatchangdrequently[40]. Unfortunately sometimes singlefail-
ure cantrigger mary adwertisementghat can mistalenly activate
route ap damping[29]. Network operatoranustwork backwards
to selectcon guration parametershatpreventerroneouslamping.

Solution: An entity that performsroute computationusinga con-
sistentview of availableroutesandnetwork topologycanberepli-
catedusingstandarddistributed systemsalgorithms. Unlike route
re ectors, eachreplicawould assignthe samerouteto eachrouter
independentlyf its locationin thenetwork. A modulewith knowl-
edgeof theroutesassignedo every routerin the AS couldalsode-
tectwhenroute changesre causeddy pathexplorationand avoid
unnecessarilguppressing route.

3.2 Control Routing Protocol Interaction

Dividing functionalityinto distinctmoduleswith clearinterfaces
cancontrol compleity. In the routing system,the IGP computes
pathsbetweenroutersin an AS, eBGP computespathsbetween
ASes, and iBGP propagateeBGP-learnedoutesthroughoutan
AS. At a higherlayer, overlay networksroutetrafc alongoneor
more end-hosthops,abstractinghe IP substratesntirely. Unfortu-
nately the modulesin today's interdomainrouting systeminteract
in thefollowing undesirablevays:

Hard-wir ed interactions betweeneBGP and the IGP con-
strain an operator's control over path selection. Althoughthe
internaltopologyshouldhave somein uence on BGProutingdeci-
sions(e.g., it allows nearest-git routing),arouterschoiceof egress
pointshouldberelatively insensitve to smallIGP changes.

Problem: TheBGPdecisionprocessiseshelGP pathcostto break
thetie betweerntwo “equally good” routes.Internalevents,suchas
link failures,plannedmaintenancegr trafc engineeringftenlead
to changesn the IGP path costs. TheselGP changescan cause
a router to changeits bestBGP route, causingabrupt, unwanted
traf ¢ shifts[39]. Additionally, anoperatormaysometimesvantto



redirecttraf c from oneegresdink to another Today this requires
complex manipulationof the BGP import policiesto make some
egresspointslessattractive thanothers[13].

Solution: With bettercontrol over the interactionshetweeneBGP
and IGP, an operatorcould directly assignnev routesto some
routerswithout changingBGP routingpolicies.

InconsistenciesbetweeniBGP and IGP can causeforward-
ing loopsand route oscillation. OperatorgantestthattheiriBGP
con gurationsatis essufcient conditionsfor correctnesf21], but
thisapproachs notrobustbecaus®peratorcommonlymiscon g-
ureiBGP [12]. Therouting architectureshouldexplicitly enforce
correctnessonstraints.

Problem: An iBGP routere ector selectsanddistributesone best
BGP route for eachdestinationpre x. As a result, the route-
re ector clientsdo not necessarilynake the sameBGP routingde-
cisionsasthey would in a full-meshiBGP con guration. In par

ticular, aroutere ector andits clientsmay have differentIGP path
coststo the egressrouters,leadingto differentBGP routing deci-
sions,asshavn previously in Figure3. Theseinconsistenciesan
leadto protocoloscillationsor persistenforwardingloops|[5, 21,

31]if arouterforwardsapaclettowardoneegresgointviaarouter
thathasselecteda BGP routewith a differentegresspoint. These
“de ections” canalsocausethe AS-level forwardingpathto differ

from the BGP AS path,which cancomplicatedehugging[30].

Solution: RatherthanbeingagnosticaboutlGP forwarding paths,
the routing architecturecould usethe available knonledgeto ex-
plicitly enforceconsisteng in routerlevel forwardingpaths.

Interactions betweenoverlay networks and the underlying
network can degrade performance Overlay networks measure
end-to-endpath performanceand tune routing at the edgeof the
network, but they typically lack (1) detailedmeasuementf traf ¢
androutingthatwould helpthemmale betterdecisionsand(2) di-
rectcontrol over IP-layerprotocolsand mechanismsThe routing
architectureshouldprovide the informationand control that over-
laysneedvia awell-de ned interface.

Problem: Routecontrol products[34, 36] help multihomedISPs
selectupstreanroutesfor eachdestinationwhereaend-hosbver
layssuchasRON [4] circumentfailuresandcongestiorby direct-
ing trafc throughan intermediatehost. Becausethey lack com-
plete information aboutrouting and traf c-engineering optimiza-
tions, theseoverlayssometimesncreasecongestiorand decrease
theeffectivenes®f traf c engineerindn theunderlaynetwork [33],
which candegradeuserperformance.

Solution: With more direct control, overlays could operatemore
efciently (e.g., by notsendinghesametrafc overcongestedinks
at the network edge[25]). With more information aboutrouting
dynamicspverlayscould pre-emptvely avoid someoutageg10].

3.3 Support Flexible, Expressve Policies

The interdomainrouting architecturemustsupport e xible, ex-
pressve policy. The needfor greater e xibility in selectingand
exportingrouteshasdrivenmary of theextensiondo BGPoverthe
past fteen years,and we believe this trendis likely to continue.
Although BGP is highly con gurable, its operationis controlled
by indirect mechanismshat exposedetailsratherthanabstracting
them. Architecturalsimpli cations andbetterabstractiongansim-
plify con gurationlanguageandmale policy speci cationsimpler
andmoreexpressive. The following pointsillustrate why today's
routingarchitecturedoesnot satisfythesegoals:

BGP's mechanismsprecludethe expressionof certain poli-
ciesand make others dif cult to express.Network operatorsn-
uence the outcomeof the BGP decisionprocesshy con guring
policiesthat modify the attributesof BGP routes. Bettercon gu-
ration languagesvould be helpful, but the architectureshouldalso
provide more e xible supportfor assigningpathsto routers.

Problem: Moving trafc from one inter-AS link to anotherre-
quires[13]: (1) identifying the subsetof pre xesthat carriesthe
desiredamountof trafc, (2) determininghow to expressthatsub-
set(e.g., by acommonAS pathregularexpression)(3) modifying

theimportpoliciesononeor moreroutersto assignrasmaller‘local

preference’for routesmatchingthoseexpressionsand(4) observ-
ing theresultingtraf c o w anditeratingasnecessary

Solution: Although “what if” tools canhelp predictthe effects of
policy changeg15], theroutingarchitectureshouldallow anoper
atorto move traf ¢ by explicitly assigningpaths.

BGP's mechanismsimpede multiple ASesfrom cooperating
in selectingroutesthat satisfy their goals. ASesmustcooper
ateto ensureend-to-endreachability but today's routing architec-
ture doesnot directly supportthis type of cooperation. Interdo-
main routing policies are a tusslespace[7]: an AS mustbalance
the dependencen its neighborsfor good connectiity to the rest
of the Internetand competitionwith neighborsfor customersand
revenue.Operatorsnustcurrentlyresole thesecon icts outsideof
theinfrastructureput the architectureshoulddirectly supportroute
selectionbasedn negotiatedpreferencesr nancial incentives.

Problem: SupposeneAS wantsto adwertisea backuprouteto its
neighbor Thesetwo ASesmust rst negotiatea backup“signal”
out of band. The AS ad\ertising the route must then modify its
export policiesto attachthis signalto the backuproute, and the
neighbormust modify the import policies on its routersto lower
the“local preferencevaluefor routeswith this community

Solution: Becauseoutenegotiationis fundamentato interAS co-
operationtheinterdomainrouting shouldsupportt directly.

4. Routing Control Platform (RCP)

Building ontheprinciplesfrom Section3, this sectionproposes
RoutingContwol Platform(RCP),which separatethecontrol-plane
logic from theroutersthat forward paclets. We describeRCPasa
single,logically-centralizedentityin eachdomain.This centralized
functionmustactuallybeimplementedn areliable,physicallydis-
tributedfashionto avoid introducingasinglepointof failureanden-
suringrobustroutedistribution. We believe thatexisting distributed
systemgechniquesnay be applicable;this paperdoesnot address
thisissuein detail,but we brie y discusst in Section5.

We describeRCPin termsof threephasesi1) controlling rout-
ing protocol interactionsby replacingiBGP route re ection with
RCR (2) gaining e xibility overrouteselectiorby makingRCPthe
endpointof all eBGPsessionsvith neighboringASes,and(3) en-
abling changego interdomainrouting by using RCPs,ratherthan
routers to exchangeoutesbetweerASesusingeBGPor somenew
protocol. By describingRCPin termsof threestagesywe demon-
stratethatRCPis incrementallydeplo/ablewithin an ASand,more
importantly providessigni cant bene tsto anindividual AS even
if other ASeshave not deployed RCP In additionto being steps
of incrementabeplayment,eachphaseprovidesnew functionality
while remainingbackwardscompatiblewith BGP.

4.1 Control Over Protocol Interactions

The rst phaseof RCPdeployment,shavn in Figure4, involves
only minor changego theiBGP con guration insidean AS. First,
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Figure 4: The rst phasereplacesthe pairwise iBGP sessiondetween
routerswith iBGP sessiongo RCP. RCP usesknowledgeaboutthe IGP
topology and the bestroutesfrom eachborder router to make routing
decisionson behalf of eachrouter. RCP distrib utesthe path assignment
to the routersvia iBGP.

RCPmonitorsthe IGP to maintainan accurateup-to-dateview of
the IGP topology; previous work explainshow to monitor an IGP
without disruptingthe operationof the network [35]. Next, instead
of having routerspropagateBGP-learnedoutesthroughaniBGP
hierarchyaroutersendsts bestroutefor eacheBGP-learnedesti-
nationto RCPvia aniBGP sessionFinally, RCPcomputesaroute
for eachrouterand cornveys that routevia the iBGP session.Us-
ing anRCPdoesnotrequireary changedo theroutersthemseles
(asidefrom the con guration of iBGP session$o RCP)or thecon-
guration of routersin other ASes. Mary ISPsalreadydeply a
monitoring infrastructureto keeptrack of network stateand rout-
ing protocolbehaior. At this stage RCPis essentiallyan IGP and
BGP monitoringinfrastructurghatalsocontrols routeselection.

This stageof RCP closely resemblesan architecturebasedon
routere ection [6], but, unlike routere ectors, RCP canreturna
different bestrouteto eachrouter For example,RCP could com-
putethe routethat eachrouterwould have selectedn a full-mesh
iBGP topology RCPalsooffersmore e xibility thanroutere ec-
tion becausat is not limited to emulatinga full-meshiBGP sce-
nario: RCP could intentionally selectother routesto control the
interactionshetweeriBGP andthe |IGP. RCPmayalsoappeaisim-
ilar to previous work on route seners[23] that forward all BGP-
learnedroutesto their clients, but, becausat forwardsonly one
routeto eachclient, RCPremainshackwardscompatiblewith BGP
andenablesustomizedathselection.

In the rest of this subsectionwe presentseveral examplesto
shav how this stageof RCP deploymentsimpli es importantnet-
work managemertasks.

Enforceable correctnessconstraints and invariants. With
completeknonledgeof theiBGP andIGP topologiesRCPcanen-
force a cleanseparatiorof routing layers. For example,RCP can
ensurethat eachrouter along a forwarding path selectsthe same
bestBGProutefor adestinatiompre x, which preventstheforward-
ing loops and protocol oscillationsthat can arisein corventional
iBGP con gurations[9, 21]. RCP canalso be usefulfor detect-
ing persistenbscillationscausedy the MED attribute[20], which
occursbecauseoutersdo not have a total orderingover the setof
candidateoutes.With acompleteview of thebestroutesfrom each
borderrouter RCPcanrecognizevheneachrouterwould not have
asingle,consistenprderingandcanforce the systeminto a stable
pathassignment.

Avoiding unintentional hot-potato routing changes. Small
changesn the IGP topology (e.g., dueto trafc engineeringfail-
ures,or plannedmaintenancegantriggerlarge,unnecessarghifts
in eBGP routesbecauseof BGP's “hot potato” routing beha-

Figure 5: The seconddeployment phaseof RCP operatesin a similar
manner as the rst phase,but now RCP itself has eBGP sessiongo
routers in other ASes,rather than relying on border routers to learn
routesfrom other ASesand apply local policies.

ior [39]. RCPcanallow a network operatorto addor remove inter-
nallinks, or modify the IGP costs withoutworrying aboutthe side
effectson BGP pathselection.By controllingthe pathselectionfor
eachrouter RCPcanforceroutersto continueusinganegressoint
evenwhena link failure or small IGP costchangemales another
egresspoint becomeslightly “closer”. (RCPmusttake careto en-
surethateachrouteralongthe forwardingpathto the egresspoint
for thatroutercontinuego pick the sameegresspoint.) In addition
to avoiding unnecessaryraf ¢ shifts, preventingtheseabruptrout-
ing changesmprovesglobalrouting stability by reducingthe num-
berof eBGProutingchangepropagatedo dowvnstrearmeighbors.
More exible trafc engineering RCP can intentionally
changethe egresspoint for a routerto move trafc to a lightly-
loadededgelink or a lesscongestedlowvnstreampath. This ap-
proachallowstheAS to balancehetraf c loadwithoutary changes
to the import policieson eBGPsession®r the IGP link costs. In
additionto controllingtheegrespoint, RCPcoulddictatetheentire
forwardingpaththroughthe AS ratherthanrelying onthe IGP. For
example,RCP could senda routera BGP routewith a “next hop”
that correspondgo an immediateneighborin the IGP topology
which would causethat routerto createa forwardingtable entry
thatmapsthe destinatiorpre x to the outgoinglink connectingdi-
rectly to theneighboringrouter Thiskind of ne-grainedcontrolis
usefulfor plannedroutingchangesRCPcould make theserouting
changesncrementally(i.e., onerouterat a time) to avoid creating
transientforwardingloopsduring convergence.

4.2 Network-W ide Path Selectionand Policy

In the rst deployment phasethe AS's borderrouterscontinue
to exchangerouteswith neighboringdomains. The AS's border
routersstill apply local import and export policies and forward a
singlebestroutefor eachpre x to RCP In the secondstage RCP
exchangegoutesdirectly with the borderroutersin other ASes,
asshowvn in Figure5. NeighboringASesmustmodify the con g-
urationof their eBGPsessiongo peerwith RCP ratherthanwith
individual routers® This changeonly involveschangeso therouter
con guration, not the underlyinghardware or software,andit of-
fers signi cant bene ts becausg1) RCP hasaccesgo all routes
learnedvia eBGPfrom otherASes,(2) all routing policiesfor the
AS are applieddirectly at the RCR and (3) the borderroutersdo
notneedary BGP con gurationbeyondtheiriBGP sessiorio RCP
This phaseof RCPsigni cantly simpli es network management.

Simpler routing con guration. With all of the eBGP-learned
routesin oneplace thecon gurationof theroutingpoliciescanre-

Eachrouteronthe pathbetweerRCPandroutersmustalsohave routesfor
both endpoints.Theseroutescanbe establishedy injecting routesfor the
endpointsnto therouting protocolor by con guring staticroutes.



sideentirelyatthe RCP RatherthanusingBGP communitiego tag
routesatonerouterto ensurehecorrecthandlingatanotherouter
RCPcanclassifyandselecttheroutesitself. For example,suppose
eBGProuteslearnedfrom onepeershouldnot be adwertisedto an-
other RCPcouldmaintainalocalregistry of peerandcustomeAS
numbersandensurethatrouteswherethe neighboringAS is apeer
AS are not ad\ertisedvia eBGP sessiondo otherpeerASes. In
today’s routing infrastructurethe auxiliary informationaboutpeer
andcustomerASeswould be expressedndirectly (i.e., in theim-
port policiesthat tag the routeslearnedon certaineBGPsessions
andexport policiesthat Iter routesbasedon thesetags). With the
RCP performingall routing decisions this type of decomposition
is unnecessary

Network-wide traf ¢ engineering In the secondphase RCP
hasaccesgo all of theeBGP-learnedoutesnotjustthebestpaths
selectedyy the borderrouters. With completecontrol over the se-
lectionof paths RCPcandisregardtheunwieldyBGPdecisionpro-
cess. RCP canin uence the routing decisionsof variousrouters
directly, without meddlingwith local preferencesettingsat indi-
vidual routers.Ratherthangeneratingomple< import policy rules
thatmanipulatehelocal preferencettribute, RCPcould explicitly
decidewhich patheachroutershouldselectfor ary destinatiorpre-
X. In additionto comparingthe eBGP-learnedoutes,RCPcould
baserouting decisionson auxiliary informationsuchas measured
trafc volumes performancestatistics(e.g., obsened paclet loss),
and commercialrelationshipswith neighboringdomains(e.g., the
pricing model).

Intelligent route- ap damping. Many BGP updatesequences
are causedby routersperforming“path exploration”: uponlearn-
ing of a route's withdraval from a neighboringAS, a router will
readertise its secondbestpath until it receves the correspond-
ing withdrawal for that path, andso on. RCP can prevent route-
ap dampingfrom discardingan otherwisestableroute. Rather
than having routersimplementroute- ap dampingindependently
RCP could damprouteson behalfof routersin the AS basedon a
network-wideview of theeBGP-learnedoutes.Additionally, RCP
coulddeterminavhenadwertisementsippearto stemfrom pathex-
ploration and usethis informationto delay readertisementthus
preventingroutersin neighboringASesfrom receving a urry of
transientadwertisementsiuring pathexploration.

Coalescingrouting table entries with customized aggrega-
tion. Networks often adwertise multiple subnetsin the samead-
dressblock to balancethe ow of trafc over several incoming
links, which canleadto largeroutingtablesandalarger numberof
BGPupdatemessagesAn individual routercannottypically safely
aggr@atesubnetsvith the samenext-hop, becausanotherrouter
in the AS mayneedto treatthe subnetdifferently As such,opera-
torsareoftenconserative in aggregatingroutesto preventuninten-
tional blackholesandforwardingloops. Giving RCP control over
which BGP routesaresentto eachrouterpermitsmoreaggressie
aggr@ation.For example,if RCPdiscoversthatthe BGProutesfor
12.1.2.0/24and 12.1.3.0/24at somerouterwill usethe sameout-
goinginterface,it cansendasingle12.1.2.0/2%outeto therouter
which can substantiallyreducethe memoryrequirementdor the
routingandforwardingtables® (NotethatRCPcansendanaggre-
gatedrouteto arouterevenif the two initial routeshave different
AS paths sincetheindividual routersnolongeractonthisinforma-
tion.) This techniquecanalsoreducethe numberof BGP updates,

An individual routercancoalescesubnetsvhenconstructingts local for-
warding table[8], but this approachdoesnot reducethe size of the BGP
routingtableor thenumberof BGP updatemessages.

sincemary BGProuting changesffect attributessuchasAS path,
community andMED thatdo not affect forwarding.

4.3 Rede nition of Inter-AS Routing

In thethird phasemultiple ASeswith RCPscanexchangenter-
domainrouting informationdirectly throughtheir RCPs,as previ-
ously shawvn in Figurel. As in the rst two phasesRCP makes
routing decisionson behalf of the routersin its AS. RCP could
simply useeBGPto exchangeroutinginformation,but exchanging
routeswith eBGPis not strictly necessaryRCP could alsoenable
ASesto bettercoordinatewhen diagnosingrouting problemsand
selectingpaths.

Better network diagnosticsand tr oubleshooting RCP could
provide diagnosticinformationto a neighboringAS (or even re-
moteASes)uponrequest.Network operatorgegularly sendemail
to mailing lists (e.g., NANOG) to ask other operatorsaboutpos-
sible reachabilityproblemsand diagnoseproblemsas they arise.
With RCPsdeplgred in mary ASes,the collectionof RCPscould
be treatedas a distributed databasef routing information, where
eachAS maintainsa portion of and provides a query interfaceto
thatinformation[38]. An AS couldallow otherASesto querythe
routesthatit haslearnedfrom other ASesfor dehugging(i.e., us-
ing RCPqueryinterfaceasa sortof master‘looking glass”sener
for the entire AS) or veri cation [11] (e.g., verifying an AS path
by askingother ASesalongthat pathif they have learnedcorre-
spondingroute). Of course the diagnostidnformationneednot be
limited to BGPdata.For example,RCPcouldmaintaininformation
aboutintra-AStopologychangeslink congestionandperformance
statisticsto helpexplain disruptionsin end-to-encperformance.

New interdomain routing protocols. RCPenablesa variety of
proposaldor fundamentathangesgo interdomainrouting. Recent
proposalshave advocatedmodifying the way theinterdomainrout-
ing protocol selectsand propagatesoutes. For example,a new
routing protocol could attachpricesto adwertisedroutes[16] or
explicitly supportinterAS negotiation to selectthe routes[28].
RCPscould also basetheir routing decisionson measuredend-
to-endperformanceasproposedn work on overlay networks [4]
andeven malke this performanceénformationavailableto end-host
overlaysthroughappropriatenterfaceg32]. Otherproposalshave
suggestedvaysto improve securityby performingpath authenti-
cation[37] or origin authenticatiorj3]. Until now, mary of these
proposalshave had no feasibledeployment path becausehey re-
quire fundamentaprotocol changesand would not be backwards
compatiblewith theinstalledbaseof routers. RCP allows the de-
ployment of new routing protocol changeswithout modifying or
replacingthe existing infrastructure.

5. ChallengesIntr oducedby RCP

Separatingouting statefrom the routerscan potentially intro-
ducerohustnessscalability speedandconsisteng problems.The
RCP architecturemust addresghesechallengedo be viable. In
this section,we brie y highlight theseissuesand sketch possible
solutionsto theseproblems. We areaddressingheseproblemsin
greaterdetail in our currentwork, andwe areimplementinga pro-
totypeof RCPusingOSPFandBGP datafrom AT&T' s domestic
IP backbong14].

It mightseenthatmoving compleity outof theroutersinto RCP
createsnew problemsbecausef the additional e xibility in path
assignmenandbecauseve areaddinga componento therouting
system. However, managemensystemsand veri cation tools for
BGP con guration alreadyexist today but they are more compli-
catedandconstraineecausehey mustwork aroundthe artifacts



of today’s routing system.Thus,addingRCPto therouting system
doesnotreally constitute‘more functionality”; rather RCPmoves
routing functionality to a partof the systemwherecompleity can
bebettermanaged.

Robustness.To avoid introducinga singlepoint of failure, RCP
shouldbe distributedacrosamultiple RCPserves (RCSes).These
senersmustmaintaina consistentview of the available routesto
ensurethatall routersreceve consistentjoop-freepaths.The RC-
Sesmustemplg a protocolthatrecognizeavhenan AS becomes
partitionedand guaranteeshat eachpartition recevesrouting in-
formationthatis consistenwithin its partition. We are currently
studyingthe typesof inconsistencieshat canresultfrom various
combinationsof partitions. Our preliminary resultssuggestthat
evenif anetwork is partitioned, RCSesin separatgartitionscan-
not createa forwardingloop. This resultfollows from thefactthat
network partitionsarecausedy partitionsof the IGP (e.g., OSPF)
topology andRCSegely on the IGP to exchangerouteswith each
otherandwith BGProuters.Thus,aprotocolthatelectsanRCSfor
eachpartitionguaranteesorrect,loop-freeforwarding.

Scalability. RCP mustbe ableto handlethousandf eBGP
sessionsand hundredsof iBGP sessionseachwith thousandsof
routes.Today’s high-enddesktopmachinesatisfythememoryand
computationakequirementgor RCR In our currentwork, we are
exploring waysto distribute RCPfunctionality acrossmary physi-
cal machines.Onedesignideawe are currently pursuinginvolves
dividing the RCPinto a BGP engine which is responsibldor es-
tablishingthe (possiblylarge numberof) BGP sessiongo routers
within the AS (and, ultimately, acrossASes)andwhosesole re-
sponsibility is statemanagementand an RCP engine which re-
ceivestheroutinginformationfrom the machinesunningBGP en-
ginesandimplementsthe logic that we have discussedn this pa-
per (e.g., pathcomputation,con guration managementnaintain-
ing consisteny, etc.).

Convergencespeed.RCPmustcomputeroutesusingBGP and
IGPinformationfor everyrouterin the AS andpropagateheresults
of this computatiorin atimely fashionasBGP andIGP topologies
change.BecauseRCPis anactive participantin boththe BGP and
IGP protocols,delaysdueto messag@assingshouldbe no worse
thanin today's routingarchitecture.

Transient inconsistencies.Transientinconsistenciesnight oc-
cur if routersdo not receve updatesrom RCPin a certainorder
For example,if arouters pathto a destinationincludesroutersfor
which RCP hasalreadyassigneda new path,transientforwarding
loopscouldresult. Althoughthis pathologyis likely no worsethan
thetransienioopsthatoccurduringiBGP corvergencetoday it de-
senesfurtherattention.In the future, routersmight be modi ed to
supporta “commit” operationto allow for all routersalonga path
to executeanupdateat the sametime.

6. RelatedWork

This sectionbrie y surweys relatedresearchn routing architec-
tures.Otherapproachebave beenproposedor distributing routes
within an AS and betweenASes. Routere ectors [6] eliminate
the needfor a full meshbetweeniBGP spealers, but they do not
correctlyemulatefull meshiBGP: routere ectors forward only a
singleroutefor eachpre x on behalfof its cluster which may not
be the routethat eachclient of thatroutere ector would have se-
lectedin afull mesh.To addresshis shortcomingRFC 1863 pro-
posedthat route seners forward all routesto clients, ratherthan
justasinglebestroute[23]. This proposalkuggestedisingan “ad-
vertiser” attribute to allow recipientsto know who adwertisedthe
routes. Similarly, Basuet al. proposedmodifying routere ectors

to adwertiseall routesthatareequallygoodup to the MED stepin
theselectiorprocesgo preventiBGP routeoscillation[5]. Because
theseproposalsequiremodifying BGP, they have notbeenwidely
adopted. The route arbiter project proposedplacing route seners
at exchangepoints[19] to obviate the needfor a full mesheBGP
topology(i.e., atthe exchangepoint) by applyingpolicy onceatthe
routesener. This architecturefacilitatescentralizedapplicationof
BGP routingpoliciesat a singleexchangepoint; RCPalsofocuses
onimproving otheraspect®f interdomainroutingwithin anAS.

Several projectshave advocatedmoving routing compleity to
end hosts,which queryroute senersto discorer routes[26, 42].
Theseprojectsshareourgoalof separatingoutingcompleity from
theinfrastructureput RCPalsosimpli es aspect®f intra-ASrout-
ing and,unlike theseproposalsdoesnotfocuson maving routese-
lectionto endhostsOthershave proposedvorking aroundthe exist-
ing infrastructureusingan overlay to improve BGP's security[18]
or rohustnesg2]. RCPcould be areasonablglatformfor deploy/-
ing thesearchitecturesindoverlay-basedolutions.

The XORP projectrecognizedhatinternetresearcthassufered
becauseouterplatformsareclosedandhasproposednopensoft-
ware routerinterfaceto make all aspectof routing and forward-
ing bothopenandextensible[22]. In contrastwe proposemaking
routingopenandextensibleby separatingheroutingprotocollogic
from theroutersthemseles. The IETF ForCESworking grouphas
alsorecognizedhatinnovationhassufferedbecausef thecoupling
betweenrouting and forwarding[17]. In responsethe group has
proposedhframewvork thatseparateanindividual network element
into separateontrolandforwardingelementswhich cancommu-
nicateover a variety of media(e.g., a backplane Ethernet,etc.).
The framework dictatesthat routing protocolsbe implementedn
the control elementg41]. RCPis complementaryo the ForCES
frameawork: for example, RCP'salgorithmsfor pathselectioncould
beimplementedvithin oneor moreForCEScontrolelements.

7. Reseach Agenda

In additionto addressinghe challengegliscussedn Section5,
weintendto designspeci c algorithmsandtechniquesor how RCP
canimprove interdomainroutingin thefollowing areas:

Con guration languages.RCPsimpli es the underlyingrout-
ing mechanismswhich can in turn simplify con guration lan-
guages.For example,con guring routing policy usingRCP olwi-
atesthe needfor implementinghigh-level taskswith communities
andcomple import andexport policieson individual routers. We
believe thatlocatingcon guration stateat the RCP shouldmale it
easierfor operatorgo specifyhigh-level tasks leaving the mecha-
nistic detailsof howthesetasksareaccomplishedo RCP

Correctnessand security. Correctness&nd securityshouldbe
intrinsic to the interdomainrouting architecture.RCP shouldim-
poseinvariantson network con guration to guaranteeorrectness.
For example,RCP canenforceconsistenpathassignmentaswe
describedn Section4. RCP could alsoenforceothercorrectness
propertied11] by enforcinginvariants.De ning whatthoseinvari-
antsshouldbeis anareafor futurework.

Troubleshootingand diagnostics. BecauseRCPis effectively
a repositoryof the routing statefor an AS, it canhelp operators
dehug routing and performanceproblems. Of course,for RCPto
be a usefultool for troubleshootingand diagnosticswe mustde-
termine: (1) the problemsthat network operatorccommonlyneed
to diagnoseand(2) the statethat RCP mustmaintainto be ableto
answelrthesequestions.

Routing ef ciency. We intendto explore how RCP could im-
prove routing efciency. For example, RCP could make routing



moreefcient by aggreatingpre xesfor a particularrouters for-

wardingtableif it could determinethatthe routerwould malke the
sameforwarding decisionfor all of the more speci ¢ routes. An

openquestionis how RCP canefciently determinewhenaggre-
gatingcontiguouspre xesis possible.Additionally, becauséRCP
hasa completeview of network statewithin anAS, we believe that
it could be usedto selectvely adwertisemore speci ¢ pre xesfor

backupor inboundtrafc engineering.
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