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ABSTRACT
Over the pastdecade,the complexity of the Internet's routing in-
frastructurehasincreaseddramatically. This complexity and the
problemsit causesstemnot just from variousnew demandsmade
of theroutinginfrastructure,but alsofrom fundamentallimitations
in the ability of today's distributedinfrastructureto scalablycope
with new requirements.

Thelimitationsin today's routingsystemarisein largepartfrom
the fully distributedpath-selectioncomputationthat the IP routers
in an autonomoussystem(AS) must perform. To overcomethis
weakness,interdomainroutingshouldbeseparatedfrom today's IP
routers,which shouldsimply forward packets(for the mostpart).
Instead,a separateRoutingControl Platform (RCP)shouldselect
routesonbehalfof theIP routersin eachAS andexchangereacha-
bility informationwith otherdomains.

Our positionis thatanapproachlike RCPis a goodway of cop-
ing with complexity while beingresponsive to new demandsand
canleadto a routing systemthat is substantiallyeasierto manage
thantoday. We presenta designoverview of RCPbasedon three
architecturalprinciples—pathcomputationbasedon a consistent
view of network state,controlledinteractionsbetweenroutingpro-
tocol layers,andexpressive speci�cationof routing policies—and
discussthearchitecturalstrengthsandweaknessesof ourproposal.

Categoriesand SubjectDescriptors
C.2.2[Network Protocols]: RoutingProtocols;C.2.6[Computer-
Communication Networks]: Internetworking

GeneralTerms
Algorithms,Design,Management,Performance,Reliability

Keywords
routingarchitecture,interdomainrouting,BGP

1. Intr oduction
This paperpositsthat interdomainrouting protocol functional-

ity shouldbe separatedfrom the routers. Statedsomewhat glibly,
routing is too importantandtoo complicatedto be left to today's
routers! IP “routers” shouldbe “lookup-and-forward” switches,
forwardingpacketsasrapidly aspossiblewithout beingconcerned
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Figure 1: A Routing Control Platform (RCP) for the Internet. Cir cles
representconventional routers.

aboutpathselection. A separateentity shouldbe responsiblefor
computingthebestBGP1 pathsonbehalfof all theroutersin a do-
mainanddisseminatingtheresultsto therouters.

Separatinginterdomainroutingfrom theindividualroutersis one
way to copewith the increasingcomplexity of theroutingsystem.
Thegrowth of theInternethasintroducedconsiderablecomplexity
into interdomainrouting, as featureshave beenaddedto BGP to
supportmore�e xibility (e.g., new routeattributessuchascommu-
nities andMED) and larger scale(e.g., route re�ectors androute
aggregation). This complexity hasmaderouting protocolbehav-
ior increasinglyunpredictableanderrorprone[12]. Requiringthe
routersto performcomplex pathcomputationintroducesthepoten-
tial for inconsistenciesacrossrouters,complicatesthe expression
of routingpolicy, andmakestroubleshootingdif�cult.

Instead,a separateRoutingControl Platform(RCP)shouldhave
theinformationneededto selectroutesfor eachrouterin a domain
(e.g., anAS) andexchangeroutinginformationwith RCPsin other
domains.2 Figure1 illustratesthis idea.EachRCPcouldusea new
wayof selectingroutesfor eachrouter(ratherthanusingtoday'sun-
wieldy BGP decisionprocess);RCPscould even exchangeroutes
usinganinterdomainroutingprotocolotherthanBGP. By selecting
routeson behalfof all routersin a domain,RCPcanavoid many
internalBGP-relatedcomplications(e.g., forwardingloops[9] and
signalingpartitions[12]). Thisapproachalsofacilitatestraf�c engi-
neering,simplerandlesserror-pronepolicy expression,morepow-
erful diagnosisandtroubleshooting,morerapiddeploymentof pro-
tocolmodi�cationsandfeatures,enforceableconsistency of routes,
and veri�able correctnessproperties. In contrastto previous ap-
proachesfor centralizinginterdomainroutesandpoliciesat route
servers[19], RCPalsopreservestheautonomyof eachAS for se-
lectingpathsandapplyingpolicies.3

�

TheBorderGateway Protocol(BGP) [1] is thedefactostandardinterdo-
mainroutingprotocol.

�

In this paper, we usetheterm“RCP” to refer to boththearchitectureasa
wholeandto thespeci�c instanceof RCPwithin a routingdomain.

�

RCPmorecloselyresemblestheNetwork ControlPoint(NCP),introduced
in the telephonenetwork in the early 1980sto simplify network manage-
mentandsupportthe rapid introductionof new features(e.g., enhanced1-
800service)[24, 27].



RCP's deployment path is as interestingas the envisionedend
state.Thedeploymentof RCPcanproceedin threestages,offering
thefollowing bene�ts to network operatorsasRCPbecomesmore
widely deployed:

1. Control over protocol interactions: RCP customizesthe
distribution of BGProuteswithin an AS by replacinginter-
nal BGP routere�ectors. This stagedoesnot requirecoop-
erationfrom neighboringdomains.BecauseRCPhasa com-
pleteview of theintra-AStopologyandselectsrouteson be-
half of all routersin thedomain,it canprevent internalBGP
routinganomaliesandcontroltraf�c �o w moredirectly.

2. Network-wide path selectionand policy: By establishing
BGPsessionsdirectly with theroutersin neighboringASes,
RCPcanperformall routingdecisionsfor anAS, bypassing
theBGPdecisionprocesson therouters.This approachsim-
pli�es con�gurationandallows anAS to selectroutesbased
onhigh-level goals,ratherthanobscuremanipulationof BGP
routeattributes.

3. Rede�nition of inter-AS routing: UsingRCPs,ratherthan
routers,to exchangeroutesbetweenASes(asshown in Fig-
ure1) enablesthedesignof a new routingprotocolbecause
interdomainrouting is now separatedfrom IP routers. For
example,RCP can be usedto implementa control overlay
thatselectspathsbasedon pricesor performancestatistics.

In addition to providing substantialimprovementsover today's
routing architecture,RCPhasa compellingdeployment incentive
(i.e., a “tipping point”), sothatanindividual AS coulddeploy RCP
andstill realizesigni�cant bene�ts. Becausethe�rst two stagesof
deploymentsubstantiallyreducemanagementcomplexity for BGP
routing within a single AS, network operatorshave a compelling
incentive to deploy RCPregardlessof whetherotherASesdo so.
Managingrouting con�guration requiresconstantvigilance from
network operators.Althoughnetwork managementsystemscanof-
ten automatethe most frequenttasks,working aroundandwithin
the constraintsof the existing routing protocolsmakes thesesys-
tems much more complicatedthan necessary. Additionally, the
complexity of modelingandmanagingthedistributedcon�guration
statein today's routershas itself impededthe evolution of auto-
matedmanagementsystems.In addition,becauseit communicates
routesto eachrouterin theAS usingBGP, RCPis backwardscom-
patiblewith existingrouters;deploying RCPrequiresnochangesto
routerhardwareandsoftware,only to routercon�guration.

The rest of the paperproceedsas follows. Section2 presents
backgroundon today's interdomainrouting infrastructure.In Sec-
tion 3, we proposethreearchitecturalprinciplesandexplain how
theexisting routing infrastructurefails to meetthem. Building on
theseinsights,Section4 describesthe RCParchitecturein detail,
focusingon how eachstageof deployment simpli�es routercon-
�guration andmanagement.In Section5, we discusstherisksand
challengesof having theRCPin thecritical pathof IP routingdeci-
sions.Section6 reviews relatedwork, andSection7 concludes.

2. BGP Routing in an AutonomousSystem
An AS usesexternalBGP (eBGP)to exchangereachabilityin-

formationwith neighboringdomainsandinternalBGP (iBGP) to
distribute routesinsidetheAS, asshown in Figure2. Eachrouter
invokes the BGP decisionprocessto selecta single “best” route
for eachdestinationpre�x from thecandidaterouteslearnedfrom
eBGP and iBGP. The router combinesthe best BGP route with
informationaboutthe internalnetwork topologyfrom the Interior
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Figure2: Operation of BGP routing insidean AS. Most small networks
usea “full mesh” iBGP con�guration, whereevery router in the AS has
an iBGP sessionto every other router.
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Figure3: An exampleof where iBGP with routere�ection doesnot em-
ulate full-mesh iBGP; numbers representIGP path costs,and arrows
indicate an iBGP sessionfr om a route re�ector to its client. In a full-
mesh,router � would prefer routeslearned fr om � over routeslearned
fr om � becauseits IGP path cost to � is smaller. However, in the ex-
ampleshown, �	� prefers � , and, thus, � must alsoselect� .

Gateway Protocol(IGP) to constructa forwardingtablethatmaps
destinationpre�xesto outgoinglinks. Most of the �e xibility and
complexity of BGProutingcomesfrom thefollowing threeareas:

Path selection:A routeto adestinationpre�x includesattributes
suchas the AS path, local preference,origin type, andmulti-exit
discriminator(MED). Eachrouter appliesa decisionprocess[1]
that consistsof a sequenceof rules that ranksthe routes. After
preferringrouteswith highestlocal preference,smallestAS path
length,lowestorigin type,andsmallestMED, thedecisionprocess
favorseBGP-learnedroutesover iBGP-learnedroutes. If multiple
equally-goodroutesremain,therouterfavorstheBGProutelearned
from the nearestborder router—the egresspoint with the small-
estIGP pathcost—following thecommonpracticeof “hot-potato”
routing.The�nal tiebreakis vendor-dependentandmaydependon
theageof theroutesor anarbitraryrouterID.

Intra-AS route distrib ution: Network operatorscanpropagate
eBGP-learnedroutesthroughoutan AS in many different ways.4

Small networks typically have a “full mesh”of iBGP sessions,as
shown in Figure2. To avoid the 


�

scalingproblem,a large AS
mayhave a morecomplex iBGP topology. For example,although
arouterdoesnotnormallyforwardiBGP-learnedroutesto its other
iBGP neighbors,it can be con�gured as a route re�ector, which
forwardsrouteslearnedfrom oneroute-re�ectorclient to another.
A routerforwardsonly its bestrouteto its iBGPneighbors,making
thechoicesavailableat onerouterdependondecisionsmadeby its
iBGP neighbors,asshown in Figure3.

Routing policy: Network operatorsin�uence pathselectionby
con�guring import and export policies on the eBGP sessionsto
neighboringdomains.An importpolicy �lters unwantedroutesand

�

In mostIP backbonenetworks,every routerneedsto receive BGProuting
informationto constructa completeforwardingtable. In a Multi-Protocol
LabelSwitching(MPLS)network, only theborderroutersneedto sendand
receive theBGProutes;the internalrouterswould simply forwardpackets
on label-switchedpathsfrom theingressrouterto theegresspoint.



manipulatesthe attributesof the remainingroutes; for example,
the policy could assigna small local preferenceto routeslearned
from oneneighborto make theserouteslessattractive thanroutes
learnedfrom otherneighbors.After selectinga singlebestroute,
therouterappliesanexport policy to manipulatetheattributesand
decidewhetherto propagatetherouteto a neighbor. For example,
a routermaybecon�gured to export routeslearnedfrom a private
peerto a customerbut not to anotherprivatepeer.

3. Ar chitectural Principles for Routing
In this section,we presentthreearchitecturalprinciplesfor re-

ducinginterdomainroutingcomplexity:

1. Theroutingarchitecturemustbaseits routingassignmentson
aconsistentview of routingstate.

2. Theinterfacesbetweentheroutingprotocolsmustminimize
unexpectedor unwantedinteractions.

3. The interdomainrouting mechanismsmustdirectly support
�e xible, expressive policies.

Eachsubsectionin this sectiondiscussesoneof theseprinciples.
For eachprinciple, we presenta high-level rationale,followed by
speci�c examplesof how today's interdomainroutingarchitecture
violatestheprinciple. For eachof theseexamples,we suggesthow
adheringto thearchitecturalprinciplehelpssolve theproblem.

3.1 ComputeRoutesUsingConsistentState
Routing stateand logic shouldbe co-locatedwith the system

componentsthat areassigningroutes. The logical participantsin
an interdomainrouting protocol are the ASes, not the individual
routers.Theinterdomainroutingarchitectureshouldview eachAS
asasingleparticipantandbaseroutingdecisionsonanetwork-wide
view of availableroutesandcon�gurationstate;therouters,on the
otherhand,shouldforwarddatatraf�c without concernabouthow
the routesarecomputed.The currentinterdomainrouting system
violatesthis architecturalprinciplein thefollowing threeways:

Decomposing the routing con�guration state across the
routers unnecessarilycomplicatespolicy expression. Although
distributing stateto achieve scalabilityandreliability makessense,
many aspectsof con�gurationarenot replicated,but ratherdecom-
posedacrossrouters.Con�guration stateshouldbe logically cen-
tralizedbecauseit simpli�es policy expressionwithoutcompromis-
ing scalabilityor reliability.

Problem:Network operatorsmustoftenimplementhigh-level poli-
cies, suchas preventing routeslearnedfrom one AS from being
advertisedto another. Implementingthis policy currentlyrequires
modifying the con�gurationsof multiple routers: the import poli-
ciesmust“tag” eBGP-learnedroutesappropriately, andtheexport
policiesof otherroutersmust�lter routeswith this tagwhenadver-
tising to eBGPneighbors.

Solution: De�ning routing policy on a network-wide basiswould
obviatetheneedfor this level of indirection.A network-widecon-
�guration managemententity could know the origin of all routes
basedon theeBGPsessionsthatadvertisedthem,which would al-
low a directexpressionof policiesbasedon sessions.

Distrib uted path selection causesrouting decisionsat one
router to dependon the con�guration of other routers. Subtle
con�gurationdetailsaffect theroutethatarouterselectsor whether
that router learnsa routeat all. Computingrouteson a network-
widebasisusingaconsistentview of routingstatecanreduceinter-
domainrouting's dependencieson thesesubtledetails.

Problem:Omittinga singleiBGP sessionin a full-meshcon�gura-
tion canleavearouterwith noroutefor certaindestinations,evenif
the intradomaintopologyis connected.Distributedpathselection
alsomakespredictingtheeffectsof con�gurationchangesontraf�c
�o w dif�cult [15].

Solution: An entity thatperformspathassignmenton behalfof all
routerscouldcontrolpathassignmentto ensurethatevery routeris
assigneda routefor every destination.

Eachrouter is unawareof the stateat other routers; this lack
of information may result in incorr ect or suboptimal routing..
ImplementingBGP'smany featuresontheroutersmakesthesefea-
turesdif�cult to reasonabout. For example,replicationof func-
tionality that is intendedto improve reliability cancauseforward-
ing loops,anda featureintendedto prevent routing instability can
slow convergence.A routing architectureshouldimplementthese
featuresin a modulethathasa completeview of thenetwork state,
ratherthanin therouters(eachof which only hasa partialview of
network state);doing so would allow that moduleto ensuresen-
sible, consistentnetwork-wide routeassignmentandoverrideany
featureinteractionsthatcauseincorrectrouting.

Problems:A routertypically hasiBGP sessionsto multiple route
re�ectors to improve reliability. Whenaroutere�ector fails,proto-
col oscillationandforwardingloopscanariseif thesecondroutere-
�ector hasadifferentview of thebestroutes.Placingthetwo route
re�ectorscloseto eachotherreducesthesekindsof inconsistencies
but introducesfatesharing(i.e., therisk of sharedfailures).As an-
otherexample,BGProute�ap dampingsuppressesunstableroutes
thatchangefrequently[40]. Unfortunately, sometimesasinglefail-
ure can trigger many advertisementsthat can mistakenly activate
route�ap damping[29]. Network operatorsmustwork backwards
to selectcon�gurationparametersthatpreventerroneousdamping.

Solution: An entity that performsroutecomputationusinga con-
sistentview of availableroutesandnetwork topologycanberepli-
catedusingstandarddistributedsystemsalgorithms. Unlike route
re�ectors,eachreplicawould assignthesamerouteto eachrouter,
independentlyof its locationin thenetwork. A modulewith knowl-
edgeof theroutesassignedto every routerin theAS couldalsode-
tect whenroutechangesarecausedby pathexplorationandavoid
unnecessarilysuppressinga route.

3.2 Control Routing Protocol Interaction
Dividing functionalityinto distinctmoduleswith clearinterfaces

cancontrol complexity. In the routing system,the IGP computes
pathsbetweenroutersin an AS, eBGPcomputespathsbetween
ASes, and iBGP propagateseBGP-learnedroutesthroughoutan
AS. At a higherlayer, overlay networksroutetraf�c alongoneor
moreend-hosthops,abstractingtheIP substrateentirely. Unfortu-
nately, themodulesin today's interdomainroutingsysteminteract
in thefollowing undesirableways:

Hard-wir ed interactions between eBGP and the IGP con-
strain an operator's control over path selection. Although the
internaltopologyshouldhavesomein�uence onBGProutingdeci-
sions(e.g., it allowsnearest-exit routing),arouter'schoiceof egress
point shouldberelatively insensitive to smallIGPchanges.

Problem:TheBGPdecisionprocessusestheIGPpathcostto break
thetie betweentwo “equallygood” routes.Internalevents,suchas
link failures,plannedmaintenance,or traf�c engineeringoftenlead
to changesin the IGP path costs. TheseIGP changescan cause
a router to changeits bestBGP route, causingabrupt,unwanted
traf�c shifts[39]. Additionally, anoperatormaysometimeswantto



redirecttraf�c from oneegresslink to another. Today, this requires
complex manipulationof the BGP import policies to make some
egresspointslessattractive thanothers[13].

Solution: With bettercontrol over the interactionsbetweeneBGP
and IGP, an operatorcould directly assignnew routesto some
routerswithout changingBGProutingpolicies.

InconsistenciesbetweeniBGP and IGP can causeforward-
ing loopsand routeoscillation. Operatorscantestthattheir iBGP
con�gurationsatis�essuf�cient conditionsfor correctness[21], but
thisapproachis notrobustbecauseoperatorscommonlymiscon�g-
ure iBGP [12]. The routing architectureshouldexplicitly enforce
correctnessconstraints.

Problem: An iBGP routere�ector selectsanddistributesonebest
BGP route for eachdestinationpre�x. As a result, the route-
re�ector clientsdo not necessarilymake thesameBGProutingde-
cisionsas they would in a full-mesh iBGP con�guration. In par-
ticular, a routere�ector andits clientsmayhave differentIGPpath
coststo the egressrouters,leadingto differentBGP routing deci-
sions,asshown previously in Figure3. Theseinconsistenciescan
leadto protocoloscillationsor persistentforwardingloops[5, 21,
31] if arouterforwardsapacket towardoneegresspointvia arouter
thathasselecteda BGProutewith a differentegresspoint. These
“de�ections” canalsocausetheAS-level forwardingpathto differ
from theBGPAS path,whichcancomplicatedebugging[30].

Solution: RatherthanbeingagnosticaboutIGP forwardingpaths,
the routing architecturecould usethe availableknowledgeto ex-
plicitly enforceconsistency in router-level forwardingpaths.

Interactions betweenoverlay networks and the underlying
network can degradeperformance. Overlay networks measure
end-to-endpath performanceand tune routing at the edgeof the
network,but they typically lack(1) detailedmeasurementsof traf�c
androutingthatwould helpthemmake betterdecisionsand(2) di-
rect control over IP-layerprotocolsandmechanisms.The routing
architectureshouldprovide the informationandcontrol that over-
laysneedvia awell-de�ned interface.

Problem: Routecontrol products[34, 36] help multihomedISPs
selectupstreamroutesfor eachdestination,whereasend-hostover-
layssuchasRON [4] circumventfailuresandcongestionby direct-
ing traf�c throughan intermediatehost. Becausethey lack com-
plete information aboutrouting and traf�c-engineeringoptimiza-
tions, theseoverlayssometimesincreasecongestionanddecrease
theeffectivenessof traf�c engineeringin theunderlaynetwork [33],
whichcandegradeuserperformance.

Solution: With more direct control, overlayscould operatemore
ef�ciently (e.g., by notsendingthesametraf�c overcongestedlinks
at the network edge[25]). With more informationaboutrouting
dynamics,overlayscouldpre-emptively avoid someoutages[10].

3.3 Support Flexible, Expressive Policies
The interdomainrouting architecturemustsupport�e xible, ex-

pressive policy. The needfor greater�e xibility in selectingand
exportingrouteshasdrivenmany of theextensionsto BGPover the
past�fteen years,andwe believe this trend is likely to continue.
Although BGP is highly con�gurable, its operationis controlled
by indirect mechanismsthatexposedetailsratherthanabstracting
them.Architecturalsimpli�cations andbetterabstractionscansim-
plify con�gurationlanguagesandmakepolicy speci�cationsimpler
andmoreexpressive. The following points illustratewhy today's
routingarchitecturedoesnotsatisfythesegoals:

BGP's mechanismsprecludethe expressionof certain poli-
ciesand make others dif�cult to express.Network operatorsin-
�uence the outcomeof the BGP decisionprocessby con�guring
policiesthat modify the attributesof BGP routes. Bettercon�gu-
ration languageswould behelpful, but thearchitectureshouldalso
provide more�e xible supportfor assigningpathsto routers.

Problem: Moving traf�c from one inter-AS link to anotherre-
quires[13]: (1) identifying the subsetof pre�xes that carriesthe
desiredamountof traf�c, (2) determininghow to expressthatsub-
set(e.g., by a commonAS pathregularexpression),(3) modifying
theimportpoliciesononeor moreroutersto assignasmaller“local
preference”for routesmatchingthoseexpressions,and(4) observ-
ing theresultingtraf�c �o w anditeratingasnecessary.

Solution: Although “what if ” tools canhelp predict the effectsof
policy changes[15], theroutingarchitectureshouldallow anoper-
atorto move traf�c by explicitly assigningpaths.

BGP's mechanismsimpede multiple ASesfr om cooperating
in selectingroutes that satisfy their goals. ASesmust cooper-
ateto ensureend-to-endreachability, but today's routingarchitec-
ture doesnot directly supportthis type of cooperation. Interdo-
main routing policiesarea tusslespace[7]: an AS mustbalance
the dependenceon its neighborsfor goodconnectivity to the rest
of the Internetandcompetitionwith neighborsfor customersand
revenue.Operatorsmustcurrentlyresolvethesecon�icts outsideof
theinfrastructure,but thearchitectureshoulddirectlysupportroute
selectionbasedonnegotiatedpreferencesor �nancial incentives.

Problem:SupposeoneAS wantsto advertisea backuprouteto its
neighbor. Thesetwo ASesmust �rst negotiatea backup“signal”
out of band. The AS advertising the route must then modify its
export policies to attachthis signal to the backuproute, and the
neighbormust modify the import policies on its routersto lower
the“local preference”valuefor routeswith this community.

Solution:Becauseroutenegotiationis fundamentalto inter-AS co-
operation,theinterdomainroutingshouldsupportit directly.

4. Routing Control Platform (RCP)
Building ontheprinciplesfrom Section3, thissectionproposesa

RoutingControl Platform(RCP),whichseparatesthecontrol-plane
logic from theroutersthat forwardpackets. We describeRCPasa
single,logically-centralizedentity in eachdomain.Thiscentralized
functionmustactuallybeimplementedin areliable,physicallydis-
tributedfashiontoavoid introducingasinglepointof failureanden-
suringrobustroutedistribution. Webelievethatexistingdistributed
systemstechniquesmaybeapplicable;this paperdoesnot address
this issuein detail,but we brie�y discussit in Section5.

We describeRCPin termsof threephases:(1) controlling rout-
ing protocol interactionsby replacingiBGP route re�ection with
RCP, (2) gaining�e xibility over routeselectionby makingRCPthe
endpointof all eBGPsessionswith neighboringASes,and(3) en-
abling changesto interdomainrouting by usingRCPs,ratherthan
routers,to exchangeroutesbetweenASesusingeBGPor somenew
protocol. By describingRCPin termsof threestages,we demon-
stratethatRCPis incrementallydeployablewithin anASand,more
importantly, providessigni�cant bene�ts to an individual AS even
if other ASeshave not deployed RCP. In addition to beingsteps
of incrementaldeployment,eachphaseprovidesnew functionality
while remainingbackwardscompatiblewith BGP.

4.1 Control Over Protocol Interactions
The�rst phaseof RCPdeployment,shown in Figure4, involves

only minor changesto theiBGP con�guration insideanAS. First,
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Figure 4: The �rst phasereplacesthe pairwise iBGP sessionsbetween
routerswith iBGP sessionsto RCP. RCP usesknowledgeabout the IGP
topology and the best routesfr om eachborder router to make routing
decisionson behalf of eachrouter. RCP distributesthe path assignment
to the routers via iBGP.

RCPmonitorstheIGP to maintainanaccurate,up-to-dateview of
the IGP topology;previous work explainshow to monitor an IGP
withoutdisruptingtheoperationof thenetwork [35]. Next, instead
of having routerspropagateeBGP-learnedroutesthroughaniBGP
hierarchy, aroutersendsits bestroutefor eacheBGP-learneddesti-
nationto RCPvia aniBGP session.Finally, RCPcomputesa route
for eachrouterandconveys that routevia the iBGP session.Us-
ing anRCPdoesnot requireany changesto theroutersthemselves
(asidefrom thecon�gurationof iBGPsessionsto RCP)or thecon-
�guration of routersin otherASes. Many ISPsalreadydeploy a
monitoring infrastructureto keeptrack of network stateandrout-
ing protocolbehavior. At this stage,RCPis essentiallyanIGP and
BGPmonitoringinfrastructurethatalsocontrols routeselection.

This stageof RCP closely resemblesan architecturebasedon
routere�ection [6], but, unlike routere�ectors, RCPcanreturna
different bestrouteto eachrouter. For example,RCPcould com-
putethe routethat eachrouterwould have selectedin a full-mesh
iBGP topology. RCPalsooffersmore�e xibility thanroutere�ec-
tion becauseit is not limited to emulatinga full-mesh iBGP sce-
nario: RCP could intentionally selectother routesto control the
interactionsbetweeniBGP andtheIGP. RCPmayalsoappearsim-
ilar to previous work on routeservers[23] that forward all BGP-
learnedroutesto their clients, but, becauseit forwardsonly one
routeto eachclient,RCPremainsbackwardscompatiblewith BGP
andenablescustomizedpathselection.

In the rest of this subsection,we presentseveral examplesto
show how this stageof RCPdeploymentsimpli�es importantnet-
work managementtasks.

Enforceable correctnessconstraints and invariants. With
completeknowledgeof theiBGPandIGPtopologies,RCPcanen-
force a cleanseparationof routing layers. For example,RCPcan
ensurethat eachrouter along a forwarding path selectsthe same
bestBGProutefor adestinationpre�x, whichpreventstheforward-
ing loopsand protocol oscillationsthat can arisein conventional
iBGP con�gurations[9, 21]. RCPcan also be useful for detect-
ing persistentoscillationscausedby theMED attribute[20], which
occursbecauseroutersdo not have a total orderingover thesetof
candidateroutes.With acompleteview of thebestroutesfrom each
borderrouter, RCPcanrecognizewheneachrouterwouldnothave
a single,consistentorderingandcanforcethesysteminto a stable
pathassignment.

Avoiding unintentional hot-potato routing changes. Small
changesin the IGP topology(e.g., dueto traf�c engineering,fail-
ures,or plannedmaintenance)cantriggerlarge,unnecessaryshifts
in eBGP routesbecauseof BGP's “hot potato” routing behav-
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Figure 5: The seconddeployment phaseof RCP operatesin a similar
manner as the �rst phase,but now RCP itself has eBGP sessionsto
routers in other ASes,rather than relying on border routers to learn
routesfr om other ASesand apply local policies.

ior [39]. RCPcanallow a network operatorto addor remove inter-
nal links, or modify theIGPcosts,withoutworrying abouttheside
effectsonBGPpathselection.By controllingthepathselectionfor
eachrouter, RCPcanforceroutersto continueusinganegresspoint
even whena link failure or small IGP costchangemakesanother
egresspoint becomeslightly “closer”. (RCPmusttake careto en-
surethateachrouteralongthe forwardingpathto theegresspoint
for thatroutercontinuesto pick thesameegresspoint.) In addition
to avoiding unnecessarytraf�c shifts,preventingtheseabruptrout-
ing changesimprovesglobalroutingstabilityby reducingthenum-
berof eBGProutingchangespropagatedto downstreamneighbors.

Mor e �exible traf�c engineering. RCP can intentionally
changethe egresspoint for a router to move traf�c to a lightly-
loadededgelink or a lesscongesteddownstreampath. This ap-
proachallowstheAS to balancethetraf�c loadwithoutany changes
to the import policieson eBGPsessionsor the IGP link costs. In
additionto controllingtheegresspoint,RCPcoulddictatetheentire
forwardingpaththroughtheAS ratherthanrelying on theIGP. For
example,RCPcouldsenda routera BGProutewith a “next hop”
that correspondsto an immediateneighborin the IGP topology,
which would causethat router to createa forwarding table entry
thatmapsthedestinationpre�x to theoutgoinglink connectingdi-
rectly to theneighboringrouter. Thiskind of �ne-grainedcontrolis
usefulfor plannedroutingchanges.RCPcouldmake theserouting
changesincrementally(i.e., onerouterat a time) to avoid creating
transientforwardingloopsduringconvergence.

4.2 Network­W ide Path Selectionand Policy
In the �rst deploymentphase,the AS's borderrouterscontinue

to exchangerouteswith neighboringdomains. The AS's border
routersstill apply local import andexport policiesand forward a
singlebestroutefor eachpre�x to RCP. In thesecondstage,RCP
exchangesroutesdirectly with the borderroutersin other ASes,
asshown in Figure5. NeighboringASesmustmodify thecon�g-
urationof their eBGPsessionsto peerwith RCP, ratherthanwith
individual routers.5 Thischangeonly involveschangesto therouter
con�guration, not the underlyinghardwareor software,andit of-
fers signi�cant bene�ts because(1) RCPhasaccessto all routes
learnedvia eBGPfrom otherASes,(2) all routingpoliciesfor the
AS areapplieddirectly at the RCP, and(3) the borderroutersdo
notneedany BGPcon�gurationbeyondtheir iBGPsessionto RCP.
This phaseof RCPsigni�cantly simpli�es network management.

Simpler routing con�guration. With all of the eBGP-learned
routesin oneplace,thecon�gurationof theroutingpoliciescanre-

�

EachrouteronthepathbetweenRCPandroutersmustalsohaveroutesfor
bothendpoints.Theseroutescanbeestablishedby injectingroutesfor the
endpointsinto theroutingprotocolor by con�guring staticroutes.



sideentirelyat theRCP. RatherthanusingBGPcommunitiesto tag
routesatonerouterto ensurethecorrecthandlingatanotherrouter,
RCPcanclassifyandselecttheroutesitself. For example,suppose
eBGProuteslearnedfrom onepeershouldnot beadvertisedto an-
other. RCPcouldmaintaina local registryof peerandcustomerAS
numbersandensurethatrouteswheretheneighboringAS is a peer
AS are not advertisedvia eBGPsessionsto other peerASes. In
today's routinginfrastructure,theauxiliary informationaboutpeer
andcustomerASeswould be expressedindirectly (i.e., in the im-
port policiesthat tag the routeslearnedon certaineBGPsessions
andexport policiesthat �lter routesbasedon thesetags).With the
RCPperformingall routing decisions,this type of decomposition
is unnecessary.

Network-wide traf�c engineering. In the secondphase,RCP
hasaccessto all of theeBGP-learnedroutes,not just thebestpaths
selectedby theborderrouters.With completecontrolover these-
lectionof paths,RCPcandisregardtheunwieldyBGPdecisionpro-
cess. RCP can in�uence the routing decisionsof variousrouters
directly, without meddlingwith local preferencesettingsat indi-
vidual routers.Ratherthangeneratingcomplex import policy rules
thatmanipulatethelocalpreferenceattribute,RCPcouldexplicitly
decidewhichpatheachroutershouldselectfor any destinationpre-
�x. In additionto comparingtheeBGP-learnedroutes,RCPcould
baserouting decisionson auxiliary informationsuchasmeasured
traf�c volumes,performancestatistics(e.g., observedpacket loss),
andcommercialrelationshipswith neighboringdomains(e.g., the
pricingmodel).

Intelligent route-�ap damping. Many BGP updatesequences
arecausedby routersperforming“path exploration”: uponlearn-
ing of a route's withdrawal from a neighboringAS, a routerwill
readvertise its secondbestpath until it receives the correspond-
ing withdrawal for that path,andso on. RCPcanprevent route-
�ap dampingfrom discardingan otherwisestableroute. Rather
thanhaving routersimplementroute-�ap dampingindependently,
RCPcoulddamprouteson behalfof routersin theAS basedon a
network-wideview of theeBGP-learnedroutes.Additionally, RCP
coulddeterminewhenadvertisementsappearto stemfrom pathex-
plorationand usethis information to delay readvertisement,thus
preventingroutersin neighboringASesfrom receiving a �urry of
transientadvertisementsduringpathexploration.

Coalescingrouting table entries with customized aggrega-
tion. Networks often advertisemultiple subnetsin the samead-
dressblock to balancethe �o w of traf�c over several incoming
links, whichcanleadto largeroutingtablesanda largernumberof
BGPupdatemessages.An individual routercannottypically safely
aggregatesubnetswith thesamenext-hop, becauseanotherrouter
in theAS mayneedto treatthesubnetsdifferently. As such,opera-
torsareoftenconservative in aggregatingroutesto preventuninten-
tional blackholesandforwardingloops. Giving RCPcontrol over
which BGProutesaresentto eachrouterpermitsmoreaggressive
aggregation.For example,if RCPdiscoversthattheBGProutesfor
12.1.2.0/24and12.1.3.0/24at somerouterwill usethe sameout-
goinginterface,it cansenda single12.1.2.0/23routeto therouter,
which can substantiallyreducethe memoryrequirementsfor the
routingandforwardingtables.6 (NotethatRCPcansendanaggre-
gatedrouteto a routereven if the two initial routeshave different
AS paths,sincetheindividualroutersnolongeractonthis informa-
tion.) This techniquecanalsoreducethenumberof BGPupdates,




An individual routercancoalescesubnetswhenconstructingits local for-
warding table [8], but this approachdoesnot reducethe sizeof the BGP
routingtableor thenumberof BGPupdatemessages.

sincemany BGProutingchangesaffect attributessuchasAS path,
community, andMED thatdo notaffect forwarding.

4.3 Rede�nition of Inter ­AS Routing
In thethird phase,multiple ASeswith RCPscanexchangeinter-

domainrouting informationdirectly throughtheir RCPs,asprevi-
ously shown in Figure1. As in the �rst two phases,RCPmakes
routing decisionson behalf of the routersin its AS. RCP could
simply useeBGPto exchangeroutinginformation,but exchanging
routeswith eBGPis not strictly necessary. RCPcouldalsoenable
ASesto bettercoordinatewhendiagnosingrouting problemsand
selectingpaths.

Better network diagnosticsand tr oubleshooting. RCPcould
provide diagnosticinformation to a neighboringAS (or even re-
moteASes)uponrequest.Network operatorsregularly sendemail
to mailing lists (e.g., NANOG) to ask otheroperatorsaboutpos-
sible reachabilityproblemsand diagnoseproblemsas they arise.
With RCPsdeployed in many ASes,thecollectionof RCPscould
be treatedasa distributeddatabaseof routing information,where
eachAS maintainsa portion of andprovidesa query interfaceto
that information[38]. An AS couldallow otherASesto querythe
routesthat it haslearnedfrom otherASesfor debugging(i.e., us-
ing RCPqueryinterfaceasa sortof master“looking glass”server
for the entireAS) or veri�cation [11] (e.g., verifying an AS path
by askingother ASesalong that path if they have learnedcorre-
spondingroute).Of course,thediagnosticinformationneednotbe
limited to BGPdata.For example,RCPcouldmaintaininformation
aboutintra-AStopologychanges,link congestion,andperformance
statisticsto helpexplaindisruptionsin end-to-endperformance.

New interdomain routing protocols.RCPenablesa varietyof
proposalsfor fundamentalchangesto interdomainrouting. Recent
proposalshave advocatedmodifying theway theinterdomainrout-
ing protocol selectsand propagatesroutes. For example,a new
routing protocol could attachprices to advertisedroutes[16] or
explicitly support inter-AS negotiation to selectthe routes[28].
RCPscould also basetheir routing decisionson measuredend-
to-endperformance,asproposedin work on overlay networks [4]
andevenmake this performanceinformationavailableto end-host
overlaysthroughappropriateinterfaces[32]. Otherproposalshave
suggestedwaysto improve securityby performingpathauthenti-
cation[37] or origin authentication[3]. Until now, many of these
proposalshave hadno feasibledeployment pathbecausethey re-
quire fundamentalprotocolchangesandwould not be backwards
compatiblewith the installedbaseof routers.RCPallows thede-
ployment of new routing protocol changeswithout modifying or
replacingtheexisting infrastructure.

5. ChallengesIntr oducedby RCP
Separatingrouting statefrom the routerscan potentially intro-

ducerobustness,scalability, speed,andconsistency problems.The
RCP architecturemust addressthesechallengesto be viable. In
this section,we brie�y highlight theseissuesandsketchpossible
solutionsto theseproblems.We areaddressingtheseproblemsin
greaterdetail in our currentwork, andwe areimplementinga pro-
totypeof RCPusingOSPFandBGP datafrom AT&T' s domestic
IP backbone[14].

It mightseemthatmoving complexity outof theroutersinto RCP
createsnew problemsbecauseof the additional�e xibility in path
assignmentandbecausewe areaddinga componentto therouting
system. However, managementsystemsandveri�cation tools for
BGP con�guration alreadyexist today, but they aremorecompli-
catedandconstrainedbecausethey mustwork aroundtheartifacts



of today's routingsystem.Thus,addingRCPto theroutingsystem
doesnot really constitute“more functionality”; rather, RCPmoves
routingfunctionality to a partof thesystemwherecomplexity can
bebettermanaged.

Robustness.To avoid introducinga singlepoint of failure,RCP
shouldbedistributedacrossmultiple RCPservers (RCSes).These
serversmustmaintaina consistentview of the availableroutesto
ensurethatall routersreceive consistent,loop-freepaths.TheRC-
Sesmustemploy a protocolthat recognizeswhenanAS becomes
partitionedandguaranteesthat eachpartition receivesrouting in-
formationthat is consistentwithin its partition. We arecurrently
studyingthe typesof inconsistenciesthat canresult from various
combinationsof partitions. Our preliminary resultssuggestthat
even if a network is partitioned,RCSesin separatepartitionscan-
not createa forwardingloop. This resultfollows from thefactthat
network partitionsarecausedby partitionsof theIGP (e.g., OSPF)
topology, andRCSesrely on theIGP to exchangerouteswith each
otherandwith BGProuters.Thus,aprotocolthatelectsanRCSfor
eachpartitionguaranteescorrect,loop-freeforwarding.

Scalability. RCP must be able to handlethousandsof eBGP
sessionsand hundredsof iBGP sessions,eachwith thousandsof
routes.Today'shigh-enddesktopmachinessatisfythememoryand
computationalrequirementsfor RCP. In our currentwork, we are
exploring waysto distributeRCPfunctionalityacrossmany physi-
cal machines.Onedesignideawe arecurrentlypursuinginvolves
dividing the RCPinto a BGP engine, which is responsiblefor es-
tablishingthe (possiblylarge numberof) BGP sessionsto routers
within the AS (and, ultimately, acrossASes)andwhosesole re-
sponsibility is statemanagement;and an RCP engine, which re-
ceivestheroutinginformationfrom themachinesrunningBGPen-
ginesandimplementsthe logic that we have discussedin this pa-
per (e.g., pathcomputation,con�guration management,maintain-
ing consistency, etc.).

Convergencespeed.RCPmustcomputeroutesusingBGPand
IGPinformationfor everyrouterin theAS andpropagatetheresults
of this computationin a timely fashionasBGPandIGPtopologies
change.BecauseRCPis anactive participantin boththeBGPand
IGP protocols,delaysdueto messagepassingshouldbeno worse
thanin today's routingarchitecture.

Transient inconsistencies.Transientinconsistenciesmight oc-
cur if routersdo not receive updatesfrom RCPin a certainorder.
For example,if a router's pathto a destinationincludesroutersfor
which RCPhasalreadyassigneda new path,transientforwarding
loopscouldresult.Althoughthis pathologyis likely no worsethan
thetransientloopsthatoccurduringiBGPconvergencetoday, it de-
servesfurtherattention.In thefuture,routersmight bemodi�ed to
supporta “commit” operationto allow for all routersalonga path
to executeanupdateat thesametime.

6. RelatedWork
This sectionbrie�y surveys relatedresearchin routingarchitec-

tures.Otherapproacheshave beenproposedfor distributing routes
within an AS and betweenASes. Routere�ectors [6] eliminate
the needfor a full meshbetweeniBGP speakers,but they do not
correctlyemulatefull meshiBGP: routere�ectors forward only a
singleroutefor eachpre�x on behalfof its cluster, which maynot
be the routethateachclient of that routere�ector would have se-
lectedin a full mesh.To addressthis shortcoming,RFC1863pro-
posedthat route servers forward all routesto clients, ratherthan
just a singlebestroute[23]. This proposalsuggestedusingan“ad-
vertiser” attribute to allow recipientsto know who advertisedthe
routes.Similarly, Basuet al. proposedmodifying routere�ectors

to advertiseall routesthatareequallygoodup to theMED stepin
theselectionprocessto preventiBGProuteoscillation[5]. Because
theseproposalsrequiremodifyingBGP, they have not beenwidely
adopted.The routearbiterprojectproposedplacingrouteservers
at exchangepoints[19] to obviate the needfor a full mesheBGP
topology(i.e., at theexchangepoint)by applyingpolicy onceat the
routeserver. This architecturefacilitatescentralizedapplicationof
BGProutingpoliciesat a singleexchangepoint; RCPalsofocuses
on improving otheraspectsof interdomainroutingwithin anAS.

Several projectshave advocatedmoving routing complexity to
endhosts,which query routeservers to discover routes[26, 42].
Theseprojectsshareourgoalof separatingroutingcomplexity from
theinfrastructure,but RCPalsosimpli�es aspectsof intra-ASrout-
ing and,unlike theseproposals,doesnot focusonmoving routese-
lectionto endhostsOthershaveproposedworkingaroundtheexist-
ing infrastructureusinganoverlay to improve BGP's security[18]
or robustness[2]. RCPcouldbea reasonableplatformfor deploy-
ing thesearchitecturesandoverlay-basedsolutions.

TheXORPprojectrecognizedthatInternetresearchhassuffered
becauserouterplatformsareclosedandhasproposedanopensoft-
ware router interfaceto make all aspectsof routing and forward-
ing bothopenandextensible[22]. In contrast,we proposemaking
routingopenandextensibleby separatingtheroutingprotocollogic
from theroutersthemselves.TheIETF ForCESworkinggrouphas
alsorecognizedthatinnovationhassufferedbecauseof thecoupling
betweenrouting andforwarding[17]. In response,the grouphas
proposedaframework thatseparatesanindividualnetwork element
into separatecontrolandforwardingelements,which cancommu-
nicateover a variety of media(e.g., a backplane,Ethernet,etc.).
The framework dictatesthat routing protocolsbe implementedin
the control elements[41]. RCPis complementaryto the ForCES
framework: for example,RCP'salgorithmsfor pathselectioncould
beimplementedwithin oneor moreForCEScontrolelements.

7. Research Agenda
In additionto addressingthe challengesdiscussedin Section5,

weintendtodesignspeci�c algorithmsandtechniquesfor how RCP
canimprove interdomainroutingin thefollowing areas:

Con�guration languages.RCPsimpli�es theunderlyingrout-
ing mechanisms,which can in turn simplify con�guration lan-
guages.For example,con�guring routingpolicy usingRCPobvi-
atestheneedfor implementinghigh-level taskswith communities
andcomplex import andexport policieson individual routers.We
believe that locatingcon�guration stateat theRCPshouldmake it
easierfor operatorsto specifyhigh-level tasks,leaving themecha-
nistic detailsof howthesetasksareaccomplishedto RCP.

Corr ectnessand security. Correctnessandsecurityshouldbe
intrinsic to the interdomainrouting architecture.RCPshouldim-
poseinvariantson network con�guration to guaranteecorrectness.
For example,RCPcanenforceconsistentpathassignment,aswe
describedin Section4. RCPcould alsoenforceothercorrectness
properties[11] by enforcinginvariants.De�ning whatthoseinvari-
antsshouldbeis anareafor futurework.

Troubleshootingand diagnostics. BecauseRCPis effectively
a repositoryof the routing statefor an AS, it can help operators
debug routing andperformanceproblems. Of course,for RCPto
be a useful tool for troubleshootinganddiagnostics,we mustde-
termine: (1) the problemsthat network operatorscommonlyneed
to diagnoseand(2) thestatethatRCPmustmaintainto beableto
answerthesequestions.

Routing ef�ciency. We intend to explore how RCPcould im-
prove routing ef�ciency. For example,RCP could make routing



moreef�cient by aggregatingpre�xesfor a particularrouter's for-
wardingtableif it coulddeterminethat therouterwould make the
sameforwardingdecisionfor all of the morespeci�c routes. An
openquestionis how RCPcanef�ciently determinewhenaggre-
gatingcontiguouspre�xesis possible.Additionally, becauseRCP
hasacompleteview of network statewithin anAS, webelieve that
it could be usedto selectively advertisemorespeci�c pre�xesfor
backupor inboundtraf�c engineering.
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