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Abstract— Traceroute is usedheavily by network operatorsand
researchers to identify the IP forwarding path fr om a source to
a destination. In practice, knowing the AutonomousSystem(AS)
associatedwith each hop in the path is also quite valuable. In
previous work we showed that the IP-to-AS mapping extracted
fr om BGP routing tables is not suf�cient for determining the AS-
level forwarding paths [1]. By comparing BGP and traceroute AS
paths fr om multiple vantagepoints, [1] proposedheuristics that
identify the root causesof the mismatchesand �x the inaccurate
IP-to-AS mappings.Theseheuristics, though effective, are labor-
intensive and mostly ad hoc. This paper proposesa systematic
way to construct accurate IP-to-AS mappings using dynamic
programming and iterati ve impr ovement.Our algorithm reduces
the initial mismatch ratio of 15% betweenBGP and traceroute
AS paths to 5% while changing only 2.9% of the assignmentsin
the initial IP-to-AS mappings. This is in contrast to the results
of [1], where 10% of the assignmentswere modi�ed and the
mismatch ratio was only reduced to 9%. We show that our
algorithm is robust and can yield near-optimal resultseven when
the initial mapping is corrupted or when the number of probing
sourcesor destinationsis reduced.Our work is a keysteptowards
building a scalableand accurate AS-level traceroute tool.

I . INTRODUCTION

Tracerouteis widely usedto detectrouting problems,char-
acterizeend-to-endpaths,anddiscover the Internettopology.
Traceroutesendsa series of TTL-limited probes toward a
targetdestination,andreportsthe interfaceson theforwarding
path and the round-trip time for eachhop. In Figure 1, the
�rst columnshows the outputof the tracerouteto CNN's web
site. This is invaluableto network operatorsand researchers.
For example, network operatorsuse tracerouteto identify
forwarding loops, blackholes,routing changes,unexpected
pathsthroughthe Internet,and the end-to-endlatency. Upon
detectinga routing or performanceanomaly, operatorsneed
to identify the AutonomousSystem(AS) responsiblefor the
problem.Thesecondandthird columnsof theFigure1 denote
the AS information of the routersalong the forwardingpath.
InaccurateinformationabouttheASesalongthepathleadsto
delaysin identifying andcorrectingthe problem.In addition,
researchstudiesbasedon AS pathsor graphsderived from
traceroutedependon having an effective way to map the
traceroutedatato an AS-level forwardingpath.

However, determiningthe AS-level forwarding path is an
inherently dif�cult problem, due to the operational reali-
ties of today's Internet.Conventionalapproacheshave many

This work wasconductedwhile Morley wasdoing her internshipat AT&T
Labs–Research.

1  169.229.62.1
2  169.229.59.225
3  128.32.255.169
4  128.32.0.249
5  128.32.0.66
6  209.247.159.109
7  64.159.2.65
8  64.159.1.46
9  209.247.9.170
10 66.185.138.33

12 66.185.136.17
11 66.185.147.208

13 64.236.16.52

AS25
AS11423
AS3356
AS3356
AS3356
AS3356
AS1668
AS1668
AS1668
AS5662

Level3

GNN

CNN

AS25
AS25
AS25

Calren

Berkeley

Fig. 1. Exampletracerouteoutputwith AS information to www.cnn.com.

limitations. First, the AS path advertised via BGP (Border
Gateway Protocol)could be usedas an estimateof the AS-
level forwardingpath.However, theAS pathtraversedby BGP
updatemessagesmay differ from the forwardingpathdue to
route aggregation and routing anomaliessuchas de�ections.
Network operatorswant to know when thesekinds of dif-
ferencesoccur in practice.Second,eachIP-level hop in the
traceroutepath could be mappedto an AS numberby using
anInternetroutingregistry (e.g., “NANOG traceroute”[2] and
prtraceroute[3]). However, the registriesareoften out-of-date
or incomplete.A third alternative is to usetheorigin AS—the
AS that initially announcedthe pre�x—extractedfrom BGP
routing tables.Thoughthis information is more accurateand
complete,the approachalso has limitations suchas multiple
origin AS's (MOAS's [4]), routeaggregation,andunannounced
addressblocks.For instance,for the �fth hopof thetraceroute
example in Figure 1, both the whois addressregistry and
the BGP table return AS25 as the owner AS. However, we
will show later that this hop is an exchangepoint actually
belongingto AS11423.

Basedon extensive measurements,previous work [1] dis-
coveredthat a large fraction (around15%) of the traceroute
pathsdid not matchthecorrespondingBGPpaths.They found
that most discrepanciesbetweenthe BGP and tracerouteAS
paths stemmedfrom inaccuraciesin the IP-to-AS mapping
applied to the traceroutedata. They proposedheuristics to
identify the root causesof the mismatchesand �x inaccurate
IP-to-ASmappings,basedon thecomparisonof a largecollec-
tion of BGPandtraceroutepathsfrom multiplevantagepoints.
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Theearlierwork concentratedon a setof “explanations,” each
of which couldaccountfor thedifferencesbetweenmany pairs
of BGP andtracerouteAS paths.Theseexplanationsbuilt on
anunderstandingof commonoperationalpractices,suchasthe
presenceof InterneteXchange Points (IXP's), wheremultiple
AS's connectto exchangeBGP routesanddatatraf�c. Note,
however, we do not expect the BGP path to always match
the traceroutepath,asthey may differ dueto reasonssuchas
routing anomalies.

Theheuristicsproposedin [1] haveseverallimitations.First,
they are labor-intensive. They rely on collecting a large set
of tracerouteprobes,relevant BGP updatemessages,BGP
routing tables,and reverseDNS lookups. Becausemost of
the heuristicswere basedon the fan-in and fan-out counts
of the mismatchedAS's, the accuracy of the resultscan be
greatlyaffectedby thenumberanddiversityof datacollection
locations,asshown in thecomparisonbetween3 vs.8 vantage
points.

Second,theheuristicsdependoncertainoperationalrealities
which arguablycould changeover time. For instance,incom-
pletepathscannotberesolvedusingtheheuristicsproposedin
[1]. However, incompletetraceroutepathsarenot uncommon,
as someroutersdo not return ICMP replies. Currently, the
numberof such paths is 6-15% of the total, but this could
increase.

Third, the rules in [1] for correctingmismatchesare very
liberal.TechnicallyanIP-to-ASmappingassignsa setof AS's
to a given pre�x, althoughthat set is often a singleton.In
the heuristicsof [1], no AS is ever deletedfrom the original
assignmentto a pre�x. In addition,pre�xesidenti�ed asIXP's
aremappedto thesetof all AS's, which meansthat we allow
the IXP's to matchany AS. Also, if two AS's are identi�ed
as “siblings”, then if either one is assignedto a given pre�x
then both are.Theserules thus do not always yield accurate
and realistic mappings,and can gloss over distinctions that
might otherwisebe deduced,suchas the preciseset of AS's
that connectto an IXP.

In contrastto previous work, we take a more systematic
approachto correcting inaccurateIP-to-AS mappings.We
retain the assumptionsof [1] that (i) the AS-level routing
and forwarding paths usually match and (ii) the IP-to-AS
mappingderivedfrom theBGProutingtablesis mostlycorrect.
Our algorithm identi�es a small numberof modi�cations to
the initial IP-to-AS mapping that signi�cantly improve the
match rate. Comparedto the heuristics in [1], we use a
more powerful notion of “matching” and attempt to derive
informationfrom pairsof tracerouteandBGPpathsevenwhen
somemismatchesareunavoidableunderthecurrentmapping.
The unavoidableerrors (de�ned later) are due to inaccuracy
in IP-to-AS mappingsor legitimate reasonssuch as routing
anomaliesor aggregation.To determinethe unavoidablemis-
matches,we usedynamicprogrammingto compute,for each
pair of a traceroutepath and the correspondingBGP path,a
matchingbetweenelementsof the two pathsthat minimizes
the numberof mismatchesfor that pair. Basedon summary
informationfrom thesetof optimalmatchings,we thenchange
themappingsoasto reducethenumberof unavoidableerrors,
subjectto constraintsintendedto keepthe mappingrealistic

and force the processto converge whenappliediteratively.
Whenappliedto the initial IP-to-AS mappingderived from

BGPtables,our algorithmreducesthe fractionof mismatched
paths from 15% to 5%, while only changing2.9% of the
assignmentsin theinitial IP-to-ASmapping.This is in contrast
to the results of [1], where 10% of the assignmentswere
modi�ed and the fraction of mismatchedpaths was only
reducedto 9%. We show that our algorithm is robust and
can yield near-optimal resultseven when the initial mapping
is corrupted or when one reducesthe number of probing
sourcesor destinationsand hencehas fewer pairs to work
with. This is due to the fact that we modify the mappingsto
correctthe errorsin the initial mappingsby directly modeling
the errors into the problem. For instance,when we reduce
the set of destinationsrandomly so that ����� fewer probes
are needed,we obtain a mapping that is almost as good
as the one obtainedusing the full set. This is becauseour
initial measurementscovera largenumberof destinationswith
similarAS paths.Moreover, ouralgorithmproducesmore�ne-
grained mappingsthan the one derived in [1], for instance
retainingmore singletonassignmentsandproviding a clearer
pictureof the precisesetof AS's connectedto a given IXP.

The rest of the paper is organizedas follows. Section II
overviews our datacollectionmethodology. In SectionIII, we
formalize the problemof �nding the numberof unavoidable
mismatchesundera speci�ed IP-to-AS mappingfor a given
path pair, and observe that a matching having only this
numberof mismatchescanbefoundef�ciently usingdynamic
programming.(The detailsof the algorithm are presentedin
Appendix A.) SectionIV gives our procedurefor improving
an IP-to-AS mapping once we have computedthe optimal
matchingsfor all the pairs of tracerouteand BGP paths.We
thoroughly evaluate the effectivenessand accuracy of this
approachin Section V, which also examinesits robustness
and proposesa techniqueto reduce the number of trace-
route probings neededto construct IP-to-AS mappings.In
Section VI we discusshow the changesintroducedby our
constructedmappingscanat leastbe partially validatedusing
publicly available information and local con�guration data.
Finally, we discussrelatedwork in SectionVII andconclude
in SectionVIII with a summaryof our contributions and a
discussionof ongoingresearch.

I I . DATA COLLECTION

Designinga useful “AS-level traceroute”tool dependson
having an accurateway to map the IP addressesof network
equipmentto the administeringAS's. In this work, we focus
on systematicallyconstructingan accurateIP-to-AS mapping
which canbe usedas input of AS-level traceroutetool.

We reusethetracerouteprobes,BGPupdatemessages,BGP
routing tables,and reverseDNS lookupsfrom eight vantage
points (Table I) that were collected in [1]. The sites were
chosenbasedon their topologicaldiversity and the ability to
collect both tracerouteandBGP updatedata.

Thedatacollectionmethodologyis summarizedhere,while
the detailscanbe found in [1]. Startingwith a list of routing
table entries, we �rst identify the pre�xes that cover the
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Organization Location Dates in 2003 Upstream Provider Compared
(AS Number) Pre�xes

AT&T Research(AS 6431) NJ, USA June6-9 UUNET (701), AT&T (7018) 118345
UC Berkeley (AS 25) CA, USA June6-8 Qwest(209), Level 3 (3356) 112120
PSGhomenetwork (AS 3130) WA, USA April 30 - May 8 Sprint (1239),Verio (2914) 117195
Univ of Washington(AS 73) WA, USA June4-8 Verio (2914),Cable& Wireless(3561) 121660
ArosNet (AS 6521) UT, USA May 1-6 UUNET (701) 117323
Nortel (AS 14177) ON, Canada May 1-6 AT&T Canada(15290) 117966
Vineyard.NET(AS 10781) MA, USA June4-9 UUNET (701), Sprint (1239),Level 3 (3356) 113114
PeakWeb Hosting (AS 22208) CA, USA May 1-8 Level 3 (3356),Global Crossing(3549),Teleglobe (6453) 110388

TABLE I

EIGHT VANTAGE POINTS TO COLLECT TRACEROUTE AND BGP PATHS.

Extracted Origin MOAS
Pre�xes AS's Pre�xes

AS 6431 120997 15105 0
AS 25 124202 15213 0
AS 3130 121054 15086 0
AS 73 123583 15194 0
AS 6521 121096 15099 0
AS 14177 121135 15104 0
AS 10781 121669 15103 0
AS 22208 125050 15136 0
RouteViews 134095 15294 860
RIPE(00–08) 128960 15328 3400
SingAREN 6744 862 25
Potaroo 142348 16112 211
Verio 105381 13778 116
AT&T 128411 15171 109
Combined 203698 16367 8827

TABLE II

BGP TABLES FOR IP-TO-AS MAPPING AROUND MAY 2003

routableaddressspaceandthenselecttwo IP addresseswithin
eachpre�x for tracerouteprobing. For each IP addresswe
measurethe forwarding path with tracerouteand extract the
BGP AS path from the routing table of the border router.
We also collected BGP updatesin MRT format through a
BGP sessionwith the sameborder router. We preprocessed
the tracerouteand BGP pathsby discardingpathswith BGP
routing changes,privateAS numbers,apparentAS loops,and
Null AS paths.Thesewere fewer than0.6% of the total.

The eight tracerouteand BGP data sets were collected
betweenMay and Junein 2003. Table I provides detailson
thesesets.Thenumberof pre�xesobservedfrom eachvantage
point variesfrom 110K to 120K.

We construct an original mapping by combining BGP
routing tablesfrom multiple locations(listed in Table II) and
extracting the last hop in the AS path (the “origin AS”) for
eachentry. Thereareover 200K pre�xes,alongwith over 16K
origin AS's. Themappingassignsto eachpre�x theorigin AS
for it, or thesetof origin AS's, if thereis morethanone.About
5% of thepre�xesmappedto multiple origin AS's (MOAS's),
with asmany as5 origin AS's assignedto somepre�xes.

I I I . EVALUATING IP-TO-AS MAPPINGS

In this sectionwe discussour approachto evaluatinga given
mappingof IP pre�xes to AS's by measuringhow consistent
it is with our given setof traceroute-BGPpathpairs.

Basedon the discussionin the previous section,a mapping
�

can be describedby a set �
	 of IP pre�xesand, for each
�
�

� 	 , a non-emptyset
���

��� of AS's.Most suchsetswill be
of size1, althoughlargersetsarepossibleif � correspondsto
a MOAS. The set � 	 is assumedto be completein that every
IP addresshasat leastone pre�x in �

	 . For any IP address
�

, let �
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sincetraceroutepathscanoften be truncateddueto timeouts,
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The unavoidableerror
M

	

�L�X�4�

� for mapping
�

and pair
�������

� is de�ned to be

Y[Z]\

O

M

	

�

,

���X�4�

�

-�, is a matchingfor
���X�4�

�
Q

#

A mapping
�

is said to be consistentwith a pair
�������

� if
M

	

�������

�

�

� . This suggeststwo metrics for evaluating the
quality of a mapping

�

:

1) T

/

�L�X���

�

-

M

	

�������

�

�

�

9

T , the total numberof pairswith
which

�

is consistent,and
2) ^

J`_ba c

K

M

	

�L�X���

� , the total numberof unavoidableerrors
for

�

.
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providedin AppendixA. Whenthereis morethanoneoptimal
matching, , we breakties in favor of theonethatmatchesIP's
to the last possibleAS in the path.This is motivatedby the
observation thatmismatchesthatoccurtowardstheendof the
AS path due to aggregation shouldbe resolved by mapping
the IP addressin questionto thecustomernetwork, i.e., to the
AS later in the path.

The d

�&7�>

 

� running time bound is quite small in our
context, given that the averagevaluesof

>

and
7

are 3.8
and 7.4 respectively, with the maximum valuesencountered
being 11 and 25. The algorithm takes only 0.2 milliseconds
to complete for each traceroute-BGPpair on a 900 Mhz
Sparcprocessor. However, to considerthe entire data set –
1,860,448pairs, it takes more than 6 hours. Running the
algorithms on more vantagepoints and experimentingwith
different threshold values of the rules require even longer
running time. This providesa strongmotivation for reducing
the dataneededto obtain accurateresults,as discussedlater
in SectionV.

As an illustration of the effectivenessof the dynamic
programmingapproach,considerwhathappenswhenweapply
it to the initial mappingobtainedfrom the BGP tables (in
Table II) with the entire dataset of about1.8 million pairs.
Whereastheheuristicsin [1] wasonly ableto identify roughly
79% of thesepairsasconsistent,we �nd that 85.3%of them
are. (A major factor in this improvement was our success
in handling pairs with truncatedtraceroutepaths,which the
heuristicsof [1] could not deal with at all.) When we apply
our approachusingtheheuristicallyoptimizedmappingbased
on the heuristicspresentedin [1] to the full dataset,we �nd
that 90.7% of the pairs are consistent.This �gure is much
closer to the �gure reportedin [1], roughly 91%, but that
�gure ignoredthe resultsfor several classesof defective pairs
dueto problemsin traceroute,while we includethembecause
our dynamicprogrammingalgorithm allows us to deal with
the defects,even though most continueto have unavoidable
errors.For the �rst mapping,the total numberof unavoidable
errorswas410,357while for thesecondit was265,459,which
in both caseswasroughly 1.5 errorsper inconsistentpair.

IV. IMPROVING IP-TO-AS MAPPINGS

Our dynamic programming algorithm, by producing an
optimal matchingfor eachpair, can also be usedto improve
themappingby helpingus identify placeswherethe mapping
is accurate.For example,the mappingfrom the BGP tables
assignspre�x 154.54.10.0/24to AS2149,but in the7972pairs
in which an IP addressappearsfor which this is the longest
pre�x in �
	 , our optimalmatchingsnevermatchit to AS2149,
but matchit to AS17491.8%of the time (even thoughthere
is a penalty involved). This suggeststhat the actualmapping
shouldhave beento the latter AS. Indeed,if we changethe
mappingaccordingly, the optimal matchingsfor the relevant
pairs now match 154.54.10.0/24with AS174 100% of the
time!

In this paper, we considera simple schemefor improving
mappingsby systematicallyexploiting the information from
our optimal matchings.Other schemesare possible,but the

currentresultsalreadyshow signi�cant improvementover the
previousapproachandprovide a startingpoint for othermore
sophisticatedrules. Supposewe are given a mapping

�

, the
resultsof computingoptimal matchingsunder

�

for all pairs
�������

� , and a subsetof the pre�xes designatedas con�rmed
MOAS's (typically con�rmed by externaldata).We “improve”
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as follows.
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�X� in at leastonegoodpair. (Thereis no needto change
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�g	 , let h�i
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7
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membersof h�i . For each AS k , let

7

i
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of good pairs in which our dynamicprogrammingalgorithm
matchesa memberof h i with k . Let l�m be the AS currently
assignedto � thathasthesmallestvalueof

7
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� (tiesbroken
arbitrarily), and let n$m

�o7
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�
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7

i , the fraction of the good
pairsin which � is matchedto l�m . Similarly, let l
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not assignedto � that hasthe largestvalueof
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�
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i , the fraction of the goodpairs in which � is
matchedto l

�

. Apply the �rst of the following four rulesthat
is relevant (andonly that rule) to � :

s Rule 1: Delete fr om MOAS-pair
If T

���

�X�WT

�o3

, � is not a con�rmed MOAS, and n
m

D

�

#

1 ,
delete l

m from
���

�X� , making it a singleton.
s Rule 2: Replacea singleton

If
���

��� is a singletonand n

�Et

�

#`u�u

, set
���

���

�

l

�

.
s Rule 3: Createa MOAS-pair

If
���

��� is a singletonand �

#`3?D

n

�vD

�

#`u�u

, add l

�

to
A(x), making it a pair.

s Rule 4: Add to MOAS
If T

���

���WT

tw3

and n

�yx

�

#

1 , add l

�

to
���

��� .

Note that all the rules that add items to
���

��� must of
necessityreducethe numberof unavoidableerrors.The rule
that deletesitems can increasethe numberof errors, but is
includedso as to reducethe probability of creating�ctitious
MOAS's. Similarly, the thresholdratiosfor additionsto

���

���

restrainthe creationandexpansionof MOAS's. (If for every
� we let

���

��� be thesetof all AS's, we would geta mapping
with no unavoidableerrors,but this would provide no insight
into the true correspondencebetweenpre�xesandAS's.) The
particularthresholdsin the ruleswerechosenwith the above
goalsin mind andafter looking at theresultsfrom preliminary
matchings.Although the precisevaluesof the thresholdsare
somewhat arbitrary, the resultsobtainedusing them indicate
that they are quite effective. An obvious questionfor future
researchis whether �ne-tuning thesethresholdscan lead to
even bettermatchings.

The above schemecan only increasethe size of
���

�X� by
one.This is motivatedin part by the conservative arguments
of thepreviousparagraph,but alsoby thefactthatwe envision
applyingthe schemeiteratively, with correctionsmadein one
step helping to prevent mistakes in later ones.Here is the
iterative procedurewe use:

1) Let
�

be our initial mapping.
2) Repeatuntil done:
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a) Computeoptimal matchingsfor the currentmap-
ping

�

andall traceroute-BGPpathpairs.
b) Apply the improvementschemeto

�

.
c) If

�

remainsunchanged,we aredone.
3) For eachpre�x � with T

���

���6T

xw3

, addto
���

��� all those
AS's that werematchedto � morethan2% of the time
andmore than10 times.

Note that, given the rules in the scheme,it is unlikely that
morethan10 iterationsof the inner loop will be needed.This
is becausethe last rule is the one that is most likely invoked
over multiple iterations,and it cannot be invoked more 10
times given the thresholdvalue, unlessany deletion occurs.
The �nal stepis designedto expandthe identi�ed MOAS's of
sizegreaterthan2 to includemostof the likely candidatesfor
membership.This is still farmorerestrictivethantheheuristics
usedin [1], which assumedthat for every pre�x � identi�ed
asa MOAS,

���

�X� containedall the AS's.
In thenext sectionwe will discusshow theaboveprocedure

performsgiven variouschoicesfor the startingmappingand
the setof traceroute-BGPpathpairs.

V. EXPERIMENTS

A. Experimentselectionand design

In this section,we thoroughlyevaluatetheeffectivenessand
accuracy of the dynamic-programming-basedapproachon the
data set in Table I. The results of several experimentsare
discussedto show its robustnessagainstthe changesin the
initial mappingaswell asthereductionin thenumberof BGP
andtraceroutepathpairs.The former analysisis importantas
it may be dif�cult to collect BGP tablesfrom a large number
of vantagepoints to constructa completeandaccurateinitial
mapping.The latter evaluationis critical for a practicalAS-
level traceroutetool, asonecannotafford to do largeamounts
of probing.

TableIII illustratestheexperimentaldesignspacealongthe
dimensionsof (1) initial mappingand (2) set of traceroute-
BGPpathpairs.In thebasecasefor theinitial mapping,weuse
the mappingobtainedfrom the large collectionof BGP tables
shown in Table II and describedin Section II. The second
option for the initial mappingis the “heuristically optimized”
mapping obtainedin [1] using ad-hoc heuristics.The third
option is obtainedby randomlydeleting the assignmentsfor
10% of the pre�xes in the BGP-table-basedmapping and
insteadinitially assigningtheseto a non-existent AS, thus
simulating the effect of addednoise and inaccuracy in the
initial mapping.

The basecasefor traceroutepairs containsall 1.8 million
pairs from our original set. To study the robustnessagainst
smallerdatasets,our secondandthird casesusesmallersets
obtainedby deletingall pairswith certainsources/destinations.
More details on the constructionof these subsetswill be
presentedwhenwe describethe relevant results.

The pre�xesin the initial BGP tableshave varying lengths.
Among the 200K pre�xes,more than z2��� them have length
of 24 or longer. For thepurposeof applyingour dynamicpro-
grammingalgorithmand improvementscheme,we subdivide
all pre�xes that are in the initial mappingand encountered

traceroute-BGP pairs
Initial mapping Full Omitting Omitting

BGP Tables – dataset Sources Destinations
Unmodi�ed DP-BGP DP-OS DP-OD
HeuristicallyOptimized DP-HO - -
Omitting Assignments DP-OM - -

TABLE III

EXPERIMENT DESIGN SPACE AND SELECTED EXPERIMENTS

in the traceroutedatainto /24's with oneexceptiondescribed
below. The imposedlimit at length 24 is motivated by the
fact that most ISP's �lter out pre�xes longer than /24. This
�ner -grainedpartition of the IP-addressspaceis motivatedby
the hopeof allowing the mappingto accountfor the effects
of addressaggregation.A large supernet,for instancethe one
correspondingto a /16 pre�x, might be assignedto a single
AS by our initial mapping while it matchesmultiple AS's
whenwe correlatetraceroutepathswith theBGP AS paths.If
we divide the /16 into the corresponding/24's, the con�icting
assignmentsmay be signi�cantly reducedwithout having to
createnew MOAS's – each/24 might matchto a single AS
in most of the pairs (althoughdifferent /24's might matchto
differentAS's).

The initial mappingfor the newly created/24's is inherited
from the mappingfor the parentsupernet.Any MOAS pre�x
in the original tableis consideredto be a “con�rmed MOAS”
in the senseof SectionIV sincethe origin AS's in the BGP
tablesare deemedto be reasonablyaccuratein this regard.
However, a newly created/24 of such a MOAS pre�x is
not consideredto be a “con�rmed MOAS,” thusallowing for
potentialdeletionsfrom the assignedset when we apply our
improvementrules. For easeof programming,we carry out
the subdivision into /24's for all encounteredpre�xesexcept
thosethat alreadycontaina subnetwith length 24 or longer.
Our resultsmight improve if we carriedout the subdivision
for all pre�xes,but very few pre�xesandpairsareaffectedby
this exception.The total numberof pre�xesin our experiment
aftersubdivision into /24's is 105,068,morethanhalf of which
arenewly created.

Recall that our improvementrules ignore traceroute-BGP
pathpairswith morethan2 unavoidableerrors.Basedon the
initial BGPtablemapping,85.30%of thepairshave no errors,
10.67% have a single error, and 2.28% have 2 errors. The
remainingpairs all have more than 3 unavoidableerrorsbut
make up only 1.75% of the pairs. After going through the
dynamicprogrammingbasedoptimization,only 0.55%of the
pairs have more than 2 errors. Most likely theserepresent
defective pairs where the two paths fail to corresponddue
to forwarding path changesduring tracerouteprobing, BGP
routing changes,or othercauses.

B. DP evaluation: DP-BGPand DP-HO

Thedynamicprogrammingalgorithmperformsoptimization
oneachpair of tracerouteandBGPAS path.Subsequently, we
re-optimizetheassignmentfor eachIP pre�x by tabulatingthe
resultsof the derived matchingsfor the pre�x and applying
the four rules of SectionIV. We then iterate the procedure.
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TableIV summarizesthe resultsfor all � ve experiments:DP-
BGP, DP-HO, DP-OM, DP-OD, and DP-OS. It shows the
bene�t of iterative optimization.Eachrow is for oneiteration
of the improvementprocedure.Iteration0 evaluatesthe initial
mapping.In general,Iteration

@

evaluatesthemappingcreated
in Iteration

@

R

1 . Recallthat the �nal iterationsimply expands
all MOAS's with morethan2 elementsto containall AS's that
matchthe pre�x at least2% of the time.

We now describethe meaningof eachcolumnin the table.
The �rst column is the iterationnumber, 0 being the starting
point. The “Mismatch” column indicatesthe percentageof
traceroute-BGPpathpairswith at leastoneunavoidableerror.
“Error count” is the total numberof unavoidableerrorsin all
the pairs. An error is either a mismatchbetweenan AS in
the BGP pathandthe assignedAS of a tracerouteIP address
usingthedynamicprogrammingalgorithmor a skippedAS in
the middle of a BGP path.Note,we do not penalizefor AS's
skippedtoward the end of BGP path as traceroutemay not
reachthe destinationAS. Most pairswith unavoidableerrors
have 1 or 2 errors.The column labeled“Matched pre�xes”
presentsthepercentageof pre�xesencounteredin thedataset
thatdonothavecon�icting matchings.Thenumberof changed
assignmentsin this iterationis shown in “New maps”column.
The “Rule” columns contain the numberof errors that are
expectedto be correctedby applicationof the corresponding
rule during the current iteration. The values in parentheses
indicate the numberof pre�xes to which the rule is applied
duringthecurrentiteration.Only the�rst rule canincreasethe
numberof errorsas it deletesan AS from an AS pair in the
mapping.The total numberof errorsto be correctedis shown
in the “Expectedgain” column.The last column,marked by
“Actual gain,” is the actual reductionin the total numberof
unavoidableerrorscomparedto the previous iteration. Note,
this numberis at leastas large as the value in the “Expected
gain” columnin thepreviousrow. It is oftensigni�cantly larger
in the �rst several iterations,becausethedynamicprogramre-
optimizesthematchingsat eachiterationandthereassignment
of one IP pre�x may help us correctothererrorsaswell.

We now focus on the resultsof the �rst experiment:DP-
BGP. All 5 experimentsconductedconverge within 6 itera-
tions. The last iteration is where the �nal step (4) of the
iterative procedureadds likely AS's to someof the MOAS
assignments.DP-BGPusestheinitial IP-to-ASmappingbased
on 200K pre�xes from BGP tables in Table II. Initially,
only 1${

#}|

��� of the pairs have unavoidableerrors,indicating
that the BGP tables provide a fairly good starting point.
Most modi�cations to the mappingareperformedin the �rst
iteration,asis thecasein theotherfour experiments.Typically
the mostcommonchangein assignmentis replacement(Rule
4). For example,closeto

35�

���2� pre�xeshavetheirassignments
replacedin DP-BGPduringthe�rst iteration.Thereplacement
rule usually corrects for the effects causedby sharing of
addressesbetweensibling AS's, inaccuracy of ICMP source
IP address,and routing anomalies.This provides a good
indication that the dynamic programmingalgorithm is per-
forming �ne-grainedcorrection.Thepreviousstudy[1] did not
considerreplacementasa way to correctIP-to-AS mappings,
as it did not optimize over all the pathssystematically. Our

algorithm is a signi�cant improvement in this regard. We
observe that the “Actual gain” is almostalways much larger
thanthe“Expectedgain” duringthe�rst several iterations.For
instance,the gain obtainedin Iteration 1 is 1p�

|5�

{

|2|

, which
is 35% more than the expectedgain of 1${2z

�

��~2z . This shows
that valueof reoptimizingand iterating.

Based on the results of DP-BGP, we conclude that the
dynamic programmingalgorithm is very effective in reduc-
ing the mismatchesbetweentracerouteand BGP AS paths,
while making a relatively small number of correctionsin
the mapping.As shown, the numberof pathswith errors is
reducedby more than z2��� from 1%{

#`|

� to
u=# 3�•

� . Similarly,
the total number of errors is cut by close to z

u

� . The
numberof pre�xes with errors is reducedby

•�|

� . All this
is accomplishedby making changesto the assignmentsfor
only about

•=�

�2��� pre�xes. A close look at the distribution
of the changesmadebasedon eachrule indicatesthat about

u

�€� of the correctionsmadeare replacements,
•�•

� involve
creatinga pair of AS's, ~�� involve addinganAS to a MOAS,
anda negligible numberinvolve deletionfrom a pair of AS's.

To compareour algorithmwith thepreviousstudy[1], look
�rst at the �nal line for DP-BGPandthe�rst line for DP-HO,
which evaluatesthe heuristicallyobtainedmappingfrom that
study. There are �

# 3�|

� mismatchedpairs initially as shown
in Iteration 0 for DP-HO, as comparedto the 5.23% for
the �nal DP-BGP mapping.Moreover, our approach,when
applied to the heuristically obtained mapping, reducesthe
number of mismatchedpairs even further, to 3.08%. This
further improvementcan probably be attributed to the fact
that the heuristicallyobtainedmappingis more liberal in its
assignmentof MOAS's thanis theBGP-table-basedmapping.
It allows identi�ed IXP's to map to any AS and any pre�x
that mapsto oneof a pair of sibling AS's is assumedto map
to both. It is noteworthy that during Iteration 0 of DP-HO,
165pre�xesareaffectedby Rule1 which deletesan AS from
an AS pair. This is a signi�cantly higher number than that
for DP-BGPandhencean indicationthat the liberality of the
heuristicallyobtainedmappingis not totally warranted.

TableV comparesthe distribution of mappingsizesfor all
the 105,068pre�xes encounteredin the dataset for DP-HO
andDP-BGP. Themappingsizeis thenumberof AS's a pre�x
mapsto. A smallnumberof pre�xesin DP-HOmapto all AS's
as they are identi�ed to be IXP's. We note that signi�cantly
morepre�xesmapto a singleAS in DP-BGPthanin DP-HO
– �

••# 3�•

� comparedto ~"{

# •

1b� , as DP-BGP provides more
�ne-grained correctionand is less liberal in adding AS's to
mappings.

C. Robustnessin initial IP-to-ASmapping:DP-OM

The third experiment DP-OM in Table IV illustrates the
resilienceof our algorithmwith respectto errorsin the initial
IP-to-AS mapping.The errorsare introducedby assigninga
randomlychosen1$�€� of the pre�xesto a singlenon-existent
“dummy” AS. The effect is quite obvious asmore than

u

���

of the pairs contain unavoidable errors in Iteration 0, and
the number of errors is more than four times that for the
initial BGP-table-basedmapping! Remarkably, the iterative
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DP-BGP: using initial BGP-table-basedmapping,1,860,448traceroutemeasurements
i Mis- Err or Matched New Rule 1 Rule 2 Rule 3 Rule 4 Expected Actual

match count pre�xes maps gain (map) gain (map) gain (map) gain (map) gain gain
0 14.70% 410357 90.82% 2853 -8 (6) 74071(1850) 43371(862) 28652(135) 146086 0
1 8.17% 212880 93.77% 442 -17 (3) 8908(120) 3697(221) 10271(98) 22859 197477
2 7.42% 187121 94.23% 47 0 (0) 16 (2) 1961(16) 7010(29) 8987 25759
3 6.96% 177297 94.26% 10 0 (0) 6 (2) 4 (1) 451 (7) 461 9824
4 6.94% 176833 94.26% 2 0 (0) 0 (0) 4 (1) 2 (1) 6 464
5 6.94% 176827 94.26% 1 0 (0) 0 (0) 0 (0) 2 (1) 2 6
6 6.94% 176825 94.26% 27 0 (0) 0 (0) 0 (0) 32535(27) 32535 2
7 5.23% 143697 94.27% - - - - - - 33128

DP-HO: usingHeuristicallyOptimizedmapping,1,860,448traceroutemeasurements
0 9.27% 265459 91.67% 2539 -122 (165) 27286(1298) 17347(592) 46891(484) 91402 0
1 4.96% 142129 94.19% 323 0 (5) 6691(68) 1566(149) 7112(101) 15369 123330
2 4.54% 125688 94.53% 29 0 (1) 12 (2) 119 (7) 3552(19) 3683 16441
3 4.36% 121945 94.55% 3 0 (0) 0 (0) 4 (1) 114 (2) 118 3743
4 4.35% 121827 94.55% 1 0 (0) 0 (0) 0 (0) 2 (1) 2 118
5 4.35% 121825 94.55% 1 0 (0) 0 (0) 0 (0) 2 (1) 2 2
6 4.35% 121823 94.55% 64 0 (0) 0 (0) 0 (0) 24428(64) 24428 2
7 3.08% 96786 94.59% - - - - - - 25037

DP-OM: omitting 10% of randomlyselectedBGP-table-basedmapping,using1,860,448traceroutemeasurements
0 54.11% 1700492 81.70% 9153 -4 (5) 728816(8025) 83330(1018) 17197(105) 829339 0
1 17.98% 476275 91.49% 1866 0 (9) 35649(995) 45904(483) 41894(379) 123447 1224217
2 12.01% 289402 93.30% 509 0 (1) 6582(226) 4888(74) 23019(208) 34489 186873
3 10.15% 247750 93.73% 97 0 (0) 131 (21) 237 (16) 4176(60) 4544 41652
4 9.88% 242295 93.79% 23 0 (0) 39 (6) 82 (3) 232 (14) 353 5455
5 9.86% 241919 93.81% 1 0 (0) 0 (0) 0 (0) 12 (1) 12 376
6 9.86% 241907 93.81% 159 0 (0) 0 (0) 0 (0) 60911(159) 60911 12
7 6.57% 175977 93.88% - - - - - - 65930

DP-OD: omitting tracerouteprobingdestinations,using242,836traceroutemeasurements
0 13.10% 46653 91.37% 1169 0 (0) 7448(775) 4566(337) 3406(57) 15420 0
1 7.73% 25728 93.97% 198 0 (2) 895 (49) 492 (83) 1786(64) 3173 20925
2 6.89% 22265 94.33% 42 0 (0) 1 (1) 102 (8) 1034(33) 1137 3463
3 6.46% 21081 94.39% 16 0 (0) 1 (1) 11 (3) 146 (12) 158 1184
4 6.41% 20917 94.42% 4 0 (0) 0 (0) 6 (2) 58 (2) 64 164
5 6.38% 20853 94.42% 1 0 (0) 0 (0) 0 (0) 1 (1) 1 64
6 6.38% 20852 94.42% 9 0 (0) 0 (0) 0 (0) 3986(9) 3986 1
7 4.79% 16749 94.42% - - - - - - 4103
F 7.12% 190511 91.93% - - - - - - -

DP-OS: omitting tracerouteprobingsources,using938,377traceroutemeasurements
0 18.45% 264925 91.56% 2721 -4 (4) 35063(1753) 26137(835) 19322(129) 80518 0
1 11.61% 149943 94.51% 436 -9 (3) 7683(135) 8422(207) 7935(91) 24031 114982
2 9.88% 124373 94.98% 56 -2 (3) 7 (2) 431 (19) 6340(32) 6776 25570
3 9.20% 116817 95.02% 13 0 (0) 14 (4) 476 (4) 85 (5) 575 7556
4 9.14% 116217 95.03% 1 0 (0) 4 (1) 0 (0) 0 (0) 4 600
5 9.14% 116213 95.04% 17 0 (0) 0 (0) 0 (0) 31783(17) 31783 4
6 5.94% 84194 95.04% - - - - - - 32019
F 6.34% 165630 94.09% - - - - - - -

TABLE IV

DP-BGP, DP-HO, DP-OM, DP-OD, DP-OS: I TERATIVE OPTIMIZATION USING DYNAMIC PROGRAMMING.

Mapping size DP-HO DP-BGP
all AS's 56 (0.05%) 0

1 88583(84.31%) 97958(93.23%)
2 16278(15.49%) 6762(6.44%)
3 135 (0.13%) 289 (0.28%)
4 13 (0.01%) 42 (0.04%)
5 3 (0.00%) 4 (0.00%)

6-15 0 13 (0.01%)

TABLE V

DISTRIBUTION OF MAPPING SIZE: NUMBER OF AS' S EACH PREFIX MAPS

TO.

algorithm steadily reducesthe errors in the mapping and

convergeswith only z

#`u2|

� of the pairs having unavoidable
errors,fairly closeto the �nal result in DP-BGP. We observe
that,aswith DP-BGP, thereplacementrule (Rule2) is themost
frequentlyinvoked,althoughherewith muchhigherfrequency.
Typically, therule wheninvokedreplacesthedummyAS with
the correctmapping.

D. Robustnessin the setof pairs used:DP-OD, DP-OS

So far all our analysis is basedon the entire traceroute
and BGP dataset collectedin the previous study [1], where
an extensive set of traceroutemeasurementswere performed
as a �rst attemptto study techniquesneededfor an accurate
AS-level traceroutetool. In that study, traceroutetargetswere
selectedbasedon the local BGP table;two IP addresseswere
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probedfrom eachpre�x, yieldingat least200,000IP addresses
from eachvantagepoint chosen.Fromall eightvantagepoints,
we have over 1.8 million tracerouteresults.Clearly, if onecan
reducethe numberof probeswithout sacri�cing the accuracy
of theresultingmapping,it becomesmorepracticalto perform
the probingregularly, aswill be necessaryif we want to keep
our mappingup to date.Minimizing the numberof probesis
alsoanimportantrequirementfor thescalabilityandef�ciency
of our desiredAS-level traceroutetool. Previous work [5]
suggestedthat increasingprobing sourceshas less bene�t
comparedto adding probing destinationsfor the purposeof
discoveringnetwork topology. We studytheeffect of reducing
both probingsourcesanddestinationson our �nal mapping.

Each traceroutemeasurementprovides the correlationbe-
tween a pre�x level path and its correspondingBGP path
from the local BGP table. Somequick analysisshows that
thereis signi�cant redundancy in our overall setof pairs,and
so smallersetsmight suf�ce. Oneway to reduceredundancy
is to simply probeonedestinationIP addressfor eachunique
BGP path at a given source,even if that path corresponds
to multiple pre�xes.We simulatethis by randomlyselecting
just oneof our pairs for eachBGP pathat eachsource.This
reducesour work: DP-OD usesonly 242,836pairs– 13% of
the measurementsin the full dataset. However, it sacri�ces
coverage of the addressspace,since many measurements
sharingthe sameBGP pathto different IP addressesdiffer in
their pre�x-level paths.Applying our dynamic-programming-
basedapproachto this set of pairs and the BGP-table-based
mapping (DP-OD in Table IV) we get surprisingly good
results. The �rst eight rows indicate iterative improvement
in reducingerrors and mismatchedpathssimilar to that for
DP-BGP. However, we shouldfocusour attentionon the last
row, markedwith “F.” This shows theresultof takingthe �nal
mappingobtainedfrom thereducedsetof pairsandevaluating
it againstthe entiredatasetof all 1.8 million traceroute-BGP
pairs.The result is quite closeto the �nal result in DP-BGP
with only slightly moreerrorsandmismatchedpairs.

DP-OD focuseson reducingthe probing destinations.It is
equallyimportantto understandthe impactof probingsources
on the usefulnessof measurementdata.To study this impact,
we picked four vantagepoints (AT&T Research,Univ of
Washington,Nortel, and PeakWeb Hosting) out of the eight
locationsin Table I, basedon their diversity in topology and
network connectivity. This roughly halved the numbersof
measurementsandpairs.TheresultsareincludedunderDP-OS
in Table IV. Onceagain,the �nal matching,when evaluated
againstthe full setof pairs,is almostasgoodasthatobtained
usingthefull set.Indeed,it is slightly betterthanthatobtained
for DP-OD, perhapsre�ecting the fact that here we useda
bigger subsetof pairs. Both results together, however, help
make the casethat our approachis robust with respectto the
setof input pairswe use,althoughat leasta small price must
be paid for using less completesets.Note also that in both
caseswe still get substantiallyfewer mismatchesthandid the
heuristicallyoptimizedmappingof [1], even thoughthe latter
usedthe full setof pairs.

Mapping Identical Disjoint Comparison target
DP-BGP 97.10% 1.76% BGP
HO-BGP 90.00% 0.00% BGP
DP-HO 90.28% 0.04% DP-BGP
DP-OM 95.84% 3.40% DP-BGP
DP-OD 97.80% 1.16% DP-BGP
DP-OS 99.56% 0.10% DP-BGP

TABLE VI

COMPARING THE SIMILARITY OF NEWLY CREATED IP-TO-AS MAPPINGS.

Category Existing Created
pre�xes /24's

Rule 1: Deletefrom MOAS-pair 0.00% 0.23%
Rule 2: Replacea singleton 12.92% 46.00%
Rule 3: Createa MOAS-pair 10.69% 25.34%
Rule 4: Add to MOAS 1.77% 3.05%

TABLE VII

DP-BGP: DISTRIBUTION OF FINAL 3050 MAPPING CHANGES.

E. Comparingall experiments

We now comparethemappingsresultingfrom all � veexper-
iments(DP-BGP, DP-HO,DP-OM, DP-OD,andDP-OS),the
initial BGP-table-basedmapping(BGP), andthe heuristically
optimizedmappingof [1] (HO-BGP). Table VI shows for a
given combinationof mapping and comparisontarget, how
many assignmentsarethesameandhow many arecompletely
disjoint. Someof the mappingsmay overlap and constitute
the third case.Let us �rst look at how DP-BGP and HO-
BGP compareto BGP, themappingfrom which they areboth
derived.SurprisinglyDP-BGPmodi�es the BGP assignments
for lessthan

•

� of thepre�xescomparedto 1$��� for HO-BGP.
This comparisonshows that our dynamicprogrammingbased
algorithm makes signi�cantly fewer changesto BGP, while
reducingthenumbermismatchedpairsby asigni�cantly larger
amount.(Thereareno disjoint pre�xesbetweenHO-BGPand
BGP, asHO never deletesany AS's from an assignment.)

The rest of the table shows comparisonswith DP-BGP, to
illustratetheeffect of perturbingthe initial mappingor reduc-
ing thesetof pairs.Themappingsfrom all four experiments–
DP-HO,DP-OM, DP-OD,andDP-OSagreewith that for DP-
BGPin over ���€� of theassignments.DP-HOis theworst,asit
startsfrom HO-BGPratherthanBGP. DP-OSdoesremarkably
well, astheagreementis closeto 100%.This explainswhy the
mappingworks so well over the entiredataset.In the future,
we plan to develop a schemecombiningDP-OD andDP-OS
to further reduceprobing.

VI . VALIDATION

In general,validating an IP-to-AS mappingis hard due to
the lack of accessto information in network con�gurations.
We must rely on information obtainedfrom other sources,
both public and internal, which themselves are incomplete.
Also, sinceour approachis different in naturefrom previous
ones,different sorts of validation are needed.An important
distinction betweenour new algorithm and previous work is
that the changesto the IP-to-AS mappingsare all basedon



9

pre�xesandwhatour dynamicprogrammatchesthemto, and
notdirectlybasedon inferredrelationshipsbetweenAS'sor on
inferred IXP's. Therefore,our validation is basedon �nding
explanationsfor the changesrather than on con�rming the
inferredrelationships.Typically, onetype of changecanhave
several explanations.

As in [1], we �rst use router con�guration data from
AT&T' s network, AS 7018, and the ‚Eƒ•„

@†…

entry for the
correspondingAS's (using organizationnames)to validate
changesof IP-to-AS mappingswhere AS 7018 is involved.
We found a total of 54 such cases.Recall that the IP-
to-AS mappingsresulting from the dynamic-programming-
basedapproachcouldhave two categoriesof pre�xes:pre�xes
existing in the original IP-to-AS mappingand newly created
/24pre�xes.Changescanbeappliedto eitheranexistingpre�x
or a new /24 pre�x.

As seenin Table VII, replacementis the most common
changeappliedto anIP-to-ASmapping.Mismatchesare�x ed
by replacingtheAS in theoriginal mapping,commonlyby its
sibling or customerAS. Sibling AS's areownedandmanaged
by a single organization.They may share addressspaces,
with one AS numberingsomeof its equipmentusingpart of
an addressblock originatedby another. In addition, an AS
doesnot necessarilyannouncethe addressesassignedto its
equipmentvia BGP. Sometimestheseaddressesfall into larger
addressblocksoriginatedby its sibling or provider.

In our validation, we consider the replacement7018 by
anotherAS ‡ to bevalid if AS ‡ is a sibling or a customerof
AS 7018.Using the con�guration data,we areable to verify
18 out of 22 suchcases;they are all customersof AS 7018.
The replacementof anotherAS ˆ by AS 7018is valid if AS

ˆ is a sibling or customerof AS 7018.We canverify 7 out of
10 suchreplacements.The caseswe were unableto validate
couldbedueto errorsin theinference,but aremostlikely due
to incompleteor not up-to-dateroutercon�guration data.

Our algorithm could also produce new MOAS pre�xes.
Theseare commonlydue to sibling AS's, customerAS's, or
IXP's. In all the casesthat correspondto customersof AS
7018,thepre�x wasspeci�ed in a staticrouteassociatedwith
oneor moreaccesslinks to a customer. This meansAS 7018
originatedtherouteto this pre�x on behalfof a customer;thus
the pre�x referrednot to the equipmentinside the backbone
but rather to addressesin the customer's network. We found
16 newly identi�ed MOAS pre�xesinvolving AS 7018,14 of
themcorrespondto siblings or customersof AS 7018.There
are also 6 modi�ed MOAS pre�xes, 2 of them are IXP's
connectedwith AS 7018andtherestaresiblingsor customers
of AS 7018.Overall, we con�rm 45 out of 54 changes(83%)
to the IP-to-AS mappings.Thoughwe arenot ableto validate
all thecases,we did not �nd any evidencethat contradictsthe
changesthat the dynamicprogrammingalgorithmapplied.

For the rest of the inferred MOAS pre�xes that are not
veri�ed usinglocalcon�gurationdata,wequeried‚Eƒ•„

@†…

using
theAS numberor pre�x to seeif thedescriptioncontainedthe
words “exchangepoint” or “Internet exchange”.This check
succeededfor 24 of our 1246 MOAS inferences.Then, we
comparedour resultsagainsta list of known IXP's that was
derivedfrom [6] and[7]. This con�rmed 24 of the inferences,

including well-known IXP's over the entire world such as
InternetExchangein Japan,Vienna,Paris, Hong Kong, New
York, andSanJose.For example,the�fth hopin thetraceroute
examplein Figure1 is veri�ed to betheCalrenexchangepoint.
Comparingto theresultsin [1], thenew approachidenti�ed 11
additionalIXP's amongtheMOAS pre�xes.Most of themare
in Europeor of smallsizein theU.S.,amongthemareIXP's in
Vienna,Switzerland,France,London,SanDiego, New York,
Chicago,andMiami. In thepreviousapproach,the fan-inand
fan-out AS count for thesepre�xes is less than 2, causing
themto be missed.Usingbothmethods,we identify 38 of the
inferredMOAS pre�xesasIXP's. We alsorandomlysampled
10 out of the remaining1208 MOAS pre�xes. We found 4
that appearto have similar namesand are likely siblings, 3
thatappearto have a customerprovider relationshipsinceone
of the AS's is a tier-1 ISP and the addressspacehas been
divided into smallerblocks, and the last 3 casesare unclear
basedon registry nameinformation.

With more completedata sources,a more thoroughvali-
dation might be possible,but even the limited amountpre-
sentedhere, togetherwith our mismatchstatistics,supports
thehypothesisthatour dynamic-programming-basedapproach
producesan IP-to-AS mapping of substantially improved
quality and can be quite effective in the context of an AS-
level traceroutetool.

VI I . RELATED WORK

Recentmeasurementstudieshave quanti�ed thedifferences
betweenBGP and tracerouteAS paths.The analysisin [8]
showedthat thesedifferenceshave a signi�cant impacton the
characterizationof theInternettopology. Thework in [9] used
publicly-availabledata(suchas whois, lists of known IXP's,
and other Web sites) to test the hypothesisthat many of the
mismatchesstemfrom IXP's andsiblings.To improve the ac-
curacy of AS graphsderivedfrom traceroute,thework in [10]
proposedtechniquesthat identify borderroutersbetweenAS's
to correctmistakenAS mappings;this is analternateapproach
that handlessomeof the inaccuracy introducedby IP-to-AS
mappingsderivedfrom BGPtables.Traceroutedatahave been
usedin otherstudiesthat measurerouter-level topologiesand
map routers to AS's [11], [12]. Except for handling certain
tracerouteanomaliessuch as unmappedIP addresses,these
studiesdid not focuson improving the accuracy of the IP-to-
AS mappingderived from the BGP routing tables.

Focusing solely on BGP AS paths, the work in [13],
[14] presentedalgorithmsfor inferring AS-level commercial
relationships,including siblings; however, thesestudiesdid
not considerthe in�uence of sibling AS's on the accuracy
of tracerouteAS paths.Previouswork [1] reliedon traceroute
pathsandBGPupdatescollectedfrom multiple vantagepoints
to a large number of destinationsthroughout the Internet
and proposedheuristicsfor identifying IXP's, siblings, and
othercausesof mismatchesto improve the IP-to-AS mapping
appliedto the traceroutepaths.

VI I I . CONCLUSIONS

This work attemptsto provide a systematicsolution to the
problem in [1]. In contrastto previous work, we formulate
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the problemof evaluatingan IP-to-AS mappingin termsof a
collectionof optimizationproblemsover thesetof path-pairs,
problemsthat canbe solved ef�ciently by dynamicprogram-
ming. We also provide an iterative schemefor improving a
mapping,basedon the solutionsto all the path-pairmatch-
ing problems.Together, theseyield a robust algorithm for
constructingnear-optimal IP-to-AS mappingsand identifying
accurateAS-level traceroutepaths.The techniquespresented
in this work canexploit all thepath-pairsincludingthosewith
incompletepaths.They do not rely on the understandingof
commonoperationalpracticesor dependon additional data
sources,althoughbasedon our limited validationstudies,the
mappingsthey automaticallyproduceseemto be effective at
revealingrelationshipsthat previously could only be inferred
by detailedstudyof network data.

Our ultimate goal is to build a scalable and accurate
AS-level traceroutetool. This would help network operators
to diagnoserouting and performanceproblems.Researchers
could also use it to build a more accurateInternet topology
map and to help deduceInternetpath propertiesin network
tomography, for example.

In our ongoing research,we are addressingthe following
issues.First,our algorithmassumesthattheIP-to-ASmapping
is stable.We are investigatinghow frequently the mapping
changesandhow to updatethemappingupondiscoveringsuch
changes.Second,we areinvestigatingthe impactof changing
the set of rules we use to improve IP-to-AS mappings.
Althoughour experimentalresultsshow that thecurrentsetof
ruleswork verywell, we areexploringadditionalor alternative
rulesthatmight further reducethemismatchratio of our �nal
mapping.Third, we are continuing to investigatethe trade-
off betweenthe natureandnumberof probingsmadeandthe
quality of themappingsderivedfrom theresultingsetof path-
pairs,sincethe majoreffort in this whole processremainsthe
collectingof pairs.
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APPENDIX

A. DynamicProgrammingDetails

Let
�

be a mappingwith associatedpre�x set �:	 , where
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assignsa set
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�X� of AS's to eachpre�x �‰�
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�L�X�4�

� , where
�Š�‹�����b���! "�$#%#$#Œ�&�('

� is a
sequenceof IP-addressesin � 	 and
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�•�*�p�b���% 2�%#$#%#Œ�4�%+

� is
a sequenceof AS's. Our goal is to �nd a matching , which
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For any IP-address

�(G

and AS
� V

, let Ž

���(G8�4� V

� be the
penalty for matching

�HG

to
� V

. In our case Ž

�L�(G8�4� V

� is 0 if
�

V

�

���

�
	

���(G

��� , where �
	

���(G

� is the longestpre�x in �
	

thatmatches
�(G

, and1 otherwise.Thefollowing algorithmwill
however work for arbitrary choicesof Ž . If , is a matching
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The optimal assignmentis thencomputedas follows:
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