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Abstract

Thispaperdescribesan assembly-languagetypesystem
capableof ensuringmemorysafetyin thepresenceof both
heapandstack allocation.Thetypesystemuseslinear logic
anda setof domain-speci�cpredicatesto specifyinvariants
abouttheshapeof thestore. Part of themodelfor our logic
is a treeof “stack tags” that trackstheevolutionof thestack
over time. To demonstrate the expressivenessof the type
system,wede�ne Micro-CLI, a simpleimperativelanguage
thatcapturestheessenceof stack allocationin theCommon
Language Infrastructure. We showhow to compilewell-
typedMicro-CLI into well-typedassembly.

1 Intr oduction

The grand challenge for the proof-carrying code
paradigmis twofold: to develop an expressive logic for
easilyspecifyingandproving propertiesof low-level pro-
grams,andto developcertifying-compilertechnologythat
automaticallygeneratessuchproofs from the information
embeddedin high-levelprograms.Overthelasteightyears,
tremendousprogresshasbeenmade,but �nding general-
purposelogicsfor specifyingmemory-managementproper-
ties anddevelopingcertifying-compilertechnologytarget-
ing themcontinuesto beproblematic.

In thispaper, wedevelopa low-levelmemorymodelthat
treatspointersto heapandstacklocationsuniformly in the
presenceof aliaseddatastructures. Our type systemex-
tendsprevious work on the developmentof typed assem-
bly languages[16, 15, 2] by usinglinearlogic anddomain-
speci�c predicatesto specify preconditionsfor assembly
code.Thesepreconditionsdescribethecontentsandshape
of thestackandheap,andprovideasafebut �e xible way to
allocate,deallocate,reference,andreusedataon thestack.
Thetyping disciplineis powerful enoughto representgen-
eral stackpointersincludingpointersthatmight point into
theheapor into thestack.

De�ning an expressive type systemand testing it on
somead hocexamplesdoesnot demonstratethat it is use-

ful for certifying compilation. It is equally necessaryto
show thatthereis analgorithmfor generatingtype-safelow-
level codefrom type-safehigh-level code. To demonstrate
thatour systemdoesindeedform a foundationfor certify-
ing compilationin the presenceof complex andimportant
memoryinvariants,we de�ne a high-level languagecalled
Micro-CLI, which capturesthe stack-allocationfeatures
foundin theCommonLanguageInfrastructure(CLI) [6, 9],
and we give a translationof well-typed Micro-CLI into
well-typedassemblycode.

This is the �rst paper(1) to developa uni�ed low-level
memorymodelfor theheapandthestackin thepresenceof
aliasing,and(2) to give analgorithmfor a type-preserving
compilationfrom a languagewith bothheapandstackallo-
cationto our typedassemblylanguage.Previouswork has
eitherdevelopedtype(or proof)systemsthataretoorestric-
tive to handleimportant,realistic invariantssuchas those
presentin the CLI, or it hasnot demonstratedany sort of
compilerstrategy for generatingstack-basedproof-carrying
code.

1.1 Background and RelatedWork

Most earlierwork on typedassemblylanguage[15] and
proof-carryingcode [4] allows reasoningabout data al-
located in the current stack frame, but not much more.
STAL [15] allows pointersdeepinto the stack,supporting
a particularimplementationof exceptions,but its typesys-
temis not very polymorphic:STAL distinguishesbetween
stackandheappointersandtrackstheexactorderingof the
stackpointersinto thestack.ConsequentlySTAL doesnot
supportgeneralstackallocation.

The logic we develop in this paperuni�es a number
of independentideas in the literature. The �rst idea,
which appearsin O'Hearn, Reynolds, andYang's separa-
tion logic [12, 17, 18, 19], is to usea substructurallogic to
describememoryasacollectionof disjointpieces.Guaran-
teeddisjointnessallowsusto write “strongupdate”rules—
in a typesystem,thismeansthatthesamepieceof memory
(say, astackslot)canhavedifferenttypesatdifferenttimes.
In earlierwork [2, 1], we attemptedto usethis ideaalone

1



to build a generalsystemfor assembly-level memoryman-
agement.Unfortunately, while the logic is soundandquite
�e xible, we wereunableto useit asa target for certifying
compilationsincewecouldnot�nd ageneraltranslationfor
thetypesof aliaseddatastructuresinto thelogic.

Closelyrelatedto thework onseparationlogic is earlier
work onaliastypes[20]. In aliastypes[20], thecapabilities
of locationscan be either linear (unaliased)or non-linear
(aliasedany numberof times); strongupdatesareallowed
only on linearcapabilities;invariantupdatesareallowedon
non-linearcapabilities.Alias typesandseparationlogic are
incomparablein power asaliastypesincludeformulasfor
aliasedmemorywhereasseparationlogic containsimplica-
tion, disjunction,andotherconnectives. This paperbrings
thepowerof bothtogetherin a singlesystem.

In concurrentwork, Morrisett et al. [14] have extended
alias types in a different direction. They have studied
methodsfor temporarilybreakingthe invariantassociated
with aliaseddata. Other researchalong the sameline in-
cludesFosteret al.'s restrict primitive [8] andDeLine and
Fähndrich's adoptionand focus [7]. All of theseefforts
arecarriedout in a high-level languageanddo not concern
themselveswith presentinga uniform modelof stackand
heapmemory.

A third areaof relatedwork includesregion-basedmem-
ory management[21, 3, 5, 11]. In regionsystems,typesare
taggedwith thenameof the region in which they areallo-
cated.Thetypesystemtrackstheregionsthatarecurrently
liveanddisallowsaccessto datastructuresthatlive in dead
regions. Our assemblylanguageemploys a variantof the
regionideaby taggingdescriptionsof memorywith version
numbers, andkeepingtrackof thevalid versions.Wedonot
allow programsto reasonaboutmemoryusingout-of-date
descriptions.A crucialdifferencebetweenour systemand
previousregion-basedsystemsis that we unify the ideaof
regionswith a low-level modelof stackandheapallocation
andaliasinginvariants. In order to do so, we usea more
elaboratestructure,atag tree, in ourmemorymodelto keep
trackof thelive “versionnumbers”.

Therichestsource-level type-safememorymanagement
systemwe areawareof is Grossmanet al.'s Cyclonelan-
guage[11, 10]. Cycloneallows datato beallocatedon the
stack.It usesa region-basedtypesystemincludinganout-
livesrelationon regions. We cande�ne this outlivesrela-
tion within our logic, but we needto do moreresearchto
determineif we cancompileall aspectsof Cyclone's stack
allocationdisciplineinto our assemblylanguage.

2 Inf ormal Development

In this section,we summarizethemajor technicalcom-
ponentsthatcompriseourmemorylogic.

2.1 The BasicSetup

The �rst stepin our developmentis to choosea simple
way to describethe contentsof individual memory loca-
tions, regardlessof whetherthey areon theheapor on the
stack. Sincethe type of the stackchangesasthe program
progresses,we must useper-programpoint types for the
stack.To unify stackandheappointersinto oneframework,
we needper-programpoint typesfor theheapaswell. The
generalapproachthatwe will useis to describethe whole
stateof themachinewith formulasin asubstructurallogic.

Onecrucialoperatorin theselogicsis themultiplicative
conjunction(“star” in the logic of bunchedimplications,
alsocalledtensorin this paper).The formula F1 
 F2 de-
scribesastatethatcanbepartitionedinto two disjointparts,
onedescribedby F1 andonedescribedby F2 . Theformula
(` ) � ) describesa storeconsistingof a single location
` that containsa valueof type � ; it is alsocalleda linear
capability for `. Beforeany dereference/assignmentoper-
ation on location `, (` ) � ) must be proven, so that we
know that the locationexists,andfor dereference,what its
typeis. If thestatebeforeanassignmentto ` is describedby
(` ) � 1) 
 F , thenthestateaftertheassignmentis described
by (` ) � 2) 
 F where� 2 is thetypeof thevaluestored.We
canusethis asthebasisfor a typing rule for storeinstruc-
tions,andthis typeof rule is usuallycalleda strong-update
rule, astheold type � 1 is ignoredandcompletelyreplaced
by � 2.

2.2 Aliasing of HeapLocations

Formulasinvolving (` ) � ) and 
 are very precise,
but in�e xible. Considera function that takes two inte-
ger pointersasarguments.It might be describedwith the
type 8`1 ; `2 :( (`1 ) in t ) 
 (`2 ) in t ) ) ! � � �. Now
if it is called with the samepointer, say `, for both pa-
rameters,then it must be called in a statedescribedby
(` ) in t ) 
 (` ) in t ) . This formula is impossibleto
satisfyasit requirespartitioningmemoryinto two disjoint
piecesthatbothhavea location` in their domain.

To solvethisproblem,weadapttheideaof non-linearca-
pabilitiesfrom aliastypes[20] andL3 [14]. We adda new
predicate(frzn ` � ), calleda frozenor unrestrictedcapabil-
ity, which is similar to thelinearcapabilitythatdescribesa
location` of type � . We partition the stateinto linear and
frozen memory. Linear capabilitiesdescribelocationsin
thelinearmemory;frozencapabilitiesdescribelocationsin
thefrozenmemory. Thetensoroperationpartitionsthelin-
earmemorybetweenits subformulas,but sharesthefrozen
memoryto bothsubformulas.Thus,(frzn ` � ) 
 (frzn ` � )
holds of a statewhose frozen memory containsa loca-
tion ` of type � . The function above can be given type
8`1 ; `2 :(( frzn `1 in t )
 (frzn `2 in t )) ! � � � andbecalledwith



thesamepointerfor botharguments.To make unrestricted
capabilitiessafe,wemustuseaninvariantupdaterule. This
ruleallowsastoreto location` in astate(frzn ` � ) 
 F if the
valuebeingstoredhastype� , but it doesnotallow thetype
of ` to bechanged.To getunrestrictedcapabilities,thereis
a freezingoperationthattransfersa locationfrom thelinear
memoryto thefrozenmemory, andit takesastatedescribed
by (` ) � ) 
 F to onedescribedby (frzn ` � ) 
 F . Once
frozenalocationstaysfrozenandits typecannotchangefor
theremainderof execution.

Onetechnicalityis worth noting. Unrestrictedcapabil-
ities can be duplicatedand droppedand thus act like the
unrestrictedformula ! F in linear logic. Sinceseveral of
our domain-speci�cpredicateshave similar properties,we
wrap all of thesepredicatesin the unrestrictedconnective
( ! ). The duplicationandweakeningrulesfor unrestricted
formulas in linear logic take care of the duplicatingand
droppingof thesepredicates.So the function above actu-
ally hastype8`1 ; `2 :( ! (frzn `1 in t )
 ! (frzn `2 in t )) ! � � �.

Usingunrestrictedcapabilitiesandexistentialquanti�ca-
tion, wecanexpresspointertypesif wearrangeall pointed-
to locationsto be in the frozenmemory. A pointerto � is
expressedas9`:(S(`)
 ! (frzn ` � )) whereS(�) is thesingle-
ton typeconstructor. This typestatesboththat thevalueis
somelocationandthat the locationcontainsa � . Notethat
in our logic, we usemoreexpressive formulasthanjust ba-
sic typesto describevalues.Only formulasthatdonot refer
to linear memorycanbe usedto describevalues. We call
thempure formulasanddenotethemby G. In Section3,
wewill introducetheformalsyntaxof pureformulas.

2.3 VersionNumbers for StackLocations

Unfortunatelytheideaof unrestrictedcapabilitiescannot
beappliedto bothstacksandheapsin a uniform way. The
problemis that freezingconstrainsthe type of a location
for the remainderof execution,but stackframes,in gen-
eral, have shorterlifetimes than the restof executionand
arereused.Themechanismsdescribedso far do not allow
reuseof frozenmemory.

Considerthe operationof allocatingan integer cell on
the top of thestack. This operationresultsin memoryde-
scribedby (rsp ) S(`)) 
 (` ) in t ) 
 : : : wherersp is a
registerholding thestackpointer. The top of thestackcan
be frozenandthenpassedto a function. In this case,the
memorytyping becomes(rsp ) S(`)) 
 ! (frzn ` in t ) 
 : : :.
Now imaginethatthefunctionterminatesandreturnsto its
caller. Thecallerwould like to reusethestackandputadif-
ferentvalueinto location`. However, thelogic describedso
far doesnot allow anything otherthanintegersin ` for the
remainderof execution.We needthe �e xibility to freezea
locationfor someamountof time, but later reuseit in any
way we desire. To achieve this discipline,we introducea

k42k27k19

k9

k3

k31

first

l7

l6

l5
. 
. 
.

(a)

tree stack

k42k27k19

k9

k3

k31

first
l7

l6

l5
. 
. 
.

(b)

tree stack

k42k27k19

k9

k3

k31

first

l7

l6

l5
. 
. 
.

k54

(c)

tree stack

Figure 1. Example Memor y Stack Tag Tree

sort of “versionnumbering”schemefor our locationsthat
is somewhatreminiscentof region-basedtypesystems.

First, we assumea countably-in�nite setof tags ranged
over by k. Thesetagsnameversionsof locations.Whena
locationis usedfor the �rst time or is reused,a new tag is
chosento namethatuse.Themachinestateincludesa tag
treethatkeepstrackof all thesetags. This tag treeis only
usedfor typing purposesandcanbe erasedin forming an
underlyinguntypedmachinestate.

Thesetags form a tree due to the LIFO natureof the
stack. In the currentwork, heapcells arenot versionedin
thesameway thatstackcellsare,andwe assignthespecial
tagH to all heaplocations.Thebottom(in thesenseof the
stackingdiscipline,often the highestaddress)of the stack
goesthrougha sequenceof versionsthat we can think of
asthe orderedchildrenof H . The secondto bottomloca-
tion goesthrougha sequenceof versionsthatexist entirely
within the lifetime of the �rst versionof thebottomof the
stack,thena sequenceof versionsthatexist entirelywithin
thelifetime of thesecondversionof thebottomof thestack,
andso on. We canthink of theseversionsas the ordered
childrenof therespectiveversionof thebottomof thestack.
In thisway, theversionsof locationsthatmakeup thestack
duringprogramexecutionform atree.Theright-mostspine
of thetreecontainsthetagsof thecurrentversionsof loca-
tions. In addition,oneof thesetagsis markedasthecurrent
top of thestack. Whenthe stackis popped,this marker is
movedto its parent.Whenthestackis pushed,a freshtagis
selectedandis addedto thetag treeasthe lastchild of the
currenttopof thestack,andit becomesthecurrenttopof the
stack. Figure1 displaysthe transformationof the tag tree
andstackduringa sequenceof pushandpopoperations.A
stackpop occursbetweenFigure1(a) andFigure1(b). A
stackpushoccursbetweenFigure1(b)andFigure1(c).

Second,unrestrictedandlinearcapabilitiesincludeboth
a tag and a location. For example, ! (frzn k:` � ) says
that versionk of location ` is frozenat type � ; similarly,
(k:` ) � ) holds if location ` currentlyhasversionk and
holdsa valueof type� . A formulacanincludeunrestricted
capabilitieswith old tags;theseformulasdescribeprevious
statesof thelocationbut not thecurrentone.

Third, a frozencapability canbe usedto load from or
storeinto a locationonly if thetagis thecurrentversionof



thelocation.Eventhoughunrestrictedcapabilitieswith old
tagsstill exist in theformula,they cannotbeusedto access
thelocations.

Fourth, our logic includes formulas to reasonabout
which tagsarecurrent. In particular, we have the two for-
mulas �rst (k) and!(k2= k1+n). Theformula �rst (k) holds
if thecurrenttop of thestackin the tag treeis k. The for-
mula !(k2= k1+n) holdsif k2 appearsin thetreeasthen-th
ancestorof k1. Together, �rst (k1) and !(k2= k1+n) mean
thatk2 is ontheright spineof thetagtreeandthereforethat
it is acurrenttag.

Using these predicates and existential quanti�ca-
tion, we are able to describe data structures that
point deep into the stack. For example, if location
k:` contains location k1 :`1 which is deeper in the
stack, and k1 :`1 contains an integer, then formula
(frzn k:` (9xk9x` 9n:S(xk:x` )
 !(xk= k+n)
 ! (frzn xk:x` in t )))
describeslocationk:`, wherek1 :`1 andsomenaturalnum-
berarethewitnessesof theexistentialpackage.

To summarize,we have a logic thatdescribesmemories
andtagtrees.Thislogic includeslinearlogic to expresssep-
arationandaliasingof memoryparts,linearlocationtypes,
frozenlocationtypes,andcurrency of tags.

Comments The tree appearsto be a fairly heavyweight
componentin thememorymodel. We retainthe complete
tree structurein our model, even thoughpartsof the tree
aredead,becauseit facilitatesthe proof of certainmono-
tonicity propertiesof our logic. More speci�cally, oncea
formula that relatestagssuchas !(k2= k1+n) are satis�ed
by a particularmodel,we canprove that they aresatis�ed
by all futuremodelsthatmaybegeneratedastheprogram
executes.Without thetreestructureto describetherelation-
shipsbetweenpasttags,it wouldbemoredif�cult to obtain
thiscritical property.

The“tags” resembletheregion namesin theCapability
Calculus[5]. Eachstacklocationcanbetreatedasa region
containingonly that location. We might be able to solve
partof theproblemby usingsomeof the techniquesin the
CapabilityCalculus.However, our work focuseson devel-
opinga logic which providesa uni�ed descriptionof heap
andstacklocationsin a low-level memorymodel.TheCa-
pability Calculusdoesnot have suchview of the memory
model.

3 A Formal Memory Model

In thissectionweformalizethelogic thatwasinformally
describedin Section2. After introducingall the syntactic
constructs,wewill focuson thesemanticsof thelogic. The
semanticjudgmentsgive meaningsto formulasin termsof
memorylayoutandtyping information,which is important
to specifythememorysafetypolicy of assemblyprograms.

Section4 will usethis logic asthebasisfor a type system
for assemblylanguage.At theendof this section,we will
give an exampleto show how varioussemanticjudgments
areusedto decideif a memorysatis�esa certainformula.
Thecompleterulesfor logicaldeductionandformulaequiv-
alencearegivenin thecompaniontechnicalreport[13].

3.1 Syntax

The syntacticconstructsin our logic aregivenbelow; i
rangesover integers,i! over integer and in�nity (written
1 ), ` over locations,sk over tagsfor stacklocations,and
k over stacktagsand the heaptag (written H ). We use
xi to rangeover integervariables,xi ! over in�nite integer
variables,x` over locationvariables,xk over tagvariables,
xt over type variables,andxf over formula variables.We
considerall syntacticconstructsequivalentup to alphacon-
version.

Int Expr ei ::= xi j i j ei1 + ei2 j � ei
In�nite Int Expr ei! ::= xi ! j i! j ei! 1 + ei! 2 j � ei!
LocationExpr e` ::= x` j ` j e` + ei
Tags ek ::= xk j H j sk
General Loc g ::= ek:e` j r
Types � ::= xt j S(ei) j S(ek:e`) j (F ) ! 0
Bindings b ::= xi :I j xi ! :I! j x` :L j xk:TG

j xt :T j xf :F
Predicates P ::= � j (g ) G) j ek2= ek1+ei!

j �rst (ek) j frzn ek:e` G
j ei! � 0
j more (e`) j more! (e`)

Pure Formula G ::= � j 1 j G1 
 G2 j G1 ( G2

j G1 � G2 j G1 & G2 j
! F j 9b:G

Formula F ::= xf j P j 1 j F1 
 F2 j F1 ( F2

j > j F1 & F2 j 0 j F1 � F2

j ! F j 9b:F

We assumethat locationscomewith an operation` + i
thatintuitively returnsthelocationi locationsaway from `.
In�nity is usedin ek2= ek1+ei! to expressthedifferencein
levels betweena stacktag andthe heaptag. In particular,
H = sk+1 holdsfor any stacktagsk in thetagtree.

A generallocationis eithera taggedlocationek:e` or a
registerr . Basictypes� consistof typevariables,singleton
types,andcodestype (F ) ! 0. As we explainedbrie�y in
theprevioussection,a syntacticcategory of pure formulas
includesall the formulas that can be usedto describea
value. A pureformula G canbe a basictype, or 1, or an
unrestrictedformula ! F , or it canbeconstructedusingcon-
nectives:
 , ( , & , � , 9b from puresub-formulas.

Modelsin our logic arepairsof a memorym anda tag
treet. Thesemanticjudgmentsde�ne which memoryand
tag treepairssatisfya formula. To preciselyde�ne these-
mantic judgments,we de�ne a numberof auxiliary judg-



mentsthat are connectedby contexts. The syntaxfor all
theseconstructsis de�ned below.

A storevalueis an integer, a taggedlocation,or a code
locationc. A tag treet is a quadruple(H ; T; sk; fst) con-
sistingof theheaptagH , thetreeproperT , thestacktagof
the top of the stacksk, anda witnessfst for the predicate
�rst (k) to indicatewhetherthe top of the stackis known.
A treeT consistsof a root stacktagandan orderedlist of
subtrees.The codecontext 	 mapseachcodelabel c to
its type; the frozenmemorytype context � mapsa frozen
locationk:` to the describingformula G of the valuethat
location` containsatversionnumberk.

Store Value sv ::= i j k:` j c
Memory m 2 Loc[ Reg * Sval
Tree T ::= (sk; T1 ; T2 � � � ; Tn )
Has�rst fst ::= absentj present
Tag Tree t ::= (H ; T; sk; fst)

CodeContexts 	 ::= � j 	 ; c : (F ) ! 0
FrozenMemoryTyping � ::= � j � ; k:` : F

Operationson Memories To specifythesemanticsof our
logic, we needsomenotation and operationson various
componentsof ourmodel.

� g denotestheuntaggedlocation:r = r andek:e` = e`.

� m(g) denotesthestorevaluestoredat locationg.

� m [ g := sv ] denotesamemorym0 in whichg mapsto sv but
is otherwisethesameasm.

� m1 ] m2 denotestheunionof disjointmemories.It is unde-
�ned if thememoriesarenot disjoint.

Operationson Trees A tagtreet = (H ; T; sk; fst) is well
formed(wf(t)) if sk is on theright spineof T . Thelive tags
of a tagtreet = (H ; T; sk; fst) (Live (t)) aretheright spine
of T up to sk, andalsoH .

OperationnewFirst(t; k) addsk as the last child of the
current stack top and makes k the stack top. Operation
delFirst(t) movesthestacktopuponelevel.

Thesemanticsof tensor(
 ) is to disjointly partitionthe
linear partsof the model betweenthe sub-formulas.The
linearpartsof themodelarethelinearmemoryandthestack
top. To formalizethis partitioning,we overloadthemerge
operators(] ) to mergetwo disjoint tagtrees.

fst ] absentdef= fst absent] fst def= fst

(H ; T; sk; fst1) ] (H ; T; sk; fst2) def= (H ; T; sk; fst1 ] fst2)

Abbreviations We de�ne the following commonlyused
abbreviations.

in t def= 9xi :I:S(xi )

ns def= 9xf :F:xf

ek1 outlivesek2
def= 9xi ! :I! : ek1= ek2+xi ! 
 ! (xi ! � 0)

live (ek) def= 9xk:TG: �rst (xk) 
 ! ( ek outlivesxk)

3.2 Semantics

Therearesix semanticjudgments:

m; t � 	 F at p overall modelm; t satisfyF
� old ; t � 	 m : � frozenmemorym hastype�
� old ; �; m; t � 	 F at p linearstatesatis�esF
� 	 sv : � storevaluesv hastype�
F1 � 	 F2 F2 is a semanticconsequenceF1

F1 � F2 F1 andF2 areequivalent

The placep at the endof the �rst and third judgmentis
eitherroot � or a locationg—thelatteris usedto specifythe
semanticsof (g ) G) .

Context � old containsall the frozen type bindingsof
stacklocationsthat werepoppedoff. Eachjudgmentand
its rulesareexplainedin thefollowing sections.

Overall Judgment A modelsatis�esaformulaif it canbe
split into a frozenpartanda linearpartsuchthatthefrozen
part satis�es the frozen judgment,the linear part satis�es
the linear judgment,andthe two judgmentsareconnected
by thesamecontexts.

(m; t) � 	 F at p overall
if f existsm1 , m2 , t1 , t2 , � , � old

such that m = m1 ] m2 , t = t1 ] t2 ,
� old ; �; m1 ; t1 � 	 F at p,
� old ; t2 � 	 m2 : � , and8k:` 2 dom(� old [ �) :
k 2 Live (t) if f k:` 2 dom(�)

Context � old containsthe typing information of all the
frozenlocationsthatwerepoppedoff thestackand� con-
tainstyping informationaboutall the live frozenlocations.
It is necessarythat for any taggedlocationk:` thatbelongs
to thedomainof � , theversionnumberk is current.

Frozen Judgment The secondjudgmentchecksthat a
frozenmemoryhasagivenfrozen-memorytyping.

(� old ; t ) � 	 m : � if f for all k:` 2 dom(�)
� old ; �; ` ! m(`); t � 	 �( k:`) at k:`

The two frozen-memorytyping contexts arerecursively
usedto check that a frozen memoryhasa given frozen-
memorytyping. For eachlocationk:` in thedomainof � ,
thepieceof memoryit pointsto shouldlinearly satisfythe
formulagivenby thefrozen-memorytyping.

Linear Judgment Themainsemanticjudgmentis thelin-
earsatisfactionjudgment.It is de�ned in Figure2. Theset
of pureformulasG is a subsetof thesetof formulasF , so
thesemanticjudgmentsof G arealsode�ned in Figure2, if
wesubstituteG for F .



� � old ; �; m; t � 	 � at p if f p 6= � andt: fst = absent, and
dom(m) = p andm(p) = sv, � 	 sv : � .

� � old ; �; m; t � 	 (g ) G) at p, if f dom(m) = g, if g =
k:` thenk 2 Live (t), and� old ; �; m; t � 	 G at g.

� � old ; �; m; t � 	 k2= k1+i! at p if f dom(m) = ; , t: fst =
absent, andoneof thefollowing holds: i! = n � 0 andk2

is thenth ancestorof k1 in treet; i! = � n < 0 andk1 is
thenth ancestorof k2 in treet; i! = + 1 andk2 = H ; or
i! = �1 andk1 = H .

� � old ; �; m; t � 	 �rst (k) at p iff dom(m) = ; , andt =
(H ; T; k; present).

� � old ; �; m; t � 	 frzn k:` G at p iff dom(m) = ; , t: fst =
absent, (� old [ �)( k:`) = G0, andG � G0.

� � old ; �; m; t � 	 ei! � 0 at p iff ei! � 0.

� � old ; �; m; t � 	 more (`) at p if f t: fst = absent, and
dom(m) = f ` � njn 2 Natg.

� � old ; �; m; t � 	 more! (`) at p if f t: fst = absent, and
dom(m) = f ` + njn 2 Natg.

� � old ; �; m; t � 	 1at p iff t: fst = absent, anddom(m) = ;

� � old ; �; m; t � 	 F1 
 F2 at p iff m = m1 ] m2 , t =
t1 ] t2 , � old ; �; m1 ; t1 � 	 F1 at p, and� old ; �; m2 ; t2 � 	

F2 at p.

� � old ; �; m; t � 	 F1 ( F2 at p iff t: fst = absent, for all
memorym0, treet0 andt0:fst = absent, � old ; �; m0; t0 � 	

F1 at p implies� old ; �; m ] m0; t ] t0 � 	 F2 at p.

� � old ; �; m; t � 	 > at p, it is truefor all memorymodels.

� � old ; �; m; t � 	 F1 & F2 at p iff � old ; �; m; t � 	 F1 at p,
and� old ; �; m; t � 	 F2 at p.

� � old ; �; m; t � 	 0at p, nomemorysatis�es0.

� � old ; �; m; t � 	 F1 � F2 at p iff � old ; �; m; t � 	 F1 at p,
or � old ; �; m; t � 	 F2 at p.

� � old ; �; m; t � 	 ! F at p iff t: fst = absent, anddom(m) =
; , and� old ; �; m; t � 	 F at p.

� � old ; �; m; t � 	 9x:K :F 0at p iff thereexistssomea 2 K
suchthat� old ; �; m; t � 	 F [a=x] at p.

Figure 2. The Semantics of Form ulas

The interestingclausesare the ones for our domain-
speci�c predicates.Predicate� holdsat p if the memory
containsonly one location p and its contenthas type � .
Predicate(g ) G) holds if memorycontainsonly loca-
tion g, g is live, and G holds at g. Predicatek2= k1+i!
holds if the two tagsare relatedby i! numberof levels,
positive meansthat k2 is theancestor, negative meansthat
k1 is theancestor, and1 meanstheancestoris H . Predi-
cate �rst (k) holdsif fst is presentandthestacktop is k in
the tag tree; notethat the otherbasepredicatesrequirefst
to beabsent. Predicate(frzn k:` G) holdsif oneof thetwo
frozen-memorycontexts mapsk:` to a formula equivalent

to G. Predicatesmore (`) andmore! (`) describethecon-
tinuousunallocatedspace;they requirethe linear memory
to containthelocationsatandbelow (respectively above)`.
Notethatthebasepredicates,whichdescribetheproperties
of thetagtree,requirethelinearmemoryto beempty. The
otherconnectivesarethoseof linear logic, andtheseman-
tics arestandardexcept that tensorusesthe merge opera-
torsde�ned in theprevioussectiononthelinearpartsof the
model.

Semanticsfor Types Typeshavetheexpectedsemantics:

� 	 i : S(i )
int

� 	 k:` : S(k:`)
loc

	( c) = (F 0) ! 0 F � 	 F 0

� 	 c : (F ) ! 0
code

Semantic Entailment F1 � 	 F2 if f for all m and t,
(m; t) � 	 F1 at p overall implies(m; t) � 	 F2 at p overall.

Equivalence Equivalenceof formulas,F1 � F2, is re�ex-
ive, symmetric, transitive, congruent,and includessome
rules for our domain-speci�cpredicates. The most im-
portantdomainspeci�c rule involves the relationshipbe-
tween the heap tag H and the stack tags. Intuitively,
if we know that xk outlives H , then xk must be H it-
self. Thereforeif tag xk is a free variablein F1 and F2 ,
and F1 [H =xk] � F2 [H =xk] then F1 [H =xk] is equivalent to
9xk:TG:F2 
 !(xk outlivesH ).

k19
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first
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. 
. 
.
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l100
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. 

.
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stack heapT

Figure 3. Example Memor y

Example For thisexample,weconsiderjust memoryand
not the registers.Thememorym in Figure3 consistsof a
linearpartm1 whichcontainsall theunallocatedlocations;
a frozenpartm2 whichcontainsthe� ve locationsshown in
the�gure (dom(m2) = f `7 ; `6 ; `5 ; `100 ; `101 g). It satis�esthe
following formula:

F = more (`4) 
 more! (`102 ) 
 �rst (k17 )

 !(k3= k5+1) 
 !(k10 = k15 +1) 
 !(k3= k10 +1)

 !(k10 = k17 +1) 
 !(k17 = k19 +1)

 ! (frzn k3 :`7 F4)
 ! (frzn k10 :`6 in t )

 ! (frzn k17 :`5 F5)

 ! (frzn H :`100 in t )
 ! (frzn H :`101 F4)



where F4 = 9x` :L:S(H :x` )
 ! (frzn H :x` in t )
F5 = 9xk:TG:9x` :L:S(xk:x` )


 ! (frzn xk:x` in t )
 ! ( xk outlivesk17 )

The overall semantic judgment is:
m; (H ; T; k17 ; present) � 	 F at � overall. To check
this judgmentis valid, we mustshow:

1: � old ; �; m1 ; (H ; T; k17 ; present) � 	 F at �
2: � old ; (H ; T; k17 ; absent) � 	 m2 : �

where
� old = (k5 :`6 :F1); (k15 :`5 :F2); (k19 :`4 :F3)
� = (k3 :`7 :F4); (k10 :`6 :in t ); (k17 :`5 :F5);

(H :`100 :in t ); (H :`101 :F4)
The�rst judgmentis the linearsemanticjudgment.The

tensoroperatorsdistribute the unallocatedstackspaceto
more (`4), theunallocatedheapspaceto more! (`102), the
stacktop to �rst (k17 ) , andemptylinearstateto theremain-
ing formulas.Eachof thepredicatesis easilyveri�ed.

The secondjudgmenttype checksthe frozen memory.
We needto verify that for eachlocation` in � , �( `) de-
scribesthe piece of memory that ` points to. For ex-
ample, for location k3:`7 we needto verify the follow-
ing judgment: � old ; �; `7 7! H :`100 ; (H ; T; k17 ; absent) � 	

F4 at k3 :`7, which is truewith `100 asthewitnessof theex-
istential.

4 AssemblyLanguage

In thissection,weusethememorylogic thatwe formal-
izedin Section3 asthebasisfor thetypesystemof asimple
assemblylanguage.Thetypesystemis powerful enoughto
specifysoundstrongandinvariantupdatesof bothstackand
heaplocations. The expressivenessof our typedassembly
languageexceedsthe previous TAL systemsbecausethey
cannotdealwith generalstackallocation.

4.1 Syntax

The languageis very similar to previous TALs. The
novel partsarethe inclusionof tag treesin machinestates
andthetwo instructionsstackgrow andstackcut . These
two instructionsonly updatethe tag treeandareerasedin
forminganunderlyinguntypedmachinecode.They tell the
type systemto increaseor decreasethe stackby oneloca-
tion. Any stackpointer register that tracksthe top of the
stackmustbe adjustedby a separateinstruction. Thesyn-
taxof ourassemblylanguageis:

Operands v ::= sv j r
Instructions � ::= addr d ; r s ; v j sub r d ; r s ; v

j movr d ; v j bz r ; v j ld r d ; r s

j st r d ; r s j stackgrow j stackcut
Blocks B ::= halt j jmp v j � ; B
CodeRegions C ::= � j C; c 7! B
MachineStates � ::= (C; m; t; B )

The operationalsemanticsfor our languageis standard
and is similar to thosein previous papers.The semantics
of the two stackinstructionsis to apply the newFirst and
delFirst operationsto thetagtree.

4.2 Typing Rules

Thetypesystemconsistsof thefollowing judgments:

� k �; � ` 	 F Logical rules
� k F ` 	 v : � Operandv hastype�
� k F ` 	 � : F 0 Thepreconditionof instruction� is F ,

andthepostconditionis F 0

� k F ` 	 B ok Block B is typecheckedwith thecontext F
` C : 	 Coderegion C hastype	
` 	 � ok Theabstractmachinestate� is well-formed.

We use� to containthe free variables,� as the unre-
strictedcontext, and� asthelinearcontext. Figure4 shows
someof the more interestingrules, which we describein
thefollowing sections.1 Thecompleterulesarelistedin the
companiontechnicalreport[13].

The notation (F [ g := G ]) � denotesthe result of “up-
dating” formula F at location g by G. More precisely,
(F [ g := G ]) � = F1 
 (g ) G) if f � k � ; F ` F1 
 (g ) G0)
whereall thefreevariablesarein � .

Instruction Typing The typing judgmentsfor instruc-
tions resembleHoarelogic. The formula on the left hand
side of the turnstile describesthe preconditionof the in-
struction,andthe formulaon the right handsidedescribes
thememorystateaftertheexecutionof theinstruction.

Therearetwo setsof typing rulesof load andstorein-
structions.The�rst setof rulesrequireslinearcapabilities
for thelocationsthatwe loadfrom andstoreinto. Therule
for ld checksthatthesourceregisterholdsalocation,looks
up thedescribingformulafor this location,andupdatesthe
destinationregisterto bedescribedby this formula.Thest
instructionchecksthatthedestinationregisterholdsa loca-
tion, getsthedescribingformulaof thesourceregister, and
updatesthelocation'sdescribingformula.Notethattheup-
dateformulasuselinear typing of the registeror location
and just replacethe old type with the new one—astrong
updaterule.

Thesecondsetof typingrulesrequiresunrestrictedcapa-
bilities for the locationswe operateon. Therule for ld-inv
checksthat the tag ek is live to make surethat the unre-
strictedcapability is valid. The rule for st-inv checksthat
the destinationregisterholdsa locationek:e`, andthe de-
scribingformulaof thesourceregisteris thesameasthede-
scribingformulaof locationek:e`, givenby theunrestricted

1For simplicity, weomit thecodecontext 	 from thetypingjudgments.



OperandTyping � k F ` 	 v : �

� k F ` 	 i : S( i )
int

� k F ` 	 k :` : S(k :` )
loc

	( c) = (F 0) ! 0 � k � ; u : F ` F 0

� k F ` 	 c : (F ) ! 0
code

� k � ; F ` ( r ) � ) 
 >

� k F ` 	 r : �
reg

InstructionTyping � k F ` 	 � : F 0

� k F ` r s : S(ek:e` ) � k � ; F ` (ek:e` ) G) 
 >

� k F ` ld r d ; r s : F [ r d := G ]
(ld)

� k F ` r d : S(ek:e` ) � k � ; F ` ( r s ) G) 
 >

� k F ` st r d ; r s : F [ ek:e` := G ]
(st)

� k F ` r s : S(ek:e` ) � k � ; F ` frzn ek:e` G 
 > � k � ; F ` live (ek) 
 >

� k F ` ld r d ; r s : F [ r d := G ]
(ld-inv)

� k F ` r d : S(ek:e` ) � k � ; F ` ( r s ) G) 
 > � k � ; F ` frzn ek:e` G 
 > � k � ; F ` live (ek) 
 >

� k F ` st r d ; r s : F
(st-inv)

� k F ` r s : S(ek:e` ) � k F ` v : S( i ) � k � ; F ` !( ek0= ek+i ) 
 >

� k F ` addr d ; r s ; v : F [ r d := S(ek0:(e` + i )) ]
(addr-add)

� k � ; F ` F 0 
 more (e` ) 
 �rst (ek)

� k F ` stackgrow : F 0 
 more (e` � 1) 
 (9xk :TG: �rst (xk ) 
 !( ek= xk +1) 
 (xk :e` ) ns ) )
(stackgrow)

� k � ; F ` more (e` � 1) 
 �rst (ek) 
 !( ek0= ek+1) 
 ( (ek:e` ) G) � ! ( frzn ek:e` G)) 
 F 0

� k F ` stackcut : more (e` ) 
 �rst (ek0) 
 !( ek0= ek+1) 
 F 0
(stackcut)

Block Typing � k F ` 	 B ok

� k F ` v : (F 0) ! 0 � k � ; u :F ` F 0

� k F ` jmp v ok
(b-jmp)

� k F ` � : F 0 � k F 0 ` B ok

� k F ` � ; B ok
(b-instr)

� k F ` r sp : S(ek:e` ) � k � ; F ` (ek:e` ) in t ) 
 >

� k F ` halt ok
(b-halt)

� k ! ( frzn ek:e` G) 
 F ` B ok

� k (ek:e` ) G) 
 F ` B ok
(b-freeze)

Figure 4. Selected Static Semantics Rules

capability(frzn ek:e` G), andthetagassociatedwith theun-
restrictedcapabilityis live. Thepostconditionis thesameas
theprecondition,sincewe updatethe locationwith a value
thathasthesamedescribingformula—aninvariantupdate.

We giveseparatetypingrulesfor addressadd/subopera-
tionsbecausethey involve determiningthecorrecttagsfor
thenew addresses.

The two stackinstructionsstackgrow andstackcut
changethe shapeof the formula to re�ect the changesto
thetagtreedueto stackallocationanddeallocationrespec-
tively. The stackgrow instructiontakesonelocationout
of more (e`) andresultsin more (e` � 1) 
 (xk:e` ) ns) .
A freshtagxk is chosen(theexistentialachievesthefresh-
ness),andis declaredthenew stacktop �rst (xk) anda di-
rectchild of theold stacktop !(ek= xk+1) . Thestackcut
instruction determinesthe stack top's tag �rst (ek) and
its parent's tag !(ek0= ek+1) , and returnsthe stacktop to
the unallocatedstack taking more (e` � 1) 
 ( (ek:e` )
G) � ! (frzn ek:e` G)) to more (e`). It alsomakestheparent
tagthenew stacktop �rst (ek0) .

Block & StateTyping Therearestandardtypingrulesfor
instructions,halt , and jmp, aswell astype manipulation

rulesincludinggrowing theheap(for heapallocation)and
freezinglocations.Therule b-freeze dealswith theprocess
of convertinga linearcapability, to anunrestrictedcapabil-
ity. A machinestate(C; m; t; B ) is well formedif thereis
a 	 andF suchthatC hastype	 , m andt satisfyF , B is
well formedunderF , andthetagtreeis well formed.

Theorem1 (TypeSafety)
If ` 	 (C; m; t; B ) ok then:

1. Either B = halt andm(r sp ) = k:` andm(`) = sv and
� 	 sv : in t or exists� suchthat(C; m; t; B ) 7�! � .

2. If (C; m; t; B ) 7�! � then` � ok.

5 Translation

To show how our logic canbeusedin a certifying com-
pilation framework, in thissectionwesketchthetranslation
from a simple languagewith stackandheapallocationto
our assemblylanguage.The full detailsof translationare
availablein thecompaniontechnicalreport[13].

The key featureswe want to captureare the stack-
allocationoperationsof CLI [6, 9]. CLI includesthe con-
ceptsof referencesandmanagedpointers.Managedpoint-
erscanpointto localvariablesonthestackandalsoto �elds



quali�ers q ::= S j H
types � ::= in t j � � q

value v ::= n j x
program p ::= f d : : : f d r b
functiondecls f d ::= � f (� x; : : : ; � x) r b
returnblock r b ::= f ld; : : : ; ld; ss; return vg
localdecls ld ::= � x = v j � x = newq v
statementlist ss ::= � j s; ss
statement s ::= if v thensselsess j x = v

j x = v1 + v2 j x = v1 � v2

j x = f (v; : : : ; v) j x = ! v
j v1 := v2

Figure 5. The syntax of Micro-CLI

of objectsin the heap,but they cannot(in veri�able code)
bereturnedfrom methodsnor storedinto �elds of objects.
Theserestrictionsmake surethat a managedpointer out-
livesits targetthuspreventdereferencingdanglingpointers.
Referencesalwayspoint to objectsin theheapandtheiruse
is unrestricted.We abstractCLI into Micro-CLI, a simple
imperative languagewith integersandpointers.A valueof
type � �S is a pointer to a location on the stackor in the
heap;andit is restrictedin similar waysto managedpoint-
ers. We alsodisallow updatinga stackpointer if it points
to anotherstackpointersincesuchupdatemaycreatedan-
gling pointers. A valueof type � � H is a pointeronly into
theheap.Type � � H correspondsto referencesin CLI and
is a subtypeof � � S . Figure5 shows thesyntaxfor this lan-
guage.The declaration� � S x = newS v allocatesa new
cell on thestackwith initial valuev of type� andbindsthe
addressof the cell to x; � � H x = newH v is similar but
allocateson theheap.

Thetranslationof programsto coderegionsandaninitial
block is straightforward.Theinterestingpartis how Micro-
CLI typesaretranslatedinto ourmemorylogic,andhow the
logic rulesareusedto verify thesafetyof the instructions.
We discussonly the type translationasit containsthe key
invariants.

The type translation,shown in Figure 6, hasthe form
[[� ]]� ek where� is thetypeto translateandek is thetagof
thestacklocationwherethevalueresides(in thetranslation,
we put all local variableson thestack).Thetagek is used
only in the translationof stackpointersto statethe tag of
thelocationpointedto is valid.

Thetranslationof pointertypescombinesasingletonlo-
cation type with an unrestrictedcapability to indicatethe
type of the contentsof the location. Heap pointersuse
H to tag the location, stackpointersusean existentially
quanti�ed taganda predicate! ( xk outlivesekc) to statethe
validity of the tag, andalso to specify the restrictionthat
the contentsof a stackpointeralways“outlives” the stack

pointeritself. Notethattherulewedescribedin theformula
equivalencesectionmakes S(H :x` )
 !(frzn H :x` F ) equiv-
alent to 9xk:TG:S(xk:x` )
 ! ( xk outlivesH )
 !(frzn xk:x` F )
witnessingthesubtypingof heappointersasstackpointers.

The translationof function typesis more complicated.
Notethatpolymorphismis expressedasexistentialson the
left of ! 0. All functionsarepolymorphicin thelocations
of thetopof thestackandallocationfrontier, thetagsof var-
ious stacklocations,andthe caller's store,which includes
its stack,heap,andtag information. The returnaddressis
polymorphicin newly allocatedheapspaceandthe tag of
thestacklocationusedto passthereturnvalue.Theprecon-
dition hasa part for memoryincluding thestackandheap,
a part for theregisters,a statementof thetagfor thetop of
the stack,and the relationshipsbetweenthe variousstack
tagsof relevance.The postconditionis similar but re�ects
the stateat returnratherthancall. The calling convention
is: argumentsare pushedonto the stack left to right, the
calleepopsarguments,the resultis pushedonto thestack,
thestackpointeris in rsp, thereturnaddressis in rra, andthe
frontierpointeris in ralloc.

We provethatour translationis typepreservingby prov-
ing that the translationof a well typedsourceprogramis
alsowell typed.

Theorem2 (TypePreservation of the Translation)
If [[p]] = (C; 	 ; B ) thenthereexists an initial memorym
andinitial tagtreet suchthat` 	 (C; m; t; B ) ok

6 Conclusion

In this paperwe have presenteda generallogic with
domain-speci�cpredicatesthat is powerful enoughto ex-
pressgeneralheapandstackallocation. We have demon-
stratedthis expressivenessby de�ning a translationfrom a
languagethat abstractsthe importantstackallocationfea-
turesof CLI to ourassemblylanguage.

The choiceof a tag treematcheswell with a stack. We
planto investigateif it generalizesto otherschemesthatare
notLIFO. Thecombinationof unrestrictedcapabilitieswith
versioningand a validity schemefor the versionsseems
promisingasa generallogic for memorymanagement.
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[[in t ]]� = in t
(trans-int)

[[� ]]� H = G

[[� � H ]]� = 9x` :L:(S(H :x` ) 
 !( frzn H :x` G))
(trans-� � H )

[[� ]]� xk = G

[[� � S ]]� ekc = 9xk :TG; x` :L: (S(xk :x` ) 
 !( xk outlivesekc ) 
 !( frzn xk :x` G))
(trans-� � S )

[[� 1 ]]� xka1 = G1 : : : [[� n ]]� xkan = Gn [[� ]]� xkret = Gret

[[� 1 � : : : � � n ! � ]]� =
(9 x` :L; x` 0:L; xk :TG; xka1:TG; : : : ; xkan:TG; store:F:
more (x` ) 
 (xkan:x` +1 ) Gn) 
 : : : 
 (xka1:x` +n ) G1) 
 more! (x` 0) 
 ( ralloc ) S(H :x` 0- 1)) 
 store

 ( r 1 ) ns ) 
 ( r 2 ) ns ) 
 ( rfp ) ns ) 
 ( rsp ) S(xk an :x` +1))

 ( rra ) (9 x` 00:L; FH:F; xkret:TG:

more (x` +n - 1) 
 (xkret:x` +n ) Fret) 
 more! (x` 00) 
 ( ralloc ) S(H :x` 00- 1)) 
 FH 
 store

 ( r 1 ) ns ) 
 ( r 2 ) ns ) 
 ( rfp ) ns ) 
 ( rra ) ns ) 
 ( rsp ) S(xkret:x` +n ))

 �rst (xkret) 
 !( xk = xkret+1) ) ! 0 )


 �rst (xkan) 
 !( xkan-1= xkan+1) 
 : : : 
 !( xka1= xka2+1) 
 !( xk = xka1+1) ) ! 0

(trans-fun)

Figure 6. Type Translation
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