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Abstract

Suppose you have developed a Hoare logic for your favorite pro-
gramming language. You have justified the logic by defining an
operational model of the language and constructing a soundness
proof that interprets triples as partial correctness assertions. Now
you want to interpret program analyses, validate security proper-
ties such as noninterference, or justify program transformations.
You observe that all these properties are relational: they are natu-
rally phrased over pairs of executions, for programs that are either
identical or closely related. Is your program logic up to the task?

This article shows how to formally decompose termination-
insensitive relational program logics into judgements from unary
logics. We develop relational predicate transformers, present laws
that govern their decomposition along the phrase structure, and
relate them to their unary counterparts. We apply our findings to
justify variants of Benton’s Relational Hoare Logic (RHL) for a
language with objects, extend the logics to auxiliary state, derive
a noninterference analysis in the style of Banerjee-Naumann, and
develop relational interpretations of separation logic. As related
executions do not have to refer to the same program syntax or
employ the same notion of state, decomposition can in principle be
applied to cross-language verification problems, as long as suitable
one-execution logics exist.

Categories and Subject Descriptors D.3.1 [PROGRAMMING
LANGUAGES]: Formal Definitions and Theory — Semantics;
F3.1 [LOGICS AND MEANINGS OF PROGRAMS]: Specifying
and Verifying and Reasoning about Programs — Logics of pro-
grams; F4.1 [MATHEMATICAL LOGIC AND FORMAL LAN-
GUAGES]: Mathematical Logic — Mechanical theorem proving

General Terms Languages, Theory, Verification

Keywords Relational program logics, Decomposition, Noninter-
ference, Self-composition, Separation logic, Relational predicate
transformers

1. Introduction

Verification formalisms and tools based on Hoare logics are typ-
ically designed with one-execution properties in mind: their par-
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tial or total correctness interpretation involves a single operational
judgement.

However, many program prop- R
erties are relational: they are nat- S
urally phrased as statements over
pairs of executions, stipulating that
the terminal states of two runs =] P
stand in relation .S whenever the
initial states are in relation R. Ex-
amples include not only “obvi-
ously relational” properties such as t < U
program transformations or non-
interference [29], but also exten-
sional interpretations of types, and program analyses that may be
found in almost any compiler [9]. This article shows that unary
verification technology nevertheless suffices in many cases for cer-
tifying relational properties in the foundational sense [3].

We introduce a novel technique called relational decomposition
which reduces the task of proving a simulation diagram to the task

wn,

of proving two separate unary assertions, one for s L, ¢ and one
’
for s’ 2ot/

These assertions arise from wit- s R S
nesses ¢ that relate terminal states
of executions to the left with ini-
tial states of executions to the right.

Witnesses of this form were first P ? P
introduced by Beringer and Hof-

mann [12] in order to derive inter-

pretations of type systems for non- t -t
interference according to the ap- S

proach of self-composition [8, 15,

20, 32]. The present paper estab-

lishes the general applicability of the technique, and some of its
core properties:

1. We show that relational decomposition applies to arbitrary pairs
of transition systems, rather than being limited to relational
properties of single programs, or relationships between pro-
grams from the same language. Indeed, primed states in the
above diagram are not required to be of the same type as non-
primed states, and P and P’ may be from different languages.
Any witness that makes the two unary properties valid guaran-
tees the simulation property (soundness).

2. We establish the completeness of decomposition in the general
case: witnesses exist whenever the simulation property holds.
The space of witnesses ¢ is characterized by an inclusion prop-
erty between relational predicate transformers. We present laws
that relate these transformers to their unary counterparts.
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3. We extend relational decomposition by a generic parameteriza-
tion mechanism which can be instantiated to communicate ar-
bitrary additional information between pre- and postrelations.

4. We transfer relational decomposition to a setting where the
operational model contains explicit error states, based on unary
verification technology that exposes such states in assertions.

5. We instantiate relational decomposition to a number of rela-
tional and nonrelational formalisms, illustrating the previous
items in concrete settings, for a language of simple objects.
Specifically, we outline (i) variants of Benton’s relational Hoare
logic (RHL, [9]) (ii) an interpretation of a type system for
noninterference, for a security model in the style of Banerjee-
Naumann [5], and (iii) relational interpretations of unary and
relational separation logic [26, 27, 36].

The concrete instantiations are derived from suitable unary logics,
and combine witnesses associated with subphrases to witnesses
for compound phrases exactly as in [12], highlighting that the
decomposition is in fact syntax- rather than type-driven.

The formal setup and principle of decomposition are as follows.

1.1 The principle of decomposition

For the purpose of this paper, a transition system 7~ over state space
S and labels (thought of as program phrases) P is a ternary relation
TCSxPxS.

A transition system 7 gives rise to a one-execution specification
system with assertions A € A =8 = S = T (where T is the set
of truth values), interpreted by the partial-correctness condition

ETP:A = Vst (s,Pt)eT — Ast.

The use of binary relations for one-execution properties follows
the VDM discipline [19] and simplifies the treatment of auxiliary
variables and quantifiers when compared to separate pre- and post-
conditions.

The formal notion of simulation is as follows.

DEFINITION 1. For T C S xP xSandT' C S8’ x P’ x S,
let R,S C S x S’. Programs P € P and P’ € P' are R = S-
similar, notation %;/ P~P :R=S5, if for all s, s, t, and t'
with (s, P,t) € T and (s', P',t') : T, sRs' implies tSt'.

Unless explicitly remarked otherwise, we follow the convention
that nonprimed entities (states, phrases,...) refer to 7 and primed
entities to 7. Relations from S x S’ are often written infix.

Examples of properties of this shape for S = S’ include de-
terminism (choose R and S to be equality), liveness of variables
(choose R and S to be equality on live-in variables) and slicing,
program transformations, and termination-insensitive versions of
properties considered by [9]. Further instances arise when the con-
dition S = &' is dropped, including variations of compiler correct-
ness, refinement, and abstract interpretation.

The core of relational decomposition consists of the unary as-
sertions defined by the operators Deci and Decr

Decc R$pst = Vs'.sRs — tps
Decg S ¢ 5"t/ Vt. tos’ — tSt’
Given some ¢ C Sx &', operator Dec constructs a unary assertion
for the upper left triangle, i.e. for the execution of P. In fact, the
construction uniformly applies for all types S’ subject to R C
S xS Similarly, Decr constructs a unary assertion for the lower
right triangle (the execution of P’), uniformly for types S with
SCSxS.
The operators are motivated by the following result.

LEMMA 1. (Soundness) Suppose =7 P : Dec. R ¢ and |:T,
P': Decg S ¢. Then =% P~ P': R = S.

Thus, the task of verifying ):? P ~ P’ : R= Sisreduced to the
task of exhibiting an arbitrary ¢ that satisfies the two one-execution
properties.

How can one find suitable witnesses ¢? In [12], we considered
the special case of (termination-insensitive) noninterference [29],
where and R and S are state indistinguishability relations ~ x with
respect to sets X of (“low” security) program variables. We showed
that suitable witnesses ¢ can be obtained mechanically from type
systems for noninterference from the literature [18, 33], in a rule-
by-rule fashion. We also showed the completeness of the charac-
terization, by exhibiting a witness whenever noninterference holds.
This constructed witness was phrased in terms of an operational
judgement, similar to the standard argument in a proof of (rela-
tive) completeness proofs of program logics [21, 25]. However, we
did not study whether the witnesses ¢ are unique, and our analy-
sis was restricted to noninterference. Specifically, the development
was hampered by the identification of 7 with 7", and the fact that
Deci R ¢ and Decr S ¢ were combined to a single assertion.

1.2 Synopsis

Section 2 presents a more detailed analysis of decomposition wit-
nesses, for general simulation diagrams rather than noninterfer-
ence. We then derive a decomposed version of relational Hoare
logic, for an extension of Benton’s language with heap objects.

Section 3 introduces some constructions on transition systems;
these are subsequently used to derive a parameterization mecha-
nism. An application to noninterference for the language with ob-
jects ensues, where partial bijections hide the nondeterminism of
object allocation and are communicated from pre- to postrelations.

Section 4 considers simulations for operational semantics with
explicit error states. We develop a unary program logic that exposes
error states in assertions while at the same time retaining the appli-
cability of decomposition. Having adapted the parameterized logic
from Section 3 to this setting, we outline relational interpretations
of unary and relational separation logic.

We conclude with a discussion of future and related work. The
entire development presented has been formalized in Isabelle/HOL.
A snapshot of the development is available at [35].

Before continuing, we emphasize that in contrast to Ben-
ton’s and Yang’s logics, all our interpretations are termination-
insensitive: simulations are vacuously fulfilled if either execu-
tion fails to terminate. This design decision is motivated by the
fact that even in the unary setting, proof techniques for termina-
tion (appropriate measures, i.e. variants) are rather different from
those for partial-correctness properties (invariants). A second rea-
son is that applications such as compiler verification actually relax
termination-sensitivity to at least an asymmetric form [23]. Thus,
termination appears sufficiently orthogonal to the functional as-
pects of relational behaviour to be treated separately. Nevertheless,
we acknowledge that (and point out where) our design decision has
repercussions on the proof rules we are able to derive.

2. Decomposition of relational Hoare logics
2.1 Relational decomposition operators

We first observe that Dec is covariant in ¢ and contravariant in R,
ie.for ¢ C ¥ and Q C R, Dec. R ¢ st implies Dec. Q 9 s t,
while Decr is covariant in S and contravariant in ¢, i.e. for ¢ C ¢
and S C T, Decr S ¢ s’ t' implies Decg T 1 s’ t'. We also note
the identity Decgr S ¢ = Decy dfl S~

Next, we characterize the witnesses suitable for establishing
Lemma 1. To this end, consider the operators

o PR = {(t,s").3s.(s,P,t) € T AsRs'}
¢ P'S {(t,s").Vt' (s, P',t)eT —tSt'}
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The former constructs a candidate for ¢ according to the upper left
triangle in the diagram, given R and P. The latter constructs a (in
general different) candidate ¢ according to the lower right triangle
in the diagram, given S and P’.

By construction, these operators yield valid specifications for
their defining triangles, i.e. they satisfy =7 P : Dec| R (¢f P R)
and 7" P’ : Decr S (¢& P’ S). Furthermore, they are covari-
ant in their second argument, satisfy the laws in Figure 1, and relate
to each other by ¢7 P (¢g P'T) C ¢& P’ (¢7 P T). In par-
ticular, o7 P R is the least relation satisfying the left triangle, and
qﬁﬁR[/ P’ S is the greatest relation satisfying the right triangle:

LEMMA 2. If =7 P : Deci R ¢ then o7 P R C ¢. If =7 P’ -
Decg S ¢ then ¢ C ¢% P’ S.

Thus, any witness ¢ from Lemma 1 is sandwiched between the two
’
operators, i.e. satisfies ¢ P R C ¢ C ¢2 P’ S.
Conversely, either operator is suitable as a witness:

LEMMA 3. (Completeness) Suppose |:§' P~P :R=S
Then

o =7 P: Dec, R (¢ PR)and T P’ : Decr S (¢7 P R)

o =7 P: Dec, R (¢% P' S)and =T P’ : Deck S (¢3 P’ S).

Combining Lemmas 2 and 3, we obtain that |:§' P~P :R=

S is equivalent to the inclusion ¢ P R C ¢§’ P's.
While the operators are defined from the relational perspective,
they are intimately connected with the unary transformers

Strongest postcondition :
SPL(X)={t.3se€ X.(s,P,t) €T}
Weakest liberal precondition :
WLPT,(Y') = {s .Vt . (s, P, ¥)eT —t Y’}

where X and Y’ are state sets from 7 and 7", respectively. Each
operator arises from the appropriate unary transformer if one keeps
the state in the opposite execution invariant:

ol PR = {(t,s").t € SP-({s. sRs'})}
¢ P'S = {(ts).s € WLPL ({t'.tSt')})}

Thus, R = S-similarity is soundly and completely character-
ized by the inclusion'

{(t,s").t € SPL({s.sRs'})} /
C {(t,s).s € WLPEL, ({t'.tSt'})}.

Finally, we note that the relational transformers

(¢Y)

Strongest postrelation :
SRL 7/ (R) =
{(t,t").3ss". (s,P,t) e T A(s,P',t') € T' ANsRs'}
Weakest liberal prerelation :
WLRLZ/(S) =
{(s,8").Vtt'.(s,Pt) €T — (s, P, ') e T' — tSt'}

satisfy the following properties.

! Replacing WLP;: (Y') by the weakest precondition operator
WPT,(Y')={s. 3t € Y'. (s, P',t') € T'}

yields a similar characterization for simulation diagrams where each 7 -

execution implies the existence of a corresponding 7 ’-execution, i.e. the

property that (s, P,t) € 7 and sRs’ imply the existence of some ¢’ with

(s’,P';t') : T’ and tSt’. We do not study this variant any further in

the present paper but observe that diagrams of this shape are considered in

Leroy’s CompCert project [23] and in Schmidt’s work on relational abstract
interpretation [30].

LEMMA 4. We have
1. ¢ P (WLRLE,(S)) C R P'S
2.¢7 PRC ¢T P’ (SRLL(9))
3. WLRTZI(S) =
{(s,8). 5 € WLPTL,({t'. s € WLPL({t. tS¢'})})} =
{(s,s"). s € WLPL({t. s € WLPT, ({t. tSt ) })}
4. SRLL(R) =
{(t,t).t' € SPT,({s'. t € SPL({s. sRs'}D})} =
{(t,t').t € SPT({s.t' € SPT,({s'. sRs')})}

2.2 Application: Relational Hoare Logic in decomposed form

We instantiate the above development to the situation where 7°
and 7" coincide and are equal to the operational judgement of an
imperative language with objects.

We assume infinite and distinct categories of variables x,y €
X, field identifiers f € F, class identifiers ¢ € C, and locations
£ € L. The space of finite partial functions from A to B is denoted
by A — B, and the space of total functions by A = B. Operations
and constructions such as update, domain, and range, are defined
and denoted in the standard fashion. A value v € V is either an
integer value ¢, a location ¢, or Null. Value expressions e € &
are value constants, variables, or binary operators, while boolean
expressions b are binary predicates over values.

The syntax is given by the grammar

CeP:u= Skip|zi=e|z:=newc:.|z:=y.f|z.fi=€]
C;D | While bdo C | If b then C else D

where ¢ € F — €& specifies the initialization of fields in the
absence of a formalized class system.

The operational semantics is defined over the semantic domains
of objects, heaps, stores, and states

Cx(F—=V)
L—~0

sER
geEN

X =V
RxH

0e O
heH

*We write [e], and [b], for the (heap-independent) evaluation of
value and boolean expressions, respectively, and map the former
operation over initialization maps in the expected manner.

The transition system Top; C ¥ x P X X, with pretty-printed
judgements o <, T, is defined essentially as in [34] for the heap-
free instruction forms, and by rules such as

£ ¢ locs (s, h)
(s,h) === (s[z = £, A[L = (c, [],)])

OPNEW

for the object-manipulating instructions, where locs ¢ denotes the
set of all locations ¢ occurring in o. For now, attempts to access
dangling pointers or undefined fields of allocated objects result in
the absence of an execution.

In accordance with the setup of Section 1.1, we introduce a
unary logic with judgements of the form > C' : A where A : ¥ =
3 = T. Selected proof rules are given in Figure 2. The logic can be
proven sound and complete (the latter relative to the ambient logic
HOL) using standard techniques [21, 25].

THEOREM 1. > C: A <= 700 C': A

2The use of s,t,... for stores as well as for abstract states of transition
systems should not lead to confusion, as instantiations to the concrete
language are always discussed separately from the abstract treatment.
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¢ P(RNT)
¢ P (SNT)

I PRN¢I PT

/ i ¢ P(UUT)
¢ P'Sne¢t P'T

c
2 ¢f P(UUT)

2

o PUUST PT o PO

! ’ lr
¢F P'UU@L P'T  ¢F PO

0
{(t,s") V' .(s', P', ) ¢ T'}

Figure 1. Interaction between ¢ P R and qbg/ P’ S and set operations

> xzi=e: X (s,h) 7.7 = (s[lz — [e],], h)

D>a:=mnewce:A(s,h)7.3L¢& locs (s,h). T = (s[x — £],h[ — (c, [];)])

>C: A > D:B

>ai=y.f:A(s,h)7.3lcFv. sy=~LAhl=(c,F)A

Ff=vA71=(s[zx— v],h)

>C: A > D:B >C:B

Vsh.—[b], — A(s,h)(s,h)

> If bthen Celse D: X (s,h) 7. ([b], = A(s,h)T)A
(=[b]y = B (s,h) 7

)
Vshpr. [b];, = B(s,h)p—ApT— A(s,h) T

>C;D:Xor.3p.AocpABprT

> While bdo C : Ao t k. Ao (t, k) A—[b],

Figure 2. Selected proof rules for logic > C' : A.

Instantiating the relational decomposition operators to 7 =
Tov; and/or 7' = Top; yields decomposition laws such as

6 CsDR = 6% D (6™ CR)
d)gobj C/;D, s = 'F];Obj Vo4 (qb';'ot,j D' S)
WLRZS 0 ,(S) = WLRS, ™ ((WLR[2%(S)))

where in the first two cases, the type of the opposite transition
system is only constrained by the type of the relations R and S.

Instantiating both transition systems with 7o, we now derive
a relational logic with judgements C ~ C’ : R = S, which
we interpret (in contrast to Benton [9], but in accordance with
Definition 1) in the termination-insensitive style. By virtue of the
previous section, several formal interpretations of these judgements
are compatible with this interpretation. The derivability from the
unary program logic is most explicit if we define C ~ C' : R = S
to be a shorthand for

dp. > C:Dec. RoA> C': Decg S ¢ 2)

and then establish the proof rules as derived lemmas. Figure 3
shows some proof rules for pairs of structurally identical phrases.
These are similar to the rules given (for the heap-free fragment of
the language) by Benton [9]. As in loc. cit., the loop rule is re-
stricted to the case where both iterations proceed in lock-step. Our
rule for conditionals (not shown) allows the executions to proceed
along different control paths and consequently has hypotheses for
all four possible combinations. The simplified rule that enforces
identical evaluation of the branches arises as a special case.
The derivation of the rules ex- R

hibits witnesses ¢ as mandated by O————0
equation (2). By the results of the
previous section, witnesses for the
axioms may be chosen as qSLTObj CR
or qﬁgo"j C’ S, or any relation be-
tween the two. Witnesses for com-
pound phrases are constructed from
the constituents’ witnesses using
the same constructions (modulo the
addition of the heap) as in [12]. For
example, the witness for pairs of
compositions arises from the wit-
nesses of the constituent squares S
as ¢ = {(r,0'). Ip. pla’ A

(Vp'. pTp" — Tmp’)}. The wit-

ness for the while rule, ®74'% ), is constructed as indicated in

Figure 3, where ¢ is the witness of C' ~ C' : U = R. All proofs
for compound phrases respect decomposition in that no proof of a
conjunct Dec| . . uses a hypothesis for Decr . ., and vice versa.

In addition to these rules, we have derived rules where the
two phrases may be of different shape, including Benton’s rules
of falsity, consequence, common branch elimination, and dead
code elimination — see Figure 4. Carrying a unary judgement in
the hypothesis, the dead-code rule applies to arbitrary phrases
C whereas Benton only considers the specializations for assign-
ment and while. Conclusions of DEADL may be promoted to
phrase compositions using COMPSKIP. We omit the similar rules
for handling dead code and common branches in phrases to the
right of ~. Rule UNARY injects a pair of unary judgements into
the relational world. This rule is unsound in the termination-
sensitive setting of [9]. On the other hand, Benton’s rule of transi-
C~C:R=S C'~C":R=S PERR=S)

C~C'":R=S
where PER(R = S) indicates that the function space R = S
is a partial equivalence relation, is unsound in the termination-
insensitive setting, as the hypotheses are vacuously satisfied if
C’ diverges but C' and C” converge. As decomposition wit-
nesses orientate the simulation relation, Benton’s rule of symmetry
C~C':R=S PER(R=S)
'~(C:R1=5-1

exploit the semantic symmetry of the simulation relation and use
the formal completeness of the program logic. An alternative is to
modify the interpretation, by conjoining property (2) with

tivity

can only be derived if we

Jp. > ' : Deec. R A C: Decg S~ . 3)

The resulting interpretation is immediately symmetric and also
allows the derivation of the rules above, except for transitivity.
Completeness is also used when deriving rules that contain con-
clusions with phrases that are subphrases of phrases in hypotheses,
thus reversing the standard subphrase orientation that is obeyed

by our unary logic. An instance of this phenomenon are Skip-
Skip;C ~C': R= S

elimination rules like . An alternative to

~C'":R=
the use of the formal completeness result would be to work entirely
at the level of semantic validity.

THEOREM 2. The rules in Figures 3 and 4 are derivable as dis-
cussed and thus sound with respect to Definition 1.
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R={((s,h),(s',h")). VL ¢ locs (s,h).¥Y ¥ & locs (s',h'). (s|x > €], h[l — (c,[L])])S(s'[a' — ], A [t/ — (<, [/],)D}

r:=newct~zx' :=newc' t:R= S

R={((s,h),(s",h)).Vel c FF' vv'. (sy=LAsy =UANhl= (¢, F)ANW U =(,F')NF f=vAF f =)
— (s[z — v}, ))S(s'[z" — '], ')}

v=y.f ~zli=y'.f' : R= S

C~C:U=R R=Tn{((sh),(s,h)). [b], = ']}

U= Rn{((s,h), (s',h")). [b],}

S =Rn{((s,h), (s, ). ~[b] .}

While bdo C ~ Whiled doC’': R= S

While

The operator <I><b,’RY¢>

is defined as the least fixed point of the (monotone) functional

= (7, (', k). (IV]y — 3o.00t', k')A (Vo' .0cRs' — m¢0’))) A (-] — TR, K)) }

Figure 3. RHL rules for identically shaped phrases (excerpt)

C~C:U=S8S
D~C' :T=S

U= RnA{((s,h), (s, h)). [b] .}
T =R {((s,,h), (s, 1')). =[b],}

>C:A Voo'r.AoTm— ocRo’ — 7S50’
DEADL

C~Skip:R= S

>C:A > C' A
R={(c,0'). V77" . Ao — A o' 7/ — 757"}
UNARY

COMBRL
IfbthenCelse D~C':R= S
. oD
FALSE—— compsxp 2 SKip:R=>T D~D:T=S5
C~C: =S CD~D :R= S

C~C':R=S RCR SCJY
SUB = = = SETOP

C~C':R=S

C~C':R=S C~C :T=U R =ROT S=S0U oc{un}

C~C':R =5

C~C':R =5

Figure 4. Nonsynchronous RHL rules (excerpt)

2.3 Discussion: auxiliary state and self-composition

Self-composition [8] solves the certification problem for non-
interference of C' by reducing it to a one-execution property of the
program C; C’ where C’ arises from C' by replacing all program
variables z in C' by fresh copies z’. Written in pre-/postcondition
style, the specification for C'; C’ then is {~1} C;C'{~r} where
for some fixed (“low”) subset L of nonprimed variables the pred-
icate ~, is defined as {s. Vx € L. s x = s z'}. The validity
of this approach follows from the observation that the execution of
the first half of the self-composed program, i.e. the execution of C,
neither modifies nor reads primed variables, whereas the execution
of C’ neither reads nor modifies nonprimed variables. Compar-
ing self-composition with decomposition, we see that a witness ¢
amounts to an assertion applicable at the point of self-composition,
i.e at the state where C has executed but C” has not started yet. The
orientation of the witness corresponds to the (in principle arbitrary)
order in which the two copies are self-composed. The relations R
and S are ~p, but the entire situation is formulated without du-
plicating variables or code, purely semantically. This interpretation
also explains the inclusion property of witnesses, as equation (1)
precisely captures the possible applications of the consequence rule
at the point of self-composition.

Terauchi and Aiken observed that the efficiency of verifica-
tion based on self-composition is improved if the self-composition
operation is applied only to small program fragments [32]. They
also demonstrated that type systems for non-interference yield ap-
propriate transformation rules. These transformations push self-
composition towards the leaves of the syntax tree, in a manner that
resembles our decomposition rules for compound phrases.

Decomposition triangles resemble the use of universally quan-
tified state in Kleymann’s formal treatment of auxiliary vari-
ables [21], an effect that is particularly apparent in the dead-
code rule. Formally, our universal quantification concerns states
in the opposite execution and occurs inside (relational) assertions
whereas in Kleymann’s case the quantification concerns a single

execution and occurs in the semantic interpretation of judgements.
Nevertheless, we will make use of this observation in the follow-
ing section, where we model auxiliary state (of arbitrary type) by
decomposition with respect to a silent instruction.

3. Parameterized simulation and noninterference

Like unary properties, instances of relational simulations often in-
volve pre- and postrelations that are parameterized by some notion
of auxiliary “state”. This section reduces parametric simulations to
the decomposed nonparameterized style and then instantiates the
development to noninterference for the language of objects.

3.1 Constructions on transition systems, parameterization

Parameterized relational security concerns the following property.

DEFINITION 2. For transition systems T and T' as before, type
Z of auxiliary “states”, and parameterized relations R : Z =
(8 x &), wewrite =7 P~ P': R= Sifforall z s, s,
t, and t' with (s, P,t) € T and (s',P',t') : T', sR,s’ implies
tS.t', where R, denotes the application of R to parameter z.

Exploiting the above connection between simulation diagrams
and auxiliary state, we reduce parameterized simulation to the
nonparameterized form, using two constructions on transition
systems. The product transition system 7 x 7' is given by
{((5,), (P, P'), (£,8)). (s, P,t) € T A(s', P',¢') € T'} and
thus internalizes the two-execution nature of simulations. The iden-
tity transition system for parameters Z is denoted by Zz and given
by {(z,*,y). z = y} where * is the unique value of some singleton
set of labels. These constructions yield further laws regarding the
extremal witnesses — see Figure 5.

For parameterized relation R : Z = (S x &) we write R for
the relation {(s, (s',2)). (s,s’) € Rz}. The following currying
lemma justifies the above constructions on transition systems by
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¢T*T (P,PYR = {((t,¢),t"). (¢, <t’,t">>e¢TP{< ("

) (1) € 67 P/ (s’ s"). ((s,5'),8") € R}

(
s5*T (PPYS = {(s",(5,8))- ((s",9),8') € 6F P {((t",£),t'). (¢",1) € 6T P{(r" 7). (", (r,t')) € S}}}
¢ T2 (PR = {((t,2).t). (t, (2,) € &f P{(s,(y,7)- ((s,9),7") € R}}
¢>T T2 (PLx) S = {(s,(s,2)- (s,8) € ¢ P {(t, ). (t,(t,2)) € S}}
ET P:Decc R¢p = [ET*T2 (Px): {((s,8),(t,t).s" =t A (sRs' — tpt')}
E7*%z (P): Deck R¢ = 7 P: Decg {((s,2),8"). sR(s',2)} {((5,2), ). s¢(s', 2)}

Figure 5. Product decomposition laws

relating Z-parameterized behaviour over 7 x 7 to nonparameter-
ized behaviour over 7 x (7’ x Iz).

S Siv4
P z P P P x
t gt t gtz

LEMMAS.ForR7S:Z:>(SXS)Wehave|:ParT)P P
R = Sexactly iff = **2) P~ (P',%) : R = S.

The product (P’, *) is again in the form of Definition 1, result-
ing in a form of “internal notion of transitivity”. For general triples
of transitions, we remark that the weakest liberal prerelation de-
composes in the two following ways

T,(T'xT")
WLRY (51 prry (S) o
={(s,).2 € WLRL, 5, ({y. s € WLPT({t tSyH P}
={(s,2). s € WLPE({t.= € WLRL T/ ({y- tSy})}-

Comparing the latter equation with Lemma 4(3) highlights the cor-
respondence between program pairs as considered in Definition 1
and formal products of transition systems.

3.2 Application: auxiliary state for language with objects

Specializing Lemma 5 to 7' = 7Toy; yields identities such as

;{ro"j 1z (z':=¢€',%) S

o AT (1), 2)). 7S (s v [e ) ), 2))
P TF (C5D, %) S = ¢ TF (O, x) (™77 (D, %) S)

and similarly for the other instruction forms. Together with the
(unmodiﬁed) laws for gb;[Obj C R, these may be used to derive
inclusions ¢, T o R} - ¢T°"JXIZ (C', %) S, ie. properties in
the shape of Lemma 4(1). Proceeding in parallel with the previous
section, we may also derive a logic p., C ~ C’ : R = S using
the interpretation

3¢. > C:Dect R N> C': Decr (,5_")ﬁ o

where the operation o* = {((z, 2), z’).(x, (z’ )) € 1} shifts the
auxiliary value z to the left component, so that it is not affected by
the execution of C”.

By construction, we have that Fp,y C ~ C’ : R = S implies
{Tou-Tou) ¢ , " ;. R = S. Moreover, the interpretation admits
the derivation of similar proof rules as in the previous section, using
essentially the same constructions of witnesses. Two exemplary
rules are shown in Figure 6, highlighting the formal similarity to the

earlier rules. In both cases, the given prerelations R indeed coincide

with WLR 070720 (G,

3.3 Application: noninterference for simple objects

Following Banerjee-Naumann [5], our model of noninterference
employs indistinguishability relations between states that are pa-
rameterized by partial bijections over locations, i.e. sets 3 C L x L
satisfying (¢ = £1) & (¢ = () for any (£,¢') € (3 and
(£1,¢}) € B. These bijections serve two purposes: first, they al-
low both executions to allocate or otherwise use private objects,
i.e. objects that have no correspondence in the opposite execution.
Second, for those objects that do have a correspondent in the oppo-
site execution, they hide the precise locations holding either object.
Thus, locations behave anonymously.

The formal setup is based on indistinguishability relations for
values, stores, and heaps, given fixed associations I' and = that
associate observation levels [ € {high, low} to variables and field
names, respectively. The two levels correspond to the observation
capability of private and public agents, respectively. For values, the
indistinguishability relation v ~g v’ is defined by

i=1 (0, 0)ep
ir~g ! Null ~g Null gl
For stores and objects, we define
s~gs = Vao.T(z) =low — (sz) ~g (s z)

(¢, F) ~g (¢, F") = c=c ALFldsz(F)= LFlds=z(F")
AN Y LE(S) = low — (F f) ~p (F' f)

where LFlds=(F) = {f.3v. F f =v A E(f) = low} denotes
the public nonempty fields of an object. Finally, indistinguishability
of heaps and states is defined as

h~gh' = domBC domhArngBC domh'
AN YVLYEB hL~gh Pl
(s,h) ~5 (s'\h") = s~pgs Ah~gh

Noninterference then requires that G-indistinguishable initial
states yield ~-indistinguishable final states, for some v 2 (:

. . . . c

DEFINITION 3. C'is noninterferent if for any o ~g o’ with o —
c . ;

T and o' = T, there exists some v D B with T ~ 7',

Instead of understanding this condition as requiring the terminal

states to be in some postrelation that is indexed by v, we employ

the reading that they are again in a §-indexed relation that internally

quantifies over ~y. This allows the partial bijection 3 to be treated
as the auxiliary parameter: for

Ra = AB.{(0,0").0~g0'}
Swo = AB.A(0,0").372 8.0~ 0"}
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R =Xz {((s,h), (s',h")). (slz = [el, ], h)(S:)(s [’ = [0, 1)}

Fpar z:=e ~ a/:=€¢’ : R= S

sS'SW) . VecFvl ' F'v'.sy=4—ht=(¢,F) > F f=v—
FLU W = () = F =0 = (o[ o 0], B)(S) (5[ e '), )

Fpar z:=y.f ~a":=y'.f': R= S

Figure 6. Example proof rules for parameterized relational logic Fpay C ~ C' : R = S

. o . Tobj» T0bj
noninterference coincides with |:§a$ s Ton) oL Ry = Sni

and, in fact, also with Izl(,zl?bj’TObj) C ~C:Sn= S
This motivates the definition of the judgement forms

LOW(C) = |_Par C~C: SNI = SNl

HIGH(C) = Fpa C ~ Skip: Ry = Rui
which interpret the type judgements [low] F C and [high] F C,
respectively.

Figure 7 shows the (flow-insensitive) typing rules that have been
derived in this fashion. In the rules for assignment and field mod-
ification, we write |= e : low if s ~g s’ implies [e], ~3 [e].. .
The similar notation for boolean expressions used in the low rules
for conditionals and loops additionally requires that the resulting
values are identical. These semantic guarantees are implied by the
auxiliary derivation systems for expressions that are typically part
of type systems for noninterference (see [5, 29, 33]).

3.4 Discussion: ghost variables

JML and similar specification methodologies support ghost vari-
ables, i.e. variables that may be assigned language- or specification-
level expressions but which influence neither the content of or-
dinary program variables nor the control flow. Ghost variables
(and extensions of this concept such as ghost methods, fields,
classes,...) are used to simplify the verification process and also
as an instrumentation technique for specifying extra-functional be-
haviour such as resource consumption. The use of ghost variables is
a typical instance of simulation. It may be formulated either as the
comparison of programs from different languages over different
state spaces (instrumented language over extended states versus
erased language), or as the comparison of two executions of the
same annotated program, but for pre- and postrelations that ignore
the content of ghost variables. The latter view suggests that ghost
variables conceptually coincide with high-security variables - a
view that is consistent with the admitted flow direction from ordi-
nary into ghost variables and the independence of control flow from
ghost variables. Under this view, the erasure of ghost variables finds
its counterpart in the intimate relationship between noninterference
and program slicing. The former view corresponds arguably more
closely to Hofmann and Pavlova’s technique for formally elimi-
nating ghost variables, where derivations in a program logic for
the ghost-annotated language are transformed into derivations for
equivalent specifications in a logic for the erased language [17].

4. Error states and separation logic

Occasionally, verification formalisms are formulated for opera-
tional models that include explicit error states. An important as-
pect of these formalisms then is their capability to demonstrate that
error states are in fact unreachable. Well-known instances of this
approach are Reynolds’ and Yang’s presentations of unary [27] and
relational [36] separation logics (SL). The operational semantics
underlying these works contain explicit error states called abort
and fault, respectively. These are entered whenever an attempt is
made to dereference a dangling pointer, and their absence from ex-
ecutions of well-specified programs is a core aspect of SL.

In this section, we extend decomposition to models with error
states, based on a unary logic that exposes error states in assertions.
We then derive variants of unary and relational separation logics.
The choice of operational model, and the use of separate pre- and
postconditions in SL judgements, were guided by the desire to stay
close to the original presentations.

4.1 Decomposition of language with explicit error states

We consider syntactically the same language as before, but employ
an operational semantics with states of type X option, ranged over
by w, v, . ... We write L for the error state and | o | for the injection
of 0 € X. The operational semantics 7g, is obtained by

e injecting the rules of Zo;, lifting initial states, and lifting final
states as appropriate;

adding behaviour to the object-manipulating instructions such
that attempts to dereference a dangling pointer yield L, and
likewise attempts to read from a field that is not in an (allocated)
object’s field map. We also add erroneous behaviour if the
object variable contains an integer value or’ Null. Figure 8
shows the resulting rules for getfield and putfield.

adding the rule . Equivalently, one could propagate

1l =1 . .
error states by appropriately modifying the rules for sequential
composition and loops.

Traditionally, program logics for languages with error states build
the avoidance of errors into the interpretation of judgements: the
satisfaction of the precondition by an initial state guarantees that the
execution will not end in L. In contrast, our unary logics exposes
error states explicitly in the assertions, by employing assertions
of type A = X option = 3 option = T. Both the format of
judgements FE" C' : A, and their partial-correctness interpretation
Ef"C:A=VYpv (u,C,v) € Ten — A p v are in accordance
with the generic setup of Section 1.1. Once the programmer has
been exposed to the existence of error states by their occurrence in
the operational model, this approach appears more flexible, as the
programmer may explicitly reason about the presence or absence
of error states. In the relational setting, coincident occurrence of
error states can be expressed directly, as can asymmetric variations
of this discipline. Preconditions remain redundant in a termination-
insensitive setting, and their use in total-correctness logics remains
orthogonal to the issue of error states.

The proof rules (see Figure 9) reflect the changes in the opera-
tional semantics but are otherwise similar to the earlier rules. They
allow us to specify situations where, for example, the branches of
a conditional differ in their error behaviour. Soundness and com-
pleteness, i.e. the equivalence between FE" C': A and |:E” C:A,
are proven in the same way as Theorem 1.

Some decomposition laws for o™ C' R are given in Figure 10.
Subsequently, the proof rules for relational logics without (cf. Fig-
ures 3 and 4) and with (cf. Figure 6) auxiliary state can be derived

3 The fact that type errors should arguably be kept separate from dangling-
pointer errors is orthogonal to our argument.
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Ee:low [(z) = high T(xz)=low V(f,e) €t =e:low T'(xz) = high T(y) =low E(f) = low

[]FSkip [low]F z:=e [high] F z:=e [low] -z :=new c¢ [high] bz := new c ¢ [low] F z:=y.f
I'(y) = high I(z) =low Z(f)=low Ee:low E(f) = high [low]FC [low]F D [Eb:low
[high] b z:=y.f [low] - z.f:=e [high] b z.f:=e [low] - If b then C else D
[high] = C  [high] + D flFC [JFD [low]EFC [Eb:low [high] = C [high] = C
[high] - If b then C else D ll+C;D [low] F Whilebdo C  [high] - Whilebdo C  [low] - C

Figure 7. Derived typing rules for noninterference

sy=L hl=(c¢,F) Ff=v Fi.sy=9)Vsy=Nullv(3Llsy=LtAN({l¢&domhVTcF.ht=(c,F)N[f ¢ domF)))

(s, 1) =L (sl — v, ) =
sz=4 ht=(cF) Fisz=i9)Vsez=NullvV(3Tlsz=LAL& domh)
L(s 1)) ZL=5 (s, hle = (e PIS = [el D)) ==

Figure 8. Operational semantics with error states (excerpt)

FErC:A +ETD: B
FErai=e: Apv.(3sh.p=[(s,h)] Av=|[(slz— [e],],h)])V(p=v=1) FEM CiD:Apv.3p. AupABpv

FErz:=mewce: Apv. (Ishl.p=|(s,h)] ANl & locs(s,h) Av = (s[z— €], h[l — (c,[])])) V(pk=v=1)
Fi.sy=inv=L)V(sy=NullAv=1)V

(6 ¢ domhAv=_1)V
s h. = 57h A = -
A=Auw. w=1(s,h)] <3e.sy=1m( (acF.hE:(c,F)/\( (VH(”L}';’JO;?AAZ;(i[fHU]’h)) )) ))

Vip=v=1)

FETM o=y f: A

FErC:A FE"D:B
FErIf bthenCelse D: Apv. (3sh.p=|(s,h)] A(([b]; = Apv)A(=[b], = Buv)V(p=v=.1)

FETC:B  Vsh.[b], — A|(s,h)] (s, h)]
Vsh. [b], = (BLl(s; )] L= Al(s,h)] YANovB|(s,h)] o] = Alajv— Al(s,h)]v))
FEr Whilebdo C: Apv. 3sh.p=|(s,h) | NApv ANtk v=|(tk)] —-[b])VE=v=1)

Figure 9. Unary program logic with error states (excerpt).

S e=cR = {(u).@hs.v=|(sle [e],,W)] A (s, k)| Ru') v (v = LA LRy/')}
" x:=newctR = {(v,u).3shlv=|(slz— £, h[l— (c [l AL ¢ locs(s,h) A (s,h)]JRp') vV (v =LA LRu')}
¢ Whilebdo CR = {(v,1'). (b,C, R, v, ') € ®}Mile}
where <I>‘|'_Vh”e is inductively defined by (i.e. the smallest set closed under) the three rules
(L) € 6F" C (RO {(u, ).V s b pi = [(s,h)] — [b],}) (L, k)R —[b],
(b,C, R, L, ') € Pphile (b,C, R, | (t, k)], p") € Pphile

(5, C, 675" O (RO {( 1)V s b = [(5,h)] — [B],)}), v, ) € Byehie
(b7 07 R» v, lu’/) € @r{hile

Figure 10. Laws for ¢f™ C' R (excerpt)

_ Ny ((Fshop=1(sm] —v= (sl LW A (=L —v=1)A s
Rz () ovs (3 s TS B R A e T 2 ) s

Err o nl pli—p! -
b zi=e ~z'i=¢/ : R= S

Figure 11. Error-aware parameterized relational logic (Assign-Assign rule)
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in the same style as in the previous section. Figure 11 shows an ex-
emplary rule from the latter. The executions may exhibit different
behaviour with respect to the error-status of terminal states.

4.2 Application: derivation of unary separation logic

From the logic FE" C' ~ C” : R = S we derive a unary separation

logic. In order to stay close to Reynolds’ original presentation [27],
we employ judgements with separate pre- and postconditions and
explicit auxiliary variables. However, locations remain anonymous,
and we do not support deallocation.

In addition to serving as a test case for the decomposed re-
lational logics, our encoding emphasizes the relational nature of
(even unary) separation logic: similar to the embedding of low
proof rules for noninterference, we interpret a separation logic
judgement for C as a relational specification H5. C' ~ C' : R = S
i.e. as an assertion about two executions of C'. The relations R and
S arise from the separation logic pre- and postconditions by in-
corporating the effect of future applications of the frame rule, in
a style that is reminiscent of Birkedal et al.’s Kripke-resource ex-
tension [13] (see also [11],[4]). Thus, the encoding highlights that
separation logic, like noninterference, concerns indistinguishability
where states are partitioned into public components on which states
are equal (the footprint) and nonpublic components (the frames)*.

We first outline a simplified encoding for the allocation-free
language fragment, before integrating allocation in Section 4.2.2.

4.2.1 Unary separation-logic for allocation-free language

SL assertions concern lifted states that have been extended by an
additional store holding the values of auxiliary variables (denoted
as upper-case letters X, Y, ...). In order to admit a formulation of
separating conjunction at the granularity level of fields, we follow
Parkinson [26] and employ flat heaps k € (L x F) — (C x V).

The flattening of heap h, denoted R, is given pointwise by
R, f)=(c,v) <= 3IF. hl=(,F)NFf=uv

and is injective up to the identification of unallocated objects with
objects without fields. Assertions M, N, ... are sets of triples
(r,s,k) where r € R is the auxiliary store and s is the ordi-
nary store. Thus, assertions in separation logic cannot talk about
error states explicitly, in accordance with Reynolds and Parkinson.

The interpretation of a triple mediates between error-free states
in assertions and error-aware states in the operational model, and
also between flat and nonflat heaps. A separation logic specification
is valid, notation =5, {M} C {N}, if whenever (r,s,h’) €
M and |(s,h)] <, U then there exist some ¢ and k such that
v = |(t,k)] and (r,t,k”) € N. Thus, any terminating execution
starting in a state satisfying M yields a lifted state satisfying /V.

Some simple operators of separation logic are given in Fig-
ure 12. Contrary to Parkinson we do not model Java-style garbage
collection and consequently use classic rather than intuitionistic
separation logic. The singleton mapsto assertions for ordinary and
auxiliary variables are formulated on a per-field basis.

We say that assertion M is independent from the variables V,
notation indepy, M, if for all x € V and all v, (r,s,k) € M
implies (r, s[x — v], k) € M.

The relational interpretation of assertion N with respect to vari-
able set V' yields a relation over error-aware states that is parame-
terized in the sense of the previous section by triples (M, r, M’).
The assertions M and M’ are separatingly conjoined with N in the

4The analogy is not perfect, however: in separation logic, the program
operating on the footprint may neither influence nor be influenced by the
private component of states, whereas noninterference allows public data to
flow into private variables (but no flow in the opposite direction).

left and right execution, respectively, while 7 is an auxiliary store.
The definition

(L(s, W5 (s, h)])- s = 8" A
indepy, M A (r,s,h*) € N x M A
indepy, M’ A (r,s,h"”) € N « M’

yields pairs of lifted states with identical stores but possibly dif-
ferent heaps, such that the appropriately r-extended states satisty
N % M (left) and N * M’ (right), provided that the frames M and
M’ are independent from V. Frames that depend on V yield the
empty relation, and no error state occurs in the relation.

With these definitions in place, we introduce the judgement
formbs. {L} C {N} [V] as an abbreviation of the self-simulation
statement H57. C' ~ C' : R = RYY.

We thus specify that the termi-

nal states of runs starting in RE-
related states are related by RiY.
In particular, both final states are 'shi
lifted, and the parameterization
mechanism propagates the frames
from initial to final states.

The following result proves
the faithfulness of our embedding
with respect to the semantic guar-
antee and follows from the sound- Itk
ness of the logic F§ C' ~ C : '
R = S by instantiating both
frame parameters by emp.

THEOREM 3. Ifts. {L} C {N} [V] then =s {L} C {N}.

Figure 13 collects the derived proof rules, where program vari-
ables possibly modified by C' are collected in set V. Due to the
Kripke-resource-style relational interpretation of judgements, the
proof of the frame rule essentially amounts to transferring the frame
L between the public part (the assertions in the concluding judge-
ment) and the private part (the parameter of the hypothetical judge-
ment). The legality of this operation follows from the associativity
of *, the compatibility of indep,, M with %, and the contravariance
of indepy, M with respect to V.

4.2.2 Allocation

The interpretation RYY does not admit the derivation of a proof
rule for object allocation: the allocation nondeterminism results in
the conjunct s = s’ of the invariant not being preserved. Also,
the location chosen in one execution may be already in use in
the opposite execution, either in the heap region specified by the
footprint assertion or in the invisible frame assertion. Motivated
by Section 3.3, we outline a remedy using partial bijections. The
modified interpretation

RY (M,r,M") =

C MrM) |C

Tuykﬂ

(L(s; ), [(s',R)])- 3 8-
s~g s Alocsr C domh A
r~gr' Alocs ' C domh' A
indepy, M A (r,s,h") € N« M A
indep,, M’ A (r',s',h/b) eNxM

SY (M 7,0, M) =

replaces s = s’ with s ~g s’ for some partial bijection 3, and
extends this condition to the (now) two versions of the auxiliary
store. The duplication of the auxiliary store is necessitated by the
introduction of s ~g s', since otherwise assertions like X = =
which relate auxiliary to ordinary variables could never hold in re-
lated states. In addition, auxiliary variables should only mention
allocated locations, for either execution. All indistinguishability re-
lations are for the context I' = A x. low: we designate all (includ-
ing auxiliary) variables to be relevant. Our interpretation does not
require the heaps h and A’ to be related by 3.
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MxN =
emp
X.f = (e,0)

z.f—(c,v) =

r,s,k). domk =0}

Il
A e A

r,8,6).3d1 da. diWdy =domkA(r,s,klq;) € MA(r,s,6lq,) €EN }

rys,k). 30 r X =LANdomkek={ )} A& f)=(c,v)}
rys$,k). 3l sx =L ANdomk={, )} A& ¥ f)=(c,v)}

Figure 12. Separation logic operators

zeV

yevVv

FsL {Y =[e],} mi=e {z =Y} [V]

Fao{X=2AX.fe(Y)}y=2xf{Y =yAX.f= (YY)} [V]

Fsu {M A 8]} C {M} [V]

FsL {M} Skip {M} [V]

Fsu {M} C {L} [V]
Fsu {L} D {N} [V]

FsL {M A[b] .} C{N} [V]
Fsu {M A —[b].} D {N} [V]

Fso {3v.Y =[e], Az.fr— (c,v)} a.fi=e {z.f — (¢,Y)} [V]

Fsi {M} While b do C {M A —[b],} [V]

MC M N' CN

= C VCw indepy, L
FsL {M'} C{N'} [V]

st {M} C {N} [V]

FsL {M} C;D {N} [V]

FsL {M} If b then C else D {N} [V]

FsL {M} C {N}[V] FsL {M « L} C{N * L} [W]

Figure 13. Derived rules for unary separation logic. All assertions have formally the form {(r, s, h). ...}. Upper-case letters denote auxiliary
variables and are interpreted in 7. Lower-case variables x, v, . . . are interpreted in s.

The judgement for unary SL with allocation is defined in a
similar way as before, by introducing Fsia {L} C {N} [V] as
an abbreviation for 5. C' ~ C : SL = S{. In contrast to
Section 3.3, the partial bijection in the postrelation is not required to
be related to that in the prerelation, hence we do not propagate 3 via
the parameter mechanism. This may be understood as expressing
that our SL concerns in-space rather than in-place properties.

The soundness result of this logic guarantees the same property
as the allocation-free logic, but requires that auxiliary variables in
the precondition concern at most allocated locations.

THEOREM 4. If Fsia {L} C {N} [V] and all (r,s,h°) € L
satisfy locs v C dom h then =5 {L} C {N}.

The additional condition enforces the reasonable discipline that
an auxiliary variable cannot specify objects outside of the footprint,
in particular precluding the possibility that an auxiliary variable
freezes the initial value of a location that is in fact allocated by C'.
The condition is, however, an artifact of the use of partial bijections,
and will be avoided by a third interpretation below.

The proof rules from Figure 13 largely remain sound, but the
rules for conditionals and loops require the condition = b : low.
By enforcing that these boolean expressions do not involve any
constant locations, we ensure that the two executions follow the
same control flow path. In addition, the allocation rule

reV N= *L(fi)ieix'fi — (C,Yi)
Fsia {emp A A, ()=, Yi = [es] .} == new ¢ {N} [V]

can now be derived, where the Y; are assumed to be distinct.

4.3 A relational separation logic

Turning to the relational case, we employ assertions P, (), . . . that
are relations over flat states. We say that a quadruple is valid, nota-

tion =rs. {P} C ~ C' {Q}.if whenever ((r, s, h"), (r',s', h")) €
Pand [(s,h)] < vand |(s', 1) <= o/, then v = |(t, k)] and

v = |(t' k)] forsome t, k., and k" with ((r,t, k"), (', ¢/, k")) €

(. We thus continue to work in the termination-insensitive setting
but require that both executions are error-avoiding.

Figure 14 presents the adaptation of the basic SL primitives,
the modified definition of relational independence, and an inter-
pretation of assertions that again yields sets of pairs of non-error

states. A parameter contains two (unrelated) auxiliary stores and
a relational frame. Our interpretation differs from Yang’s in two
respects. First, we incorporate (relational) Kripke-resource exten-
sion, thus preparing for the integration of procedures and admitting
a similarly simple proof of the frame rule as in the unary case. In
contrast, Yang’s interpretation quantifies universally over pairs of
heap extensions. Second, we leave the stores of related states un-
constrained rather than interpreting both programs over a joint store
(as Yang) or imposing indistinguishability. As the executions of C'
and C' are operationally unrelated, Yang’s condition that requires
related phrases to employ distinct variables becomes redundant.

We introduce the judgement Frsi {P} C ~ C'{Q} (V, V') as
a shorthand for F57. C' ~ C” : Ty = T(Qv,v’)-
THEOREM 5. If Frs {P}C ~ C'{Q} (V,V') then =rsL
{P}C ~C'{Q).

Figure 15 shows the resulting one-sided rules for object cre-
ation, field access and modification, and the frame rule. The ex-
pected rules for pairs of e.g. field updates may either be derived
separately or may be obtained from the given rules, their sym-
metric counterparts for the phrases in the right phrase, and the
Skip-elimination rules — see also [36]. The rules for composi-
tion, conditionals, loops, etc. are inherited from the host logic
FE* C ~ C’ : R = S, modulo the addition of variable sets V'
and V', and are hence omitted.

Regarding logical rules, Yang includes an embedding rule for
pairs of (total-correctness) unary SL judgements. However, a proof
attempt for the termination-insensitive variant

Pl {M} C{N}[V]  Fa {M'} C"{N'} V]

}_RSL {M X M'}C ~ O'{N X N’} (V,V’)
fails, and likewise an attempt for the alternative unary judgement
form from Section 4.2.2. Both unary interpretations use Kripke-
extension over unary predicates, whereas the interpretation of the
concluding judgement requires us to prove a property for relational
Kripke-extensions. As not every relational frame splits into a pair
of unary frames, the hypotheses do not apply.

We are not aware of any discussion of this issue in the litera-
ture, but offer the following solution. Motivated by the shape of the
rules in Figure 15, we interpret unary SL judgements in terms of
the RSL-judgement form and thus formally quantify over relational
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emp = {((r,s,k),(r,s,K)). domk =0 A domr" =0}
di Wdo = domk Ady Wd, = domk’ A
— / / ’ ! /! 1 2
PxQ = {((r,s,n),(r,s ,K')). 3d1 d2 d dy. ((ns’mtdl)?(r/7517,€/ld/1)) EP/\((T’vsvﬁldz),(T,7S,7H/ld'2)) €Q
. ' Vezv.x €V — ((r,s[x — v], k), (r',s',k")) € P) A
rindepy, P = Vrswr s k. ((r,sk),(,s,&)eP— ( EVJ:’ oo eV ﬁ, ((7[”,5,;-;),](7"’), s(’[;r’ — v/)])7 n’)))G p) )

TfDV,V’) (r,@Q,7) =

{(L(s,h)], L(s", 1))]). rindepl” @ A ((r, 5, h?), (', 8", h'")) € P Q}

Figure 14. Relational separation logic operators and interpretation of relational assertions

M=X=zANX.fe (YY) yeV N=Y=yAX.f=(Y))

M=3vY =[e], ANz.f — (c,v))

FrsL {M x A’} y:=z.f ~ Skip{N x A’} (V, V")
M =emp A A, 1)z, Yi = [eil)
N = *,(f,)=e; 2-fi = (¢, Yi) zecV
FrsL {M x A’} x :=new ct ~ Skip{N x A’} (V, V")

FrsL {M x A’} z.f:=e ~ Skip{z.f — (¢,Y) x A’} (V, V)

VCW  rindepl’ R V' CW
FreL {P}C ~ C"{Q} (V, V')
FrsL {P * R} C ~ C"{Q + R} (W, W')

Figure 15. Selected rules of relational separation logic: object-related instructions, FRAME

frames, but use relations that contain emp in the appropriate com-
ponents of assertions and compare the subject phrase with Skip
rather than itself. With -ysg {M} C {N} [V] as a shorthand for °

Frst {M x emp} C ~ Skip {N x emp} (V,0) @
A Frst {emp x M} Skip ~ C {emp x N} (0,V)

we obtain a proof system that satisfies the following properties.
First, the above embedding rule becomes derivable - in particular,
Fust {M} C {N} [V]implies

FrsL {MXM}CNC{NXN} (‘/,V)

and thus indeed guarantees a self-simulation property for C. Sec-
ond, soundness holds in the sense of Theorem 3. Third, all rules
in Figure 13 are validated, and so is the allocation rule from Sec-
tion 4.2.2. As the interpretation does not involve any partial bijec-
tions the proof rules do not need the additional side conditions from
Section 4.2.2, and soundness formally holds without a restriction
on the locations held in auxiliary variables.

5. Discussion

Relational decomposition is a technique for integrating relational
logics into unary verification frameworks. We established sound-
ness and completeness of decomposition for general simulations,
introduced relational variants of predicate transformers, and stud-
ied their relationship to unary transformers. We applied our find-
ings to derive a number of analyses, including separation logics.
Our development is backed up by a formalization in Isabelle/HOL.

While all our instantiations concerned a simple imperative lan-
guage of objects, we pointed out the conceptual applicability of
decomposition across language boundaries. We are currently ex-
tending our formalization to a bytecode-level variant of the lan-
guage, aiming to formally relate the two language levels in a sub-
sequent step. Both language levels should also be extended with
language features such as arrays, exceptions, and methods. Our
previous treatment of decomposition for noninterference [12] sup-
ports a restricted notion of (possibly recursive) procedures, but the

3 By the relational frame rule, the definition coincides with

VA’ V'. brel {M x A'}C ~ Skip {N x A’} (V,V’)
AVA V', Fgsi {A x M} Skip ~ C{A x N} (V/,V).

transfer of this development to virtual methods and non-lock-step-
occurrences of method invocations is an open topic.

A long-term goal is the transfer of our techniques to other main-
stream languages such as C, and their integration into appropriate
verification infrastructures and certified compilation environments.
While the integration into production-strength infrastructures for
the entire language — as developed in the Concurrent Cminor and
CompCert projects — appears a daunting task, language fragments
such as Spark/Ada may represent a realistic testbed for relational
concepts that is both industrially relevant and formally tractable.

Clearly, even the applications that we touched upon provide am-
ple room for further development, for example concerning exten-
sional notions of declassification [6] and conditional information
flow [2], the integration of separation disciplines and noninterfer-
ence along the lines of Amtoft et al.’s relational logic [1], and a
principled treatment of ghost variables and program instrumenta-
tion. Magill et al.’s two-step isolation of numeric program abstrac-
tions for reasoning about data structures may provide orientation
how the latter topics interact with separation aspects [24].

While some of these applications (including program instru-
mentation) cope well with the condition that loops proceed in lock-
step, this aspect is probably the most severe limitation of our devel-
opment, and also of the logics by Benton and Yang. The necessity
to appeal to the rules for injecting pairs of unary judgements (rule
Unary, or the embedding rule of relational SL) arguably weakens
the appeal of relational logics, and hampers the systematic verifica-
tion of loop-reordering transformations typically found in modern
compilers. A topic for future work is thus to investigate how for-
mal arguments that support such transformations, for example in
the setting of translation validation [7], can be rephrased as suitable
relational invariants, possibly based on data structures such as Tate
et al.’s program equivalence graphs [31] or by embedding aspects
of Rhodium’s transformation rules [22].

Saabas and Uustalu show how type derivations yield semantics-
preserving proof transformations between pairs of judgements of
unary Hoare logics [28].

Our interpretations of SL have been rather elementary, despite
the integration of Kripke-extensions: concepts such as permis-
sions, separation algebras, and local actions have not been con-
sidered [14]. Local actions have an immediate relational reading,
which suggests that it might be possible to consider a more fine-
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grained decomposition of local reasoning, for example by inter-
preting them as preservation conditions on relations [10].

Separation logic is also treated as a further instance of self-
composition by Barthe et al. [8], but in a termination- and error-
insensitive manner. Indeed, breaking down error-avoidance of self-
composed programs into equi-error-avoidance of its constituents
would require redoing the soundness analysis of the syntactic ma-
nipulations, including the analysis of the Terauchi-Aiken optimiza-
tions. On the other hand, the application of self-composition to
concurrent systems is at present beyond the capability of our logic-
based analysis, and we are unaware of previous attempts to develop
relational logics for concurrent languages.
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