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ABSTRACT

We develop a bunched logic for reasoning about adjacency.
We lay out a memory model for our logic and present a
sound set of natural deduction style inference rules. We
deploy the logic in a simple type system for a stack-based
assembly language. The connectives for the logic provide
a flexible yet concise mechanism for reasoning about stack
allocation, deallocation and aliasing.

1. INTRODUCTION

The study of type-directed certifying compilation is now
approximately 8 years old and during this nascent period we
have learned, among other things, the following two facts.

e Safety is not necessarily in conflict with performance.
In principle, we have the theoretical techniques to equip
programs with proofs that can justify just about any
code optimization or compilation strategy.

e Easier said than done. Engineering a high-performance
certifying compiler for a sophisticated language such
as Java or ML is a time-consuming process, particu-
larly if we attempt to design a target language that
is somewhat independent of our compilation strategy
and source language.

To continue to advance the state-of-the-art in this field, we
need to develop convenient abstractions to help us structure
proofs of common properties. These abstractions should be
flexible yet concise and relatively easy for the compiler im-
plementor to understand and manipulate. The most success-
ful abstractions will make it easier to build certifying compil-
ers. They may also find their way from low-level compiler
intermediate languages into general-purpose programming
languages. In fact, we have already seen such migration:
Grossman et al.’s Cyclone [6] uses Tofte and Talpin’s [26]
region abstractions; DeLine and Fahndrich’s Vault [4] incor-
porates Walker et al.’s capabilities [27]; and O’Callahan [13]
improves the JVML type system using mechanisms from
Morrisett et al.’s STAL [9].

In this paper, we focus on developing relatively flexible ab-
stractions for reasoning about stack-allocated data. A stack
is used to store activation records in almost every modern
compiler and stack allocation of objects and records is an
important optimization for all sorts of languages. Explicit
stack data structures also appear in byte code languages
such as the Java virtual machine and Common Language
Runtime. Recently, projects such as Cyclone have inves-
tigated techniques for safe stack allocation at the source
programming-language level.

Our main contribution is a logic for reasoning about adja-
cency. The logic was inspired by both the work of Polakow
and Pfenning on ordered linear logic [20, 21, 19] and also
the work of Ishtiaq, O’Hearn, Pym and Reynolds [14, 23,
7] on bunched logic and applications, but the details differ
somewhat from each. We use the logic to reason about stack
allocation in a simple typed assembly language.

Our presentation of typed assembly language is itself new.
We encode the state of our abstract machine entirely using
our new substructural logic and consequently, the language
has the feel of Hoare logic. However, we also wrap logical
formulae up in higher-order types, which provides us with a
simple way to extend traditional first-order Hoare logic to
the higher-order domain of type theory.

In the next section, we introduce our adjacency logic (AL).
We discuss the meaning of judgments and formulae in terms
of a concrete memory model. We also provide the logical in-
ference rules and prove a few simple metatheoretic proper-
ties. In section 3, we introduce our typed assembly language
and show how to use our logic to reason about the stack.
We also prove standard progress and preservation lemmas
to show that our type system is sound. In section 4, we
discuss related work in greater detail and, in section 5, we
suggest some directions for future research.

2. AL: AN ADJACENCY LOGIC

In this section, we describe AL, a logic for reasoning about
adjacency. We can always reason about adjacency by equat-
ing locations with integers and reasoning using arithmetic.
However, AL connectives incorporate information about ad-
jacency directly. This leads to simpler specifications since
auxiliary arithmetic equations can be omitted from formu-
lae. Before introducing the logic itself, we will introduce the
values and memories that will serve as a model for the logic.

2.1 Values

We will be reasoning about several different sorts of values
including integers, code locations, which contain executable



code, proper memory locations (aka heap locations) and a
fixed, finite set of registers.

Integers i € Int
Proper Locations £ € Loc
Registers r € Reg
Code Locations ¢ € Codeloc

In order to discuss adjacent locations, we take the further
step of organizing the set Loc in a total order given by the re-
lation <. We also assume a total function succ : Loc — Loc,
which maps a location £ to the location that immediately
follows it. We write adj(¢,¢') when ¢’ = succ(¢). We write
{41 as syntactic sugar for succ’(¢) and £ —i for the location
¢’ such that £ = succ’(¢').

Types. Our subsequent semantics for formulae will incor-
porate a simple typing judgment for values. We give integers
and locations singleton types which identify them exactly.
Code locations will be given code types as described by a
code context. These code types have the form (F) — 0,
where F' is a logical formula that describes requirements
that must be satisfied by the state of the abstract machine
before it is safe to jump to the code. Code can only “return”
by explicitly jumping to a continuation (a return address)
that it has been passed as an argument and therefore our
code types do not have proper return types. Abstract types
« arise through existential or universal quantification in for-
mulae.

Types T a|S@E) | S| (F)—0
Code Contexts W ::= - |W¥, c:(F)—0

Store values are given types via a judgment of the form
F¥ h: 7. Since the code context never changes in a typing
derivation, we normally omit it from the judgment form as
in the rules below.

——— (int ———— (loc

5 ) rs@ (09

V()= (F)—0
Fe:(F)—0

2.2 Memories

A memory is a partial map from generic locations g to
store values h.

(code)

Generic Loc’s g € (LocU Reg)
Store Values h € Swval = (IntU Loc U Codeloc)
Memories m € (LocU Reg) — Sval

Registers are special (second-class) locations that may ap-
pear in the domain of a memory but may not appear stored
in other locations, and hence, are not included in the set of
store values.

We use the following notation to manipulate memory.

e dom(m) denotes the domain of the memory m
e m(g) denotes the store value at location g

e m [g:= h] denotes a memory m’ in which g maps to h
but is otherwise the same as m. If g € dom(m) then
the update is undefined.

e Given a set of locations X C Loc, "X 7 is the greatest
member (the supremum) of the set and X is the
least member (the infimum) of the set according to

Predicates p
Formulae F

(g:7) | more™ | more™
p|1|F1®F2|F10F2|
F1—0F2|F1>—>F2|F1—»F2|
T|F1&F2|0|F1@F2|

¢ | Vb.F | 3b.F

Bindings b = wl|lL|T|¢:F

Figure 1: AL Formulae

the total order <. We also let "X UR" = "X and
LX URy =X, when R C Reg. 07 and 0 (and
hence "R™ and LR.) are undefined.

e mi#me indicates that the memories mi and mso have
disjoint domains

e m1Wmeo denotes the union of disjoint memories; if the
domains of the two memories are not disjoint then this
operation is undefined.

e m1@ms denotes the union of disjoint memories with
the additional caveat that either
adj("dom(m1)7, Ldom(mz)a) or one of mi or mo is
empty.

2.3 Formulae

Figure 1 presents the syntax of formulae. We use a no-
tation reminiscent of connectives from linear logic [5] and
Polakow and Pfenning’s ordered logic [20, 21, 19]. However,
these logics should only be used as an approximate guide to
the meaning of formulae. There are some differences as we
will see below.

In addition to multiplicative (linear and ordered) connec-
tives, the logic contains additive connectives and quantifica-
tion. The bindings in quantification formulae describe the
sort, (integer |, proper location L, type T, or formula F),
of the bound variable. We reuse the metavariable ¢ (for
concrete locations) as a location variable below. There is,
however, a reason to distinguish between them: if ¢ is a
concrete location, we can compute ¢ + 4, which is not the
case if £ is a location variable. From now on, the reader
may assume that occurrences of ¢ denote a variable, unless
otherwise noted in the text. We use abbreviations for the
following common formulae.

e Ji:l. (g:S(7)) is abbreviated g:int
e Ja:T.(g:«) is abbreviated g:_
e 3¢:L.3a:T. (¢: ) is abbreviated ns

e We use metavariable R to range over formulae with
shape r1: 71 ® -+ - @ ry 1 Th,

Our logic contains quite a number of formulae, but one
need not be intimidated. Each formula is defined orthogo-
nally from all others and can be understood independently.
Moreover, the logic makes sense if we choose to use any sub-
set of the formulae. Consequently, a system designer need
not understand or implement all of the connectives but can
choose the subset that suits their application.



Semantics. We use formulae to describe memories and
write m EY F when the formula F describes the memory
m. The reader can safely ignore the superscript ¥ for now.
The most basic formulae are predicates with the form (g:7).
These predicates describe memories that contain a single lo-
cation g that holds a value with type 7. There are two other
basic predicates more™ and more™ . They describe an infi-
nite sequence of locations that increases to the left (right).
Later, we will use more™ to indicate that the stack may be
grown to the left. Analogously, more™ may be used to indi-
cate that some region of memory may be grown to the right,
although we do not use it in this paper.

The key to reasoning about adjacent memories is a form of
ordered conjunction, which we will call fuse. Semantically,
m EY FioF, if and only if m can be divided into two adjacent
parts, m1 and mgz such that m; EY Fy and me EY Fh. More
formally, we require m = m1@Q msy.

To get accustomed to some of the properties of fuse, we
will reason about the following memories, which contain lo-
cations in the set {¢; | 0 < i < n} where each location in
this set is adjacent to the next in sequence (i.e., for all i,
adj(4s, Lit1)).

Memory Domain Describing Formula

mi {61,£3} F1
mao {é4,é5} F2
ms {52} F3
ma 0 Fy

First, notice that m1 Ums may be described using the for-
mula F o Fy since the supremum of m; is adjacent to the
infimum of ms. This same memory cannot be described by
F5 o I} — fuse is not generally commutative. On the other
hand, m1 can be described by either Fy o Fy or Fy o Fy since
m1; = m1@@ = @m;. Since neither the supremum nor
the infimum of ms is adjacent to the infimum or supremum,
respectively, of m1 or ma we cannot readily use fuse to de-
scribe the relationship between these memories.

When we don’t know or don’t care about the ordering
relationship between two disjoint memories we will use the
unordered multiplicative conjunction Fy ® F» (which we call
tensor). A memory m can be described by F1 ® F» if and only
if there exist m1, ma, such that mi1 EY Fy and mo EY Fb and
m = my Wmes. This definition differs from the definition for
o only in that the disjoint union operator “@” makes none
of the ordering requirements of the adjacent disjoint union
operator “@Q”. To see the impact of the change, we consider
the following further memories.

Memory Domain Describing Formula

mi {fl,gz} F1
mao {43,Z4} F2
ms {55} F3
maq @ s

The memory m = mi U mso U ms can be described by the
formula (F1®F>)®F3 since m can be broken into two disjoint
parts, mi Ums and ms, which satisfy the subformulae (Fi ®
F») and F3 respectively. The memory m also satisfies the
formulae F1 ® (F>® F3) and (F5® F>) ® Fy since it is defined
in terms of the associative and commutative disjoint union
operator.

Our logic contains one more sort of conjunction, the addi-
tive F1&F5. A memory m can be described by this formula
if the memory (the whole thing!) can be described by both

subformulae. Meanwhile, the additive disjunction of two for-
mulae, F1 @ Fa, describes a memory m if the entire memory
can be described either one of F} or Fs.

The multiplicative 1 describes the empty memory and
serves as the (right and left) unit for both fuse and ten-
sor. In other words, if m EY F then both m EY F o 1 and
mEY F ® 1. The unit for additive conjunction T describes
any memory, while the unit for additive disjunction 0 de-
scribes no memories. These properties can easily be verified
from the semantic definitions of the connectives.

The semantics of the other connectives are largely stan-
dard. In the semantics of quantifiers, we use the notation
Xla/b] to denote capture-avoiding substitution of a for the
variable in b in the object X. We extend this notation to

—

substitution for a sequence of bindings as in X|[a1,... ,an/b]

or X[b'/b]. In either case, the objects substituted for vari-
ables must have the correct sort (type, formula, location or
integer) and the sequences must have the same length or else
the substitution is undefined. The semantics of all formulae
are collected in figure Figure 2. We include the semantics
of linear and ordered implications (—o, =, —») but, in the
interest of space, we do not describe them here. The se-
mantics of these connectives follow the work of Ishtiaq and
O’Hearn [7].

An Extended Example. Recall that it is safe to jump to a
code location of type (F') — 0 if the requirements described
by F' are satisfied by the current state of the abstract ma-
chine. More specifically, we require that the current memory
m be described by F, that is, m EY F.

Consider the type of code location ¢ which, among other
things, requires that registers 71 and r2 point to locations in
memory and that rs contain the address of the continuation:

c : (3L, 2L, mem:F.
(((:int) @ T) & ((¢':int) @ T) & mem)
® (r:S(0)
® (r2:8(("))
®(

T3 :Tcont)) — 0

and Teont = (mem @ (r1:2) @ (r2:2) ® (r3:2)) =0

There are a number of things to note about the calling con-
vention described by the above type. First, the semantics
of & dictate that to jump to ¢ the caller must pack the
variable mem with a formula that describes all the proper
(non-register) locations in memory. Second, since the for-
mula describing the proper locations is abstracted using the
variable mem, the code at ¢ can only jump to the continua-
tion when the register-free subset of memory is in the same
state as it was upon jumping to c. Finally, a caller may
jump to code location c if there exists some location ¢ that
register 1 points to, and some location ¢ that register ro
points to. The locations ¢ and ¢ may or may not be the
same location, which we illustrate next by considering two
different scenarios.

Scenario 1 Consider the following memory where ¢; are
concrete locations such that adj(¢1, ¢2) and adj({2, £3):

mp = {Z1|—>57 fg»—>3, £30—>97 7"10—>€2, 7"2'—>£2, 7"3’—>C/}
where ¢ : (((¢1:int) o (¢2:int) o (¢5:int))
® (r:-) ® (r2:-) ® (r3:=))—0

The three consecutive proper locations in m1 may be thought
of as a stack. The memory also consists of three registers,



m EY F if and only if

e ' = (g:7) and dom(m) = {g} and m(g) = h and
FY R

e F'=more” and dom(m) = {g | 3g".g < g}

e '=more” and dom(m)={g | 3g".g > ¢’}

e F'=1 and dom(m) =10

e ' = F1 ® Fy and there exist mi,m2, such that
m=mi Wms and mi EY Fy and ms EY F

e ' = F) o F» and there exist mi,ms, such that
m=m1Qmsy and m1 EY Fy and ms EY F

e ' = I —o F5 and for all memories mi such that
mi ’:\I/ Fl, mi1dm ’:\I/ Fs

e ' = I »— F5 and for all memories mi such that
mi EY F1, miQmEY Fy

e ' = F| —» F5 and for all memories m; such that
mi EY Fi, m@m, EY [

e =T (and no other conditions need be satisfied)

o F=Fi&Fand mEY Fi and mEY F

e /=0 and false (this formula can never be satisfied)
o = I @ Fy and either

1. mEY Fy, or
2. mEY F.

o ' =VYo:K.F' and mEY F'[a/x] for all a € K

e ' = Jz:K.F’ and there exists some a € K such that
mEY F'la/x)

Figure 2: Semantics of Formulae

two of which (r1 and r2) contain aliases of location ¢2 in
the stack. Register r3 contains a code location ¢’. We can
conclude that we may safely jump to code location ¢ when
mq is the current memory as follows.

e Since the formula ({2 : int) describes {f2+— 3} and
T describes {¢1—5} W {f3+— 9}, the formula (({2 :
int) ® T) describes the memory {fz+— 3} W {1 +—5} W
{63 [d 9}.

e Similarly, we can conclude that the formula ((¢2:int) ® T)

describes {1+ 5, {2 +— 3, {3+ 9}.

e The formula (¢; :int) o (¢2 : int) o (¢35 : int) describes
{l1+—5, b2+ 3, €3+ 9} since {1, {2 and {3 are consec-
utive locations.

e (r1:S(£2)) describes {ri f2}.

e (r2:S(42)) describes {ro—fl2}.

e (73:Tcont[((¢1:int) o (f2:int) o (¢3:int))/mem]) describes

{raw—c'}.

e Then, the formula

(((l2:int) @ T) & ((l2:int) @ T)
& ((¢1:int) o (£2:int) o (L3:int)))

® (r1:S(¢2))

® (r2:S(£2))

® (T3 :Tcont)) — 0

describes

{£1I—>57 62 l—>3, 630—>9}H'J{7"1 HZQ}H'J{T‘Q I—>é2} = mi.

e Using existential introduction, where location ¢2 serves
as a witness for both ¢ and ¢, and ((¢; : int) o ({2 :
int) o (¢3:int)) serves as a witness for mem, we can
conclude the following.

mi1 EY 3¢L, 0L, mem:F.
(((é:int) ® T) & ((¢':int) ® T) & mem)
® (r1:5(0))
EM S(¢))

r3: Tcont)

Consequently, if m1 is our memory, we can jumped to c.

Scenario 2. Consider the memory mo which is identical
to m1 except that location /5 is no longer aliased by registers
r1 and ra:

mo = {Z1|—>57 £2H37 £30—>9, 7‘1»—>;€27 7‘2'—>e3, 7‘3’—>C,}

Using reasoning similar to the above, we can conclude that
the formula

(((42 int) ® ) ((fg:int) [%4) T)
& ((¢1:int) o (£ :int) o (£3:int)))
® (r1:S(£2))
® (7‘2 : S(fg))
® (TS :Tcont)) — 0

describes
{l1—5, ly—3, L3 9} W {ri— Lo} W{ra— L3} = ma.

Then, to conclude that it is safe to jump to ¢ when the
current memory is mo we use existential introduction with
locations £z and /3 as witnesses for £ and ¢’ respectively.

It should be noted that the type ascribed to ¢ is somewhat
simplistic. Normally we would like to abstract the formula
that describes the stack using the variable mem, but the
above type prohibits the code at ¢ from allocating additional
space on the stack. We rectify the problem by using more™
to describe the part of memory where additional stack cells
may be allocated, and by requiring a register r,, that points
to the top of the stack as follows.

c : (Flpal, T, £:L, £':L, tail:F.
(more™ o (Lpq:q)

o (((£:int) ® T) & ((¢':int) ® T) & tail)
® (r1:S(¢))
® (r2:S(¢))
& (TS Tcont)
® (rsp:S(lna))) — 0
and Teont = ((bpa:a) o tail) @ (ri:-)
® (r2:-)
® (r3:-)) =0



2.4 Contexts

Following O’Hearn and Pym [14], our logical contexts are
bunches (trees) rather than simple lists. The nodes in our
bunches are labeled either with an ordered separator “;”
or an (unordered) linear separator ”. The leaves of our
bunches are either empty or a single formula labeled with a
variable u. We write our contexts as follows.

A = |wF | AL A | A As

We will also frequently have reason to work with a context
containing a single hole that may be filled by another con-
text. We use the metavariable I" to range over contexts with
a hole and write I'(A) to fill the hole in I" with A.

r == (O)|AIAT|A|AT

We require that no variables are repeated in a context and
consider I'(A) to be undefined if I and A have any variables
in common. Again following O’Hearn and Pym, we define
an equivalence relation on contexts. It is the reflexive, sym-
metric and transitive closure of the following axioms.

1. ., A=A
2. A=A
3. A=A

4. (A1, As), Az = Ay, (As, Az)
5. (A1 A2); As = Aq; (Ag; As)
6. A1, Ay = Ay Ay

7. T(A) =T (A) if A=A

Semantics. Like individual formulae, contexts can describe
memories. The semantics of contexts appears in Figure 3.
Notice that the semantics of the ordered separator ;” mir-
rors the semantics of fuse whereas the semantics of the linear
separator “,” mirrors the semantics of tensor.

Our proofs require that we also give semantics to contexts
with a hole (also in Figure 3). This semantic judgment has
the form (m, L) EZ T which may be read as saying that the
memory m is described by I' when the hole in I' is filled in
by a context A that describes the memory defined on the
locations in the set L.

2.5 Basic Semantic Properties

In this section, we outline some simple, but necessary
properties of our semantics.

We will need to reason about the decomposition of a mem-
ory m described by the context I'(A) into two parts, the part
described by T" and the part described by A. The following
lemma allows us to decompose and then recompose memo-
ries.

Lemma 1 (Semantic Decomposition)
o Ifm hg I'(A) then there exist mi1 and ma, such that
m = miWms and (m1, dom(msz)) E& T and ma EE A.

o If (m1, dom(ms)) EE T and mo EE A, then
m1 W ma ':g r(A).

PROOF. By induction on the structure of T'. [

m EZ A if and only if
e A ="- and dom(m) =10
e A=wFand mEY F

e A = A;,Ay and m = mi Wmsz and my hg A7 and
ma FE Ao

e A = Aj;A2 and m = mi1@Qme and ma l=g A1 and
mao ':g Ag

(m, L) EE T if and only if
e I'=() and dom(m) =10

o' =TI A" and (mi,L) EE I’ and m2 F& A’ and
m = mi ¥ meo

o I'=T"A"and (mi,L) EE T and m2 EZ A’ and m =
m1 Wmg and one of adj("dom(m1)W L7, Ldom(mz)1),
or (dom(m1)W L) =0, or dom(mz) =10

o I' = A";T and my EG A’ and (ma, L) EE T and m =
m1 W me and one of adj("dom(m1)7, Ldom(msz) W L)
or dom(ma) = 0, or (dom(ma) W L) = 0.

Figure 3: Semantics of Contexts

Our semantics does not distinguish between equivalent
contexts.

Lemma 2 (Soundness of Context Equivalence)
o IfmEE A and A = A’ then mEE A,

o If(m,L) EZ T and T =T then (m, L) & TV,

PRrROOF. By induction on the definition of context equiva-
lence. In the case for equivalence rule 7, we use Lemma 1. [

Finally, since the append operator “@Q” makes more re-
quirements of a context than the disjoint union operator
“©” we may easily prove that whenever a memory can be
described by the context A1; As it can also be described by
the context A1, As. This notion is formalized by the follow-
ing lemma.

Lemma 3 (Semantic Disorder)
IfmEE T(A1; As) then m EE T(Aq, As).

PROOF. By induction on the structure of T'. [

2.6 Logical Deduction

The basic judgment for the natural deduction formulation
of our logic has the form © || A b F where © is the set of
variables that may appear free in A or F. These variables
may be integer, location, type, or formula variables.

Variable Contexts © ::= - |0,i:l|©,0L |
0,a:T | ©,¢:F

The inference rules (see Figures 4, 5) are very similar to the
rules given by O’Hearn and Pym [14] so we only highlight
the central differences. The most important difference, of
course, is the presence of our ordered separator and linear
separator as opposed to the linear separator and additive



separator that is the focus of most of O’Hearn and Pym’s
work. Moreover, there is only a single unit for the two
contexts rather than two units as in O’Hearn and Pym’s
work. Finally, since we have no additive separator in the
context, our elimination form for the additive conjunction is
slightly different from the elimination form given by O’Hearn
and Pym. It seems likely that the additives suggested by
O’Hearn and Pym are compatible with this system, but we
have not investigated this possibility.

We do not have an explicit structural rule to mark the
movement between equivalent contexts. Instead, we treat
equivalence implicitly: the logical judgments and inference
rules operate over equivalence classes of contexts. For ex-
ample, when we write

OAFF ©|Ask Fy
@” A1, Ao F I ® Fo

we implicitly assume the presence of equivalence as in the
following more explicit rule.

AEAl,AQ 6” A1|—F1 6” A2|_F2 T
OAr R ok @

The rules of Figures 4,5 define a sound logical system. How-
ever, for our application, we would like one further property:
It should be possible to forget adjacency information. We
saw in the previous section (Lemma 3) that, if a memory
satisfies a context that imposes ordering conditions via “;”
then the same memory will satisfy a context that does not
impose these ordering conditions (in other words, it is sound
for “” to replace “”). In order to include this principle in
our deductive system, we allow any proof of a judgment
with the form © || I'(A1, A2) F F to be considered a proof
of © || I'(A1;A2) F F. To mark the inclusion of one proof
for another in the premise of a rule, we put a asterisk beside
the name of that rule, as in the following derivation.

6|‘U32F3}_F3 eH'U/Q:FQ}_FQ
@||u1:F1|—F1 ("')HugiFg,ugZFgl—Fg,@Fg
O || uy : Fijus: Fojuz : F3 - Fio (F3® Fa)

olx

These inclusions give rise the following principle.

Principle 4 (Logical Disorder)
If© H F(A1,A2) = F then © H F(A1;A2) = F.

We borrow the idea of including one sort of proof for an-
other from Pfenning and Davies’ judgmental reconstruction
of modal logic [18]. In that work, they include proofs of
truth directly as proofs of possibility. An alternative to this
approach would be to add an explicit structural rule, but we
prefer to avoid structural rules as every use of such a rule
changes the structure and height of a derivation.

Our logic obeys standard substitution principles and de-
duction is sound with respect to our semantic model.

Lemma 5 (Substitution)
IFFV(A) N FV(D) = 0 then

o If T(w:F) =T"(w:F) then T'(A) =TV(A).

e IfO || AF F and © || T(w:F) - F' then © || T(A) -
F'.

e IfO,x: K || Ak F then for alla € K, © || Ala/z] -
Fla/x].

Hypothesis

S
ourr F (W

Linear and Ordered Unit
O AF1 O|T()FC

u 6T(A)FC 1E

o F1

Linear Conjunction

Of|AIFF, O Ak F
O AL, AFF®F

(€] || AFFI®F © || F(u1:F1,ugiF2) FC

E
oA FC ©
Ordered Conjunction
O A1FFL O| Ak Fy
6”A1;A2|_F10F2 °
6 H A}_FloFQ @H F(uliFl;UQ:Fg)}_C )
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Figure 4: AL : Multiplicative Connectives

Proor. By induction on the appropriate derivation in
each case. [

Lemma 6 (Soundness of Logical Deduction)
IfmEEAand- || AFF, thenmEY F.

ProOF. By induction on the natural deduction deriva-
tion. [



Additive Conjunction and Unit
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OAFF O|AFF
O||AFF&F,
O AFFL&F, O AF FL&F, 5
O AFF O AF B ¢
Additive Disjunction and Unit
OAFO0
O||AFF
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O At In:K.F

O ArIeK.F O,z:K || NwF)FC
O TrA)FC
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Figure 5: AL : Additive Connectives and Quantifiers

2.7 Operationson Formulae

Our typing rules will make extensive use of an operation
to look up the type of a location offset by an index (g[i]) in
a formula. To facilitate this operation we use the notation
F(g[t]) which is defined as follows.

Definition (Formula Lookup)

Fgoll) =7 it - | FFT&((goim)o---o (gi:m))
We update the type of a location g[i] in a formula F' using
the notation F [g[i] := 7] which is defined as follows.

Definition (Formula Update)

Fgo[i] :==7] def Fy ® (Fro(go:m0)o-+-0(gi:T) o Fs)
if - ||FFEF®(F20(go:mo)o---0(gi:Ti)o F3)

The following lemma states that formula lookup and up-
date are sound with respect to the semantics. This lemma
is used extensively in the proof of soundness of our type
system.

Lemma 7
o If m EY F and F(g[i]) = 7, then m(g[i]) = h and
FY her

o IfmEY FandtY h:7, thenm [g[i] :=h] EY F[g[i] :=7].

ProOF. By the soundness of logical deduction and the
semantics of formulae. [

3. ASIMPLE ASSEMBLY LANGUAGE

In this section, we develop the simplest possible assembly
language that allows us to write stack-based programs.

3.1 Syntax

There are four main components of a program. A code
region C is a finite partial map from code values to blocks
of code B. Each block is a sequence of instructions ¢ ter-
minated by a jump instruction. Finally, the operands (v)
which appear in instructions are made up of the values that
we have seen before.

Operands v = h|r

Instructions ¢ ::= addrq,rs,v|subrg,rs,v |
blter,v | movrg,v |
ldrq,rs[t] | strali], rs
jmpuv | ¢; B

-|C,e— B

Blocks B =
Code Region C ::=

3.2 Typesand Typing Rules

The type system for our assembly language is defined by
the following judgments.

FrYv:r Operand v has type 7 in F’
O || FFY ¢ F' Instruction ¢ requires a context © || F
and yields F’

O || FFY B ok Block B is well-formed in context © || F
FC: ¥ Code region C' has type ¥ assuming ¥
F X ok State ¥ is well-formed

Once again, although judgments for operands, instruc-
tions and blocks are formally parameterized by ¥, we nor-
mally omit this annotation. The static semantics is given in
Figures 6 and 7.

We assume our type system will be used in the context
of proof-carrying code. More specifically, we assume a com-
plete derivation will be attached to any assembly language
program that needs to be checked for safety. To check that
a program is well formed one need only check that it cor-
responds to the attached derivation and that the deriva-
tion uses rules from our type system and associated logic.
The problem of inferring a derivation from an unannotated
program is surely undecidable, but not relevant to a proof-
carrying code application as a compiler can generate the ap-
propriate derivation from a more highly structured source-
level program.

Operand Typing. The rules for giving types to store val-
ues are extended to allow us to give types to operands, which
include both store values and registers. The rule for regis-
ters requires that we look up the type of the register in the
formula that describes the current state.

Instruction Typing. Instruction typing is performed in a
context in which the free variables are described by © and
the current state of the memory is described by the input
formula F'. An instruction will generally transform the state



of the memory and result in a new state described by the
formula F’. For instance, if the initial state is described by
F, and we can verify that rs and v contain integers then
the instruction add rq, rs, v transforms the state so that the
result is described by F[rq := int]. This resulting formula
uses our formula update notation, which we defined in Sec-
tion 2.7. The simple rule for integer subtraction is identical.
To type check the conditional branch we must show that the
second operand has code type and that the formula describ-
ing the current state entails the requirements specified in the
function type. The rule for typing move is straightforward.

The rules for typing load and store instructions make use
of our formula lookup operations. The formula lookup op-
eration F'({[i]) = 7 suffices to verify that the location ¢ + i
exists in memory and contains a value with type 7 (recall
Lemma 7).

Finally, our type system allows simple pointer arithmetic,
which can be used to bump up the stack pointer. The rules
addr-add and addr-sub provide alternate typing rules for ad-
dition and subtraction operations. If s contains the (con-
stant or variable) location £g and v is the constant integer 4
and we can prove that the current memory can be described
as

T®((o:-)o(l1:2)o---0(£:2))

then the results of addition is the location g;. We can come
to this conclusion even though we do not know exactly which
locations go and g; that we’re dealing with. The fuse oper-
ator allows us to reason that each of the locations in the
sequence in the formula are adjacent to one another and
therefore that g; is ¢ locations from go. We may reason
about the address subtraction typing rule analogously.

Block Typing. Block typing is described in Figure 7. The
basic block typing rules are b-instr, which processes one in-
struction in a block and then the rest of the block, and b-jmp
which types the jump instruction that ends a block.

Block typing also includes rules to extend our view of
memory (b-stackgrow) or retract our view of memory (b-
stackcut). Typically, when we wish to push more data on the
stack, we will first use the b-stackgrow rule (as many times
as necessary), then we will add the appropriate amount to
the stack pointer and finally we will store onto the stack the
data we wish to keep there. To pop the stack, we do the
reverse, the first loading data off the stack into registers,
subtracting the appropriate amount from the stack pointer
and using the b-stackcut rule.

State Typing. The rule for typing code is the standard
rule for a mutually recursive set of functions. The rule for
typing an overall machine state requires that we type check
our program C' and then check the code we are currently
executing (B) under the assumption F, which describes the
current memory m.

An Example. The stack may be used to save temporary
values during the course of a computation. The code se-
quence in Figure 8 saves registers r1 through r,,, which con-
tain values of types 71 through 7,, on the stack, performs a
computation A, and then restores the n values to their orig-
inal registers. The formulae to the right of each instruction
describe the state of the memory at each step.

Fh:T
Fracr O Fer e 9
O|FFu: F
FFrs:int FFo:int (add)
O || FFaddrg,rs,v: F [rq:=int]
FForgint FFo:int (sub)
O || FF subrg,rs,v: Frqg:=int]
Frrint Fro(F)—0 ©|FFF (ble)
O | FFblter,v: F ¢
Fro:r (mov)

O FEmovrg,v: Flrq:=7]

Ftre:S) Fl) =7
O || FE1ldre,rs[i] : Fra:=7]

(1d)

Frra:S()  Frrer  Fi) =7
O || FFstrgli],rs : F[L[i]:=T]

(st)

FErs:S(4) FEwv:S()
OFFT® ((lo:-)oWy1:-)o---0(L;:2))
O || FFaddrg,rs,v: Flrq:=S(l)] (addr-add)
Frre:S(t:)  FFu:S()
ol ot 0D sy

O || FFsubrg,rs,v: Flrq:=S(l)]

Figure 6: Static Semantics (Values and Instructions)

3.3 Operational Semantics

Abstract Machine States. An abstract machine state 3
is a 3-tuple containing a code region C, a complete memory
m and the block of code B that is currently being executed.
A complete memory is a total function from generic loca-
tions to store values (i.e., (LocU Reg) — Swval). We require
memories to be complete in order to justify the b-stackcut
rule.

Operational Semantics. We define execution of our ab-
stract machine using a small-step operational semantics
¥ Y.

The operational semantics is given in Figure 9. In the
semantics, we use m to convert an operand to a value that
may be stored at a location.

m(i) = i
m(c) = ¢
m) = ¢
m(r) = m(r)
We also make use of the fact that “4+” and “—” are over-

loaded so they operate both on integers and locations. This
allows us to write a single specification for the execution
of addition and subtraction operations. Aside from these



Code Describing Formula

(b-stackgrow) Repeat n times

subrsp, rsp,n
st rsp[0], 71

( T o (l:7) o F1) ® (rsp:S(0))
( ““onso---onso (£:7) o F) ® (rsp:S(L))
(b-unpack) Repeat n times (more™ o (£1:_)o -0 (lp:_)o(l:T)o F1)® (rsp:S(£))
(more™ o (f1:_)o (fa:-)0---0(lp:_)o(£:T)0 F1)® (rsp:S(£1))
(more™ o (01:11) 0 (l2:_) 0 -0 (lp:_)o(l:T)0o F1)® (rsp:S(€1))

strspn — 1], 7n (more™ o (£1:71) 0 (£2:72) 0 -~ 0 (€n:7n) 0 (£:7) 0 F1) @ (rsp:S(¢1))

Code for A
1d 7, 7sp[0]

1d 7, Tsp[n — 1]
add rsp, rsp, N
(b-stackeut)

(more o (¢1:71
(more™ o (¢1:711

(more™ o (¢1:71) 0 (b2:12) 0+ 0 (ln:Tyn)o (£:T) 0 F1) ® (rsp:S(£1))

o(l2:m2)0 0 (ly:Tn)o(£:T)o F1)® (rsp:S({1))
o(la:m2) 00 ln:Tn)o (l:7) 0 F1) ® (rsp:S({))
(more™ o (£:7) 0 F1) ® (rsp:S(¢))

Figure 8: Saving Temporaries on the Stack

details, the operational semantics is quite intuitive.

3.4 Progress& Preservation

To demonstrate that our language is sound, we have proven
progress and preservation lemmas. Preservation requires
the following lemma in the case for the b-stackcut and b-
stackgrow rules.

Lemma 8 (Stack Cut / Stack Grow Soundness)
e [fm is a complete memory and

m EY (moreoFoF5)®R thenm EY (more™ oF2)@R.

o Ifm is a complete memory and m EY (more” o F2)®R
then m EY (more™ onso F») ® R.

PROOF. By inspection of the semantics of formulae. [

Theorem 9 (Progress & Preservation)
If = (C,m, B) ok then

1. (C,m,B) — (C,m', B").

2. if (C,m, B) — (C,m’, B") then \ (C,m’, B’) ok.

4. RELATED WORK

Our logic and type system for assembly language grew
out of a number of previous efforts to handle explicit mem-
ory management in a safe language. Among the first to
investigate this area were Tofte and Talpin who developed
a provably sound system of region-based memory manage-
ment [26]. At approximately the same time, Reynolds and
O’Hearn [22, 16] were investigating the semantics of Algol
and its translation to low-level intermediate languages with
explicit memory management.

Later, the development of proof-carrying code [12, 11] and
typed assembly language [10, 8] provided new motivation to
study safe memory management at a low-level of abstrac-
tion. Morrisett et al. [8] looked specifically at a type system
for stack allocation, but their type system is quite ad hoc
and inflexible when compared with the work here. In par-
ticular, they cannot hide the relative order of objects on the
stack since they have no analogue of our tensor connective.
This deficiency often makes it impossible to store data deep
on the stack. They also have no analogue of our additive

connectives which allow us to specify different “views” of
the stack.

Recently, researchers have developed very rich logics that
are capable of expressing essentially any compile-time prop-
erty of programs. For instance, Appel et al. [1, 2] use higher-
order logic to code up the semantics of a flexible type system
and Shao et al. [24] and Crary and Vanderwaart [3] incor-
porate logical frameworks into their type systems. With
enough effort, implementors could surely code up our ab-
stractions in these systems. However, our logic and language
still serves a purpose in these settings: it may be used as
a convenient and concise logical intermediate language. No
matter how powerful the logic, it is still necessary to think
carefully about how to structure one’s proofs. Our research,
which defines a logic at just the right level of abstraction for
reasoning about the stack, provides that structure.

Our semantics for formulae is heavily influenced by the
work of Ishtiaq, O’'Hearn and Reynolds [7, 23]. However,
Ishtiaq and O’Hearn work with a bunched logic [14] that
contains additive and linear separators rather than linear
and ordered separators as we have done. There are also a
variety of other more minor differences. We also took inspi-
ration from Polakow and Pfenning’s ordered linear logic [20,
21, 19]. In fact, we initially attempted to encode stack in-
variants using their logic directly. However, we found the
linear, ordered judgment A;Q F F' that they use incompat-
ible with the adjacency property we desired. The semantics
of this judgment is such that the linear formulae in A may
be placed anywhere in the ordered context 2. Consequently
two formulae may be juxtaposed in €2, but need not describe
adjacent memory cells. There may be another formula in A
that sits between them but has not yet been placed. Still,
Petersen et al. [17] have managed to develop a language for
reasoning about memory layout and adjacency that is de-
rived from ordered logic.

Some of the technical typing machinery, including the use
of singleton types to encode aliasing relationships comes
from work by Smith, Walker and Morrisett [25, 28], and
its precursor, the capability calculus [27].

5. FUTURE WORK

There are several directions for future work. First, we
would like to continue to investigate substructural logics for



O || F+ B ok

Fro:(F)—0 O| FrFF (bjmp)
O || FF jmpv ok -me
O FFu:F O | F'+ B ok beinst
O | FFu B ok (b-instr)

O || (more™ o F3) ® R+ B ok
O || (more™ o Fy o F5) ® R+ B ok

(b-stackeut)

© || (more™ onso F>) ® R+ B ok
O || (more™ o F») ® R+ B ok

(b-stackgrow)

©,b | F'+ B ok

b-unpack
O 30 F F B ok (unPack)

O|F+F  ©|FFBok
O || F+F B ok

(b-weaken)

Ve € dom(C).
U(c) = (F) — 0 implies - HF’_‘IJ C(c) ok (cod )
codergn
FC: U
FCiw mEYF || FEYBok
F (C,m, B) ok (state)

Figure 7: Static Semantics (Blocks and States)

(C,m,B) — > where
If B= then ¥ =
addrq,rs,v; B’ (C,m[ra:=(m(rs) + m(v))], B))
subrg,7s,v; B’ (C,m[ra:=(m(rs) — m(v))], B))
blter,v; B’ (C,m,B")
and m(r) >0
blter,v; B’ (C,m,B")
and m(r) <0 | where C(m(v)) = B”
mov rq, v; B’ (C,m[rqa:=m(v)], B")
1drg,rs[i); B’ (Cym[ra:=m(m(rs) +14)], B")
strqli],rs; B (C,m[g:=m(rs)], B))
where g = m(rq) +1
jmpv (C,m,B")
where C(m(v)) = B”

Figure 9: Operational Semantics

reasoning about explicit memory management. In particu-
lar, we would like to determine whether we can find a logic
in which deduction is complete for our memory model, or a
related model such as the store model used by Ishtiaq and
O’Hearn. Second, we would like to study certifying compi-
lation for stack allocation algorithms in more detail. What
are the limitations of our stack logic? Are there current op-

10

timization techniques which we cannot capture? Third, can
we extend our logic with formulae to describe allocation of
resources in different regions of memory? Such an extension
would be aimed at encoding Tofte and Talpin’s region cal-
culus. Fourth, we feel confident that we will be able to use
Walker and Morrisett’s recursive formulas [28] or O’Hearn
et al.’s inductive definitions [15] to code up recursive data
structures, which we do not handle here, but the topic de-
serves deeper investigation. Finally, we have not discussed
arrays in this paper. They would have to be handled ei-
ther through a special macro that does the bounds check,
or the system would need to be augmented with arithmetic
formulae as in the work by Xi and Pfenning [29].
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