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Abstract

To be agile and cost effective, data centers must allow
dynamic resource allocation across large server pools. In
particular, the data center network should provide a simple
flat abstraction: it should be able to take any set of servers
anywhere in the data center and give them the illusion that
they are plugged into a physically separate, noninterfering
Ethernet switch with as many ports as the service needs. To
meet this goal, we present VL2, a practical network archi-
tecture that scales to support huge data centers with uni-
form high capacity between servers, performance isolation
between services, and Ethernet layer-2 semantics. VL2 uses
(1) flat addressing to allow service instances to be placed
anywhere in the network, (2) Valiant Load Balancing to
spread traffic uniformly across network paths, and (3) end
system-based address resolution to scale to large server
pools without introducing complexity to the network con-
trol plane. VL2’s design is driven by detailed measurements
of traffic and fault data from a large operational cloud
service provider. VL2’s implementation leverages proven
network technologies, already available at low cost in high-
speed hardware implementations, to build a scalable and
reliable network architecture. As a result, VL2 networks
can be deployed today, and we have built a working proto-
type. We evaluate the merits of the VL2 design using mea-
surement, analysis, and experiments. Our VL2 prototype
shuffles 2.7 TB of data among 75 servers in 395 s—sustain-
ing a rate that is 94% of the maximum possible.

1. INTRODUCTION

Cloud services are driving the creation of huge data centers,
holding tens to hundreds of thousands of servers, that con-
currently support a large and dynamic number of distinct
services (web apps, e-mail, map-reduce clusters, etc.). The
case for cloud service data centers depends on a scale-out
design: reliability and performance achieved through large
pools of resources that can be rapidly reassigned between
services as needed. With data centers being built with over
100,000 servers, at an amortized cost approaching $12 mil-
lion per month," the most desirable property for a data cen-
ter is agility—the ability to assign any server to any service.
Anything less inevitably results in stranded resources and
wasted money.

Unfortunately, the data center network is not up to the
task, falling short in several ways. First, existing architec-
tures do not provide enough capacity between the serv-
ers they interconnect. Conventional architectures rely
on treelike network configurations built from expensive

hardware. Due to the high equipment cost, the capacity
between different levels of the tree is typically oversub-
scribed by factors of 1:5 or more, with paths near the root
oversubscribed by factors of 1:80 to 1:240. This oversub-
scription limits communication between servers to the
point that it fragments the server pool—congestion and
computation hot spots are prevalent even when spare
capacity is available elsewhere. Second, while data centers
host multiple services, the network does little to prevent
a traffic flood in one service from affecting other services
around it—when one service experiences a traffic flood, it
is common for all those sharing the same network subtree
to suffer collateral damage. Third, the routing design in
conventional networks achieves scale by assigning servers
topologically significant IP addresses and dividing serv-
ers up among VLANs. However, this creates an enormous
configuration burden when servers must be reassigned
among services, further fragmenting the resources of the
data center. The human involvement typically required in
these reconfigurations undermines speed of deployment.

To overcome these limitations in the current network
and achieve agility, we arrange for the network to imple-
ment a familiar and concrete model: give each service the
illusion that all the servers assigned to it, and only those
servers, are connected by a single noninterfering Ethernet
switch—a Virtual Layer 2—and maintain this illusion even
as the size of each service varies from 1 server to 100,000.
Realizing this vision for the data center network concretely
translates into building a network that meets the following
three objectives:

» Uniform high capacity: The maximum rate of a
server-to-server traffic flow should be limited only by
the available capacity on the network-interface cards of
the sending and receiving servers, and it should be
possible to assign servers to a service without having to
consider network topology.

+ Performance isolation: Traffic of one service should
not be affected by the traffic of any other service, just as
if each service was connected by a separate physical
switch.

+ Layer-2 semantics: The servers in each service should
experience the network as if it were an Ethernet Local
Area Network (LAN). Data center management soft-
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ware should be able to assign any IP address the service
requests to any server, and virtual machines should be
able to migrate to any server while keeping the same IP
address. Finally, features like link-local broadcast, on
which many legacy applications depend, should work.

We design, implement, and evaluate VL2, a network
architecture for data centers that meets these three objec-
tives and thereby achieves agility.

Design philosophy: In designing VL2, a primary goal
was to create a network architecture that could be deployed
today, so we limit ourselves from making any changes to the
hardware of the switches or servers, and we require that leg-
acy applications work unmodified. Our approach is to build
a network that operates like a very large switch—choosing
simplicity and high performance over other features when
needed. We sought to use robust and time-tested control
plane protocols, and we avoid adaptive routing schemes that
might theoretically offer more bandwidth but open thorny
problems that might not need to be solved and would take
us away from vanilla, commodity, high-capacity switches.

We observe, however, that the software and operating sys-
tems on data center servers are already extensively modified
(e.g., to create hypervisors for virtualization or blob file sys-
tems to store data across servers). Therefore, VL2’s design
explores a new split in the responsibilities between host and
network—using a layer 2.5 shim in servers’ network stack
to work around limitations of the network devices. No new
switch software or switch APIs are needed.

Topology: VL2 consists of a network built from low-
cost switch ASICs arranged into a Clos topology that pro-
vides extensive path diversity between servers. This design
replaces today’s mainframe-like large, expensive switches
with broad layers of low-cost switches that can be scaled out
to add more capacity and resilence to failure. In essence,
VL2 applies the principles of RAID (redundant arrays of
inexpensive disks) to the network.

Traffic engineering: Our measurements show data cen-
ters have tremendous volatility in their workload, their traf-
fic, and their failure patterns. To cope with this volatility
in the simplest manner, we adopt Valiant Load Balancing
(VLB) to spread traffic across all available paths without any
centralized coordination or traffic engineering. Using VLB,
each server independently picks a path at random through
the network for each of the flows it sends to other servers
in the data center. Our experiments verify that using this
design achieves both uniform high capacity and perfor-
mance isolation.

Control plane: The switches that make up the network
operate as layer-3 routers with routing tables calculated
by OSPF, thereby enabling the use of multiple paths while
using a time-tested protocol. However, the IP addresses
used by services running in the data center must not be
tied to particular switches in the network, or the ability for
agile reassignment of servers between services would be
lost. Leveraging a trick used in many systems,’ VL2 assigns
servers IP addresses that act as names alone, with no topo-
logical significance. When a server sends a packet, the
shim layer on the server invokes a directory system to learn
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the actual location of the destination and then tunnels the
original packet there. The shim layer also helps eliminate
the scalability problems created by ARP in layer-2 networks,
and the tunneling improves our ability to implement VLB.
These aspects of the design enable VL2 to provide layer-2
semantics—eliminating the fragmentation and waste of
server pool capacity that the binding between addresses
and locations causes in the existing architecture.

Contributions: In the course of this paper, we describe
the current state of data center networks and the traffic
across them, explaining why these are important to design-
ing a new architecture. We present VL2’s design, which we
have built and deployed into an 80-server cluster. Using
the cluster, we experimentally validate that VL2 has the
properties set out as objectives, such as uniform capac-
ity and performance isolation. We also demonstrate the
speed of the network, such as its ability to shuffle 2.7TB
of data among 75 servers in 395s (averaging 58.8Gbps).
Finally, we describe our experience applying VLB in a new
context, the inter-switch fabric of a data center, and show
that VLB smooths utilization while eliminating persistent
congestion.

2. BACKGROUND

In this section, we first explain the dominant design pattern
for data center architecture today.” We then discuss why this
architecture is insufficient to serve large cloud-service data
centers.

As shown in Figure 1, the network is a hierarchy reach-
ing from a layer of servers in racks at the bottom to a layer
of core routers at the top. There are typically 20-40 servers
per rack, each singly connected to a Top of Rack (ToR) switch
with a 1Gbps link. ToRs connect to two aggregation switches
for redundancy, and these switches aggregate further con-
necting to access routers. At the top of the hierarchy, core
routers carry traffic between access routers and manage
traffic into and out of the data center. All links use Ethernet
as a physical-layer protocol, with a mix of copper and fiber
cabling. All switches below each pair of access routers form
a single layer-2 domain. The number of servers in a single

Figure 1. A conventional network architecture for data centers
(adapted from figure by Cisco®).
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layer-2 domain is typically limited to a few hundred due
to Ethernet scaling overheads (packet flooding and ARP
broadcasts). To limit these overheads and to isolate differ-
ent services or logical server groups (e.g., e-mail, search,
web front ends, web back ends), servers are partitioned into
virtual LANs (VLANSs) placed into distinct layer-2 domains.
Unfortunately, this conventional design suffers from three
fundamental limitations:

Limited server-to-server capacity: As we go up the
hierarchy, we are confronted with steep technical and
financial barriers in sustaining high bandwidth. Thus, as
traffic moves up through the layers of switches and rout-
ers, the oversubscription ratio increases rapidly. For exam-
ple, servers typically have 1:1 oversubscription to other
servers in the same rack—that is, they can communicate
at the full rate of their interfaces (e.g., 1 Gbps). We found
that uplinks from ToRs are typically 1:2 to 1:20 oversub-
scribed (i.e., 1-10 Gbps of uplink for 20 servers), and paths
through the highest layer of the tree can be 1:240 oversub-
scribed. This large oversubscription factor fragments the
server pool by preventing idle servers from being assigned
to overloaded services, and it severely limits the entire
data center’s performance.

Fragmentation of resources: As the cost and per-
formance of communication depends on distance in
the hierarchy, the conventional design encourages ser-
vice planners to cluster servers nearby in the hierarchy.
Moreover, spreading a service outside a single layer-2
domain frequently requires the onerous task of reconfigur-
ing IP addresses and VLAN trunks, since the IP addresses
used by servers are topologically determined by the access
routers above them. Collectively, this contributes to the
squandering of computing resources across the data cen-
ter. The consequences are egregious. Even if there is plen-
tiful spare capacity throughout the data center, it is often
effectively reserved by a single service (and not shared), so
that this service can scale out to nearby servers to respond
rapidly to demand spikes or to failures. In fact, the growing
resource needs of one service have forced data center oper-
ations to evict other services in the same layer-2 domain,
incurring significant cost and disruption.

Poor reliability and utilization: Above the ToR, the
basic resilience model is 1:1. For example, if an aggrega-
tion switch or access router fails, there must be sufficient
remaining idle capacity on the counterpart device to carry
the load. This forces each device and link to be run up to
at most 50% of its maximum utilization. Inside a layer-2
domain, use of the Spanning Tree Protocol means that
even when multiple paths between switches exist, only
a single one is used. In the layer-3 portion, Equal Cost
Multipath (ECMP) is typically used: when multiple paths of
the same length are available to a destination, each router
uses a hash function to spread flows evenly across the avail-
able next hops. However, the conventional topology offers
at most two paths.

3. MEASUREMENTS AND IMPLICATIONS
Developing a new network architecture requires a quanti-
tative understanding of the traffic matrix (who sends how

much data to whom and when?) and churn (how often does
the state of the network change due to switch/link failures
and recoveries, etc.?). We studied the production data
centers of a large cloud service provider, and we use the
results to drive our choices in designing VL2. Details of the
methodology and results can be found in other papers.'® ¢
Here we present the key findings that directly impact the
design of VL2.
Most traffic is internal to the data center: The ratio of traf-
fic volume between servers in our data centers to traffic
entering/leaving our data centers is currently around 4:1
(excluding CDN applications). An increasing fraction of
the computation in data centers involves back-end com-
putations, and these are driving the demands for network
bandwidth.
The network bottlenecks computation: Data center compu-
tation is focused where high-speed access to data on mem-
oryor diskis fastand cheap. Even inside a single data center,
the network is a bottleneck to computation—we frequently
see switches whose uplinks are above 80% utilization.
Intense computation and communication on data does not
straddle data centers due to the cost of long-haul links.
Structured flow sizes: Figure 2 illustrates the nature of flows
within the monitored data center. The flow size statistics
(marked as “+”s) show that the majority of flows are small (a
few KB); most of these small flows are hellos and meta-data
requests to the distributed file system. To examine longer
flows, we compute a statistic termed total bytes (marked
as “0”s) by weighting each flow size by its number of bytes.
Total bytes tells us, for a random byte, the distribution of the
flow size it belongs to. Almost all the bytes in the data cen-
ter are transported in flows whose lengths vary from about
100MB to about 1GB. The mode at around 100MB springs
from the fact that the distributed file system breaks long files
into 100-MB-long chunks. Importantly, there are almost no
flows over a few GB.

Figure 3 shows the probability density function (as
a fraction of time) for the number of concurrent flows
going in and out of a machine. There are two modes. More

Figure 2. Mice are numerous; 99% of flows are smaller than 100MB.
However, more than 90% of bytes are in flows between 100MB and 1GB.
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Figure 3. Number of concurrent connections has two modes: (1) 10
flows per node more than 50% of the time and (2) 80 flows per node
for at least 5% of the time.
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than 50% of the time, an average machine has about ten
concurrent flows, but at least 5% of the time it has greater
than 80 concurrent flows. We almost never see more than
100 concurrent flows.

The distributions of flow size and number of concurrent
flows both imply that flow-based VLB will perform well on
this traffic. Since even big flows are only 100MB (1s of trans-
mit time at 1Gbps), randomizing at flow granularity (rather
than packet) will not cause perpetual congestion if there is
unlucky placement of too many flows in the same link.
Volatile traffic patterns: While the sizes of flows show a
strong pattern, the traffic patterns inside a data center are
highly divergent. When we cluster the traffic patterns, we
find that more than 50 representative patterns are required
to describe the traffic in the data center. Further, the traf-
fic pattern varies frequently—60% of the time the network
spends only 100 s in one pattern before switching to another.
Frequent failures: As discussed in Section 2, conventional
data center networks apply 1 + 1 redundancy to improve reli-
ability at higher layers of the hierarchical tree. This hierar-
chical topology is intrinsically unreliable—even with huge
effort and expense to increase the reliability of the network
devices close to the top of the hierarchy, we still see failures
on those devices resulting in significant downtime. In 0.3%
of failures, all redundant components in a network device
group became unavailable (e.g., the pair of switches that
comprise each node in the conventional network (Figure 1)
or both the uplinks from a switch). The main causes of fail-
ures are network misconfigurations, firmware bugs, and
faulty components.

With no obvious way to eliminate failures from the top
of the hierarchy, VL2’s approach is to broaden the top levels
of the network so that the impact of failures is muted and
performance degrades gracefully, moving from 1 + 1 redun-
dancy to n + m redundancy.

4. VIRTUAL LAYER 2 NETWORKING
Before detailing our solution, we briefly discuss our design
principles and preview how they will be used in our design.
Randomizing to cope with volatility: The high divergence
and unpredictability of data center traffic matrices suggest
that optimization-based approaches to traffic engineering
risk congestion and complexity to little benefit. Instead,
VL2 uses VLB: destination-independent (e.g., random)
traffic spreading across the paths in the network. VLB, in
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theory, ensures a noninterfering packet-switched network®
(the counterpart of a non-blocking circuit-switched net-
work) as long as (a) traffic spreading ratios are uniform, and
(b) the offered traffic patterns do notviolate edge constraints
(i.e., line card speeds). We use ECMP to pursue the former
and TCP’s end-to-end congestion control to pursue the lat-
ter. While these design choices do not perfectly ensure the
two assumptions (a and b), we show in Section 5.1 that our
scheme’s performance is close to the optimum in practice.

Building on proven networking technology: VL2 is based
on IP routing and forwarding technologies already avail-
able in commodity switches: link-state routing, ECMP for-
warding, and IP any-casting. VL2 uses a link-state routing
protocol to maintain the switch-level topology, but not to
disseminate end hosts’ information. This strategy protects
switches from needing to learn voluminous, frequently
changing host information. Furthermore, the routing
design uses ECMP forwarding along with anycast addresses
to enable VLB while minimizing control plane messages
and churn.

Separating names from locators: To be able to rapidly
grow or shrink server allocations and rapidly migrate
VMs, the data center network must support agility, which
means support hosting any service on any server. This,
in turn, calls for separating names from locations. VL2’s
addressing scheme separates servers’ names, termed
application-specific addresses (AAs), from their loca-
tions, termed location-specific addresses (LAs). VL2 uses
a scalable, reliable directory system to maintain the map-
pings between names and locators. A shim layer running
in the networking stack on every host, called the VL2 agent,
invokes the directory system’s resolution service.

Embracing end systems: The rich and homogeneous
programmability available at data center hosts provides a
mechanism to rapidly realize new functionality. For exam-
ple, the VL2 agent enables fine-grained path control by
adjusting the randomization used in VLB. The agent also
replaces Ethernet’s ARP functionality with queries to the
VL2 directory system. The directory system itself is also
realized on regular servers, rather than switches, and thus
offers flexibility, such as fine-grained access control between
application servers.

4.1. Scale-out topologies

As described in Sections 2 and 3, conventional hierarchical
data center topologies have poor bisection bandwidth and
are susceptible to major disruptions due to device failures.
Rather than scale up individual network devices with more
capacity and features, we scale out the devices—building a
broad network offering huge aggregate capacity using a large
number of simple, inexpensive devices, as shown in Figure 4.
This is an example of a folded Clos network® where the links
between the intermediate switches and the aggregation
switches form a complete bipartite graph. As in the conven-
tional topology, ToRs connect to two aggregation switches,
but the large number of paths between any two aggregation
switches means that if there are n intermediate switches, the
failure of any one of them reduces the bisection bandwidth
by only 1/n—a desirable property we call graceful degradation



Figure 4. An example Clos network between aggregation and
intermediate switches provides a richly connected backbone well
suited for VLB. The network is built with two separate address
families—topologically significant locator-specific addresses (LAs)
and flat application-specific addresses (AAs).
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of bandwidth. Further, it is easy and inexpensive to build a
Clos network for which there is no oversubscription (further
discussion on cost is given in Section 6). For example, in
Figure 4, we use D, -port Aggregation and D,-port interme-
diate switches, and connect these switches such that the
capacity between each layer is D, D /2 times the link capacity.

The Clos topology is exceptionally well suited for VLB in
that by forwarding traffic through an intermediate switch
that is chosen in a destination-independent passion (e.g.,
randomly chosen), the network can provide bandwidth guar-
antees for any traffic matrices that obey the hose model.®
Meanwhile, routing remains simple and resilient on this
topology—take a random path up to a random intermediate
switch and a random path down to a destination ToR switch.

4.2. VL2 addressing and routing

This section explains the motion of packets in a VL2 net-
work, and how the topology, routing design, VL2 agent, and
directory system combine to virtualize the underlying net-
work fabric and create the illusion that hosts are connected
to a big, noninterfering data center-wide layer-2 switch.
Address Resolution and Packet Forwarding: VL2 uses two
separate classes of IP-address illustrated in Figure 4. The
network infrastructure operates using LAs; all switches and
interfaces are assigned LAs, and switches run an IP-based
(layer-3) link-state routing protocol that disseminates only
these LAs. This allows switches to obtain complete knowl-
edge about the switch-level topology, as well as forward any
packets encapsulated with LAs along the shortest paths.
On the other hand, applications use permanent AAs, which
remain unaltered no matter how servers’ locations change
due to VM migration or reprovisioning. Each AA (server) is
associated with an LA, the IP address of the ToR switch to
which the application server is connected. The ToR switch
need not be physical hardware—it could be a virtual switch
or hypervisor implemented in software on the server itself!

The VL2 directory system stores the mapping of AAs to
LAs, and this mapping is created when application serv-
ers are provisioned to a service and assigned AA addresses.
Resolving these mappings through a unicast-based custom
protocol eliminates the ARP and DHCP scaling bottlenecks
that plague large Ethernets.

Packet forwarding: Since AA addresses are notannounced
into the routing protocols of the network, for a server to
receive a packet the sending server must first encapsulate
the packet (Figure 5), setting the destination of the outer
header to the LA of the destination AA. Once the packet
arrives at the LA (the destination ToR or hypervisor), the
switch (the ToR or the VM switch in the destination hypervi-
sor) decapsulates the packet and delivers it to the destina-
tion AA given in the inner header.

Address resolution and access control: Servers in each
service are configured to believe that they all belong to the
same IP subnet, so when an application sends a packet to an
AA for the first time, the networking stack on the host gen-
erates a broadcast ARP request for the destination AA. The
VL2 agent running in the source’s networking stack inter-
cepts the ARP request and converts it to a unicast query to
the VL2 directory system. The directory system answers the
query with the LA of the ToR to which packets should be tun-
neled. During this resolution process, the directory server
can additionally evaluate the access-control policy between
the source and destination and selectively reply to the reso-
lution query, enforcing necessary isolation policies between
applications.

These addressing and forwarding mechanisms were cho-
sen for two main reasons. First, they make it possible to use
low-cost switches, which often have small routing tables
(typically just 16K entries) that can hold only LA routes,
without concern for the huge number of AAs. Second, they
allow the control plane to support agility with very little
overhead; the design obviates frequent link-state advertise-
ments to disseminate host-state changes and host/switch
reconfiguration.

Random Traffic Spreading over Multiple Paths: To offer hot

Figure 5: VLB in an example VL2 network. Sender s sends packets
to destination D via a randomly chosen intermediate switch using
IP-in-IP encapsulation. AAs are from 20/8, and LAs are from 10/8.
H(ft) denotes a hash of the five tuple.
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spot-free performance for arbitrary traffic matrices, VL2
uses VLB as its traffic engineering philosophy. As illustrated
in Figure 5, VL2 achieves VLB using a combination of ECMP
routing implemented by the switches and packet encapsu-
lation implemented by the shim on each server. ECMP, a
mechanism already implemented in the hardware of most
switches, will distribute flows across the available paths in
the network, with the packets with the same source and des-
tination address taking the same path to avoid packet reor-
dering. To leverage all the available paths in the network and
overcome some limitations in ECMP, the VL2 agent on each
sender encapsulates each packet to an intermediate switch.
Hence, the packet is first delivered to one of the intermedi-
ate switches, decapsulated by the switch, delivered to the
ToR’s LA, decapsulated again, and finally sent to the des-
tination server. The source address in the outer headers of
the encapsulated packetis set to a hash of the inner packet’s
addresses and ports—this provides additional entropy to
better distribute flows between the same servers across the
available paths.

One potential issue for both ECMP and VLB is the chance
that uneven flow sizes and random spreading decisions will
cause transient congestion on some links. Our evaluation
did not find this to be a problem on data center workloads
(Section 5), but should it occur, the VL2 agent on the sender
can detect and deal with it via simple mechanisms. For
example, it can change the hash used to create the source
address periodically or whenever TCP detects a severe
congestion event (e.g., a full window loss) or an Explicit
Congestion Notification.

4.3. Maintaining host information using

the VL2 directory system

The VL2 directory system provides two key functions:
(1) lookups and updates for AA-to-LA mappings and (2) a
reactive cache update mechanism that ensures eventual
consistency of the mappings with very little update overhead
(Figure 6).

We expect the lookup workload for the directory system
to be frequent and bursty because servers can communicate
with up to hundreds of other servers in a short time period,
with each new flow generating a lookup for an AA-to-LA map-
ping. The bursty nature of workload implies that lookups

Figure 6. VL2 Directory System Architecture.
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require high throughput and low response time to quickly
establish a large number of connections. Since lookups
replace ARP, their response time should match that of ARP,
that is, tens of milliseconds. For updates, however, the work-
load is driven by server-deployment events, most of which are
planned ahead by the data center management system and
hence can be batched. The key requirement for updates is
reliability, and response time is less critical.

Our directory service replaces ARP in a conventional L2
network, and ARP ensures eventual consistency via timeout
and broadcasting. This implies that eventual consistency of
AA-to-LA mappings is acceptable as long as we provide a reli-
able update mechanism. Nonetheless, we intend to support
live VM migration in a VL2 network; our directory system
should be able to correct all the stale entries without break-
ing any ongoing communications.

The differing performance requirements and workload
patterns of lookups and updates lead us to a two-tiered direc-
tory system architecture consisting of (1) a modest number
(50-100 servers for 100K servers) of read-optimized, repli-
cated lookup servers that cache AA-to-LA mappings and that
communicate with VL2 agents, and (2) a small number (5-10
servers) of write-optimized, asynchronous replicated state-
machine (RSM) servers offering a strongly consistent, reli-
able store of AA-to-LA mappings. The lookup servers ensure
low latency, high throughput, and high availability for a high
lookup rate. Meanwhile, the RSM servers ensure strong con-
sistency and durability for a modest rate of updates using
the Paxos'® consensus algorithm.

Each lookup server caches all the AA-to-LA mappings
stored at the RSM servers and independently replies to
lookup queries from agents using the cached state. Since
strong consistency is not required, a lookup server lazily
synchronizes its local mappings with the RSM every 30s. To
achieve high availability and low latency, an agent sends a
query to k (two in our prototype) randomly chosen lookup
servers and simply chooses the fastest reply. Since AA-to-LA
mappings are cached at lookup servers and at VL2 agents’
cache, an update can lead to inconsistency. To resolve incon-
sistency, the cache-update protocol leverages a key observa-
tion: a stale host mapping needs to be corrected only when
that mapping is used to deliver traffic. Specifically, when a
stale mapping is used, some packets arrive at a stale LA—a
ToR which does not host the destination server anymore.
The ToR forwards such non-deliverable packets to a lookup
server, triggering the lookup server to correct the stale
mapping in the source’s cache via unicast.

5. EVALUATION

In this section, we evaluate VL2 using a prototype running on
an 80-server testbed and 10 commodity switches (Figure 7).
Our goals are first to show that VL2 can be built from compo-
nents available today, and second, that our implementation
meets the objectives described in Section 1.

The testbed is built using the Clos network topology of
Figure 4, consisting of three intermediate switches, three
aggregation switches, and 4 ToRs. The aggregation and
intermediate switches have 24 10Gbps Ethernet ports, of
which 6 ports are used on each aggregation switch and 3



Figure 7. VL2 testbed comprising 80 servers and 10 switches.

Aggregation

ports on each intermediate switch. The ToR switches have
2 10Gbps ports and 24 1Gbps ports. Each ToR is connected
to 2 aggregation switches via 10Gbps links, and to 20 serv-
ers via 1Gbps links. Internally, the switches use commod-
ity ASICs: Broadcom ASICs 56820 and 56514, although any
switch that supports line rate L3 forwarding, OSPF, ECMP,
and IPinIP decapsulation will work.

Overall, our evaluation shows that VL2 provides an
effective substrate for a scalable data center network; VL2
achieves (1) 94% optimal network capacity, (2) a TCP fairness
index of 0.995, (3) graceful degradation under failures with
fast reconvergence, and (4) 50K lookups/s under 10 ms for
fast address resolution.

5.1. VL2 provides uniform high capacity
A central objective of VL2 is uniform high capacity between
any two servers in the data center. How closely does the per-
formance and efficiency of a VL2 network match that of a
layer-2 switch with 1:1 oversubscription? To answer this
question, we consider an all-to-all data shuffle stress test:
all servers simultaneously initiate TCP transfers to all other
servers. This data shuffle pattern arises in large-scale sorts,
merges, and joint operations in the data center, for example,
in Map/Reduce or DryadLINQ jobs.”** Application develop-
ers use these operations with caution today, because they
are so network resource expensive. If data shuffles can be
supported efficiently, it would have large impact on the over-
all algorithmic and data storage strategy.

We create an all-to-all data shuffle traffic matrix involving
75 servers. Each of 75 servers must deliver 500MB of data to
each of the 74 other servers—a shuffle of 2.7TB from mem-
ory to memory. Figure 8 shows how the sum of the goodput
over all flows varies with time during a typical run of the
2.7TB data shuffle. During the run, the sustained utilization
of the core links in the Clos network is about 86%, and VL2
achieves an aggregate goodput of 58.8Gbps. The goodput is
very evenly divided among the flows for most of the run, with
a fairness index between the flows of 0.995" where 1.0 indi-
cates perfect fairness (mean goodput per flow 11.4Mbps,

Figure 8. Aggregate goodput during a 2.7TB shuffle among 75
servers.
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standard deviation 0.75Mbps). This goodput is more than
10xwhat the network in our current data centers can achieve
with the same investment.

We measure how close VL2 gets to the maximum achiev-
able throughput in this environment by computing the
goodput efficiency for this data transfer. Goodput effi-
ciency is defined as the ratio of the sent goodput summed
over all interfaces divided by the sum of the interface
capacities. An efficiency of 1.0 would mean that all the
capacity on all the interfaces is entirely used carrying use-
ful bytes from the time the first flow starts to when the last
flow ends. The VL2 network achieves an efficiency of 94%,
with the difference from perfect being due to the encapsu-
lation headers (3.8%), TCP congestion control dynamics,
and TCP retransmissions.

This 94% efficiency combined with the fairness index
of 0.995 demonstrates that VL2 can achieve uniform high
bandwidth across all servers in the data center.

5.2. VL2 provides performance isolation

One of the primary objectives of VL2 is agility, which we
define as the ability to assign any server, anywhere in the
data center to any service (Section 1). Achieving agility criti-
cally depends on providing sufficient performance isolation
between services so that if one service comes under attack or
a bug causes it to spray packets, it does not adversely impact
the performance of other services.

Performance isolation in VL2 rests on the mathematics
of VLB—that any traffic matrix that obeys the hose model
is routed by splitting to intermediate nodes in equal ratios
(through randomization) to prevent any persistent hot
spots. Rather than have VL2 perform admission control or
rate shaping to ensure the traffic offered to the network con-
forms to the hose model, we instead rely on TCP to ensure
that each flow offered to the network is rate limited to its fair
share of its bottleneck.

A key question we need to validate for performance iso-
lation is whether TCP reacts sufficiently quickly to control
the offered rate of flows within services. TCP works with
packets and adjusts their sending rate at the time scale of
RTTs. Conformance to the hose model, however, requires
instantaneous feedback to avoid oversubscription of traffic
ingress/egress bounds. Our next set of experiments shows
that TCP is “fast enough” to enforce the hose model for traf-
fic in each service so as to provide the desired performance
isolation across services.
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In this experiment, we add two services to the network.
The first service has a steady network workload, while the
workload of the second service ramps up and down. Both
the services’ servers are intermingled among the 4 ToRs,
so their traffic mixes at every level of the network. Figure
9 shows the aggregate goodput of both services as a func-
tion of time. As seen in the figure, there is no perceptible
change to the aggregate goodput of service one as the flows
in service two start up or complete, demonstrating perfor-
mance isolation when the traffic consists of large long-
lived flows. In Figure 10, we perform a similar experiment,
but service two sends bursts of small TCP connections,
each burst containing progressively more connections.
These two experiments demonstrate TCP’s enforcement of
the hose model sufficient to provide performance isolation
across services at timescales greater than a few RTT (i.e.,
1-10ms in data centers).

5.3. VL2 directory system performance
Finally, we evaluate the performance of the VL2 directory
system which provides the equivalent semantics of ARP in
layer 2. We perform this evaluation through macro- and
micro-benchmark experiments on the directory system. We
run our prototype on up to 50 machines: 3-5 RSM nodes,
3-7 directory server nodes, and the remaining nodes emu-
lating multiple instances of VL2 agents generating lookups
and updates.

Our evaluation supports four main conclusions. First,
the directory system provides high throughput and fast
response time for lookups: three directory servers can

Figure 9: Aggregate goodput of two services with servers
intermingled on the ToRs. Service one’s goodput is unaffected
as service two ramps traffic up and down.
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Figure 10. Aggregate goodput of service one as service two creates
bursts containing successively more short TCP connections.
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handle 50K lookup/second with latency under 10ms (99th
percentile latency). Second, the directory system can handle
updates at rates significantly higher than the expected
churn rate in typical environments: three directory servers
can handle 12K updates/s within 600ms (99th percentile
latency). Third, our system is incrementally scalable: each
directory server increases the processing rate by about 17K
for lookups and 4K for updates. Finally, the directory sys-
tem is robust to component (directory or RSM servers) fail-
ures and offers high availability under network churn.

To understand the incremental scalability of the direc-
tory system, we measured the maximum lookup rates
(ensuring sub-10ms latency for 99% requests) with 3, 5, and
7 directory servers. The result confirmed that the maximum
lookup rates increases linearly with the number of direc-
tory servers (with each server offering a capacity of 17K
lookups/s). Based on this result, we estimate the worst case
number of directory servers needed for a 100K server data
center. Using the concurrent flow measurements (Figure 3),
we use the median of 10 correspondents per server in a 100s
window. In the worst case, all 100K servers may perform 10
simultaneous lookups at the same time resulting in a mil-
lion simultaneous lookups per second. As noted above,
each directory server can handle about 17K lookups/s under
10ms at the 99th percentile. Therefore, handling this worst
case will require a directory system of about 60 servers
(0.06% of the entire servers).

6. DISCUSSION

In this section, we address several remaining concerns
about the VL2 architecture, including whether other traffic
engineering mechanisms might be better suited to the DC
than VLB, and the cost of a VL2 network.

Optimality of VLB: As noted in Section 4.2.2, VLB uses
randomization to cope with volatility, potentially sacrific-
ing some performance for a best-case traffic pattern by
turning all traffic patterns (including both best-case and
worst-case) into the average case. This performance loss will
manifest itself as the utilization of some links being higher
than they would under a more optimal traffic engineering
system. To quantify the increase in link utilization VLB will
suffer, we compare VLB’s maximum link utilization with
that achieved by other routing strategies on the VL2 topol-
ogy for a full day’s traffic matrices (TMs) (at 5 min intervals)
from the data center traffic data reported in Section 3.

We first compare to adaptive routing, which routes each
TM separately so as to minimize the maximum link utiliza-
tion for that TM—essentially upper-bounding the best per-
formance that real-time adaptive traffic engineering could
achieve. Second, we compare to best oblivious routing over
all TMs so as to minimize the maximum link utilization.
(Note that VLB is just one among many oblivious routing
strategies.) For adaptive and best oblivious routing, the
routings are computed using respective linear programs in
cplex. The overall utilization for a link in all schemes is
computed as the maximum utilization over all routed TMs.

In Figure 11, we plot the CDF for link utilizations for
the three schemes. We normalized the link utilization
numbers so that the maximum utilization on any link for



adaptive routing is 1.0. The results show that for most links,
VLB performs about the same as the other two schemes.
For the most heavily loaded link in each scheme, VLB’s
link capacity usage is at worst 20% higher than that of the
other two schemes. Thus, evaluations on actual data cen-
ter workloads show that the simplicity and universality of
VLB costs relatively little capacity when compared to much
more complex traffic engineering schemes. Moreover,
adaptive routing schemes might be difficult to implement
in the data center. Since even the “elephant” flows are
about 100MB (see Figure 2), lasting about 1s on a server
with a 1Gbps NIC, any reactive traffic engineering scheme
will need to run at least as frequently if it wants to react to
individual flows.

Cost and Scale: With the range of low-cost commod-
ity devices currently available, the VL2 topology can scale
to create networks with no oversubscription between all
the servers of even the largest data centers. For example,
switches with 144 ports (D = 144) are available today for
$150K, enabling a network that connects 100K servers
using the topology in Figure 4 and up to 200K servers using
a slight variation. Using switches with D = 24 ports (which
are available today for $8K each), we can connect about
3K servers. Comparing the cost of a VL2 network for 35K
servers with a conventional one found in one of our data
centers shows that a VL2 network with no oversubscription
can be built for the same cost as the current network that
has 1:240 oversubscription. Building a conventional net-
work with no oversubscription would cost roughly 14x the
cost of a equivalent VL2 network with no oversubscription.

7. RELATED WORK

Data center network designs: There is great interest in
building data center networks using commodity switches
and a Clos topology.> ' ** 2! The designs differ in whether
they provide layer-2 semantics, their traffic engineering
strategy, the maturity of their control planes, and their
compatibility with existing switches. Other approaches
use the servers themselves for switching data packets." '

Figure 11. CDF of normalized link utilizations for VLB, adaptive,
and best oblivious routing schemes, showing that VLB (and best
oblivious routing) come close to matching the link utilization
performance of adaptive routing.
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13 VL2 also leverages the programmability of servers; how-
ever, it uses servers only to control the way traffic is routed
as switch ASICs forward packets at less cost in power and
dollars per Mbps.

Valiant load balancing: Valiant introduced VLB as a
randomized scheme for communication among parallel
processors interconnected in a hypercube topology.° Among
its recent applications, VLB has been used inside the switch-
ing fabric of a packet switch.? VLB has also been proposed,
with modifications and generalizations,'® >* for oblivious
routing of variable traffic on the Internet under the hose
traffic model.?

Scalable routing: The Locator/ID Separation Protocol®
proposes “map-and-encap” as a key principle to achieve
scalability and mobility in Internet routing. VL2’s control
plane takes a similar approach (i.e., demand-driven
host-information resolution and caching) but adapted to
the data center environment and implemented on end
hosts. SEATTLE" proposes a distributed host-information
resolution system running on switches to enhance
Ethernet’s scalability.

Commercial networks: Data Center Ethernet (DCE)* by
Cisco and other switch manufacturers shares VL2’s goal
of increasing network capacity through multipath. These
industry efforts are primarily focused on consolidation of
IP and storage area network (SAN) traffic, and there are few
SANs in cloud-service data centers. Due to the requirement
to support loss-less traffic, their switches need much bigger
buffers (tens of MBs) than commodity Ethernet switches do
(tens of KBs), hence driving their cost higher.

8. SUMMARY

VL2 is a new network architecture that puts an end to the
need for oversubscription in the data center network, a
result that would be prohibitively expensive with the exist-
ing architecture.

VL2 benefits the cloud service programmer. Today, pro-
grammers have to be aware of network bandwidth con-
straints and constrain server-to-server communications
accordingly. VL2 instead provides programmers the simpler
abstraction that all servers assigned to them are plugged
into a single layer-2 switch, with hot spot-free performance
regardless of where the servers are actually connected in
the topology. VL2 also benefits the data center operator as
today’s bandwidth and control plane constraints fragment
the server pool, leaving servers (which account for the lion’s
share of data center cost) underutilized even while demand
elsewhere in the data center is unmet. Instead, VL2 enables
agility: any service can be assigned to any server, while the
network maintains uniform high bandwidth and perfor-
mance isolation between services.

VL2 is a simple design that can be realized today with
available networking technologies, and without changes to
switch control and data plane capabilities. The key enablers
are an addition to the end-system networking stack, through
well-established and public APIs, and a flat addressing
scheme, supported by a directory service.

VL2 is efficient. Our working prototype, built using
commodity switches, approaches in practice the high level
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of performance that the theory predicts. Experiments with
two data center services showed that churn (e.g., dynamic

PRESTO Workshop ot STGCOMM 18,
reprovisioning of servers, change of link capacity, and (2008).
. . . 12. Guo, C., Wu, H., Tan, K., Shiy, L., Zhang,
microbursts of flows) has little impact on TCP goodput. Y. Lu, S. DCell: a scalable and fault-
tolerant network structure for data 19.

VL2’s implementation of VLB splits flows evenly and VL2
achieves high TCP fairness. On all-to-all data shuffle com-
munications, the prototype achieves an efficiency of 94%
with a TCP fairness index of 0.995.
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