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Tamper -evident  sea ls a re used by many sta tes’ elect ion  officia ls on  vot ing machines and ballot  boxes, 

either  to protect  the computer  and software from fraudulen t  modifica t ion  or  to protect  paper  ba llots from 

fraudulen t  subst itu t ion  or  stuffing.  Physica l t amper -indica t ing sea ls can  usually be easily defeated, given 

they way they are typica lly made and used; and the effect iveness of sea ls depends on  the protocol for  their  

applica t ion  and inspect ion . The legit imacy of our  elect ions may therefore depend on  whe ther  a  par t icu lar  

sta te’s use of sea ls is effect ive to prevent , deter , or  detect  elect ion  fraud.  This paper  is a case study of the 

use of sea ls on  vot ing machines by the Sta te of New J ersey.  I conclude tha t  New J ersey’s protocols for  the 

use of tamper -evident  sea ls have been  not  a t  a ll effect ive.  I conclude with a  discussion  of the more genera l 

problem of sea ls in democra t ic elect ions. 
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1. SEALS AND PROTOCOLS 

Tamper -eviden t  sea ls a re widely used in  elect ion s, applied to ba llot  boxes, vot ing 

mach ine componen ts, bags for  t r ansmit t a l of elect ion  resu lt s, and so on .  Wha t  is th e 

in tended purpose of th ese sea ls, and ar e they effect ive in  ach ieving th a t  purpose?  

Genera lly speaking, a  sea l is a  device tha t  is not  difficu lt  t o remove, b u t  is 

supposed to leave evidence of t amper ing if it  is removed.  Sea ls mu st  h ave a  physica l 

design  th a t  will show some difference in  appearance or  behavior  if th ey are r emoved 

and reapplied.  Sea ls a r e genera lly ser ia l-numbered (or  oth erwise marked with  a  

un ique iden t ifier ), so tha t  if someon e removes the sea l and r eplaces it  with  a  fresh  

one, th e new on e will have a  differ en t  number .  

The purpose of sea ls a t t ached to a  ba llot  box is to a ssure tha t  ba llots a r e not  

tampered with  (or  replaced) between  th e t im e tha t  voters deposit  th em and the t ime 

they ar e counted.  Sea ls a t t ached to vot ing mach ines a re meant  to protect  aga inst  

many a t t ack vectors, in  par t icu lar  t o a ssure tha t  t he vote-count ing software is n ot  

replaced (with  fr audulen t  vote-miscount ing softwar e) between  th e t ime the vote-

count ing software is inst a lled (e.g., wh en  the mach ine is manufactured) and the t ime 

tha t  elect ion  r esu lt s a r e r epor ted.  Clear ly, in  th e la t t er  ca se th e sea ls have a  much  

more difficu lt  job to accomplish , since th ey must  protect  for  a  per iod of year s dur ing 

which  many more people may have access to th e vot ing mach ine.  

Simply slapping sea ls on  a  device does n ot  magica lly protect  it .  Physica l s ea ls in  

genera l can  be defea ted with  simple t echniqu es and a t  low cost  [J ohn ston  and Garcia  

1997].  In  addit ion  the effect iveness of sea ls depen ds on  h aving a  protocol for  th eir  
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applica t ion  and in spect ion  [J ohnston  1997], oth erwise n o on e will not ice if a  sea l has 

been  replaced with  a  differen t  one. 

In  order  for  sea ls to be effect ive, the sea l user  (e.g., elect ion  officia ls) must  keep 

organ ized r ecords of wha t  ser ia l number  is applied to what  device (e.g., ba llot  box, 

vot ing mach in e); th e sea l user  mu st  protect  th ese records from tamper ing ; and the 

sea l user  must   inspect   the sea ls a t  appr opr ia t e t imes (e.g., when  a  ba llot  box is 

open ed for  vote count ing) to make sure tha t  the r igh t  ser ia l number  is in  place and 

tha t  the sea ls h ave n ot  been  physica lly tampered with .  Fur thermore, if the 

inspect ion  determines th a t  t amper ing may have taken  place, th ere must  be a  

procedure to t ake appropr ia t e act ion , otherwise th e inspect ion  is u seless.  

Sea l in spect ion  is n ot  a  t r ivia l process: differ en t  sea ls show evidence of tamper ing 

in  differen t  ways, somet imes in  qu ite subt le ways.  Sea l in spector s mu st  th er efore be 

t ra in ed, on  each  kind of sea l th ey ar e in spect ing, to know wha t  to look for .  For  

example, a  pressure-sensit ive adhesive (PSA) t ape sea l may sh ow evidence tha t  it  

has been  r emoved and r eplaced, just  by the fact  th a t  it  n o longer  st icks a s firmly  as 

before to th e subst ra t e, so a  good inspect ion  requ ires the r emova l and replacement  of 

the sea l [J ohn ston  2006, p. 7].  A sea l may be a t tacked by replacing it  with  a  fresh  

sea l whose ser ia l number  has been  era sed and repr in ted with  a  laser -pr in t er , so the 

inspect ion  protocol r equ ir es a  car efu l examina t ion .  

The choice of sea ls to effect ively protect  a  given  device r equ ir es exper t ise or  

exper ience; a  tape sea l t ha t ’s effect ive on  cor ruga ted cardboard packaging may lift  

ea sily from th e st eel cabin et  of a  vot ing mach in e.  A simple st r ap sea l tha t ’s effect ive 

as a  r eminder  to a  (well in ten t ion ed) regist ered nurse n ot  to open  a  bin  of used 

syr inges, may be ineffect ive aga inst  a  (dishon est ) a t t acker  who means to stea l an  

elect ion  for  ideologica l or  pecuniary r ea son s. 

The process of r ea son ed select ion , organ iza t ion , recordkeeping, t r a in ing, and 

over sigh t  of sea ls forms a seal use protocol.
1
   Design ing, implement ing, and opera t ing 

a  sea l protocol is expen sive and requ ires sign ifican t  exper t ise and mot iva t ion .  In  th is 

paper  I will presen t  my observa t ion s of New J er sey’s use of sea ls in  elect ions, and 

conclude tha t  a lth ough  New J er sey u ses sea ls, th er e is n o effect ive sea l u se protocol, 

nor  do elect ion  officia ls h ave th e requ ired exper t ise and mot iva t ion .  Con sequen t ly, 

sea ls in  New J ersey elect ions a re not  effect ive for  a  usefu l purpose.   

In  the la st  two sect ions of the paper  I will expla in  why elect ion s pose a  par t icu lar  

cha llenge for  sea l u se protocols:  th e “sea l user” is n ot  just  elect ion  officia ls, t he “sea l 

user ” who n eeds assurance of nontamper ing is r ea lly the public a t  la rge.  

 

2. DIRECT-RECORDING ELECTRONIC VOTING MACHINES 

By 2008, most  count ies in  New J ersey were using Sequ oia  AVC Advantage vot ing 

mach ines.  Th e AVC Advantage is a  direct -recording elect ron ic (DRE) computer .  

That  is, a  voter  indica tes votes by pressing bu t ton s on  user -in t er face; th e computer  

gives feedback by ligh t ing cor r esponding ligh t s; the computer  stores th ose votes in  an  

in tern a l memory and in  a  removable car t r idge.  (Other  models of DR E vot ing 

mach ine u se a  touch -screen  inst ead of bu t tons and an  LCD display in st ead of ligh ts.)  

At  the close of th e polls, t he mach ine pr in t s ou t  the elect ion  resu lt s for  tha t  precinct , 

and the car t r idge is r emoved for  tabu la t ion  (i.e. accu mula t ion  with  oth er  pr ecincts). 

 
1
  “Seal use protocols a re the formal and informal procedures for  choosing, procur ing, t r anspor t ing, stor ing, 

secur ing, assign ing, insta lling, inspect ing, removing, and dest roying sea ls. Other  components of a  sea l use 

protocol include procedures for  securely keeping t rack of sea l ser ia l numbers, and the t ra in ing provided to 

sea l insta ller s and inspectors.  The procedures for  how to inspect  the object  or  conta iner  on to which  sea ls 

a re applied is another  aspect  of a  sea l use protocol.  Seals and a tamper -detect ion  program are no bet ter  

than  the sea l use protocols tha t  a re in  place.”  [J ohnston 2010, ¶ 24]  

 



DRE vot ing mach in es a r e very 

vu lnerable to software-based fraud:  if an  

a t t acker  r eplaces th e firmware (software) 

tha t  determines how the computer  

in terpr et s bu t ton -presses on  the u ser  

in ter face, then  he can  make the mach ine 

fraudulen t ly miscoun t  votes according to an  

a lgor ithm he determin es.  He can  choose the 

a lgor ithm so as to r esist  det ect ion  by black -

box t est ing, th a t  is, not  t o ch ea t  in  

circumstances oth er  than  in  rea l elect ion s.  

In  rea l elect ion s, of cour se, th e pr ivacy of 

the ba llot  pr even ts in terviewing the voter s 

to learn  h ow th ey voted, so un like (for  

example) ban k ATMs there is n o end-to-end 

way to audit  a  “paper less” DRE.  (DREs 

have been  proposed, an d some produced, 

with  a  voter -ver ified paper  audit  t ra il (VVPAT), bu t  the AVC Advan tage studied  here 

does n ot  have a  VVPAT.)  All of th is is well establish ed as a  mat ter  of computer  

science, and is est ablish ed for  the AVC Advantage in  par t icu lar  by our  own r esearch  

[Appel et  a l. 2009, Appel et  a l. 2008]. 

Dur ing 2008 and 2009, in  the cour se of a  lawsuit  over  the con st itu t iona lity of 

using DREs to conduct  elect ion s in  New J ersey, it  became apparen t  tha t  New J ersey 

in tended to r ely on  tamper -eviden t  sea ls a s th e main  means of protect ion  aga inst  

software-based elect ion  fraud.  I served a s an  exper t  witn ess in  th is lawsuit , and as 

such  I had the oppor tun ity to examin e th e sea ls th a t  had been  in  use and the sea ls 

tha t  were proposed (by the Sta t e) for  use in  th e fu ture.  I a lso observed severa l 

aspects of the Sta t e’s protocols for  inspect ing sea ls.  In  th is paper  I will descr ibe 

severa l successive sea l regimes eith er  used or  proposed by the Sta te.  As I will sh ow, 

each  on e tha t  I examin ed is ineffect ive for  th e purpose of protect ion  aga inst  software -

based elect ion  fraud. 

A physica l secur ity mech anism, such  as a  lock or  a  sea l, provides protect ion  if 

eith er  (1) it  sign ifican t ly slows down unauthor ized access to the protect ed item or  (2) 

ther e is a  sign ifican t  likelihood tha t  unau th or ized access will la ter  be detected.  In  

the case of a  DRE vot ing mach ine, th ere a r e man y vu lnerabilit ies th a t  n eed to be 

protect ed, such  a s: computer  ch ips or  por t s tha t  permit  replacemen t  of th e software; 

user -in ter face componen ts; and vote da ta ; “la t er  detect ion” will be sign ifican t ly more 

usefu l if it  occur s before elect ion  resu lt s a r e cer t ified.  The a t t ack it self may come 

hours, days, mon ths, or  year s before th e elect ion  in  quest ion : once fr audulen t  

software is insta lled, it  ma y st ay in  place to a ffect  elect ion  after  elect ion .  

3. PHYSICAL ACCESS TO AVC 
ADVANTAGE ROMS 

The AVC Advantage weigh ts over  200 

pounds, and unfolds to over  6 feet  in  

heigh t  for  elect ion s.  Th e rear  cabinet  

door  open s to revea l th r ee sh eet -meta l 

enclosures (Figure 2).  In side the la rge 

sheet -meta l enclosure a t  top left  (17” 

wide by 14” h igh) is a  circu it -board 

con ta in ing th e “moth erboard” 

computer ; in  th e meta l enclosure a t  

lower  left  (17” wide by 8” h igh) a re 

    
   F igure 1: AVC Advan tage 

   
Figure 2: Rear  of AVC Advantage cabin et  with  

door  open  (h inge a t  r igh t ) 



bat ter ies to provide reserve power ; in  th e small enclosur e (6” by 9”) is a  second 

“daughterboard” computer .   The side of th e moth erboard enclosure visible in  Figure 

2 is a  sheet -meta l circu it -board cover , h eld in  place by 10 screws. 

 

 

 

The motherboard computer  count s the votes and in t erprets voter s’ bu t ton -presses, so 

an  impor tan t  pa thway to software-based elect ion  fraud is  via  r eplacement  of the 

moth erboard firmware  [Appel et  a l. 2009].  The firmware of th e AVC Advantage 

moth erboard computer  is loca ted in  th r ee read-on ly memory (ROM) ch ips, mounted 

in  socket s on  th e moth erboard.  Th e ROM ch ips a re in  a  vin tage-1980-stan dard 40-

pin  DIP package.  By replacing just  one of these ch ips, th e a t tacker  can  make the 

vot ing mach ine fraudulen t ly a lter  r esu lt s before r epor t ing th em a t  the close of th e 

polls.   As we have repor t ed [Appel et  a l. 2009, 2008] there a r e no sign ifican t  digita l 

or  cryptographic protect ion  or  detect ion  mechanisms for  ROM replacement .  In  th is 

paper  we concent ra t e on  physica l protect ion s or  tamper -evidence. 

 
Figure 3: Close-up of ROM ch ips (with  

white labels). 

b
atteries 

Figure 4:  Circu it -board cover  removed 

from motherboard enclosu re.  Bot tom 

cen ter , pan el for  on /off kn ob.  Top cen ter  

(just  t o th e r igh t  of “ba t t er ies”), a  green  

st rap sea l r ema in ing aft er  the circu it -

board cover  has been  moved past  it  (see 

discussion  of “sea l regime #1”).  Sligh t ly 

to the lower  r igh t  of cen ter , 1 

configura t ion  ROM and 3 program ROMs 

with  whit e labels.  At  top left  and top 

cen ter  of enclosure, on e can  see two of 

the 10 th r eaded holes for  the scr ews tha t  

hold th e circu it -board cover  in  place. 



The simplest  way t o replace a  ROM ch ip is to (1) un lock th e cabinet  door ;  (2) 

unscrew 10 screws th a t  hold th e circu it -board cover  in  place; (3) unhook (bu t  not  

oth erwise open) the daughterboard box to get  it  ou t  of the way of the circu it -board 

cover ; (4) remove th e circu it -board cover ; (5) pry ou t  one ROM ch ip; (6) press in to 

place a  replacemen t  ROM; (7) replace the circu it -board cover ; (8) replace the 

daughterboard box on  it s hook; (9) r eplace th e screws; (10) lock th e door .  

Th is process can  be r eliably and r epea tedly don e in  under  7 minutes.  St eps 1 and 

10 ar e easily accomplished using the simplest  of ordinary lock -picking tools.  St eps 2 

and 9 a re done u sing an  ordinary Phillips scr ewdr iver .  Steps 3, 4, 6, 7, and 9 requ ir e 

no tools a t  a ll.  Step 5 r equ ir es a  fla t -blade screwdr iver .  Steps 2 and 9 take th e 

major ity of th e t ime. 

The cabin et  door  is secu red by a  cheap wafer -tu mbler  lock.  Someon e with  no 

exper ience in  lock-picking can  easily be taught  to pick th is lock.  In  par t icu lar , I had 

no previous exper ience in  picking locks.  I received a  few minutes of advice about  

lock-pick tools and inst ruct ion  on  their  use from a  Pr inceton  University graduate 

studen t .  I found th a t  lock -picking tools a r e easily ava ilable on  th e In t ern et .  I  bought  

a  set  of lock-picking tools for  less than  $40.  With  an  hour  or  two of pract ice, I cou ld 

reliably pick the lock of the AVC Advantage cabinet .  Aft er  more pract ice, I cou ld pick 

the lock in  an  average of 13 seconds (measured over  10 t r ia ls on  two differen t  vot ing 

mach ines).  Therefore th e cabinet -door  lock does not  provide substan t ia l protect ion  

aga inst  ROM replacement . 

The AVC Advan tage was apparen t ly design ed by it s manufactur er  to 

accommodate two differen t  kinds of sea ls, a  circu it -board-cover  sea l and a  resu lt s-

car t r idge sea l. Th ese design  element s a r e shown in  Figures 5 and 6, and consist  of 

holes in  th e circu it -board cover , circu it -board case, car t r ige-h older , and car t r idge. 

 

 A circu it -board-cover  sea l can  secure th e circu it -board cover  to th e circu it -board 

enclosure, in  an  a t t empt  to protect  th e circu it -board from tamper ing.  Th ere is a  ¼-

inch  diameter  h ole n ear  the upper  r igh t  corn er  of the circu it -board cover , and a  

cor responding h ole in  th e enclosure.  In  pr inciple, one can  loop a  st r ap sea l th rough  

these two h oles.  Th e h ole is visible in  Figure 5, next  to th e label “DO NOT 

REMOVE”.   

 

  

The ROM ch ips a r e not  th e on ly devices undernea th  the circu it -board cover : t here 

a re a lso 4 AA bat ter ies th a t  provide ba t t ery backup for  da ta  in  RAM memory on  the 

moth erboard.  Th ese ba t t er ies a re visible a t  top cen ter  in  Figure 4.  Thus, th e circu it -

board cover  mu st  be r emoved not  on ly for  in frequ ent  ma in tenance even ts, such  as 

inst a lling firmware upgrades by r eplacing ROM ch ips; every year  or  two the ba t t er ies 

             
F igure 5: Hole for  circu it -board-cover  sea l F igure 6: Car t r idge with  st rap sea l 

 



must  be replaced.  In  any sea l protocol tha t  uses the circu it -board-cover  sea l, it  must  

be r eplaced a t  lea st  wh en  the ba t ter ies a r e r eplaced.  

The Resu lt s Car t r idge holds elect ron ic ba llot  defin it ions (i.e., which  candida tes 

a re running) and elect ron ic vote da ta  (i.e., h ow many votes th ey got ).  It  is insta lled 

by elect ion  workers severa l days before the elect ion ; it  is removed by pollworker s a t  

the polling place r igh t  a ft er  th e polls close.  The car t r idge is th en  t ran spor t ed to a  

cen t ra l sit e for  tabu la t ion .  The car t r idge is about  the size of a  VCR tape; it  has a  

ha lf-inch  by on e-sixt een th -inch  slot , and the meta l car t r idge-socket  enclosure has a  

cor responding slot  on  each  side, th rough  which  a  st r ap sea l can  be looped.  See  Figure 

6, with  a  blue pla st ic st r ap sea l looped th rough  th e slot  a t  the top of th e ca r t r idge-

holder  and car t r idge; the ser ia l-numbered t ag of the st rap sea l is par t ly visible a t  left .  

4. A MODEL OF THE ATTACKER 

A secur ity protocol can  be eva lu a ted aga in st  an  attack  m odel, tha t  is, a  

charact er iza t ion  of the mot iva t ion  of th e a t t acker , resources ava ilable to th e a t tacker , 

how much  t ime and effor t  the a t tacker  is willing to spend, willingness of th e a t tacker  

to u se un lawfu l mean s, how much  au thor ized access does th e a t tacker  to th e 

protect ed ma ter ia l, and so on . 

Motivation: In  the case of an  a t tack on  a  vot ing machine, the a t tacker ’s mot iva t ion  

is (presumably) to commit  elect ion  fraud, t o st ea l an  elect ion  by a lt er ing vote tota ls 

inside the vot ing mach ine dur ing the elect ion .  Histor ica l studies sh ow many 

inst ances of per sons willing to commit  elect ion  fraud by mean s such  a s ba llot -

stu ffing, tamper ing with  mechanica l vot ing mach ines, coercing voter s, a lt er ing vote 

tota ls a ft er  th ey are r epor ted by th e precincts, an d so on .   Another  mot iva t ion  for  

a lt er ing vote tot a ls is not  necessar ily to win , bu t  t o get  enough  votes to qu alify for  

match ing funds, ba llot  sta tus in  fu ture elect ion s, an d so on .  

Resources: Candida tes for  the presidency of the United Sta t es rou t inely spend 

hundreds of millions of dolla rs to get  elect ed; candida tes  for  Governor  of New J ersey 

somet imes spend t en s of millions.  Independent  groups not  a ssocia t ed with  the 

candida tes rou t in ely spend millions of dolla r s.  Volun teer s and par ty workers 

rou t in ely devote hundreds of hours to polit ica l campaigns, even  separa t e ly from the 

flow of mon ey.  Even  candida tes wh o ar e qu it e honest  can  somet imes a t t r act  

suppor t er s who ar e willing to use uneth ica l or  fraudulen t  mean s.  If th ere is a  

limit a t ion  on  r esources, it  is not  in  “how much  is it  wor th  to get  elect ed?,” bu t  more in  

“how many people can  be involved in  an  elect ion  fraud before word leaks ou t?” 

T im e: E lect ion  campaign s go on  for  month s or  year s; a t t ackers have substan t ia l 

t ime to prepare. 

S kills: In  th is paper  I am assuming th a t  the a t t acker  has no specia l kn owledge 

abou t  secur ity sea ls.  Th e a t tacker  is assumed to know th e gen era l purpose of the 

sea l as applied to th e vot ing mach in e; to be r esourcefu l en ough  to look for  sea l 

samples on  the In tern et ; and to be modera tely handy with  simple workshop tools.  

Access: Some in sider s—elect ion  worker s wh o ar e employees or  con t ractor s of 

county elect ion  officia ls—may rou t inely have access to AVC Advantage vot ing 

mach ines with  th e circu it -board cover  r emoved.  Th is is necessary approximately 

once per  year  to change the ba t t ery.  An y sea l protocol may be en t ir ely useless in  

preven t ing these insider s from fraudulen t ly replacing ROM ch ips.  The same may be 

t rue of in sider s working for  the manufactur er  of the vot ing mach ine.  

Other  in siders may have rou t in e access to the warehou se where th e vot ing 

mach ines a r e stor ed, and where th ey are pr epared for  each  elect ion , under  

circumstances where the circu it -board cover  is in  place.  Such  an  in sider  may have 

access to 500 or  more vot ing mach ines a t  the same place, for  long per iods of t ime.  

The sea ls (or  other  secur ity measures) mu st  protect  aga inst  an  in sider  who has such  

access.  



Outsiders—ordinary member s of th e public—have access to vot ing mach in es when  

they are left  in  public places for  severa l days before and aft er  elect ion s.  Becau se 

AVC Advantage vot ing mach ines a r e big and h eavy, it  is impract ica l for  elect ion  

workers to t ran spor t  them to the polling places on  the day of the elect ion .  Instead 

(according to t r ia l t est imony by elect ion  officia ls) th ey ar e delivered by t ruck up to a  

week before th e elect ion  (it  t akes severa l days for  a  county to deliver  hundreds of 

vot ing mach in es to hundreds of polling places), and they are picked up in  the week 

after  the elect ion .  Polling places include elementary school gymnasiums, un iversity 

academic bu ildings, church  basemen ts, lobbies of municipa l bu ildings, and volun teer  

firehou ses.   In  many of th ese loca t ions, a  member  of the public can  easily ga in  access 

to un at tended vot ing machines dur ing weekdays and weekends before and/or  a fter  

the elect ion , a t  t imes when  no other  per son  is presen t  [Felt en  2006, 2008a , 2008b, 

2009]. 

An alternate m odel for the attacker:  Th e very sea l protocol th a t  is pu t  in  place to 

protect  th e votes and vote-count ing software from vote-stea ling a t tacker s, becomes a  

ta rget  for  a  qu ite differen t  form of a t t ack:  den ia l of service.  An  a t tacker  wh o simply 

cu ts, r emoves, or  dest roys tamper -indica t ing sea ls (without  doing anyth ing else) can  

a t t empt  to ca ll th e legit imacy of the elect ion  in to quest ion .  Th is is a  fundamenta l 

problem with  th e use of sea ls to secure elect ions. 

5. EVALUATION CRITERIA FOR SEAL PROTOCOLS 

Unless all of the following cr iter ia  hold , ser ia l-numbered t amper -eviden t  sea ls cannot  

provide effect ive protect ion .  (Even  so, th ere is no guaran tee tha t  th is list  is 

exhaust ive in  a  par t icu lar  applica t ion —secur ity is difficu lt !) 

 

1. The sea l must  be in  place a t  t imes when  the a t t acker  has access to th e con ta in er .   

(In  th is ca se, th e con ta iner  is the AVC Advantage moth erboard enclosure.)  

2. The a t tacker  cannot  bypass th e sea l en t irely, tha t  is, in  order  to ga in  access to th e 

protect ed it em, the a t tacker  must  r emove (or  otherwise defea t ) the sea l.   

3. It  must  be difficu lt  for  the a t tacker  to remove an d replace th e (same) sea l without  

leaving evidence of tamper ing. 

4. It  mu st  be difficu lt  for  the a t t acker  to r emove the sea l and r eplace it  with  a  

differen t  one with out  leaving evidence of tamper ing.  Th is is usu a lly accomplished 

by 

a . Manufactur ing each  sea l with  a  ser ia l number  (or  other  un ique iden t ifier ) 

b. Refusing to m anufactur e the same ser ia l number  on  two differ en t  sea ls  

c. Design ing th e sea l so tha t  the era sure and rewr it in g of the ser ia l number  will 

leave evidence of tamper ing. 

Implicit  in  th is cr it er ion  is tha t  it  must  be difficu lt  for  the a t t acker  to counter feit  a  

sea l “from scra tch ,” i.e. manufacture close-enough  looking sea ls.  I am not  sure 

how much  exper ience with  in ject ion -molding of pla st ics on e n eeds to be able to do 

th is, bu t  rea lly tha t ’s r a r ely th e poin t :  in  th e vast  major ity of ca ses ther e a re 

       
Figure 7: Una t t ended vot ing mach ines in  public places the weekend before an  elect ion  



much easier  a t tacks—either  th e simple r emoval and replacemen t  of the or igina l 

sea l, or  the purchase of ext ra  (legit ima te) sea ls and changing their  ser ia l number , 

or  the purchase of ext r a  sea ls to re-use some of th eir  par ts with  th e ser ia l number  

of th e or igina l sea l. 

5. Th e sea l u ser  (in  th is case, coun ty elect ion  officia ls) must  implement  and execu te a  

protocol for  applying the sea ls, with  organ ized r ecords of which  ser ia l-numbered 

sea l is a t tach ed to which  ser ia l-numbered con ta in er ; and the r ecords themselves 

must  be protect ed from tamper ing. 

6. As par t  of th is protocol, the sea l user  must  r egu lar ly inspect  th e sea l for  evidence 

of tamper ing, and compare it s ser ia l-number  with  the records. 

7. Th e sea l u ser  mu st  t ra in  the inspectors [J ohn ston  1997] 

a .  t o under st and th e purpose of th e in spect ion ; 

b. t o detect  th e kinds of tamper ing th a t  a re plau sible for  each  specific kind of sea l 

used; 

c. to under stand what  condit ion s in  the sea l a r e normal, caused by var ia t ion  in  

manufactur ing, or  in  applica t ion  of the sea l, or  in  wear  and t ear ;  

d.  to per form th e n ecessa ry recordkeeping; 

e.  to r epor t  anomalies. 

8. F ina lly, it  mu st  be the ca se tha t  if anoma lies a re detected and r epor ted, some 

appropr ia te act ion  will be taken . 

If any one of th ese condit ion s is missing, th e sea ls a re likely to be in effect ive in  

detect ing unauth or ized access to th e con ta in er .  I will eva lu a te New J er sey’s use of 

sea ls with  r espect  t o th ese cr it er ia . 

6. SEAL REGIME #1,  1990-2008 

Between  1987 and 2005, one New J er sey county after  an oth er  adopted the AVC 

Advantage vot ing mach in e;  19 ou t  of 22 coun t ies a re now u sing it .  The use of sea ls 

may have differ ed sligh t ly from one coun ty to another .  I observed th e sea ls in  u se, 

and the mann er  in  which  they were used, dur ing the 2004 presiden t ia l elect ion  in  

Mercer  County, by visit ing the polling place an d watch ing the procedures th a t  

pollworkers u sed in  closing the polls; dur ing th is t im e I a lso observed th e inside of 

the cabin et  with  th e door  open .  In  J u ly 2008 I examined vot ing mach ines from Union  

County tha t  had been  u sed in  th e February 2008 presiden t ia l pr imary; in  th is 

examina t ion  I h ad fu ll access to two vot ing mach in es for  30 days.  In  2008-09 th ere 

was extensive deposit ion  and t r ia l t est imony from severa l county and sta te elect ion  

officia ls about  the u se of sea ls.  Based on  th ese observa t ion s and test imon y I can 

descr ibe how sea ls were u sed dur ing tha t  per iod.   

No circu it -board-cover  sea l was used dur ing th is per iod.  That  is, th e hole labeled 

“DO NOT REMOVE” had no sea l; if ther e was one, it  had been  removed. 

Based on  represen ta t ion s from the manufactur er  in  cour t  document s from 2004 

and 2008 I con jecture tha t  a  circu it -board-cover  sea l may perhaps have been  in sta lled 

by th e manufacturer ; I  fu r ther  con jectur e th a t  no advice was given  by th e 

manufacturer  to county elect ion  officia ls about  th e use, in spect ion , and replacemen t  

of th is sea l;  I fu r ther  con jecture th a t  (if th is sea l was ever  in sta lled a t  a ll) it  was 

removed dur ing rou t in e main ten ance (ba t t ery replacement) and not  r eplaced.  

With out  con jecture, I observed tha t  n o such  sea l was presen t  in  2004 or  2008 on  

Mercer  County mach ines, or  in  2008 on  Un ion  County mach ines. 

Conclu sion :  No circu it -board-cover  sea l was u sed in  Sea l Regime #1. 

 



Var iou s differen t  plast ic st rap sea ls were 

used dur ing th is per iod a s Resu lt s Car t r id ge 

(RC) sea ls.  The sea l used by Mercer  County 

in  2004 was a  pla st ic band (i.e., th e st rap 

was not  axia lly symmetr ic), perhaps similar  

to th e on e sh own in  Figure 9 (I did not  take 

con temporaneous ph otographs and am 

relying on  my memory).  The (exact ) sea l 

used by Union  County in  February 2008 is a  

plast ic st rap sea l shown in  Figure 8. 

 

The main  purpose of the Resu lt s 

Car t r idge sea l is t o secu re th e RC aga inst  

removal (as shown in  Error! Re fe re n ce  

sou rce  n o t fou n d.).  The RC sea l is 

inst a lled before th e vot ing mach ines a r e 

t ranspor t ed to th e pollin g place.  After  th e 

close of th e polls, typica lly a t  8 p.m. on  

elect ion  day, pollworker s a re supposed to per form these steps:  (1) Cut  the sea l with  a  

scissors; (2) wr it e down the sea l’s ser ia l number  on  the precinct ’s elect ion -resu lt s 

form; (3) sign  the form; (4) place th e sea l, th e form, and the car t r idge in  a  specia l 

zippered pouch ; (5) sea l t h is pouch  with  a  pla st ic t ab sea l; (6) t ran spor t  th is pouch  to 

a  cen t r a l loca t ion , wh ere the elect ron ic da ta  in  th e car t r idge will be uploaded in to a  

computer  for  tabu la t ion . 

F igure 8 shows tha t  an  RC sea l was insta lled by Union  County in  an  empty 

car t r idge-slot  on  one of the two vot ing mach in es tha t  they deliver ed to me in  mid -

2008 for  examinat ion  (th e oth er  of th e two machines had n o sea l a t  a ll).  Th is use 

does not  serve the purpose of detect ing unau thor ized remova l of a  car t r idge.  It  cou ld, 

in  pr inciple, detect  th e un author ized inser t ion  of a  car t r idge.  

A secondary, perhaps un in tended, purpose of the RC sea l is t o preven t  removal of 

the circu it -board cover .  F igure 8 sh ows tha t  t he circu it -board cover  h as two 

rectangular  h oles, with  a  sh eet -meta l car t r idge holder  poking th rough  each  on e. 

(Each  of the two white a r rows on  th e mach in e’s label poin t s to one of these holes.)  

Even  aft er  the scr ews holding the circu it -board cover  a r e r emoved, on e migh t  th in k 

tha t  a  st rap sea l th rough  the two slots in  th e ca r t r idge h older  cou ld preven t  the 

circu it -board cover  from sliding off of the car t r idge h older . 

Therefore, we can  per form  the exercise of eva lu a t ing the RC st rap sea l a s a  means 

of protect ing th e ROM ch ips on  the circu it  board. 

 

1. Is the seal in  place at tim es when  the attacker has access to the con tainer? 

NO. After  pollworker s r emove th e sea l on  elect ion  n igh t , the vot ing mach ine 

remain s in  a  public place for  severa l days un t il a  t ruck comes to collect  it .  

Replacement  of ROM ch ips dur ing th is per iod will permit  fr aud in  th e next 

elect ion(s). 

NO. In sider  a t tackers h ave access to vot ing mach ines in  the wareh ouse between  

elect ions.  At  such  t imes, t he RC sea l is n ot  pr esen t .  

 NO. With  respect  t o protect ing the RC it self (a s opposed to the circu it -board 

cover ), th er e is a  ser iou s danger  of t amper ing with  the RC aft er  it  ha s been  

removed from th e vot ing mach ine [Appel et  a l. 2009]. 

2. Must one rem ove (or oth erwise defeat) the seal to gain  access to the protected  item ?  

NO. Th e sea l u sed by Un ion  County is so flexible tha t  I was able to r emove the 

circu it -board cover  without  removing th e sea l.  Th e same is t ru e of the RC sea l 

 
Figure 8: P la st ic st rap sea l on  Union  

County vot ing mach ine 

 

 
Figure 9: Band-type pla st ic st r ap sea l 

 



used by Mercer  County in  2008.  It  is possible tha t  a  band -type sea l (as in  F igure 

9) used by Mercer  County in  2004 wou ld preven t  th is.  

3. Is it d ifficu lt for the attacker to rem ove and  replace the (sam e) seal w ithout leaving 

evidence of tam pering? 

NO.  Th e sea ls u sed by Union  County are very easy to defea t  in  a  few seconds, by 

poking a  jeweler ’s screwdr iver  in to the open ing and ther eby disengaging the 

teeth .  St rap sea ls in  gen era l a r e ea sy to defea t  with  simple tools [J ohn ston  and 

Garcia  1997].  Th e jeweler ’s scr ewdr iver  is not  n ecessar ily even  th e best  or  fa st est  

way to defea t  th is sea l; it  is th e one tha t  occur r ed to the au thor , who was (a t  t ha t  

t ime) en t irely an  amateur  a t  defea t ing sea ls.  

4. Is it d ifficu lt for the attacker to rem ove the seal an d  replace it w ith  a d ifferent one? 

NO. The sea l was marked  “INTAB  0000585”.  INTAB is th e name of the 

manufacturer .  Union  Cou nty has approximately 800 vot ing mach ines.  Th is very 

st rongly suggests tha t  Un ion  Coun ty ordered a  ba tch  of sea ls from INTAB, and 

tha t  INTAB star t ed the ser ia l number s from 0000000 for  each  ba tch .  Thus, th ere 

is evidence tha t  INTAB manufactures sea ls with  du plica t e number s, and tha t  an  

a t t acker  would be able to purchase a  ba tch  of sea ls from INTAB with  the same 

ser ia l numbers a s a ll th e sea ls used in  Union  Coun ty’s 2008 Presiden t ia l pr imary 

elect ion .  In  fact , many (though  not  a ll) sea l manu facturer s will sell sea ls with  

any desired range of ser ia l numbers, regardless of the ranges ordered in  the past  

and who ordered th em. 

5. Did  the seal user (county election  officials) im plem ent and  execu te a protocol for 

applying the seals, w ith  organized  records of which serial -num bered  seal is attached  

to which  serial-num bered  container? 

NO. Subsequen t  deposit ion  and t r ia l t est imony by New J er sey elect ion  officia ls 

showed tha t  they had n ot  taken  sign ifican t  st eps in  sea l regimes #2, #3, and #4 to 

design  a  sea l use protocol.  I do not  kn ow how or  if the elect ion  officia ls organ ize 

the r ecords of sea l ser ia l number s, bu t  in  a  t r ia l which  ended up wi th  sign ifican t  

focus on  sea l effect iveness, they were able to offer  no test imony on  th is topic.  

6. Did  the seal user inspect the seal for evidence of tam pering, and com pare its serial -

num ber with  the records? 

NO.  Pollworker s a re supposed to r emove th e sea ls and record th eir  ser ia l 

number s.  Two differ en t  kinds of evidence show tha t  th ey do th is on ly abou t  ha lf 

the t ime.  F ir st , a  sample of 50 differ en t  paper  resu lt s -r epor ts fr om severa l 

count ies in  th e Febru ary 2008 pr imary elect ion  show tha t  in  just  50% of th e 

cases, a  sea l number  is wr it t en  down in  the blank provided for  tha t  purpose.  In  

the other  ha lf of th e cases, the blank is left  empty, or  a  vot ing-machin e ser ia l 

number  is er roneou sly en ter ed instead.  Second, I sen t  a  team of observers 

(including myself) t o wa tch  5 differ en t  precincts per form their  close-of-polls 

du t ies on  th e even ing of the November  2008 Presiden t ia l elect ion .  About  ha lf of 

the pr ecinct s’ pollworker s did not  kn ow wha t  to do with  the sea ls; in  two 

precinct s they left  the sea ls on  th e floor .  In  my observa t ion , both  in  2004 and 

2008 in  Mercer  Coun ty, the pollworker s did n ot  closely examine th e sea l for  

evidence of tamper ing. 

    Pr ecinct  pollworkers a re n ot  given  access to th e r ecords showing what  sea l 

number  sh ould be on  each  vot ing mach in e.  If any compar ison  is don e a t  a ll, it  is 

by elect ion  worker s wh o receive the forms on  which  the pollworker s wrote the 

ser ia l number .  Th e fact  tha t  about  h a lf th e forms lack the ser ia l number  

suggests tha t  th e compar ison  is n ot  taken  ser iously.  

7. Are seal instructors trained  (a) to understand  the purpose of the inspection , (b,c) to 

understand  the physical properties of the seal and  m odes of tam pering, (d ) to perform  

recordkeeping, (e) to report anom alies? 



NO.  Pollworker s a r e h ired from among the gen era l public to work 15 hour s on  

elect ion  day for  $200, with  two h ours of t ra in in g before elect ion  day.  Th is 

t ra in ing cover s h ow to ru n  a  polling place and conduct  elect ions; it  is n ot  specific 

to sea ls.  I h ave in spected the pollworker  in st ruct ion  manua ls from th ree 

differen t  count ies; these manuals give no inst ruct ion  in  the purpose of the sea ls 

or  in  in spect ing th em for  t amper ing.  

8. If anom alies are detected  and  reported , is som e appropriate action  taken? 

NO. As observed, th e ra t e of fa ilu r e for  inspector s to r ecord any ser ia l number  a t  

a ll is about  50%.  This is likely consist en t  from year  to year  (th ough  th e on ly 

quant ita t ive evidence we have is fr om February 2008 and November  2008), and 

yet , no cor r ect ive act ion  in  the sea l-in spect ion  process was made; n o county clerk 

fa iled to cer t ify an  elect ion  based on  missing sea l n umber s.  

 

Thus, sea l regime #1 is ineffect ive in  a lmost  every possible way.  Even  for  the 

purpose of detect ing tamper ing with  the Resu lts Ca r t r idge (a s opposed to th e circu it -

board cover ), sea l regime #1 is in effect ive with  respect  to cr it er ia  1, 3, 4, 6, 7, and 8.  

7. SEAL REGIME #2,  NOVEMBER 2008 

In  lit iga t ion  over  th e con st itu t iona lity of using paper less DRE vot ing mach ines in  

New J ersey, on  Sept ember  2, 2008, Pla in t iffs delivered to th e Cour t  an  exper t  repor t  

descr ibing th e vu lnerability of th e AVC Advantage to software -based elect ion  fraud.  

The r epor t  expla in ed the ineffect iveness of sea l r egime #1, and added th a t  merely 

adding more sea ls would not  be a  panacea , cit ing th e work of J ohnston  [1997].  

In  a  pret r ia l conference in  September , th e Cour t  expressed concern  and a sked the 

Defendant  (the Sta t e of New J ersey) what  they were going to do to secure th e vot ing 

mach ines for  th e November  2008 Presiden t ia l elect ion .  Th e Sta t e responded tha t  

they would add more sea ls to secure the circu it -board cover .  Th e Sta t e’s solu t ion , 

which  I will ca ll “sea l r egime #2”, is descr ibed in  October  2008 by th e manufacturer  of 

the vot ing mach in e, Sequ oia  Vot ing Systems [Sequ oia  2008]. It  is well summar ized 

by Figure 10, taken  from the document  publish ed on  Sequ oia’s web site.  Th is sea l 

regime was in  u se dur in g the November  2008 genera l elect ion .  In  m id -November  

2008, I obta in ed samples of th ese sea ls from  the Sta te and I was able to examin e 

them. 

The Resu lt s Car t r idge sea l is essen t ia lly th e same a s before.  Th e th ree n ew sea ls 

a re a  cup sea l, a  wir e sea l, and a  pr essure-sen sit ive adhesive (PSA) sea l.  I will 

consider  each  in  tu rn . 

 
Figure 10: Sequoia  Vot ing Systems's proposed sea l r egime, September  2008  

 



Cup seal, ¾-inch  diameter , manufactur ed by 

Amer ican  Cast ing and Manufactur ing, with  an  

engraved ser ia l number .   Th is kind of sea l is 

somet imes ca lled an  “E -cup” sea l; Sequ oia  her e 

ca lls it  a  “secur ity screw cap”.  Th e sea l is used 

over  one of th e 10 scr ews tha t  hold the circu it -

board cover  on to th e circu it -board enclosure.  

The base (a t  left  in  Figu re 11) is placed over  a  

screw h ole; the scr ew is screwed th rough  th e 

base, th rough  the clear an ce hole in  th e circu it  board cover , and in to a  th r eaded hole 

in  the enclosure.  Th en  th e cap (a t  r igh t  in  Figure 11) is pressed in to th e base, where 

it  is gr ipped by radia l spr ing prongs in  the base.  

The ¾-inch  ACM cup sea l has a  ser ia l number  on  th e cap, bu t  no ser ia l number  on 

the base.  Therefore, any meth od of a t t ack th a t  dest roys th e base bu t  leaves the cap 

undamaged will defea t  t h is sea l, as long as the a t t acker  can  obta in  a  su pply of 

undamaged bases.  I fou nd tha t  it  is genera lly easy to obta in  sea l samples from 

Amer ican  Cast ing and Manufactur ing, and to purchase sea ls.  ACM adver t ises it s 

sea ls on  th e In tern et , in cluding th is cup sea l.  An  a t tacker  cou ld easily obta in  

addit iona l sea ls in  quan t ity, a t  a  pr ice of abou t  75 cen ts each . 

I found two meth ods of defea t ing th is sea l.  Th e fir st  method leaves both  th e sea l 

and the base in tact , bu t  I did not  per fect  th is meth od to th e poin t  wh ere I con sider  it  

en t ir ely r eliable.  The a t t acker  cu ts a  r ectangle of a luminum roof fla sh ing (tha t  is, 

th in  sheet  a luminum, though  not  near ly so th in  as a luminum foil) about   2.3 inches 

by 5 inches.  Th is is r olled in to a  tube, ¾ inches in  diameter  by 5 inches lon g.  The 

tube fit s in  between  th e base and th e cap, where it  is h ammered in to place.  The end 

of th e tube deforms, gr ipping undernea th  th e base.  Then  a  twist  of th e wr ist  (often) 

removes th e cap. 

The second method is much  simpler .  The a t t acker  in ser ts a  th in  fla t -blade 

screwdr iver  ver t ica lly between  th e cap and the base, and th en  bends it  down to a  

hor izon ta l posit ion .  Th is fla t t ens th e base bu t  does not  damage the cap.  Aft er  doing 

th is severa l t imes around the per imeter  of th e base, it  is ea sy to pry off th e cap.  If 

ther e is any damage a t  a ll to the cap, it  is a t  th e bot tom of th e cap in  a  place tha t  will 

be invisible once the cap is replaced on to a  new base.  The a t tacker  th en  removes the 

screw, which  is st ra igh t forward.  After  th e circu it -board cover  is removed and then  

replaced, a  fresh  base is insta lled, and th e or igin a l (se r ia l-numbered) cap is pressed 

in to place. 

Roger  J ohnston  has a  th ird method tha t  defea t s th is sea l with out  needing any 

fresh  par t s (such  as the r eplacement  base tha t  my a t tacks use), in  just  a  few seconds. 

[J ohnston  2010] 

Wire rope lock  seal.  The wire rope lock sea l has a  meta l componen t  tha t  looks like 

a  padlock, and a  long bra ided steel cable (Figure 12).  Th e padlock is about  one inch  

in  heigh t , 1/4 inch  in  th ickness. 

In  use on  th e AVC Advan tage, th e cable is th r eaded th rough  a  hole in  th e circu it  

board cover  and on e in  the enclosure undern ea th , tying them togeth er .  Then  the 

cable is push ed th rough  a  hole in  th e “padlock”.  Inside th e padlock th ere a re two 

st eel ba lls and a  spr ing, in  a  configura t ion  tha t  makes it  “impossible” to pu ll the wir e 

back ou t . 

 I found th a t  th is sea l is qu ickly and easily defea ted.  Th e padlock body is soft  

meta l.  Th e base of th e “padlock” is (probably the sa me) soft  meta l, abou t  1 

millimeter  th ick, press-fit ted in to place.  There a r e two h oles, just  la rger  than  the 

wire diameter .  Wh en  the sea l is locked, th e wire prot rudes th rough  on e of these 

holes, and th e other  is empty.  By th reading a  #4 wood scr ew thou gh  the empty hole, 

one can  yan k ou t  th e en t ire base with  a  pa ir  of plier s.  Th is leaves a lmost  n o marks 

 
Figure 11: Cup sea l (3/4 in ch) 

 



a t  a ll on  the base, and absolu tely n o marks a t  a ll on  the ser ia l-numbered padlock.  

When  th e base is r emoved, th e in t erna l component s (ba lls and spr ing) can  be 

removed.  Th en  the cable easily comes ou t . La ter , the padlock can  be reassembled, 

and the base can  be pr essed in to place.  Th is leaves th e cable lock sea l as good as 

new, easily reinst a lled. Th e fir st  t ime I t r ied th is on  an  actua l vot ing mach in e, it  t ook 

50 seconds. 

 

 

 

 

 
F igure 12: Wire cable sea l (E . J . Brooks Co.) 

 

 The cable lock sea l can  be used in  eith er  of two configura t ion s.   

 In  the fir st  configura t ion , on e pu lls the cable th rough  the padlock, and on e leaves 

the end of the cable un t r immed.  In  th is configura t ion , th e a t tack as descr ibe d above 

works st ra igh t forwardly. 

 In  the second configura t ion , a ft er  the cable is pu lled th rough  the padlock, one 

cu ts off th e ext ra  cable.  Th is makes th e end of the cable fray.  If the a t tacker  na ively 

applies th e a t tack a s descr ibed above, th e cable will fray a ll the way (th roughout  it s 

length).  I found var iou s ways tha t  th e a t tacker  can  st ill  defea t  the sea l.  For  

example, while the padlock is in  it s disassembled st a te, I have found tha t  I can  twist  

the fr ayed cable end together  enough  to feed it  th rough .  Th e t r ick  is to pu ll t he wir e 

th rough  th e differ en t  component s of th e padlock before reassembling the padlock. 

 Thus, the padlock sea l is ea sy to r emove and reinst a ll with  simple tools, in  either  

of th ese two configura t ion s. 

J ohnston  has an  a lt erna te a t tack on  th is sea l [J oh nston  2010] which  is probably 

fast er  th an  min e. 

Pressure-sensitive ad hesive (PS A) tape seal.  The PSA tape is sold by E . J . Brooks 

Co. a s “type KR” [Brooks 2008].  Th e tape is a t tach ed, a t  th e left  of the cabin et  (when  

viewed from th e rear ) ha lf on  the ou t side cabin et  of the AVC Advantage and ha lf on  

the circu it -board cover .  A second iden t ica l PSA sea l a t t aches th e circu it -board cover  

to th e daughterboard box, and a  th ird sea l a t tach es th e daughterboard car t r idge to 

the daughterboard box.   The th ird sea l need not  be touched when  unhooking the 

daughterboard box and r emoving th e circu it -board cover . 

The t ape is pr in t ed with  the Grea t  Sea l of th e Sta t e of New J ersey, a t  left , and a  

ser ia l number , a t  r igh t .  The adhesive is designed to show tamper ing: if one peels off 

the sea l, par t  of the adhesive remain s on  th e sh eet  meta l (a nd detaches from th e 

plast ic t ape) to display the words “OPEN VOID OPEN VOID”. 

Although  I had n ot  had previou s exper ience r emoving tamper -eviden t  PSA tape 

sea ls, I had removed bumper  st icker s from my car  using a  hea t  gun .   Based on  th is 

pract ica l exper ien ce, I applied a  hea t  gun  to the tape sea l.  Th is soften s the adhesive 

enough  so tha t  I can  remove th e sea l (using a  single-edge razor  blade), and la ter  

replace it , with out  any evidence of t amper ing.  Th e let ter s “VOID” or  “OPEN” do not  



appear .  I found tha t  80 seconds applica t ion  of hea t  was sufficien t , followed by 40 

seconds of carefu lly peeling off the tape.  Thus, it  t ook 2 minu tes to remove the tape.  

Rein sta lling th e tape la t er  is simple: on e just  presses it  down.  Th is takes abou t  2 

seconds. 

Evaluating seal regime #2. 

 

1. Is the seal in  place at tim es when  the attacker has access to the con tainer? 

NO, for  in side a t t ackers whose job includes r eplacing th e ba t ter ies on  the 

moth erboard. 

YES, for  ou t side a t tacker s such  a s th ose in  th e polling place.  

2. Must one rem ove (or oth erwise defeat) the seal to gain  access to the protected  item ? 

YES.  Th e circu it -board cover  cannot  be r emoved without  r emoving these sea ls.  

(NO.)  Roger  J ohn ston’s group found a  way to replace th e ROM ch ips with out  

removing the circu it -board cover .  I t  is not  clear  whether  an  amateur  a t tacker  

would find th is meth od. 

3. Is it d ifficu lt for the attacker to rem ove and  replace the (sam e) seal w ithout leaving 

evidence of tam pering? 

NO.  Th e meth ods I descr ibe above a llow the a t t acker  to r emove and replace 

these sea ls. 

4. Is it d ifficu lt for the attacker to rem ove the seal an d  replace it w ith  a d ifferent one? 

Un kn ow n .  I did not  a t t empt  to determin e how easy it  would be to purch ase 

sea ls from ACM and from Brooks with  duplica t e ser ia l numbers, or  to purch ase 

sea ls with  differ en t  ser ia l number s and change th e number s.  

5. Did  the seal user (county election  officials) im plem ent and  execu te a protocol for 

applying the seals, w ith  organized  records of which serial -num bered  seal is attached  

to which  serial-num bered  container? 

NO. Subsequen t  deposit ion  and t r ia l t est imony by New J er sey elect ion  officia ls 

showed tha t  they had n ot  taken  sign ifican t  st eps in  sea l regimes #2, #3, and #4 to 

design  a  sea l use protocol. 

6. Did  the seal user inspect the seal for evidence of tam pering, and com pare its serial -

num ber with  the records? 

 NO.  (see the it em above) 

7. Are seal instructors trained  (a) to understand  the purpose of the inspection , (b,c) to 

understand  the physical properties of the seal and  m odes of tam pering, (d ) to perform  

recordkeeping, (e) to report anom alies? 

 NO. Su bsequ ent  deposit ion  and t r ia l t est imony sh owed n o such  act ion  taken  by 

elect ion  officia ls. 

8. If anom alies are detected  and  reported , is som e appropriate action  taken? 

Un kn ow n . 

 

     

Figure 13: Pressure-sen sit ive adh esive t ape.  At  left , as fir st  insta lled; a t  r igh t , when  

(most ly) peeled back and pressed down again  



In  conclusion , sea l r egime #2 is in effect ive on  a t  lea st  two cr it ica l fron t s: t he sea ls 

themselves a re ea sy for  even  amateurs to defea t , and there was no protocol for  

t ra in ing sea l inspector s.  The AVC Advantage vot in g mach ine is inh eren t ly insecure, 

and the sea ls a r e applied as a  kind of adhesive-t ape placebo, tha t  is, a  ban d-a id, to 

give th e appearance of secur ity. 

8. SEAL REGIME #3,  DECEMBER 2008 

On December  1, 2008 Pla in t iffs deliver ed to the Cour t  (and to th e Sta t e) an  exper t  

repor t  ou t lin ing th e defea ts of a ll four  sea ls in  sea l regime #2.  The Sta t e Defendant  

in formed th e Cou r t  tha t  t hey would abandon  a ll four  of those sea ls, and wou ld adopt  

new sea ls.   I will ca ll th is sea l r egime #3.  Th is sea l regime was demonst ra ted to me 

a t  the end of December , and samples were provided to me to examine.  Th is sea l 

regime was never  used in  an  elect ion . 

The Sta t e proposed to u se four  new sea ls; I examin ed them in  J anuary 2009 and I 

descr ibe th em here.   

Half-inch  cup seal.  Th is is sim ilar  in  design  to th e ¾-inch  cup sea l used in  sea l 

regime #2, except  with  a  ½-inch  (or  sligh t ly smaller ) diameter .  It  is a lso made by 

Amer ican  Cast ing and Manufactur ing.  Unlike th e ¾ -inch  cup sea l, th e ½-inch  cup 

does n ot  h ave a  ser ia l nu mber  engraved, and th er efore it  is technica lly n o t a  se a l.  

ACM is unwilling to sell it  with  engraved ser ia l number s. The st a t e proposed t o apply 

th ree cup “sea ls”: on e a t  t op left  of th e circu it -board cover , one a t  bot tom r igh t , and 

one a t  bot tom cen ter .  The bot tom-r igh t  “sea l” is in  a  deep recess under  th e 

daughterboard box.  The bot tom -cen ter  “sea l” a t t aches th e circu it -board cover  to a  

small panel th a t  h olds th e on -off kn ob and two other  switch es (Figure 14).  

 

 
Like the ¾-inch  cup sea l, the sma ller  on e can  a lso be defea ted with  a  screwdr iver .  

But  I a lso devised a  fa st er  and more reliable method, which  requ ir ed th e pr epara t ion  

of two specia l devices, which  I made in  my basement  worksh op in  a  few minutes 

using a  bench  gr inder  (see Figure 15). 

a . An  ordinary cold ch isel (cost  $5), ground to fit  between  the base and cap of 

the cup sea l; 

b. A long-nose plier s (cost  $10), ground to gr ip under  the cap and pu ll it  off.  

   

 

Figure 14:  Sma ll cup "sea l" in sta lled on  AVC Advan tage vot ing mach ine.  At  left , 

base in st a lled; a t  r igh t , cap pressed in to place.  



 

Using these tools, I can  remove a  cup 

“sea l” in  a  ma t t er  of seconds, dest roying 

the base bu t  leaving the cap unchanged.  

Since r eplacemen ts a r e ea sily purchased 

from AMC, the a t tacker  can  r eplace th e 

base.  Even  if the cap had a  ser ia l number , 

the a t t acker  cou ld replace the or igina l cap. 

F igure 16 shows an  example with  sligh t  

evidence of t amper ing on  the cap aft er  

removal.  More pract ice remedies th is; 

regr inding the plier s to bet t er  dig under  

the cap would h elp. 

As with  the ¾-inch  cup sea l, th e 

smaller  on e is a lso vu lnerable to 

J ohnston’s a t tack using a  ba t t ery-powered 

dr ill.  [Opin ion  2010, p. 133] 

 

 
F igure 17:  Cata log descr ipt ion  of padlock sea l [Brooks 2007] 

 

Plastic “padlock” seal.  Th is sea l is manufactured by E . J . Brooks; it  ha s a  body 

tha t  is abou t  1.25” squ are and ¼” th ick.  Inside th e plast ic body of th e padlock sea l is 

a  spr ing-steel gr ip tha t  is supposed to permit  th e U -shaped st eel shackle to be pushed 

in  bu t  not  withdrawn.  The shackle is t o be inser t ed th rough  th e h ole (marked DO 

NOT REMOVE) a t  the upper -r igh t  of th e circu it -board cover , and th rough  a  

 
Figure 15:   (t op) ch isel ground to radiu s of cup;  

(bot tom) plier s ground to gr ip and remove cap from base  

 

 
Figure 16: Sma ll cup "sea l".  Top left , 

base; bot tom left , cap; t op r igh t , ba se 

a fter  r emoval; bot tom r igh t , cap after  

removal 



cor responding hole in  th e circu it -board enclosure.  

Th is is supposed to preven t  th e circu it -board 

cover  from being removed with out  t amper -

evidence. 

I have found tha t  th is sea l is qu ickly and 

easily defea ted.  I dr ill two t iny h oles (1/16” 

diameter ) in  the pla st ic h ousing.  Th ese h oles a re 

a lmost  invisible.  Any person  wh o was ch ecking 

these sea ls for  tamper  evidence, u sing a  bar -code 

reader , would be un likely to not ice th ese h oles 

un less they were specia lly t ra in ed to do so.   

To dr ill the h oles I use a  specia l jig ( 

F igure 18) tha t  I bu ilt  u sing a  hacksaw, dr ill 

press, and bench  gr inder .   After  I clamp th is on to 

the padlock, I dr ill th rou gh  the two h oles on  th e 

top of th e jig using a  Dremel tool with  1/16” dr ill 

bit .  Th e dr ill penet ra t es th e plast ic, bu t  stops 

shor t  of the meta l spr ing clip inside the padlock. 

Then  I r emove the jig an d apply the device sh own in  Figure 19. Th e two pins a t  

the top fit  in to th e two dr illed h oles, and apply pressure to the spr ing clip.  Th e screw 

a t  top left  (in  the r igh t -hand photo), when  tu rn ed, moves the scr ew a t  left  t o push  th e 

padlock aga in st  the pins.  Th is releases th e spr ing clip, inside the padlock.  Then  th e 

shackle can  be pu lled ou t .  It  is easy to rein st a ll the shackle la ter .  The en t ire 

opera t ion  of dr illing and relea sing takes just  a  minute or  two, on  the actua l vot ing 

mach ine.    

The two dr illed h oles con st itu t e sligh t  evidence of tamper ing.  However , th ey are 

a lmost  invisible, and will not  be n ot iced except  by a  t ra in ed eye paying carefu l 

a t t en t ion .  Dur ing my t r ia l t est imony, I gave two of th ese padlocks to th e Cour t  t o 

examin e.  I expla in ed tha t  on e of th em had been  t ampered with , and th e other  had 

not .  I h ad not  yet  expla ined the meth od of tamper ing.  J udge Linda  Feinberg 

examin ed the two padlocks (on e of which  had holes dr illed in  it ), and sa id in  cour t , 

“For  th e record, I can’t  see any differ ence.”  Her  wr it t en  opin ion  was, “After  t h is was 

completed, the two h oles were visible, a lbeit  subt le with  a  lit t le damage to the top of 

it .” [Opin ion  2010, p. 52] 

   

Figure 18: Dr illing jig 

 



 

The devices I const ruct ed to defea t  these sea ls did not  r equ ir e a  grea t  level of skill 

or  exper t ise.  I am just  an  amateur  mach in ist , and I do not  possess soph ist ica t ed 

mach ine tools.  I t  t ook me about  two days of design  and shop -work to const ruct  the 

devices tha t  I have descr ibed for  defea t ing sea l regime #3 (in cluding cup sea l and 

padlock sea l). 

J ohnston  has other  a t t acks on  th is padlock sea l t ha t  produce su bstan t ia lly less 

evidence of tamper ing.  [J ohnston  2010] 

 

Pressure-sensitive adhesive (PS A) tape seal.  Th e st a te proposed to use a  differen t  

pressure-sen sit ive adhesive sea l in  place of th e r ed t ape sea ls used in  regime #2.  The 

sea ls would be applied roughly in  the same posit ion  a s in  tha t  regime (shown in  

Figure 10).  The proposed sea l is similar  t o type MRS2 in  the E . J . Brooks ca ta log 

[Brooks 2008]. 

 

The MRS2 sea l has quar ter -circle incision s tha t  a re supposed to come apa r t  if 

someone t r ies to r emove the sea l.  Applying a  hea t  gun  to th is sea l causes th e vinyl 

sea l t o shr ink back from the incisions. 

In  addit ion , th e sta t e proposed to add an  u lt raviolet  marking, possibly with  a  logo, 

to the MRS2 sea l, visible on ly under  u lt r aviolet  ligh t .  

The a t tacker  can  defea t  t h is sea l by applying clear  plast ic packing t ape over  the 

sea l.  Applying the h ea t  gun  soft en s th e adh esive of the sea l, so tha t  a  raz or  blade can  

  

Figure 19: Pressure device 

 

 

 
F igure 20:  E . J . Brooks ca ta log descr ipt ion  of MRS2 sea l [Brooks  2008] 

 

 



remove it  fr om the sh eet  meta l of th e circu it -board cover .  The clear  plast ic tape h olds 

the whit e vinyl t ape so tha t  th e vinyl does n ot  shr ink back from th e incisions.  Aft er  

the circu it -board cover  is r eplaced and the sea l is pr essed back down, the clear  plast ic 

tape can  be r emoved, sin ce th e adh esive of th e packing tape does n ot  adhere very 

st rongly to th e vinyl. 

Th is method of r emoving the sea l a lso works with out  the h ea t  gun .  

This defea t  of the sea l, with  or  withou t  the hea t  gun , has no effect  on  the 

u lt raviolet  marking. The u lt raviolet  marking does n ot  provide an y sign ifican t  

addit iona l secur ity. 

The sta t e a lso proposed to place two of these Brooks sea ls acr oss the ROM ch ips in  

their  sockets on  th e motherboard.  I found th a t  t he same techn ique—clear  plast ic 

packing tape plus razor  blade—works to r emove them from the ROMs, with  or  

without  th e hea t  gun . 

J ohnston  has oth er  a t tacks on  th e Brooks MRS sea ls, which  are probably 

comparable in  effect iven ess to my a t t acks.  [J ohnston  2010] 

Plastic strap seal.   Sea l regime #3 includes a  

differen t  plast ic st rap sea l u sed as a  Resu lts 

Car t r idge sea l.  Th e sea l is descr ibed by US Paten t  

6,981,725, “Pu ll sea l with  bi-dir ect ion a l locking 

ar rangement”, assigned to E . J . Brooks Co.  Th is is 

a  polypropylene st r ap sea l with  an  axia lly 

symmetr ic ta il.  The locking device con ta in s a  

nylon  inser t  tha t  has two set s of t eeth ; depending 

on  which  way th e t a il is in ser ted th rough  th e 

tubular  locking device, on e set  of teeth  or  the other  

will gr ip.  The diameter  of the locking mechanism  

(from poin t  102 to poin t  56 in  Figure 20) is 

approxima tely on e cen t imeter . 

Th is sea l is n ot  as easy to defea t  a s the pla st ic 

st rap sea l used in  r egimes #1 an d #2, bu t  it  is st ill 

not  difficu lt .  Simply poking with  a  jeweler ’s 

screwdr iver  will damage the t eeth  en ough  to permanent ly disengage them.  Anyone 

who removes th e sea l withou t  a  specific in spect ion  protocol will not  n ot ice the 

difference.   

The a t t acker  cou ld improve the defea t  by squ ir t in g an  appropr ia te glu e in to th e 

sea l a ft er  r eapplying it , assuming he cou ld find an  appropr ia t e glu e tha t  adheres 

both  to nylon  and polypropylen e; or  a  space-filling glue tha t  adh eres just  t o 

polypropylene.  Even  if t he a t tacker  can’t  dist ingu ish  pla st ics such  a s  nylon  and 

polypropylene by th eir  look and feel, the Brooks ca ta log [Brooks 2007] and pa ten t  

(easily found with  a  search  engine) h elpfu lly expla in  what  th e ma ter ia ls a r e.  

It  is probable tha t  simple met h ods cou ld be devised to pick th is sea l with  less 

damage to the nylon  teeth , so tha t  n o glue would be requ ir ed to r ein sta ll th e sea l.  

 

Evaluation of seal regime #3 

1. Is the seal in  place at tim es when  the attacker has access to the con tainer? 

NO, for  in side a t t ackers whose job includes r eplacing th e ba t ter ies on  the 

moth erboard.  (However , t he Brooks sea ls on  th e ROM ch ips themselves would be 

in  place in  th a t  situ a t ion .) 

YES, for  ou t side a t tacker s such  a s th ose in  th e polling place.  

2. Must one rem ove (or oth erwise defeat) the seal to gain  access to the protected  item ? 

YES .  Th e circu it -board cover  cannot  be r emoved without  r emoving these sea ls.  

F igure 21: Diagram from U.S. 

Pa ten t  6,981,725 



3. Is it d ifficu lt for the attacker to rem ove and  replace the (sam e) seal w ithout leaving 

evidence of tam pering? 

NO.  Th e meth ods I descr ibe above a llow the a t t acker  to r emove and replace 

these sea ls.  In  the cour t room I demonst ra ted for  th e judge th e complete removal 

and replacement  of a ll sea ls with  no visible evidence of tamper ing; th is t ook me 

less than  45 minutes
2
, including the 7 minutes tha t  it  would have t aken  to 

remove and replace screws and ROMs if th er e were no sea ls presen t  a t  a ll.  At  

tha t  t ime I was rela t ively unpract iced on  most  of th e sea ls, and en t ir ely 

unpract iced a t  th e pla st ic st r ap sea l.  A pract iced a t tacker  wou ld take 

substan t ia lly less t ime.  “To the cour t ’s un t ra in ed eye, most  of the sea ls appeared 

unalt ered with  a  few sh owing min imal damage.”  [Opin ion  2010, p. 52]   

4. Is it d ifficu lt for the attacker to rem ove the seal an d  replace it w ith  a d ifferent one? 

NO.  It  is not  par t icu lar ly difficu lt  to a lt er  th e ser ia l number s on  the padlock and 

PSA sea ls, so an  a t tacker  cou ld purchase a  supply of fresh  sea ls and make the 

number s ma tch .  

5. Did  the seal user (county election  officials) im plem ent and  execu te a protocol for 

applying the seals, w ith  organized  records of which serial -num bered  seal is attached  

to which  serial-num bered  container? 

NO.  Deposit ion  and t r ia l test imony by New J ersey elect ion  officia ls showed tha t  

they had not  taken  sign ifican t  st eps in  sea l regimes #2, #3, and #4 to design  a  

sea l u se protocol. 

6. Did  the seal user inspect the seal for evidence of tam pering, and com pare its serial -

num ber with  the records? 

NO.  (see the it em above) 

7. Are seal instructors trained  (a) to understan d  the purpose of the inspection , (b,c) to 

understand  the physical properties of the seal and  m odes of tam pering, (d ) to perform  

recordkeeping, (e) to report anom alies? 

NO.  Deposit ion  and t r ia l test imony showed no such  act ion  taken  by elect ion  

officia ls.  Given  a  complete lack of plann ing for  t r a in ing in  sea l inspect ion , the 

a t t acks descr ibed here th a t  leave on ly sligh t  evidence of tamper ing would likely 

not  be detect ed. 

8. If anom alies are detected  and  reported , is som e appropriate action  taken? 

Un kn ow n . 

In  conclu sion , sea l r egime #3 is in effect ive on  a t  lea st  two cr it ica l fr on t s:  t he sea ls 

themselves a re ea sy for  even  amateurs to defea t , and there was no protocol for  

t ra in ing sea l in spector s.  

9. SEAL REGIME #4, MARCH 2009 

On J anuary 25, 2009, P la in t iffs deliver ed to th e Cour t  and to th e Sta t e an  exper t  

repor t  ou t lin ing th e defea ts of th e sea ls in  r egime #3.  In  February 2009 th e Sta t e 

in formed the Cour t  th a t  t hey would be switch ing to a  four th  sea l regime, which  they 

descr ibed to Pla in t iffs’ exper t s in  March  and Apr il 2009.  

I observed Mr . Rober t  F . Giles, Dir ector  of th e New J er sey Depar tmen t  of 

E lect ion s, demonst ra te th e applica t ion  of sea l regime #4 to an  AVC Advantage vot ing 

mach ine, and I had the oppor tun ity to examin e samples of each  sea l in  deta il, and 

draw conclu sion s.   

Cup seal.  Th e ha lf-inch  AMC cup “sea l” (which  is not  a  sea l because it  does not  

have a  ser ia l number).  The change from r egime #3 is tha t  superglue is squ ir t ed 

around th e per imeter  between  the base and th e cap. 

 
2
 The Opin ion, page 52, conta ins an  er ror  of fact  by the judge: she wr ites tha t  it  took me two hours and 

for ty five minutes, when it  fact  it  took less than  45 minutes.  There were a t  least  8 people in  the cour t room 

at  the t ime, including a t torneys and the judge, so th is error  is a  bit  myst ifying.  



Padlock sea l.  Th e Brooks plast ic-and-st eel padlock sea l is used, as in  r egime #3, 

bu t  superglu e is squ ir ted in to th e open  hole before in ser t ing the shackle in to tha t  

hole. 

Brooks sticky adhesive tape seal.  A differen t  pressure-sensit ive adhesive t ape sea l 

is used.  Th is is a  clea r  plast ic sea l with  most  of it  overpr in t ed in  solid whit e ink.  On  

the r everse of the sea l th ere is a  very soft  and st icky adhesive.  Between  the adhesive 

and the tape is a  layer  of red ink, which  

adheres to th e adh esive a t  lea st  as much  as 

to th e tape.  Between  th e clear  pla st ic and 

the r ed layer  is a  black ser ia l number  (in  a  

box where ther e is no solid white ink layer ).  

When  th e tape is peeled away from a  sheet -

meta l sur face, most  of th e adhesive r ema ins 

on  th e sh eet  meta l, including the ser ia l 

number . 

I observed Mr . Rober t  F . Giles, Dir ector  

of the New J er sey Depar tment  of E lect ion s, 

demon st r a t e th e applica t ion  of th is sea l.  

The sea l comes a s a  la rge roll of tape. Th e 

adhesive is so soft  and st icky, and adheres 

so poor ly to the t ape, tha t  he ru ined n ine con secu t ive sea ls before finding a  usable 

one.  Even  then , on  both  tapes tha t  he placed (one a t  left  of the circu it -board cover , 

one a t t ach ing the circu it -board cover  to th e daughterboar d) ther e a r e visible gaps in  

the adhesive tha t  cou ld be misconst ru ed as evidence of tamper ing; th is cou ld lead to 

fa lse posit ives by a  sea l in spector .  Also, in  th e process of applying the sea l Mr . Giles 

got  a  visible spot  of sea l adhesive on  th e sh eet  met a l (visible to th e r igh t  of th e sea l in  

Figure 22), which  cou ld a lso be miscon st ru ed a s evidence of t amper ing.  

Brooks MR S 2 seal.  In  addit ion  to th a t  sea l, a  Brooks MRS2 vinyl tape sea l 

(descr ibed ear lier ) is u sed on  th e ROM ch ips, a s in  Sea l Regime #3.  

Pla in t iffs’ exper t  witn ess Roger  G. J ohn s ton  test ified about  th ese sea ls  ; a s the 

Cour t  summar ized in  her  Opin ion , 

J ohnston’s r epor t  ou t lin es the type of sea l, the method of a t tack, and 

the t ime to defea t  each  sea l. He t est ified tha t  most  sea l 

manufacturer s provide free samples. Cur r en t ly, th e Sta t e in tends to 

use six sea ls in  n in e loca t ions. One sea l, th e Brooks padlock sea l, is a  

device with  a  blu e in t er ior  body th a t  looks like a  padlock; it  has a  

shackle and is locked closed. It  is a  tamper -indica t ing sea l. There is 

an  in ter ior  ser ia l number  and barcode tha t  provides a  un iqu e 

fingerpr in t . J ohnston  t est ified tha t  a  la ser  pr in ter  and some image 

processing is a ll on e wou ld need to produce a  cou nter feit  sea l and 

barcode.  

J ohnston  a lso examined the Brooks r ed adhesive label sea l, two 

versions of the MRS2 adhesive label sea l, a  meta l cup sea l made by 

Amer ican  Cast ing and Manufactur ing, and a  plast ic st rap sea l  made 

by Brooks. He descr ibed the MRS2 sea ls a s: (1) st icky labels tha t , 

with  carefu l handling, can  be removed with  solven ts; and (2) low -tech  

a t t acks th a t  requ ire tools, mater ia ls and supplies th a t  a r e widely 

ava ilable a t  a  low cost . Ant icipa t ing tha t  th e Sta t e may add an  

u lt raviolet  mark, possibly a  logo to th e sea l, J ohn ston  t est ified tha t  

with  inexpen sive tools an d supplies, ava ilable on  the In tern et , th is is 

no differ en t  th an  counter feit ing a  visible ink mark or  logo.”  [Opin ion  

2010, p. 132] 

 
Figure 22: Sticky adhesive tape seal 

 



 

In  the cour t room dur ing h is t est imony, J ohnston  demon st r a t ed defea t s of a ll of 

these sea ls for  th e Cour t . 

The Brooks MRS2 sea l is descr ibed in  th e Brooks ca ta log.  I t  is a  whit e vinyl sea l 

with  cu tou t s th a t  a re supposed to break if the sea l is r emoved.  I demon st r a ted for  

the Cour t  on e way of defea t ing th is sea l; J ohn ston  demon st r a t ed a  differen t  meth od. 

The “Brooks r ed adhesive label sea l” in  Regime #4 is not  th e same sea l a s th e red 

tape in  Sea l Regime #2.  “While th e sea l h as a  r emarkably good adhesive, it  is very 

difficu lt  to apply the sea l without  damaging it , an d J ohnston  n oted tha t  th e ser ia l 

number  stays beh ind when  the sea l is removed. According to J ohnston , when  every 

single t ape r emoved has visible damage, the in spect ion  of the sea l is compromised. 

J ohnston  devised an  a t tack and demon st ra ted it  in  cour t .” [Opin ion  2010, p. 132] 

The adh esive is so soft  an d st icky tha t  it  makes th e sea l impract ica l to use in  any 

rea list ic sea l use protocol.  Th is sea l must  be r emoved and r eplaced when ever  th e 

circu it  board cover  is r emoved (such  a s for  ba t t ery replacement).  Once th e tape is 

pu lled off (by a  vot ing-machine main tenance worker ), the st icky adhesive remains on  

the sh eet  meta l.  If th e residue is not  r emoved, then  wh en  the mach in e is then  

resea led, th e residu e would mask evidence of tamper ing.  But  to remove the r esidue 

takes gen erous amount s of hazardou s solven t s.  J ohnston  demonst ra ted th e use of 

these solven ts in  th e cou r t room, and th e judge’s clerk suffer ed so much  from th e 

fumes tha t  sh e had to be excused from the cour t room.  Any facility in  which  these 

sea ls would have to be rou t inely r emoved and replaced would have to stock drums of 

hazardou s chemica ls, inst a ll ven t ila t ion  syst ems, an d t ra in  sta ff in  safety procedures.   

J ohnston  t est ified tha t  th is would m ake the u se of these sea ls impract ica l. 

The Cour t ’s summary of J ohnston’s t est imony about  Sea l Regime #4 is,  

New J er sey is proposing to add six differen t  kinds of sea ls in  n in e 

differen t  loca t ion s to th e vot ing mach ines. J ohn ston  test ified he h as 

never  witn essed th is many sea ls applied to a  syst em. At  most , 

J ohnston  has seen  th r ee sea ls applied to h igh -level secur ity 

applica t ion s such  a s nuclear  safeguards. According to J ohnston , ther e 

is r ecognit ion  among secur ity profession als tha t  th e effect ive u se of a  

sea l r equ ir es an  extensive use protocol. Thu s, it  becomes impract ica l 

to h ave a  la rge number  of sea ls insta lled and inspected. He test ified 

tha t  the u se of a  la rge number  of sea ls substan t ia lly decr eases 

secur ity, because a t t en t ion  cannot  be focused for  a  very long t ime on  

any one of th e sea ls, and it  requ ires a  gr ea t  dea l more complexity for  

these sea l-u se protocols and for  t ra in ing. [Opin ion  2010, p. 138] 

Evaluation of seal regime #4 

1. Is the seal in  place at tim es when  the attacker has access to the con tainer? 

YES or NO, simila r  to Regime #3  

2. Must one rem ove (or oth erwise defeat) the seal to gain  access to the protected  item ? 

YES.  

3. Is it d ifficu lt for the attacker to rem ove and  replace the (sam e) seal w ithout leaving 

evidence of tam pering? 

 NO. Sea l r egime #4 incr eases the t ime n eeded, bu t  does not  markedly incr ease 

the difficu lty. 

4. Is it d ifficu lt for the attacker to rem ove the seal an d  replace it w ith  a d ifferent one? 

NO. J ohnston’s test imon y includes severa l differen t  ways of a lter ing ser ia l 

number s on  n ew sea ls to make th e ma tch  th e old ones.  



5. Did  the seal user (county election  officials) im plem ent and  execu te a protocol for 

applying the seals, w ith  organized  records of which serial -num bered  seal is attached  

to which  serial-num bered  container? 

NO.  Th ere is st ill n o sea l use protocol. 

6. Did  the seal user inspect the seal for evidence of tam pering, and com pare its serial -

num ber with  the records? 

NO.  (see the it em above) 

7. Are seal instructors trained  (a) to understand  the purpose of the inspection , (b,c) to 

understand  the physical properties of the seal and  m odes of tam pering, (d ) to perform  

recordkeeping, (e) to report anom alies? 

NO.  (see the it em above) 

8.  If anom alies are detected  and  reported , is som e appropriate action  taken? 

Un kn ow n . 

10. SEAL REGIME #5, AUGUST 2009 

Test imony of a ll witn esses concluded in  May 2009.   Three mon ths a fter  the 

conclusion  of a ll witnesses’ t est imony, th e Sta t e in formed the press tha t  th ey were 

switch ing to a  fifth  sea l r egime. 

A press r elea se da ted August  11, 2009 begins, 

FARMINGDALE, N.J ., Aug. 11 /PRNewswire-Fir stCall/ -- Allied 

Secur ity Innova t ions, Inc. (ASI) (OTCBullet inBoard: ADSV), r epor ts 

tha t  th eir  tamper  eviden t  secur ity product s, manufactured and 

dist r ibu ted by it s  wholly owned subsidiary, CGM-Applied Secur ity 

Techn ologies, Inc. (CGM-AST) have been  select ed by Mr . Rober t  F . 

Giles, Dir ector  of th e Depar tment  of E lect ions, to secure vot ing 

mach ines th roughou t  th e Sta te of New J ersey.  [PRNewswire 2009] 

 

However , as it  became clear  a  year  la ter  tha t  th e Sta te had n ot  actu a lly selected any 

sea ls, it ’s n ot  a t  a ll clear  tha t  r egime #5 actua lly exist ed.  

11. SEAL REGIME #6, 2010 

J udge Feinberg’s lengthy opin ion  made it  clear  tha t  she pa id close a t ten t ion  to Roger  

J ohnston’s test imony about  the impor tance of a  r igorou s sea l use protocol.  In  her  

decision  of February 1, 2010, she ordered, 

 

SEALS AND SEAL-USE PROTOCOLS (REQUIRED)  

For  a  syst em of tamper -eviden t  sea ls to provide effect ive protect ion  

sea ls must  be consist en t ly inst a lled, th ey mu st  be t ru ly tamper -

eviden t , and they must  be consisten t ly in spected. While the new sea ls 

proposed by th e Sta t e will provide enhanced secur ity and protect ion  

aga inst  in t ruder s, it  is cr it ica l for  th e Sta t e to develop a  sea l protocol, 

in  wr it ing, and to provide appropr ia t e t ra in in g for  individuals 

charged with  sea l in spect ion . Without  a  sea l-use protocol, use of 

tamper -eviden t  sea ls sign ifican t ly r educes th eir  effect iven ess.  

The cour t  dir ect s the Sta te to develop a  sea l-use protocol. Th is sh a ll 

include a  t ra in ing cur r icu lum and standa rdized procedures for  the 

recording of ser ia l numbers and main ten ance of appropr ia te ser ia l 

number  r ecords.  [Opin ion  2010, p. 190] 

 

The Cour t  imposed a  deadline of J u ly 6, 2010 for  the sta t e to have in  place a  sea l 

use protocol.  Th e sta te missed th a t  deadlin e.  The pla in t iffs filed a  mot ion  to th e 



cour t , and on  J u ly 29 the sta te submit t ed a  cer t ifica t ion  by th e Director  of E lect ion s 

(Mr . Giles) th a t  ou t lin ed a  plan  for  choosing a  vendor  to t ra in  county worker s in  sea l 

procedures.  The sta t e’s submission  did not  include a  sea l use protocol, t hough  it  

included wha t  might  be charact er ized a s a  “draft  table of con ten ts” of such  a  protocol.   

No par t icu lar  sea ls were iden t ified in  tha t  submission , and it  appears tha t  specific 

sea ls had not  yet  been  chosen . 

In  a  let t er  to th e Cour t , t he P la in t iffs poin ted ou t  tha t  the sta t e was st ill n ot  in  

compliance with  th e Cou r t ’s order , and th e sta t e subm it ted an oth er  protocol on  

September  14th .  By th is t ime the sta te had chosen  a  vendor  for  t ra in ing and advice 

on  sea ls, bu t  had n ot  yet  chosen  any specific sea ls.  In  a  h ear ing on  September  23, the 

Cour t  r ecognized tha t  th is was not  a  sea l use protocol because the sea ls themselves 

had not  been  selected and iden t ified, and gave the sta t e ten  days to submit  a  sea l u se 

protocol in  compliance with  the order . 

The Cour t  recognized th a t  sea ls a re in effect ive without  an  effect ive sea l -use 

protocol.  But  unfor tuna tely, even  the best  possible sea l u se protocol cannot  rea lly 

protect  elect ions on  th e Sequ oia  AVC Advantage vot ing mach ine.  In  some 

applica t ion s, sea ls can  be effect ive:  when  they h ave to protect  a  con ta iner  tha t  was 

design ed to be sea led, for  a  lim it ed t ime, aga inst  a t tackers who have limit ed access, 

where th ere a r e adequ ate inst itu t iona l incen t ives to repor t  anomalies.  Non e of these 

favorable condit ion s apply to th e AVC Advantage.  The sea ls a r e supposed to protect  

aga inst  access to ROM chips for  a  per iod of year s, aga in st  insider s and ou tsiders, 

while th e vot ing mach ines a re in  warehou ses, in  t ransit  on  commercia l delivery 

services to polling places, and in  storage a t  polling places.   One breach  of protect ion  

permit s r eplacement  of vot ing-machin e ROMs with  fraudulen t  firmware tha t  can  

chea t  in  many elect ions.  While the Cour t  r ecognized tha t  New J er sey’s exist ing sea l 

protocols a r e inadequate, I believe th e Cour t  is t oo opt imist ic abou t  the ability of a  

bet t er  protocol to provide effect ive protect ion . 

12. BYPASSING ALL THE SEALS 

The an alyses in  sect ion s 6—9 have assumed tha t  on e must  replace the ROM chips to 

make the AVC Advantage vot ing mach ine chea t  in  elect ion s.  Th is is not  actua lly the 

case.  Oth er  au th or s have descr ibed and demon st r a ted a t t acks th a t  bypass a ll th e 

sea ls descr ibed above.   

Voter-panel hack  [Argonne 2009]: A segment  of the fron t -side voter  panel can  be 

replaced with  a  fraudulen t ly a lter ed sect ion .  The a lt era t ion  cau ses th e bu t ton  for  

candida te A to send a  signal cor r esponding to a  differen t  bu t ton , e.g. th e bu t ton  for  

candida te B.  The a lt era t ion  a lso switches the cor responding LEDs tha t  give feedback 

to the voter  abou t  which  bu t ton  has been  pr essed.  The a lt era t ion  is act iva ted by a  

radio-cont rol remote sim ilar  to a  remote garage-door  open er  bu t ton ; th is act iva t ion  

can  be done on ly a fter  the polls open  on  elect ion  day, so tha t  n o an omalou s behavior  

is n ot iced dur ing pre-elect ion  or  post -elect ion  test ing. 

The fron t -side voter  panel is not  even  in  the main  cabin et  of th e AVC Advantage, 

so it  is completely unprotected by any of the sea ls discussed in  th is paper .  Not  one of 

the Sta t e’s sea l r egimes would even  begin  to address th is vu lnerability.  

Return-orien ted  program m ing [Checkoway 2009]:  The AVC Advan tage can  be 

made to run  arbit r a ry a lgor ithms by a  software-based a t t ack th rough  the Au xilia ry 

Car t r idge por t , which  is unprotected by sea ls in  any sea l regime I have ever  seen  

used or  even  proposed for  th is mach in e. 

13. ON THE USE OF SEALS IN PROTECTING OPTICAL-SCAN BALLOTS 

The in formed consensu s among most  of th ose computer  scien t ist s wh o have studied 

the secur ity issu es with  elect ron ic vot ing mach in es is tha t  it  is impossible to be 

cer ta in  what  software is loaded inside a  vot ing machine, or  wha t  computer  processor  



is actu a lly in t erpret ing tha t  software.  Thus, it  is impossible to defend aga inst  

software-based fraud simply by t rying to secure th e in sta lla t ion  of software with in  a  

vot ing mach ine by physica l means. 

This is in  par t  because of the danger  of insider  th rea t s a ll the way back to the 

manufacturer  of the vot in g mach ine.  Even  if it  were possible to secure the software 

aga inst  any possible r eplacemen t  or  a lter a t ion  after  manufactur e, th ere rema ins th e 

quest ion  of determin ing whether  the au th or ized software was cor r ect ly insta lled in  

the fir st  place (a  separa te issu e from whether  the au thor ized software it self con ta ins 

flawed or  fraudulen t  design).  There is no good way of asking a  computer  (media ted 

by it s software) to repor t  on  what  software is loaded, as th e r epor t ing software it self 

may be fraudulen t .  One can  t ry to r eplace th e r epor t ing software with  r epor t ing 

hardware, bu t  then  the same a t tacks a r e ava ilable on  the r epor t ing hardware.  

There a re some techniques u sing advanced cryptography tha t  may, in  the fu ture, 

permit  vot ing protocols th a t  a llow each  individu al voter  to ver ify tha t  h is or  h er  vote 

has been  included in  th e fina l count , in  such  a  way tha t  th e voter  cann ot  r evea l t o 

oth ers h ow h e or  sh e voted.  However , such  t echniques h ave n ot  yet  been  r efined to 

the poin t  where they ar e usable in  na t ion al elect ions, or  where t h eir  pr inciples can  be 

understood by most  voter s. 

At  th e opposit e ext r eme, some countr ies (such  a s France, Ireland, and Can ada) 

vote en t ir ely (or  a lmost  en t irely) using paper  ba llot s counted by hand.  Fur thermore, 

if th is coun t ing is done a t  the polling place immedia tely a t  the close of th e polls, th en  

no sea ls n eed be r elied u pon  to secure th e ba llot s between  th e polling place and the 

count ing place.  Th is may work well in  polit ica l systems where th ere is on ly one 

con test  on  th e ba llot  in  each  elect ion , so tha t  coun t ing the ba llots is simple en ough  to 

do reliably and accura tely by hand.  However , coun t ing paper  ba llot s by han d would 

not  work well in  most  of the Unit ed Sta t es, where there a r e many contests on  the 

ba llot  in  a  typica l elect ion .   

Therefore most  computer  scien t ist s r ecommend meth ods of vot ing th a t  a llow 

computers to coun t  the vote, with  random audit s t o ver ify tha t  (with  h igh  sta t ist ica l 

probability) the computer s a re n ot  ch ea t ing.  For  th is t o work, th ere mu st  be a  record 

of each  ba llot  tha t  is  n ot  media ted by a  computer  tha t  cou ld possibly ch ea t  in  crea t ing 

th is r ecord.  One method tha t  sa t isfies th ese cr it er ia  is t o let  the ba llot s be paper  

opt ica l-scan  forms: the voter  blackens bubbles cor responding to her  ch oice of 

candida tes in  a  vot ing booth , and then  feeds th e paper  ba llot  in to a  scann er /computer  

a t  th e polling place.  Th e vot ing mach in e r et a ins the paper  ba llot  in  a  ba llot  box.   

Immedia tely a t  the close of the polls, the computer  can  repor t  the candida te tota ls for  

tha t  precinct , and in  addit ion  th er e a re paper  ba llots tha t  can  be audit ed in  a  hand 

count  of randomly select ed precinct s. 

Th is meth od of vot ing, known as “Precinct -Count  Opt ica l Scan ” (PCOS) is used in  

the major ity of the Sta t es in  the U.S. 

There remain s a  secur ity problem to solve: how is the in t egr ity of the ba llot  box to 

be main ta in ed between  th e close of th e polls and th e t ime of th e audit?  One meth od 

would be to per form th e audit  immedia tely, in  th e presence of th e same witnesses 

(from both  polit ica l par t ies and from the Sta te) tha t  have been  (presu mably) 

watch ing the ba llot  box a ll day.   Th is might  be th e best  approach , bu t  it  has 

disadvantages: those witn esses may have been  working for  14 hours a lr eady running 

the elect ion , and it  requ ir es th e random select ion  of precin cts to audit  t o be made by 

the t ime th e polls close. 

Therefore it  is u sua lly presumed th a t  some combinat ion  of secur ity sea ls with  

cha in -of-custody ar r angement s will provide for  the in tegr ity of th e paper  ba llots.  

Therefore, th e con sidera t ions discussed elsewh ere in  th is paper —regarding secur ity 

sea ls and th eir  associa t ed protocols—are very r elevan t  to opt ica l-scan  ba llot in g. 



14. ON THE USE OF SEALS IN ELECTIONS IN GENERAL 

A sea l use protocol can  a llow th e seal user to ga in  some assurance tha t  th e sea led 

mater ia l has not  been  t ampered with .  But  wh o is th e sea l u ser  tha t  n eeds th is 

assurance?  It  is n ot  ju st  elect ion  officia ls: it  is the cit izenry.  

Democr a t ic elect ion s pr esen t  a  un iqu ely difficu lt  set  of problems to be solved by a  

secur ity protocol. In  par t icu lar , th e ba llot  box or  vot ing mach ine con ta ins votes tha t  

may th row the government  ou t  of office.  Th erefore, it ’s not  just  th e govern ment —

elect ion  officia ls—tha t  need evidence tha t  no tamper ing has occur r ed, it ’s th e public 

and the candida tes.  Th e elect ion  officia ls (r epresen t ing th e government) have a  

conflict  of in ter est ; cor ru pt  elect ion  officia ls may h ire cor rupt  sea l in spectors, or  

delibera tely h ire incompeten t  inspectors, or  deliber a tely fa il t o t r a in  th em.   Even  if 

the pu blic officia ls who run  the elect ions a r e n ot  a t  a ll cor rupt , th e democra t ic 

process r equ ir es sufficien t  t ransparency tha t  the public (and the losing candida tes) 

can  be convinced tha t  th e process was fa ir .  

In  the la t e 19th  cen tury, a fter  widespread, pervasive, and long-la st ing frau d by 

elect ion  officia ls, democracies such  a s Au st ra lia  an d the Unit ed Sta tes implemented 

elect ion  protocols in  an  a t t empt  to solve th is problem.  Th e st ruggle to ach ieve fa ir  

elect ions la st ed for  decades and was hard -fought . 

A typica l 1890s protocol works a s follows:  At  th e beginn ing of elect ion  day, in  the 

polling place, the ba llot  box is opened so tha t  represen ta t ives of a ll polit ica l par t ies 

can  see for  th emselves tha t  it  is empty (and does n ot  con ta in  h idden  compar tmen ts).  

Then  the ba llot  box is  closed and sea led.  Th e witnesses from a ll par t ies r ema in  near  

the ba llot  box a ll day, so they can  see th a t  no on e opens it  and n o on e stu ffs it .  Th e 

box has a  mech anism  th a t  r ings a  bell when ever  a  ba llot  is in ser t ed, t o a ler t  th e 

witnesses.  At  the close of th e polls, the ba llot  box is open ed, and th e ba llot s a r e 

counted in  th e pr esence of witnesses. 

In  pr inciple, th en , th er e is no single person  or  en t ity tha t  needs to be t rusted: the 

par t ies wa tch  each  oth er . 

Democr a t ic elect ion s pose difficu lt  problem s n ot  just  for  secur ity protocols in  

genera l, bu t  for  sea l use protocols in  par t icu lar .   Consider  th e use of t amper -eviden t  

secur ity sea ls in  an  elect ion  where a  ba llot  box is t o be protect ed by sea ls while it  is 

t ranspor t ed and stor ed by elect ion  officia ls out of the sigh t of w itnesses .  A good 

protocol for  the u se of sea ls r equ ir es tha t  sea ls be chosen  with  car e and delibera t ion , 

and tha t  in spector s h ave substan t ia l and lengthy t ra in ing on  each  kind of sea l th ey 

are supposed to in spect .  With out  such  t ra in ing, it  is a ll t oo easy for  an  a t tacker  to 

remove and r eplace the sea l with out  likelih ood of detect ion .  

Consider  an  audit  or  recount  of a  ba llot  box, days or  weeks a ft er  an  elect ion .  It  

r eappears to the presence of witn esses from th e polit ica l par t ies from it s custody in  

the hands of elect ion  officia ls.  Th e tamper  eviden t  sea ls a r e in spected and r emoved —

but by whom ? 

If elect ion s a re to be conducted by the same pr inciples of t ransparency established 

over  a  cen tury ago, th e ra t ion a le for  th e select ion  of par t icu lar  secur ity sea ls must  be 

made t r ansparen t  to the public, t o th e candida tes, and to the polit ica l par t ies.  

Witn esses from th e par t ies and from th e public must  be able to r eceive t ra in ing on  

detect ion  of t amper ing of those par t icu lar  sea ls.  There mu st  be (the possibility) of 

public deba te and discu ssion  over  the effect iveness of these physica l secur ity 

protocols. 

It  is not  clear  tha t  th is is pract ica l.  To my knowledge, such  t ran sp arency has 

never  been  a t t empted.  In  examin ing any elect ion  system —whether  based on  DREs, 

opt ica l-scan  ba llot s, or  hand-counted paper  ba llots—on e sh ould avoid th e t empta t ion  

to pr et end tha t  physica l sea ls accomplish  more than  they actua lly do.  



15. CONCLUSION 

The Sta te of New J ersey’s protocols for  applying t amper -eviden t  sea ls in  an  a t t empt  

to secure it s DRE vot ing mach ines have been  completely in effect ive.  Th e pr imary 

reason s a r e tha t  (1) a s a  mat t er  of computer  scien ce, DRE vot ing mach in es cannot  

effect ively be secured by physica l sea ls; (2) th e sea ls chosen  by Sta t e elect ion  officia ls 

can  be defea ted even  by amateurs, a s can  most  physica l sea ls in  genera l; (3) Sta t e 

elect ion  officia ls had given  no thought  a t  a ll t o protocols for  applying sea ls, inspect ing 

sea ls, and t ra in ing inspector s.  F in a lly, the complex t rust  r ela t ionsh ips in  democra t ic 

elect ions pose very difficu lt  problems for  sea l use protocols, for  which  no good 

solu t ions a re yet  kn own. 
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