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ABSTRACT

Typedassenbly languagesprovide away to generatemachine-
chedkable safety proofs for machine-language programs. But
the soundnessproofs of most existing typed assenbly lan-
guages are hand-written and cannot be machine-cheded,
which is worrisome for such large calculi. We have de-
signedand implemented a low-level typed assenbly language
(LTAL) with asemartic model and establishedits soundness
from the model. Compared to existing typed assenbly lan-
guages,LTAL is more scalable and more secure;it has no
macro instructions that hinder low-level optimizations such
as instruction sdceduling; its type constructors are expres-
sive enough to capture data o w information, support the
compiler's choice of data represertations and permit typed
position-independert code; and its type-cheding algorithm
is completely syntax-directed.

We have built a protot ype system, basedon Standard ML
of New Jersey, that compiles most of core ML to Sparc code.
We explain how we were able to make the untyped back end
in SML/NJ presere typesduring instruction selection and
register allocation, without restricting low-level optimiza-
tions and without knowledge of any type system pervading
the instruction selector and register allocator.
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1. INTRODUCTION

The idea of Proof-Carrying Code (PCC) [18] is that the
compiler should produce machine code accompanied by a
proof of safety. A weaknessof previous PCC systemsis that
the proof-cheing infrastructure is too complex to prove
sound. We have built the rst compiler that produces ma-
chine code accompanied by safety proofs that are machine-
chedkable in a simple logic from minimal axioms.

Most PCC compilers, including ours, are basedon typed
intermediate languagesor Typed Assenbly Language(TAL)
[17], which provide a way to generate safety proofs auto-
matically. TAL has a soundnessguarantee: If a TAL pro-
gram type-cheds and there is no bug in the assenbler, the
machine code is safe to execute. Soundnessis proved as
a metatheorem outside of the proving system; the proof is
hand-written and not machine-chedkable. The typing rules
and the type cheder are in the trusted computing base
(TCB), that is, bugsin thesecomponents can let unsafecode
slip past the chedker. There have beenmany variants of TAL
[15, 23, 16], which rely on similar soundnessmetatheorems.
A recert variant [10] has a machine-chedkable metatheorem.

It is hard to managethe soundnessproofs and avoid errors
when scaling up to realistic type systemsfor real compilers.
The goal of the Foundational Proof-Carrying Code (FPCC)
[2] project at Princeton is to build machine-chedable safety
proofs for machine-code programs from the minimal set of
axioms. We have designed a low-level typed assenbly lan-
guage(LTAL) to be the interface betweenthe compiler and
the cheder: the compiler compiles a source program to ma-
chine code annotated by an LTAL program.

This paper focuseson the LTAL interface and the com-
piler. Our design and implementation has the following de-
sirable properties, some of which are shared by some other
TAL and PCC systems(seeFigure 1 and App endix A):

Compiles a \real" source language. We have built
a compiler for almost all of core ML|a full-scale source
languagewith polymorphic higher-order functions, disjoint-
sum recursive datatypes, and so on.

Compiles to a real target machine. We generate
high-quality Sparc code.
Foundational specication. We have a conciselogical

speci cation, independert of any type system, of the safety
property guaranteed by our system: in our prototype we
guarantee memory safety and that only a certain subset of
Sparc instructions will be executed [2]. Furthermore, our
speci cation relates to the actual machine language to be
executed|not assenbly language|w e model (and check)
instruction encadings explicitly .
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Figure 1: Comparison
(see App endix A)

of typ ed assembly languages

Mac hine-c hecked pro of. We have a machine-checed
proof (mostly nished) of the soundnessof our system|
that is, if the LTAL type-chedks, the machine code is safe.
Unlike any other TAL or PCC system, our proof is with
respect to a minimal set of axioms, the largest part of which
is a speci cation (in logic) of the instruction set architecture
of the Sparc processor.

Minimal checker. Just in caseyou are worried about
bugs (or Trojan horses) in proof cheders, our soundness
proof is chedkable in a very minimal logic: the trusted base
of our system (including axioms, machine speci cation, and
a C program implementing LF cheding) is lessthan 2700
lines of code [5, 22], an order of magnitude smaller than
other systems.

Atomicit y. Someother TALs have \macro" instruction
sequences(or even worse, calls to the runtime system) for
compare-and-branch, or datatype tag-chedking, or memory
allocation. This inhibits optimizations sud as hoisting and
scheduling.! Each of our LTAL instructions corresponds to
at most one machine instruction.

Compiler can choose data represen tations. For data
structures such astagged disjoint sums, a compiler may want
to exercisediscretion in choosing data layouts, unhampered
by assumptionsbuilt into atypedassenbly language. LTAL
permits this exibilit y; someother TALs do not.

Datao w & induction analysis. LTAL includes ex-
istential and singleton types that are powerful enough to
permit data o w-based safety proofs of optimized machine
code (though our protot ype compiler doesnot exploit all of
this power yet).

Position-indep endent code. To avoid the needto trust
a linker, we show how to ched typed position-independert
codelev enin the presenceof long jumps and of operations
that move code addressesnto pointer variables and closures.

Basic blo cks. LTAL groupsinstructions into basicblocks,

1Theseoptimizations can bedonein the assenbler, but need
to be trusted bug-free, whereasour system doesnot needto
trust them.

making it easyfor an optimizing compiler to reorder blocks
to optimize cache placemert or shorten span-dependert in-
structions.

Syntax-directed. Typededing LTAL is syntax-directed;
that way, if a compiler generatesa well-typed LTAL pro-
gram it doesn't have to worry about whether the cheding
algorithm will be smart enoughto nd a proof.

2. OVERVIEW OF FPCC

Necula's PCC system [18] constructs for untrusted code
a veri cation condition (VC), which has the property that
if VC holds with regard to the logic axioms and the typ-
ing rules, the program is safe. A VC generator (VCGen)
is used by both the code producer and the code consumer
to construct VCs. VCGen examines a machine-code pro-
gram instruction by instruction and calculates the weakest
preconditions for ead instruction in Hoare-logic style. This
V C-based veri cation builds the type system and machine
instruction semartics into the algorithm for formulating the
safety predicate. VCGen must be trusted to generate the
right formula, but it is a large program (23,000 lines of C
code [6]), thus di cult to guarantee bug-free.

2.1 FPCC

The motivation of Foundational PCC is to make the TCB
assmall aspossible,without committing to any specic type
system. We believe that the smaller the TCB, the more con-
dence PCC userscan have. Our TCB consistsof the spec-
i cation of the safety policy, machine instruction sematrtics,
and the proof cheder. In the current implementation, it is
lessthan 2,700lines of code [5, 22], of which more than half
is the speci cation of the Sparc instruction set architecture.
To makethe TCB minimal, we chooseChurch's higher-order
logic with a few axioms of arithmetic, give typesa semartic
model to move the type system out of the TCB, and model
machine instructions by a step relation between machine
states; we avoid VCGen entirely [3].

In order to support contravariant recursive datatypesand
mutable elds, we model types as predicates on states, ap-
proximation indices [4], and type levels [1]. We have an
abstraction layer, Typed Machine Language (TML) [20], to
hide the complex semartic models for types. TML pro-
vides a rich set of constructors for types, type maps, and
instructions, and an orthogonal set of primitiv e type con-
structors such asunion, intersection, existential and univer-
sal quanti cation, and so on. TML is so expressiwe that
type-chedking for it is undecidable; it is more a logic than a
type system. However, it is very useful for building seman-
tic models of higher-level, application-speci ¢ type systems
such asLTAL: we give LTAL constructors a semartic model
in terms of TML.

The soundnessof LTAL typing rules is proved not by a
metatheorem asin TAL, but by their semartic model [21],
bottom up: rst we use higher-order logic with axioms for
arithmetic to prove lemmas about machine instructions and
types, then we prove the TML typing rules based on these
lemmas, then we prove the soundnessof LTAL typing rules
in the TML model. Each typing rule is represerted as a
derived lemma in our logic.

LTAL benets from its semartic model in many aspects:
rst, it is more scalable. Adding new rules that can be
described in our semartic model generally does not a ect
the soundnessof existing rules, which we found very useful
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in ewolving the design. Second, it is more secure because
the typing rules are moved out of the TCB. Third, TML

connects LTAL to real machine instruction semartics, thus
bridges the gap betweentyped assenbly language and ma-
chine language.

The FPCC framework is shown in Figure 2. A source
program is compiled into a machine-code program and an
LTAL program. The \code consumer" receives the LTAL
rules, along with their soundnessproof; cheds the soundness
proof [5, 22]; and then runs the LTAL chedker, which is a
simple computation (lik e Prolog but without backtracking
and with only a very limited form of uni cation).

LTAL is not intended as a universal TAL. Instead, it is
extensible. Our semartic modeling technique is very mod-
ular. New operators can be added to LTAL (and proved
sound) without disturbing the soundessproofs for existing
operators, as long as the new operators conform to the as-
sumptions in the semartic model. We started with a very
simple model [3], and when we added contravariant recursive
types[4] and mutable record elds [1] these changesdid vio-
late previous assumptions and require nonmodular rewrites.
But now our model is very powerful and general: none of
the existing LTAL soundnessproofs will needto be touched
when we add operators to handle extensible sums, various
kinds of exception handling mechanisms, various kinds of
multidimensional arrays (with or without pointer indirec-
tions), or arbitrary predicates on scalar values.

2.2 FPCC-ML Compiler

Our compiler transforms core ML (ML without the mod-
ule system) into Sparc code with LTAL annotations. At
presert our protot ype omits exceptions, arrays, and strings.
We have built our compiler based on the Standard ML of
New Jersey system.

There are seweral stages: the front end of SML/NJ trans-
lates source ML programs to FLINT (a typed intermediate
languagebasedon F, ) [19]; we have reusedthe FLINT front
end. Our newly built typed CPS-conversionand closurecon-
version phasesgenerate NFLINT (a typed intermediate lan-

guagelike Morrisett's ¢ [17]). The next few phaseshbreak
down complex instructions, build basic blocks, and insert
coercionsto get machine-independert LTAL programs. The
back end takes machine-independert LTAL, and produces
machine code with machine-speci c LTAL annotations and
someauxiliary information, such as mapping from labels to
their addresses.

SML/NJ's back end usesthe untyped MLRISC retar-
getable instruction selection, register allocation, and low-
level optimization software [11]. The dicult y is to make
MLRISC presere and manipulate type information, with-
out rewriting the MLRISC or making it dependert on our
particular type system. Fortunately, MLRISC already had
some support for an annotation mechanism [13] that per-
mits \comments" on the instructions; we have generalized
this medhanism and usedit to propagate types.

2.3 Checker

Our chedker has two main componerts. First, it usesa
simple LF type-cheder to ched a proof, in higher-order
logic, of the soundnessof the LTAL typing rules [5, 22]. We
can view these LTAL rules as a set of lemmas.

On the other hand, the LTAL rules can be regarded as
a set of Prolog-like clauses. Then, becausethese rules are
syntax-directed, the cheder can run a very simple subset
Prolog interpreter (without backtracking and with only a
limited form of uni cation) on theserules to type-ched the
machine-language program [5, 22].

The LTAL program is only an untrusted hint so that
the cheder can take advantage of type and datao w in-
formation from the compiler in proving the safety of the
machine code. The processof running the cheder on a
machine code and the corresponding LTAL program is like
type-chedking the machine code according to structural in-
formation from the LTAL program. The overall goal of the
chedker is judge_prog H P where P is the binary code (a
sequenceof instruction words) and H is the correspond-
ing LTAL program. The predicate judge _prog characterizes
well-typedness. The cheder solves this goal according to
the structure of H. In the underlying semartic model, we
can prove that well-typednessimplies safety:

judge_prog H P -> safe_program P.

The predicate safe _program is the machine-level safety pol-
icy. When the cheder succeedson the goal judge _prog H
P, we apply this lemma to get a proof of safe _program P.

3. LTAL

We have designed our own typed assenbly language be-
causewe want to generate safety proofs of machine code,
with as much exibilit y as possible for an optimizing com-
piler. Thus, even part-way through a sequenceof instruc-
tions that allocates on the heap or that does datatype-tag
discrimination, the LTAL type system must be able to de-
scribe the machine state. That is, LTAL hasno \macro" in-
structions: ead LTAL instruction correspondsto one Sparc
instruction (or is a coercion with no runtime e ect). Be-
cause no sequenceof instructions is unbreakable, low-level
optimizations such asinstruction scheduling are permissible
(however, at presert our LTAL does not accommadate the
ling of branch-delay slots on the Sparc). Macro instruc-
tions in other TALs (such as malloc and test-and-branch)
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Figure 3: LTAL Syntax. Marked ? operators are speci c
to machines with condition codes.

that expandto a xed sequenceof machine instructions, in-
terfere with low-level optimization.

3.1 Syntax

LTAL is a calculuswith convertional features such asvari-
able names and scoping rules. The LTAL syntax is shown
in Figure 3. LTAL supports rst-order kinds; it has only
limited support for higher-order kinds, since TML doesnot
model higher-order kinds in full generality. For core ML,
this is enough.

LTAL hasa setof standard types: typevariables?, top and
bottom types,integer types, existential types,and recursive
types. We give type boxed to pointers pointing to heap
values.

There are low-level constructors to model high-level ab-

2In our implementation we usede Bruijn indices, but in this
presertation we will showv named variables.

stractions, such as singleton integer type n and re ned in-
teger typeint n for integers (i hastypeint n meansi n
is true, where is a predicate on integers such as= or ),
eld types, intersection types and union types for records
and user-de ned datatypes.

To model basic blocks (with their live variables) and func-
tions (with their formal parameters) we have polymorphic
\code pointer" typescodeptr [~](m;cC;v1 @ 1;:::;Vn :
where ~ is a list of type variables, m is the available memory
size known at this point, cc is the condition code require-
ment, and v; : ; are the input arguments.

For label arithmetic we have type constructors addr and
di , which will be explained further in Section 3.7.

Type def refersto a type expressionby a name ;in our
implementation, namesare just integers. Each program can
have a sequenceof type abbreviations that give names to
type expressions. This mechanism makes LTAL programs
concise,and savesthe chedker somework. The cheder ex-
pands a nameto the type expressionit stands for only when
such expansion is needed. Otherwise, the cheder simply
passesthe name around, which is more e cien t than pass-
ing the type expression.

We have a special category cc to capture the condition
codes status (on machines with condition codes), which in-
cludescc_cmp for comparison, cc_testm for memory avail-
ability testing, and cc_none for arbitrary status.

A value can be a variable x, an integer i, a label I, a
coercevalue c(v), oravdi value. We usevariables to track
aliasesof registers. Dieren t variables with dierent types
can be assignedthe sameregister, indicating di erent views
of the sameregister to the type-cheder. Value constructor
vdi andtypeconstructors addr and di are usedfor typed
position-independert code. Their meaning is explained in
Section 3.7.

Coercions are usedto change the type of values;all coer-
cions are free of runtime e ect, as they follow subtyping
relations in the underlying model. Many of these coer-
cions are convertional, such as identit y, composition, pack,
fold/unfold, inject, and project. Coercion rules are further
discussedin Section 3.5.

LTAL has a machine-independert core, which includes:
move and ALU instructions, sethi for loading large integers,
store , record , and inc _allo ¢ for heap allocation, calln
for \call by fall-through," (which generatesno code), and
addradd for addressarithmetic. Each target machine re-
quires the addition of machine-speci ¢ operators and rules.
The instructions in LTAL sparc that are speci c to machines
with condition codes are: cmp cc compares two integers
and sets condition codes; cmp cci compares a value with
a compile-time-known integer, sets condition codes and re-
nes the type of the value; testm tests for out-of-heap; if
is normal conditional branch without typere nement; ifr is
conditional branch with type re nement in both branches,
and iull and iftag specialize type re nement for memory
allocation and datatype tag discrimination, respectively.

Function declaration I[~](m;cc;ve @ 1;:::1;Va : n) =
1;:::; k denes afunction (basic block) W|th label I, type
parameters ~, formal parametersvy @ 1;:::;Va : n, and
function body 1::: k which is a sequenceof LTAL instruc-
tions. The number m speci es how much memory is guaran-
teed to be available when the function is called. If a function
speci es m words and allocatesno more than m words, there
is no needto test the memory availabilit y. Otherwise, it has



to chedk explicitly if there is enoughmemory. The condition-
code requirement cc speci es the status of condition codes
when the function is called. The function label | is assigned
a code pointer type codeptr [~](m;cc;va : 1;:::;Va i n).
Each function is closedin the sensethat there are no free
type variables or value variables.

Triple LR T represerts three environments that keepaux-
iliary information for type cheding: label environment L
maps labels to addresses(o set from the beginning of the
program); register environment R maps variables to tempo-
raries (registers or spill locations); type abbreviation envi-
ronment T maps type abbreviations to their expansions.

An LTAL program consistsof the above environments and
a set of function declarations.

3.2 Static Semantics

The low-level type and term constructors in LTAL make
the typing system expressive. Yet we need a decidable and
simple type-chedking algorithm sothat proof generation can
be done without a complicated decision procedure or con-
straint solver. To this end, we have made LTAL completely
syntax-directed. There are no subtyping rules; instead, we
use coercions to avoid nondeterministic choicesduring type
chedking. We explain various typing judgments, and then
show sometyping rules in this section.

The typing judgment for valuesLRT; ; ~ v: means
value v has type under environment LRT; ;. Triple
LR T is part of the program. Kind environment is a list of

typevariablesbound sofar (in our implementation we usede
Bruijn numbers, so is just a number). Value environment
maps variables to their types.

Thejudgment LRT * (; ;; c9f g( % % %cd) means
after instruction is executed, environment ( ; ;; cc) be-
comes( % % %cd). The construction ;v: augmerts
with anewbinding v : and keepsthe bindings other than v
unchanged. The heap-allocation environment is explained
in Section 3.4. Environment cc speci es the current status
of condition codes.

As an example we will show a simplied rule for an LTAL
add instruction. In Section3.7 we will show adi erent typed
version of add. These two dierent typed versions of add
expand to the sameSparc machine instruction. The rst rule
we show here is useful for compiling a source-languageadd
for which no data o w tracking is neededto prove safety; the
secondis useful for compiling address arithmetic. Having
multiple LTAL instructions for the samemachine instruction
simpli es type-cheding.

LRT; ; ~ x:int LRT; ; " vy:int
LRT  (; :; cOfz=x+yg(; ; ;z:int;co

In fact, this rule is dramatically simplied for clarity. The
full version looks lik e this:

(1) LRT; ; ° x:inta (2) LRT; ; " y:ints
(3) \0: ~ + 4

(4) rmap(LRT)(z)=t, (5) map(LRT)(x) = tx
(6) realreg(t;) =r; (7) realreg(tx) = rx

(8) ym = match_reg_or_.imm(y)

(9  °=fz:intwg\ ( nz)

(10) decode.list ~ “°P P°i_ADD (rx;ym;rz)

LRT; ~ (55 55 ccP)fz=x+yg( 5 5 eGP

The rst and second premises state that both x and y
have type ints2, the 32-bit integer type. Address ° is the
location of current instruction z = x+vy; *0is the location of
the next instruction. Premise (3) speci es that the length
of the add instruction is 4 bytes.

Premises(4) and (5) relate variables z and x to their tem-
porary numbers, and premises(6) and (7) map temporaries
to registers; this rule would not be applicable to operands
represerted in spill locations (but of course that's true of
the actual Sparc add instruction too). There are about 1000
temporaries (after register allocation); the rst 20 are reg-
isters, and the remainder are in the spill area. The per-
program rmap|the R component of LR T|maps variables
to temporaries; the program-independert relations realreg
and memtemp relate temporaries to their machine represen-
tation.

Since value y can be either a register or an immediate,
we use match_reg_or_imm in premise (8) to match either a
register or an immediate. Soym can be either (rmode ry)
for someregister ry or (imode i) for someimmediate i.

Premise (9) states the relation between the value typing
context beforeand after execution of the current instruction.
Before we add the type of variable z into the context, all
aliasesof z should be killed sincethey are not live anymore,
which is what nz does.

Premise (10) will be explained in the next subsection.

The conclusion is like a Hoare-logic judgment. In envi-
ronment LR T, the instruction z = x + y is at location °;
the length of the instruction is *0 - this instruction does
not aect type contexts or heap allocation environment

; value context  becomes ° after execution; the machine
code at location “%is P°.

3.3 Instruction decoding

The decode.list relation in premise (10) maps an instruc-
tion word to a higher-level instruction with semartic mean-
ing. Speci cally, it says that the instruction word at the be-
ginning of P with length "° ~ is an add instruction
i_ADD (rx;ym;rz). We ched for proper instruction encad-
ing with rules such as the following:

[0[00000000] Y |

14 13 5 0

[T0] _Z [000000] X
32 30 25 19

32 2+ Z = Xog 64 Xo+ 0= X7
32 X7+ X =Xg 2 Xeg+0= X4
256 X4+ 0=X; 32 X1+ Y =W
decade(i _ADD (X ;rmode(Y); Z); W)

This rule is not an axiom of our system, it is alemma derived
from a more concise and readable de nition of instruction
encadings [14]. The predicate A B + C = D shown hereiis
a simpli cation of an actual predicate that also chedks that
C < A and that A; B;C;D are natural numbers.

3.4 HeapAllocation

Like SML/NJ, our compiler allocates closuresand records
in registers or on the heap; we don't push and pop the stack.
At presert, our type system (lik e most TALs) also doesnot
accommadate reasoningabout garbagecollection either. We
intend to handle stacks and GC in the future, after we de-
velop a uni ed theory of stack and heap deallocation (prob-
ably basedon a region calculus).

As in SML/NJ, with somuch heap allocation we need ex-



tremely e cien t, in-line allocation of records. We model the
allocable heap memory asa large contiguous region bounded
by two pointers, allocptr and limitptr . Heap allocation is
broken into two steps: rst, test whether there is enough
memory for allocation; second,initialize memory.

Before the runtime system starts executing a program, it
resenes a chunk of memory, and sets the allocptr to the
lowest address of the memory chunk, and the limitptr the
highest address (minus a constant C = 4096). When the
program needsn memory words, where 4n C, it tests
whether allocptr limitptr ; if so, then at least n words
must be available. Then it lls in n words consecutively to
addressesfrom allocptr to allocptr + 4n 4, then increases
allocptr by 4n.

The following LTAL instruction sequencecreatesa 3- eld
record [vo;Vi; V2] and assignsit to v. The corresponding
Sparc instructions are on the right side of the table (d, do,
di, d; are registers assignedto LTAL variablesv, vo, vi, V2).

LTAL Sparc

lo: lo:
testm(3) sub cc allocptr; limitptr ; %g0
iull then I; elsel; bg |1

|2 . |2 .

st do; [allocptr + Q]

st dy;[allocptr + 4]

st dy; [allocptr + 8]
mov allocptr;d

add allocptr; 12; allocptr

store(0; vo)
store(1; v1)
store(2; v2)
v = record
inc_alloc 3

| ER Iy

Block |o tests if there are at least 3 words in the memory
for allocation; after the testm comparison the condition-
code environment is cc_testm (3). Then the branch instruc-
tion iull \consumes" this condition code, and statically
guarantees 3 words in the fall-through case(memory is not
full).

Block I, initializes the three newly allocated words. In-
struction store (i; vi) initializes the word whose addressis
allocptr + 4i with v;. Instruction v = record copiesallocptr
to v. Instruction inc _allo ¢ n increasesallocptr by 4n.

The instruction sequencefor allocation is not xed. The
instruction scheduler canshu e theseinstructions with oth-
ers, aslong as certain constraints hold.

An allocation environment is usedto chedk heap allo-
cation. It consistsof three parts: the number of words that
are guaranteed to be available in the memory, the largest
index of initialized elds, and the type of the partial record
initialized sofar. We don't needthe initialization ags used
in TALx86 [17].

The typing rules for the allocation instructions are showvn
in Figure 4. The judgement LRT; ; ;; cc - | statesthat
the signature of block | matchesthe current environment. If
this judgement holds, it is safeto jump to block I. Instruc-
tions testm and iull establish the allocation environment
in which the store instructions type-chedk. The compiler
can (and does) optimize by making oneiull cover the se-
quential allocation of seweral dierent recordsin a control-
ow path that covers seweral basic blocks. The parameter
m of codeptr conveysthe necessaryinformation about how
much memory is guaranteed to remain.

0 n 1024
LRT " (; ;; co ftestm(n)g( ; ;; cctestm(n))

cc= cc_testm(n) LRT; ; ;; cc’ - Ih
LRT; ;(n; 1;boxed);; cc - I,
LRT " (; ;; cofiull then Iy elselog( ; ;; co

LRT; ; ~ vi:int=i 0 i<n
LRT; ; " vt t°=t\ (eld it;)

m%= max(m; i)

LRT " (;(n;m;t); ; co) fstore(vi;v)g (;(mm%t9); ; co

LRT " ( ;(n;m;t); ; co fv=recordg ( ; ; ;v:t;co

LRT; ; “wv:intz=n® m<n® n
LRT ™ ( ;(n;m;t); ; cctestm(k)) finc_alloc vg
( ;(n n% 1;boxed); ; cc.none)

LRT; ; "~ v:int=n® m<n® n cc6 cctestm(k)

LRT " ( ;(n;m;t); ; co finc_alloc vg
(;(n n% 1;boxed); ; co

Figure 4: Rules for Allo cation Instructions

A tuple type[ o; 1;:::; n 1] isrepreserted in LTAL as
(eld 0 o)\ (eld 1 1)\ :::\ (eld (n 1)  1). If v has
this type, then the word located at memory addressv has
type o, at addressv + 4 type 1, etc. (where 4 is the word
size). When a eld is initialized by a store instruction, one
more conjunct (a eld type) is added into the type of the
partial record in the allocation environment.

After initialization, the allocptr is copied to a variable
(with record type) by instruction v = record , and then the
allocptr is adjusted to point to the next available memory
word by instruction inc _allo ¢. After instruction inc _allo c,
the condition codessetby testm areinvalid becauseallocptr
has been changed. So we reset the condition-code environ-
ment if it is cc_testm .

3.5 Coercions

A coercion only changesthe static type of a value; it has
no runtime e ect. A coercion c de nes atypetransformation
function f.. If c is applied to value v of type , we get
another value c(v) of typef¢( ). Type and fc( ) should
be compatible, more accurately, it should be provable in the
underlying model that is a subtype of fc( ). Coercions
simplify type-chedking by telling the cheder, in e ect, where
to apply subtyping. However, this can signi cantly increase
the size of the LTAL code.

We list some coercion rules in Figure 5. The coercion

typing judgement ;LRT "¢ I° °meansthat under kind
ervironment and maps LR T, coercion c changes to °

Sometimes after applying a coercion we need to use the
value both at its old type and its new type. This has been
a dicult y in some previous TALs, which assigntypesto
registers: they have to emit a mov instruction to handle
this case.

We solve this problem by assigning types to variables,
not to registers: A variable has only onetype, but dierent
variables can be assignedthe same register. A move-with-
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Figure 5: Selected coercion rules

coercion createsa new variable (in the sameregister) with-
out executing an instruction. In e ect, the variable name in
an LTAL instruction tells the cheder which type to use.

This meansthat when we \kill* a variable (by assigning
a new value to its underlying register), we must also kill all
the other variables bound to that register. When adding a
new typebinding v : , we examine each binding v°: %in
and removeit from if vis assignedthe sameregister asv,
which meansv® should be no longer live. Weuse( nv);v :
to represert this operation; it can be seenin premise (9) of
the big rule in Section 3.2. When there is no ambiguity, it
is abbreviated to ;v :

On the other hand, a move-with-coercions such asv =
c(v% does not require the application of the nv operator;
other aliasesof v cortinue to be active.

3.6 Userde®nedDatatypes

LTAL's low-level type constructors provide support for
various data represerations, and extracting and cheding
tags. The type-cheder can ched the connection between
a sum value and its tag, and re ne the type of sum values
after tag-cheding. We provide exibilit y for the compiler
writer to choose her preferred style of datatype represena-
tion; the represertations we describe in this section are not
new, but the point is that we can type each aspect of their
construction and deconstruction.

For simplicity, we use the notation [ o; 1;:::; n 1] for
tuple typesand usethe following two type macros:

Type range (n1; ny) for type (int ni)\ (int< ny). A
sum type is often represeried asrange (O;n) [ t. The
number n indicates the number of constant construc-
tors, which are represenied asinteger 0;1;:::;n 1.
Typet is the union of typesfor the boxed constructors.

Type hastag ( tag: ) for (eld O tag)\ . It means
that the tag of a sum value hastype tag: and the sum
value is of type

The compiler can choose from dierent data represena-
tions for user-de ned datatypessud as intlist:

datatype intlist = nil j cons of int intlist

(1) The most straightforward represertation is to tag each
constructor with a small integer: nil is tagged 0, and cons
tagged 1.

intlist 1 = : ([int= 0][ [int= 1;[int; 1))

(2) We assumethat small integerscan be distinguished from
pointers, thus constant data constructors can be represerted
as small integers: nil is represerted as integer 0; cons is a
boxed record with tag 0.

intlist , = : (range(0;1) [ [int= O;[int; 1))

(3) A datatype with only onevalue-carrying constructor can
be optimized further. If the value-carrying constructor car-
ries an always-boxed value, it neednot betagged. Sincecons
carries a tuple that is always boxed, its tag can be removed.

intlist 3 = : (range(0;1) [ [int; )

CreatingSumValues. We create an empty list of intlist 1
by building a 1-elemen record vo = [0], then coercing it to
typeintlist 1:

LTAL Sparc
Vo : [int= O]

vi = cinjl (lint= O][ [int= 1;[int;intlist 1]])(Vvo)
v, = cfold[intlist 1](v1)

The only dierence between vp, vi and v, is coercions.
They are assignedthe sameregister, sono Sparc instruction
is emitted for the above LTAL instructions.

By inserting coercions, the type-chedker can easily tell
that value vo can be coercedto be of type intlist 1. It sim-
ply chedks if the type of vo is the rst part of union type
[int= Q][ [int= 1;[int;intlist 1]] (by the rule of coercion cinj1 ),
and if the type of v; is exactly the sameasintlist 1 with type
variable replaced with intlist 1 (coercion cfold ).

The following two LTAL instructions create an empty list
of intlist 3 by coercing integer 0 to be of typeintlist 5.

v1 = crange[Q 1](0) mov 0;dy
vo = cinjl (range(0; 1) [ [int;intlist 3])(v1)
vz = cfold[intlist 3](v2)

Coercion crange [n1; n2] changesa value of typeint- n to
type range(ni;nz) if N1 n < ny. In the rst instruction
the type-chedker only needsto chedk if 0 0< 1 holds.

Eliminating SumValues. Consider what happens when
doing casediscrimination on a boxed-tag style of sum type
represeration, such asis usedwhen there are multiple value-
carrying constructors. Given a value x, one fetches the tag
into avariable y, then doesa conditional branch ony; at this
point, the dicult vy is in relating the outcome of the condi-
tional branch to the re ned type of x. One solution is to use
a\macro" TAL instruction to code for the load+compare+

branch; we wanted to avoid all such macro instructions. We
usetype quanti cation and singleton typesto keeptrack of
the implicit data o w.

User-de ned datatype

datatypet= A jB jC of int j D of int t
can be represenied in LTAL as:

= : (range(0;2)[ [int= O;int] [ [int= 1;int; ]):



\Switc hing" on sum valuesin source program

casdv:t) of A) ea
i B) es
i C(0) ec
i D(xy)) eo
is translated to the following LTAL and Sparc instruction

sequence(Variables vo; v; v; vi; v2; va: v3; vilare all assigned
register d, and variable t is assignedd;):

LTAL Sparc
Vo = cunfold(v)
( ;v8) = cmpcci(vo; 256) sub cc d; 256
ifr ( )fvigthen (vi:lcp)
else(vz;lag ) bge lco
lag :ii: lag @it
lco : lcp :
( 1;vs) = open(vi)
t = load(vs; 0) Id [d]; d
cmpcc(t; 0) sub cc d;; 0; %g0
iftag (=) fvag then (v§;1c)
else(v¥&1p) be Ic
Ip @i Ip i
lc @it lc @i

We need to generate code that tests v to decide which
branch to take. Each test and ead branch should be an
explicit LTAL instruction. From our assumption that no
pointers point to the rst 256 words in the memory, if v is a
small integer (lessthan 256), then it is either A or B, other-
wiseit is C or D. Instruction cmp cci performs this test and
setscondition codes. Instruction ifr examinesthe condition
codes and rebinds two fresh variables vi and v, with re ned
typesfor boxed and unboxed casesrespectively. Variable v,
has type 9: hastag (; [int= O;int] [ [int= 1;int; ]), which
meansit is tagged (we do not know the tag yet). Variable
V2 has type range (0; 2), which meansit is either 0 or 1.
Both v; and v, are forced to be assignedthe same register
as Vo, S0 no machine instruction is neededto move vg to vi
or vs.

In the unboxed case,we further test if v, is 0 or 1, which
is easy In the boxed case,we needto test the tag of v;.
Variable v; hides the type of its tag by existential types.
We rst open vi to vz and bind a brand new type vari-
able 1. Again, no Sparc instruction is needed because
vi and vz are assignedthe same register. Variable vs has
type hastag ( 1;[int= O;int] [ [int= 1;int; ]). Instruction
load extracts the tag t and givesit type 1. Then cmp cc
chedks if tag t is 0 and set condition-code ervironment to be
cc_cmp ( 1;0). Instruction iftag chedks condition codesset
by cmp cc, rebinds two new variables v and v{° as aliases
of vz and doesconditional branch. The type-cheder chedks
in iftag instruction that: ccis cc_cmp ( 0;0), vs is of type
hastag ( J; ), and o = & and it re nes the typesof vJ
and v°to [int= O;int] and [int= 1;int; ], respectively. This
re nement rules out disjuncts by the result of comparing
tags with integers. All theserules will be explained in detall
in an upcomping thesis [8]. A constraint solver asin DTAL
[23] is overkill for our purp ose.

The connection between a tagged value and its tag is
established by existential types, since every time we open
a variable of type 9: hastag(; ) and assignit to some
variable v, we get a fresh type variable ° and only v's
type cortains the new type variable °in the rst conjunct

(eld 0 9, and only by instruction load (v;0) can we get a
variable of type °

For simplicity we use linear seart here. LTAL also per-
mits binary seard; to do an indexed jump we would need
to extend LTAL, but our underlying semartic model will
permit this in a modular way.

3.7 Don't trust the link er!

To avoid the need to reason about possible bugs in the
link-loader, we arrange that ead compilation unit needsno
link-editing, and links to others using closures,in the style
of SML/NJ [7, x3]. We must avoid the needfor a linker to
do relocation. Our safety policy says, \a program is safeif,
no matter where we load it in memory, it will never access
an illegal addressor execute an illegal instruction" [2].

Position-independert code must userelative addressesin-
stead of absolute ones. The problem arises when we move
a label into a register or store it in memory, to make a
function-p ointer or a closure. The value of the label depends
on where the code is loaded.

We adopt the solution that SML/NJ uses, but we show
how to type-chedk it. Each function takesa base parameter,
which is the start address of its own machine code in the
memory. We keepthe base address of the current function
in a register, and calculate the addressesof labels as o sets
from base When a function f is called, the addressf is
passedasits own base argument.

In the body of a function f, moving a label g to variable v
isimplemented asv = addradd (base;g f), whereg f isa
constant computed by the compiler. Instruction addradd
is translated to Sparc add instruction, and used only for
addressarithmetic.

9= ;v :addr(g)

LRT; ; ° vi:addr(f)
LRT; ; " vz:di( gf)
LRT " (; ;; co fv=addradd(vi;v2)g ( ; ; 0;cc)

Totype-chedk position-independert code, weintro ducetype
constructors addr and di . The former givesatypeto base
and the latter typesthe di erence betweentwo labels. For
example, in the above example v = addradd (base;g f),
variable base has type addr (f ); the constant g f, which
is represeried asa value vdi (g;f), hastypedi (g;f); and
the typing rule for addradd will give type addr (g) to v.
When a function f is called in a compilation unit other
than where it is de ned, its label is (statically) unknown
at the call site. Then the type of its base cannot be addr .
We use existential typesto hide the base type; the type of

f becomes9 :codeptr [~](m;[base: ;:::]). To make sure
that f itself is passedto its base when f is called, we make
f havetype9 :( \ codeptr [~](m;[base: ;:::])).

As an important optimization, when a function is called
only by direct jumps from known locations, it doesnot need
its own base argumert|it can use the base of one of its
known callers. This avoids addradd instructions in local
loops and branches.

4. MAKING AN UNTYPED BACK END
PRESERVE TYPES

Our compiler is based on SML/NJ, whose back end uses
MLRISC [11], a generic framework for compiler back ends.
It canbe customizedto di erent sourcelanguagesand retar-



geted to di erent architectures. MLRISC provides instruc-
tion selection, register allocation, and instruction scheduling
modules parameterized by machine speci cations. To gener-
ate a compiler back end, users customize these modules for
their target machine. MLRISC hasbeenusedin many com-
piler projects including SML/NJ for years, and generates
high-performance code.

We did not originally intend to take advantage of ML-
RISC, becauseMLRISC is totally untyped while we need
type-preserving transformations. When we learned of the
annotation mechanism [13], we tried using annotations to
connect the typed represertation we need and the untyped
one MLRISC uses. The experiment turned out to be re-
warding: reusing MLRISC this way is much lesswork than
writing a back end from scratch, and has the advantages
that MLRISC provides, such as generating code with good
performance and being retargetable.

4.1 Annotations

Annotations in MLRISC are like commerts; in fact, they
are emitted as commerns in assenbly code. They have no
runtime e ect. One canannotate cells (pseudo-registersthat
will be mapped to physical registers or memory words), in-
structions, code blocks, and compilation units. Each anno-
tation describes a property of the construct it annotates,
and a construct can have many annotations addressing dif-
ferent properties. MLRISC provides ways to create, append,
extract and remove annotations.

By annotating cellswith variables, instructions with LTAL
instructions, code blocks with function signatures, compila-
tion units with type de nitions, we get a close correspon-
dence between MLRISC code and LTAL programs.

Originally MLRISC developers added this mechanism to
propagate type information to code optimization phases.
Annotations have beenusedextensively in MLRISC to pass
information without changing existing data structures. Data
abstraction hides the represertation of client annotations
from MLRISC's register allocator and instruction selector.

However, we found that MLRISC did not take care to
maintain annotations through every program transforma-
tion. For example, sometimesMLRISC removesannotations
of instructions, or creates new constructs without annota-
tions becauseit does not know what annotations to give
them. Sothe main dicult y in using MLRISC is how to
restore the missing annotations.

4.2 BasicBlocks

Part of the solution to missing annotations is to design
LTAL to provide annotations when MLRISC rewrites in-
structions.

At rst we used extended basic blocks in LTAL: instruc-
tions such as if(v) then (I; ) else(I% 9 could appear in
the middle of a function body. To avoid long jumps, ML-
RISC would create a new block for the fall-through caseand
changethe \jump" block to be fall-through case.In the fol-
lowing example, the neq casehas more than 2%! instructions,
but the eq casedoesnot. MLRISC simply switchesthe two
cases,changing the code in the left column to the onein the
right. Label I3 is for illustration purpose. It doesnot exist
before MLRISC switches branches.

Iy oo

bne I3 (else I3)
(I2 )eq case
I3 : neq case

PR

be I, (else I3)
(Is )neq case
I, : eg case

Newly created block I3 neededto be annotationed with an
LTAL function signature, which MLRISC could not provide
since there was no LTAL function that corresponds to this
new block. Sowe changedLTAL to make eac basic block a
function. Thusin the above example, when MLRISC moves
blocks, the LTAL function signature for |3 is already there.

The important lessonhereis that a good TAL should serve
not only as an interface between a compiler and a cheder,
but also as a useful intermediate language in the back-end
phasesof the compiler itself. By using basic blocks instead
of extended basic blocks, LTAL becomesuseful as such an
intermediate language.

4.3 Hooks

Our approach needs tight connection between machine
code and LTAL annotations. But MLRISC sometimesbreaks
annotations. This causesproblems. For example, MLRISC
transformed instruction d; = 3+ d; to di = d2 + 3 (thus
one Sparc instruction suces), and annotated the new in-
struction with the annotation of the old one. The LTAL
annotation of d; = 3+ d> would be like v = 3+ v, where
vi and v, are assignedregister d; and d, respectively. This
annotation is not valid for di1 = dy + 3. The cheder will try
to map 3to d; and v, to 3, and fail.

This problem results from the fact that MLRISC doesnot
know the meaning of annotations or the connection between
annotations and code, thus could not preserve them. Yet
MLRISC should not understand annotations becausedi er-
ent users give dierent annotations. Our solution is that
MLRISC users provide hooks (functions) that manipulate
annotations, and MLRISC calls those hooks when it trans-
forms the code. The commuting transformation (shown
above) will call a function of type annotation ! annotation
to restore annotations beforeit exchangesthe two operands.
This function takes the old instruction's annotation and
rewrites it to t the new instruction.

Another casein which MLRISC breaksLTAL annotations
is when it splits an instruction into seweral ones. For exam-
ple, pseudo-instruction d = 4097 is split into two instruc-
tions, d = sethi 4 and d = d or 1, where the rst instruc-
tion loads the high 22 bits of constant 4097 to the high 22
bits of register d, and the secondinstruction loads the low
10 bits. In our modi ed back end, MLRISC calls a function
to get the annotations for the two new instructions.

5. MEASUREMENTS

The LTAL calculus is a large engineering artifact, just
like the compiler that producesit and the Sparc machine
that consumesit. It comprises (at the current state of im-
plementation) approximately 1200 operators and rules, in-
cluding 196 machine-language Sparc instruction construc-
tors (many of which are not used by the compiler and could
be deleted from our cheder), 263 Sparc instruction decad-
ing rules, 30 coercion operators and 49 coercion rules, 48
explicit-substitution operators and reduction rules, 41types
and constructors for such things as label-maps and register-
maps, 27 type operators (union, intersection, eld, etc.),



69 rules for type re nement, 98 rules for wellformedness of
types, 73 operators and rules for local environment man-
agemen, 44 operators and rules for static arithmetic cal-
culations, 38 rules for parsing the label, register, and type
maps, 50 structural matching heuristics for type expressions,
51 LTAL instruction constructors, and 53 typing rules for
instructions.

A typical large rule, such asthe one shown in Section 3.2,
isquanti ed overadozenvariablesand hasadozenpremises.
In all, the current LTAL type chedker is 3900 lines of (non-
blank, non-commert) Prolog-lik e sourcecode. The machine-
chedked proof of the soundnessof all the LTAL rules (which
is nearing completion) is over 98,000 lines of higher-order
logic asrepreserted in the Twelf system. The axioms com-
prise 1850 lines, almost all of which is the speci cation of
the Sparc instruction set.

The compiler from core ML to LTAL+mac hine code is
written in ML; its size(including blank lines and commerts)
is 50k lines of the Standard ML of New Jersey(110.35) front
end (unmodied); 1.8k lines of code copied and modi ed
from the implementation of the SML/NJ interactive top-
level loop; 2.7k lines to translate FLINT to NFLINT; 7.8k
lines to translate NFLINT to LTAL; 1.2k lines to interface
of MLRISC; and approximately 50k lines of the MLRISC
systen?® itself, of which 400 lines are new or modied to
support our more-general annotation interface.

5.1 Performance

We compared our performance’ to that of SML/NJ 110.35
on two small benchmarks: Life (adapted from the Standard
ML bendmark suite) and RedBlack, which usesbalanced
trees to do queries on integer sets.

Benchmark redblack life
SML/NJ Compile time 0.300 0.490sec.
SML/NJ Run time 0.013 0.262
FPCC Compile time 0.955 2.998
Safety check time 0.183 0.432
FPCC Run time 0.014 0.407
FPCC/SMLNJ slowdown 1.036 1.555
Sparc instrs. 870 1816
LTAL tokens 34278 57670
Coercion tokens 17%  23%

Our compile time is not competitive (2.998 secondsto
compile Life compared to 0.49 secondsfor the production
release of SML/NJ); we have not engineeredour compiler
algorithms as necessaryfor a production compiler. Run
time is almost as good as SML/NJ. We do not garbage col-
lect; SML/NJ spends0.02%of its time garbage-collectingon
these benchmarks. SML/NJ's better performance is proba-
bly becauseit has more sophisticated liveness-basedlosure
conversion and lls branch-delay slots.

To measure Safety check time, we translate our lemmas
into Prolog rules and time the execution in SICStus Prolog.
As an alternativ e, we are building a minimal-size interpreter
for syntax-directed lemmas; it is much simpler than Prolog
becauset doesn't require backtracking or full uni cation; we
have yet to measurethe cheding speedin that interpreter.

3The MLRISC software has seweral other analyses, opti-
mizations, and target machine speci cations that we did not
use and that we don't count here.

4Measured on Sun UltraSparc E250, 400 MHz.
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Simple encadings should be able to represent LTAL in
a few bits per token, so the LTAL expression should not
be signi cantly bigger than the machine-language program.
Eliminating the coercions|th us requiring some backtrack-
ing in the chedker|could save about 20% in LTAL size.
The builders of Speciald [9] and TALx86 [15] have devoted
substantial e ort to reducing proof size|not just removing
coercions but getting the cheder to reconstruct other data
aswell. Clearly, there is someengineeringto be donein this
respect, although we would not want to complicate any part
of the chedker that is in the trusted base.

6. RELATED WORK AND CONCLUSION

Morrisett et al.'s TAL [17] demonstrated the idea of typed
assenbly language, but was too limited for practical pro-
gramming languages. Extensions of this work supported
stack allocation [16] and implemented a more realistic cal-
culus (TALx86) [15] for compiling a safe C-lik e language to
Intel 1A32 assenbly language. Xi and Harper's DTAL [23]
added a restricted form of dependent typesto TAL to sup-
port array bound ched elimination and datatype tag dis-
crimination. These implementations have soundessproved
by hand about abstractions of subsetsof the system that is
actually implemented; the proofs cannot be machine-cheded.
These TALs ead have a macroinstruction \mallo ¢" for heap
allocation (and TALx86 has another macro \btagi" which
tests tags and branches).

Hamid et al. proposed a syntactic approach to build
machine-chedable foundational proofs. They designedFeath-
erweight Typed Assenbly Language (FT AL) [12], mapped
ead valid machine state to a well-typed FTAL program, and
related transition of machine states to evaluation of FTAL
programs by a machine-chedked syntactic metatheorem. It
is not clear whether syntactic metatheorems scalevery well,
or can be made as modular as our semartic-modelling ap-
proach; FTAL is too featherweight to tell. Crary [10] has
built a more substantial TALT, with a machine-cheded syn-
tactic metatheorem proving progressand presenation; he is
now working on the machine-chedked metatheorem relating
his typed calculus to the \bare machine" untyped step rela-
tion.

We have designed a syntactic low-level typed assenbly
languagewith a semartic model that backs up its soundness
with a machine-chedable proof. The semartic modelling
technique makes LTAL easily and safely extensible. It has
a rich set of expressiwe constructors, yet its type-cheding
is decidable and simple. We have implemented a prototype
compiler that transforms core ML programs to Sparc code
annotated with LTAL programs. In our compiler an untyped
back end preserestypeshby annotations and hooks.
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APPENDIX
A. COMPARISON OF TAL SYSTEMS

Figure 1 makes sweeping claims about many competing
proof-carrying-code (PCC) and typed-assenbly-language (T AL)
systems. Here we explain the basis for these claims, based
on our understanding of the various cited works. Boxed nu-
merals [i] referencethe columns of the table.

Speciald [9] is a PCC compiler from Java byte code [1] to
x86 machine language[2]. It includes a veri cation condition
(V C) generator that scansthe Java .class les (that contain
compiled information about the data layout and formal pa-
rameters of methods) and the machine code, extracting a
formula that is supposedto imply the correctness of the
machine code. The closestthat SpecialJ comesto a founda-
tional speci cation [3]is a reference[9, x4.2] to a proof about
a dierent VC generator in an earlier system. Assumptions
about instruction encadings and about the safety policy are
implicit in the VC generator (a C program tens of thousands
of lines long), and there is no machine-cheded soundness
proof [4]5].

Speciald mostly treats instructions atomically [l for ex-
ample, comparisons that set condition codes can be sepa-
rated from branchesthat depend on them. However, mem-
ory allocation is done by a call to the runtime system. Data
represenations are xed by the surrounding Java runtime [7].
The VC generator and prover can accommadate data o w-



based optimizations [8]. Position-independert code doesnot
seemto have beena designgoal [9]. Sincethe VC is entirely
a post-compilation pass, support for basic blocks as a tool
for back-end optimization is beside the point [10. There
is no syntax-directed calculus at the interface between the
Speciald compiler and the prover/cheder [11].

TALx86 [17, 16, 15] is the typed assemply language of
the Popcorn compiler, which compiles a superset of a subset
of C [1] to Pentium code [2. Sewral papers about dier-
ent subsetsof TALx86 ead specify overlapping subsets of
the safety property, but there is no formal speci cation of
the safety achieved by the actual implementation [3]. There
is no machine-chedked soundnessproof [4]5. TALx86 has
nonatomic instruction sequencesor compare-and-branch and
for memory allocation [6]; later versionsof TALx86 can sep-
arate the compare from the branch. Disjoint-sum datatype
tag-cheding is done in separableatomic instructions in the
implementation [6], and with some exibilit y in choosing rep-
resertations [7]. There is limited support for data o w-based
reasoningon integer variables|[8] or for position-independert
code[9]. \Blo cks" in TALx86 are extended basic blocks, not
basic blocks|this would hamper optimizations that reorder
blocks|but in the implementation there is a pseudoinstruc-
tion to handle \fall-through" that could mitigate this prob-
lem [10. TALx86 (asimplemented) is approximately syntax-
directed, but omits many coercions to save space;there is
no formal speci cation of what a compiler-writer must do to
guarantee that proofs will be chedable [11].

DTAL [23]is a Dependently Typed Assenbly Language.
DTAL hasbeendemonstrated with a toy sourcelanguage[l]
and no translation to any particular target machine [2]. Ex-
cept for the lack of correspondenceto a real machine, there
is a formal speci cation of the safety property; there is
no machine-cheded proof [4]5]. Atomicity of instructions is
impossibleto judge in the absenceof a translation to a real
machine [6]. There is only one tagged 2-way sum datatype
[7. The dependert types permit reasoning about data o w
analysis on user program variables and other quantities [8].
There is no position-independert code [9. Extended basic
blocks are used instead of basic blocks [10. Type-chedking
is not syntax-directed, but requires a more sophisticated de-
cision procedure [11].

Featherweight Typed Assenbly Language, FTAL [12],
demonstrates an approach to foundational proof-carrying
code using machine-chedked soundnessproofs basedon syn-
tactic operational semanics. There's no compiler for a source
language nor translation to any target machine [1]2], but
there is a type-independent speci cation of the safety prop-
erty, encaded in the Stratied Calculus of Inductiv e Con-
structions (CiC), with a machine-cheded proof in the Coq
system [4. However, the safety specication does not in-
clude instruction encadings or other \real-machine" issues
[3l. Existing chedkers for CiC are at least an order of mag-
nitude larger than our minimal LF chedker [5]. Atomicity of
instructions is impossibleto judge in the absenceof a trans-
lation to a real machine [6]. There is not enough support for
data structures to judge whether the compiler has exibilit y
to choosedata represenations [7]. Although the possibility
is mentioned of adding existentials and singletons to sup-
port data o w-based reasoning, this has not been done [8].
There is no position-independert code [9. Extended basic
blocks are usedinstead of basic blocks [10]. Typededking is
syntax-directed [11].
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TALT [10] is a \F oundational" typed assenbly language,
meaning that, like ours, it is intended to support machine-
chedked proofs from rst principles. It has not yet been
demonstrated (as far as we can tell) in a compiler for any
sourcelanguage[1], but its application to Pentium assenbly
language is quite explicit [2]. There is a near-foundational
speci cation of safety, but it doesnot model instruction de-
coding [3]. Soundnessof TALT type-checking will be proved
by machine-cheded metatheorems of progress,type preser-
vation, and a simulation relation between the typed cal-
culus and the untyped machine calculus; machine-cheded
progressand presenation proofs have beenbuilt, but work
on the simulation proof is still ongoing [4]. However, the
implementation of Twelf's metatheorem cheder (in which
thesetheoremsare written) is two orders of magnitude larger
than our minimal LF chedker [5l TALT has nonatomic
compare-branch and memory-allocation instructions [6] Its
useof explicit unions and tags for represering disjoint sums
appearsto allow a compiler exibilit y in choosing represen-
tations [7]. Its use of singleton types (lik e ours) gives the
power to reasonabout data o w [8. TALT doesnot support
position-independert code [9], but it does support reason-
ing about relative addressingthat is almost enough for that
purpose. TALT has no notion of blocks (neither extended
nor basic) [10. TALT has no syntax-directed type-cheding
algorithm (type-cheding is not even decidable), so typing
derivations must be sert from compiler to chedker [11].

The LTAL systemdescribed in this paper achievesalmost
all of our goals. However, we don't yet compile all of core
ML [1]; we expect to do all of core ML in a few months.
Our soundnessproofs basedon the semartic model are con-
structed by hand and chedked by machine, but the machine-
cheded proofs are not nished [4], we expect to nish in a
few months. All of our instructions are atomic except for
the delayed branch on the Sparc processor,which we bundle
with a nop instruction in the delay slot [6].



